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ABSTRACT

This thesis exami nes the multilevel security problem of sijr’ ’-

tancous processing of compartrriented and collateral data at the Intelli-

gence Data Handling Site, Forces Comand Intell igence Group , Fort Bragg,

North Carolina . Existing security controls are examined , and a list of

software controls are discussed to reduce the risk of penetration , whether

accidental or deliberate. Software controls are described in fair major
ft 

areas: access controls , input/output controls , residual controls , and

audit  trail controls. The security kernel is discussed as the heart of

a l l  software controls. A method of verifying the software is discussed

and a procedure is explained for certifying the ASSIST system as possess—

ing an acceptable security risk. Rec~~mendations are described to reduce

the risk of penetration and certify the system as secure through software

controls.
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~l )l J(~! J I

‘TUh 1cm I)c l i i i  i t  ion

here is present I y no c :Ij ) ;Ib i I i t v  to process coinp artment cd and

col l a t e r a l i n t e l  1 i gence s m i i i  t a r i e o t i s i v  w i t h i n  the Army Standard System

f o r  Inte l  I i gence Support cnn i na I (ASS TST) computer. The problem is

penet r ;~ f l O l l , acc identa l  or dcl ib e r a t e , of compartmcntcd i n t e l !  i gence d a t a

by U SC? S who are not g ranted the appropr I ate  l evel of access - Current

s( cur i t  y contro l ine;isurcs ph ys I ca I I  y disconnec t the user Iron the ~v~ t eta

at  the i n t e l l i gence data h a n d l i n g  s i t e  - The only  method for process i n~

compartmented in t c l l  i gcr cc is a segregated m od e r i  oper at i on . For the

pu rpose of this  the s is , the Forces Command I n t e l l i gence Gro un (FO ftSIC )

s i t e  located at  Fort  Bragg , North Caro l ina , w i l l  he exanined .

Secure System

— A computer sy st cm is secure i f  i t  is kn own to prevent a l l  act ioii~

deli  ned as uttauth o r i ~cd 1w secur i ty  spec I l i cat  ions . l’enet ra t io n stud ie-

conduc t ed by the I)ep art mn cnt ol De Ierise (1)01)) , i nvo i V ng severa l d i  I fcn ’iit

systems , have demonstrated that  e x i s t i n g  shared , genera l pu rpose sy stems

are not secure . In a l l  such syste~~ , a m a l i c ious user can construct a

program that can defeat the access cons t ra in t s  supposedl y enforced by the

syst cm . To he secure , a l l  possible ways to perfo rm unauthorized act ions

must be blocked . No way to circtnnvent t i e  protect ion mechanis i ’t can

ex i s t .

Computer Security is an a l l -encompass ing  term which includes

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _  - - -, —~~~-. -— -
~~~

. c-~~ - 



~l t \ ’5 m e t  I a~ I)ec t . l)( ’r so l l l n . ’ I  . ; i d m i n i ; t  ra t  ion , hardware , c~~nim in ic at  inn , and

~o t t w ; i t n . l i a d  t i n t i ; i  I I ~ , t } i~~ 1 hod H scent - i ng the computer h ; t ~ been

t o  t ( ’TIIO V C t h e  e mi t  i N  t r i l l  t o  ; o pl ~~t e  t ed eti ~ i ronment — Ih e  cntnp ar t  —

m e r i t e d  d a t a  n . j  t h i t  t F i t -  cnmn p t i t  er  been a H o r d ed  t h e  ante pr ot  i. I ion

Iii  I i  I. Olti ~) i i t  (~ i ‘(~ I t i . i  I I — l I P  - \ ‘ I ~ r c ~sotzi -cc ’ sF1~i i  n o.~ c ont p l i t e r  svst ~~
n . H ( I Y 1) \ t h o ’  c I ) i i l p i l I  er  ; n p , m b n  l i t  1. s ;nn. i  comp on ent s  are slblrd ’d 1w ri ;tn v

ft er FIt ntianv )~~~~~. , b O o .  o i ~ p t I I l t I I Y J  t h e  s e c u ri ty  prob l em of s a f e g u a r d i n g

co t [ . I t t n i en ted  d a t a . P , Iu r c e  h i r i n g  a l l o w s a numb er of users to i n t e r -

i~~t ~~i I i r i r i  t h e  ent r p i i t ’ n  t c l l i  t o  gi~ r ig  each user a v a r i e t y  of op t ion s

d t - ’ ; t l i ug on t ht c aj s l l o  i l i t  I es . h i in r 1.’ user c a p ab i l i t i e s  of fered  by

he a op t it  ( ‘F , t he to ut . di i i i  cii i t a nd coup lcx are the secilr i tv  cont r Is

j :  i ~‘liT - e I i s  a ~ r mp h .m I de~ e U I  pt omi o th  i s si t n ia  t ion -

I h i s  f i gu re i i  l m i s t r a t v ~ t i N t  l i s e l s  ~ i t h  l i m i t e d  pr og r ; i , Tnmunig  cap ;t

h i t  i t i e s  t-~i t h i i n  a .\ - t en t  U not p a -  as si r i n i t s  a s e c t t r i t v  prob l em as

I th  un I i m i  t c d  cap ;mh I i i  icc . Ihe  scsi  en I t se  I . ,  1w the typ e  of

;icces~ es ar id p n n c (  -sces n i l e  red , increases the d i f f i c u l t  V and c~~tplexi tv

of t h e  s e c u r i ty  co ‘ni t o l  s

t ’lie ASS I ST ; V c t c ’ l r m  i s  a f etitnit —a c c e s s  - \  st e in  i r i c o i r p o r a i l  i i i ’  t i n .

c : m u ; i hj  l i t  icc of t i m e  F i l e  o p i o r~ ; i j i d  I ~x o . t I t r a n t - ; ; i e t  (I l l ~ \ 5 t ( O  ‘~l I ( ’wIt  I I I

f i g u r e  1. T h e r e f o r e , c :mpah i  l i t  ics  of icred h~ ,\ -d- 15i  do not re~ t i i  m e  t h e

nxi st comp lex secur i i  v con ? n i s  , ma would : t svst ~in o f f e r i n g  e r t  I ci pro—

cap a h i  I i t  es , such ;t~ the I~ I’I I I I  and l\  scstems 5110101 in

F i gu re 1 .

F i l e  q I i e m ~~ user  capn i i i  l i t  cc ii  AS~~I s l  enab l e  i n t e l l i g e n c e  ari a-

Iysts at the t n t ?  (11 i genc e (kit  a h atid l ing s i t  cc t o  cxeo. u t c  omi l  v I m i  ted

app i l i - i t IO fl programs . I h e  a n a l y s t  ( 1 ( 0 5  i t ?  h o c  th e  c a p a b i l i t y  to  a l t e r

th e  pro c ram , ; ml  thoug h t h e  t i n i b i l  i t  v cx i  - i  t o  coup le ‘.evc ra I of these

t - -— - -  — . 
— -
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‘et m n il s t I~ C .e? h e m  int l i t - i I pa ti l i c o - i i i t o  I I t o ’  -a I outed prog ims

l i e  ; \ S S I S l ? s I I \ ( d I l i i t i . , t ( t n i t  c apa h i  l i t  ~ a l l o w s  the  i n t e l l i gence

; i n i a 1~~st  t o  i n s e r t  p am i n e t e i  - I i I I p n a t r n r i i n l g  I c  1 m u t t  t -J  t o  i nput i an gi i ;ige

sv rirh ’ia l 5 i~~~v I detl  b y  li t ’ ~~ I l III n o n ?  or  ~ 1 I n.:i  t o . .  ‘I h o  symb ols a ma - n o t

used to Ut li st rtic t ar t  m n t e r n i a  I m a c f i t  in I a n t g i r  ge p t ( n d r ; t m  t h a t  c:tc

(h Ueml t  1 v He executed upon corona mU ! n a n - ~ I e user - t h u s  , the use t- does not

have the oppu rt ton i t  v to  oh t a in  con t ro 1 n i  the  computer d i r e c t l y ,  because

he i s  b u f f e r e d  from i t  1w the i n t e r p r e t  i ye c ( - l t l e l r e .

!~ 1J t i leve l ‘
~~s t r -  i t  e

D i f f e rent l eve l s  c. I W i t  St iciC’55e5 a i~~ p rocessed at  the  i n t e l  i i  —

geflee data b a n d i t  it  s i t e .  Si nec not a 11 I isers have t lie same leve l of

access , a mwl t i  leve l ceciir  i t  v prob f ern is  c rea ted . \ tr ai l t i leve l seclir i t

mode el operat  ion p r ov id e s  the c a p a b i l i t y  t f o . : t r j o i i --. l evels  oh c l a s s  i i i  -

cat  i ons and compa r t rn ent  S n I  dat  a t o  be cottcw ren t  I v s tored and proc~~ so.-

in  t tie aut oma t i c  data  process i ng (A l) l °)  s a t  em - I n the  ASS I 5! t (’ i lt t t 0

;t eec-ca 5 5  tdlnl , the  data  can he s e l e c t i v e l y  tcio. ’ssi ’il arid iicmn 11) 111 s i t e d  l i o t u

t e r m i n a l s  cont n I led b v a r i o u s  p ersonnel  h a v i n g  o h i l en er . t Si -t t m n i t \  d c  i i

access 5l~t~~1OVil I~~.~ 
‘ t )  I I n. ’ ) m o l l I ( n t  ;tS’ ;III l ; t I  c-U n. l i l t  miii I I c i i

- c o  i i i  t v a t  I t  t t ’ 5  Corstrni amid l i t  e l i  i t s  r ica  ( r o n l i i  ( I ~t ) l~ - I ( ; l  con ? jo h n Iii’

those m a c i s  who (10 nut  have t h e  ; m j ) p n t t j I :  I t U -  s e d o i r i  I i  c lea l : l i l L c iror

access I I I  t he  sy st em when coop ;i r t n i e n t ed : i t e r i a l  i s  b e in g  f t 1 0 U c -~51 ch l i e

m t m l t  i leve l c e c t r i t v  p r o l l r n t  n a y  r i ot  I t  L o l U i f ) l e t I  I c  solved , hu~ seo : t i r t  I c

cont r o i l  a can he ( b-  igr ie d t o  b r i n g  t i n . -  i i  ak I s i l t  a c c e I ) t s I h l o  l e v e l

The t o f u  ; s n r i - p i a h l c  r i s k  levi - I i i i  a r i t i l t  le~ el Al t !  p - n a t  t o n i  i s

r iot I ()f1T1~1I I y d e f i n e d  by a n y  a u i t h o r i  i c  - t h e  \ l ) i ’  So-c - u n I c  ~‘. L - m i i t n m l  d i  scoisces

imp lementa t ion  of a secure I c 5 ( I u t n ~ - — s f i a n i u i g  Ai l l  si t e rn  wit t i h i  p t - t i c-sacs

ci ass iii ed data so t h a t  t~ i t  Ii i e a - n a b  h e  t I o ’~n. n ic I a h  I l i t  , s o t .  i o l e ! i t  s t I  or

-. .



$ 5

k’ I i ber ;i I C ~CiiC ti - sit i on c s ii t ho - ta cc ’r i 0’ti . ‘lItc- t emi t re s iso mi ah l  e depend -

I i t  y i n o . l t c ; i t ’.-- - ( F ia t  s n ca -i I - t i l t  it oolirli ol c i a ! - . c s i i t  1w t o t c i - a t e d  . - ( In.

Dcl c isc Sciericc- i tosmic i  h a s I t .  Fn r c t -  t on  Corr np ii t  c - i Sec iir i  t v  s t a l e d  t u e  10) 1 -

l owing  concern ing  m u l t i  i c-vc- i u t  I I  L it  ion :

Sinc e a comp le te  proo f of protect ion is not w i t h i n  the present
state of the art , . - - it is reconuriended that the system designer esti-
mate  the prohabi ii tv of occurrence of a s ing le I a i  l ur e or the com-
t o  i r o s o t  i an  oh lal  lures that  could  r c - s u i l t  in  a disc l osure of classi-
f i e d  ir ì formation . Based on t h i s  i n f o rn~i t ion , the Responsible
A u t h o r i  tv  can determine  wh e the r  the r i s k  p r o b a b i l i t y  is acceptal)lc
or not . 1

The 1)e Iei sc’ Sc i ence Bos rd i i n c h t i d e c l  “spec ia l  ca veat in fo rmat ion ”

( -)t :uhstrtmented intelli gence) in its discussion on multileve l utiliza-

ion . 5 The_Defense i n t e l IJ~ ence A i~c- nc~v Manua l st - s i tes that  “computer

system s reluire m u l t i p l e  s e c u r i t y  measures and procedures to a t t a i n  an

acceptable level of socuri ty . ’~
The ADP_ Secur i t1j .~ nua l , the l)efeni~e Science Board , and the

Defense Intelligence A~~ ncy_~-krnua l_ on Securi ty of Connp artnneni te d Computer

~perations all indicate that there is , at sortie p o in t , an acceptable r i s k

level . h owever , the Department of Defense n u i t h o r i t  les have not y c t

— deli ned con? rols necessary or an acc ept sib ]  e r t sk l eve l in a miii t i Ic-cc ’ I

— 
.-\DI° op elat  ion .

l’ im njxoae

The purpuse of i f - i is thea is is I t.lel Inc those cont i-ols necessar)

in  a f i n a l  des; i~~i t l in t  ~ . ill bring t h e  r i s k  of penet rat ion to an accept -

• able  I ccc l . The des i gn will he del errrt med by exainiimi i ng the current s t a t e—

of— the-ar t  of sc -curl  ty contro l  o ’ie ;m~ t i u e ~ smuid  d e t erm in ing  t h e i r  app l i ca t ion

in so lv ing  the mul t i l eve l  sc -c or i t  c i- r ib I cnn s i t  th e  ASSI ST i i t t e l  I i  gence

data hand l ing  s i te s .  I l i ro u gh  t i i  i s  c - \ ; i u i i n a t  ion of current  s t a t e - o f -  the —

ar t  contro l measures and cx i -; ? ing - ; e c m i n i  I ~ cont rol  ni~- s u c t t r e a  in force at

- I 
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t u e  in t e l  I i t ~ei i c l ’ W i t  hs i i i t i  I t r i g  S i t e ’ — , SI - -v at c’iii of c- i t  n - ni a w i I I  lie

dc’So. m i l l e d  t h a t , n. f ieu  i tiip lc n i t en t t c ’ o.l , w i l l  u - t l u o e  t i l l -  n i - ~k t1 p i n . ?  r a t  i o t t t .

-\ des i gn o f a n t  (wa re ac - ct i i r t v  c o n t t  t o  Is ;  I oi t i n e  I I ) f t~- l 5oRsl ( ; , l u r - t  it r sigg ,

N o r t h  C a r o l  inn . w i l l  be the m a i n  t - i s s l t h o , i s i s  of t h i s  t h e s i s .

Back groun d

ASSI SE was clesi gnied I I )  ~‘i v i -  t h e  i n t o - I l  i -r cn-  - i to I st s  a s a l t i t t

t h a t  I ) t ~~o. i des ready access t o )  a 11 dat  a i t t  i n t e  I I  i c c - ice f i l e s  re 1 :i I nsf t o ,

t h e i r  needs . ASSIST supports  the I i  t u b - . i n g  of  - \ i i ’ i v  i n t e l  I i  gence data

hand I I ng s I tes at id a l l o w s  corrunun i cs t  I l o t s  w i t h  ot l ien l) c I lsI r t  nr ient of l)e ferit ,e

De l) ) cvsteas  . Fl go re ~ dep i c t s  ASS I S s i t  c’5 t h rou gh o u t t h e  wor ld  where

ann i v a t s  can in te rac t  w i  th  l oca l or i-emote i n t e  I I  i i~enice f i l e s  to cxch ant ~e

data w i t h  other ana l y s t s .

Fi gure 3 shows how the i n t e l l i gence s in sml vsts interface with

Dep artment  of Defense systems suici other ASSISI si t es. The World Ic i cle

M i i i  ta t-~ Cormian ci arid Cont rol Sva tern (h ~T~t CS) computer , a dua l I lonevwe 11

iS I oc ;tt cd jr -i the Pentagon si tU is  used for ASSI ST host— stipport

services ( remote job en t ry  and t ime-sha re ;tccess-; ) - Conununicat ion l i n k s

froni the i n t e l  I i gence data hand i i n g  s i t e s  (11 ) 1 15) and the A s s i s t a n t  C h i e f
— 

- of St s i  f f  fom - I n t e l  1 i gence (ACSI I l)r O~ t (le Inc interface to W~~tC S . A

s w i tc h  at t h e office of the .-\CSl pe nir i t s  hDh IS stcc ess to l)eiense In te l  i i  -

g( - n ic c- Agency (1)1 A) , suid then to ti e I)e l i-i - - se I c l i i  ~ei ce Agency O n — I ,  inc

I n t e l  I i gence Sy- .? c - r u ( I ) I A OI S I and the Cor ’nn ru n i t  v O n—l ine In t e l  I i gence

• - ;v ,t em 1(~ )lNS ) -

t u e  ASSIST system o i l e r s  si powerful , ‘ i s e n - o r j e nted A1)P base for

intel 1 i gence data hand I i n i g  sv s t er i i ’ s sina I ~- sl  - - . l ite system also of fers  a

mnx ’s mn s of i n t e g r a t i n g  the at  t ; i t e g i c  arid t a c t  r ea l i n t i - I l  i gen Ic -e ana l yst ’ s

1oFoh l ( - i i t o y  f c t i i i i g  ASS IST t e r m i n a l s  sit  th e  t a c t  c a l  f i e l d  location of the
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(I

n i smncui ve m c o r p s  f i i s i o i o~ t tar t e n - ;  -

ASs h SI  S c o t t i t t y  PC IiI~ 
o c - i - r e s t  a

I SI tint It i l i v e  I s c.t i i - i  I t - ( - ( f n i  i r - eor t - r t t  s can he categor iz ed s i s

f ) f t V S  t e s t  1 , p ers u i ln t ( - l , c o t u i n n m n i . s i t ot t , hs t rc iwsi r e , arid s o i t w a r e . Access con-

t rol must he in  f o r c e  t hr ou igt iu ut  t lie -~va t c’irt - Phvs i t n  I , personrie 1 , and

l OI ttlirt iO rest t i on  :1cc- c-as cont ro Is li s t c - ’ h -c-n I de it i f  i c -ti i r u cur i- ent  I ~ 1) r i g u l

Is it t u n i s , and w i l l  riot lx- d i  scusaccI inn t i c - t i n  I as they app l y In  I 1)1 15 .

f h e  I I~ fS f:flp~ 1 ( nice t s t hose reqii I u i-oi ler -it S

Access ; to the commuter f ro n t  t Inc t e nit i nsi is lists to he control  led

liv  t h e  so f twa re of  t i t e  system . ‘liv ; i c
_
si I personne l , sin ic i corrumun ic : it  ion

-; -c r ir i t  y coot 0) 15 a r e  o ti n -en 1 I v accept cci l iv  1) 1 A as secure m i t  t Inc hand Ii rig

of comp :m r tmentecl and c o i l  :nt er ;t  I mate r  in  1 , concurr ent  I in a m anu i t 1 svs —

tori. These sane controls sire also app i ie cl in  sin APP system . Sof tware

cont ro l s in  sin automated svst  Clii can rep l ace the Spec i al Securi tv t)ll i cer

who is used to insure security in  si manua l system . The necessary so ft  -

wa re secniri ty  controls  have not been iden t i lied by any Do!) author i ty.

So ) ftw sl re_ Secur i t y

S o f t w s i i c s  S e c i t r i  ty  contro l a insure  tha t  t h e  sc-cur l t v  const rsi m i t  a

~l sic -ed mit the - - at ciii sin - c- emi l o iced

lhc - -v-do - iris des i gner coO t nthMi t c - s to s c ’c u n i t v  by cap i tal i.:ing
oii the  I s i t :  i i  it ic-s of the conirpii t i ri g av~ terms in  order to augmen t
the extern a I manua l procedure - S~-te c iii en I l y , he can des i gil and
prograi t more elabor a t c- , I i ’ ) rc’ P t ( - c  i se , and m ore consisten t controls
over se lec t ive  access to  s e n n s i t  iv c -  data . These controls , coup led
w i t h  personne l , p r o ce i l im i  a I snncl phy s I cst 1 nniesn sur es  ta ken by data -
process i n g — op e r a t  I 0)05 itn :mnslgen ien t c a n  a i gn i I icant ly reduce an organ i —

zat j o t - i ’ s exposure to  potent i s i l  da ta  secmi r I ty problems • 
10

So ftware  contro l measures can he grouped in to  four s i re n s:  access ,

i nput/ output  , res i du i s i l  , s t u d aud i t  t ra i I . Fach coot rol measur e is a

- 
- -
. 

separate a r e s t  or comi t ru I ~on i m i t  wit i c i t  works together w i t h  the others to

— - - - _ — - _ — --_ - - -  - — 
‘

—. — - 1 ~~ — — 
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I f n

n o t I o n ,  - 1 f i t  i i  sI- I)  I f ) e l i ( ’l  n~s i t  iii.

Ib i c t ru t p io  0 - i s  i n i l l  m u l l  0 I t - ~~o i  Seo i t i t t c  - t u t t l u  - i s  t h e  i c t o t C i u t

11 0 00 0 i~ I t o - i t s o l 1 0 1 0 1  I i  i ;  sit ! r i : o t  o ’ i i  I o ’ l  . ‘0 t mt  a- - t i icc ’ r I - - 0 t k r  1

I i - I , ft.- - v d o — i rt H i l t — - I  t b — I c - t o t s - u % l i ; t t  b e  i s  :u i t f i o  i : e o f  t o  do . I I o  r i~R I s-

n i l  f t o i i : e d  t o  o t s - r  sortie p u m . r s u u t s  o i  f u n n c t ions , bi t t  l in t  s i l l  .~~~ I t - m - i i u i n s u l

t i t l i t  i t c  i s  of  e qui s i l i t io p onI stm l c e I i  u sc- n j leni . t i t \  s o t  t i n e  i n i t e l  h i c - ste c-

- l  I t i n d I  l u g  s i l o . - , for i t  i s  i l - i c  I o c : t t  ion - i  of t he  ten  rn i i n a l t ha t  governs

i t s  s i n i t  hot i :st t  ion love I

Whc ’m n the u i s c r / t o . - i i s u i n i s u i  i s t t o p o . i I v  i dent i  lied , s e c t i n i t  y f l s i g s

- ~t m o n  ::sit ion cod e I ea t  s u i t  i ab et 1 by s-;o It uctre w i l l  aceompsnn\ c-such re o fu lcs t

1 0 ) 1 - d a t t . ih e  - s e c u i n i t c -  f f ; i 1~ ; et I I t t e t c - r m i n e  wha t d s i t s i  the r i s e r  s tu d/ or

t - n u u i m n : i l  s i t -  s i u t h n o n i ~~-d i nput  , I t  
~~~ - The user and /or t e r n i o i n i s t  I c l~~flt I Ii  -

c o t  i on/ h oc st 1 io n cot -it rol a t hc’ I n p u i t / o i i t p u x t  a u t t h o r i  — sit ion -

A i t  r I lie user has conic lu ( Ie ( l  ii i s  t r ansac t  ion or (fu e i v , t u~-u in

HK -oi l ’ m n  or per i phers i I dcvi  cc- a c oni tst iii residual data not intended or usc

‘s i t  s ide  t he  context  of the process. This  res i dua l data is ~ pOt ent in !

~e c t i  r i t  h ;i :ard unless i t  is en-ascii to prevent un au th o r i  :eci ui sers

— 
_ u c d ( _ S n - .

— 
lh e softwa re t ec-hn ic f u c-  used t o  v e r i f  tha t the syst  c’t i i s opera t -

trig d- omr(- ct l v  I s the acid i t  t i - si i i  , a s y s  t c iii 01 l ogs that  rccon-d how • w i L t  t

when , sind where a user inter -acts u- - i  th  the  sy stem .

The design of the so f twst re  coot rol s w i l l  he examined in Chapt c r

I I  . Chapter  I I I  will examine 11)115 sIt FOR SIG snnci how the des igned corn -

t ro 1 s ro ’duc c- the r i s k  of penc- t rsu t ion -

~
- 1

-

~~~~~~~~~~~ - - -- :
- -  -

~~~~~~

- — -
_._ _-



(:1 fAl~I l  P I I

b~)CA1.11Nf\lh u;\ (u f ; R I l A i f l t  I_ IiIsRAIIJPl: Vd o I)lS (IJSSIO.

m i t  roxluc t ion

fbi s chapter -  exs in iine s - t  s i te  o f —  t h e — s i r t  s o f t w a r e  secni r u t y  con-

no Is . I’he I i  t er n  t m n r e  tha t  was exam s i ned discussed secun- i t  v r edlu Ir a-i l s

in a nmi il t i level sys t e m  - None o f th e l i terature  ( j esu i t  w i th cornip a rt mont C df

i i t t ( ’ I I i gemice , al though the systems ( l id  dea l w i t h  v s i r y i n g  l e v e l s  ol o . I e - ~~i

u c s i t  I on - Compsu n t  muon t ed in to 1 1 1  gen ice ‘‘ i r id 1 tides on lv  th st t in - il c - I l l  penc e

or ~u t e n i ; t I  h a v i n g  sp e c i s u l  coot r o l - - s i n i cl i c s i t iii g restrict i vc- hsintd l i nig for

wit cii a s  t onus of compartmentat ion on hand ing at-c foru~a1 l y i-at sibi i shed. ” -

ih e  tenr t  ci  ass i f i c s i t i o n  re leis  to the three levels defined h’ lk)I) as

t o  p act m i t  , see u c - t , and conf iden t  i :tl . Cornpri rtmert t eci i n to  l i i  gemice 1 s

c i s i s s  i l ied data  w i t h  s p e c i su l  caveats and sn need to loiow . Col I siters i l

in t e l  1 i gcnnc c i s  s i l l  ( )ther  i n t e l l  igerce e l su s s  i l i ed  u-: n thout sp ecia l  c :uv esit s

~tti! t i 1ev.-  1 svn s t our s  d e n  I w I t b  c s u i  n t ou t s  l c v c -  I s of  author  u :at ion

d e t e r m ined liv  l e v e l s  of su cc e ss  g i ven i nch i v ic l usu  I s  u t  I enn i nals  - This

— t in es is  t i e a t  a compsu m 1  oriented ds i I si si -s u u s t  - t tiot her I c ce l  of s i c c e c a  , wit i ch

governed i)y Si)ed i s u l  a c c e s s  pr i v i  lcgc-s t o  those u rid I v i  cluisu i s  st i tch / i )  r

f a c i l  i t  ic- s meet ing  s l a t e d  1oD c r i t e n - i si . 13

So ftw su no secur i t > -  des i gn is developed ft-ur n s in - i  ex suiun in :u t ion of

e x i s t  ini g s tudies tic -vo l ccl t o  mt i l t  i I eve I seo.- o i r  i t  a . The so f t  w- sir e secur i t n

cont ro l des i gru , sis proposed in - i  t l e  f’ low i rig ps iragraph , ar e for the

F()R.S IC LIJ IS f a c i l i ty  and trust) -  or r i t s i y  r iot hs m ve :ipp l I o.~at ion to other systems

or ASS I S1 s i t e s .

I I

-



12

- \ - ~i S I  of t w i n e  ec u i r t t v Cosi t  m l I k ~si~~m is

i he  cbs cc o f  app I i c s t h  In  s t i l t  wsi re so-d in ty controls for the

unit c l i i  u - c - iw O da t  a hsn r i c l l i ng  s i t  en is  h sn - se d u pon the select  ion of

I echo i (h ues ft5 ~ I o i o i t  ide p i ope  I protect ion of comnp a ntmented data f rom

uric lest  red users - Ih e I)e louse Sc i once Rosui -d Task Force on Conmputer

St- coi n i t  c , i i i  cli scuSs  i rig automa t i on-i of a mu ! t i l evel sec- u n  ty system ,

lo ser i bed the f o l l o w i n g  ope i- sit i rig env i rormient a I lea tones

I n i t e g r i t > -  Ion both i t s e l f  sir - id the  se c u r i t y  system ; m u l t i pro-
grariun i ng or on— l i n e , imi t e r s i c t  i t’e CapSil) i l i t ) ; a has Ic f i l e  system ;
prot ect ion (read , w r i t e , sund -xecut e)  for users from each other;
su secure m ethod of idc-nt i fyi mig s t i i o l  anithe tit icsut ing users ; an inter —
Isice w i t h  the secur i ty  system t h a t  pe r m i t s  i nput/ output for any
user only si f te r  a u t hu o r i : a t  ion l)y the s e c u r i ty  sys tem)4

The f o l l o w i n g  is a l i s t  of  con t rols  t hs ’t have been identified sis

s>stem ’ s c b s  i gri requ i rement s to reciuce the ri s~ of penetration . Each

csutegorv of con trols will he d isc u ssed in a later section .

Ac c c’ss Con tro I a

!dent I fy correc t I a t lie t cml  nsi l in  re lat  ioni shi p to the t r ansac t ion

and/ or  query nu t  f i o t r u  :;ut ion .

2. I dent i f > -  con nc - ct  l v t lie user - in  u i - I su t  i on - i sh I p to the t ransact ion si t id /

or q t t d m V  a u t h u n i  ~s n t  ion .

¶ 3. Recogn I ze repcsi I cd sut tcn t n p t  s t ( 0 ga tn - i  out ry.

4. I ° rev - m it cha r~ es or mn~~l i i i  c a t i o n - i a  i n  I i  xed t r - ins snct ion key w o r d s .

5. Insure user sib i l i t  v t o  i c-qt ic - s t t n- suns ;uc t ions on queries

~~~. Recogri i ZO r e l ic -sit ed e n r o l - ; I f l  t rsun sac -t  ions on ( f in er ieS -

7. Protect the user ’s procec-; front i n t e r f e r i n g  w i t h  othe r user r e su l t s .

8. Restrict success to l i i i ’s  r c- ~ i t l  t ing  from queries by the orig inator or

ot hen i den t i l t e d  user.

9. 1)1 sc utinec t  ( l o g  out 3 I c m l i i i  is h> m eans  01 li en than phys ica I

— —‘- -
— — - - -



i s

d i s c o n n e c t  ion a l t e r  su spec i f i c  i c -n ic x l  of in s i c t  i v i t v .

II ) . [at su l i l i sit liii- ;occiss ri gh ts of 1)0th the user  and t c n n i u i ~i l

I — I~~t in I lu meu ~i u- I for dat si s i t  a h i  gl i en  I eve l oil sic -n es s  1 l is u ti stunt hon i

I o n  in set  on t cmli i i n ìs i I

12 - Recogri i :e requested data ‘ s c l  suss i l i  cat I on -i in - i  t ransact ions or quer ic - s  -

I m ~ n i t / ~~itj ~ it Con t ro l s

- I ) i t e n m n i rie or i g i nator and b eat ion of a tns u nss n ct  ion or query reques t -

2. Deter m ine c lass I f i c s i t  ion of tine f i l e  r e s u l t i n g  fronin a query .

3 . Contr o l  the release of f i l e s  r e s u l t i n g  from queries .

I d e n t i f y s p e c i f i c  t e r m i n a l addresses .

Coot rol rou nt I in g of i n fon r n a t i oi l .

~~~. I ) i s p l s u v  t i re  c l a ss i  f i c ; u t  ion of  l i s u r d — c o l n y  or se n-ecu o u l t p n r t

\ssign h i ghest level  of c I ; i s s i l i c s u t i o n  to si composite d ata re quest .

8 . Assi gn classifi e s- it ion to in c l i v i d u s i l data e l emen t s .

Residua l Contro l

Obscure classi lied data after prucc-ss is comp lete.

Auci i t  Ira ii

I - A l e n t  coot no I gn 0 t 0 t ~ I f i l l  egsu I I cnn ins t  I er- t i - i  es sure macIc or sit tempted -

2 .  I race emit  i r e  messages to o i - i g ina t  j og t e r m i n a l .

3. ~‘kMnit or  tIne extent of activit y at re irK te t e rminsn ls .

4. Determine and log a l l  requests for comtmpartnnientecl data.

5. Insure constan t interna l c~necks to insure correct software and

ha rdwa m-e ftmct ions .

Tine cha rac te r i s t i c s  l i s t e d  above were extracted from existing

systems and I rots rcsesnrch on proposed ayst c ’m us Furthe r , literature

r e l su te d  to m u l t i  l eve l - n - i t t r i  t y and I I x c- t I  t r s u n u s s u i t ion/ free fo rm query

_ _ _ _ _ _ _ _ _ _ _ _ _ _  ~~~~~~~~~~~~~~~~~~~ ~~~~:~
~-
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c~
- - ;t emits W i t  i t  re i tu st c  t cnn i t in i s i  I s  t im I ~~ 0~ c’5S ni l  xed c l  s i ss i  Ii csut  ion d a t a  was

a l so c’ x s i n u i r ~~t I .  I t  is ne( o t ’ n i i  c d  I f u s i l  i o o m l o I o - o l t n t u t ; t t  t on i  o f  so ftws in e

Sd’dii t i t  \ t ccliii i ( f l u ’ s  ‘ ( i  V lii ’ \-e i- n - experts i ye , ho it s t l  I sure corns I ck -  red nec es —

ssi i -v t o )  i- edu ce the i i sk  of pellet r sn t  IOu -

I i i  scruss tom - i  of ASS 151 So It w s i nc -  Coint no I b)es t gns

The cli scuss i or-i of soltwa no c oni t  n d  s dcscn ibes prevent t ye act ion

the sot  tws t i - c  w i l l  encompass. So lt wane controls  prevent users , wi thout

the prope r l eve l of success , front gsi m i  rig access to comnpart meinted da ta .

Access Coot n o l s .  The I ocsi t ion of the  tenm i nsi 1 and it s  propel-

i d e n t i f i c a t i o n - i  i s  one of thc - most 1 upo n-taut comi t ro l s .  The i d e n t i f ic a t i o n

of t he termina l loc :tt  ion ci j et  s ite S I in c leve l of succes s au tho r i  :ecl . This

u d e n t  i h eat  ion should b)e s u u i to r i n ; i t  Ic , wh i ch is  p 0 ) 5 5  i h l e  hecsrunsc ’ of cii  nc- c l

con I~rtuu i lest t ion l i n e s  between the to nit ion 1 am id t h e  conr iputen - . ft is a u t o —

tnua t I c~ I dent u I i  cat ion , acconip i i  shod when the t en ri i  n i l  is tuirneci on uc oti I d

V ( t i  fy the  te r m ins u  1 au thor i  zat iofl su s  es tab i  i s’ied in  the term i rn a 1 p r o f i l e

t s u b b e .  As a double check on the  s> - a tc m , a mn s m n ui st l idem it i f i c s i t  ion should

— su lao be usedl . The ident i l i e s- i t  ion - i would l)e acconip i i  shed by the user

— 
e n t e r i n g  st pu -ecleternt i ned code w i ti -i t I-ic log—on pr occ’clure -

The user accc-ss siu thor i  s s t t  i o u i s  accoinp l I shed as ti -ic user logs-on

by use of a password , w h i c h  i s conrup sur cil to a pm - of i Ic table l i s t  ing the

let - el of author  i :c-d access - Tine p sisswotd a Iso m i d  icates the f i l e  func -

t io n s ( re ;ucl , wri te , on execute) s i l  bu we(I the riser. Wh c-ui t h i s  ab l i t )  to

recog n ize  errors in  passwords or processes i d e n t i f i e s  poss ib le  unauthor-

i ed s u c c e s s  a t temp t s , the tcnn I i-ia I slioul if l)e siui to um - ~ut i ca l l > ’  disconnected

f rom the system . ihe s> -at  cmii s e c r i r i  tv  o f f i c e r  ( S-SO) should then he not i-

mcd and he su II owed to clet (‘tilt iiC t hi- r c a  u s ’  i nn Ion t lie error- he fore allow i ng

- 
— - 

:— — —-—-  - 
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t i i e  I c ’rmn ii na I ‘ a rec ontn cc t ion . lir e d o  sconniec t ton - i  ii >~ o -- ; would he i 51) 1 —

ws u r i -  loc k o i i i t  r eq nu i n s  r ig t he ~~;tl t o t  e x o r c i s t -  p t  l v i  legeci I i l s t  m i d  ions for

ne I c ;u - ;e - ( o t r e c l  ni- - I  no ic t t o r u s  t o  cs i cf i t a t ’ t Ic i i  I ; oss i 1 i i i  p r ev i - t i t  i rig

1 s t  I sc su 1 s t  th us

l i m e  p1-01cc- I  j o mi o f  u n sen  ‘ 5 in o c e s s  stni ci ;u c ca -s - a t h i  lea from o t h e r

un s em - s  us  c din t i o I l e d  by ho t u io f s  c t  t i i  t n - i) ! 5 - l ;sich riser i s ass igneci ntemo rv

ap suce h> s o f t W a re and each imie n imo nv i -c lerence is t e s ted  to he sure it f a l l s

w I t i i  i m u the hounds - ‘‘~lernto my space i s  ft t r th c -r  protected b y the user ’ s

u m u s t h  t l i t > -  t o  gen crsut e  sn d oj n’esses t f i s u t  s u r e  outs  ide t h e i r  Oi-.TI ass i gned
,, 17

~ - 1500 r>- space .

The p r o f i l e s  and l i s t s  c-ire ti -ic s tated access au tho n i  : sm t i o n

lev I s  to si l I em I t  n ic -S suu c l processes in  the computer. l’he following P1o—

Ii  lo s and l i s t s  sin -c n eed ed to I t i s i n n c -  s eg rega t ion  o f  cotnp a r tm cn t ec l  cl s t t  51

front use -s not s ir i thor i  :c-d the  st sit c-cl so ness l e v e l :

I - lJse i- and t enir i ina 1 access p r i v i l e g e .

2 . F i l e  access l i s t  (who is au t hor ized  en t r > - )

3 . F i l e  access pro Ii Ic (wha t  funct  ion r isen is st ut  hor I :ed ) -

4. I ) s uts i  e l e iui eut  p r o f i l e  (n I s u s s  I f i c s u t  ion level

A l l  success coot no I pro f i l e s  stud l i st s  m n~t st  he a f fo n cbecl tsnmp cr—proo f r-i r~-

tent  iOn to pn -eserve t ine  j u t  n i p  i t  V t o f  t i - ic scsi  e n .

hi~~~t /Wt 1t t i . t ( ; O i i t r O l s (1 / ( ? )  - ‘‘\ s data is e n t e r i n g  and I c ; t v t n

the system , the sc- c- t i n i l y  cont rol i r i lo r ni r a t io m (c lass  i h eat ion and cate-

gor 1 es) susso c i sited w i tb i t w r i s t  I ~~~
- t n’sun snr u i t ted sus w e l l  sus the dsutsu

I t s o - h  I; and f o r  SOniC 1/0 (1ev ices there stay he a maximum datsu c l ass i f i ca -

t i o n  and categories .”8

The I muput / omi t p t i t  cu rt  t ro I a desc u i  bed suhove could he i mnp 1 emnent ed

( - s t a n  I y  wi  t I n  h a i t i w s u m e . ftc c o o t  t o i l s  s o r e  not imp l emented on the Pl)P 11/45

~~~~~~~~~

- 

~~~~~

- - - -  -
-~~~~~~~~~ -~~~~~~~~~~~~~~ -~~ -
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di ’ oor f oi u tc — i o~i ii _  ii u s  l o d s i f e d  i i  I~Olt~-~I (~. lo u t — , i lw ‘ u - i  ( — n d - i  - o t t o n m i  t e n

w i n c h  v s u l  t d s u t c : ~ s i l l u i t f i i t t  o l i l p i t l  s u t u t h o i u : s o t  t o u t s , i l l - I ne t o s i l ) I ( t ’ t ( ’ I l ( ( !

tc i t f n  - - o f t o c i n e . l i n e  a v a t c i u t  to o l t i l e  I ftc u s i - t  of  h i s  l s t - ~s i f  so t  lou

l e v e l  st ud 10 n e v o —  r i t a  ~t t e n i i t t r t s o l  I n o o o o o  [ ( I o n  1 1 1 1 1 ’  or  s t ~~f i t ~~ d s u t s i  h u m  r T i n t ’

s u u n t  h no t i c’d . For each t n ; u u o - s o c t ion u i  u~i t c - m n  , t h e  0 1  Wst n o  c l u s  I ‘ i i

access n i n f o t s  n i t  t h e  t e n u i m t ; u I s t n t d  i c c - n  p r o f i l e  t a t t l e s  b c - t n t  r s ’ n C i r l i i r w

I lu-  ope i - s i t  ton . A f t  c- i  t he  op c ’r sit b i t  is comump I et c-cl , t he dat a ci s u ss i i i  s o t  i

csit egorv  is checked ;Igst i n s t  tint ’ t enn u i I n il  sto di use r - p m o f i  le I l i - s  to

i u s t ir e  s u u t  l i on - i - i t  t on  l eve l  he I n t o  - s i l t > -  o it tput occurs -

Res idus i I Cont r o l s  . A l l  r iua gu i c t  I c  necorcl i ng devices ret su in su n

c - l t’c t m o i i i I [ m u ( - 1  i n  i t om s i g e ol  t f t e  nc ’cou cle c i  c h a t s i  a f t e r -  I lie i n u i t  s i !  i u n r p r e s s i o m i  -

~-ntnde 1) 0t h p r i n ~~r~- and s c c o t n t ;u l a  s t o i s u u ~c- i t o  most o t t — l i n e  u n t i l  m i ser svs

tcin s sire used r epes itcc l l  v , i t  is ~~~~ i h Ic th at  sun s i ren could I n c  s toned

Jo )tiIpsI nt m iic ’ i m t e cf  da ta  tha t coit id he ass I giiecl I o su risen not suurt !io mm :ca ! succe ss -

I n  p revent t h i s  front h supp emt I ng , the  ~o i t w s m  me overwri  t n - i-s i nc - no on > sp st cc  si Itci-

t t i a cit-s i h O  ; c ; u  I - d  - Prope r i >  lun c t ion i nig [/0 con - i t  rol s would riot ; u l l o w

t in s d a t a  I n  e d t  t Ine  a n s t e m i t  I :1 t enn o ’ ui s t l r i o t  s t u t h o n i z e d  succesS. A l l

c o n u t r o l s  I t i n t  lou t  t o g e t l i en -  to Io ns so secur e  sv s l c - tn .  -\ nu i e t f i od  t o  imi suun c -

t h a t s i l l  these coot i s o i s  I unc t t o l l  Properl y is the a u d i t  t r a i l .

A u d i t  T i - u I - The s u n l i t  tu - s u i l  i s  a ser ic -s  of loo ~s t h s i t  r ecnn i s i l l

I r s u o u a s u c t  j oi n ; s u n t i l  ~im c ’r lea w i  t h u  it t i n e  a n t  c-t o o . f l-ic st nui n i t  t rst i i  i s  sum - i  s i l t  c - i —

t h e —  f ac t  i a -c - i eW h --  t h e  I I i d c l  e mitt  I nc  what sic t ion i s have t m ; u m i s p  i red

w h i c h  a l f c - o t the sc~c u u n i t v  operat  i o u  of  t u e  n \ s t c ’ r i i . I s i b i c -  I u s  a l i s t  of

suut omat logs sti tch t lie t m  c ) ) J  t o - n i t  -

Axr o l i ic - i Ti t eth o( l of p u o v i m n g  11w- s e c t u r t  I v  0 ) 1  s > S I e r l i  is si s c ’c t t t i I ’

ye n - i f  i i  s i t  ton pr ogr anmi . Ii i I a prog r - slu n i ~- i m o  oc ides s u coot i uuo ims chec k out the

s e c u r i t y  of t h e  sys t e n ru ’ s o l x -nsu t  l o i n - ; . \ c t i t ; i  I u - s p o r t - s c - s  su re compared t o
1

~~~___jut - — -
~~ 

. —
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I ( ( I  ‘51 0 o t t  i i i  I t - f ) (  (it - ( -- - t o  u I I I v I l i t  t I i i - - v ~- b oi l  i I O( - n i t )  in ti l l  1 0 0 0 1  ~0 I

f i t  I —
~ ps- no o n  i~ o u i - i  m t e c t f ’ - h o  he i i ;  0 1 s t  Icol l td—u too l tc s i I I i- t o  corut nm u u u su I In

t e a m  t I n e  - a - - I c -mit .

j o  i n s u r e  se c u in i  t -
‘ , s o i l  I t - t i c -  c o u n t  n o k  1 1 , 0 c c  t o  he imro lenuentcc l in

Si w ; o \  (ta nt  I I  ti - ic-o r t su u u p e r  p roo f .  f l u e  sos I su p p mo p n i st t e  veh 1 c I  e I t

t s u u u i l l d - u  p 1 s t  nui p l e m c- t i t s i t  i o u u s  t h e  s o - c o u n t > k e r n e l  —

l i v  kc -rne l

‘\ secui- i t >  kerne l is a p s i  c - n t ~d cou -  ( 01  software whose en r ice

ope ns ’ t on  is  sn u f l  i ci  cu - i t  to  gun ma n i tc ’e c - i t  Iorc eo ic - t i t  of const u - s t i n t s  on aced-sc

amid i a I lie l ) sm s I a fo r- si sec - i n o - s-a i t  ciii . - ‘ -\ I I  p rotect  i on niechan i suns are

c o l l e c t ed in  t u e  kerne l , so t h a t o m u l y  t h is b o -m el need be c-ons i t e n e ci in

ouR-i  t o t  c n u i  i y  t fist  t t h e  ap> n i i  lcd -a- . s ui I t v  propert ic - a  si re i nimp 1 emuu c ’nt cci

0 1co n !e o t h y .

\ d ust t s ic te r  i s - a t  tort o f  t he nne c h sun i am t h s u t  shoun ici he i t- ic ! t idccl
I t t  a secur i t  ~

- kei-nc- I cs m n i h oc’ o l i l  so ned by v i e w i n g  t i- i c- secitn I t>-
I h eat ion s u n-s a set ol co nan  i- s t i n t s  oui t he i n t e r a c t i o n  of the

\ s t i  j o u r -  i o t n p u t t s t l  ions t t usut occur in so c ouu mp i mt en sy ste m . The p i o —
t c-c t ion t uie c to s o I - ‘- - i t s ;  of t t i c  s> s t c ’ r u  p r e v e n t omi t  ccomiu p itts it ion fro m
n -~a- n - t i n t o ’ sun  t uui : uu tth ooni zeci i u - i f l ir enucc - on the  i u i p u i t  , ~~~gu ~’-s~ , or
out put t - i  anothe r- . J ’ o-r — n u s i r t e m o t  l v  a t  o o l ~c5i da t su  i s  n r w -  fon uu of  t h e

— I u u p n i l  am i d ou tput  I o o i i o ~ i i i  si t ions .

P> t i c - w i r ig the  c-not  m t e en - c u r l  tv  i - cq tu  t m e i s - c o n t  s of the si-stein , it can

he a s t i d  t lm s u t t h n u - e  p r i n c i p le  - i ’ u t i s l  t - \ j s t w it h ’ t h e  s c - c i n r - i t v  k e n n e l .  F i r -st

l o t -  kern e l s i o u s l  he I a i s t l o c - r  p i o u f ;  - c - c r t i t d , i t  m u r a l  :0 In- ~su> - s he i m i c ’kecl ; suit d

n h i u c l , i t  rit u a l he - - ori s u l  I u - n o u tghm t o  1)C n - o u r  c-ct t o t  s u n i s i i v s t s  s t ndl  test mm ig t o

:u u r n  c u r i o -  t m u t ss. 2 O

Tine Is i n t l l i c - m - — I ) m - O oi c t o o t o l i l  jon - i is c - s ’- e n I  u - i l .  I f  t he  bet -n c-I ‘ a so f t  —

W ;uie a r t  lu-  si l  i a - n e i l  c i  ti - i t - n h i- ~) rogi- ; o m i u r o i i n i g  o u r  r m i s u m u u u s u l  l y ,  i t s  i n t e g n i t > -

i r o n ’  1 l o t -  gu ni n - sun i teed ; t f - i t t - s  , I here i s  i t o  ‘ -so - c o i n  i t s  cc-mt i 1  e su t  ion . -

at - do n u t  i r t I l o o t  l i o n s  1 r o u t  o~ t h e  k t u u t c — I i i i  s i l l  accesses , f i x e d  

- 
- .
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I . 0 I i -  t o  I 0 0  S i - - , ~~i to - i t o - — ~ , - t i l t  I t o  op t it / 0 ( 0  ut  0 0 0 1  , u - - f m e  f o o - : o  n I of I l m - - - ‘  -(  toni t o

i o - ; i t o u o o - . l i i i -  o t o t  t oo I t  o o o o o o ~o l t - f o o I  ‘c , o n o - U  - t o o -  o ’ o o - o o i f t o t  t t f o d t I ~~ i s i t u  I t

c o l  i d i l o ’ -- i l l  t o I o - u e i u c : e s  l u  z o o ~u st i rtn , d s u t s i , I t  I c - c , i t u p u t l / o o o u t f u u u t  , o l d . )

n u s I o - f” p o t  o r ’ r s t n r - s  u r n  o - \ c - c o u t  r u t  :o p : o  I i n c  - I lou s e  su u t  hon I c t l  fo r  ( h i t  n i s c r 5if l t ~

or  n o t e  I c - n n u u i s i h  . The re l c- n e n o o t ’ r u m P  t o n  o s o l  u d s u t o n  r o o t  u n I v  s u s e t u n e s

I isO I h i -  o c - I e i ’ - i o o n s  S i l o -  s t o u t  !u o n i s-en t o  ~lu s ur’ c t n - s o o u m c c -s , hui  :t l a o  I I o t  thc

n o - I c ’ nemnc c i s  h o c  ‘~ ° r k i u t o l  ( i . e .  c-sud /o ~r I i a - / e \ ’ ’ c i n I o - ) .  I f  l hm c -  b o - t r i e l

is too t t i u vo k e c i  i i i  n - s i c i t  t t s t t i s s i c t  t o o t , I s-a sig s t i n , n~d- o i r  i t  y O h I O ’S toe s;l t ;ir

O r___ _ 0- o i l  I ‘

Fin a l h e , t l u e  cu r m d i l i o n  t h s o l  t ime ke rn-ic! mrn t u a t he sii~u 1 I c r i e o i t  I t n

i n t 5 ; u c s i l  l y t h - r i i t a i t ~- 1 n - s i t e  t i u s t l  r i  is  c o u n t r p l o - t c , I s t i t h i t t u l  t o  h o c  S o - c  i n  0

des 0 p i t a  , sun d  co m io - I _ t I v I Im i l -o l ‘ i - i - i  ccl , I a sti r ‘1 f -  o s-- Ic I ss t v  t n t — ’  I 0 - l o is he

( a 1s i f t  I c -  of c-nfo i c  imm e a t ; t  t n-cl seo i o n  I t  v c~ n 5I  t s t  l i i i a on ; t c c c - c - ~ t oo u t  C - - sO u t o n i

in - i  t h e  s v a t c - : l . B e ing  pr o c’ c - io : o r n n r - ~ t mun nu s t  Pt ’ a L o u t 1  I f l i t 0 0 0 ’  f ) t I o c c d i u r ’ Y _

Unc mmi etf toc l n- t o ni c - mit Iv i n  s t - - c- h o >  t I ne  flefenac- I n i t r ’ l  1 1  5 ’ o - t -  i - -V ,

i s  s ou i  i on - h i n i c  so c o u r i t y  n r u n u i  l o t -  t l i s u t  pe r fo n ia t r o t  n o b  so! I s o t o -  c h o c k - s

b i t t  a lso  l i s u n c i w u r e  clo t - c C , t o ’ il - s o l o ’  ‘-ta~d- l t V l t V  i - e l s t t c - d  coot u’ u l s  u n -c s o o t ’ k t n g .

‘‘ l int ’ r o n - t o l o t - s um n s i  a -  o f  tne  uni ouno t ( ‘ n  1 a 2 , r i tU )  wo r d s  — 1 1 ( 1 , 11( 11) l i su nd s su u i —

- - - -check- - s ur ich 1( 1 , 11 ( 1 ( 1 ‘-s o  I s~t n ~ c l u o c k - ;  : t i o -  - ml o tnin o c- d d t t r  u n i p  c -su e!  - slit t

l h  I s  I c pc  of cluen k I t ’  - 1 1 0- ;  t o  r i o - t o o l -ool m w s o me s un s i  lus t n o iwsunc- I s u  0 1 u u m c -  , so

rI oP ’ uc  I ‘ - o u c  t -s c a uu b e  c o n  i t o  I (rh .

floe sectoi - i t  i- bc I- tue I c I t - s  i gii I inert 1 1 1 0 0 1  - i t  c-s t In t -  me f cne mt c e mn comu t t c o t

c a l  I u t o o u , m c c c c- omit  u o u l  I l u  t h e  s v s t t - l m u )  , s i m u o l  s t u a t h o r i : s u t  ion mut ec— it s m i i i smni .

l5 u r ’ t  hen - , i t  w i l l  1 um -o f ) s u i o l ~ i u i c r o i ’ i o o o n t t t  t h e  su d rni n ist r sut uve p -
~~~ to

u - i o n  e- - o - r u t  su i w l n oi s t i m i t s u  i n  user and p o o n - u ; u o  s u tmt honi nut ions . ‘l i n e kernel  is

v i c t u a l i ( c l  : t -  11w n o i t h c u  f o r  s o o t  I w s o r e  n - c c u n t t >  c o n t r o l s .  (bc h lec t r o n u i c

‘ n a t o - r i o  I ) i v j s i n ) f l  ( 0 0 0 i t i o O t l o t  ‘ ‘ ( ( l O i t  l v  l ’ s i r o - I  i d ( ’t l t i  l i ed  t i me  comncelut o o l  si
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- i n - t o - i t o -  is o n n i t o o t  ooool son in u I ‘ - t n  - I o- ; I I t u t  - ti u - l o t  si I l o t  su so c o t  n o  - l o in !

‘ 0 0 1  d l  ~— 0 5  1 ?

i h u _ U - n r i  I — d i o o t t l t h  s i l — _ o o  s o i l s c o - u  1 0 ’  o h  u on t l t i - n r t p i i  t o - u n t i l  t e c h u —

nit t o - -  - t o o -  H - no I I I I  ‘ n i l  c m - c o  - ic 0 c-as c - ‘l ost i i i  nuts I l o s u t  n ou n o b o I t ic- I he c-

o i l s  n o - !  i t -e l m o p  t f i - t u t l ’ o t i , o u t  o t t o o r - I t o o -  ‘oh c u e ’ - - i t l n o ’  t i l t  I i i - i l \  ‘-s c’  in -

1 c a c t  ens - m id I Ito - co o t mI t o o l  ‘ - o r  t o o t  - r - ’ n n o r  - l o -  o r  i m o g s I I  i o n  t i m e  \ - ±~ I

- i c-rn (he i- o n ’  ‘ i i  n l i - i  - iru t o0o t h uc \ l ’~H sv - s t ein is  to s ub low t i l t  I —

i n - r i ’ - t o )  
~~~~~~~~~ 

n O r - I  11 0 ! o h  l ’s c o ) t n n f o o n I t l ’ ~’ n u t o - i  i u i t  I I  t o ~c - m t C c  d ;u ’ s t to he

I r~s i n n - -~n lo r I I  (‘ti t o  i n - o n - - m m ’  i t  p r - t o u t  l - - 1 0 1 0 1 0  r ; or sit n - access . The kn-m m mcl ‘ 5

t o t t l o i l t - d001 t 5 151 t o l :

a .  b k -u I I l n ’ t u t p  r i ’ 1  ‘ 001 l o e n o m  I c  1 o n o ~’ r ’i ~~f t u s er/to -l i - it nsi l reqnuc st ito p .

t O )  act  m uch l o t ’  c - a S  ~ h : u - - s i  t o o t  ; u m t t ,fo u t  d o t l m l o u m l n t o - r o h - n l  n f s i t s u .

I) — I u tso in I ng I h u s u t  t Pc’ n-otui u n iuut Ii it it out  u i  ‘ - n c o u t l t  v s u u u t h c n i n u t  I r on r o

uosc’r su m ol t c- tin i list I i s  t i ’ :n un sn nti I t  c-cl io i t  c - : u c b o  I l o u i s — s i n  t t o u r - i  on ~tuen\ -  rd ’ t o tn-st —

C . I n i s u t i  un ig  t f u ; u t  o ’on t ~o s o t I  i o ’ ti l ’ d  m o t e l  I i  pence oitt ~ u m t t  u s  I t - u r i s —

m i t  ted o n l y to t hose ‘ li- c - u t ’ S , ott fmo m i ~‘ - - I  l no u -delv e com n i l ) s in t n lo ( - n tn ’d l  i n t e l  —

i i  get icc -  -

— d. ~b ‘ i i i  l o u  i t i g  st i tch  i ’ e o f u tC’ -~ I u t o p  p o lo i c a l o n  n u s o l  0 nfl s-lien su ho n n o niim :u I coni—

— 
u i i t  I ions at- i ac -

To succoi im p ! i s f i  i t s  Ium ri ct S I I  , I t o -  k t - i - m o o  I - i u - - t  l u s r o n -  a sc’p n - n - - sited ,

cur it r— ui led :ur ’ c- ; t wi t hto it ct-nt n s o l  sc-too t ’ > t f i s i t  c o u i f  m d i  succes s  t c u  l O i n  k en — n d ‘ a

5( 1 f iws i  re and st akes u t t silm t pei - pi-on f - 

0

Ihe  Mui l  t I c -s Cor -pon-at 00 0 00 I t s u s  dc’t’o- It ip eol a p1 o u t  01 cpe sc -c l i n d l o

ken — n d sur mcl  i t m n l u l e r n t c n u t  ed i t  t o o t  th e  I ) u  p t I  I f t ~u u I I ml : t cn u t  10 1) 1 0 11 / - )  ~ hsnrilwar e _

The l’l ) I°  I h / 4 ~ i s  the  tic-st n t  of t h e  u n i t ( - I I i gc -tm ce o l o t  Si hsu nd l ing sit e sit

FURS I f

I n  or c lct to he c ’ f f t c u o - m u t  mn su t ’ e nm o n ;u I -~ ‘ o u npo ) sc- s c s l i - m i o , i t  des-s
let ~u i i  n - i h : ir dw an— e st ip pom -t  — You r o r o i h o f  o i l )  i I s o t  hi n , n l t s u t e , bitt  I t
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s oo t I t 1  tot  he o f  i u c  u ( - t n t  - \tI n l i i i  i t t  I I ic ° t u  mist u -y l usu r t h w s t  mc - c ins i rs l c to-u ’
j u t  i c  s-c- f l u i d  nc -cessat - n - l o u t  t he  e f f i c i e n t i nnq i l e t n ie n ta t  ion of 1 10°
be i - n - ic - I  is  t ftc ’ ‘segultc’um ted v I nt o ust I utoe nito n - y w i t  I’m I nde i ,endent s ic cess

u g h t s  Ix ’ r - ; c-gunK- n it  S i t i Ol  s o t  I c - s t a t  I hn e c -  n o t c h  t i e s I sm tc s  or secun i  t n
dom ins u u r i s .  I n - i  t he’ csuse o f ’ t i - ic ’ i’I ) l° I I/ ’L’ , I n st e ;t ol  of j o i s t  h avi  tog
su m a s t e r  s i t i o l  si -; l suv t - , t hey l t s t c ’ c  a k ermi t - I u n xsl e , a s u i p c n v i s o u r  mod e ,
s u n s f  su t t s en  nooc f e . I t  u s  t lit- c x i  s t e m m c ’ c~ o r ~ those ’ t hit -ce ‘-- I  : 11  c s  tha i
a I t o  ow ’s u t - s  t o o  u u i u p h o - o r u n t t  I hue U - t o o  I m iX ) d e .~~

Su tu inrns m m c

This  chapten  li sts exa ini l necl sol ’t w: t rc -  contro l a needed sit t he  FORSIG

m t  c-I ! u  pence datst hand I i  ri g s i t e .  Et  a lao described the secur I t n  kernc ’ I

sin d I lie i u n pou - ts ur i t r o l c  i t  p 1 sun ’s i t o  u ednu c I tog the r i s k  of pen ctrsmtion to

n i l  s u cce h ) t s l h l  e level - The pcnet rat  i o io  ni sk associated with the I I)I IS at

IflRS I ; and how so ftw sm i-e corlt i -u l s  coun t em tha t u i  sk sm -i - c ex:mi’u l imed i n

Chsmpter  I I ! .
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ClL’WI’EP I I I

ASSI SSMEN’I OF l1fl~ R I S K AT 11FF 10115 FORS I CI

Ini troduK tion

Risk assessiunent ia  a d i f f i cu l t task. The only logical method is

to identify al l  possible weaknesses in a system and to desi gn a contro l

to counteract tha t weakness. The env i ronment surrounding the ASSIST

i ntc ’ll gence data handling si te FORSIC must be examined to determine its

weak points . This chapter examines the environment , the penetration

risk , and the method controls ei the r in force or in design to reduc e the

r i sk  of penetration .

iI~ lS Env i ronment

The ASSIST system at FORSIG has three separate facilities , all

connected to each other , which form the intelli gence handling system.

Fi gure 4 dep icts the ASSIST configuration at FORSIG. Terminals are

located at three separate facilities : the intelli gence data handling

site , the special activities office , and the FORSIG headquarters . The

equi~1ncnt available to the analysts is the cathode-ray tube (CRT) and

—~~~~ teletype (1TY) input/output devices. The CRT does not produce a hard

copy and is used primarily to input data and update the onsite files and

other processes not requiring a hard copy . The 1TY is used when the

analyst does desire a hard copy . These I/O devices allow the analysts

to accompl ish the following :

1. Manage loca l fil e s .

2. Transmit messages , in t er - -  i n t r a  Sites .

- Cr - - —-
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2’l

3. I nvoke vpera t I on of supp i i c a t ion  progi-anus at the TOI lS .

-I - i n t e r a c t  wi t i t  OA(~SE host co imn pumt er for remote job entries ar id

I m ut e s i o s u  u i i i t ~ —

Franusnnt i t files ior’twcen ASSTST sites .

(o. T r ; s m o - c u i i t  anti receive d a t s o  between the analys t and PT A.

All three fa cilities are connected by encrypted l ines to the computer

located in the intelli gence data handl ing system site.

il-ne facilities of tis- special activities office and the intel-

l i gence data handling site are accredite d to process and store coinpart-

nor- e d intelligence. The FORSIG head quarters teiminals are locat ed in

sin ad j ac en t  vaul t constructed to physical spec i fications to allow process-

ing ant i storing of compartmented intelligence standards , but is not

accredited to do so. Accrediting the facility and us ing it for compart-

m c’ u ite d operations would eliminate those analysts not appropriately

cleared to receive such data.

The FORSIG headquarters , which is not accredited to receive coin-

pa r uinented intel l igence , is the l ocation tha t does the most processing .

it i - also this site where the problem of multileve l secutity exists ,

sifl (( the oth er sites are cleared for the compar~~ented level.

T h i s  ir u mitileve l security problem is currently being solved by

process i r ug data in a ‘syste m h ig h mode ’ , whereby all the da ta are con-

tro1Iec~ iii accordance wi th the hi ghest classification or category level

bei ng processed in the system sit the t ime . There are manual provisions

to raise or l ower the security level and also extract materisti at a lower

c l a s s i f i c a t i o n . Users located at the FORSIG headquarters are physically

disconnected fr om the system (luring the time compar~ nented intel ligence

is be i ng processed . Tine set procedures utilized for raising and lowering

— - -s-- ~~ ‘- - .
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tl i t - cvstevi ope r a t i n g  l evel a re I hose ]isted by the Defense Sci ence lasi-

Force on Conup imt er  Security for so s (-gregated r inole - of Operation . Th i s  d i s —

connect ion creates a problem , llow(-ve r , S in C € -  sippr oxi in ;mte l y 7~ per -ent of

the  anusi l v st s  sure  d isconnected fmi oo t lu e system for periods that resul t  in

the loss t f  both time and nahupowct .

Curren t ly , compa rtmented data is b eing processed two days of the

week . 1k-cause f il e s  are nol being updated i t t  a t imely manner , th is  is

an uns atisfs mctt i-v practice. As other ASSIST sites become operationa l ,

a heavi er demand w i l l  he p laced on the system to process conipar~ nented

t i tsi _

There a t e  two poss ib le  s e ) l i u t  ions . One is to upgrade the FORSIC

hea ol qtuart ers v s m t u I t  to  t lie C( oru part iuo en ted i n t e l l i gence level . Suc i sici i on

would ruueami that anal ysts who are not lcared for compartmented in t e l  I i  -

gencc would he den b 1 access t ‘ the terun i na Is and to that par t  i citi sir

fac i l i ty . I t  would also imtc rusose the work load of the special securit y

off icer  who i uHj s t screen a l l  m a t e r i a l  leaving his  control to insure tha t

no coinp surtm -nted i n t e l l i gence m at e r i a l  is compromomised . A l l  personnel

work in~ in the mi~ ;EG hcadquar t t - i s  have a m i n i n n u n  of a sec ret cl eara un c e

and approx I r~i t e -  lv twenty - (~ 1) ) pc rcent h ave a compartmen ted m l  c l i i  gence

oi ( - s t r - aiice . Beca us e a l l  ana lys t s  are ruo t clearable , and the clean-ance

pi-oc t~1urc no r ma l ly  requ i res six iu ~ n th s  a f ter  the i n i t i a t i on  of paperwoik ,

f a c i l i t y  upgradiiug would li uuo it availal le analysts ’ t ime and manpower.

Tine ~~-c~~itd possil olt- so lu t i on  would be to o  imp lement softwa re

security controls tha t would allow both the col la tera l  and coinpartmented

intelli gence data to be processed at the same t ime . When implemented ,

t lu i s would el imina te  loss of t m o e  and man powe r and make the coinputer

available to all the  ana l ysts rega rdless of clearance .

-.— —— — — - —.-.--—-
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(:on t r sus t i i t ~ the two solut ions , the firs t would appear to he

bet t e r  I)ec ;uuse of ease in  inup ! ennemn t a t  inn . Of the 75 percent ot the

ana ly s t s  located in the IORSIG headquarters , only 20 percent are appro-

priately cleared to process compart~nented intelligence, causing a dis-

advantage, by losing approxunately 55 percent of the total analysts

a v 5u i l a h l e  fox processing. The current method eliminates the uncleare d

personnel two of the five working days , or 40 percent of the t ime . Per-

sonnel turnover, lack of qualification by some users to qualify for

access tc compartmented intelligence , and lengthy clearanc e procedures
- upgrading the facility unsatisfactory .

The FOPSIG intelligenc e data-handl ing system ’ s operations can

be suminarized by the following :

a. Sys tem ’s use--multilevel (fixed transaction and free form

que ry) .

b. IJser envi ronnient - - physical protection of term inals , controlled

access to ter nuin a ls , anti pr o tectio n of communication lines with crypto -

grap hic techniques .

c.  Threat--de l ~hers n t e and accidental penetration .

— 
(I . Aut hori zat ion - — C o h l s u t  c-r a 1 and compartn uent cd .

hL ~iS Pcnetra t ion Anajy sis

Penetration of the A SSIS E system .~ould he by extraction of data

fro m the f a c i l i t y  or the svst -m by una ’nthori 7ed persons . Penetration

can be deliberat e or acc idental .  Deliberate penetration occurs when a

person , not authorized access to restricted data , ma kes an attemp t to

receive i t .  Accidental penetration occurs when the system , for various

rea sons , i ; u i l s  in the security constra ints i t  is dcsi~~-ued to enfo rce.

- — —- ..— - —- — — - - 
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I m~’J i i  oe rsu t e Penet rsu t inn .  I ~ue to secu re conumm i cat ion lines and

phy si cs - i l protection si f  forded reuuuote terminals , it would be hi gh ly  i nrproh-

able for  a de l iberate Pen etra t ion to be accomp lished by an unauthorized

user. “The i i o s t s u i l a t i o n  of secure communication l i n ks for all  terminals

on the system effective ly prevents any external penetration at tack , and

forces a penetration agency to seek an al ternate  method .”30

The securc- communication l inks protect only from an external

source . An at tack could l)e moImnted from w i t h i n , from an authorized

termin a l . The physical protection , alarm systems , and the access control

t o  the t erm ina ls si gnif icant ly  reduce th e  r i sk  of an unauthorized user

~su in i n g  access to tine terminal

l’he degree of threat posed by an autinorized user is directly

related to the niunber of security controls m e  mus t bypass or render i nop-

erative , and once inside , the amoun t of prograiiu~ung he can do. The

ASSIST systenu at ti-ic in te l l i gence data handling sites is a fixed trans-

action/ free form query sy -stciuu ;ms discus sed in Chapter I .  The user capa-

b i l i t y  af fec t ing  the operation of t h e  system is l imited by the in t r ins ic

c a p a b i l i t y  of time tools  he can use. Properly opersut ing so ftware and

hardwa re w i t h i n  ASSIST (10 not prov i de the user w i t h - i  su f f ic ien t  tools to

ta ke control of tine sy st  e m o .  The h u t  ruder cannot a t t ack  the systei~ w i t h - i

h i s  own prog isum.

The us -r may he able to gain unauthorized access to conipartinented

data by prohi :tg the sy-stem for wc - oh points caused by errors or logic

oversi ghts . Trap doors s u r e  created by support personnel that a l low cir-

cumvention of security techniques in the  programming and operating sys-

tems supporting the appli c snt ion -i . ‘hl e securi t y -  threat posed by this  type

of operation dcioeiud~; on whcth ui -r i hoc app l icat j o in i s  desi gned in such a

- o  - - - - -- - - - - -
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u -  to - - n o t e  t i n - i t  c— ad o o i - a - r  s - ~ fu l  h r  c o i o t r i o l  led i o n  s m l  act moui s ho - m ona ’

t a k e  on the  sy st em . I t  i s  t i o cr e f er e , iunpcu-sttiv (’ t i o su t bo th t he ;upp l u c s u —

t j o in pr  s osun s s too d opera t m u g  ~y st enis  for the support i rig hardware i)e imp I - -

nien t ed by supj rojoriat clv clea red p rsonnel . This S O .  I ion should prevent

the j~~)SS i bl e inc l usion of t rap doors .

P-t-~ aus e the ASSIST system has been imp lemented by appropria te ly

cleared personne l , the p rohahi l i l v  of a deliberate ti-reat fran outside

the systcnm i5 considered smal l .  The fact that al l  users have at least a

secret clearance reduces the prob ah i l  i t y  of a deliberate threat fron t

w~ aiim , though not e l im ina t i ng  the pv~ s ib i l it y .

Contrasted to del iberate  penetration , accidental pene tration is

a problcu . The next section w i l l discuss this poss ib i l i ty  and the con-

t r o l s  suggested to counter i t , sos well as an inside deliberate th rea t .

Acc i dcn t a l  Penetrat ion . A fai lr ’re of software or hardwar - cor-

trols could resul t in an exposure of info run ation w i t h i n  the system . Such

f a i l u res can i nvolve the coup l i n g  o information from one u ser w i t h  that

of s u n e t h o r u-; -r .  Softwa re Lilui’e  can render f i les  or programs unusable ,

de feat or c i  rci mj nv cnt the secotri  t r  measures , or change , un i ntend ed ly  , the

secur i ty  sI  at u o s ( o f  o u ser -~ , f i l e s , or te r m i n a l s .  Tine ih og hes stud y discussed

ha rdware f a i lure  for all p o s t - l °~ ’S syst cms .

The p r o b a b i l i t y  t iu a t an tu~ in tent  ions~ I release of data due to
ha rdware fa i lu re  w i l l  occur i s  less t han time hardware mean t ime
between fa i lures  (~Tl’BP) because pari tY check circuits w i l l  detec t
some c i r c u i t  fa i lures  and otloer - ; w i l l  not result in data n-lease. 31

Risk of software fa i lure  can i-ne greatly reduced by carefully

correcting errors and ccrt i fy ing  t i-ic programs before innpl einentation .

Acc i dental  disclosures may also occur by i mproper actions of machine

ojo -r a t  ions in routing wi thout  de l iberate i n t en t .  Anderson , in his

- - V  ~ - — . —-
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(0 11 ( 1 00 0 1 ( 0  - ( 0 0 u 0 \ ( ( 0 0 0 1  0 ( 0  -~1 o  u y - - 1  i l - o h :

t h a t  h o -  s o c t o L o l  , i y h  of l a :~si  lied iio fonnsi l lo in  h e i n ~
t u~u k -  s o s o i I s ob I e to una nu t  h e r  i :ed h erson5; di nt - to lii i srottte i s  qu i t e
‘—ITIS O i i  , and t hen on ly  i I the nrnc la ss i  fied l i n e s  are continuous ly
passiv ely unoumitor ed for tine eventuality . Note that the statement
: o b o o o v o -  d es ; roo t s oggest th a t ci ~rout e w i l l  not o -citr , onl y that
its (‘1 I cc t i n  s o o n  open - secure syst em is g re a t ly  exaggerated .

floe -sr ftw ar e  con t ro l  s in Cismpt e i r 1 ; n re (Ic-signet1 to reduce the

1 sob i I n Iv  o I socc id eo u t  s o l  j oenetrsit t o  I5~ Del ibc t - smt c ’ penet rat en h o t  out —

s ide  the  ~;vo; t en i s  a l r eady  a ;ncceptah l c- r i sh  l ev e l .  As previousl y

st s u  ted , p Jov ~ i ( s o  I , conununica f ion , s o hto i n i  s-trat  ion , an d personnel cont rols

a i r  ~I i V  meet s tated Del) c r i t e r i a .  Personnel c on t r o l s  app ly to on ly  those

hod u v i dr u so Is  odo , itsi ~ e :nccc~ s to cnnrqi artne -nt ed dat a

Floe p re cdi i i~ ° sec t t o ’ ;  h o s i v e  discussed the II ) !  5 coy i ronir ient and

ha ’~e e v ;o iota ° cd t i c  r i sk  . The cnnnboa : i son of t h e  rtoan ua 1 versus the au to-

r - n : o t cd ~e u or i  I ‘- c lnceb - , u- 1] a Id in d e t e r m i n i n g  arm accept able  risl : l evel

4s rn u so 1 i r o ~~i s i  as sor e  ciorr eumt l y s s c c c - p t s m b l c  aS secure i.n s t o r i ng  sun d

procc-cs i n~ comparbnente( 1 i n t e l l i gence.

~-tu ~ n : o I / P o  utor iated Procedural Compur ‘Son

Th is C ( Ol ip sir i S (Ofl Wi 11 i - r ev ide a method to j ridge the rd at  i ye

k- so l o n e  ( o f  sm uloma t ed techniques . Tin s s ((t i on w i l l  d i s c n o , s thoe- ;t ’  t ( - c i r n i ( ( r u e c

I b a t  so re COra TKno t o  b o o th I vpes of s y s t e o c -  . and t host t h a t  ;I re 1Js1 I o~oi u s

— In  both  s y s i  i n s , ! o o ~~~
- bl o r:m I t o - c } i o o i qmn e s are tosed to p r ov ide  ph ys —

0_ sol -r  of (~ ( t j on for a r o - ; o  ‘; wIne IC (0000pfl rt  meri t e d dats o is used ; to  i nsu re

i~ -rsonne i j o o - ~ - - - -~s so ! m -op ria te clearance; to  receive , con trol , diss~ uu i na t e ,

SOli d su ( ( c-sc 0 0  11 9050 i tnicnt cd Cisut a ; and t O )  P ° ’  1’( t t ine comp art rcm mted data

dur ing  t o  s u n - m i s s  ion . The add i t  ion of soir tom sute d t e chni ques to increase

titt’ t e l  i~~b o i  I i  t~~ 
(m l  t b o t s e ’  F 0 n 0 c ( ~~h i 0 0 ( ~~ cotule l i c  ~- iewc- o 1 as st ui sitt cll npt to

lo ut F 5 01 -  t b o o  u r i t y  oh s ’ n u t ( o I s l t  (‘(I ~s~~ St - n n o ’ - o o v c i  t hi n t  of nna r n u :o l  systems .

rr~~~~ — —  —-~~ _ _ _ _ _ _



An , i I - g o n o s  I -choni (jlle’; used in t he  two systems sore 0 1) data
s tor age  ~‘r ~~ t- d it t o ’ - , (~ ) ( 1 : 5 1 : 0  socces :; pr~ cediorc’: , (~ ) J ; i I : o  acres :

nt  c ( 0 0 1 0 0 t  l o g ,  ( - 1 ) s T o r s o o ~t - ch eck ‘rvc - o h i i e: , and (~) i nventory j o - e o _

c e d 0 o o o - s .  0 ; n t s m  stored i o n so manu a l sys i Of i s p rotected h ) t iIl c(:

c o u o o l o u o n a t o n  - - - t l ~e 1(01 5 i\ i t in l 2~ ,flU O p o s s ib l e  c n m h i o n s t t i o r m  C 0 0 2 ( 5 .

110 Ii s 0 0 1 t ( f l r L l t Od - V S t ( i I O , d a t a  - ; l o r a o , v i s  based tI ~Ofl access 05
w o  I l u  1 ,~~( ° l l , O~ O , ( s ) ( 0  poss i b l e  c o s ~1 i i n s m t i o n s  i i i  a nortinal 3Z h i t  cod e
%~~ i-J . ft pr o o l s o b i  l it y - l o b  d so t s m :s~ co’-;s t h rou g h other than co le n- ,o rd
know lcJ~ o i s  r i -a s  j o l e l  s i l ly  less i o n  an automateu system than on I -

pr e-sco t on - u r ou s u l  s~ st e m . -~~~~

AO cc- Vs to data i on a nooanua I sy ’ -t on is based oro socces - - l i s t s  ;on ~

persona l i dent i h icat ion  . In sun s o t  i t  t . ns i  ted sys tem , access to (-km 150 0 11(1

Ii los is ha--ed upon u se r/ t en- i  O h  I profile table s and tine reqouirenncon t to o

si ul or i t  Inc proper code word .

Acc- o o t o m t s o h  i i i  ty for  dat a su c c e s s  in the noanu st l sy stem is per lvnioed

h~’ dnccmme int Sign -(n ot  . Ito the at t o  n ; u  ted system , tim e access 1 og s s n o b

s(coor m tv  ~or agr sosIo r eports can he rev uccd d a i l y ,  or more often i I desired .

I°eriodic inv entory is used in  the manual systeniss to insure docuinenl

b i sOv ( -  r i o t he -n lost  o~ st o l ono  . Tine same can be accomplished in tine auto-

mated systeno~- . The f i l e s  si re p cm - iod ica l ly  reviewed , the security logs

ex su n o ine d , and t h e  cb oec i Sou l I It :m ls on sed to insure data i n t eg r i t y .

Irmi ’  le ~ 5 0  Ifl~0n5i I ScS tine 0h )( iV (  t ech r m iqucS . The con~non techni ques for
— o

- ; t o o r  in g  nul l p r o ( t - s i f l g  ( an o i p s o r t i  n o t e d  i n te l l  i geloce in a noanu a l and auto-

fl uI 1 ( 0 1 y s t o  - i i  SI IT

Plo y ’ - i (a I

I) . 0 0 0 0 0 1  1

c . Comminor u uc ;ot loin

d . Ad ministr a t i v€-

It is eviden t t hat c-~ e -oo Wi t i n  the  use of modest security ’ tech—

0 iqucs in  ;tr o ; 100 t  roi ~ o ted s ys te m , a greater leve l  of security is possible

ti tan wi th t i n - -  tecbo n iqtue s a’0 -s u i l a i D - in t i n e  manua l sy stem .

- .  .
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-~ 10 ( 000 0 . 0 0

The i i  I .o bj - ~~~; i - i  0v 0 rorill irrit  lo is I)eCSt l des i gtne d t () prevent dcl ib —

( 0  0 ,  ;~ o - r : o - t  t o t  n o o n  l o o m  o o o i t ~~~ i o h -  I h o e - ~y-~- t c ioo . In advertent  or accidental

d i s i  h o s o o m -  0 ) 1  o o m 1 0 .iI t1tlefI t (SI data bns us been i den t i f i ed  as the problem .

floe -software- controls disciossed in Chapter I I  were desi gned to

preven t smcc id en ta l  d i — ; c b o s n o s c .  The ‘security kernel is the area where

~o1 i -& - rn rt tv-rcl ated software- , pro f i l e s , and lists are stored . Software

mus t b e  v o- r  i f led correct and a system certified before an acceptable

r i s k  cx ‘si s . Chapter IV , Conclus ions and RecorruTmendations , di scnnss es

o i m c s u t  ion and c e r t i f i c a t i o n  of tine securi ty -  software . Conclusions

unuc- flu i nng AsI 01-ST coonpouter son or i ty  sot: FO1~S IC are discussed anti reconi --

ncrmd smt into ’- - n o-c made t o bring tine risk of pene tration tu  an acccptahl c

l o ’v t 1 .

-

~~ 

: - - -



( 1  -~\ Vo ’ l l ~ I V

( I  ( j - 
- 0 O~ \ \ h 0 I I I  ( : (~~f~f l N l m ~\ j  I I

m t  rcxluc t j on

Since ci nrre nl  ~‘t n: ; unose l , s u d o r n i n  i s  t rat ye, j~b iy - s  1 cal , and conunuonica —

t ion sr- r t o m i t ’ ‘ne sus uo - es II for - ce are 1 o 1 o r c o v -d by tint- Defense Intel  I i i o- roce

Agency in  process i ng comp artnioen t C -d da tsu , the enop has is s placed on soft —

ware -:0- tin ts control techn i ques. Time recommnended software security ’

oat i - I ’ ; do not dcp eimoi on one control , such as a password , to provide

SOC i n r i t y  for the sys tenn . The recoun uomended software incorporates a series

of control s , each supporting the othe r as a security constraiut , w i t h

a l l  being sub)ect to so security ~- eri ficat ion program . fly having sm series

of controls , any one of wh i ch could deny success t o  a would -b e-penetrsut rr ,

t ine p robabi l i ty -  of penetration is reduced si gnificantl y.  Al though the

pro b ab i l i t y  is further red uced as more controls are added , at some point

the add i t  ion sul controls are not cost effec t ive .

Software secuTity checks a n-c desi gn ed to g ive a consi stent ver i f i -

at i o n  of both i dentification and aenthorizat ion levels of the individua l

user and t e n o n i n a l  each t ime an attemp t is made to access the system .

The des ign o the software- is such thsnt i i  has the capability of detecting

any accidcntsu l or intent iona l s e c u r i t y  breaches , ident i fi cation of the

tinic and person responsible lor  t he  breach , and the disconnection of tha t

terminal .

flue broad object ive of f i r R h i r u g  way s to reduce the size and coin-

p l e x i t y  of ~;u~ o o r i t y - n x - 1 e v a o m t  so ftware is a poore quisi te  to performing a

convincing , log m c a l  v e r i f i c a t i o n  that a s ;y : ;te no correctly imp lements the

-~~~
- - 

- - -~~~



c- i

c l i i  ilk-i sun _ s t o h i s t  iso i o m l  5 wh o - it 0 n _ o h i~ I 0 i i  a j 5) O (l 01 0 1 n c ; m I  ion I ot bmin i jill’ .

V n timout sucin ye i - i f i cat i eon of correct bOS S , so sy- -;tem cannot be COflS idered

an acceptable  r i s k .

V e r i f i c a t  ion

Roth the design arid imp l e n i w - n t ; o t  ion of software security controls

in the  securi ty kenne l mus t he tested t o  insure correctness. I .  W .

l ) i j k s t rsn designed a process c a l l e d  structured progranunsi ng . Di i kstra ’ s

desi gn can be used in the von f i ca t  i o r o o  of tEe operatin g systems ’ soft-

war ’ - flne ct rnic tune is a t nj dl oi~n I approach in which the program is

b u i l t  orne le vel at a t ime . At e s o r b  t o --vt - i , the next l ower level of the

structure is  denoted boy - a nis urme (on ab s t r smc t i on)  sm s si grmed to i t .  For each
0 

leve l , a joroo f , I ri wh 1 oh t in e  deny ~o ion of c-nob nam e denoting a lower

leve l is considered to be correct , is constructed .”36 En ch component of

the operating systeno is constructed I c ;  l)e se l f -conta ined , and to operate

correctly.  The components are t i c - i n  smi le to coriniounicate freely and with-

out pos s ib i l i t y of in terference.  Since each st er  of the construction

process i i n e ~~- to operate correctl y ,  t h i s  const it intes a “proof” t hat

t h e -  systeno as so w h ole w i l l  up ers o l  e correct ly .  The programs that result

from th I no. es’-; have a wo- 11 de f ine d  st ruc tu re  and are practically

er ror free boo c soom: ; e of prov ing correctness is proved at each level .

The verification process mo is t be accompl i shed by individuals who

su re suuthor i zc d  snor e- -s to coinpartmented intelli gence. This is necessary

l oe c soo ns e- it is tine software that w i l l  control access to compartmented

d a t a .  It is virtuall y impossible to prove tinat the software is 100 per-

cen t correct , counteracting sill thr ea ts  under all conditions . It i s

also impossible to prove tha t a l l  pc u sunm s hav ing access to conipartinented

d at su  will not compromi se t h i s  in f or n~n t  ion ii i  sonic manner. But IbD has

— ~~~~
—- -- - - 
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i t  5 l o l  Oil I I 0 ) 11111 I ion t h u s u t  s u i t  c- u s l im rmd i v  l c l O I S i I o n i ) d e n t O ( s aim exj o . u i m d n l

inuc k g o o ) i un o _ ! u i i V e ~— t  n g o i  i - n i , t h n o ’  n i sk  i ;  ; oo e - j o I ; ~h o I r . It is po ssib l i -  t o

Sill On- . i n i  In - n  kiouwi u t hii - e;its sand ~o m O Ve i t s  i - o r j e e t 0( 5- ; . ~;e i t W s l o ~(-

joro oj n - o - i v st flir t nu r ed , proven , sund t o - s t ed csun a I so in -  c-ert i f i  ed so,; sin

acceptable i i

Cc’rti fica t ion

Software cer t i f ica t ion  involves proving that the security kernel

is always i nvoked , is t amper resist ;mnt , and does validate each and every

rc- I , - r o n o  i- in  t ine system .

ilie syst  eun o flRLSt be i (-s;tCd i)y expert technical  pcr soiuueI iiat ’ i ng

access t o  ti n e desi gn and specifi catio ons of the entire system . Access to

such n iu t e r i ; o l  would not be in the hands of a potential penetrator because

th is  info r ioo ation would be controlled as comoipartmented data. The str ic t

controls  arc inoposed because , the info rmation on software and system

spec i f ica t ion  is the heart of tine protection features for the compart-

nue n ted data contained in the systento . “Certification should he per fo rmed

by a group other than that responsible for the desi gn , const ruction , or

n~u i m n t e naiucc of an operational system. ”38 Th is  outside group of experts ,

g i v e i m  s i l l  the system ’ s spec i f ica t ions , w i l l  desi gn a plan of at t smck

against t in e  s e r o n r i  ty constra hits e n f o r c e d  by tim e software . A suff ic ient

smnuo~nn t of t u s e , approximatel y three n k m l b o s , shoul d he g iven to plan the

attac k.  After  tine attack is p l anned , t h e  team of experts should init iate

time attack on the site . After the attack is implemented with no success-

ful penetration , the system should be cert ified as posing an acceptable

r n , k  level .

The concept of attempted systoro -penetration as a means r cert i-

fyioug a system is riot new . ~~ 1970 , a group of Rand researchers ,

_~~~~ J r _ _ _  _ — - - - _ --
~
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1~ A n - I t o 1) 1 1 , !~~. b ; o - - h t - \ - , ; o roo l  I ) . R o l l  o~ o o ~wo rt i , t li—o1k ~i ns t 1- sit cd tine ’ j r ; i c t  i c a l i t y

- - ; s i - - i  ~~ ‘ i o  t r o t  o ’ n  ‘s i t i l  f i n  s u b t i~~~~~ ‘ 1 0 1 ’  c f f c t i v e ; n - — - - and

it  V o - I i io i ~o I - o t t  i o i o I I so Sel l or i ‘ ‘  s o  i (  
~~ t i i i  - I .  - -

Tine I In(oroo m~’ i i i l (  - - o f  t In c I ’ - - ?  i s I m i  t e d  t o - ~ t im e sov ;u i 1 m b  o h i t s -  of

oo ns u np owe-r ; o o i d  ofl fl c\ . H -  ‘ e c n s r n  I ~~ o n o - 1 c o o i t ; n  in ~; s i l l  soltw: m c - - e c i o n ot y

I uiic t ion s ncces s ;o n y -  to in iii Il0:i ze t J o  ce r t i I ~~~o t ion process h\ l oca l i z ing

what na~ t o  he cc i t  i f i  cd

In order t o  soccelerate- the t o sO i n ~ cycle and reduce the amoiunt

o o f  f l l :1 i  [i o%- c- n , t in e  USC C)I 3ut ofloso ted von i fj~ ;ot ion tec hniques which assist

ii Joe c- crt o I i~ sot  inot of the oper ;uti  ng s -  erss and app licat ion prograns

r o b - i s ;iij i iiiar 0 :~et 1 lo t - I ow.

1. A u t o n v o t i c  0a ivm lys i s  of l i n e  anatomy of an operating system ,
i .e. , i d e n t i f y ing a l l  “ testable  segosoents ” (sequence of code that
has onl y ono i nput arid olne e x i t )  st u d a l l  tran sfers between seg-
rooents .

2.  Quanti ly ing the thoroug hness of the t es t ing by instru-
no ~ nt 1~ h the opr- rating system to measure the fraction of se~ nents
saud transfers exercised in  each test and cumulatively over a series
(if tests.

3. I d e n t i f y ing the portions (segnnents and trans fers) not tested
i i i  s o s er i e s  of test cases and ind ica t ing  the input data needed to
0) e-rc iso their

4 . i d e n t i f y ing all entrane :es to sensitive areas of an operat-
— ing sy - - t o n i .

i ok ’n t  i f y i n y  a l l  i n t e r rup t s  and the logical paths they
es un  i i i  i t  isi l C

( . i n v e s t i gmu t ing  oUt er d n a  r ;n ot ( -r  1st ics of operating systems
f o r  - o n  t ; i i - o  i i  ty  for ;unm to nm ;ut  ic s u m m a l y s  i s  and quant i tative measure—
noo n t , . ~~‘ . , t i me depc idont processes •4 n 1

l i o e  t i - s t  w i l l  deter;- inc the cion ~n - o~- t o o which the system con fo nris

t o  t I t o -  scco;r i ty requi renucr nts. If any ch anges or modifications to the

-:yst (-m m ui r , them tine entire cert i fication process mus t he conducte d

again. This is the only ‘..-ay an acceptable secur i ty mode of operation

can exi: ;t.



o - t o o  I ii i — ~o -

t o i l  I - , l o t  tO O O ~ ( i i ~~~( t o -  i i i  o f  m l o t o j o : o o 1 0 0 f oo0 ~~~I - I o i . o

‘ ii - l i m o  I v - 0 s ~~ t o o  do muon I -° i - - - o  - ; - - t 0 o ’ ( t -  - ; ; u i — v s u c c e S s  , has been o ; o o  0- ‘~O (

:um o e X ; o o O f l a l  i ou  ci  t i n t  I o i ’H i l - - i -  r o o m -  l ) a t s o  I lson d l j ag  Site (llU ~ 1 1

I -co i o  o s  ( 0 1 i t i l l o i  b i t t -  I l i o o  ro t e 0 00 10 j o ho -!~~1(~) . Sc-cnn I y in ;o r n  I i  0 nea r ,

r - o o i t i k-ve- l sv s t emno is  o mi t su n o n - - ; ( o s ’ ; o ! o l c  t ask . ilc ~~cver . the t o - n - I  ‘ - ( u n n r j t o : ’

h a s  t o  he m o d i f i e d  t o o  Cm ) f l h1O ~ I S L O l  accept able 1CV(’1 of secur i t  v . \~ s v s —

t c - n :n is 100 percen t secure , hut  si - v-  t ( - r -  may possess  security fratunes

t h;it n educe the r i sk  of pe netr sot  i o o o l  l e  son acceptable level

I I1I ~ i n  ) J- : -~ I ( has estalol 1 si-ed m u isl  ;uj )proVed phys ica l  , po -rson in el

i s oo T n.o re , s i h i l i o m  - ; t r m u t  i ve , anti c ° ) 010 n o u n m n c ; u t i o f l S s e c u r i t y  000e;osures sumi d

j r  - sc e n t lv  p ii -:cssc~; coi°q)art010011! c - I  da tso in a sys t i -o s - —hi  ~in nnnode . t o  n i o c m -ss

in su n open mode , so ftware seem or - i I y sus t he implemented that would n o 0

n-; - r s w i t  in -itt a o o -cs to kinow iroc success to compartmented dm m t zt . Arm open

node o f  operation al l~~~s a l l  s n s ; n I v s 1 ~; to process s imul t aneously i o- os : i r o l -

less of t h e i r  h -u t - I  o f  s occe  
-

h1 t i n  one rnaj c-u c~ ~o - on i , t i e  secinr i ty environment of the ~~~~~ I

- sys t em iiscs i fo or p r ) c ( - - ~- - ing ci mo p s ’  rto --eio ted and collateral data simu ltan-

—

o 
eoois i v  i s  the  sam e se - o i r  i t y -  cay m r ommn oen t sos in an auton~’ited system . In

tin e mnoan ual sys t em t i n -  spec iso l  ~-e-i : uo l i v  of’~icer enforces security- , ~d s n  Ic

in the snit omn uated , ;y , ; t c ot I t oo : s oi l  w sui  e enforces securi ty constr mm l o o t  . line

1 05( O f  51 Sj i c  i s u l  s e c u r i t y -  t o l l ;  t e r  i - s  com m ent l y accepted ;us mm mean s of

prov id ing  sin a c ( ( - p t ; o l o  I c  sc - coo r o I y r i - h .  bo f twa ie  hso , ;  not been accepted as

sit u acceptable r i s k ,  f l o e spec iso1 - - o-o o o ri ty officer is hmainn and t in erehy

i s o p so lo  be of mistakes . ~o o i l  w a n  ~~
- i- - i operly coast -.i uctcd , reacts to each

so t wit ion def ined  in I b m  - - no - e o - s n n m o o - r  - ; u e - l u  and i’vc~y t ime , tmless there is

so f a i l u r e  w i t h i n  the ‘so I t w - . i ’ . I - m i t  t i - i  s o f t w s u  re design is constructed to

V
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0 0  ~ 1’ 0 ) 0 ( 0 - - - i t o  0 0 0 0 1 0  i t - o  C l o t  I- - - 1 0 -  J o  r (’V( ’mnt t o n i . I’h no - ~n roI  o n io  j I i t  \_ 0~ I mu i i

- ‘ o i l  n o  - I -  I - - o I o i o ~. - t O  0 0 1 0 1 5 ’ , i i  ~~ i 0 o ~ 0 o i o k- t it t n t , -; c’xt i - o o o - I y’ I ( O h . I’l l

i - I I n~ u -  ~ o -- - 1 0 1 0 m - I i 00 mi os oh— I t o -  t o o  - o ‘- j i t o so - j o t - c  iso I ‘— C_’ o r  it oIl  0 i - i .

fine - c o f t w s u i c  0 ;  t In t - sp i ’ c n s o l  - - o - o o n i t y -  t o  l i c e - i ’ s r cpre cent :o t  1\r ~ S n~j t h u i n  0 ) 1

c e o m p m ut er Sh Oe! J u n  t o n i  - c t i n e  ssoo soc to in c t I one . as 1 h sut  of t h -  spec imn l sc-cur t

i o u  i ce- i -  in so pos un um o I sys tem.  floe spec i al secinri t > of f i ce r  is - -t  i i i

r- ~~~~~~ i l o i r  for t i n e  sec t on i t  v of counpartroerte ’oi dsota . The software i-s the

too l t i n s o t  a s s i s t s  h i m  in  h i s  d io t h - - c .

Tim e spec i s o l se- c ool - i ty o f f i c c i  is  lc- - r ~oons i i  I C  for i-eceiv ing ,

- - o tri g , c o o o t  r o l l  irig , and d i  sscn I u n i t  i o n ~ ortport r-e -i-t o o 1 data . The section

000 flts iOnU i I smrm ( I Sn otonoa tee! e-oionp :ori son in C i o m m l o t e  1 r cu~ sires cont i-o Is and

- r h o m o w s  t i n s o t  ; o o n t o o o o m u t e d  e - o n n t n c n l s  h R  m o - r o S e ’  s e c o n o  i n  ~ - n i t y  c o n s t ra i n t s

g o o v ( - n u i o u g  c r n j : u r t o i t c m u t e d  d m n t ; o  s i l o -  co n isu  lined i n  - i - t - t s - s o  I tel) d i rec t ive s  zinc!

- r im 1-c p lace ’el in t i e  s o l t w s o m e . c u n o n i  t\  i s  r u n - v  i c - - I  by i n s t a l l i n g  soti -

l i cot mi t sol twsm re ban  nn er s/ con o ro ’I - s  1 - 0  plC V oflt  r - - ’/o~ ~k-t ect pe’netrn t ion ,

or- In 1-eqom n i i  tog such si ye o i so  r~’e t-.O1 ]\ Inc t o  r t o o  r ( -n e t rate  , tha t  a would—

Lot I t o o t i - s i t  t o o  w ( 0 0 0 J t I  1°C J o - I  (-5 ted m y co-workers  m~ it temnooinal so m -cs o . Tu e

— 
(0) 00 0 n o , h  I ed Ploys li-sm I ei ci  i ronnocmm I sui’rotnnel ing t fo - t o  l o t  in: ol s and computer

— 

- s n i  ) o - I : ~;I ( ;  go -cu1  l v  a i d  i i i  t in e  el ete o c t on ( ‘ I s o ~ 1 1  - ‘ - L t e-  j-en e tra tion from

~~o t J u m o , s u l t h m n o g l n  olo l ci u m - o i r o a t i n g  h o e  j~o s s i i i 1  i t v  - I  an m o t t c - ’ - j - t

• h o c  i - mo o n oon- - - - o f  t w ; o o o -  c o - t o t  m t - I  t h e  ;iresn cii ‘c e r n s , oiogoil /o totput

t o  i o l m o s o  1 soli d miuio l i t  t m - i l  I , S t O o l  Si  I so bo o t  Id upon ho - o-; tm i l o l si -e el  pbovsical

- - t  ‘ o i i o e ’ I , su dn om i i i  st  rat o vi , s a n d  ( O ) O i U S I t  i o n  - c-at i ( 0 0 0 0  -Ci n u l l  y 010( 5° oois’ _ s i l i Cso _ ’y’

sot I o i l s ; 1 C  to  br i n g  t i n e  i n - - I - loe n e t r : I t i o n  t o -  0 0 0  - - o  o s - p t s o i - l o  l t v i ~ . But

- - o - I 1 o - ; o r c  is  onl y- s o ;  good sos t i e  individuals odo- ° o m e si glm s n ’ o o i oostruct  it.

i t  i - ~ there fore  im p e r a t i v e  l i m i t  t I m e -  ~m - I t i - :uit ’ I t -  ‘ s u i t - f  o i l  ~~‘ t o o t s ?  rou t ed

- i t , ! i ~s ; I  oo d l c fo r e  t rip i o - p o t - h I  s o t  W O i . ~ l i e n  t i n e o o ) f l ’ - ro om - i 0 0 0  - 1, -’c l I mon ,



u m o m j los ne - uut i i i -  t l  ‘ - n f t w s o n ’  , t i s t -  coo t i re svsteco isoust he t e st e d  by no t e rn’ ( - 1

l i t  Ioo ~ u 0 I C \ J  -o - i - I - - i t ’  000 - iOi 0 0 I i  - t ( ‘It o COb Ii  ti -ot i s t o )  t 1 o o ~’ ‘ 0 ° - io n -  0 1 (-fl u

— 0  o ;ntn t - - b l u e  t i  o n p o o r u  u t  - h i - ’ - ~~~~~ ~—~F -5oftw;o r o - - ; t -  c oo t it )’ coat m o b - dt-- ; i gm o Is ;

l i s t ed  and discussed in Chapter 11 and idem -ot i  fies the controls neccssar

fo r acceptab le software seccmri ty  at FOP_ SIC.

unce controls sore desi gned , they must be protected from all users.

fine so  c - o r ity kernel discussed in O-iapter IT offers an ideal location for

sof tw su r e  security controls .  Ilie kernel protects the software from being

mo d i f i ed . The kernel , the center of the software secur ity controls ,

- ~sures compartnuented data is not compromised .

Resesurch indicates that it is possible to build an adequately

cc-cured System for so par t icular  operational enviroruinent . With  properl y

structured software controls tha t have been subjected to an intens i ve

mood unsuccessful penetration attack , the ~~ IS FORSIG offers sin exist ing

environ ment that can be cert i fied as possessing adequate security .

RoC lnJneflda t ion s

I’he fol lowing s t a t  er: icoi t s so uruimari ze the software recorsnenda t ions

regardirog the mu] t i level seco iri ty problem described in Chapter I I I  s o t

the  ASSIST l i n t  c l i  igence d a t a  luand l ing site :

lmpi~~otent s o it i ~s o r ( se - c o i r ity controls I isteel on page -- 1 - ’ mind

13 . The software must he c o o n —  t nicted c noo - c- f n n l l v  in order to 
~

— i-over t en oo r s

in the programs that  could del csu t the constraints to he enforc ed I -v t in e

software .

Access controls are the first software controls the user n o s o 0 1 0 i n -

ters . They are of primary inq)ortancc because these contro i n; I c  C lo t  i IY W}U ,

where , arid what access is authorized througi-nout the sy stem . ~-pe c i u l

cmp iua s is o ; in ould he given to  controls ntnnhered one , two , and ten , to O t

- - - --- --V -- ~•~~~~ - . -,
~
-- — —-
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p5u1~e’s I 2 mi n d 13 . These coa t rol s i e l e r u t  i ly tiu e ’ user/ten ininal and establ ish

t h e  mn ces-~ r i g h t ’ ; . Correc t i den t i  I i c sm t  ion of the user/terminals is of

pr i rime i 00 0 1 11 r I :uiu cc 1 o e ’ c smo os -c i t  i s  the locatio n of the term i na I , and the

imser ‘ s ci eam-anue tInmi t gevcrons t ine  success ri ghts.

Af te r t u e  socces s r i gh t s  are i den t i f i ed , they accompany each

t ran ssnction mood r e s t r i c t  sncce ss to only  that data authorized . Input!

output con t rols insure that the user performs only those operations

aat hori:c-d . Once the process is comp let e , I/O controls release data to

only  those user/terminals  processing tine necessary clearance level. The

IF - ~o emphasis should he placed on input/ output control numbers two , three ,

I i ~- t -
, seven , and ei ght on page 1 ~~. Thesc onumbered des igns arc concerned

w i t h  c la s s  i ficso t u- oo  and r e- leas e of ci ;u ;s i fied (compsortrmi ented) data to

t hose USC rs loot soppropri at ely  c] ca n-ed

Tine cont io l  of residua l data  is necessary because many nosers are

assi gned the same nnem o~~ry space. I f  this  space is not erased there is a

poss ib i l i ty  a user nviy gain access to data to which he is not authorized .

The acxiit trail is used to verify tha t the system is operating

corr t - t l y and that it is  being used properly. The system must be able

— to i dentif y all attemp ted violations , acc i dental or deliberate. All the

1°u’~ 
in abl e 2 , page 17 , are onecess--sury to provide the system securit -o-

o f f i c e r  mind s i m e c i a l  security offic e r w itin sufficient inforn~otion to

insure continuing security .

Special emphasis should be given to desi gn number five tztder

audit trail , page 13. The internmn l software and hardwa re checks would be

so ro~~sunu s of ver i fy ing their  cont m c i  i ng correct operation . The check would

he - inserted h u t o -  the syst i - o lo  su - ;  s o po ogr ano imi t a t ing  a oL ser . The test pro—

gmmuo ; n - b u o n o l d  cut  t o~o so j o t to v iol a te -~eo. o urit y controls , and then verify that

— 
- .— - —r———
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sv-; t con g I \ e - ;  t in c  ce)rr c-c t re-slot ums r in ea ch cm m s e . line program oooust

conoloullicate with the systeo - i m us  so no nona i user would . Conun urnic mot ions of

thn s ; type would require  that the program he routed to a remote location ,

and h ack to the computer agmo i o n , line progra ir o roent ing would also cineck

chairne l cont ro ls .  Eve ry t u n e  the test program violates security Con-

s t r a i n t s , t i n e  system securi ty  o f f i c er  must he not i fied and the system ’s

oper sut ion t -n s ioi smte d unt i l  the problem can be resolved .

Imp leoncritmotion of softwmorc controls at 11)115 FORSIG w i i l  enhance

tin e security posture of that ASSIST si te . Extreme care must he taken in

ceT’-~tructing and test ing t he desi gned software .

2 . Inco r fx ) rate software security controls into a security kernel .

l’hc ob j ec t lye of the security kerne l is to irntegra ~e all  secur i t y  related

func t ions in to  one part of the opera t ing system . The col l ection of all

se~ oirity fun c t ions  into mu ccntra l u re:o a ids in the protection mine] veri fi-

ca t  i ( 0 00 of their  correctness. The s e - t :n nr i ty  kernel has in i t ia l  control

over queries and t ransactions , and every user is forced to rely upon i t .

h u e  s c c m m r i  l v  kerne l enfor ces  the security constraints on the use of f i les

mind t in e  rel ease (It da t a .  The funi ct ions of the kernel are l i s ted  on page

2H . i t  u s  t ioc perfo rmance of tinese function s that insures that the secur-

u t v  constra i nts are en forced . To insure t luat  the kernel is able to per-

f orm properly, two condi t ions must exist. First , the security kernel

nous t be t surnp er - pn-oo f , a l lowing  onl y aut loorized personne l to mod i fy or

a l t e r  i t s  functions . Second , the kernel must always he invoked . No

method sW uld be open for mu user to bypass the  kernel . 1’resent]y, the

kernel is h~nrdware dependent and the appropriate hardware is in service

at the I1) 1IS lUR SI G .

3 . A t t empt to pen etrate  tine syst e mt o as a means of certif y ing  tha t
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In c so i t w ; o  o e po s s o - - se-s  mu o n mncc cpta hl  e sccoir i t~~ i i s k  . The FORSIG system

o s pre ceint ly cei t u f i t - t i to pn - o oces~ compr ort nncnt eel o.lmnt  0 i O n 50 SVS t -ni - I i i  g in

;, t o - . \ I  t e n s o l t w ; o  0 0 0 0  t \  c o n t r o l s  s o o t  l oro l )le000( -outetl mi t  FOPS E G , mu

IoVt bo o t of p r o V i n g  tha t the Sv- ; t e i i i - o o f o r e  0 5  -ce o o i i t v  co n s t r a o n t ’- o l n o u s t  is-

mocc uoup i i sb n -d be- fore so. nt  i h eat ion.  Pv providing a team of experts wi ti n

cml  1 is- possible data  on tine sy st e -r , mo un d a l l o w i ng  them to a t t m o ct  I he sys—

• 0 - - c  - w i t i n  t inc i r program , c o n advs unt  age is created which would norn~ l Jy not

exist for so would-be pel -ne t r ator .  I t  mus t be emphasized that  a ch ange or

mod i f i o s o t  ic on of the softwa x -e w oin le l  vo id tine cert i fication .

T h i s  thesis has identified %\lIa t  is considered to be the minimum

oou ~uonher of softi.~more security controls , and von f ica t ion/ ccr t i f i  s o t  i oon  tech-

n o q n n c s  necessary t o o  prove t ine  i r  c or r ec t ness , f o o i the int e l  I igenc u ’ d ;itmi

b nm un i l i ng si l o -  ru t lo r t  Bragg , North Carol ina . The total ASSIST env iron—

-~- rot-- p liysical protection of the facilities , personnel access controls to

tine terminals , limited locations of nonappropriately cleared terminals ,

encryp t ion  of convuorn i ca t i on  l i n e s , along with the software security tech-

n i ques recoonuii cndeel in t h i s  t lies is ; - t - o ut ributes to reduce the risk of

loenetrat  ion and bring t h i s  r i s k to an mucce ptahie  level .

I 

- -  .~~ 
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