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PREFACE

This report describes progress under this contract during the
period from 1 July 1975 to 31 Cecember 1975.

Under tne terms of tnis contract, Honeywell Information Systenms,
Inc. 1is providing the technical integration of the tasks

necessary to begin the design, development, and certification of
a secure Multics system. Honeywell has subcontracted some of
these tasks with Massachusetts Institute of Technology (MIT) and
tanford Researcn Institute (SKRI).

During this reporting period, these tasks included:

1. The reduction in the size and complexity of the
software-related functions of tne #iultics system.

2. The design and development of a Secure Front-g£nd
Frocessor (SFEP) which 1is based upon a securédle
minicomputer architecture.

3. The develocment of specifications for a security kernel
for Multics and tne SFEP.

4. The analysis of the characteristics cf a secure (lultics
system.

5. An investigation and development of a certification
approacn for the Multics ana SFEP Kkernels.

»IT performed Task 1 above and SRI performed Task S above during
tnls repgortingy period as subcontractors with honeywell.

Tne reader is assumed to be familiar with the MNultics system and
also tne ©oroblem of computer <security. Related terms sucn as
“frojan Horse", "Reference monitor", etc. are not defirned in tais
gdocument.

i




SECURITY KERNEL EVALUATION FOR MULTICS
AND SECURE MULTICS DESIGN, CEVELOPMENT
AND CERTIFICATICN

1.0 INTRODUCTIGN

The problem of security in computer systems has been under study
for several years. The Air Force has sponsored several studies
and develooment projects aimed at improving understanding of
security in computer systems, developing a sound theoretical
basis for further work, and demonstrating accomplishments-in the
field. Many of these projects have been associated with the
Multics system. :

The overall gcal of these efforts nas been to develop a
certifiably secure computer system for ageneral use by the
military to meet their operational requirements. This report
describes progress under this contract during the period from 1
July 1975 to 31 December 1275 as part of a lona-term plan to take
the Multics system from its present form to a ©vrototype secure
Multics system which can be used to demonstrate the feasibility
of software certitication. Tnree activities are being conducted
in parallel tc implement this plan. The first parallel effort is
the design of a Multics security kernel and the simplification of
the Multics overating system. The second parallel effort is the
development of a Secure Front-End Processor (SFEP) for
integration and certification. The third parallel effort is the
development of a technology and a set of tools which allow
eventual certification of the Multics and SFEP software kernels.

1.1 gackground

in2 military faces an increasing need for operational comgputer
systems capable of processing several levels of classified
information at the same time. Present systems are unable to
support secure multilevel processing due to fundamental
weaknesses in their basic design, since security was not a
concern when they were developed. The weakness is that current
hardware/software systems are unable to adequately protect the
information that they process. .

Currently, the military meets the need for processing several
levels of information by one of two methods. Either all security
levels are processed together at the 1level of the highest

classification present, or each level 1is processed by itself.
Eoth methods have peen less than satisfactory. Tne problem witn
processing all 1levels together 1is that all users and all
equipment, including terminals and communications facilities,
must be clearec to the highest classification that the system can
ever process. The proolem with separate processing 1is that a
separate comgzuter system or a separate period of time is reguired
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for each 1level handled. Also, sharing of data between users of
different clearance levels cannot be permitted. Either method 1is
costly and inefficient. Neither method allows simultaneous
nandling of information at several levels for users of several
levels of clearance. :

Multics is the most advanced general utility. system as far as
security 1is concerned. Security was one of the initial design
goals of the Multics system designers and has been a major
concern of the designers and developers throughout the history of
the system. Even with this concern for security, the present
Multics system cannot be certified secure. Multics, however,
does present the best available base wupon wnhich to build a
certifiably secure nultilevel computer utility.

Secure communications has also presented orerational problems to
the military. A secure on-line <system requires a secure
communications network. while the technicues of securing
communications 1lines and terminals have been well develoned, a
certifiably secure communications processor is still undevelorved.
a secure nultilevel system wust have a compaticle and secure
Front-End Communications Processor tc be able to properly handle
multivle levels of classified 1information. Thus the Secure
Front-gEnd FProcessor 1is essential to the development of a secure
ifultics.

Both economic and operational ccnsiderations make development of
a certifiably secure multilevel system desirable. Recent
advances in computer technology indicate tnat it shoulé be

cossible to produce a system that can process an arbitrary mix of’

classitied and wunclassified information simultaneously on a
single computer system. The system should serve both cleared ard
uncleared users and snould rely on the comguter system's internal
nardware/software controls to enforce security and nesed-to-<Know
reguirements. Cf orimary importance is that tne syster be
certifiaply secure. Tnat is, it must be possible to prove that
the systen is complete and without flaw in any of 1its
security-related aspects.

Tne Air Force has been working on the ©problem of oproviding a
certifiably secure multilevel system for several years. In 1970,
the Air Force Data Services Center (AFDSC) reguested the
Electronic Systems Civision (ESD) to support development of an
open multilevel system for the AFDSC loneywell 635 systems. The
resulting studies pointed out the severity of the problem and led
to the formation of a computer security technoloay planning study
panel. The panel’'s report (1) described the fundamental oroblems
and delineated a program to develop the desired system. The
panel recommended that the technical approach to the proolem be
"to start with a statement of an ideal system, a model, and to
refine and move the statement tanrouah various levels of design
into the mechanism that imolement the model system“.
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The basic component of the ideal system was alsc identified by
this panel. This component is known as the keference Fonitor, an
abstract mechanism that controls access of subjects (active
system elements) to cbjects (units of information) within the
computer system and enforces the rules of the military security
system on such access. Three reguirements were recognized for a
Reference Monitor:

a. Complete Mediation - the mechanism must mediate every

access of a subject to an object. :

b. Isolation - the mechanism and its data bases must be

protected from unauthorized alteration.

c. Verifiability - the mechanism must be small, simple, and
understandable so that it car. be completely tested and
verified (certified) to perform its functions correctly.

The mechanism that implements tne Reference onitor in a
particular computer system nas been termed the security kernel.
fluch subsequent work has besen devoted to identifying the
characteristics of a security kernel and to explering the
technology involved in oproducing a security Kernel for some
computer system.

ESD initiated development of formal mathematical models of tne
ideal Reference tionitor in 1972. This work (2, 3) resulted in a
model of a secure computer system as a finite-state mechanism
that makes explicit transitions from one secure state to another.
The rules of the model formally define the conditions under which
a transition from state to state can occur. The rules have teen
proven to allow only transitions tnat preserve tne security of
information in the svstem. 1he mocdel scecifies recuirements for
the ooeration of a security Kernel. Tnese reguirements were taxken
directly from tne Defense Department regulations on handling

sensitive information (DoD Directive 5200.1-R). with tne
availability of the model, the proolem of wvalidation 1is now
reduced to providing complete assurance that a particular

security kernel behaves exactly as the model reguires.

work on the technology of certification progressed 1in parallel
with the work on the mocdel. 1In 1973, Price (4) identified a
methodology for verification of a kernel. More detailed
developments of this validation methodology nave be=n repcrted oy
MITRE (5, 6). Another approacn has opeen explored wnich may be
more suitaole to large software modules (7).

Ctner activities have been devoted tc the odrotlem of building a
security «ernel for a ©vpractical system (8, 9). This work has
demonstrated the soundness of the basic concedts and alsc pointed
out some of the problems that lie 1in the way of realizing a
security kernel on a large system. This work has been the basis
for cdevelopment of a secure communications processor which is an




integral component of the long-range goals of this nrogram.

A major project in the development process is the develooment of
a security kernel for a large rescurce sharing system. The
system chosen for this effort is Multics. There are two reasons
that this choice was made. First, the hardware base of the
tiultics system, the Honeywell 68/80 computer, has been identified
as best suited of all off-the-shelf large computer systems for
the support of a security kernel (10). Second, the Multics
system architecture was conceived and developed with security
requirements specifically in mind.

Cne project, now completed, involved the design and production of
a Multics system capable of supporting a two-level (Secret and
Top Secret) environment for the Air Force Data Services Center
(11,12). This system implements security controls &tased on the
military access rules, but it does not completely handle tne
threat of a hostile penetration. From these efforts, additional
insignt was gained in the problems of designing and developina a
security kernel for Multics.

1.2 Summary of this Progress keport

Uesign of a security kernel for Multics was started as a joint
effort opetween personnel from ESD, the MITRE Corpocration, tne
nassachusetts Institute of Technology, and Honeywell Information
Systems. This design effort has 1led to a more complete
understanding of the general vproblem and has provided the
founcation for a development plan wnich Honeywell submitted to
tne Air Force during this reporting period ("kultics Security
Integration ILkequirements, 1 January 1976 - 31 December 16&G" as
CERL Item AQ006 of 31 Uctober 1975).

wOrk 1s progressing on formal specifications for the Multics
security kernel (13) and on simplification andé reoraanization of
the Multics operating system. based on these <efforts, tais
report descripves the beginning .of @ major groject to refine thes
current Multics system and reimplement critical portions of tne
system to produce a certifiable kernel which will interface with
a certifiaple front-end communications processcr with 1its own
security Kernel. The result will be a prototype Multics system
which may meet the goal of Air Force certification.

The long-range goals of this project can be described 1in terms
cf three major development phases: development of a tecnnoloay
to support the develogment of a certifiable system, davelooment
of nardware and software for a ©pvrototype Secure Front-End
Processor, and development of a certifiable prototyoe liultics
system with  a security Kkernel interfacing witn the Secur
Front-End Processor.

g
<




Cue to the complexity involved, these three development pnases
have been further broken down into five distinct and varallel
dctivities for this performance period as follows:

1. Research into the Reduction of the Present Multics
supervisor.

2. Secure Multics Specification Preparation
3. Secure Front End Processor Hardware Development

4., Secure Communications Oriented Processor Software
Development

5. Certification Planning

This report describes the proaress of thess activities during
tnis reporting period. Appendix A describes a hardware
development program to ruggedize a Level 6 minicomputer for use
as the SFEP. This report then continues with Appendix E by
identifying the documentation which has been prepared for the Air
Force during this six-month period. Finally, this report
concludes with a zibliograchy.




2.0. MULTICS SUPEKVISCGk RLDUCTION

This researcn onase of tne program is Dbeing cperformed oy
rassacnusetts Institute of Tecnnology's EFroject MAC Computer
Systems Research ULivision as a subcontractor to thoneywell. ‘the
specific goals of tnis continuing researcn effort are to identify
the minimum mechanism that must be correct to guarantee computer
enforcement of desired constraints on information access, to
simplify tne structure of that minimal mechanism to make
certification possible, and to Gemonstrate by test implementation
tnat the security kernel so develovned is capable of supporting
all the functions of the Multics system. Because Multics permits
the direct sharing of information among simul taneous
computations, tnis research can lead to a better understanding of
tne structures necessary to support tne primary Multics functicns
and, therefore, leads to a dultics system whose security
features inspire a high degree of confidence.
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€ it period, this research droject
run for aopout two and a f years of its intended four year
So far, tne recductions in size and the <csimglification in
ucture of tne security-sensitive software in sultics that were
rected to esult from the early tasks 1s showing signitficant
ojress. As the results from these initial tasks are bLecoming
avwllayle, ‘and, 1indeed, being assimilated 1into the rea 11w
available versicn of ultics, further <detailed researcn 1s
emerging and being contemplated from the experience gainad in
the early work. Specifically, during this reporting vperiod, a
cmprehensive study of tne Multics Storage system was undertaken
oy many project participants.

the conclusion of tnis r
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2.1 Task Summary

ine following is a summary of the status of the various tasks 1in
tnils researcn activi t
Frior tc this reporting period, the following tasks were

completed:
Removal of the DCynamic Linker from KRing Zero
Removal of Name Space Management from Ring Zero
Develcpment of Fast Processes in Ring Zero
Hign Level Descrintion of System Functionality
Study of Removal of User I/C from Ring Zero

During this reporting period, tne following research task was
completed: )

Formulation of Criteria tc Include ilodules within the Kern=21

~J




within this activity, the following research tasks are
continuing:

Page Control kestructure

Traffic Control Restructure

Answering Service Restructure

System Initialization Restructure

Multitasking in:the User Ring

Methodology of Designing a Certified Compufer System

Study of Multics Security Holes

Restructure of the Network Control Program

New Buffer Strategy for Input/Output

Study of Relationship between Reliability and Security

Study of the Storage Hierarchy

Support of User-Defined Object Types

Multics Performance benchmark

Independent Domains and Breakproof Services

2.2 Completed Tasks

The tasks listed below have ©teen completed Ly the Computer
Systems hesearcg Division of Project MAC at MIT.

1. Removal of the Linker from Ring O
This task was an important first step in pruning unnecessary

programs from the portion of the system which must be certified.
Several other components of the system, 1in particular tne

management of reference names, can be removed from the kernel
after the 1linker has been removed. Final documentation of this
task nas appeared in the forwm of a Project NA Technical Report

and a formally presented technical paper (1%, 1l6).

The 1initial wversion of the wuser ring linker showec 7 to 10
vercent slower performance tnan the standard systenm. This was
improveé to performance equal tc tne standard system. The user
ring linker will be installed in the standard system as part of a
mechanism to prelink the system 1libraries. This prelinking
eliminates a special case in the user ring linker, making it even
less complex. This task is now essentially complete.as far as
Project MAC's Computer Systems KResearch Division is concerned.
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2. Removal of Name Space Management from Ring C

This task removed from the supervisor the facilities for managing
the association between reference names and segments in the
address sgace of a process. The association between names and
segment numobers is now maintained in tne user ring ratner than in
ring 0, leaving in the supervisor only the association between
segment numbers and unique identifier.

Removing the reference name management mechanism from the
supervisor required that a data base central to the management cof
the address space of a process - the Known Segment Table or KST -
be split into a private and a common part, and that the
supervisor learn to lie convincingly on occasion about the
existence of certain file system directories. The result of the
removal 1is a reduction by a factor of five in the size of tne
orotected cocde needed to manage the address spmace of a process.
Another result 1s a new simpler interface to the file systen
portion of the supervisor. Instead of identifyinc a directory
witn a character string tree name, a segment number 1is now used.
The algorithm for following a tree name through the directory
nlerarchy to locate the named element is thus remcved from the
supervisor. Performance tests indicate *that the new dJdecian
outoerforms the old.

The task has ©ceen described in a Project iHAC Tecnnicel ‘Fecort
(17) . The mechanism has peen combined with the user ring linker
and will be installed 1in the standard system as a unit. This
task 1s now completed as far as the #AC Comguter Systems FResearch
Division is concerned.

3.

m
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ast FProcesses in Ring C

Cne avproach to understanding and simplifying the structure of
ring 0 1is to separate portions of tne sugervisor intc separate
processes. It is necessary that there pbe available a class cf
process wnich 1s very inexpensive to run so that the separation
could be accomplished. This task nas involved the design and
implementation of such fast processes. & special kinc of process
has been developed which runs only in ring 0, which has limited
capability, and is very efficient to execute.

The fast process is one whicn makes very restricted demands on
its environment. The process has a legitimate stack, can abanden
the Drocessor by means of the wait and notify mechanism, and can
take page faults, but is restricted from taking secment faults or
adding segments to its address space. The wired storase recuired
for these processes has been reduced by two strategies. First;
there 1is one descriptor segment per processor, usea by any of
tnese fast processes when it runs. Second, the Frocess
Descriptor Segment (PDS) has been split into two components, only
one of which 1s needed for these processes. Apcroximately
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one-fourth of a page of storage ,is reguired for these processes
with the rest of the page available for the process stack. Thus
if a fast process reguires less than three-guarters of a page of
stack,. there is only one page reguired in core when that process
runs.

Fast processes were tested in use by rewriting the interrupt side
of the typewriter device interface module so that it ran as one
of these processes rather than directly as a result of an
interrupt. Nine pages were able to be unwirec as a result of
this change. An initial version of this typewriter manager
process has run for an extended period on the development
machine. The test implementation will not be wused 1in the
standard system since a "new communication package recently
replaced the particular typewriter manager used. Fast processes
are currently pbeing installed as part of otner tasks, such as the
Restructuring of Fage Control Task.

This task is essentially completed except for final
documentaticn. Its results will be extensively utilized for
furtner test and evaluation in otner tasks.

4. Hign-Level LCescription of System Functionality

As part of anyv attempt to certify a system, it 1is necessary to
have some description of the intended functionality of the system
itself to serve as a standard against which to certify. Several
members of the pbroject have tried various notational schemes for

' describing the functionality of varicus parts of the system. A

recresentation of system data bases and related a2lgorithms in tne
Vienna Definition Language was cerformed using the Known Secment

Table as a case study. A similar descrioticn of directory
control, using English as the descriptive languaca, was also
cerrformed. Finally, @& 1language was dJdevised fcr describing

programs with complexity structured data bases, whnican attampts to
avold implications concerning the implementation cf the data base
structure. 7nis language is now being used to recresent various
alternative algoritnms being considered as part of the
restructuring of page control.

t

5. Study of the Removal of User I/0 from Ring 0

A strategy has been developed for handling wuser-initiated 1I/0
wnich operates almost completely 1in the user ring. The only
function which is required within the kernel is the management of
multiplexed devices. The schame uses, as the butfering stratecy
tor I/C, the virtual memory management algorithm of the system.
Trn2 scheme effectively removes I/0 from the kernel of the systen,
nowever it requires an I/0 controller with capabilities sligntly
greater than the one curreatly available on dMultics. Thus this
particular scheme will not be implemented in the near future. It

10
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is ceing considered in the further cesign of the systen.

2.3 Continuing Tasks

Tne tasks listed below remain active and will be pursuz2d 1in the
future by the Computer Systems Researcn Division of Froject #HAC
at MIT.

1. Restructuring of Page Control

Research is «continuing on various ways tc reorganize page
control. Using the language devised under the completed task
"High Level Description of System Functionality", a version of
page contrcl was constructed wnich handled read-write sequences
in a separate process. This approach was then furtner refined to

produce a version of page control which uses saeparate
asyncnronous processes to execute all of the 92age control
functions except the act of fetching the missina page. & 15

felt that by 1isolating functions in separate processes, and
ceonstrainirng them by restricting the 'nterprocess communication
paths, that 1t will be easier to understand and certify tne
overall algoritam. ©One of the other cenefits of structuring »aze
control in this way is that it should b5e possible for several
processors to take and nandle a vage exception simultaneously,
without interfering with each other.

The goal of this task is to utilize several asynchronocus parallel
prccesses to perform the 'functions of ©vpage control. Segarate
processe3 are used to remove pages from memory and from the
11c device so tnat a free storage pool will always exist to
the fnrv1c1nq of page aults. Tae orocesses used a
of the fast processas cevelcoped under the completed ta
Frocesses 1in Ring 0". Use of varallel vrocesses provid
ification .of the algorithm, since 1t eliminates som
ificial interactions that occur if the functions are perforrea
as part Oof tn2 same process and which constirain tne functions to
run in a particular synchronized order. Tne naw metnod will also
scale up more etffectively to a larger system since it eliminates
conten*tion on the global page table lock.
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Only two steps remain to complete this task. On steo, of course,
is the final documentation in the for of a technical revort. The
second remaining step 1is an investigation of tne verformance
spects of tne new implementation. 1Initial comparisons obetwean
the standard, currently operational Page ' Control and tnis
exgerimental version of Faqge Control suggest that the
experimental version reguires apout one and one half the standard
time to process a zage fault. It seems that this increase in tige
results from the experimental version being coded in PL/I and tane
use of & large number of external subroutine calls which
introducea considerable execution time overhead. Tne true

4l




magnitude of these two differences will be investigated to
discover the intrinsic costs of the two algorithms.

2. Restructuring of Traffic Control

Tecnniques are currently being explored to restructure and
simplify the traffic controller in order to speed up the act of
switcning from one process to another and to simplify the
mecnanisms involved. The intention 1s to split the traffic
controller into two parts, separating out the actual act of
switching from one process to another from the more complex act
of deciding which orocess is eligible to run. The division into
policy and mechanism should make the algorithm easier to
understand..

A design has been proposed to restructure the traffic controller
into two levels. The lower level multiplexes the real processcrs
of tne system among a fixed number of so called virtual
processors. By fixing in advance tne number of such virtual
processors, tnis low level processor multiplexor ne=ad make no use
OL tne systems virtual memory facilities. Thus tnere is a strict
isolation and ordering between tne multiclexor ané tne virtual
memory. A higner level scheduler multiolexes some of the virtual
crocessors among all of tne <currently overating resal ilultics
processors. This hicher 1level scheduler can use all of the
facilities of the Multics wvirtual memory, since .they are
implemented at a lower level. It 1s expected that this
restructuring will «clarify the relationship Dbetween traffic
control and page cocntrol and also aid in separating the idea of
intergrocess signaling from the idea of traffic control In this

proeccsal, no ring C data base (such as the current messag= table)
will pe needed for messages kbetween processes. {&essages bHetween
crocesses will ©be sent using segments that are orotected using
tne standard system access control mechanisms. This appears to
oe a great simplification over tne current mechanism.

Progress 1is being made 1in four areas. rirst, the low lev=l
scheduler whicn implements wvirtual pProcessors using real
processors is peingy implemented. Second, the hign level
scheduler, which will multiplex these virtual ©processors among
real Multics processes is being designed. Third, all vortions of
the system, otvner than traffic control, which must be modified or
redesigned in order to run the new traffic controller have been
identified. Included are rodifications to interruct and fault
handling, changes to pase fault handling, and various otner small
system changes. FRecoding is in process. Fourth, a proposal has
oeen pgreparea to eliminate from the system the traffic control
data Dbase known as the Interprocess Transmission Table (ITY).
Tnis removal would simplify the traffic controller significantly
and oe anotner step' in the attempt to simplify the various
interprocess communication mechanisms being used in dultics.




During this reporting period, no reportable proaress was made on
this task due to a lack of available manpower.

3. Restructuring of the Answering Service

The answering service 1s made up of those algorithms which
authenticate the user, create processes, and menage teletyze
lines. This 1s a large interconnectea set of functions, all of
which are security sensitive given the current modularization. A
rearrangement of the answering service has been proposed which
will achieve an isolation of tnose particular components that are
in fact <crucial to assure secure cperation of the system. &
similarity has been recognized cetween the creation of a new
orocess and the entering of a new crotection dcmain. This allows
access control 1lists to be wused to regulate the creation cf
processes on tne behalf of any particular user. In general, this
scneme avoids thes need for certified software by =oreviding the
means to assure the user that a 2drocess created with the user's
identificaticn will start executing only in certain svoecified
crograms that the wuser provides. These proarams are crovided
witnh tools wnicn allow tnem to determine that ths ©opreccess has
been brought into execution under anpropriate circunstances.

Curing this reporting pericd, all the ccde reqguired fcr tne
experimental redesign of the Answering Service was completed. Tne
testing and evaluation of the new version 1is proceedina in
parallel with the documentation of the design. Current scnecdules
project that this task will te completed in early 1976.

4. liultics System Initialization

If one 1is to certify that 3 system works correctly, one must
tegin by verifying tne "initial state" of that system. For this
reason 1t is very imgortant to undersztand aow tne Multics systen
initializes 1itself. The current initialization system is

relatively unstructured and confusing and 1s apparently not
amenanle to verification or certification. A proposal nas been
made for restructuring system 1initialization that reduces tne
amount of code in the initialization pnase and that simplifies
the task of verifying the remainder. ,
The approach is to recognize that much of what is now considered
initialization oucht ratner to be considered as reconfiguration.
Initialization 1is then decomposed 1into two pnases. Tne first

ornase involves getting a minimal rMultics wu® and running. The
second cgnase 1is a series of reconfiqurations ktased on input
gescribing the actual configuration in usea. The acdvantage of

this strategy is that all of the reconfiqurations run in a
complete, operations Multics environment, which is much easier to
understand than a partial and evar changing environment as
presented in the wvarious stages of the current initialization
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procedure. Also, since the minimal Multics is independent of the
actual configuration (given the minimum hardware required), it
can be largely generated as the system tape 1is created.
Algorithms wnich run at the time that the system tave is created
are easier to verify since they too run in a fully operational
Multics environment.

Coding and design verification of this task significantly
progressed during the past six months. Initial verification of
the design approach of structuring system initialization as a
collection of sequential, dynamic reconfigurations of appropriate
nardware and software subsystems 1is currently being verified.
Design documentation is expected in early 1976.

5. HMultitasking in the User Ring

This task will provide an environment that will allow the user to
write various programs as if they were executing 1in separate
cooperating processes. The execution of these processes is
supported by multiplexing the cne single process of the user.
Thus, this is described as multitasking rather than as
multirrocessing. 1he creation of trnis program environment in tne
user ring does not directly contribute to,simplification of tne
kernel, but the existence of the facility will allow otner
modifications that will simplify the kernel. Among tnese is the
design of a simple but effective quit handling mechanism to
replace the current complicated mechanism for multiplexing ARPA
Network server processes, and in the restructuring of ‘the
answering service.

Crna exveriment involved imgplementation cf a version of user ring
Interprocess Communication (IEC) as part of an experimental
comwand processor. In this version, the command Drocessor runs
cacn command in a separate task. when a cuit is signalled - in tnae
user's process, the result 1s that only one tasxkx need be
suspended and control returned to the . listener. Any new task
(command) started will run on a different stack, thus signal
handlers for various tasks never become confused and it 1is
possible to restart any task in any order with any number of
other tasks suspended. Another experiment involved
implementation of an experimental version of the Network server
process.

The multitasking environment in the user ring is completed and is
usable, but it remains an experimental function reqguiring further

test and evaluation as well as final documentation.
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6. A Methodolcgy for Designing Computer Systems

This task has been concerned with developing a general
methodology for designing certifiably secure systems. The goal
is to make tha systems easier to certify as correct. A method
nas been formulated and is being tested by attempting to design a
security Kkernel for a system with functional characteristics
similar to Multics. The basic design is complete and some of the
abstract programs have been written in the CLU 1language (which
resulted from the completed task "High Level Description of
System Functionality"). work 1s under way to make the
verification of the resulting system easier and on improving tne
efficiency of the resulting system without making the
verification harder.

Documentation of the methodology, design of the Multics-like
system, and other results are in process and will appear early in
1276.

7. Study of liultics Security tioles

A listing and repcrt 1is made annually cataloging all ~ &known
security flaws 1in the Multics system, ways to violate tnhe
security of the system, or ways to crash the system. An attempt
is made to analyze each flaw and to identify the general class of
problem represented by the flaw.

Cne general «class of security loop-hole was discovered and an
automated search was made of the system to determine which
modules micht be susceptible to this particular attack. Several
were found and repaired. After the repairs were mace, the nature
of tne flaw was pudblisned to tne develcpment community so that
the flaw would not be regeated.

Tnis task 1s a continuing task regquiring an on-gcing review and
annual aocumentation. This documentation has limited
distribution by its very sensitive nature.

8. Restiucturing the Network Control Frogram :

The Network Control Program has represented an ideal candidate to
use 1in an experiment involving a multiple process implementation
of a control algorithm, as discussed under "Multitaskinag 1in the
User Ring". The Network Control Program is concerned with tne

flow of data to and from the ARPA lietwork. Its princiole
function is th2 management of a multiplexed communication path,
wnhicn implies the management of multiplexed buffers. It was

crogosed that tnhe flow of data between these various buffers ne

imclemented using tne fast processes in ring 0.
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A related area is the possibility that common elements may be
identified 1in the software that is required to handle different
multiplexed communication streams. It is possible that there is
a similar function 1in the software that interfaces the ARPANET
and the 355. A buffer manager routine is an obvious example of
a possible common routine. It is very interesting and profitable
to identify these modules and to isolate them.

This markedly reduced the amount of code within the kernel.
Also, if all multiplexed ccmmunication streams could be handled
by one set of kernel modules, such as the network server, this
could result in great simplification of the kernel. This
observation also has led to the start of @ general re-examination
of the way that I/0 is done by the system.

The restructured Network Control Program was installed during
this reporting period. Only final documentation of this task
remains.

9. ©New I/O Buffer Strategy

This task involves the design and implementation of a new I/C
ouffering strategy which uses the wvirtual memory itself as a
buffer. The task has become part of the task of restructuring
the Network Control Program. The task arose from an attempt to
increase the efficiency of transmitting data to and from the ARPA
Network and at the same time to gain a more basic understandinag
of the interaction between Input/Output functions and wvirtual
memory computer systems. .

The result of tnis design 1is a buffer that uses the virtual
memory and acpears to be infinite in length. The use of the
virtual menmory sliminates any need to compact or otherwise manaace
tne Lcuffer area, thus reducing overhead. Since tn= buffer is in
the process virtual address space, it is directly accessinle to a
user process. This avoids the «copying of data to make it
accessible.

It agpears that this 1I/C buffer strategy can be exploited
successfully for all devices for. which the system nucleus 1is
responsible. This unification of buffer management 1is a
significant contribution to the certification project due to its
reduction of bulk and complexity in the Kkernel.

Tnis task progressed from the conceptual phase to tne design

phase during this reporting veriod in tnat tape I/0 services are
being considered througnh the ARPA Network interface to determine
the magnitude of thruput deagradation.

16




10. Formulation ¢f Criteria for Inclusion of ptodules wWithin the
Kernel

This task 1s an attempt to identify a set of general rules which
will specify those modules which must pe within the kernel of an
operating systen. Cne approach is a study of the separation of
policy from mecnanism in a module. :

As part of this task, a discussion of the criteria to be used for
including portions of the page control system within the «<ernel
has Dbeen droduced. Tne intent is to perform a similar study for

various other portions of the system and to attempt to evolve a

general theory of the structure of a kernel from them.

Tnis task was completed during this revorting period and final
documentation will appear 1in the “tethodology for CLesianing
Computer Systems" task above.

11. Stuay of System Error Recovary

ine system's acility to recover from errors is related to the
croplem of system initizlization since— bcth must assure or
certify tnat the system 1s in some known state. ‘nhis task 1is
interested in dJdetermininc whether there are some particular
structures for data bases and algorithms that make it much easier
to assure that the data base is in fact consistent and correct.

This task was combined with the "Study of the Relationships
vpetween Security and Reliability" task opelow during this
reporting period.

1Z2. sStudy of Kelationships between Security and Feliasility

This task involves studying tihe relationsnic tetween tae security
of a system and the reliapility of that system. In tha tultics
system, it is presumed that a system failure may have an unknown
effect on the security status of tns system; tnis is the reason
tnat the system is snut down, salvagec, and restarted after every
unexplained system failure. It is not obvicus, however, that
security is directly dependent on reliability. If it were
possible to determine that certain classes of computer failure
could not influence the security state of tne system, then the
two functions would nhave nothing to do with =2ach other. tore
strongly, it 1is possible that a highly reliable system contains
mecnhanisms tnat are not desirable from the viewvoint of security.
For example, one way to increase the reliabtle storaze of
information. on a system is to make several copies of that
information; many copies, however, increase the grobability that
tne information may oe compromised.

1y
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In an attempt to wunderstand Dbetter the relationship between
security and reliability, a study " has begun of a variety of
systems that maintain high reliability as one of their goals, to
investigate mechanisms in the system in the 1light of their
implications for the security of the information stored on that
system. The task has been combined with the Study of - Systen
Error Recovery task above. -

During this reporting period, initial design documentation was
prepared and is being reviewed.

13. Removal of the Storage Hierarcny from Ring 0

The removal of the linker and of name space management from ring
0 can be considered the first two steps in restructuring the file
system. The next logical step is the removal of directories from
Eing 0. Study has shown, however, that this is not appropriate
at tnis time.

turing this reporting pgerioé, a comprehensive review of the
vultics sStorage System was undertaken. Tais project was led by
4IT personnel and was also attendeéd o2y cognizant Honeywell
personnel. This group study reviewed the iew Storage byste“ as it
was being designed and implemented. Specifically, the Cirectory
Control subsystem and the functicns of its related data Dpase,
the Active Segment Table (AST), were intensively studied. Th2
purpose of this study was to understand the reasons pehind the
large bulk and complexity of these facilities and to eventually
propose strategies for simplification. It is expected that the
outout of tnhnis study will be &a variety of orocosals for
additional researca in varicus areas related to tnese tovics.
Cne immediate spincff <from %thls study was the task to secarate

the Page Control and Seqgment Ccntrol functicns witnin tne &ctive
scegment Taocle to “'ov1ca further simplification of Pagse “onfrcl.
this last task surfaced during this reporting periog¢ and oqr,;s
in the form of initial design considsrations was identi; ed late

in the period.

It has been proposed that cdirectory control be partitioned 1into
two components, each with its own data base. There will be an
unstructured segment catalog, indexed by unigue identifier. This
catalog maintains the physical attributes for each segment =such
as file map, ©it count, various date-time parameters, etc. There
will also be a directory hierarchy which maintains the

association between character string names and unicue
identifiers. This hierarchy will also maintain the access
control list for each segment. The ©principle caange in this

proposal, relative to earlier vproposals, is that the access
control 1list will be stored in th=2 directory hierarchy rather
tnan in a separate access hierarchy.
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This task proceeded from task formulation ané definition to
stuay, review, and proposal during the past six montns. Initial
design documentation will be orepared in the near future.

14. Support of User Lefinea Cbject Types

A directory can be concsidered as an object defined in terms of a
lower level object, the segment. It 1is possible that the
mechanisms that define the directory could be generalized to
allow the definition of new objact tyces defired by users. This
sort of ability has been provided in systems that are based on
capapilities, but not in systems that are based on access control
lists. This task has been considering tne gquestion of whether
user defined object types can be surported in a system such as
Multics. ‘

Tnere are two orojects in this area. first, consideraticon of how
extended objects can be supperted using an appropriate
comvination of access control _list and capability o i
mecnanisms. Second, the implementation of user defined ooj
in- a pure access control list environment. This projec
considering wnat policies for protection can be imposed
these user defined extended objects.

Little reportable progress was made on this task during tnis
reporting perlod due to a lack of available manpower.

15. Hultics Performance 2enchmark

As the tasks of simplifying the system are accomplishad and
further meodifications to the system are ororosed, it is impcortant
to bes able to determine the verfcrmance effects. A stable an:
recliaole cerformance meter 1S needed.

Tw0 Trojachs have been underway. Cne 1involves rework of ne
standara ~ultics rcerformance cencnmark. There 1s now & version
of tne Dencnmark that can be debugged on line and 1is extremely

stable in the virtual cpu time required for the run. 7Tihe other
croject involves creation of a system load generater All test
load generators which have existed for Hultics in tne past nave
suffered from one of two drawbacks; either they use aksentee job
to generate tneir locad (whicn does not exercise tha I/C systen)
or they require a large number of telephone data sets (which is
very expensive). A load aesnerztor has been devalooec that can bLe
run using the ARPANET to drive the test orocesses. This 1is
useful as it includes a test of tne I/C systen.

inis task progressed during this repgorting period in that furtner
refinement nd definition of the DbDenchmark contents was
implemented.




lé. Independent Domains and Breakproof services

This task is exploring some of the 1implications of removing
certain traditional supervisor functions from the w“ultics
security kernel and is exploring an extension of tne
functionality of the Multics protection mechanisms to allow
amultiple, independent domains to be part of one prceccess.

A traditional supervisor includes many mechanisms that are not
security sensitive simply to protect these mechanisms from
accidental damage from user errors. To produce a security xern=zl
for Multics, many sucn mecnanisms are being mnoved out of tne
supervisor. By moving them to the user environment, mechanisms
such as the linker, the reference name manager, and the search
rules become breakable, which could make the system harder to
use. Fortunately, the Multics protection rinags provide a ©place
to protect non-kernel mechanisms tnat should he breakprocf. Tney
can execute in a ring, say ring 3, aoocve tne kernel but below tas
normal wuser ring. Because all data pases managed by these
service mecnanisms are private to a process, tney are not part of
the security kernel and n2ed not be certiftied, yet tney cannot be
proken inacvertently by user errors. Fart of tnis prcject is tne
determination as to how to provide such breakoroof services for
fiultics.

The second aspect of this projsct concerns protacted sudsystems.
dultics nas always supported user-defined protected subsystenms,
although the protection rings can 2rovide only one way
orotection. It is not possible, however, to use tne rings to
protect both subsystems and breakproof services at the same time
in the same process without making the breakproof services common
to all subsystems 1n a orocess and therefore part cf the security
kernel for tnose subsystems. 1Ihe essential aifficulty 1s tne
toctal rdering of privilege imrlied Dby the orotaction
Thus, to provide breakproof services soms other way wmust de
to protect subsystems, 1f the functionality of Dro
subsystems 1is to be maintained. The method teing exploc
simulating multiole independent domains (containing rinas)
process using nmultiple descriptor segments for a srocess.
project is just peginning and progress is continuing.
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2.4 Conclusion

This section of this proaress regort has presented tnz tasks of a
large research project to evolve tne wsultics supervisor into a
security kernel which is cacable of supporting tae functicnality
of multics completely and efficiently. Tne broad objective 1is
finding ways to reduce the size and complexity of tne scftware
tnat must be correct for a shared general-purpgose system to be




secure. Reducead size and complexity of security-relevant
software is a prereguisite to performing a convincingly 1logical
verification that tnhe system correctly implements the claimed
access constraints.




3.0 SFEF HARDWARE ACTIVITIES

Currernt computers utilized for Information Storage and Retrieval
(IS&R) and Communications applications are fundanentally
incapable of providing adeqguate security protection for
concurrent processing of DoD multilevel-classified information.
The current approacnh of providing either physical separation
(multiple facilities), or temporal separation (witn intermediate
sanitization), 1is prohibitively costly for the typically large
scale systems reguired.

The Front-End Processors to be utilized with secure large scale
IS&R systems and computer utilities reguire multilevel -security
in order to extend the security overimeter to 1include
communications. :

Tne solution to this problem is based on security design concepnts
which are demonstrapbly sufficient to effect a secure system
d2sign whica 1is certifiable and does not cronibitively dearade
performance.

Tnis part of the Secure Multics Design, Cevelopment . and
Certification Program encomoasses tne initiation of the desian
and development and prototype fabrication plans for a militarized
Secure Communications Processor (SCOMP). A specific application
has Dbeen identified which will demonstrate the functionality of
the SCC#P. This aoplication is to function as Secure Front End
Processor (SFEP) for a prototype secure machine of the Honeywell
Series o0 Level 68 “ultics <class in a communications network
envircnnent. Tne SFEP will accordinaly include the interface
unit to thne host machine. Also included 1is 1initiation of
nardware verification plans, development of militarization clans
and plans for communications network interfaces.

Ine design approacn for the SFEP is based on conceots derivecd
durinag the previous onase of tnis conktract. These concepts are
in turn based on tne keference monitor concent developed oy tae
Alr Force (and others) (2) which implements tne access rules ang
algoritnms of the Bell and LaPadula math-model. (3) The

math-model in turn models the access rules of the DoD Information
Security ©Ssystem. The math-model is a representation of finite
discrete-state mechanisms wnerein state-transitions are
explicitly governed by rules of the model. ¢£ince th2 math-model
is a discrete-state model, it is correlatable to digital computer
system arcnitectures.

wnile tne functional reguirements of tnhe keferenca-iionitor may be
cerformed interpretively (in software), performance and
certifiability revuire tnat the functions be carefully
distributed amona hardware and software implementation 1in order
to effect a useful system. The computer architecture selected 1is
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based on tne established isolation and mediation mechanisms cof
the tultics system. Tne following soecific dultics nardware
features are noted:

1. Vvirtual memory system

2. high speed cache for descriptor storaage

3. hierarchical domains (rings)

4. Hardware supoorted ring crossing

3.1 SFEP dardware Objectives

The objectives of this phase of the 1975 program were to initiate

tne design, olan for design verification, ancé¢ plan for

faprication of prototypes of an SFEP for use with the Honeywell
U0/Series 60 computers.

The OFEP effort encompassed five major tasks as follows:

(’f

1. w#inicomputer Selection
Tne objective of this task was to select a suitaole
commercial computer case for tne range of anplications
delineated, wnica is securable and milicarizable.

2. Security Protection Mocule (SEi)

The objactive of tnis task was to initiate Gesian of an SE
wnlica can oe integrated into the selected comsuter gpase to
adé tae necessary security controls icn will effect a
useful secure computer system.

3. ©oSCCHP Desiagn

The cojactives of this task were threstcla:
&. Configuration and Interface Consiceration

The objective of this subtask was to plan to augment the
SFEF to include communications network interface
capabilities.

8. Analysis Considerations
ine objec:ive of tnis subtask wa to cel:
preliminary nardware verformance degrac i ;
SFEi .
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C. bdilitarization Considerations

The objective of this subtask was to initiate the
development "~ of design reguirements for TcdPEST and EiC
compatibility.

4. 6000/Series €60 Interface Unit Cesian
The objective of this task was to initiate the design of an
interface unit which will permit interfacing tane SCUMF to
honeywell 60C0/Series 60 large-scale computers.

5. ' SCOMP Hardware Verification
The objective of this task was to investigate techniques
suitable for (a) Hardware Verification; and (b) Deriving a

orobabilistic measure of security compromise due to nardware
- failure.

3.2 Tecnnical Aoproach

SFEF Functional LCesign

1o

The SFEP Security aprroach was to base SFEP Security recuirements
ocn tne concepts cdelineated in the Arcnitecture £tudy Final Report
of tne previous rchase (18). The approach for selection of the
minicomputers and the preliminary designs for both the SPXh and
600C/Series 60 Interface Unit (IU) were to base tnam on both tne
reguirements of the Secure Communications Processor Ffunctional
cpecification cevelcped during the previous phase and
delineated zprlications (19). The approach to deriving
ultimately recommencdecd specific implementations of tne SEM
0000/Series 60 IU ver tasz S5CCHP specification was tnen based
the selected miniceomputer and numerous tradeoffs conducted uncer
Air Force guidance. Detailed functional specifications (Lesign
Specifications, Part I documents) were then developed for cota
tne SPEM and 6000/Series 6C IU.

o
o
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SFEF Environmental LCesign

The SFEP Environmental LCesign 1is based on the Honeywell
kuggedized Level 6 computer now in develoorment at Eoneywell's
Aerosgace and Defense Croup (ADC). (See Appnendix A4). This
ruggedized Level 6 computer is functionally basecé on and is
compatibtle witn Honeywell Information System's (HIS) comnercial
line of minicomputers. Five major areas of modifications for
rugjecdization are listad below:
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1. New Cnaassis Design

2. Cireuit Card Stiffening

3. Option of Pin and Socket Connectors &t Eus Interface

4. Power Supply Mounting

5. Nhew Contrél Panel
The designs developed for these modifications are directly
applicable to the additional SPh and €000/Series €0 IU boards and
mocules reauired for the SFEP.
The rugged minicomputer will be gualified by Honeywell to its

Design Sgecifications (DS), Part 1. A more detailed descriction
of the rugged minicomputer program is included as Appendix Z.

lne TEuFL Lesign aprroach develooed control plans that provide
the design guidance necessary for compliance with KeEL/LLACK
separaticn and TEAFEST compatibility.

oimilarly, the £E£u4C desian agproach developed contrel plans that
provide the design oulda ce necessary for comzliance witn

mIL=-STO-461a and MIL-STD=-406Z.

3.3 Major Accomplisnments

The following sections descripbe the details of tne individual Air
Forcs bStatement cf Work tasks reguired to initiate tnhe SrEF
=i:q. The tecanical asproach to tae tasks 1s describec and
clisnments are cdelinsated.

() (¢
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3.4 iinicomcuter Selection

An analysis was performed whicn defined tne criteriz by which a
trade study could be done. Taese criteria were in the form of
requirements glaced on the commercial minicormputer.

The top level reguirements affecting the minicomputer selection
are summarized as follows:
k Functional keguirements

1. The architecture should be tus=-structured to sudp
essentially. autonomous Security Frotection iloaule

2. The architecture should nave bacsic functionality such
‘ that the minicomputer, surported by the SEM, will
b vrovide tnhe functionality required for eftective
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inplementation of a Reference Monitor. This includes
multiple machine states, fast context switching,
suitaole address space definition, real-time support and
interprocess communication features.

3. ‘lhe selected computer must have sufficient performance
to satisfy the Front End Processor application
requirements for the Honeywell 6000/Series 60 computers
including Multics.

4. The selecteé computer must be suitable for a range of
communications processor applications.

Other Reguirements
5. Environmental Regquirements

Tha selected computer snould be compaticle witn, or
modifiable to be compatible with, a range of selectad
ohysical and electrical military envircnmental
specifications avoplicable to SFEP and SCOnP
acolications.

o. FProduct Support

The selected computer should have continuing corporate
oroduct support througnout the wuseful 1life of the
6000/Series 60 family of computers.

The selection metnodology was to select & candidate set andg
develop a tradeoff matrix of candidates Versus certinent
non-subjective attributes.

I€E may be noted E£hat many candldates could be summarily
eliminated due to criteria 5 and 6 above.

recommendation

The honeywell Level 6 computers with their ruggedized
counterparts were selected as the comouters which best satisfy
tne salient reguirements. Within the Level 6 family, the NML-15C
was selected as the baseline for the initial SFEP application.
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Task Output ;

An in-depth discussion of recuirements, candidates, tradeoff
methocology and selection recommendations 1is aiven 1in the
engineering tradeoff study "Lesign Analysis for a Multics ©bSecure
Front End Processor", now 1in preparation as an ESD Technical
Regort.

3.5 SPM Design

The SCOMF specification is a generic functional specification
which defines the functionality required for implementation of a
multilevel secure communications processor via FReference-Monitor
(2) functionality. b

The approach for beginning the design of the SFi was to perform
specific (top-level) nardware implementation of an 2ssentially
autcnomous SPv suitable for integration 1into the selectad
minicomputer base and perform implementation tradeoffs. This
pcreliminary dJdesign was sudported oy aevelopment of the baszline
Letailea Soecifications (CsS) Part 1.

lh2 major tracdeoffs considerec were as fcllcws:

1. Cistributed control loaic versus micro-programmed
control logic.

2. riapoped 1/C versus ore-magped I/0
3. Long address form versus short acddress form for wvirtual
address space

ine traac20ff data was cresented at technical interchange me=stings
ana the following i1mplementation decisions were made:
l. &icro-proaramnmec ccntrol

2. aored I/C
3. Long address form
Bbased on these decisions and functionality refinements, the CS

Part I specification was updated to define che current design
reguirements of tn2 &SP,
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Task Output

The design specification for the SEM provides a detailed
functional definition of the current SPii implementation. This
document was submitted to the Air Force as "Security Protection
Lnit Specification". It is now in preparation for publication as
a Configuration Item Cevelopment Specification.

3.6 SCOMP Desicn

3.6.1 Configuration and Interface Considerations

Tn2 objective of this task was to delineate top 1level hardware
interface and configuration functional reguirements for tnhe SCOME
for tne following applications:

1. The SCOMP should be capable of sinultaneously supvorting
a variety of terminals in botn half-durlex and
full-duplex mode at speeds including 11C, 134.5, 150,
300, 120C, 2460, 480G, and ¢500 pbits per second.

. The SCCHMP should support multicle terminals, modularly
expandable to a maximum of 256 (althouah this may
require multivle processors working together).

(8]

3. The SCOMP must support various external I/C devices.

4. Consideration and planning for the design of brassbcard
communications network IU's for SATIN 1V, Autodin II and
the ESD Secure Communications Controller (SCC).

communications etworks
The studies indicate the wmost cost-effective aprroach

*
interfacing to the various comnmunications networks 1is wvia tno
standard procuct-line communications support modules such as th

on

0w ommo

multiline communications controller (#LCC) and communicati
line-adapters.

The MLCC 1s microprocessor-pased and thus is programmable and
nignly adaptable to different 1line ©protocols; message text
delimiting, editing, and checking; and communications 1line
adapters.

Salient cnaracteristics of tne MNLCC are as follows:

l. Up toc eight full duplex 10.8K bit 1lines' in pairs per
MLCC (or two 56K bit, lines, or one 72K bit line).
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2. User programmable to provide for message delimiting,
message editing, and varicus checking alaorithaxs.

3. hardware checking (LRC, CrC, etc.). .

transmission direction.
The following line adayters\may be utilized for each channel:

1. Asynchronous with RS232-C interface. Speed selectable
by software for any of the following bit per second
rates: 50, 75, 110, 134.5, 150, 300, 60C, 906G, 1200,
1800, 2400, 36G0, 4800, 7200, 9600.

2. Synchronous with RS232-C interface. Up to 10.8K Dpits
cer second including BESC capabilities.

3. Synchronous witn MIL-STIC0-18&-C interface. Up tec 1G.E&X
bits per second incluaing BSC cacabilities (one line per
adaoter) .

4. Direct connect synchronous u® to 106.8K bits per second.

5. [EBroad band synchronous with £ell 301, 303 typoe interface
(one line per adapter).

6. Honeywell Data Link Controller with E5232-C interface
(one line per adapter).

7. Bell 801C auto dial.

rericneral f{evices

53ince the Level 6 computer family is a general-purgose sroduct,
a variety of wunit-recoré, random access, and ©obulk storage
peripneral c¢evices are suvported. Tnese are suitable for
"external" I/0 in the 6000/Series €0 context. Peripherals c¢f
verformance magnitude suitable for Multics "internal” I/0 in

general are not supoorted and would require custom controllers.

Conclusions

In general the product-supported communications contrcllers
available with the Level 6 computer family will cermit direct
hardware interfacing to the SATIN IV, Autodin 1II and ARPA
networks with at present only one notable excepticn. The NLCC
provides a 16 bit Circular Redundancy Cneck (CRC), whereas
Autodln recuires a 32 bit CRC., 1nhis will recuire some hardware
modification.
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In addition, depending upon the network entry points, which is
apeclication dependent, custom adapter cards and software drivers
may be reguired.

3.6.2 SCOrP LCesign Performance Analysis Considerations

The objective of this task was to initiate performance analyses
for the SFEP.
Approach i

The principle causes of performance degradation due to the SPih
were determined to be due to the following:

1. The additional delay in each reference to memory due to

2. The time reguired to load tne ultimate SDw in cache ugon
data descriptor fault.

3. The time required tc load dascriotor base roots.

4. Tne additional tine reguirec for inter-nrocedure
transfers due to ring crossing barriers.

A comprenensive analysis has nct yet been performed since it is

both hardware configuration and acrclication dependent. Eowever,
several assertions may be made as follows:

senory Access Celay

Assume a dJdelay of 18¢ or 25C ns delay per memory access
(decending uzon whetner tne descriotor was located in Fast Access
stor2 (FAL) or Eack Up Storaqge Cache (£UoC)) and a memory cycle
time of 750 ns. Also assume 90% of descriptor hits are in FAS
and a typical 60% to 80% of system order time 1is 1limited oV
memory accesses, tnen a performance loss due to this comoonent
would be on the order of 12%. The remaining time delays are

avplication dependent and occur relatively infrequently and are
small in comparison.

Conclusion
overall performance, with a degradation limit of no more than

=]
S3% as scecified by the SCOmp svecification, appears readily
cnievaonle.
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Test and Evaluation Software

An additional objective of this task was to plan for the eventual
test and evaluation of the SFEP hardware utilizing software
gesigned ana developed for the purpose of test and evaluation.
inis test and evaluation software is descrived in tne Test and
Evaluation Software Flan, dated January 13, .197¢.

3.6.3 SCOMP Design Militarization

Tne major objective under this subtask was to develop initial
TEWMPEST ana E#iC design specifications for a militarized SCOIIE.
TEMPEST

1he 1initizl system cdesign effocrt was the definition of tne
sED/BLACK reqguirements. It 1is <considered that a typical

Situation would find the SCCMP operating in a secure RELC area
with coth nigh and low speed RED lines and low %to medium sgeeq

sLACH lines. Eign speea and 1low speed ar2 somewnat nedsulous
terms; 1n the current context, low speed refers tyvically rc
1C0-90C0C 2E5 and hign speed refers to data rates creater than S0

KEFsS. +The rationale for fne typical situation is as follows:

1. A hign speec 1line 1is most often wused for snort
distances; that 1is, bteginning and ending within the
same controlled area.

2. A typical remote BLACK user would communicate throuca a
channel coniorming to MIL-STD-1€8& or Fo-232.

&)
()

ata; & RELC user would

REC users are not crecluded from SLACK
ata on & RED line.

modularity 1is considered essential if tne SCOHP i1s to fill 1its
multipurpose role. with a bus-structured minicomputer, tane I/C
capability 1is acnieved via a pluggadle I/0 card. TowFEST Cesiagn
proclams are minimized if the RLL/ELACK modularity 1s implemented
in Dblocks of one I/U card. Also, maximum flexibility can ke
acnieved by placing the RED/ELACK date 1solators in 2 sevarate
isolator module (or chassis). Thus, only users who reguire

FED/BELACK data isolation would utilize the module. Strictly KiD

‘users would not utilize the module.

FED/BLACK 1isolation and implementation of modularity are furtner
aiscussed in *the ‘Wecanical Coordination Letter (7TCL) o. -2
"SECURE CCHMMUNICATICONS FROCESSOR (SCCHP) TEMEEST RECUIREMELTH"
wnich was sucmitted to the Air Force on 19 September 197S. This
tecnnical note contained the recommendations tanat only normal
KLD/EKED 1isolation be provided cetween cifferent levels of
classified users ©tecause it 1s assumed a rrogerly cleared user
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would not act in a covert manner. with the moaularity scheme
oroposed and TEHMFEST isolators at the output, any reasonakble
number of KEL users could pe isolated to ncrmal RED/BLACK levels.

The system cesign effort nas bkeen docuamernted in the TEMPEST
CCNTRCL FLAN, (Confidential), submitted to the Air Force on 2¢
Cctoter 1975. The TEMPEST CONTROL PLAN is the major output of
the TEMPEST test during this program pnase. It outlines the
TEMPEST program ané contains the applicakle documents and
reguirements. It defines the TEINMPEST subsystem reguirements for
the chassis, RED/BLACK isolators, power supply filters, cabling,
bonding, grounding, and connectors.

A resconsible TEMPEST program mnust be interrelated to the EUNC
desiyn. The E«C reguirements are MIL-3TCL-461A and MIL-STC-452.
Tne major EMC design constraint is th2z imcosition of TEHPEST, as
tne two disciplines are interrelated DOut not recessarily
compatible. For example, the gower line filter was selectz2d on
tne basis of gmeeting TEHMPEST requirements, ratner than LEiC
reguirements.

An  EMC Control Flan was generated cutlining a program to acnieve
£rC compliance in a suitable minicomputer. The EMC Control Plan
was submitted to the Air Force as TCL No. 4 on 23 Cctorer 1¢75.
As with the TESPEST plan, it defines system and subsystenm
regquirements, includina the c¢hassis, controls and indicators,
cabling and connectors. It includes a preliminary Groundé and
Return diagram which 1s somewnat peculiar to tne preliminary
TEMLPLST mecnanizartion selectec.

3.7 6000/5erices 6¢ Interface lnit

The Interface ‘Unit (IU) required for interfaci
60C0/Series 60 Ig is a complicated ievi
implementation alternatives in the area of:
l. Entry Port to the 6000/Series 60 .
2. HNumber of entry ports

3. Intercommunication rates, channel width, anéd number of
channels

4. CLCata formats
5. Separation distances acccmmodated.
Tradeoff data was developed for the various alternatives and

presented at Technical Interchange veetings. (Also see
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"6000/Series 60 I1U Trade Study", TCL No. 7 wnhich was submitted to
the Air Force on 1 December 1975). As a result of the tradeoff
data and functionality reguirements, the following aesign
aecisions were made:

l. Utilize an Input Output Multiplexor (IOM) port in lieu
of «airectly entering the System Contrecl CUnit (SCU) of
the 6000/Series 6GC.

2. Utilize tne Direct Channel interface to the IGHM in 1lieu
of the Peripheral Systems Interface.

3. Design to accommodate, though 40 not implement a 200G
foot separation between SFEP and 6C00/Series 60.

4. Implement single (hardware) communications channel (with
software multiplexing).

5. Accomodate greater than 128K words/sec burst *transter
rate.

pbased on these implementaticn and functionality decisions, a DS
Fart I sgecification was develcped wnich defines the current
functiocnality implementations.

Task Output
The Design pecification for tne 1IU crovides a detailed
functional asfinition of the current IU imclementation. It was

submitted to the Air Force as the "6000 IU Functional
Specificaticen” and is now undergoing review and revision.

2.2 SCUMP hnaraware Verification detnodolocisas

‘
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ne major objectives of this Tasx were
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minunications Processor (SCCKP)
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l. Proovabilistic measures analysis of security comcronmise

induced by hardware failure. For tnis element, the
impact of unrelianility in tne ©vhysical hardware on
Secure Communications Processor verformanc must

ultimately be analyzed and cuantified.
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<. Certification tanat the SCCiiP hardware accomplishes
cerformance requirements of its design specificatio
For this element, the hardvare certification crite
and metnodology for design analysis, desiagn testing,
production oroduct control must be selected
specified.
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Approach

A general investigation of the form and character of available
analytic tools and process techniques applicable to hardware
verification was conaucted. The investigation served to
establish the specific tasks appropriate to accomplishing the
protabilistic measurement analysis and the certification of the
SCOmP hardware design and physical product. Additionally, tae
3 range of the available methodologies for each task which should
1 ce a candidate for detail study and/or tradeoffs was also
determined. A Technical Note on SCOMP Lardware Verification
Miethodologies which contains descriptions of the work elements
necessary to achieve probapilistic measurement and hardware
» certification and an overview of candidate metnodologies was
submitted (TCL No. 6, 11 November 1975, "A Technical Note on
SCUMP hHardware Verification methodologies").

The methodology tradeoffs described above were performed and
suitable criteria were selected. where further tradecffs were
inapprogsriate te a specific task, the task criteria nave dDeen
dzvelooed and soec1f1€4. Thase criteria are contained in the
corcpriate detailed scecifications, Cuality Assurance Provisions
ctioans, for tne 5P and 1U.

]
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Conclusions

wn

The nardware verificaticn methodologies investigation ha
resulted in racommendations in three areas:

l. Probabilistic measure analysis technicues

2. Hardware design certification technicues

3. Pnysical product test and certification criteria

-

A manual orcbacilistic measures analysi technigue Was
‘ recommended. A SCO«P functional level of analysis was determined
to Dpe more suitable than a detail electronic circuit analysis ot

evary component.

A Kegister Transfer Level (RTL) simulation 1s recomrmended to
accomplisn the hardware design certification. The simuleaticn
would encompass the SPri and the portions of the CpPU cdedicated to
support the SFM intarface. A similar technigue may also be
employea for the 6000/Series 60 IU.

Test and inspection criteria were developed and included 1in <he
SE:i nardware DS Fart I specifications. These criteria incluée
reference monitor functional specifications. These criterisa
include reference monitor functional exercising, electronic rcarts
logical tests for production units, and configuration inspections

to insure integrity of the production oroduct. H
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The design verification report describes in detail all traceoffs
performed and concomitant recommendations. It has been published
as "Fropabilistic ieasures of Compromise", LESC-1r~7€-16C.

F : 3.9 future Plars

Future vlans are tc complete the SrLP desian; fabricate, test
and evaluate prototype S¥Ii2%s and support integraticn into tne
orototype Secure dultics systems on a schedule consistent with
program reguirements. A detailed descrintion of future clans,
scnedules and pnasings are delineated in the Honeywell document
"Mmultics Security Integration Requirements" (31 Cctober 1¢75),
Section.ll. This document is now in review and preparation for
publication &s an ESD Technical Fepoct.




4.0 SECURE MULTICS CEVLELOPMENT

A secure computer system is one whicn can successfully protect
all data entrusted to it from unauthorized disclosure. This 1s
tne basic definition of system sécurity or more specifically
system software security wnich guides the Cuardian project
Issues of physical security which can deny service to autnorized
users are svecifically ignored here (e.g., fire, £flood, etc.).
The major concern is to counter all security threats which would
allow someone to steal information (or data) from the computer
system. The security threats of general interest fall into three
logical areas: malicious persons external to the system,
authorized users of the system and collusion between authorized
users.

The tnreats from malicious persons external to the system are not
varticularly interesting to the system software designer. These
threats include: tapping communication lines; stealing listings,
taves, terminal output or otner data generated oy the systen;
"stealing passwords of authorized users; monitorin
electromagnetic emanations from tne hardware; or .urauthorize
actions ~{ ocerations or acministrative yer501“~ . Bach of tae
tareats mentioned can only be countered by pnysical or rcrocedura
security measures external to tne computer sSystem. The ornly
external threats of interest to the system software designer are
illegal attempts to enter the system (login) and operationa
errors. These are solved ©»Dy the use of passwords for user
autnentication and by providing unambiquous instructions and/or
messages to operations personnel.

[ONES IR Y
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‘The r_m41n1nq security threats come from users authorized to
2nter into and use the system. This is tne area of Darticular
interest in this dsvelcoment effort. Tha less severe internal
tareats of browsing by a curious user and accidental grantinag of
access have bDeen addressed 2y the implementatica cf tne Access
Isolation Mecnanism. The insicdious threats of a Trojan Hhorse
program or system penetration remain to bs solved.

witnin thne Multics architecture, a general solution to the threat
of a Trojan Horse has not peen found. However, for a Trojan
horse program to be able to compromise data, it must be able to
conmunicate ©between security levels. Therefore, one recuirement
of this effort is to eliminate all communication paths wnhich
would allow a program to reac data of one security level and
write 1t where it could be read from a lower security level.

A user who can gsenetrate the suvdervisory elements of the
o;e:atlnc system may be able to invalidate all the access control
mecnanisms. A penetration can JecHk from incorrect
imslementation of the various protection mechanisms or from a
malicious programmer inserting socecial code seguences to drovica
a "trap door" into tne operatinag system. ‘“herefore, anotner
reguirement of tnis effort is to verify tne correct
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implementation of the Fultics operating system and to verify that
no trap doors exist.

1ne Multics protection mecnanisms are implemented within the most
privileged protection ring, ring 0. Unfortunately, there are a
larga number of proaraans In ring O whicn are very complex. The
interactions between these proarams are also complex ané often

Subtle or obscure. In addition, there are no mechanisms to
protect programs and data within ring 0 from errors in other
programs in this ring. Tnerefore, any attempt to varify the

correctness of the current &ultics supervisor as it exists |is
doomed to failure from the start.

The aoproacn to meeting the reguirements is to restructure the
current fiultics ooerating system to 1isolate the primitive
mecnanisms which implement the security access controls. This
will form tne reference monitor or security «xernel of wMultics.
The matnematical model of conmputer security is the critericn used
in ¢efining the interface between tne knrnel anc otner oaerts of
tne systaem. Cood engineering practice recuires taat tne current
ogerating system be rolded¢ into tne new ;tructure rather €h
empting a complete top-down recdesign. It is e“ve~*e~ tnat
al iteraticns between top-down specification for corrasctness
and ©dottom=-up design for engineering feasibility will o
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4.1 tMajor Accomplisaments

Tne activities over the last six months nave concentrated on the
vottom=-up gefinition ot the security kern=1, external
input/Cutput (I/C), and the supseguent restructuring of the
reraining “multics supervisor functions.

multics Kernel

ine Hultics security kernel contains all functions which provide
accass control decisions and all hardware/softwars mecnanisms
nacessary to sugport tne access control functions. It is these
functions which must eventually be certified correct for [ultics
to be secure. Tne security kernel is defined to include all Fing
0 software (simplified, of course), all trusted processes, the
Central Processing Unit (CPU) hardware itself, the memory
addressing hardware, the ICM and channel hardware, internal I/¢C
functions, the SFEP communications interface, and the external
perioneral I/0 interface. A more detailed descriotion of the
Kernel functions 1is being creoared 1in tne WNultics FEernel
specification.




Secure Input/Cutput Services

The means of providing secure internal I/0 functions has caused
the greatest concern to the project. The original HITKE proscsal
of handling all external I/0 through the SEEF has been replacecd
due to unwieldy engineering considerations. The high bandwidtn
interface requirement needed to suoport high speed devices and
the extra problems of supporting this interface over a distance
of 2000 feet was determined to be less practical than our primary
alternative. we have thosen to provide hign speed perivoheral I/0
services tnrough the I10M which will have to be slightly meodified.
This methodé of supporting I/C is presently being provided within
Multics. Some hardware modifications to the ICi! have been
designed which will show that tne ICHM and the current software
mechanism (iol ) form a complete reference monitor for these I/C
functions. The SFEP is still reguired for nandling tn_ external
communications I/0 functions. It has been determinecd that the
DATANLET 6€0C (the current communicaticons processor) and the
current frornt-end processor software (liultics Communications

System - MC8) cannct be certified. Since, by its nature, a
front-end processor must handle multilevel data, the front-eng
srocessor Kernel must also be certified just 1ik= the (lultics
kernel. The SFEP approach is the only way found to sugport and
provide tne environment for certification. The results of tnis
I1/C study are being documentecd in a Tecnnical Coordinaticn Letter
(TCL) .
Piultics Supervisor Ekestructure
The <cimplified security kernel and, to a lesser extent, the
changes to nandle external I/C nave reguired tne restructure of
several suvperviscor functions. The possibility of removing the
c}irec*orV control functiorn frcm the security kernel 1is being
nvestigated and avp2ars to to ose very attractive, as oapcosed to
the approach proposed by MITRE. Message segments n:"m been xoved
into the security kernel -since they ccntain multilevel data.
The impact of this design on the user interface (e.g., mail and
interprocess console mnessages) are beinag evaluated. Some new
administrative mechanisms are being procosed to support I/0

device assignment according to the security model. The New
Storage System (NSS) design has enabled some new system features
to be defined. A most desirable feature is to allow creation of
ucgraded segments. This may become possible wnen some prcposed
changes to the guota mechanism are fully investigated. 7The
cnanges to the wuser interface and restructuring of sucervisor
functions &re being documented in the Specificaticen for a
Frototyve Secure Multics System.
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5.0 SCCuP SOFTWARE DEVELOPMENT

The objectives of this phase of the 1975 proaram were to specify
a sescurity xernel for the Secure Comimunications Frocessor (SCUMF)
and to begin the design of this security kernel. The SCOMP
security kernel should be general purpose 1in nature and a

suiltable bpase for additional software to permit aoplication of
tne SCCHUP kernel in environments other than just as the Multics
Secure Front-End FProcessor (SFEP) being developed for tais
crogram. -

Technical Apporoach

Tne SCCMP security kernel approach was to bpase the kernel
reguirements on those reguirements outlined in the initial kernel
specificaticons crovided by tne Air . Fcrce. These recuirements
were tnen reviewed 1in 1light of tne Secure Communications
Processor specification crepared by Honeywell and modified to
remain in accordance with thne 5COMP specifications. OCnce tne
reguirements have been defined for a general purpose SCOUP
fernel, then these reguirements will be translateé into a &fLCF
nernel Yop Level Sgecification.

snajor Accomplishments

The efforts accomplished during this time frame were mainly in
training software personnsl to uncderstand the security issues as
well as understand the work that has been verformed by botn the
Alr Force anca MITFE 1in tne area of the SCCHE security kernel.
Inhe Air Force and &#ITREL have been developina 2 security kernel
for a general vurcose communications apo ation fo
years. sdonsywell nas tried to use this eifort as the b
ne SCC.UEF Kkernel. Tn: Air rorce/. ITZRE ort
several key security issue fo
in kheir eEEort. Hon ywell nas ceen t
resolva these 1ssues. “ITRE has also been working
preliminary definition of tne SCO#P Kernel. HITRE nas pr
Honeywell witn some technical guidance on tne functional as:
of tne Kkernel. Honeywell 1s now exmendina 1its efforts
expanding the kernel functional description into a too level
specification.

23 D O

ne Honeywell acgproacn has been to first develor a functional
escription of the SCOME kernel. 1his was reguired so tnat the
tfects of the operating system and comnunication suus"steT coul~
e incorcorated at the kernel level. This functionzl descrictiosn
as then reviewed by tne Alr Force/MITRE and comrwrants were
generated. Tnese comments are now opeina factored into the
functional descriction document.




In aadition, Honeywell personnel are in constant communication
with Multics system designers to establish the functional
descriotion as well as establisn the Multics Kernel to SFEP
Kernel interface.

Cnce the functional description document has been prepared, then
the effort can concentrate on the development of the Top Level
Specification. Since tne 1learning curve was longer than
anticipated, tne effort on developing the functional description

document has fallen behind schedule. This has impacted tne
effort required to prepare a draft of tne SCOMP kernel top level
specification. For the past several weeks, Honeywell has

concentrated its personnel on vpreparing the sbecification and
will continue to concentrate its personnel on this task until an
acceptable SCOrP kernel top level specification is completed.
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6.0 CERTIFICATION ACTIVITIES

Curing this reporting period, significant progress was achieved
in the development of a methodology to certify the lHultics and
SFEP Kernels. These efforts were performea by Stanford Recsearch
Institute (SRI) as a subcontractor to toneywell. Specifically,
SRI prepared three significant aocuments related to the
certification efforts of tnis crogram as follows:

1. K. J. Feiertag, Preliminary iodularization of #ultics
(to appear as a Technical Coordination Letter on &
January 1976).

2. R. J. Feiertag, PL/I as a System Prcgramming Language
for a Certifiable Multics (to appear as a Techniceal
Coordination Letter on 27 January 1¢76).

3. K. N. Lewvitt and P. 'G. Neumann, An Interactive

Environment for tne Specification, Implementation, and
Certification of Multics Security rernels.

©.1 Tne Proposed Environment

Cn tne basis of tne work to date, the Interactive Envircament
will be highly supcortive of tne effort to certify the Multics
security kernel, assuming that 1) tne modularization of the
revised imultics design 1s suitakle and that 2) suitakle
modifications are made to PEL/I to make it appreoriate for
certification of the implementation of the environment. The two
Tecnnical Coordination Letters listed akova botn give significant
promise that these assumptions can be realistically assured.
Alsc, tne develogment of the environment is realistic on tne
cesired time scale, in that it is based on existing orototvcre
tools &and on a carefully developed specificatica language (14),
ooth of waicn are currently being used in SKI's secur2 operating
system cdavelopment for the Cepartment cof C[Cefense with
consiaerable success.

ine proposed environment includes a data base for keeping track
of different modules of the system as they evclve, including
their status with regard to sgcecification, implementaticn, and
prcof. It also 1includes facilities for checking syntactic and
(to some significant extent) semantic consistency cf the
scecifications. These tools - are all based on existiny workina
prototypes. In its wultimate form, the environment can also
include tools for formal testina anid semi-automatic proocfs of
correctness. ote, however, that althouan thesse latter tools are
only partly anticipated by existing vrototypes, they need not be
ccnsidered essential to tne verification effort. lievertheless,
even tneir partial gevelopment could bz extremely neloful.
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The environment will vermit effective incremental proofs of the
evolving versions of Multics once the first certified version of
hultics has been attained, providing an indication of just which
steps may have to Dbe reexamined by new proofs. It also will
provide significant nelo in the development process, from the
very beginning. The use of the methocdology (and tne
specification language supporting it) should considerably enhance
security througnhout the design, implementation and proof stages.
Furthermore, the avproach is immediately extendable to the proof
of security (and otner properties) concerning subsystems and
otner parts of the system outside of the Kkernel.

6.2 The LCesian

Certification of security will be feasible only if the desicn
structure 1is appropriate. A conclusion of the Preliminary
Modularization of Multics note above 1is that altanough  the
existing design is fairly well mocdularized, it is not
nierarchical. The fact that much functionality in the present
system cgoes not belong in  the [ultics Ring Zero 1s Dbeing
acdressed oy tne &IT research.

6.3 The Suitapility of PL/I <

Tne existing PL/I language is deficient in several respects, with
recard to certifiability of the Multics security Kkernel.
Reference 2 (above) proposes specific changes to the 1language,
some involving the elimination of features, otners involving the
restriction of existing language constructs.

significant recommendations inveclve strong typing of rcinters,
avoidance of ‘"unsgec", of mismatchad declarations, and otner
nonstandard conversions, restrictions on labels and nonlocal
COTC's, rcrctection of data anu Dprocecures between gdifferent
nierarcnical levels, elimination of pictures and PL/I 1/0, and

assoclated built-in functicns.

42

A




RUGGEDIZED LEVEL 6 !

COMFUTER DEVELOPHENT PROGRALM

( ;\Ni'AL)
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I. INTKOGDUCTICN

The objective of the honeywell funded RiML develocment progsram is
to ruggedize the commercial (KIS) Level 6 minicomputers for
military and non-penign commercial environmental applications.
The ruggedized computer is the nardware base for develorment of
tne SCOaE. f =

.

In order to contain costs within specified guidelines, the
computer design is oriented primarily toward grouna,
ground-mobile and transport aircraft applications. Primary
design effort is directed as follows:

1. New chassis structure

2. Circuit Cargd stiffening

t
oJ
(1]

3. Pin and Socket circuit card connector changes for
bus interface ;

4, FPower supply mounting

e 5. iiew control canel structure

II. LCESICN APPROACH

Chassis Cesign

I

An important consideration of a militarized or rugaedizeé piece
of eguivment is tae ability of the mechanical structure to
witnstana wvicration and shock levels typical of a military
environment. Therefors, the Level 6 comcuter ruggedizatio

1
asting as the
e

crogram involves tne use of & precision investment ¢

nousing for tane circuit boards. 1Tne relatively large size of tne
cnassis container coupled with intricate external ritc vatterns
ang Jood dimensional accuracy cavnability of tae precision
investment casting process, are comoined to prcduce a design that
is bota cost-effective anc sufficiently rugged to meet a variety

of military service envirconments.

Figure 1 depicts tne RiiL 10 board chassis design.
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Board Stiffener Concept

Figure 2 shows the board stiffening concept for military
environment aprlications. Since the SFEP apgclication does not
involve exposure to vibration or severe snock environments, tne
RNML opoard stiffener concept is modified for the SFEP
agplication; i.e., only @ limited number of stiffeners will bDpe
used to contrecl board deflections during board handling,
installation ang removal operations. For the SFEP apoplication,
the two quarter-point stiffener members as shown in Fiqure 2 will
be deleted to simplify production and reduce cocsts.
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Circult Board Connectors

The Level &6 computer ruggedization pr
improved plug-in connector for electrjica
motnerboards. Eecause of the large

connections associated with the comp

connector mechanization with suDderior g
greater long-term reliability than the exi
The proven "blaae and fork" connector
Figure 1 has been used successfully
Aeroscace grograms.

e connector selected for the RNHL a

ocram incorporates - an
1 interfacing of the
nunber of electrical
uter backpanel, tne
electrical connector wused 1in this application represents a
critical component from a reliability standpoint. Accordingly,
the basic minicomputer design hnas been modified to ocrovide a

ynamic capability and
sting card-edge system.

design concept shown in
on several Eoneywell

Th oplication will provide
1nprove reliability £fer both static (ground/laboratory) and
dynamic (aircraft/mobile) environments by ecucing <croolemS
associated witn corrosion, oxidation, humidity and dust typically
encountered in actual servic2 conditions.

A significant feature of the connector mechanization is that tais
approacn vermits use of tine existing ru‘tllaver packpanel de2siagn
(witnout change). Pcsitive aliagnment of the mat 1“3 connector
pins during board installation is accomplished by two stainless
steel dowel ©oins. Additionally, these dowel pins and their
mating nylon obusnings will provide adecuate support for the boara
and stiffener member to insure that tn connector contacts are
not stressed under mechanical 1loads during ootential shock
conditions associated with cench handling/transportation
anvironments.

fower Sucoly

In order to meet the vnrall EvC and TEMEBEST reculrements,
specia l attention is reguired in the rower sugply erea. The
basic Dproact to meating these revuirements is to mechanically
'laolate the power suoply in a separate compartment and to
electrically decouple th2 unwanted eneray from tne external 2rime

power input liries and from each internal LCC power source.

Special attention will be given to agrounding, shielding, and

power transmission line imocedances.

Tne existinu gcower supply will be modified to incorzorate
structurally different methcd of mechanical attachment into &t

main kiynL chassis.

uo”*rcl Fanel

e —— ——

vesign modifications have besn made to
panel satisfies tne vibraticn/sanock and

requirements as detailed in this proposal. The design approach
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for the control panel invoclves the use of a separate precision
investment <casting as thes  primary structural element for the
panel. Suitable KRFI sealing gaskets and screened-snielded air
inlet openings will be incorporated to provide szecification
cer formance for tne ENC/TENPEST requirements.

cnvironmental Design Capability

dne details and specifications of Taole 1 establisn the intended
design capapbility for the RiML eguipment. /. qmore detailed
description of the EN#L is provided 1in Honeywell Locument No.
DS-BG8249A1 "Ruggedized Level 6 computer (RiML)", Lecember 13,
HER G -




ENVIRONMENT

-

Uperating Temperature

Non Operating Temp.

Vibration

Sn0CK

Humidity

Altitude

(Cperating)

Salt 3zra Iest
clectrormagnatic
cOorzatipility

MIL-E-4156
HIL-E-5400
MIL-E-16400
MIL-E-4158
MIL-E-16400
MIL-E-54CC
MIL-E-4158

nIL-E=-164C0

HIL-STC-4061

NACSL.

5100

s tis B Tl
ol

With Is

0-8000 Fe

As mcdifi
Circular

(%

atocrs

et

S T T T T R S me——— — — —
TABLE 1

ENVIKONMENTAL CESIGN
SPECIFICATION REMARKS
MIL-E-4158 0 deg. C to +52 deg. €
MIL-E-16400 0 deg. C to +50 deg. C
MIL-E~4158 -62 dea. C to +52 deg. C
MIL~E~16400 -6z deag. C to +75 deg. C
MIL-E~5400 -62 deg. C to +85 deg. C
H4IL-E-4158 23 Feak, Hard-Mountec
MIL-E-164CGC
MIL-E-5400 (Curve 29 Peak, Hard-Mounted II4)
MIL-E-5400 (Curve 1Cg Peak, with IA) Isclators



III. RLNL CUALIFICATICN TESTS

ine RNML will be subjected to inspmection and proof tests as
Gefined in Honeywell's (ualification Test Plan, dated January 31,
1976, to wverify that tne PRui#llL and 1its components meet the
intended sgpecification reauirements. The RNHL Cualification Unit
will be (fabricated and 1inspected to Engineering Released
Drawlings.

A more detailed descripticn of the ‘Cualification Tests to be
performed is provided in doneywell's "(Cualification Test Plan",
(1PpP-BGB249A1, January 31, 1976.

5

RAR—-




A . ANt o

APPENDIX B

DCCUMENTATION

52




This appendix “lists the major documentation that were oroduced
cduring tne past six montns. Due to the imminent availability of
several significant reports and srecificaticns in January 1976,
additional documentation currently 1in ©preparation is also
provided.

rany other internal notes and working documents were also
dgeveloped during tne last six months but are not included in the
following lists.




Jechnical Coordination Letters (TCL)

Curing tnis reporting period, Honeywell initiatead tne Technical
Coordination Letter (TCL) series of documents. These technical
notes communicate imoortant technical issues and efforts as they
appear during technical review, investigation, and working
meetings. The TCLs that are expected to be available in January
1976 are also listed. ‘ ¢

TCL NO. Date Title

TCL-1 19 Sep 1975 Use of the Honeywell TCL

TCL-2 19 Sep 1975 SCOMF TEMPEST Recuirements

TCL=-3 19 Sep 1975 SEM Specification - Freliminary
F TCL-4 23 Cct 1975 £rC Control Plan

1CL-5 27 Gct 1975 Meeting Minutes - SFEP Tecanical

wWorking Meeting - 24 Seo 1975

1CL-6 11 How 1975 SCCliF Hardware Verification
Methodolcgies

TCL=-7 I Dec 1975 6000/Series 60 Interface Unit
Trade Study
TCL-8 12 Bec 1¢75 leeting minutes - SFLP Technical
% Interchange teeting - 5 Nov 1975
iCL=-¢ 19 Dec 1975 Dratt of SBEM Lesign

Specification, Fart I

©CL=-1C 1¢ Bec 1975 Craft of €000/5eries 6C Interface
Unit Lesign Specification, Part I

CL-11 6 Jan 1976 Meeting minutes = SFEF
Software Technical Interchanae
Meeting - 9 December 1875

TCL=-12 19 Jan 1976 Meeting Minutes - SRI Activities -

Tecnnical Interchange Meeting,
15 January 1976

] TCL-13 27 Jan 1976 PL/I as a System Procramming
Lanauaae for a Certfiable Hultics

TCL=-14 27 Jdan 1976 Preliminary dodularization
of liultics

TCL=-15 31 Jan 1976 Initial Cescription of Multics 1I/0C




Contract Data Items

Luring this reporting ©vDeriod, numerous technical reccrts and
svecifications were submitted to the Air force for review and
aporoval. Tnza following 1is a list of these Data Items (CCRL'Ss)
and their respective status. Also included are those CDRL's that
will be submitted to the Air Force in January 1976.

CDRL No. Déte Title

AQ0Q1 15 Oct 1975 Cuarterly Réport for the
Period, July 1975 - Seotemoer 1975

15 Jan 1970 Cuarteriy Report for the
Period, sep 1975 - Cec 1975
AQQ2 15 Aué 1975 tonthly Revort for July 1¢75
14 Sep 1975 Monthly Report for August 1975
10 Wov 1975 tionthly keport for Cctober 1975
10 Cec 1975 tionthly Feport for Nov 1975

AC04 12 Sep 1975 Interinm Report.(Draft)

27 Jan 1976 Interim Report (Revised Draft)

A005 12 Sep 1975 Final Raczort (Craft)

31 Jan 1976 Final Revcort (Revisad)

000 3l Get 1975 Multics Security Integration
Fecuirements - 1 Jaznuary 1975
to 31 December 1980 (Draft)

ACU7 31 0ct 1975 Effects of a Multics Security

~ 1 Kernel (Craft)

ACC8 31 Jan 1976 Multics Kernel Specification (Praft)
AGl3 31 Jan 1976 Secure Multics Specificaticn (Draft)
AGl4 30 Sep 1975 Security and Integrity

Procedures (Craft)

14 Cec 1975 Security and Integrity
Procedures (Pesvised Drafrt)
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