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PREFACE

This r e p o r t  desc r ibes  p rog res s  under  t h i s  contract during the
per iod f r o m  1 J u l y  1975 to 31 December 1975.

Under  tne te rms  of th i s  c o n t r a c t , H oneywel l  I n f o r m a t i on  System s ,
Inc . is p r o v i d i n g  the t echn ica l  in t e g r a t i o n  of the t asks
necessary to beg in the design , deve lopment,  and c e r t i f i c a t i o n  of
a secure Mu l t i c s  system . Honeywell  has  subcont rac t ed  some of
these t a sK s  w i t h  ~assachuse t t s  In s t i t u t e  of Technology ( t i l T )  and
S t a n f o r d  Research I n s t i t u t e  ( S R I )

D u r i n g  th i s  r epor t ing  period , these t a sks  inc luded :

1. The r educ t ion  in the s ize  and c omp l e x i ty  of the
s o f t w a r e — r e l a t e d  f u n c t i o n s  of tne Mu l t i c s  sys tem .

2. The des ign  and development  of a Secure F r o n t — ~ nd
Processor ( S E E P )  w h i c h  is based up on a s e c u ra bl e
m i n i c o m p u t e r  a r c h i t e c t u r e .

3. The deve loom ent  of sp e c if i ca t io ns  fo r  a s e c u r i ty  k e r n e l
fo r  ~‘iU l t 1C S  and the  SEEP.

4. The ana lys i s  of the c h a r a c t e r i s t i c s  cf a secure  ~1ult ics
system .

5. An i nves t i ga t i on  and deve lopmen t  of a c er t i f i c a t i o n
approach for  the N u l t i c s  ~nd SFEP k e r n e l s .

~‘.IT p e r f o r m e d  Task 1 above and SRI p e r f o r m e d  Task 5 above du r i n c
tn i s  r ep o r t i n;  pe r iod  as s u b c o n t r a c t o r s  w i t h  h on ey w e l l .

‘ime r e a d e r  is assumed  to be familiar with the ~u 1t ics  syste~’ an-i.
a lso tne croblem of c omp u t e r  s e c u r i t y .  R e l a t e d  t e r m s  sucn  as
“ T r o j a n  horse ” , “ R ef e r ence  ~‘toni tor ” , etc. ar e  no t  d e f in e d  in tn~~s
document .
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SE CURITY }-ERN~ L EVALUATION FOR MULT ICS
AND SECURE MULTI CS DESIGN , DEVELOPMENT

AND CERTIFICATIO N

1.0 INTRODUCTION -

The problem of s e c u r i t y  in computer  systems has been under  s tudy
for  several y e a r s .  The Ai r  Force has sponsored several  s tudies
and development  p r o j e c t s  aimed at  improving  u n d er s t a n d i ng of
s e c u r i t y  in computer  systems , developing a sound t heo re t i ca l
basis fo r  f u r ther  w o r k , and d e m o n s t r a t i n g  accompl i shments - in  the
f i e l a .  ~4any of these p ro jec t s  have been associated w i t h  the
Mul tics system .

The ove ra l l  goal of these e f f o r t s  has been to develop a
c e r t i f i a b l y  secure compute r  system fo r  gene ra l  use by the
m i l i t a r y  to meet  the i r  ope ra t iona l  r e q u i r e m e n t s .  This  r e p o r t
describes progress  under  t h i s  c o n t r a c t  d u r i n g  the per iod  f r o m  1
July  1975 to 31 December 1975 as p a r t  of a l o n g — t e r m  p lan to t ake
the .~u lt ic s  system f r o m  i t s  presen t  f o r m  to a oro to tyP e  secure
. iu lt i c s  sys tem which  can be used to d em on s t r a t e  the f e a s i b i l i t y
of s o f t war e  c e r t it i c a t i on .  Three  a c t i v i t i e s  a r e  be ine  conduc ted
in pa r a l l e l  to implement  th i s  p l a n .  The f i r s t  p a r a l l e l  e f f o r t  is
the desi gn of a t iu l t i c s  s e c u r i t y  Kerne l  and the s i m p l i f i c a t i o n  of
the Mul t i c s  o p e r a t i n g  system . The second p a r a l l e l  e f f o r t  is the
development  of a Secure F r o n t — E n d  Processor  (S F EP)  fo r
i n t e g rat i o n  and c e r t i f i c a t i o n .  The t h i r d  pa ra l l e l  e f f o r t  is the
development  of a technology and a set of tools whi ch  a l low
e v e n t u a l  c e r t i f i c a t i o n  of the Mu l t i c s  and SFCP s o f t w a r e  k e r n e l s .

1.1 £ a c k or o u n d

~~~ m i l i t a r y  faces  an i n c r e a s i n g  need f o r  o p e r a t i o na l  comcute r
systems capable  of processing several levels of classified
i n f o r m a t i o n  a t  the same t ime . Present  systems are  u n a b l e  to
suppor t  secure  m u l t i l e v e l  p rocess ing  due  to f u n d a m e n t a l
weaknesses  in t h e i r  basic des ign , since s e c u r i t y  was not a
concern when they were  developed.  The weakness  is t h a t  c u r r e n t
h a r d w a r e/ s o f t w a r e  systems a r e  unab le  to adequa te ly  protect  the
i n f o r m a t i o n  tha t  they process.  -

C u r r e n t l y ,  the m i l i t a r y  meets the need for  processing several
levels  of i n f o r m a t i o n  by one of two methods .  E i t h e r  a l l  s e c u r i t y  -

levels  are  processed together at the level of the nighest
classification present , or each level  is processed by i t s e l f .
Eath method s have ceen less than satisfactory. The c-roblem with
processin- all levels together is that all users and all
equipmen t, includinQ terminals and communications facilities ,
must be cleared to the highest classification that the system can
ever process. The problem with separate processing is that a
separa te  compu te r  system or a s epa ra t e  per iod  of t ime is r e q u i r e d

2 I
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fo r  each level hand led .  Also , s h a r i n g  of da ta  between users of
aifferen t clearance levels cannot be permitted . Either method is
costly and inefficient. Neither me thod allows simul taneous
handling of information at several levels for users of several
levels of clearance.

Mul tics is the most advanced general utility- system as far as
security is concerned . Security was one of the initial design
goals of tne Mul tics system designers and ha s been a major
concern of the designers and developers throughou t the h istory of
tne system . Even with this concern for security , the present
Multics system cannot be certified secure. Multics , however,
does presen t the best availa ble base uoon wnich to buil d a
cer tifiably secure mul tilevel computer u tili ty.

Secure communica tions has also presented opera tional problems to
the military. A secure on—l ine system requires a secure  -t

communic ations network. while the techniaues of securing
communi cations lines and terminals have been well develooed, a
cer tifiably secure communications processor is- still undevelooed.
A secure  m u l t i l e v e l  system Tust have a com~ atible and secure
front—End Communications Processor to be able to properly handle
mult i~ le level s of classified information. Thus tne Secure
Front—End Processor is essential to the development of a secure
i-iul tjcs. 

-

Soth economic and ope ra t iona l  cons ide r a t i ons  make  developm ent  of
a c e r t i f i a b l y  secure mu l t i l e v e l  sys tem des i r ab le . Recent
advances  in computer  technolog y ind ica te  t n at  i t  should be
possible to pr oduce  a system t h a t  can process  an a r b i t r a r y  m i x  of ’
c l a s s if i e d  and u n c l a s s i f i e d  i n f o r m a t i o n  s i m u l t a n e o u s l y  on a
s in -~le compute r  sy s t em.  The system shou ld  se rve  both  c l ea red  an d
u n c l e a r e d  users  and snould  r e l y  on th e  c om pu t e r  sys tem ’s i n t e r n a l

r~~w ar e / s o f t~ are  c o n t r o l s  to e n f o r c e  s e c u r i t y  an d n e e d — t o — K n o ~r e~~u i r e~r e n ts .  Of p r i m a r y  im o o rt a r .ce  is t h a t  tne  sy st eT be
certifiaoly secure. Tnat  is , i t  mus t  be p os s ib l e  to prove  t h a t
the system is complete and without flaw in any of its
s e c u r i t y — r e l a t e d  asPects.

The Air  Force has been w o r k i n g  on the prob lem of p r o v i d i n g  a. - 
-

c e r t i f i a b l y  secure  m u l t i l e v e l  system f o r  several  y e a r s .  In 1970,
th e Ai r  Force Data Services  Center  ( I½ FDSC -) r eques ted  the
E l e c t r o n i c  Systems Division (E SD)  to suppor t  development  of an
open mul tilevel system f o r  the M DSC Honeywell 635 systems . The
resulting studies Pointed out the severity of the problem and led
to the formation of a computer security technolo~ y plannin~ study
panel. The panel’s report (1) described the fundamental oroblems
and delineated a program to develop the desired system . The
panel recommended that the technical approach to the croalem ~e“to start with a statement of an ideal system , a model , and to
retine and move the statement trirouch various levels of design
into  the mechanism that implement the model system ’ .

3 .
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The basic com ponent of the ideal system was also identified by
this oanel. This component is known as the k~ef er ence ~:oni tor , an
abstract mechanism that controls access of subjects (active
system elements) to objects (units of information ) within the
computer system and enforces the rules of the military security
system on such access. Three requirements were recognized for a
Reference Monitor :

a. Complete Mediation — the mechanism must mediate every
access of a subject to an object. -

b. Isolation — the mechanism and its data bases must be

- 

protected f r o m  u n a u t h o r i z ~~d a l t e r a t i o n .

c. Verifiability — the  mechan i s m mus t  be s m a l l,  simp le , and
understandable so that it car. be completely tested and
veri fied (certified ) to perform its functions correctly .

The mechan i sm that im p lemen ts tne Re f e r e n c e  Noni tor in a
particular computer system nas been termed the security kernel.

~-~uch subsequent work has been devoted to identifying tme
c h a r a c t e r i s t i c s  of a s e c u r i t y  k e rn e l  and to e x o l o r i ng  tn e
technology  invo lved  in p r o d u c i n g  a s e c u r i t y  k e r n e l  fo r  some
computer  system .

ESD i n i t i a t e d  development  of f o r m a l  m a t h em a t i c a l  models  of the
ideal Re fe rence  M oni to r  in 1972. This work  ( 2 , 3) r e sul t ed  in a
model of a secure computer  system as a f i n i t e — s t a t e  m e c h a n i s m
th a t  makes  e x p l i c i t  t r a n s i t i o n s  f r o m  or.e secure  s ta te  to a n o t h e r .
The rules of the model formally define the conditions under which
a t r a n s i t i o n  f r o m  s t a t e  to s t a t e  can o c c u r .  ane r u l e s  have  teen
prover, to allow only transitions that oreserve tne security of
information in the sYstem . Ihe model soecifies recuirenents for
the ooeration of a security kernel. Tn ese requirements were taken
directly from tne Detens~ Department regulations on h a n c l i n o
sensitive information (Do~ Directive 5200.1—?). ~ith tnae
availability of the model , the problem of validation is now
reduced to providing complete assurance that a particular
s e c u r i t y  kerne l behaves exactly as the model requires .

~ork on the technology of c e r t i f i c a t i o n  progressed in parallel
with the work on the model. In 1973, Price (4) identified a
methodology for verification of a kernel. Nore detailed
developmen ts of this vali d ation me thodology have been repor ted by
1iIT~E (5, 6). Another approach has been explored which may be
more suitaole to large software modules (7)

Other activities nave oeer devoted to the ~roblem of building a
secur ity kernel for a practical system (8, 9) . Th is  w o r k  has
demonstrated the soundness of the basic concepts and a lso  p o i n t e d
out  some of the p rob lems  t h at  l ie  in the  way of r e a l i z i n g  a
s e c u r i t y  ke rn e l  on a l a rge  sys tem .  This w o r k  has been the  bas i s
f o r  deve lopment  of a secure  c o m m u n i c a t i o n s  processor  w h i c h  is an

.4
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integral component of the long—range qoals of this program.

A m a jo r  p ro j ec t  in the development  process is the d e v e l op m e n t  of
a s e c u r i t y  k e r n e l  fo r  a l a r g e  r e s o u r c e  s h a r i n g  system. The
system chosen for this effort is M u l t i c s .  There  a re  two reasons
that this choice was made. First , t he h a r dware  base of the
t~iul tics system , the Honeywell 68/80 computer , has been identified
as best suited of all off—the—shelf large computer systems for
the suppor t of a securi ty kernel (10). Second , the 4ultics
system architecture was conceived and developed with security
requirements specifically in mind .

One project, now completed, involved the design and production of
— a Multics system capable of supporting a two—level (Secret and

-Top Secret) environment 
- 
for the Air Force Data Services Center

(11 ,12) . Th is system implemen ts securi ty controls based or. the
m i l i tar y access r u l e s, but it does not completely handle tne
threat of a hostile penetration. From these efforts, additional
insiqnt was gained in the problems of designing and developina a
secur ity kernel for Multics.

1.2 Summar y of tnis ~-ro gress E~eoort

Desi gn of a sec ur i ty kernel  f o r  ~ultics was started as a joint
effort o~ tween personnel  f r o m  £SD, the ~iITRE Corocration , tne
.~assachusetts Institute of Technology, and honeywell Information
Systems . This design effort has led to a more complete
understanding of the general problem and has provided the
foundation for a development plan wr.ich ~onevwe1l submitted to
tr.e Air Force during this reportino oeriod (“~ ul tics Security
Integration L\equirements , 1 January 1976 — 31 Decemo~ r l 9 c G ”  as
CL~~L Item A 0Q~ of 31 &ictober 1975)

~~~~ is croqressing on formal smecific atior.s fcr tne -:ultic~
security Kerrie ! (13) and on simplification ama reor :~anization of
the :lultics oPerating system. Sased on these etfort~ , this
report descrioes the beg inning -of a major project to refine tne
curren t Multics system and reimp lement critical portions of the
system to pro duce a c e r t i f i a b l e  k e r n e l w h i c h  w i l l  i n t e r f a c e  w i tn
a cer tifiable front—end communications processor with its own
security -Kernel. The result will be a prototype ilultics system
which may meet the goal of Air Force certification. - 

-

-

ri:he long—range goals of this project can be described in terms
of three major development phases: development of a tecnnolo~ yto support the development of a certifiable system , ve 1o~;ment
of nardware and software for a prototype Secure ~ront—E.rid
Processor , and d evelo~ment of a certifiable orototype .~ulticssYstem with - a security kernel - interfacing witri the Securt
Front—End Processor . 

~~~~~~~~~~ -- - - . ~~~~ —--- rn -- ~~~~~ --
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Due to the c o m p l e x i t y  i n v o l v e d ,  these t h r e e  d e v e lo pm e n t  pnases
have been turtner broken down into five distinct and taraliel
activi ties for this performance period as follows:

1. Research  in to  the R e d u c t i o n  of the Present  t-~u l t i c s
s u p e r v i s o r .

2. Secure Mu l t i c s  S p e c i f i c a t i o n  Pre para tion

3. Secure Fron t  End Processor  H a r d w a r e  Development

~~~. Secure C o m m u ni c a t i o n s  O r i e n t e d  Processor  S o f t w a r e
Development

5. Certification Planning

This report describes the progress of these activities during
this reporting period. Appendix A describes a hardware
developm ent  p r o g r a m  to r u g g e d i z e  a Level 6 minicompu ter for use
as the S F E P .  This r e p o r t  then  c o n t i n u e s  w i t h  A m p e n d i x  t

i d en t i f y i n g  the doc u m e n t a t i o n  which has been p r e m a r e d  f o r  tme Air
Fo r ce ouring this six—month period. ~irially, this report
conc ludes  w i t h  a b io 1 io~ r a c hy .
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2.0. t-~ULTICS SUP~RVISO~ ?LDUCTIOt.

Tnis  r e searcn  phase  of tne p r o or a m  is be ing  p e r f o r m e a  oy
~a s sa cmu s e t t s  I n s t i t u t e  of Technology ’s Pro jec t ~ AC C om o u t e r
Sys tems i~esearch  D i v i s i o n  as a suocontractor to Fioneywell. ihe
specific goals of this continuing researcr~ effort are to identify
tne minimum mechanism that mu st be correc t to guaran tee compu ter
en forcement of desired constraints on information access , to
simplify tne struc ture of that minimal mec hanism to ma ke
certification possible , and to demonstrate by test imolernentation
tnat the security kernel so developed is capable of supporting
all the f u n c t i o n s  of the ~‘iultics sys t em .  Because ~u 1tics p e r m i t s
the d i r e c t  sha r ing  of i n f o r m a t i o n  among s imul taneous
c o m p u t a t i o n s ,  th i s  re sea rch  can lead to a be t t e r  u n d e r s t an d i n g  of
tne structures necessary to supoort the primary Multics functions
a n d ,  t h e r e f o r e , leads to a Mu l t i c s  sys tem whose s e c u r i ty
features inspire a high degree of confidence.

At the conc lus ion  of t n i s  r~~p o i t i n q  p e r i o d , this r e s e a r c h  ~r o je c t
u a s  r u n  for aoout two and a n a l f  y e a r s  of its inten-led tour year
s o a n .  So f a r , the r eu u c t i cn s  in s i z e  and the  s i m p l i f i c a t i o n  in
structure of ti-ie security—sensitive software in ~:ultics tnat we r e
e:~~-ected  to r e s u l t trom the early tasks is showing signi~ icar.t
~.r o gr e s s .  As the  r e s u l t s  f r o m  tnese  i n i t i a l  t a sk s  a r e  b e c o m in a
a v a i l able , and , indeed , being assimilated into the readily
available version of ~ultics , further detailed researcn is
emerging and be ing contemplated from the experience gained in
the early work. Specifically, during this repo r ting oeriod , a
ccmprehensive study of tne ~ultics Storage system was undertaken
cy many project participants.

2. 1 i 5 S ,-~ Sum m a r y

:. -~~ fo l1o - - ~~n~ i s a s u m u -s rv  of the S t a t u s  of tn 2  v a r i o u s  ta in
tn i s  r~~s ear c h  a c t i v i t y .

P r i o r  to t h i s  r e p o r t i n g  oe r iod , th e f o l l ow i n g  t a s ks  were
completed:

Removal  of the Dynamic  L i n k e r  f r o m  R i n g  Zero
Removal of Name Space M a n a g e m e n t  t r o r n  R ing  Zero
Development  of Fas t  Processes in P ing  Zero
h i cn  Level D e s c r iot i o n  of Sys tem F u n c t i o n a l i t y
Study  of Removal  of User  I/C f r o m  R i n g  Ze ro

D u r i n g  t h i s  r e p o r t i n g  oe r i od , th3  f o l l ow i n .-~ r e s e ar c n  t a s k  was
coTo l e ted :

~
‘ormulation of Criteria to Inciu~ e ~--1odules w ithin the F~erne1 - 
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~vi thin this activity, the following research tasics are
con t i n u i n g :

Page Control Res truc ture
Traf f i c  Con trol Res truc ture
Answer in g Service Res truc ture
Sys tem Initialization Res truc ture
Multitasking in-the User Ring
Methodology o f Designing a Cer tified Compu ter Sys tem
Study of Multics Security Holes
Restructure of the Network Control Program
New Suffer Strategy for Input/Output
Study of Relationship between Reliability and Security
Study of the Storage Hierarchy
Support of User—Defined Object Types
Multics Performance benchmark

— Independent Domains and Ereakproof Services -

‘2.2 Completed Tasks

The tasks listed below have been completed ay the Computer
Systems Research Division of Project MAC at ~1IT.

1. Removal of the Linker from Ring 0 
-

This task was an important first step in pruning unnecessary
programs from the portion of the system which must be certified .
Several other components of the system , in pa r t i c u l a r  the
mana gemen t of referenc e names , can be removed from the kernel
after the lir.~cer has been removed. Final documentation of this
tas~ cas appeared in the form of a Project hAC Technical Remort
and a formally presented technical paper (15, 16)

The initial version of the user ring linker showea 7 to 10
percent slower performance than the standard system . This ~as
improved to performance equal to tne standard system . The user
r i n g  l i n k e r  wi l l  be i n s t a l l ed  in  the s t a n d a r d  sys tem as p a r t  of a
mechanism to p r e l i nk  the sys tem l i b r a r i e s .  This p r e l i n k i n g
e l imina t e s  a special case in the -  user  r ing  l i n k e r , m a k i n g  i t  even
less - p omplex .  This task is now e s s e n t i a l l y  comp le t e-a s  far as
Project MAC ’s Compu ter Systems Research Division is concerned .

8
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2. Removal of Name Space Nanagement from Ring U -

This task removed from the supervisor the facilities for mana~~ing
the association between reference names and seqments in the
address space of a process. The association between names and
segment numbers is now maintained in tne user ring rather than in
ring 0, leaving in the supervisor only the association between
segment numbers and unique identifier.

Removing the reference name management mechanism from the
supervisor required that a data base central to the management of
the address space of a process — the Known Segment Table or KST —
be spli t into a pri v ate and a common part, and tha t the
supervisor learn to lie convincin gly on occasion abou t the
ex istence of certain file system directories . The result of the
removal is a reduction by a factor of five in the size of the
protected code needed to manage the address snace of a process.
Another resul t is a new simpler in terface to the file system
portion of the suoervisor . Instead of identifying a directory
with a character string tree name , a segment numoer is now used.
Toe a l q o r i t n m  f o r  f o l l o w i n g  a t ree  n a m e  t h r o u gn  the d i r e c t o r y
n i e r a r c ny  to l oca t e  the nam ed e l em en t  is t h u s  re~ ~ed f r o m  th~s u p e r v i s o r . P e r f o r m a n c e  t es t s  i n d i c a t e  t h a t  the new ce s in r .
o u t p e r f o r m - s  the  o ld .

The task  has been descr ibed in a Project MAC Tecnnicel ‘Report
( 1 7 ) .  The mechanism has been combined w i t h  the user  r i ng  l i n k e r
and w i l l  be i n s t al l e d  in the s t a n d a r d  system as a u n i t .  T hi s
task is now completed as f a r  as the MAC Computer Systems Research
D i v i s i o n  is concerned .

3. Fas t  Processes in P ing  C

L-ne a ;o r o a c h  to u n d e r s t an c i n g  and s i m m l i f y i n m  the  s t r u ct u r e  ot
r i n g  0 is to s e p a r a t e  p o r t i on s  of tri o su s er v i s o r  i n t o  s e — ~- a r a t e
processes .  It is n e c e s s a r y  t h a t  t n e r e  be a v a i l a b l e  a class cf
prccess wn i ch  is ve ry  inexpens ive  to r u n  so t h a t  tne s c o ar a t i c r .
could  be accompl i shed .  This t a sk  nas  involve d the desi~ n and
ira~ lementation of such fast processes. A specia l  k i n d  of process
has been develo oed whic h runs only in rin g 0, which nas lim ited
capability, and is very efficient to execute .

The fast process is one which makes very restricted denar~ s on
its environment. The process has a legitimate stac k , can a ban d cn
tne orccessor by means of the wait and notify mechanism , and can
ta~ e page faults , but is r e s t r i c t e d  f r o m  t a k i ng  seement  f a u l t s  or
a d d i n g  segm ents  to i ts  a d d r e s s  sp ace .  The w i r e d  s t o r a  r e c u i r e a
f o r  these processes  has been r e d u c e d  ny two st r a t en i e s .  F i r s t ,
t r i e r e  is one d e s c r ip t o r segment  per  oroc ossor , us ed by an y  of
tnese fa s t  processes  when i t  r u n s .  Second , th e  Process
D e s c r i p t o r  Segment  (P U S)  has  been s p l i t  i n t o  two components , on l y
one of w h i ch  is needed f o r  th e s e  processes .  A p er o x i m a t e l y
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one—f ourth of a page of storag e is required for these processes
wi tn the rest of the page available for the process stack. Thus
if a fast process reouires less than three—cuarters of a pafle of
stack ,. there is only one pag e required in core when tnat process
r u n s .

Fast processes were tested in use  by r e w r i t i n g  the i n t e r r u p t  side
of the t ypewr i t e r device  i n t e r f a c e  module  so t h a t  i t  r an  as one
of these processes r a t h e r  t h a n  d i r e c t l y  as a r e s u l t  of an
i n t e r r up t .  N ine  pages were able to be unwired as a resul t of
this change. An ini tial versi on of th is typewri ter manager
process has run for an extended period on the development
machine. The test implementation will not be used in the
stan dar d system s ince a ~new communica tion package recen tly
replaced the particular typewrite r manager used . Fast processes
a re  c u r r e n t l y  being ins ta l l ed  as p a r t  of o tner  tasks , such as the
R e s t r u c t u r i n g  of Page Control  T a s k .

This task is essentially completed except for final
d o c u m e n t a t i o n .  I ts  r e s u l t s  w i l l  be e x t e n s i v e l y  u t i l i z e d  f o r
f u r th e r  test and evaluation in o tn e r  t a s k s .

4. hign—Level Description of System Functionality

As p a r t  of any  a t t e m p t  to c e rt i f y  a sys tem , i t  is necessary to
nave  some d e s c r i p t i o n  of the in tended f u n c t i o n a l i t y  of the system
i t se l f  to serve as a s t a n d a r d  against which to certify. Several
members  of the p ro jec t  have  tr ie d v a r i o u s  no ta tional  sc hemes f o r

~desc r ib ing  the f u n c t i o n a l i t y  of v a r i o u s  p a r t s  of the sys t em.  A
r e p r e s e n t a t i o n  of system data bases an d r e l a t e d  a l g o r i t h m s  in tne
Vienna Definition Lanouage was o e r f o r m e d  u s i n g  tne  ~n o w n  Segmen t
Table as a case study . A s i m i l a r  d e s c r i ot i c n  of d i r e c t o r y
control , using English as tne descriptive lan~ uac e, was also
p e r r o r m e c . F i n a l l y ,  a l a ncu a c e  w a s  n a v i s ec  f o r  a e s c r i o in - ~i
p rograms  w i t h  complexity structured oats bases , wn~~cn a t t e m s ts  to
avoid implications concerning the im o l em e n t a t i o n  of the data b aSe
struc ture. Tnis language is now be ing  used to represent various
alternative algorithms being considered as part of the
restructuring of page control.

5. Study of the Removal of User I/O from Ring 0

A strategy has been developed for handling user—initiated I/C
wnich operates almost completely in the user ring . The only
function which is recuired within the kernel is the management of
mul tiplexed devices. The scheme uses , as the butferinc stratecy
for I/O , the virtual memory management algorithm of the system .
Tn -a scneme effectively removes I/O from the kernel of the system ,
no wever it r equ i r e s  an I/ O con tr o l l e r  wi th ca pab i l i ties s l igotly
g r e a t e r  then  the one c u r r ~~~t ly  a v a i l a b l e  on Mu l t i c s .  Thus t h i s
p a r t i c u l a r  scheme wi l l  not be imp lem en ted  in the near  f u t u r e .  I t
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is being considered in the fur ther design of the System .

2.3 Continuing Tasks

m e  t a sks  l i s t ed  below r e m a i n  ac t ive  and w i l l  be p u r s u e d  in the
f u t u r e  by the Computer  Systems Re searcn  D i v i s i o n  of Pro j ec t MAC
at M I T .

1. R e s t r u c t u r i n g  of Page Con t ro l

fesea rch  is c o n t in u i n g  on v a r i o u s  ways  to r e o r ? a n i z e  pag e
c o n t r o l .  Using the l a n g u a g e  devised under  the  completed t a s k
“ h i gn  Level Desc r ip t ion  of System F u n c t i o n a l i t y ” , a v e r s i o n  of
page con t ro l  was c o n s t r u c t e d  w h i c ~ h a n d l e d  r e a d — w r i t e  secuences
in a separate process . This approach was then further refinad to
produce a version of page control which uses separate
asyncrironous processes to execute all of the ~aoe con tr ol
functions except the act of fetching the missir .o oa’~e. It is
felt that by isolatinc functions in separate orocesseu , anh
c u ns t ra i n i r .-~ them by r e s t r i c t i ng  the  i n t e r p r o c e ss  c o m m u n i c a t i o n
oa ths , t h at  i t  w i l l  be easier to understand and certify tne
ove ra l l  al g o c i t n m . One of the o t he r  c e ri e f i t s  of s t r u c tu r i n c  oa~~econ t ro l  in t h i s  way is that i t  shou ld  be possible  fo r  several
processors  to t ake  and na~ dle a page excep t ion  s i m u l t a n e o u s l y ,
w i t h o u t  i n t e r f e r i n g  w i t h  each other.

The goal of t h i s  task is to u tilize several asynch ronous parall el
processes  to p e r f o r m  the ‘f u n c t ions o f ~aqe control. Separate
processes  a r e  used to remove  pag es  f r o m  m e m o r y  and f r o m  tne
pa -d in g  dev ice  so t n a t  a tree storag e pool .-;ill always exist to ne
used f or  t h e  s e r v i c i n g  o~ cam e f a u l t s . The orocesses  used a r e
ex a m p l e s  of the  fast orocesses develcoed j n d e r  tne  coLrc le ted  t a s k
“~~ast  Processes  in Rin— ~ J” . Use of c~a ra i l e l  processes  pr ov~~ies
s~ mn~ l i f i ca t ~ on of the al~~o r i t h - m , s ince  it eliminates some
artificial interactions that occur if tri e f u n ct i o n s  a re  ~e r f o r m e o
as p a r t  of tn -a same process and which constrain toe functions to
run in a particular synchronized order. The new m etnod w i l l  a lso
scale up m o r e  e t f e c t i v e l y  to a l a r m e r  sys tem s ince  i t  e l i m i n a t e s
conte~n 4-ion on the globa l pag e t ab l e  l o c k .

Only  two steps ~rema in  to complete  t n is  t a s k .  On steo , of course ,
is the final documentation in the for of a technical reoort. The
second remaining step is an investi gation of tne o e r f o m n - a n c e
asp ec ts  of tr i e ne;q implementation. Initial comparisons between
the s t a nd a r d , c u r r e n t l y  o p e r a t i o n a l  Page C o n t r o l  an d  t h i s
e x cer i i n en t a l  v e r s i o n  of Pa oe C o n t r o l  sucges t  t h a t  the
ex oerim ental v ersion requir es scou t one an d  one n a i f  the  s tan ~~n r d
t ime to process a pag e f a u l t .  I t  seems t h a t  t n i s  i nc rea se  in t i .,
results from the experimental version being coded in Pi/ l and tr .~use of a large number of external subroutine calls which
i n t r o d u c e d  c o n s i d e r a b l e  e x e c u t i o n  t i m e  o v e rh e a d . In c  t r u e
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magnitude of these two differences will be investigated to
discover the intrinsic costs of the two algorithms . -

2. Restructuring of Traffic Control

Tecnn i ques are currently being explored to restructure and
sim plify the traff ic con troller in order to speed u p the act of
switching from one process to another and to simplify the
1-necnanisms involve d. The intention is to snlit the traffic
con t ro l l e r  in to  two p a r t s , s e p a r a t i n g  out  the ac tua l  act  of
switching from one process to another from the more complex act
of deciding which process is eligible to run. The division into
policy and mechanism shoul d make the algori thm easier to
understand ..

A desi gn has been prop osed to r e s t r u c t u r e  the t r a f f i c  c o n t r o l l e r
ifltO t~ o levels .  The lower level  m u l t i p l e x e s  the real processcrs
of the system among a f i x e d  nu mber  of so cal led v i r t u a l
processors .  sy f i x i n g  in advance  tne number  of such  vir tua l
processors , t n i s  low level processor multiplexor need r ra k e  no use
of tne systems v i r t u a l  memory facilities. Tr~us t h e r e  is a s t r i c t
i s o l a t i o n  and o r d e r i n ~ be tween  tne mul ti~ lexor and the v i r t u a l
m e m o r y .  A h i g n e r  level  s c h e d u l e r  mu l t i o l ex e s  some of th ’2 v i r t u a l
processors  among al l  of the c u r r e n t l y  o p e r a t i n g  r e a l  - Iu lt i c s
processors .  This  h i ch e r  lev el sc hed u ler can use all  of the
facilities of the Multics virtual memory, since .they are
implemented at a lower level. It is expected that this
restructuring will clarify the relationship between traffic
control and page control and also aid in seoaratinc the idea of
thterprocess signaling from the idea of traffic control. In this
procosal, no rinc U data base (such as the current mes sa-~e table)
wil l  be needed fo r  nessages  between orocesses .  -~es saqes ~Detweon
~rocesses will ce sent using seqrr-ents that are oratected usin:i
tne standard system access control m ecmlanlsms • I n i s  ap p e a r s  to

a great sirnplitication over the current mecnanism .

Progress is being made in four areas. First , the low level
scheduler wh icn im plemen ts vir tual processors using real
processors is being implemented. Second , the hion level
scheduler , which will mul tiplex these virtual processors among
real  ~ultics processes is being designed. Third , al l  por tions o f
the system , otner than traffic control, which must be modified or
redesigned in order to run the new traffic controller have- been~
identified . Included are modifications to interrupt and fault
handling , changes to page fault handling , and various other small
system changes. Recodinq is in process. Fourth , a proposal has
seen Preparea to eliminate from tn~ system tne traffic control
data base kno~ r. as the Interprocess Transmission Taole (Ii~ )Tnis removal would simplify the traffic controller sicnificantly
and se anotner step in the attempt to simplify the various
ir.terprocezs communication mechanisms being used in ~ul tics.
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During this reporting period , no repor table progress was made on
th is  task due to a lack of available manpower.

3. R e s t r u c t u r i n g  of the A n s w e r i n g  Service

ihe a n s w e r i n g  service is made up of those a lg o r i t n m s  w h i c h
a u t h e n t i c a t e  the user , c r e a t e  processes , and manage  t e l e typ e
l ines .  This is a l a rge  in t e rconnec ted  set of f u n c t i o n s , a ll of
w h i c h  are s e c u r i t y  s ens i t i ve  g i v e n  the c u r r e n t  m o d u l a r i z a t i o n .  A
rearran gemen t of the a n s w e r i n g  s e r v i c e  has  been proposed w h i c h
will achieve an isolation of tnose particular components that are
in fact crucial to assure secure operation of the system . A
similarity has been recognized setween the creation of a new
pr ocess and the entering of a new protection dcmain. This allows

— access control lists to be used to regulate the creation of
processes on the behalf of any particular user . In ceneral, this
scnerne avoids the need for certified software by crovidini the
means to assure the user that a process created with the user ’s
i d e n t i f i c a t ion  wi l l  s t a r t  e x e c u t i n g  o n l y  in c e r t a i n  so e c i f i e d
ar o g r a m s  tha t  the user  p r o v i d e s .  These p ro r ~r a m s  ar e  o r o v i - d e d
w i t h  tools ~n icn  a l low tnem to d e t e r m i n e  t n a t  the orccess  n a s
been b r o u q h t  i n t o  e xe c u t i o n  u n d e r  a ’ p r o sr i a t e  c i r cu m s ta n : e s .

C u r i n g  t h i s  r e p o r t in g  p e r i o d ,  a l l  th e  code r e q u i r e d  f c r  the
ex D e r im e nt a l  redes ign  of the A n s w e r i n g  Service  was cono let ed .  Lne
t e s t i n g  and eva lua t i on  of the new v e r s i on  is p r o c e e d in n  in
p a r a l l e l  w i t h  the documentation of the des i g n .  C u r r e n t s cn edu le s
project that this task wil l  be completed in early 1976.

4. :~ultics System Initialization

if one is to certify that a svste~ work s correctly, one must
oeu i n  by v e r i t y i n ~ tne “ i n i t i a l  s ta t e ” of th a t  sy s t e m . For t h i s
reason it is very important to understand OOd the ~u l t i c s  s yst e m
i n i t i a l i z e s  i t s e l f .  The current initialization system is
relatively unstructured and confusing and is apcarently not
amena~ le to verification or certification. A proposal has been
made for restructuring system initialization that reduces the
amount of code in the initialization poase and that simplifies
the task of verifying the remainder .

The approach is to recognize that much of what is now considered
initialization ouc ’nt rather to be considered as reconfi quration .
Initialization is then decomposed into two pnases. The first
cnase involves getting a mini mal ~ul tics uo and runnin g . The
second cn ase  is a se r i e s  of r e c o n f i - z ~u r a t i ~~r.s based  on i n n ~~t
d e s c r i b i n g  toe actual configuration in use. The advanta-~~ oL
t n i s  s t r a t e g y  is t h a t  a l l  of the recor 1fiqurations run in a
comple te , o oe r a t io ns  f lu l t i c s  e n v i r o n m e n t , wn i ch  is m U C n  e a s i e r  to
understand t n an  a p a r t i a l  and e v e r  chano i nc e n v i r o n n en t  as
presen t ed  in the  v a r i o u s  s t ai e e  of the c u r r e n t  i n i t i a l i z a t i o n
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procedure. Also , since the minimal tiultics is independent of the
actual configura tion (given the minimum h ardw are require d) , it
can be largely generated as the system tape is created .
Algorithms wnich run at the time that the system tape is created
are •easier to verify since they too run in a fully opera tion al
Hultics environment. 

-

Coding and design verificati on of th is task significan tly
progressed during the past six months. Initial verification of
the design approach of structuring system initialization as a
collec tion of sequen tial, dynamic reconf igu r a tions of app ro p r i a te
hardware and software subsystems is currently being verified .
Design documentation is expected in early 1976.

5. Multitasking in the User Ring

This task will prov id e an environmen t that will allow the user to
write various programs as if they were executing in separate
cooperating processes. The execution of these processes is
supported ~y m u l t i p l e x i n g  the  one single process of the user .
Thus , this is described as multitas King rather than as
m u l t i p r o c e s s i n g . The c r ea t i on  of tc is  p r o g r a m  e n v i r o nm e n t  in th~user  r i n g  does not  d i r e c t l y  c o n t r i b u t e  to s imp l i f i c a t i o n  of the
k e r n e l ,  bu t  the ex i s t ence  of the f a c i l i t y  w i l l  a l low o tner
modifications that will simplify the kernel. Among tnese is the
des ign  of a s imple  bu t  e f f e c t i v e  q u i t  h a n d l i n g  mechan i sm to
rep lace  the c u r r e n t  compl ica ted  mechan i sm f o r  multiplexing ARPA
Network  server  processes , - a n d  in the restructuring of ‘the
answering service .

One exoeriment involved im~ lem en ta tion of a ver s i on of user  r i n~
Interprocess Communication (IPC) as part of an excerimental
command p r o c e s sor .  In this version , the comma n~ processor runs
eaco co m mand  in a sc oa r a t e  t a s k .  ~nen a gu i t  is Si~ n a li~~d in  t -~e
user ’s p roces s , the resul t is t h a t  on ly  one t a s k  need be
suspended and control returned to the listener. Any new t ask
(command) started will run on a different stack , thus signal
handlers for various tasks never become confused and it is
possible to restart any task in any or der w ith any num ber of
other tasks suspended. Another experiment involved
im plementation . of an experimental version of the Network server
process.

The multitaski ng environment in the user ring is completed and is
usable, but it remains an experimen tal func tion requirin g fur ther
test and evaluation as well as final documentation .
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~~. A Methodolcgy for Designing Computer Systems

This task has been concerned  w i t h  developing  a g e n e r a l
methodology for designing certifiably secure systems . The goal
is to make the systems easier to cer tify as corr~ cc. A method

~as been formulated and is being tested by attempting to desig n a
securi ty kernel for a system with functional characteristics
similar to Multics. The basic desig n is complete and some of the
abstrac t programs have been wri tten in the CLU languaqe (which
resul ted from the comple ted task “High Level Descri pt ion of
system Func tionali ty”). ~or k is under way to make the
verifica tion of the resulting system easier and on improving the
efficiency of the resul ting system wi thou t ma king the
verification har der. 

-

Locumentation of the methodoloqy, design of the Nultics—like
system, and other resul ts are in process and will appear early in
1976.

7. St u dy of ~- 1ult ics  S e c u r i ty  holes

A l i s t i n g  and re~or t is made annually cataloqing all - 

~nown
securi ty flaws in the Mu l t i c s  sys tem , ways  to violate the
security of the system, or ways to crash the system . An attempt
is made to analyze each flaw and to id en tify the general class of
problem represented by the flaw.

Cne general class of security loop—hole was discovered and an
automated search was made of the system to determine which
modules might be susceptible to this particular attack. Several
were found and resaired . After the renairs .Jere iace , tne nature
of toe f l a w  was  publ iscied to tne  - ievelcpm ent  c o m m u n i t y  so t n a t
tne f l O A ’ wou ld  not  be r e ;eat ed .

m i s  t asK is a continuina task re~ uirin- g an on—going review and
annual aocumentation . This documentation has limite d
sistribution by its very sensitive nature.

8. Resti ucturing the Network Control Program

The Network Control Program has represented an ideal candidate to
use in an experimen t involvin g a mul tiple process implemen tat ion
of a con trol alqorithm , as discussed under “2iultitaskina in the
User Ring ” . The Network Control Program is concerned with the
n o w  of da ta  to and fr o m  the AEPA ~e tw o r k .  I ts  p r i n c io l e
f un c t i o n  is the rr a r . a gemen t  of a mu l t i p l e x e d  c o m m u n i c a t i o n  ~~~~~wn i c n  imp l i e s  the m a n a g e m e n t  of m u l t i p l e x e d  b u f f e r s .  I t  was
p ro~ osed tha t  the f l ow  of da ta  be tween  these v a r i o u s  b u f f e r s  oe
im c lemen ted  u s i ng  tne  f a s t  orocesses in r i n g  0.

15 
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A r e l a t ed  area  is the p o s s i b i l i t y  tha t  commo n e lements  may be
i d e n t i f i e d  in the softwar e that is r e q u i r e d  to hand le  d i f f e r e n t
mul tiplexed communication streams . It is possible that there is
a similar functi on in the sof tware tha t in terfaces the ARPA NET
and the 355. A buffer manager routine is an obvious example of
a possible common routine . It is very interesting and profitable
to ide n t i f y these modules and to isolate them .

This marke dly 
- 

reduced the amount of code within the kernel.
Also , if all mul tiplexed communica tion streams coul d be hand led
by one set of kernel modules , such as the networ k server , this
could result in great simplification of the kernel. This
ooservation also has led to the start of a general re—examination
of the way that I/O is done by the system.

The restructured Network Control Program was installed during
this reporting period. Only final documentation of this task
remains.

9. New I/U Suffer Strategy -

This task involves the design and implementation of a new I/O
buffering strateg y which uses the virtual memory itself as a
buffer. The task has become part of the task of restructuring
the Network Control Program . The task arose from an attempt to
increase the efficiency of transmitting data to and from the ARPA
Network and at the same time to gain a more basic understanding
of the interaction between Inpu t/Output functions and virtual
memory  computer  systems .

Ihe r e s u l t  of tn i s  desi gn  is a buffer t h a t  uses the v i r t u a l
memory  and aooears to be i n f i n i t e  in length . The use of the
v i r t u a l  m em o r y  e l im i n a t e s  any need to com oac t  or o th e r w i s e  m ena c e
toe h u f f e r  a r e a , tnus reducinci overnead . Since tn-c b u f f e r  is  in
toe process virtual address space, it is directly accessisie to a
user process. This avoics the copying of data to TaKe it
accessible.

It appears that this I/O buffer strategy can be exploited
successfull y for all devices for. which the system nucleus is
responsible. This unification of buffer management is a
significant contribution to tne certification project due to its
reduction of bulk and complexity in the kernel .

Tnis task progressed from the conceptual phase to toe design
phase during this reporting ceriod in tnat tape I/O services are
being considered tnrouqh the Ai~PA Network interface to determine
the magnitude of toruput dearadation .
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10. Formulation c~ Lri teria for Inclusion of ~odules within the
Kernel

This task is an attem~ t to identify a set of general rul es which
will specify those modules which must be within the kernel of an
operating system . One a~ croacn is a study of the separation of
policy from mecnanism in a nodule. -

As oart of this task , a d iscussion of the cr iteria to be used for
including portions of the pac e control system within the ~err,el
has been produced. Toe intent is to perform a similar study for
various other por tions of the system and to attempt to evolve a
general theory of the structure of a kernel from them.

This task was completed during this re~orting period and final
documentation will appear in the “t•ethodolog y for Lesicning
Com~ uter Systems ” task above.

11. Study of System Error Recovery

-Inc systc r ’s acilitv to recover from errors is related to tne
uroolem of system i n it i e l i za -t i on  since~ bc tn  must assure or
certify that the system is in some known state . ~nis task is
interested in determininc whether there are some particular
structures for data bases and algorithms that ma ke- it much easier
to a s su re  tha t  the da ta  base is in f a c t  cons i s t en t  and c o r r e c t .

This  task was combined w i tn  the “ S t u dy  of the R e l a t i o n s h i p s
oetween Se c u r i t y  and R e l i ab i l i ty ~ task  below d u r i n g  t h i s
re .orting period.

L~. Study of i~. el at i on sh i ~~s aetw een S e c u r i t y  ~od ie1 i~~~i l i t v

Th i s  task involves studying th~’ relationsnio between toe security
of a system and the reliacility of that system . In th~ ~ulticssystem, it is presumed that a system failure may have an unknown
effect on th e security status of toe system ; this ~~~S the reason
that the system is shut down, salvaced, and restarted after every
unex plained system failure. It is not obvious , no wev er , that
securi ty is directly dependent on reliability . If it were
possible to determine that cer tain classes of computer failure
could not influence the security state of the system, then the
two functions would have nothing to do with each other. ~cre
strongly, it is possible that a hig hly reliable system contains
mecoanisms tnat are not desirabl e from the view~oint of security .

~or example , one way to increase the reliable storaoe of
information on a system is to make several conies of that
i n f o rm a t i o n ;  m an j  cooies , h o w e v e r , i n c r eas e  the ~ r o b a o i l i t y  t o a t
toe i n f o rm a t i o n  n ay be c o m p r o m i s e d .
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In an attempt to understand better the relationship between
se c u r i t y  and r e l ia b i l i t y , a s tudy  - has begun of a variety of
systems t h a t  m a i n t a i n  h ig h r e l i a b i l i t y  as one of t h e i r  go a l s ,  to
i n v e s t i g a t e  mech an i sms  in the  sys tem in the l i g h t  of t he i r
implications for the security of the information sto red on that
system. The task has been combined with the Study of - Systei~
Error Recovery task above. -

During this reporting period , ini tial design documentation was
prepared and is being reviewed.

13. Removal of the Storage Hierarchy from Ring 0 -

The removal of the link er and of name space mana~ emer .t from ring
o can be considere d the tirs t two steps in restruc turin g the file
system. The next logical step is the removal of directories from
ring C. Study has shown , however , that this is not appropriate
at tnis time.

During this reporting period , a comprehensive review of toe
~‘ultics storaqe System was underta ken. Tnis croject w a s  led by
~‘hIT personnel and was also attended cy cognizant honeywell
p e r s o n n e l .  T h i s  ~ rou p  stu cv  r e v i e w e d  the  i-:ew Storage System as it
was being designed a n d in~ lement ed . S p e c i f i c a l l y ,  the  D i r e c t o r y
Control subsystem and the functions of its related data base,
the Active Segment Table (AST) , were intensively studied. The
purpose  of th is  s tudy  was to u n d e r s t a n d  the reasons  behind the
l a rge  b u l k  and c omp l e x i t y  of these  f a c i l i t i e s  and to e v e n t u a l l y
propose strateg ies for simplification. It is expected t h a t  toe
out?ut of this study will be a variety of oro~ osals f-a r
acditional researcm in various areas related to tnese tocics .
~Lne i m m ed i a t e  sp i n c f f  f r o m  t o i s  s t u d y  was  toe t a sk  to s em a r a t e
toe Paae Control and Segment Ccntrol functions witnin toe ~ctiveSe~ oent Thule to provide further simclifica:ior. of Pa-~e Control.
~his last task surfaced duri ng this reoortinc ~eriod and oro-~ressin tne torn of initial design considerations was idertim ied late
in the period.

It has been proposed that directory control be partitioned into
two components , each with its own data base. There will be an
unstructured segment catalog , indexed by unique identifier. This
catalog maintains the physical attributes for each segment such
as file ma p , bit count , various date—time parameters , etc. There
will also be a directory hierarchy which maintains the
associa tion between cha rac ter s t r i ng names  a~~ uniqu e
iden tifiers. This hierarchy will also maintain the accesc
control list for eaco segment . The principl e coange in this
proposal , relative to earlier nroposals , is that the access
control list will be stored in thc directory hierarch y ratner
toan in a separate access hierarcny.

- 
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This task proceeded from task formulation and deLinition to
stucy, review , and nroposal during tao aast six montos . Initial
design documentation will be ore~ ared in the near future.

14. Support of User Lefinea Cbject Types

A directory can be considered as an object defined in terms of a
lower level objec t, the segment. It is possible that the
mechanisms that define the directory could be generalized to
allow the definition of new object ty~ es defined by users. This
sort of ability has been provided in systems that are based on
capabilities , but not in systems that are based or. access control
l i s t s .  This  task  has  been cons ide r i ng the  q u e s t i o n  of w h e t h e r
user d e f i n e d  ob jec t  types can be su~ cor t ed  in a sys tem such  as
Nu lt i c s .

There are two ~rojects in this area . first , consideration cf how
extended objects can be supported using an apPronriate
combination of access control - list and capabiii t- ’ cased
necnar .isms. Second , the inalementation of user defined oc~ ec ts
in a pure access control list environment. This ;ro~ ect I S
comsiderinc woat policies for prote ction can be impose d uocn
tnose user defined extended objects. -

Little reportable progress was made on this task durin ~ tr~isreporting period due to a lack of available manpower.

15. :-lultics Performance ~3enchmark -

t.S toe t a sk s  of  s i m o l i fy i n g  t oe  system are accooplisoed and
furtoer oc-niticatiuns to the system are :~rocosed , it is inco rt-ent
to m e  aole  to det~ rm ioe t ac ~;erfcrmance e f t e c t s .  A st a o~ e
raliau !e ~ertormar. ce meter is n e e d e d .

i- -~ orojects nave ceen underway. Cne involves re~ ork of toe
s ta n d ar d  ~•. ul t ic s  c e r f o rm an c e  c e n c o m a r k .  T h e r e  is acw a version
of toe benenmark tnat can be debue ged on lir .e and is extremely
stable - in the vir tual c~ u time reguired for the run. The other
project involves creation of a system load generator. All test
load generators which have existed for ;4ul tics in toe past r~ave
suffered from one of two drawbacks; either they use absentee jo~ s
to generate their load (whica does not exercise the I/O system )
or tney require a large number of telephone data sets (which is
very exPensive) . A load oenerator nas been develonec that car be
run using the ~~~~:~~T to d r i v e  the t es t  ~rocesses. This is
usciul as it includes a test of toe I/C system .

~us tack orooressed ourinn this re ortin-: oeriod in tout fur tner
refinement and definition at ~~e aenchmar~ contents was
im~ 1ernented .
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16. Independen t  Domains and L3reakproof services

‘Ihis t a u k  is e x p l o r i n  some of the implications of renoving
certain traditional supervisor functions from tne ciultics
security kernel and is exploring an extension of tne
functionality of the t~u1tics protection mechanism s to allow
multiple , independent domains to be part of one process.

A traditional su~ erv isor inclu des man y mechanisms tha t ar e not
security sensitive simply to protect these mechanisms from
accidental damage from user errors. To produce a security kernel
fo r  Mul tics , many such mechanisms are being moved out of tne
suPervisor . By moving them to the user environment , mechan i sms
such as toe linker , the reference name mana~ er, and the searcn
rules become breakable , which could make the system harder to
use. Fortunately, the iultics protection rin3 s provi de a place
to protect non—Kernel mechani sms tnat should he arelkeroOf. Tney
can execu te in a r i n g , say ring 3, am -m ve toe Kernel but below toe
normal user ring . Because all data cases manage d by these
service mechanisms are private to a crocess , toey are not part of
the security kernel and need not be certi tied , vet tocy cannot cc
croken inadvertently by user errors. p art of this ~rcject is toe
determination as to now to provide such brea korcof services for
~- u 1t i c s .

The second aspect of this project concerns protected subsystems .
~iultics has always supported user—defined protected subsystems ,
althoug h the protection ring s can provide only one way
protection. It is not possible, however , to use toe ring s to
protect both subsystems and breakproo f services at toe same time
in toe same proc ess w i t h o u t  m a k i n g  the  b r e a k p r o o f  s e r v i c e s  c o m m o n
to all suasystens in a process and tnerefore part of tOe Securit y
kernel for those su~ sVstems . the essential aifficulty is too
total crde rin - of ~rivileqe inch ed by t oe  orotectico rir~ s.T hu s , to ~ r c~~ide breakproc i~ cervices soot otme r ,ay oust cc found
to ~rotect suasyscems , i f  toe f u n ct i o a a 1 i t ~ of or ot e c t e - d
sub sys tem s  is to be m a i n t a i n e d . The method oein~ explorec :S
simulating multiole inde~ endent domains (containing rin~s) in a
process using multiple descriptor seg ments for a ?rOceSS. ‘lo is
project is just beginning and progress is continuir .c.

2 . 4  Conclusion -

This section of this progress report has presented toe tasks of a
large research project to evolve toe ~iultics supervisor into a
security kernel which is cacable of supoortin~ toe functi onalit y
of I~UltjcS com~ letel y and efficientl y . Toe broad objective is
finding ways to rec~uce tn-a size and co,:~ lexit y -of toe soft;-.are
toat must be correct for a soared ‘~enera l—cur~ ose sYstem to he
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secure. ~educad size and complexity of security—releva nt
software is a urereauisite to performing a convincing ly logical
verification that the system correctly implements the claimed
access constraints.
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~.U ~~~~ hARD~ Ai~E ACTIVITIE~S -

C u r r e n t  compute r s  u t i l i z e d  fo r  I n f o r m a t i o n  S torage  an c k e t r i e v a l
(IS&~~) and Commun ica t i ons  applica tions are fun damen tally
incapable of providing adeguate security protection for
concurrent processing of CoD mult ilevel—classified infcr”ation.
The current approach of providing either physical separation
(multiple facilities), or temporal separation (with intermediate
sanitization), is prohibitively costly for the typically lar ge
scale systems requirec .

The Front—End Processors to be utilized with secure large scale
lS&R systems and computer utili ties requir e mul tilev el - security
in order to extend the security pe r imeter to include
communications. -

Toe solution to this problem is based on security desicn concepts
wh icn are  demon stra b ly s u f f i c i e n t to e ff e c t a s ecu re  sy~~tem
design which is certifiable and does no t ~r o n i b i t i v ely  d e a r a d e
performance. 

- -

iciis Part of the Secure ~•1ultics Desion , Ceve1o~men t - and
certification Program encomoassea the initiation of the desimo
and development and prototype fabrication plans for a militarized
Secu re  Com munica tions Processor (SCO~P). A specific application
has been identified which will demonstrate the functionality of
the SCOMP . This application is to function as Secure Front End
Processor (SEEP) for a prototype secure machine of the Honeywell
Series âU Level 6b ~1ul tics class in a communic ations ne twork
e n v i r o nm e n t .  Toe S?~~P w i l l  a c c o rd i n o ly  i n c l u d e  toe i n t e r f a c e
unit to toe ~-iost  m a c h i n e . Also in c l u d ej  is i n i t i a t i o n  of
n a r d w o r e  v e r i f i c a t i o n  p l a n s ,  d e v e l o p m e n t  of n i l i to r i z a t i o n  olan s
cod p l ans  f o r  c o mm u n i c a t i o n s  ne t w o r k  i n t e r f a c es .

inc cesi-:n a~ croacn for toe  S~~u P  is cased on conceots deriv es
durin g toe previous chase of tois contract. These concocts are
in turn based on the Reference oonitor concept develoced cy toe
Air Force (and others) (2) wnico implements toe access rules and
a lg o r i t nm s  of the Sell and La ?adula  ma th — m o d e l .  ( 3 )  The
math—mode l  in t u r n  models the access r u l e s  of the DoD I n f o r m a t i o n
S e c u r i t y  System. The ma th—model is a representati on of finite
discrete—state mecoanisms wherein state—tran sitions are
e x p l i c i t l y  gove rned  by ru l e s  of the mode l .  Since the math—model
is a discrete—state model , i t is correla table to d ig i t a l  c om ou t er
system arcnitectures.

v ,~tile toe functional recuirements of toe heferenc -e— -~ooicor maY cc
~erformed iriteroretively (in software ), oerforman ce and
cc r t~~t i a o i li t y  require t oat  the  f u n c t i o n s  be c a r e f u l l y
d i s t r i b u t ed  amono h a r d w a r e  and software imolementati on in orcer
to effect a useful systerr- . The computer arcnitecture selected is
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based on the established isolation and mediation necnanisrns of
the .•iultics system . Toe f o l l o w i n g  sp e c i f i c  ;‘iul t ics a ar d .~ar e
features are noted :

1. Virtual memor y system

2. hig h speed cacne for descriptor storaoe

3. H ier a r c h i c a l  dom a ins  ( r i n g s )

4. Hardware supoorted ring cro~ sinq

3.1 SFE P t i a r d w ar e  Ob jec t i ve s  
-

‘fOe objectives of this phase of the 1975 program were to initi at— ~
toe design, clan for design verification , an d pl an f o r
fa c r i c at i on  of p r o t o t y p e s  of or. S~ LP for use with the Honeywell
6C (j~ / S e r i e s  60 c o mp u t e r s .  -

The ~~~L P e f f o r t  e n c om u a s s e d  f i v e  m a j o r  t a s k s  as fo 1lo~.s:

1. ~ i r . i c c n cu t e r  b e l e c t io n

Toe o b j e c t i v e  of this task was to select a s u i ta c l e
commercial computer case for toe range of a~ plicatio nc
de l inea ted , woico is securable and m ilitarizable.

2. S e c u r i t y  P r o t e c t i o n  ~iodule  ( S P ~ )

‘109 oojective of t hi s  t a sk  was  to i n i t i a te  d e s i ’~n of an 5 P :
~.-oico can cc inte-arataci into toe selected comsu ter case
add toe necessary security controls ~~ico ~ill eLzect a
use ful secure ccmeute r s~’a tam- .

3. ~C u O P  Lesi~ n

The objectives of this task were threefold :

A . Conficuration and Interface Consic eratiom s

The objective of this subtask was to plan to augment th
SFc~ to include communications network interf oce
capabilities.

ii. Anal ysis Cons i dera t ions

The objective of tnis subta s-< was  to d e l a n e c t e
p r e l i m i n a r y  oa r w a r e  P e r k o r m a n c e  c - e a r c - i -at i o ns  su e  t~ toe
a
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C. L~i i 1 it arj z a t i o n  C o n s ice r atj o n s

The o b j e c t i v e  of t h i s  s u b t a s k  was to i n i t i a t e  th~develooment  - of design requirements for i~ .-i E-~ S~ and Ei~C
c o m p a t i b i l i t y .

4. 6000/ Ser ies  60 I n t e r f a c e  U n i t  Cos ign

The o b j e c t i v e  of this task was to initiate the design of an
interface unit which will permit interfacing toe SCU-~P to
Honeywell 60C0/Series 60 large—scale computers.

5. - SCOL~P tlardware Verification

The ob j ec t i ve  of t h is  t a sk  was to i n v e s t i g a t e  t echn iques
s u i t a b l e  f o r  ( a )  H a r d w a r e  V e r i f i c a t i o n ;  and (b )  D e r i v i n g  a
p r o b a b i l i s t i c  measu re  of s e c u r i t y  comprom ise  du e to n a r d w a r e
f a i l u r e .

3. Teconjcal Aoproach

b~~El- F u n c t i o n a l  D e s i gn

The SF~ P Security approach was to base SEEP Security recuirements
on tne conce~~ts de l inea t ed  in the Arch~itecture Study Final Report
~ f the p r e v i o u s  phase (18) . The app roach  for selection of toe
m inicomputers and the prelim inary designs for both the SP : and
6000/Series 60 Interface Unit (11) were to base toem or. both tne
requirements of the Secure Communications Processor ~unctional
~c-ecification c.evelcaec ~u r i n~ toe crevious .soase ano toe
del i neated ao~ l i c a t io n s  ( 19)  . The ao~ roach to Jerivi n-~ toe
ultimately recommended speciLic im~ 1ementations of toe oE~-~ crJ
óJOU-/~ aries 6C I~ ocr toe SCC.-~ ~cecitication was toen oase~ on.
toe selected minico mputer and numerous tra-oeofts concccte -d unua r
Air Force guidance. Det ai led functional specifications (Lesi~ n
Specifications , Part I documents) were then developed for botu
toe Sp~’- and 6000/Series 60 IU.

SFEI-’ Environmental Design

The SFEP Environmental Design is based on the Honeywel l
Ruggedized Level 6 computer now in development at Honeywell’ s
Aerospace and Defense Group (ACC) . (See Appendix A) . This
r u g g e d i z e d  Level 6 c o m p u t e r  is f u n c t i o n a l l y  b ased  on and is
c on o at i b l e  w i t h  Honeyw el l  I n f o r m a t i o n  Sys t em ’s ( H I S )  c o mm e r c i a l
line of rrinicomouters . Five major areas ot modifications for
ruggedization are listed below;
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1. New Cnassis Design 
-

2. Circuit Card Stiffening

3. Option of Pin and Socket  Cor ,nec to r s  at Eus I n t e r f a c e

4. Power Supply z’lounting 
/

5. ~ew Cont ro l  Panel

The designs developed for these modi fications are di rectly
ap~ licab1e to the additional SP~1 and 6000/Series 60 IU boards and
mocules reauired for the SFEP.

The r u g g e d  m i n i c o m p u t e r  w i l l  be q u a l i f i e d  by H on eywel l  to i ts
Des ign  Sp e c i f i c a t i o n s  ( Cs)  , Pa r t  1. A more  d e t a i l e d  d e s c r ip t i o n
of the ru gged minicomputer program is included as A p p e n d i x  ~~- .

b e TE ;~ -~~E’1- L e s i g n  ap oro acn  deve loped  c o n t r o l  p l ans  t h a t  p r o v i d e
toe de~~ip n  ~i u i d a n ce  n e c e s s a r y  f o r  comp l i ance  w i th  xcE~ / LLA C~se~ a c a t i o n  300 -i E - c oinpa t i o i l  i t y .

~i m i 1 a r l v ,  tne L.-i C d e s io n  a p nr o a c h  develooed control ~lan.r toot
crovi-i c toe den -i n cuidance necessary for comoliance ~.itn.-.lL—S1.~— 4àl~-~ ano  ~IL—S’iC— 4(i.

3 . 3  .~ajor Accomolisoments

‘1ne ro11owin~ sections descrioe toe details of tne individual Air
f o r c e  b t at e m e n t  of ~c r k  t a s k s  re~n u i r e d  to i n i t i a te  toe ~ r L ~~
sasi -~n. The teconical C O O t O 3 C O  to toe t a s K s  is d a sc r ib e c  and
a c c u m o l  isomonts are d e l i n e a t ed .

3 . 4  Linicomcutar ~eleccior.

An an a l y s i s  was performed whicn defined toe crit eria by ~n i :n  ~
trade study could be done. ‘m ess criteria were in the form of
r e q u i r em e n t s  claced on toe commercial minicomputer.

The top level r e gu i r em e nt s  a f f e c t i n g  the  m i n i c o mp u t e r se l e c t i o n
are  s u m m a r i z e d  as fo l l ow s :

F u n c t i o n a l  R e c u i r e m e n t s

1. Toe a r co i t e c t u r e  sn ou l d  ‘as c u s — s t r u c t u r  to su-a~ :r t  an
essentially autonomous becurity Frotoct~ cn. ~.osuae ( a~ - ) .

2. The a r co i t e c t u re  shou ld  nave basic function ality 3ucr .
that the m ,inlccmouter, sucoorted by toe Sh:, w i l l
provide toe functionality reouired for eftect ive
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im plemen tation of a R e f e r e n c e  Moni to r . This  inclu des
m u l t i p l e  m a c h i n e  s t a t e s ,  fast context switchinc ,
s u i t ao le  address  sPace definition , real—time support and
in terprocess communica t ion features.

3. The selected computer must have sufficient performanc e
to sa t i s f y the Fron t  End Processor ap p l i c a t i o n
r e q u i r e m e n t s  for  the E on eyw el l  6000/ Ser ies  60 c o mp u t e r s
inclu ding t.~ul tics.

4. The s~ lec ted computer mus t be sui table for a range of
c o m m u n i c a t i o n s  p rocessor  app l i ca t i ons .

Other  R e q u i r e m e n t s

5. Environmental Requirements

The selected compute r snould be compatible with , or
m o d i f i a b l e  to be c omp a t i b l e  w i t h , a r a n g e  of selected
p h y s i c a l  and e l e c t r i c a l  m i l i t a ry  e n v i r o nm e n tal
specifications apolicable to SFLP and
applications. 

-

6. Product Support

The selected compute r should have continuing corporate
product support througnout the useful life of the
6000/Series 60 family of computers. -

The s e l ec t ion  metnodolog y was to select  a candidate set and
savelop a tradeoff matrix of candidates versus cartinen :
non—subjective attributes.

It T O V  be noted toat many candidates could ma surmo rily
eliminated due to criteria 5 and 6 above.

Fec 0mm end at ion

The Honeywell Level 6 computers with their rug— ~edizedcoun ter par ts were selected as the comou ters which best sa tisfy
tne salient recuirements . ~\ithin the Level 6 family, the NML—l50
was selected as the baseline for the  initial SEEP a pp l i c a t i o n .

2b 
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Task Output

An in—de ot h  d i scuss ion  of re cu i r e m en ts , candidates , traceeft
methodo logy  and selec t ion rec ommen d a tio ns is ci ven in  toe
erigineerin q tradeoff study “C-esiqn Analysis for a ~ultics Secure

~‘ron t End Processor ” , now in preparation as an ESD Tecr~n ical
E~epor t.

3.5 SPM Design

The SCOC* specification is a g e n e r i c  f u n c t i o n a l  s o e c i f i cat i on
w h i c h  d e f i n e s  the f u n c t i o n a l i t y  re qu i r e d f o r  imp lemen ta t ion of a
mul tilevel secure communications processor via Reference—Nonitor
(2) functionality.

The approach for beginning the design of the SPfr. was to perform
specific (too—level) hardware imo lementation of an essentially
au tcoomous S5~i suitable for integration into toe selected
minicomputer base and oerform imo lementation tradeoffs. Tr.is
preliminary design was suocorted oy aevelopment of to-a tasel ine
Letailed ~oecifications (Do) Part I.

The major tradeoffs coosi~ -orec were as follc~-s :

1. L i s t r i b u t e d  c o n t r o l  log i c  v e r s u s  m i c r o — p r o g r a m : e d
con trol loqic.

2. ~~~oei I/C’ v e r s u s  o r e — m o o p e d  1/0

3. Lona a dore ss  f o r m  v e r s L s  s no r t  a- : :ur ess  f o r m  f o r  v i r t u a l
a~ mre ns suac-~

4. ~ev- ~re1 ~acoe con.fi~~ur :tiana

~~~~~~~ ~~.t a  ~cc c r a z - a : ’.tec ~: t~- - u o m i c a 1  ~~. te r -un .om ~~: :~~~~ t m n . - -O
an .a  tr .~ ~~ 1~~a~~~ns i . ’: ~ementa t ion ue:is~ oos ~are nan -c :

1. .-i cro — ~ rooranmeG control

2. ~ao~ ed I /O

3. Long add ress f o r m

based on these decisions and functionality refinements , toe CS
p a r t  I s p e c i f i c a t i o n  was updated to define the current d ico
re-;uireo-onts of tn-a bP~- .
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Task Output

The desi gn specifica tion for the SPM provi des a d etaile d
f u n c t i o n a l  d e f i n i t i o n  of th-~ curren t SPM implementation. This
document was submitted to the Air Force as “Securi ty Fro tection
Lnit Specification ” . It is now in orepàration for publication as
a Confiauration Item Development Specification.

3.6 SCOL~iP Desicn -

3.6.1 Configura tion and Interface Considerations

ihe objective of this task was to delineate top level hardware
interface and configuration functional requirements for the SCO~P
for tne following applications :

1. The SCOL~iP should be capable  of s i m u l t a n e o u s l y  su p p o r t in ~
a varie ty of terminals in both half—duplex and
full—duolex mode at speeds including liC , 134.5 , 150 ,
300, 1200 , 2400 , 4 8 0 0 , and 9600 Dits per second.

2. The ~Co:•iP snould support multic le terminals , modular lv
expandable to a naximu~a of 256 (althouo h this may

- require m ultiple processors  w o r k i n g  t oce th - ar )

3. The SCOi-1P must support various external I/O devices.

4. Consideration and p l a n n i n g  f o r  the  des ign  of brassboard
communic ati ons networ k IL’ s for Si~TIN Iv , Auto din II and
the h-SL Secure Communic ations Controller (5CC)

Co~ n- u o i cat i o r ~s :- e t . -~c r K s

Toe studies indicate tne most cost—effective apcroacn to
interfacinq to toe various communications networks is via toe
standard product—line communications support modules such as toe
mul tilin e communic at ions con troller (~iLCC) and communications
line—a dapters. -

The ~LCC is microprocessor—bas ed and thus is programmable and
nigoly adaptable to different line protocols; message text
d e l i m i t i n g , e d i t in -~- , an d chec k ing; an d communica t ion s l i n e
adapters.

Salient cnaracterjstjcs of toe ~iLCC are as follows:

1. ~p to eight full duplex 1C.~~E~ bi t lines - in pairs ~er

~iLCC (or two 56~ b i t~ l ines , or one 72i~ bit line).
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2. user programm able to provide for messa’~e d e l i m i t in g ,
message editing , and various checkiriq alcorithos.

3. hardware cnecking (LRC , Cr~C, etc.). -

4. Individual Direct ~emcry Access (L~ A) for each line and
transmission direction.

The following line adapters may be utilized for each channel :

1. Asynchronous with ~S232—C interface. Speed selectable
by software for any of the following bit per second
rates: 50, 75, 110, 134.5, 150 , 300, 600 , 900, 1200,
1800, 2400 , 3600,  4800 , 7200 , 9600 .

2. Synchronous with RS232—C i n t e r f a c e .  Up to io.ei< bits
cer second including BSC capabilities.

3. Syncnronous with ~-iIL—S 1D— 1S~ —C interface. Up to l0.E~bits per second incluaing EEC cacabilities (one line cer
adaoter)

4.  D i r e c t  connec t  s y n ch r o n o u s  uu to l0.8k-~ bits per second.

5. broad band synchronous with Lell 301, 303 ty~e interface
(one line per adapter)

6. Honeywell Data Link Controller with F~3232—C interface
(one line per adapter)

7. Hell 801C auto dial.

~en i o n e r a i  ~ev ices

~ir.ca to- a Level  6 comouter fa .aily is a -~-ane r-ai—~:urpose croduct ,
a variety of unit—record , random access , an-I C U 1 K  stora~ e
pericceral devices are sucoorted . Tnese are suita~ le tor
“external” I/O in the 6000/Series €0 context. Peripherals c~
performance macnitude suitable for ~iu 1tics “int ernal” I/O in
g e n e r a l  a r e  not supported and wou ld  r e qu i r e  cus tom c o n t r o l l e r s .

Co n c l u s i o n s

In general the product—s uoported communications controllers
av a i l a o l e  w i t h  the Level 6 c om c u t er  f a m i l y  will cermit direct
hard~ are interfacing to toe SATIN IV ,  A u t o d i n  I I  and AF~PA
networks with a t  p r e s e n t  on ly  one noteble excection. The ;- 1LCC
orovides a 16 bit Circular i~edun-dancy ChecK ~C~RC) , ~hereas
Autodin recuires a 32 uit CRC . ~nis will r ec-uire some hardware
modification . 

~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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In add i ti on , depending upon the network entry points , wh ico is
application dependent , custom adapter cards and software driv ers
may be required . —

3.6.2 SCOL~P D es ign  P e r f o r m a n c e  A n a l y s i s  C o ns i d e r a t i o n s

rI.he objective of th is tas k was to i n i tia te pe r f o r m an c e  anal yses
for the SEEP. -

Approach -

The principle causes of performance degradation due to the 5P-i
were determined to be due to the following :

1. The additional delay in each reference to memory due to
the SPi-1 .

2. The time required to load toe ultimate S~~ in cache upon
data descriptor fault.

3. Tn-c time re~ uired to loan ecacriotor nose roots.

4. Toe additional tine recuired for inter—orocedure
t r a n s f e r s  due  to r i n g  c rossin q  b a r r i e r s .

A comprenensive analysis has not yet been ~e r f o r m e d since it is
bo th hardware configuration and an c l i c a t i o n  d ep e n d e n t .  I~o we v e r ,
sever al asser t ions may be ma de as f o l l o ws:

~em or y ~-t CCC 5S Delay

Ausume a delay of 1CC or 23C os delay per memory nc c- ss
(deoending upon whetoer the uescriotor was located in Last Access

~tora (F~~~) or dacK Up Storage Cache (~~U~ C)) and a memory cycle
time of 750 ns. Also assume 90% of descriptor hits are in Fr ~~
and a typical 60% to 80% of system order time is limited by
m emory  accesses , tr.en a p e r f o r m a n c e  loss due  to t h i s  como onent
would be on the order of 1 2 % .  The r e m a i n i n g  t ime  de l ays  a r e
application dependent and occur rela tive ly in frequen tly and are
small  in compar i son .

Conc lus ion

~ne overall performance , with a - d e or a d a t i o n  l im i t  of no more  t oso
~~~ as s p e c i f i e d  oy the SCC~ p specification , appears readily
acnievaole.
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Test and Evaluation Software

An additional objective of this task was to plan for the eventual
test and evaluation of the SFE.P h a r d w a r e  u t i l i z i n g  s o f tw a r e
designed ana developed for the purpose of test and evaluation .
Tois test and evaluation software is descciued in the Test an-i
£valua tion Softwar e Plan , dated January 13, l97~ .

3.6.3 SCOi~ip Desian Militarization 
-

Tr~e major objective under this subtask was to develop initial
TLL4 PE ST and Et ~iC de s ign  s p e c i f i c a t i o n s  fo r  a militarized SCO~~ .

id~4~ 5ST

The initial system design effort was the definition of toe
i~LD/HLACK requirements . It is consicered toat a t y p ic a l
situation would find the SCO~tP operating in a secure ~~~ area
with both hich and low speed L~LD lines and low to me dium s~ eeuc~LAC~ l in e s .  b iqo  speed an d low speed a re  s om ew o o t  n e ou l o u s
t e r m s ;  in the c u r r e n t  c o n t e x t , low sneed r e f e r s  ty o i ca l ly  to

~~ S and h i g n  speed r e f e r s  to dat a  r a t e s  c r e at e r  tna~ ~~~~~
-

~~~~~ fhe rationale for toe typical situation is as follows:

1. A higo speed line is most often used for snor t
d i s t ances ;  t h a t  is , b e g i n n i n g  and end i ng w i t h i r .  the
same cont ro l led  a r e a .

2. A typical remote HLACK user would communicate througn a
cnann e l  c o n t o rm i n g  to ~iIL—ST D—l E8 or ~-d— 232.

~~~ users are not ~rec1udeJ from nLA C .~ dat a ; a z - L ~ C user ~sul~.oc:air. L IA C ~-: data on -a ~ED l i n e .

- o - n u l a r i : v  is c on s i d e r e d  e s s e n t i a l  if toe E CO .~E i s to f i l l  i ts
i nu l t i ?u r P o s e  r o l e .  ~ i t n  a b u s — s t r u c t u r e d  m i n i o n :  : ut e r , tne l/ d
cap ab i l i :j  is acn ieved  v i a  a o l u q g a o l e  I/ O c o r d .  i~~:f ~~ desian
pro olems  are m i n i m i z e d  i f  tb-a 1~L [J/ E LACK m o d u l a r i t y  is im ~~l em e n t o d
in olocks of one lid card. Also , maximum flexibility can be
acn i eved  by p l ac ing  the  RED / SLAC K da ta  i s o l a t o r s  in a seoa r a te
isola tor module (or chassis). Thus , only users who recuire
F SC/ELAC~ da ta  i s o l a t i o n  w o u l d  u t i l i z e  tne module. Strictly ~uD
users woul d no t u tilize the module.

~~ C/~~LA CK ~so l at ioo  and i~~o l e me nt a t i on  of m o d u l a r i t y  a re  f u r toer
u i scu ssed  in toe Teconica l  C o o r d i n a t i o n  L e t t e r  ( ‘~CL) h o .  2
‘~~fL~~-L T . L ~LhI CA~ I(~~ ~ : c ~~~ (~~~Cni- ) TL~iPL SC ~~~ L-I~~L~~~~i~~’
wr’~ c~’ was sL~ T~ ttec. to tie t~ir rorce 0’ 19 Se~ te u-’~r 1 c 7 5  is
t ec o n ic a l  n o t e  containes the recommendations toat only normal
~LD / i- L~ isolation ce ~rovided cetwean c i f f o r e r .t l eve ls  of
c l a s s if i e d  u s e r s  because  i t  is assumed a m ro~ eriy cieareci user
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would not act in a covert manner. with the modularity scheme
proposed and TEi— ll~EST i s ol at o r s  a t  the  o u tp u t , any r e a s o n a b l e
num ber of F~EE users could oe isolated to normal i~LD/~3LAC1~ levels.

The sys tem desi gn e f f o r t  has  been documen ted  in the TEi’iFC~ T
CCNTPQL PLAN , (Confidential) , submitted to toe Air Force on 29
Gctober 1975. The TEAPEST CO~-4Tr~OL PLA N is the  m a j o r  o u tp u t  of
the TE~iPEST test during this program pocse. It outlines toe
TEt-iPEST program and contains the applicable documents and
requirements. It defines the TEl-~PEST subsystem requirements for
the chassis , REDRLAC1~ isola tors , power supply filters , cablin g,
bonding, grounding , and connectors.

H

A resoonsible TEi’~PEST program must be interrelated to the 5-C
design. The L:~C requirements are NIL~STf—461A and :~IL—STc-— 4~ 2.Tne major EL~iC design constraint is th~ imposition of T~~hP -ES T , as
toe two disciplines are interrelated but not necessarily
cortoatible. For example , the po~ er line filter was selected so
tne basis of meeting T Ei -P E S T r e c u i r em e n t s , r a t o e r  to -a n t A.~~~

r e q u i r em e n t s .

An E~iC Con t ro l  P lan  was gen e r a t e d  c u t l i n i n g  a p r o g r a m  to a cn i e ve
LiA C compliance in a suitable minicomputer. The E~iC Control Plan
was su3mitted to the Air Force as TCL No. 4 on 23 October 1975.
As wi th  the TCA~iPCST plan , i t  d e f i n e s  system and subsys tem
r e q u i r e m e n t s , in c lu d in c  the  ch a s s i s , c o n t r o l s  and indicators ,
cabling and connectors. It includes a preliminary Ground and
i~eturn diagr am which is somewnat peculiar to toe mre1i:~-inarv
~~~~ :a e c r . a n iz a t i o n  se lec ted .

3 . 7  ~~L0/der~ es ~~~~. lotorl-ace Unit

~he Interface Unit (IU) required for interfaciom to the
60C0/Series 60 IC is a complicated device with many
im p l e m e n t a t i o n  a l t e r n a t i v e s  in toe area of:

1. ~ntry Port to the 6000/Series 60 -

2. nu mber  of e n t r y  por t s

3. Intercommunication rat-c , channel width , and number of
channe l s

4. Data formats 
-

5. S e p a r a t i on  ‘d i s t ances  accommodated .

T r a d e o f f  data  was developed fo r  the v a r i o u s  a l t e r na t i v a s  and
p r e s e n t e d  at  ~e c hn i c a 1  In te rc ha-n qe  ~eat i n cs .  (Also  see
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“6000/Series 60 IU Trade Study ” , TCL ~.o. 7 wnich was submitted to
tne Air Force on 1 December 1975) . As a result of the tradeoff
data  and f u n c t i o n a l i t y  r e q u i r e m e n t s , the  f o l l o w i n g  des ign
aecisicns were made:

1. U t i l i z e  an Input Output ~ultiplexor (IO~ ) por t in l i e u
of directly entering the System Control Unit (SCU) of
the 6000/ Ser ies  60.

2. Utilize toe Direct Channel interface to the 101-i in lieu
of the Peripneral Systems Interface.

3. Design to accommodate , though  do not  im o l e m e n t  a 2C~~0foo t  s epa ra t i on  b etween SF EP and 6000/ Se r i e s  € 0 .

4. Implement  single (hardware) communication s channel (with
software multiplexing) .

5. Accomo-date greater than l2fi< words/aec burst traris ter
rate.

based on these implementation ana functionality decisions , a OS
part I s~ ecification was develo -ed woico defines toe cur ra nt
f u n c t i o n a l i t y  im e l em en t a t i o n s .

lask Output

The Design Specification for toe IU provides a detailed
functional definitio n of the current IL imsiementotion. It was
s u bm i t t e d  to tne  A i r  fo r c e  as the “ 6 0~~0 IL F u n c t i o n a l
~~ecification ” an-i is now underooinq review and revision .

3 .~~~~~~~ P ~-ar cware s-ri ficet~ c-~ etnocio1oc i~~:

i~:e ma~ ur objectives c-f tois Thsk were to 1nvestia:t~ cem :;utcr
r’d~~ rc verirication methodolcc i~ s ac-plinnol e to a

C o mm u n i c a t i o n s  Processor  ( SC~~h P )  and to select recom :-~ende’itechniques wnich accomolisn each verif ication element. iwo major
verification elements were id-e r~titied for analysis. Th ey  are:

1. Prooabilistic measures analysis of security comprom ise
induced by hardware failure. For this element , the
impact of unreliaoility in . toe ~hysical hardware on
Secure Communications Processor :uerforrran:e must
ultimately be analyzed and quantifie d .

2~. Certifica tion tnat toe SCC~ P hard~;are cco.r~ 1ish-as toe
performance requirements of its d-a s~ cn soeci ric-ations.
For t n i s  e l e m e n t ,  tue  h a r d - or e  c e r t i f i co t i o : i  c r i t e r i a
and metoodology for nesian analysis , c~c-si~ r. testing , ann
p r o d u c t i o n  p r o d u c t  c o n t r o l  m u st  oe s e lec t ed  an d
sP e c i f i e d .
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Aporoach

A g e n e r a l  i n v e s t iq a t i on  of toe f o r m  and c o a r a c t e r  of a v a i l a b l e
a n a l y t i c  tools and orocess  t e c h n i q u e s  a pp l i c a b l e  to h a r d w a r e
verification was conoucted. The investigation serve to
establiso the specific tasks aporopriate to accomplishing toe
p r o b a o i l i s t i c  measurement an a l y s i s  and t h e  c e r t i f i c a t i o n  of the
SCO~ P h a r d w a r e  d e s i g n  and ohysical product. Additionally, toe
rao~ e of the available methodologie s for each tas

k which should
cc a candidate for detail study and/or tradeoffs was also
d e t e r m i n e d . A Technical Note on SCO~1P hardware Verific ation

~ethodolog ies which contains descriptions of tne work elements
necessary to achieve probabilistic measurement and hardware
c e r t i f i c a t i o n  and an o v e rv i e w  of candidate methodo loqies was
submitted (TCL No. 6, 11 November 19Th, “A Technical ~.ote on
SCb~1k riordwore Verification r~ethodolocies ”).

~~~~~~~~ m e t h o d o l o g y  t r a d e o f f s  de sc r ibed  above were  c e r f o r . me-:~ a nd
suitable criteria were selected . ~here further tradeoffs ~erei n ap p r o ~~r i at e  to a s p e c i f i c  t a sk , tne t a sk  c r i ter i a  n ave  seen
d-avelooei and s~ ecified . i~acse criteria are contained in to-a
p ?rapri ate detailed scecifications , cuality Assura nce l~rovisicos

s~ ctio~ s , for toe b;. anu IL.

Conc lus ions  -

The hardware verification methodologies investigation h s
resulted in r e c o m m e n d a t i o n s  in t h r e e  a r ea s :

1. Probabilistic measure analysis tecnni~ ues -

2. r~a r d w ar e  n e s in o  c e r t i f i c a t i o n  t e c o n i cu e s

3. Pnyaic l nrud~ ct teat -ann certi ficanian crit e ri a

~ manual orobacilistic measures ana lya~ s technIque ~-as
recommended. A SCC~U? functional level of analysis was determi ned
to oc more suitanle than a detail electronic circuit analysis of
every component.

- A F~egister Transfer Level (RTL) simulation is reco mmended ta
accomplish the hardware desi gn certification. The simulation
would encompass the SP~i and the portions of the CPU d e d i c at e d  to

- suo por t toe bP~i i n t e r f a c e .  A similar technicue may also cc
emoloy ea f o r  the  6003/ Se r i e s  60 10.

2est and inspection criter ia were develoced and inclu ded in to-a
h P ~~~. nardware OS Part I soecifications . These criteria includ a
r e t e r en c e  m o n i t o r  f u n c t i o n a l  specifications. These criteri a
include reference monitor functional exercising , electronic carts
loqical tests fcr production units, and configuration insoection~to insure integrity of the production product.
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-~ne ~esion verification reoort describes in. detail all traceoffs

~crtornea aria concomitant reccmrv encaticr .s. It has been. oub lished
as “~-robabilis :ic ;leasures of Coirprom ise ” , L~ C— -

~L~—7€ — l 60 .

3.9 Future Plans

~uture olans are to complete the b~ LP desion; fabricate , test
and evaluate orototyoe ~~ ~s and supoort intenraticn into tae
prototype Secure ~‘iu1tics systems or. a scoedule consistent ~.ith
program requirements . A detailed descriotion of future olans ,
schedules and poasing s are delineated in the Lfoneywell document
“Multics Security Integration ~equirements ” (31 cctober 1975)
Section 11. ‘Ibis document is now in review and prepar ation for
publication as an LSD ~echnical Fe~ oc:.
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4.0 SECUk~E t-LLTICS CEVi~LOP~ ENT

A secure compute r system is one wnicn can successfully protect
all data entrusted to it from unauthori zed disclosure. ‘Ibis is
toe basic definition of system security or more soecifically
system software security wnicn cuides the Guardian project.
issues of physical security which can deny service to autnorized
users  ar e spe c i f i cal l y ignored here (e.g., fire , flood , etc.~~.
The major concern is to counter all security threats which would
allow someone to steal information (or data) from the computer
system. The security threats of general interes t fall into tnree
logical areas: malicious persons external to tOe system ,
au thorized users of the system and collusion between autiiorized
user s.

The t h r e a t s  from malicious persons external to the system are not
oarticularly interesting to the system software deziqner . These
toreats include: tapping communication lines; stealing listincs,
taoes , terminal cutout or otner data qerierated oy toe system ;

• srealin~ passwords ot authorize d users; m on it ormn.~
electror a~ netic emanations from tne hardwar e ; or •un.autoc rized
actions by  ocerations or acministra tive personnel. Thch of t.-.e
tarents mentioned can only cc countered y cr;~ sicai or crocedural
security r easures external to tn-a com:;uter systao. ~ae only
external threats of interest to tne system software desi’~nc- r a r e
illegal attempts to enter the system (login) and -operational
errors. These are solved by the use of passwords for user
a u t h e n t i c a t i o n  and by p r o v i d i n g  u n a m b i m u o u s  i n s t r u c t i on s  a n d / o r
nessaaes to ocerations personnel.

~ne r e m aj i t i n c  s e c u r i ty  t r i r e a t s  come f r o m  u ser s  a u n o o r i n e - :  to
anter into and use tb-a system . lois i~~~ too area of oor:ic~ lar
inter est in tois develcament effort. Toe 1-ass severe iot ernn
toruats of orowsinq by a curious user and ~cc1ne~ t l  urcotia: :1
access nave oaer . addrea sec. cv toe imoiem -nr~~-atico of toe
Isolation ~ecnanism . The insidious toreats of a ‘ rojoa ~crse
progra m or system penetration retain to ~-~e solved.

~ithin the ~kul tics arcrlite ctur e , a ~eneral solution to the threa~:• of a Trojan Horse has not oeen found . However , for a Trojan
horse program to be able to compromise data , it must cc acle to
communicate between security levels. Therefore , one recuir ement
of this effor t is to eliminate all communicati on . paths wnic~
would allow a program to rea~~~ a ta of one s e c u r i ty lev el a n 2
...rite it wnere it could be read from a lower security level .

us-a r wno ca n  penetrate t h t  s uc e r v i s o r y  elern er ,t a of t h a
ooe r ata n-i system may b~ aaie to invalidate all tne access control

A penetration can occur from inccrrect
im:J.-emen t a t ion of toe v a r i o u s  p r o t e c t i on  m e cn a n i sm s  or f r o - ’  a
maliciou s ~roqra.mmer insertino scecial code secuences to m rovi ce
a “ t r ac  door ” into toe o~ eratin- i system. ~nere for-e , ar.otne r
requirement of this effort is to verify toe correct
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implementation of the ~iul tics operating system and to verify toat
no trap doors exist.

i nc :-~u l ti cs  p r o t e c t i o n  meco anisir s are implemented within the most
privileqec protection ring , rina 0. Unfortunat ely, there are a
large number of p r o er a .~s in r i n ~ 0 whico are very comolex . Toe
interac tions between these oroc~ra m s  a r e  al so com p lex an d of ten
subtle or obscure. In addition, there are no mechanisi-s to
protect procrams and data within ring 0 from errors in other
programs in this ring . Therefore, any attempt to verify the
correc tness of the current &~iu 1tics suoervisor as it exists is
doomed to failure from the start. - -

The aoproacn to meeting the requirements is to restructure the
c u r r e n t  t - iu l t ic s  o p e r a t i n g  system to i so l a t e  the primitiv e
mecoanisms which implement the security access controls. This
w ill form the reference monitor or security kernel of ~ul tics.The matnematical model of computer security is the criterion used
in d e f i n i n g  the  i n t e r f a c e  b etween  tne  kernel and other carts of
toe system. . Good en g i n e e r i ng  or a c t i c e  r e qu i r e s  toat tOe current
o~~ ratiog system be :-oldec into tn-c new structure rato or toan
a:temcting s complete top—down rec-esicn . It is exoected toot
several iterations ~etween top—d o~ n s.aecificatico 2or correctness
~r-sots and bottom— up design for en-jineerin~ feasi~ i l it ; i— il l ~~n eedea .

4. 1 ~ajcr Accomplisnments

iOe activities over the l as t  s ix  m o n t h s  cave concentrated on the
~ott cm— up cefiriition of toe security kernel, extern al
in ~~~u :/ L -ut t u t  (I/C), and the suhaccuent restruc tur in~ of toe
r~ m a~ r.inc .‘.ultics supervisor functions.

~i ti- cu -eroel

L : .e . -.Ui tics security kernel contains all functions which rrov loe
a c a - ~ss c o n t r o l  dec i s ions  and a l l  h a r d w a r e / s o f t w a r e  m e cn a n i s m s
n e c e s s ar y  to s up p o r t  tne access control functions. It is these
fu r i C tj o n~ w h i c h  m u s t  e v e n t u a l l y  be certified correct for I-lultics
to be secure. Tne security kernel is defined to include all Fing
0 software (simplified , of course ) , a l l  t r u s t e d  orocesses , the
Central Processing Unit (C~ U) hardware itself, the m e m o r y
~iddressine hardware, toe IC~ and channel hardware , internal I/C
Lan~ tjon s, the Sr~~ communications interface , and the external
:;erioo-eral 1/0 interface , ac re  d e t a i l ed  ~ e s c ri o t i o n  of the
~<~~rr .ei functions is ~e in -~ cresared in toe L’.ultics ~:ernel
am c’ ci f c~s t i on .

37 -

— ---— ---------—---•— —•---- - ---——--- ------



~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

~ecure Input/~ utpu t Services

The means of provi ding secure internal I/O functions has ca-used
the g r e a t e s t  concern  to the p r o j e c t .  The o r i g in al t-~IThL propcaal
of h a n d l i n g  a l l  e x t e r n a l  I/O t h r o u g h  the S~~E~ has  üeen r ep laced
due to unwie loy  eng i n e e r i n g  c o n s i d e r at i o n s .  The n i g h  b a n d w i d t n
in terface requirement needed to support hig h sceed devices and
the extr a problems of supporting this interface over a distance
of 2000 feet was determined to be less practical than our primary
a l t e r n a t i v e .  ~dC have  chosen to p r o v i d e  f l i gn s~3eed p e r i o he r a l  I/O
serv ices  th rouq h the  I0~;- which  w i l l  h a v e  to be s l i g h t l y  m o d i f i e d .
This method of supporting I/C is presently being provided within
Multics. Some h a r d w a r e  m o d i f i c a t i o n s  to the Ic-i! have been
designed which will show that toe 1014 and the current software
mechanism (ioi ) form a complete reference monito r for these I/C
functions. The SFEP is still required for nandling the external
communications I/o functions. It has been determined that the
DA iA~-~LT 6600 (toe current communications orocessor) and toe
current froht—end processor  software (iultics Communicatio ns
i yste~: — hC~ ) cannot oe certifie d . Since , by i ts n atu r e ,  a
front— nd processor must hanule multilevel data , tn-a front— nd
orocessor Kernel must also be certifie a just like toe ~1ultics
Kernel. Toe SFt.P a~ oroach is toe only way found to sucoort and

~rovide toe environment for certification. The results of tois
I/C study are being documented in a T ecnn i c a l  C o o r d i n a t i cn  Le t t e r
(TCL).

~‘iu 1tics S up e r v i s o r  F~e s t r u c t u r e

‘Inc s im o l i f i ed  s e c u r i t y  k er n e l  and , to a lesser extent , toe
cOan-~-as to nandle external I/O nave rec’uired too restructure ci
s e v e r a l  su o er v i s c r  t u n c t i o n s .  Th p o s si b i l i ty  of r e m o v i n c  to-a
directory control function from tne security kernel is com a
anvestioa tc~ &O-j cam-ear: to to se very attractive , as omoosed to
toe approaco pronosed cy ~iI TF . ~- .e s sage  s-ecnents  n a v e  beer .  m oved
Into toe security kernel since tocy  contain multilevel data .
Toe impact of tr.is design on the user  i n t e r f a c e  (e . -t . ,  m a i l  and
i n ter p r o c ess  console messages)  a r e  be inc  e v a l u a t e d .  Some new
a d m i n i s t r a t i v e  mechan i sms  are be ing pr000sed to suoport I/O
device  a s s ignmen t  according to the security model. The ~ewStorage  System (NSS) design has enabled some new system features
to be defined . A most desirable feature is to allow creation of
upgraded segments. This may become possible wo en some proposed
changes to the quota mechanism are fully investimated . ihe
coanqes to tne user interface and restructuring of suoervisor
functions are being documented in the ~~ecificaticn f-e r a
&rototyPe Secure ‘~ultics System.
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5.0 SCOL~~ SOFThARE DCVELOP~.E~T

The objectives of this phase of the 1975 pro -cram were to specify
a secu r i ty ~cerne1 for the Secure Communicatio ns Frocossor (SCc~~F)
and to begin the cesign of this security kernel. The SCC~P
security kernel should de ceneral ~ur~ ose in na tur es and a
s u i t a b l e  base f o r  a d d i t i o n a l  software to perm it a~ plication of
toe SCCFIP kernel in environments other toan just as toe ~ul tics
Secure F r o n t — E n d  1-rocessor ( S F E P )  be ing  developed f o r  t h i s
Program . -

Tec hni cal Aporoacn 
-

Toe Sc~~~~ s e c u r i t y  k e r n e l  approach  was to oase the k e r n e l
re qu i r e m en ts on those r e q u i r e m e n t s  ou tl i ne d in the  i n i t i a l  k e r n e l
soecifications provided by toe Air Force . These recuirements
were then reviewed in light of toe Secure Cor municatior.s
processor Specification crepared by k~oneywell and mo dified to
remiain in accordance with the SCO:-IP specificatio ns. Once to~requirements have been defined for a general ~uroose SC~~:P,~ernel , toan these requirements will be trans lated into a ~~~~~
~ernel jOP Level S~ ecification.

.-. ajo r  Accomplishments

The efforts accomplished during this time frame were mainly in
training software personnel to understand the security issues as
well as understand the work that oas been oerformed by both th~
~ i r  Force ann ~ITFh in toe area of the cCC -IF security Kernel.
The ~ir Force and ~ IT~~i have been develo~ inm a security oernel
f-o r a —eno ral murcose communications aecl!catior1 for several
years. L3ney~ ell nas tried to use this effort as tn-a basis for

~~~ £ Ker”~~. i-’ e i—ir rorce/L 1~ L L ort ~as U”CO\CrC ~
several ~ey security issue: woich have not ceen fully aferes :e--a
in toeir effort. coneywell nas ceen tryin c to odor-ass and
resolve these issues. LiITK~ nas also been work~ n~ on a
p r e l i m i n a r y  d e f i n i t io n  of the SCO~iP kernel. ~ ITk ~E~ nas provideuHoneywel l  w i t h  some t e c h n i c a l  g u i d a n c e  on toe functional aspects
of toe kernel. Honeywell is now exoend ina its efforts on
exoandir .~ the kernel functional description into a too level
specification.

The i-oneywell a:oroacn nas been to first develoc a functional
aescri-ation of the SCONE- kern-el. This was required so ta-s t tn-a
effects of toe ooerating system and comr~unicatior. suosystem coula
a-a incorcoratod at the kernel level. This functional c1escri~~ti-D n
~~s toon reviewed by toe Air Force/~-1I~J~ . and comir -ents were
ge n e r a t e d .  ~ iese comments are now oem -a factored into the
t u n c t i on a l .  d e sc r i c t i on  d o c u m e n t .
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In addition , honeywell personnel are in constant communication
with Multics system designers to establish the functional
descriotion as well as establish the hultics kernel to SFEF
kernel interface.

Once the functional description document has been prepared , then
toe effort can concentrate on the development of the Top Level
Specification. Since toe learning curve was longer than
anticipa ted , toe effort on developing the functional aescription
document  has  f a l l e n  b e h i n d  s chedu le .  This has  impac ted  toe
effort r e q u ir e d  to p repa re  a draft of the SCOMP kernel toc level
specification. For the past several weeks , Honeywell has
concen trated its personnel on preparing the specification and
w ill continue to concen tra te i ts per sonnel on th is task un til an
acceptable SCGL4F kernel top level specification is completed.
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6.0 C~ RTIFICATIOt~ ACT I V I T I E S

Ouring this reporting period , signific ant orogress was achieved
in the development of a metnodology to certify the ~4ul tics and
SLLP Kernels. These efforts were performed by Stanford Pesearch
Institute (SRI) as a subcontractor to Honeywell. Specifically,

~EI prepared three significant documents related to tne
cer tifica tion effor ts of th is orogram as follows :

1. E~. J. Feier tag, Pr el im in a r y  ~iodularization of a-.ultics -

(to appear as a Technical Coordination Letter on C
J a n u a r y  19 76)

2. R. 3. Feiertag, PL/I as a System Programming Language
for a Certifiable ~‘iul tics (to appear as a Technical
Coordination Letter on 27 January 1976)

3. K. h. Levitt and P. C. Neumann, An Interactive
Environmen t for toe Specifica tion , Implemen tation , and
C e r t i f i c a t i o n  of ~u l t i c s  S e c u r i t y  K e r n e l s .

o.l The Froposed Environm ent

On toe basis of toe work to date , the Interactive Er .vircnTent
will be highly supportive of tne effort to certif y the ~u1tics
secur i ty kerne l , assuming that 1) toe irodularization of the
revised L lu l t i c s  d e s i g n  is s u i t ab l e  and t h a t  2) s u i t a b l e
modifications are made to FL/I to ma ke it approoriate for
certification of the imolementation of the environment. Toe two
‘iechnica]. Coordination Letters listed above both give significant
~romise toot tnese assumptions can be realistically assuro~~.
~ lsa , toe development of toe environment is realistic or. toe
aesirec time scale , in that it is aesed -on existin-: orototvce
tools ano on a caretully ~o~-eloce-a soecm fieati on lan~ uaoe (1’.)
oath of wnicn are currently being used in SRI’s secur e -o~ -eratin:
system development for the D-e~ artm ent of Cefer.se ~ito
cons iderable success . -

~ne proposed environment includes a data base for keeping trac -c
of different nodules of toe system as they evolve , i n c l u d in g
tneir status with regard to s~ ec i f i c a tion , im ol em en ta tion , an d
proof. It also includes facilities for checking syntactic and
(to some significant extent) semantic consistency of the
s~’ecjfica tions . These tools - are all based on existin: working
orototyoes. In its ultimate form , the environment can also
include tools for formal testiri-e and sem i— aut omatic ~aroo f: of
cor rectness. i-:ote , however , that aithound these latter tools are
only c-artly anticipated by existing ~rototypes , they need oat cc
ccnsi-iered essential to toe verification effort. L.evertoeles: ,
even toeir partial evelopment could b~ extremely ricleful.
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The e n v i r o nm e n t  w i l l  oe rm it  e t f e ct i v e  i n c r e m e n t a l  p r o o f s  of the
evolvin g vers ions of Mu l t i c s  once the firs t certifie d versi on of
£~.ultics has been attained , providing an indication of just which
steps may have to ce r e ex a m i n e d  by new p r o o f s .  I t  also will
provide significan t nel c in the develo pmen t process , from the
very beginning . The use of the methodolog y (and toe
specification language suppor~ inq it) should considerably enhance
security throughout the design , implementation and proof stages.
Fur the rmor e , the approach is immediately extendable to the proof
of securi ty (and other proper ties) concernin g subsystems and
otner  pa r t s  of the system outside of the kernel.

6.2 The Desian

Certification of security will be feasible only if the desion - 
-

structure is appropriate. A conclusion of the Preliminary

~-.odularization of :-~u1tics note above is that altnouoh the
existing design is fairly well modul arized, it is not
nierarchical . The fact that much functionality in the present
system noes not belong in the hultics ~inq Zero is bei nm
addressed oy toe ~-~IT researcn .

6.3 Toe Suitability of FL/ I

Ine existing FL/I language is deficient in several  res~aects , w i t h
reoard  to c e r ti f i a b il it y  of tile ~u 1tics s ecu r i t y  ke rnel .
k~e f e r en ce  2 (above)  proposes s p e c i f i c  changes  to the l a n g u a g e ,
some involvin g the elimin at ion of featur es, others invoiviO-: the
restriction of existing language constructs .

~ia~ ific~ r.t recommenoations involve strong tycinq of cointers ,
avoiuance of “unsoec ” , of mis—ma tcoec aeclaraticos , an.~ other

n~ sm-;~:rc conversion s , rectrict~ aos cm lacels and nonloca l
d~~u ’s, nrctection of data an~ oroceoures between diff erent
oierarcriical jevels , elim ination of pictures an-a 2L/I l/~~, an~
associated built—in functions.
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AfE-u~.DIX A

RUGGEDIZED LEVEL 6

CC~IPUTCR DEVELOP~E?.~T Pi~OGF~AR

( 1-~-~ L)
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I. INT1~~L)UCiILN

The objective of the honeywell funaed R~~-~L development proarar is
to rua -gedize the c o mm e r c i a l  ( H I S )  Level 6 m i n i c o m p u t e r s  f o r
military and non—beni gn commercial environmental apolications.
Toe rugaedized computer is the nardware base for develonment of
tne SCOL~~. - 

-

In order to contain costs within specified guidelines , the
computer  des ian  is o ri en t ed  p r i m a r i l y  t o w a r d  g r ou n d ,
ground—mobile and transport aircraft applications . Primary
design effort is directed as follows: 

-

1. New chassis  s t r u c t u r e

2.  Circuit Card stiffening

3. Pin and Socket c i r c ui t  card connector chances for toe
bus interface

4 . Power sucolv mounting

5. ~ew control canel structure

II. C~SICN APPROACH

Ch assis  Design 
- - 

-

An important consideration of a militarized or r u - 7 a ed i z e d  piece
of eguicoent is toe aoility of tn-a mecoanical structur~ to
;~itnstana viuration and shock levels ty~ ical or a m ilitar y
environment. Therefor e , toe Level €~ co-r-;uter ru~ aedizetron
orocram involves to -a use of a ~;r -ec is  ion  i nv e s t m e o t  c a s r ~ no as
n o u s i n o  f o r  toe c i r c u i t  b o a r d s .  T~ e r e l a t i v e l y  l a r -l e si z e  of to e
coassis container coupled wits intricate external rio catteros
ann  good d imens iona l  a c c u r a cy  c a c a b i l i c y  of toe p r e c i s io n
i n v e s t m e n t  cas t ing  process , a r e  comoine j  to p r c du c e  a desi~~n that
is bota cost—effective and sufficiently rugged to meet a variety
of military service environments .

Figure 1 depicts the Ri~-~L 10 board chassis desiqo .
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boar d stiffener Concept

f igure 
- 
2 shows the board stiffening concept for military

envir onment ao~ lica tions . Since the S~ LP ao~ l i cat i o n  does not  H
involve exposur e to vi bra tion or severe snock e n v i r o nm e n t s , the
i L  board stiffener concept is modified for the SFEP
application ; i.e., only a limited number of stifferiers will be
used to control board deflections during board handling ,
i n s t a l l a t i o n  and r emova l  ope ra t i ons . For the  SF E .~ a p p l i c a t i o n ,
the two cuarter—point stiffene r members as shown in Figure 2 will
be deleted to simplify production and reduce costs .
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Circuit &3oard Connectors

The Level 6 comouter ruggedization procr am incoroorates an
i~ provea plug—in connector for electr~ cal interfacin- : of the
motherboards. Cecause of toe larqe number of electrical
connections associated with the compute r hackpanel, toe
electrical connector used in this application represents a
critical component from a reliability standpoint. Accordin cly,
the basic minicom3uter design nas been modi fied to provide a
connector mechanization with sucerior dynamic capability and
greater long—term reliability than the existing card—ed~ e system .
The proven “blaae and fork” connector desi~ n concept Shown in
Figure 1 has been used successfully on several }~oneywell
Aeroscace programs .

The connector selected for toe •~L application will crovide
imo rovec r e l i a b i l i ty  f~~r bo t r .  s t a t i c  ( g r o u n d / l a b o r a t o r y )  aod
dynamic (aircraft/mooile) environments by reducin i croclemE
associated with corrosion , ccid ation , h u~ridity and dust tycicaily
ncountered in actual service conditions.

~ significant feature of toe connector mechanizat ion is tact this
a~ proacn oerm its use of toe -axistin~ rultilay- er oacK ;cr-cl des i~ n
(witnout change) . Pcsitive alignment of the mating connector
pins during board installation is accomplished by two stainless
steel dowel tins. Additionally, tnese dowel pins arid toeir
ii~ating nylon busnings will provi de adegua te suppor t for toe board
and stiffener membe r to insure that the connector contacts are
n o t  s t r e s sed  under  m e c O a n i c a l  l o a d s  d u n n-: o o t e nt i a l  5 0 0 0 K

c o n d i t i o ns a s soc ia t ed  ~ i t n b enco n a n c l i n : / t r a n s - ; c r t c c~ cn
env ir -~nme nts .

Fo. ;e r ~u p s ly

ir~ orcer to meet the overall Er -~ and f~~ i-~~~ re- : :~~ easc ,
s:ecial attention is recuire d in  toe sower sJ~ c iy  c~~e a .  ae
casic a~ oroach to meeting tnese reauirenents is to me cnanr cal lv -

‘ isolate the po-~er suaply in a se oa r a t e  c om c a r t m e o t  an d  to —

e l e c t r i c a l l y  decoup le  the u n w a n t e d  e n e rcy  f r o m  toe e x t e rn a l  2 r i m e
power input lines and from each internal CC uo~ er source.
Special a t t e n t i o n  w i l l  be g i v e n  to ar o un d i n g , sh r e l d in : , a n :~
power t r a n s m i s s i o n  line in~ edances.

The existiny sower supply will be modifiec. to incorporate a
structurally different method of mechanical attacoment into tie
ma in ~- •~~L chasars. -

~ontrcl Iar .el

~esign modific ations nave been made to ensure that the ccntrol
panel satisfies toe vibration/snac k and L~C/TE~~ ESi protection
requirements as de tailed in this proposal. The desi gn ac-croacs

- 
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for the control panel involves t h e  use of a s ep a r a t e  precision
investment castin~’ as the prima ry structur al olc-:~~n t  for tne

~anei . Suitable hEl sealina -iaskets and screened—snieldec ~ir
F inlet o~ enin-o o .~il1 cc incorporat ed to ~rovide soccific ation

~erforman ce for tne EI-;C/iEi-.PEST requirements.

~nvironmental Design Capability

~ ne d e t a i l s  and specifications of Taole 1 establiso the intended
cesiqn capaoility fo r  the  z~~NL equipment. 0 .nore detailed
description of toe ~-~~-~L is provided in Honeywell Document No.
DS —~G8249Al “Ruggedized Level 6 computer (R;~ML )” , December 15,
1975.
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~NVIIO~\L~tNTAL CESIGN

~�~VIRONMEt’~T SPECI ~’ICATION _______

Operating Temperature £-~IL—E—4158 0 dec . C to +52 deg. C

- 
t4IL—E—16400 0 dec . C to +50 dec . C

i
~~Of l  Operating Terco . ~iIL—E— 4l58 —62 dec . C to +52 deg . C

- ~uIL—E—l 6400 —62 dec. C to +75 de2. C
N IL—E—540 0 — 62 dec. C to +~ 5 dec. C

Vibration -~IL—E—4 l58 2g Peak , ~iard—Nounteb
NIL—E—l64 00
NIL—E— 5400 (Curve 2g Peak, Hard—Ncu •ite~ I I~~)

~IL—E—540U (Curve 1Cc Peck , witn IA ) laclators

~~I L~~~~~4 l 5 o

~-JL—E— 5400 l5a ’s , 11 ~-. s
:•~IL—u— l64C0 ~:ito isola to r s

i:imi dity -IL—E—4l 58
~1IL—E—l640 0
~I L— E— 54CC

H l t r t~~~e ( - -e r otln: ) N IL—E— 4158 O—8 (~O0 Feet

- ~ :- - 2 : . C 0  •IL~ E l64CC

hACSL -t 5100 As eciifie~ cy LCH.
Circular 37C- — C1 95—2
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III. t--~.0L CUALIFICATION ThSTS

in c Fi~~L will be subjected 
- 

to insoection and proof tests as
define-i in uoneywell’s çuclification Test Plan , dated January 31 ,
1976, to verify tha t toe 1~~~L and its components meet toe
intended scecification reuuirements. The RNL-iL Cuali fication Unit
will oe Labricated and inspected to Eng ineering Released
Craw inqs.

A more detailed descripticn of the ’Qualification Tests to ~e
performed is ~rovided in Hdrieywell’s “(ualification Test P1-rn ” ,
c.~-l-?—~G8249Al, January 31, 1976.
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Thi s  appendix ‘lists the major documentation that were croduced
durinj the past six montos. Due to the imminent availability of
severa l  si g n i f i c a n t  r e p o r t s  and sp e c i f i c a t i o n s  in J a n u a r y  1976 ,
additional documentation currently in preparation is also
provided .

~•iany o the r  i n t e r n a l  notes and wor k in g docum en ts were  a lso
aeveloped during the last six mo nths but are not included in the
followin g lists.
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~echn ical  Coor d ina tion Le tters  (TCL)

i~uring tois reporting period , iioneywell initiated toe Tecnnical
Coordination Letter (TCL) series of documents. These technical
notes communicate important technical issues and efforts as they
appear during technical review , investigation , and workinq
meetings. The TCLs that are expected to be available in January
1976 are also listed .

TCL two . Date Title

TCL— l 19 Sep 1975 Use of the Honeywell TCL

TCL— 2 19 Sep 1975 SCOMF TEMPEST Requirements -

¶iCL— 3 19 Sep 1975 scn Sp e c i f i c a t i o n  — Preliminary

~CL—4 23 Oct 1975 Epi C Cont ro l  Plan

~CL— 5 27 Oct 1975 Meeting ~iinu tcs — SFL P Technical

~-.o r k in g  £- :eeting — 24 Sep 1975

rjCL_6 11 ~iov 1975 SCC~P hardware Verification
N e t h o d o l o g i e s

TCL— 7 1 Dec 1975 6000/Series 60 Interface Unit
Trade Study

TCL— 8 12 Dec 1975 Meeting minutes — ~ E~~P Technical
Intercoange .-~eetir.g — 5 Nov 1975

19 Dec 1975 Craf’- of Si. aecico
Specification , Lart I

L LL—IC 1~ C-ec 1975 Cr -aft of ECC- 3/derie s ~C Istertace
Unit Desian Snecitication , Par t I

TC-L—ll 6 Jan 1976 Neetinc minutes —

Software Technical Interchar.ae
Meeting — 9 December 1975

T C L — l 2  19 Jan 1976 ~ee t inq  ~ inu tes  — SRI Activities —
- Technical Interc hange Meeting ,

- 15 January 1976

TCL—l3 27 Jan 1976 PL/I as a System Procramming
Lanocace for a Certfiable ~‘1ultics

1CL—l4 27 Jan 1976 Preliminary ~odularizationof I’Lultics

~CL—l5 31 Jan 1976 Initial Description of ~.u1t ics I/O
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Contract Data Items

Lurin~ this reporting ~eriod , num erou s technical reoc r ts an~
specifications were submitted to tne Air Force for review and
aporoval. Tn3 following is a list of these Data Items (CC~ L’s)

* 
and t he i r  r e spec t ive  s tat u s .  Also inclu ded ar e those CDR L’s that
will be submitted to the Air Force in January 1976.

CDRL No. Date Title

A001 15 Oct 1975 Cuarterly Report for the
Period , July 1975 — Septemoer 1975

15 Jan 1976 Cuarterly Repor t for the
Per iod , Sep 19 75 — Dec 1975

A002 15 Aug 1975 Monthly Recort for July 1975

14 Sep 1975 ~ontnly Fecort for Aucust 1975

10 ~ov 1975 honthl’i ~:eport for Cctooer 1~ 75

10 Dec 1975 -~onth1v Pe~ crt for Nov 1975

A004 12 Sep 1975 Interim Report (Draft)

27 Jan 1976 Interim P~eport (Rev i sed  Draft)

A005 12 Sep 1975 Fina l  Reoor t  ( D r a f t )

31 Jan 1976 Final Recort (Fo- ~ioed) 
-

31 Cct 1975 N u l t i c s  S e cu r i t y  l nt e c i r at i o n
~- ecuiroments — 

~ Jc.nuari 1~ 75
to 31 Decembe r 19E0 (Draft)

31 Oct 1975 Effects of a ~ultics Security- K e r n e l  ( C r a f t )

ACO 8 31 Jan 1976 Multics Kernel Specification (Craft)

AG13 31 Jan 1976 Secure Multics Specificoticn (Craft)

AU l4 30 Sep 1975 Security and Integrity
Procedures (Draft)

14 Ccc 1975 Security and Integrity
Pr o c e d u r e s  ( Fe v i s ed  D r a f t )

55 -

-- -

~

- - -



- 

- 

~~~~~~ ~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - —~~~~~~~ -

A P P E N D I X C - 

-

REF S S ~C L5

1. James P. Anderson , Computer Security Technology Planning
S t u d y ,  E SD — T R — 7 3 — 5 l , October  1972.

2. R. Schell, P. Downey, G. Popek , Preliminary Notes on t~ e
Design of a Secure ~ i l i t a r y  Computer  System , -I C I— 73— 1,
Ja n u a r y ,  1972.

3. C. S. Sell , L. 3. LaPadula , Secure Cor~puter Systems ,
ESL-—TR—73—278, The ~iITRE Corporation , Eedford , ~iass.

4. - . R. Price , Implic ations of a Virtual Memory Mecnar .ism- for
Implementing Protection in a Family of Operating Systems , PhD
Ihes is , C a r n e g i e — ~ie11cn U n i v e r s i t y ,  June , 1973.

5. E. C. burke , Syntoesis of a Software Security System,
i~~ P — l 5 4 ,  Tne ;~ITRS Corcoration , iedford , .4ass.

6. C. L. bell , E. C. bur ke , A Software Validation Technic o fcr
C e r t i f i c a t i o n :  Tn-a me thod , S S D —T R —7 5—54 , ~-ha ~I~ i-’b
Corporation , bedford , ~~iCSS, December , 1973.

7. C. Robinson , P. G. ~eumann , K. N. Levitt , A. Saxena , “Cn
Attaining Reliable Software for a Secure Operating System ” ,
1975 International Conference on Re l ia b le Software, Los
Angeles , Ca, April , 1975.

~.. L. Sch i l i e r , Ces ii n of a Security Kernel for tr.e
PDP—ll/45, The .~I1~:S Corcoration , bedford, ~:ass , L~ecem~er ,
1573.

~~. C. scoi l le r , ihe  C~ 3icn  and S oe c i f i c a t i on  of a S e c u r i t y
Kernel for the PC~ —ll/45, Toe ~ Ii i -~b Co r c a r t i on , C e d t o r d ,
mass , ~iarcn , 1975.

10. L. Smith , Architectures for Secure Computing Systems ,
ESC—TR—75—5l, The ~!IT~I Corporation , Eedford, sass , June ,
1974.

11. 3. C. ~ni tm o r c ,  A. Eensoussan , P. A. Green , A. M . K o b z i a r ,  3.
A. Stern , Design for Nultics Security Enhancements ,

~~D—TR—74— l76, Eoneywell Informa tion Systems , Inc., 1974.

1.. Access Isolation ~iechanisrn Pre—Release Documentation ,
i-ioneywell Information Systems , Inc., NcLean , Virai riia ,
i- uqust , 1975.

13. a. L. Schiller , P. T. Withington , j . P. L. ~oodward , The Top
Level Sp e c i f i c a t i o n  of a ~:u l t ics  S e c u r i t y  K e r n e l ,  ~. o rk i n a

56 

*~~~~~~~~~ -~~* — --~~~~~~~~~~~~ -- -- ~~~-



Paper ~P—2c-8l0, The ~‘iITRS Corporation, Dedford, ;lass., Ju l y ,
1976.

14. ~i. Roubine , ~~~. Mont—i~eynau d , and L. Robinson , SPECIAL
(Specification and Assertion Lan-auaae) Reference ~anua 1 , SRI

~iemo (to be published in January 1976)

15. 1-. A. Janson , “Reitovinq the Dynamic Linker from the Security
}~ernel of a Computer Utility ” , S.’i. Thesis , Cepartrrent of
Elec trical Engineerinc and Computer Science, -1T , Project -:s-~C
Teconical  Re por t ~AC—TR— 132.

16. P. A .  Janson , “Dynamic Linking and Environment Initialization
in a Multi—Doma~r. Computation ” , AC~ 5th Symposium on
O p e r a t i n g  systems P r i n c ip l e s ,  Au s t in 7~~r ex as , i~ovember , 1975~~

17. R. 0. bratt , “;-iinimizing the f l am ing  F a c i l i t ie s  R e c lu i r i n g
Pro tection in a Computer Utility ” , S . .  Thes is ,  D e p a r t m e n t  of
Slectrical Lngineering and Computer Science , ~‘Ii , July, 1975,
Project ~iAC Technical Report ~AC— T~ —l5C.

16. J. 1. Oilson , J. C. ~ekota , “Secure Co~’munications ~rocesscr
Arc oitecture Study °, (in ~re~ aration o~ an ESa Technical
Aeport), honey-aell Information svste:rs , Inc.

19. R .  br o a d b r i d g a ,  “Secure Communications Processor
S p e c i f i c a t i o n” , (in preoaration as an ESD Teconical Reoort),
k~oneywell Informa tion Systems , Inc.

57 

-~~


