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• I. Background

The networking of large ADP systems with all its attendant
benefits is becominq commonplace today. However , the
careless networking of ADP systems can qreatly increase
security risks , often in subtle and non—obvious ways.
Security must be considered on a total system basis
including both the ADP hosts and the communications network.

• This paper addresses the ADP security issues as they affect
processing in both the host general purpose computers and
the network interface communications processors. Recently
developed “security kernel” technology for ACP systerr s
permits construction of various alternative secure networks.
The paper also addresses communications security using
encryption ~ievices in the network.

P1 1.] Need for Multi—Level Security

• A major problem with computing systems in the ~ilitary today
• is the lack of effective multi—level security controls. The

term “multi—level security controls ” means those controls
ne~~~ d to process several levels of classified materia l from

V .~nclassified through compartmentec9 top secret with
simultaneous access to trte system (or network) by users with
differing levels of clearance . The lack of such effective
controls in all of today ’s computer operating systems has
led the military to operate computers in a closed

L environment in which systems are dedicated to the highest
level of classified material and all users are rec’uired to
be cleared to that level. Such dedicated systems result in
extremely inefficient eQuipment and manpowe r utilization and
have often resulted in the accuisition of much  more hardware
than would otherwise be necessary. In addition , m a n y

• operational requirements cannot be met by dedicated systems
because of the lack of direct , rapid multi—level information
sha r i n g . One q r o u .  of e x p e r t s  < A N C 7 2 >  h a s  e s t i m a t e d  tha t
these a d d i t i o n a l  costs may a m o u n t  to S l 0 f l ,000 ,000  per year
f o r  the Ai r  Force a lone.

1.2 V u l n e r a b i l i t y  of C u r r e n t  Systems

The internal c o n t r o l s  of c u r r e n t  compu te r s  have  repeate ’U y
been shown insecure t~’rouq h penetration exercises on such
systems as CCCS, WW!~ICCS , IBf~ 360/370, UNIVAC 1100, PSP—lO
TE~.EY , and others <AM)71, KAP74 , ALE74, lI~ B76>. This
Inability to ~rovide effective security is a fundamental
weakness of contenporary systems and cannot he corrected by
m erely modifying or patching conventional operating systems.

I
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Even if every known security weakness in a partic ular syste’~were  repa i r ed , ther e woul d he no basis  to bel ieve tha t every
• exis ting weakness had been found . Fur ther , the

modifications required to repair the weaknesses are
typ icall y so complex as to have a h igh l i k e l i h o o d of
introducing new vulnerabilities. Thus , the approach of
penetrating the system and fixing the holes never reaches
completeness ari d cannot achieve computer security (althouah• it can provide job security for system pénetrators).

1.3 Impact of Networks on Security

The computer networks that are being constructed today
• ( AR PA N ET , P!cIr , e t c . )  do not have adegua te  s ec u r i t y  for  the

military. As a r e s u l t ,  these networks can have a major
adverse security impact by:

V 1. Dramatically increasing the number of users with
potential unauthorized access.
2. Potentially making the security controls on a

• specific host irrelevant by ma k in g inf orm at ion
accessible to other hosts that do not have effective
secur ity controls .
3. Introducing additional vulnerabilities throug h the
lac k of ef fe ct ive secu r i ty con tro ls in ne twor k
elemen ts, e.g., insecure network communications
processors.

II. Fundamenta l Basis for Effective ADP Security Controls

To develop a demonstrabl y secure system , one Ou~ t start with
fundamental understan ding of what it means for a computer
sys tem to be “secure. ” To do this , one can model security

V processinc~ using the concept of a reference monitor whic~-mediates all accesses to information . This reference
monitor concept must he applied to all parts of a network ——
the ADP host systems and the network interface processors.

The reference monitor (See Fi~ ure 1) rust irrnlemen t two
unsic functions: FEFFVPFNCE and AUTEOPIZE. The BEFERENCE~f u n c t i o n  med ia t e s  u s e r s ’ accesses to i n f o r m a t i o n  arid decides
w h e t h e r  to a l low an access based on an au t h o r i z a t i o n  m a t r i x .
The AUTh ORIZE function updates the authorization matrix
based on already existing authorizations .

S
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FUN CTI ONS

REFERENCE: USER X INFO X AUTHOR IZATIO N ~~ ACCESS
AUTHOR IZE: USER X AUTHO R IZAT ION ~~ AUTHOR IZAT ION

F IGURE ~ REFERENCE MON ITOR



The authorization matrix is like that of tampson <LAM71>.
An example of art authorization matrix is shown in Figure 2.
In this  exam ple , USER1 has READ access to FILF A , while
USER2 has REAP , WRITE , and CONTROL access. Therefore , the
reference monito r will only allow USER1 to read FILE A , but
will allow USER2 to read , write , or change the access to
FILE A. Note that all information—carrying objects such as
terminals and network sockets must be included in the
au thorization matrix. (1)

It has been pointed out (ESD7S> that the reference mon i tor
• mus t meet the following engineering reauirements to provide

a practical basis for multi—level security:

a. Completeness: The reference monito r must be
invoked on every access to information.
b. Isolation: Thc reference monitor must be protected
from unauthorized tampering .
c. Certifiability : The reference monitor must be
small enough and simple enough that its correctness cart
be verified.

The requirement of certifiabi lity lead s one to conclude that
conven tional opera t in g sys tems, communications orocessors ,
and network processors cannot achieve multi—level security.
Not only is the software in such systems is so cor~’lex and
so monolithic that it is impossible to certify correct , but
also there is rio precise , sufficient security criterion upon
which to base the verification.

The engineering requirements of the reference monitor lead
to the conclusion that art actual implementation reauires a

• m ixture of hardware and software support. The most
V 

• r~romising approach for imp lementinq the reference monitor
rias been called the “security kernel” . <L1P74—2> To meet
the completeness recuirement efficiently, descriptor driven

V hardware (2) is used to mediate all references by the CPU to

(1) In fact , the state of th~ matrix itself is also
information and must be controlled by the monitor. For a

• full discussion of this issue , see Bell <FEL75>.

(2) Descriptor driven processors includ e the Honeywell Level
6P , the DEC PDP—ll/45 , and the Burroughs 6700.

6 
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READ RECEIVE
USER I READ WRITE TRANSMIT

READ
USER 2 WRITE NULL NULL

CONTROL

REA D
USER 3 NULL WRITE NULL

CONTROL

• • •

FIG URE 2 AUTHORIZATION MATRIX
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memory. (1) To meet the isolation requirement , the secur it y
kernel software runs in the most privileged state of a
multiple state machine . The other states are usel for the

• ocerating system and the user code. Finally, to meet the
certifiability recuirement , the security kernel software
nust be separated from the bulk of the operating system and
subjected to a proof of correctness. ~~If76>

III. Goals of AEP Networks

The primary purpose of a network of ADP host systems is to
provide convenient responsive data communication between
systems. The host computers are general purpose ADP systems
that directly interface with local users. The network
interfaces are communications processors that in some
fashion interface between the host computers and the rest of
the network. Such a network must be designed to:

1. Provide information sharing by distributing data
bases among many host computers.
2. Provide resource sharing by making unique hosts
available on the network and by load sharing among host
computers.
3. Provide information security by ensuring that no
user obtains unauthorized access to informotion.

This paper primarily addresses the recuirements to meet the
goal of information security; however , security should not
degrade other functional requirements. Trese irLclude lucid
user interfaces for term inal protocols , file transfer
protocols , and remote lob entry protocols. Reasonable
performance requirements include both t he  ability to echo

(1) ~achines such as the PDP—ll /45 and Honeywell Level 6~provide descriptor based addressing from the CPU to memory,
but not from I/O devices to memory. To maintain security in
these machines , I/O must be performed by the security kernel
rather than by user programs resulting in an increase in .
kernel complexity and an adverse performance imoact. The• Electronic Systems Division has sponsored development of a
security Protection Module (SPM) which can provide upwar ds
c omp a t i b l e  desc r i p tor  based  addressing for a m inicomputer
and its I/O devices , thus so lv inp  the c o m p l e x  itv an d

~erforrnance p r o h l e m n .  The 5PM is being fir sr tested ~~i tr ~r u g ~ ed ize d  version of the  h o n e y w el l  Level 6 mi n icomput er to
perform as a secure ruggedized network front—en d mrocessor .
<G1L76>

8
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input characters to remote full duplex terminals over
t h o u s a n d s  of mi’es in under h a l f  a second and a’so t he
ability to transfer larqe (>l00 ,00G ,000 h~~~t~~V )  f i l e s a t
effective transfer rates of bettor than 10,000 hits per
second , with error rates less than 1 bit in 100,000,000
messages.

IV. Issues in ~etwork Security

The basic requirement of a secure network is to provide a
protected path between known subjects and information
<L1P74—l >. Meeting this requirement decomposes into two
logical  t a sks :

1. E s t ab l i s h i ng the p ro t ec t ed  path ; and
2. Protecting the protected path .

These tasks may be accomplished automatically by the network
or manually by procedures.

Estabiish~ng the protected path is the issue of
V identification and a u t h e n t i c a t i o n .  An ex t e r n a l  c on v e n t i o n

• .nust be agreed up on to i d e n t i f y  u s e r s  and some type of V

authentication to validate the claimed identity . The login
V 

name—password combination of the tradition al tire sharin2
V system may be used . Alternatively, the possession of a

cryptographic key may provide evic~~.ce of a valid identity.

I
Protecting the protected pa th breaks down into two issues:
protected communications and access control . Communications
links , of course , must always be protected. Any traffic

V that oasses over physically insecure communications paths
• must be encimhered. Encipherment normally occurs today on V

communication links between interface processors using
outboard cryptographic de’rices. (See figure 3). Research V

is on—going in en d — t o — e r i ~ encryption <~~E~~7~~> in w h i c h  V

V e n c i p h e r m e n t  occurs at the originating processor and
decipherment occurs at the  d e s t i n a t i o n  processor.
I nt e r m e d i a t e  proces~ ors w o u l d  see o n l y  en c i p h e r e d  text. The
: e a s i o i l i t y  of secure erH—to— 2n~ ~rcrypti o~. ha~ y~~t to he
‘~~

m o n s t r a t e
~ 
ii a pac~ cVt s w i t c h e d  computer network .

~:owever , encr yption s o l ves  no p r o b l e m  except trEns~rissionsecurity. I f  ~ny ~o~ t or interface co~.~ uter r a n d l e s
V u n e n c i p h e r ~- d  data of any form of m u l t i p l e  security l eve ls ,

9
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t h e n  t h a t  c o m p u t e r  m u s t  p r o v i d e c e r t i f i ed  secure  access
co n t r ol to ensure that data is not released to unauthorized
users. In the one—level network of Section ~S .l be l ow , no
internal access controls are recTuired . In the one—level
host network of Section ~.2, access controls are reouired in
the i n t e r f a c e  p rocesso r s .  In the multi —level host network
of Sec t ion  5 .3 , access controls are required in the host and
the interface ~rocessors.

V. N e t w o r k  S t r u c t u r es  L

This section w i l l  br~~P f 1y  desc r i b e  s eve ra l  a l t e r n a t i v e
m etw ~~r k  structures , a l l  of w h i c h  e f f e c t i v e l y  protect ~rV
c l a s s i f i e d  information.

5. 1 Cne— Leve l  N e t w o r k

T~ e single—level network structure (See Fimure 4) provides
security wit h cut de p e n d en c e  on effective h a r dw a r e / s o f t w a r e
c o n t r o l s  in e i t h e r  the host or the interface . There is rio
sced or purPose for s e c u rI t y  l abel s , a l t h o u q h  b o th  t h ’  host
~ nd interface may contain n o m i n a l  c o n t r o l s  and “security
features ’ for adm inistrative conv~’n ience. P r o c e d u r a l
c o n t r o l s  must insure t h a t  o n l y  a u t h o r i z e d  users can access
a n y  component of t ee ne twor k; these externa1 controls
constitute the reference monitor . Protected communications
are r e :u i r e d  to counter the threat of phone taps . It must
he recognized t h a t  a l l  the users can po ten t i a l l y  acc~ ss a l l  -:
t},V information contained in a l l  the h o s t s  of the  n e t w o r k .
Tric 0112—level network is thr’ on l y  n ’~t w o r k  str 2cture t h a t  can
~e readily r e a l i z ed  w i t h o u t  t h I - a p l i c a t i o n  of a:~variced ADPsecurity technology.

5. 2 floe—Level . Hosts

V 

t h i s  structure with one—level hosts and secure interfaces
(~ ee Figure 5) can provide effective (although limited )
security controls in spite of the inherent weaknesses of. the
h ost c or p u t e r s .  The n e t w o r k  i n t e r f a c e s  m u s t  e n f o r c e  the
s e c u r i t y  r u l e s  to ~VrCvCnt d at a  f r o m  f l o w i n g  to the  wrong
ho~~ts.  A g i ven hos t  c a n  r ece ive  f r o r n  “ l o w e r l~~v e i ”  hos t s
a n - ~ send to “ h i g h e r  l e v e l”  hos t s .  This  c o n t r o l  can be
a c h i e v e d  by t r e a t i n g  each host  as a s i n g l e  user  w i t h  o n l y  V
w e l l — d e f i ned o r i v i l eg e s .  The n e t w o r k  c a n n o t  b e l i e v e  the
security l abe l s  ac si ~~ned by the host , h u t  m u s t  a s s i g n l ab e l s
~~~~c d  on the levei  of the h o s t .  C o r r r u n i c e t i o n  p a t h s , of
c(~ur:e, m u t  be p r o t e c t e d . /\s a p r a c t i c a l  matter , to be

11
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• effective (for security) the interface mU st be implemented
V as an independent network processor ; this processor must

provide a certified reference monitor (viz., a “security
kernel”). The technology for achieving this form of networ~is available (1) and is a reasonable objective for a general
purpose communications network. The SATIr’ IV network
<P~ S74—2> for the USAF Strategic Air Command (SAC) is a good
exam ple.

5.3 M u l t i — L e v e l  f losts

This  comple te ly  m u l t i — l e v e l  s t ru c t u r e  (See F i g u r e  
~~~)  is

“ s table ” fo r  access c o n t r o l .  The host s  m u s t  r e l i a b l y
identify the security attributes of the  i n f o r m a t i o n  p r o v i d ed

V to the network interface. The network protects the
information sent to the receiver , and the receiving host
believes the security attribute s (e.g., labels on messanes).
The individual hosts must identify and authenticate their
own users. ~s in other systems , communication paths must be
pro t ec t ed . T h i s  configuration recuires certified reference
monitor components in both the hosts and the network
interfaces; this capability is simply not availabl e nor
feasible with contemporary computer systems , althoug h
ongoing development efforts <SCHR75 , ACL7S> are proceedinc
toward this end . The multi—level host structure is what is
most often meant by a “secure data internetting system ” and
has  been the i l l u s i v e  goal  of h i g h l y  i n t e g r a t e d  des igns  such
as the ~corld Wide  rilitary Command and Cont ro l  System
(W~~CCS) <PAS74—l>.

5.4 Combinations

F~ r e  f o r m s  of the systems above are not necessary, hut
c~~~~ nations must be hased on fundamental security

• 
V ~V r i n c ip l e s , In p a r t i c u l a r , th e r e f e r e n c e  m o n i t o r  concept

gives the criteria on what is a secure structure.

As an ex a m p l e  of a p o t e n t i a l  s e c u r i t y  e r r o r , i f  a
si n g l e — l e v e l  hos t , such  as ~~~CCs , w e r e  a t t a c h e d  to a
s’~cu r e  m u l t i — l e v e l  n e t w o r k , such as SA~~T~ T\ ~~, occur itv
co:; p rom ise  could  occur  if the u n t r u s t w o r t h y  s e c u r i E v  l r h a l sr f r c . m. ~ hC( S we re passed on by S~ V T I t ;  IV to soie o t h e r  s y s tem ,
such as AUTOEI~ . In this case , the ~ AMC CS m achin e ccu~ d

TT~~A p ro to type  s e c u r i t y  k e r n e l  t h a t can bc’ a l apted  f o r
commun ications has been developed for the PP~ —L /i~ < SC !’75>.
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i n c l u d e  c l a s s i f i e d  m a t e r i a l  in an a ll ege d l y  u n c l a s s i f i e d
AU TODI N message des t ined  fo r  an insecure  t e r m i n a l .

VI. Conclusions

Computer networks may either intensify security problems or
may provide meaningful solutions to security problems,

• depending on the particul ar network desiqn. In this paper ,
V 

we have seen that it is essential to apply fundamental
V security principles to achieve security in computer network

systems. Underlying these principles is the formall y
defined security reference monitor which mediates al]
references to information . Without some forn o f reference
monito r (even if implemented as manual procedures) , rio
security is possible.
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