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FORE WORD

This material is published as part of Contract N00014-

76-C-0732 with the Office of Naval Research, United States

Department of the Navy, entitled , The Int~rnational Purdue

Workshop on Industrial Computer Systems and Its Work in

Promoting Computer Control Guidelines and Standards. This

contract provides for an indexing and editing of the results

of the Workshop Meetings, particularly the Minutes, to make

their contents more readily available to potential users.

We are grateful to the United States Navy for their great

help to this Workshop in this regard.

Theodore 3. Williams
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BACKGRO UND INFORMATION ON THE WORKSHOP

The internat ional  Purdue Workshop on Industrial Computer

Systems , in its present format , came about as the result of a

merger in 1973 of the Instrument Society of America (ISA)

Computer Control Workshop with the former Purdue Workshop on

the Standardization of Industrial Computer Languages , also co-

sponsored by the ISA . This merger brought together the former

workshops ’ separate emphases on hardware and software into a

stronger emphasis on engineering methods for computer projects.

Applications interest remains in the use of digital computers

to aid in the operation of industrial processes of all types.

The ISA Computer Control Workshop had itself been a re-

naming in 1967 of the former Users Workshop on Direct Digital

Computer Control , established in 1963 under Instrument Society

of America sponsorship . This Workshop in its annual meetings

had been responsible for much of the early coordination work

in the field of direct digital control and its application to

industrial process control . The Purdue Workshop on Standardi-

zation of Industrial Computer Languages had been established

in 1969 on a semiannual meeting basis to satisfy a widespread

desire and need expressed at that time for development of

standards for languages in the industrial computer control

area.

The new combined international workshop provides a forum

for the exchange of experiences and for the development of

guidelines and proposed standards throughout the world.

L ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ •
._____________________
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Regional meetings are held each spring in Europe , North

America and Japan , with a combined international meeting each

fall at Purdue University. The regional groups are divided

into several technical committees to assemble implementation

guidelines and standards proposals on specialized hardware

and software topics of conmion interest. Attendees represent

many industries , both users and vendors of industrial compu-

ter systems and components , universities and research insti-

tu tions , with a wide range of experience in the industrial

application of digital systems . Each workshop meeting fea-

tures tutorial presentations on systems engineering topics by

recognized leaders in the field. Results of the workshop are

published in the ~inutes of each meeting , in technical papers

and trade magazine articles by workshop participants , or as

more formal books and proposed standards . Formal standardi-

• zation is accomplished through recognized standards-issuing

organizations such as the ISA , trade associations, and

national standards bodies .

The International Purdue Workshop on Industrial Computer

Systems is jointly sponsored by the Automatic Control Systems

Division, the Chemical and Petroleum Industries Division , and

the Data Handling and Computations Division of the Instrument

Society of America , and by the International Federation for

Information Processing as Working Group 5.4 of Technical

Committee TC-5.

L 
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The Workshop is affiliated with the Institute of Electri-

cal and Electronic Engineering through the Data Acquisition

and Contro l Committee of the Computer Society and the Industrial

Control Committee of the Industrial Applications Society , as

well as the International Federation of Automatic Control

• through its Computer Committee.
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INTRODUCTION

The Office of Naval Research of the Department of the

Navy has made possible an extensive report, summary and in-

dexing of the work of the International Purdue Workshop on

Industrial Computer Systems as carried out over the past eight

years. The work has involved twenty-five separate workshop

meetings p lus a very large number (over 100) of separate

• meetings of the committees of the workshop and of its regional

branches. This work has produced a mass of documentation which

has been severely edited for the original minutes themselves

and then again for these summary collections .

A listing of all of the documentation developed as a re-

suit of the U. S. Navy sponsored proj ect is given in Table I

at the end of this Introduction. The workshop participants

are hopeful that it will be helpful to others as well as

themselves in the very important work of developing guidelines

and standards for the field of industrial computer systems in

their many applications.

In contrast to the previous two Parts of this Summary , or

more correctly anthology , of the work of the Committees of

the International Purdue Workshop on Industrial Computer

Systems , the presen t volume is devoted to hardware rather than

software or language items . It reports the work of the three

committees of the Workshop devoted to such topics: the Inter-

faces and Data Transmission Committee , the Man—Machine Communi-

cations Committee and the Systems Reliability , Safety and 
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Security Committee. These committees formed the basis of the

ISA Computer Control Workshop which began meeting at Purdue

University in May 1972 and was merged with the language work

in 1973.

The Workshop has no committee studying the subjects of

computer mainframe design since this is considered to be the

perogative of the computer vendor . Any design would be

acceptable which meets the operational requirements of the

process and the interface standards to be established by the

above committees.

The third committee , System Reliability , Safety and

Security Committee is considering the very important problem

of how to assure the very highest possible availability and

perability of an industrial computer system commensurate with

the required economics of the installation involved .

The American Regional Branch of the Interfaces and Data

Transmission Committee is also constituted as Standards

Committee, SP72, of the Instrument Society of America for

developing standards in this area. It also serves as the

cognizant American technical advisory group for the ISO/TC 97/

SC13/WG1 work in this area entitled , “Description of Interface

Between Process Computing System and Technical Process” .

~



— 3-

TABLE I

A LIST OF ALL DOCUMENTS PRODUCED IN THIS

SUMMARY OF THE WORK OF THE

INTERNATIONAL PURDUE WORKSHOP ON INDUSTRIAL

COMPUTER SYSTEMS

1. The International Purdue Workshop on Industrial Computer
~~~ tems and Its Work in Promoting Computer Control
cuidelines a~~~Standards , Report Number 77 , Purdue Lab-
oratory for Applied Indust~Tal Control , Purdue University ,
West Lafayette , Indiana , Originally Published May 1976 ,
Revised November 1976.

2. An Index to the Minutes of the International Purdue
W~rkshop on !~~ustrial Computer Systems and Its Pre-decessor Workihops, Report Nü~ber 88, Pu~~~e Laboratoryfor Applied Industrial Control , Pu~~ue University , West
Lafayette, Indiana , January 1977.

3. A Language Comparison Developed ~~ the Long Term Pro-cedüral Languages Committee — Europe, Committee T~~~of Purdue Europe, Originally Published January 1976,
~~published October 1976.

4-9. Significant Accomplishments and Documentation of the
International Purdue Workshon on Industrial Computer
~ys tems.

Part I - Extended FORTRAN for Industrial Real-
Time Applicatior~s~~~ d Studies in Problemö~iented Languag~ s.

Part II - The Long Term Procedural Language.

Part III - Develo~inents in Interfaces and Data
Transmission , Tn Man-Machine Communications
and in the Safety and Security of Industrial
Computer Sy~stems.

Part IV - Some Reports on the State of ~~~FunctionaFT~egui~~~iients for FutureApplications.

~ 

.~~~~~~~~~ • •~~~~~~~ • 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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Part V - Documents on Existing and Presently
Proposed Languages Related to the Studies
of the Workshop.

Par t VI - Guidelines for the Design of Man/Machine
Interfaces T~~ Process Contror~~

All dated January 1977.

The latter seven documents are also published by the
Purdue Laboratory for Applied Industrial Control , Purdue
University , West Lafayette, Indiana.

~~~~~~~~~~~~~~~ -~~
.---
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-
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SECTION I

PROPOSALS AND WORKING PAPERS OF THE

INTERFACES AND DATA TRANSMISSION COMMITTEE

The first document in this section is a proposal from the

Japanese Branch of this Committee for a standard way of docu-

menting the technical specification for a particular industrial

application in relation to the input and output connections to

the process. It appeared in the Minutes of the Second Annual

Meeting, International Purdue Workshop on Industrial Computer

Systems.

The second document is the most recent version of the

developing proposal of the European Branch of the Committee

for a “Serial Line Sharing System for Industrial Real-Time

Applications”. Previous versions of this proposal appeared

in the Minutes of the 1975 Spring Regional Meetings (Attach-

ment E-CI-B , pp. 138-146); the Third Annual Meeting (Part I,

pp. 223-250) and the 1976 Spring Regional Meeting (Appendix

E-IV-C , pp. 187-222) of the International Purdue Workshop on

Industrial Computer S5stems.

The remaining documents included here are a series of

smaller but important developments of the Committee as listed

below :

1. “Onsite Remote Multiplexing” , Minutes Second Purdue

Meeting, ISA Computer Control Workshop, Insert V-2 ,
pp. 63-65 .

—

~

tr

~

r:. T :  
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2. “ Independent Interfaces” , Ibid, Insert XII , pp. 105-111 ,
by R. L. Curtis .

3. “A Comparison of Data Rate Capabilities of Various
Interface Techniques versus Requirements of Selected
Processes and Levels of Control Implementations” ,
Minutes, 1974 Spring Regional Meeting, International
Purdue Workshop or’ Industrial Computer System s,
A~~endix III-IX , pp . 26l-26~7

4. “Implementing CANAC Serial Highways”, Ibid, Appendix
Ill-VIlI , pp. 251-260, by Dale W . Zobrist.

5. “Discussion of Functional Requirements of Interfaces
and Data Transmission”, Minutes Third Annual Meeting,
International Purdue Wor~~hop on Industri~l Coi~Put~~
~~~ tem~~ pp. 9O~9 6, by T. Tóhyama.

6. “A Comparative Look at Industrial Process Computer
Interfaces”, Ibid, pp. 97-106 , by G. Merkel.

_ _ _ _ _
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STANDARD DESCRIPTION OF PROCESS INPUT AND OUTPUT SPECIFICATION

In I. t’ ud UC t ioU

‘I’lw t e c h n i c a l  c o m m i t t ee  on I ‘roces~ I n t e r f a c e  w h i c h  is or g a n i ze d

by J E I l )A  ( l a p a n  E l e c t r o n i c  In d u s t r y  Deve lopm ennt Assor i~i t i o t n ) ,  has

been f o r m e d  and issued the ~ t a t n d a r d  d e s c r i p t i o n  of Pi ’ocess  In p u t  and

• Output Sp e c i f i c a t i o n  as J ElJ)A i’epoX’ t no. , 49.- .\ — 8 2  ( 1  974) .

To make t h i s  st a n d a r d  s pe c i f i c a t i o n , t h i s  corn in i t t e e  x i i ade  an

in v e s t i g a t i o n  in to  Process 1 /0’s s p e c i f i c a t i on  of J a p a l) C S C  i n d u s t r i a l

compute !’  sys t em vendors.  These r e su l t s  of i n v e s t i g a t i o n  by us ing

the quest i onna i r e  was publ ished as JEII )A repor t  no., 4 8 - A - 7 0  ( 1973) .

T h e r e a f t e r , the committee found tha t  to m ak e  a s t a r d a r d  specifica-

t ion of a process inpu t and o u t p u t  i n t e r f a c e  was  very  d i f f e r e n t  in each

vender  and to f ind  out  the r e q u i r e m e nt s  or n e c e s s i ty  in the near f u t u r e

wa s v e r y  d i f f i c u l t  a cco rding  to the r ecen t  advance  of i n te r f a c e  commu-

n i c a t i o n  p rocedures  or s y s t e m s  ( e . g .  Da ta  hei g l iway  sys tem ( l ine

s h e a r i n g  p rocedure ) ,  Advanced  solid s ta te  dev ice  i n c l u d i n g  LSI micr o-

processor , Compu te r  compaz ’t i b l c ’  Instrum nentatio n and so on.)

There fo re , the c o m m i t t e e  has w o r k e d  out  a s t a n d a r d i z a t i o n  of the

desc r i p t ive  f o r m a t s  of the s p e c i f i c a t i o n  for  Process  I / O  in 1973.

N o t e :  In I 974 , the c omm i t t ee  are  w o r k i n g  to i l i v I s t i g a t e  a l i n e  shea r ing

system fu r  i n d u s tr i a l  use.  

-••< •- • •- •~ - -- —-----~~~~~ - - ~ --~~ ‘- -- --



S t a n d a r d  I )es ri ption of I’ i’o ess 111 1) 11 t and ( > utpu  I Spec i I n c a  t ion

(.T~~)an1es e P roposa I)

1 . Purpo se  and  U sage

This  s t a n d a r d  contains the descri ptiv e formats of l i n e iin tci’face

between l in e  i n d u s t r i a l  process and t i n e  inp u  t/ou (pu i o • vices of

i n d u s t r i a l  c om p u t i n g  s y s t e m .

This  is p repared  to m a ke  eas i l y t i n e  sp e c i u i c a t i o n t s  by use r  and

good c o m m u n i c a t i o n s  in each o t h e r , and to accele ra te  t i n e  s tani d—

a r d i z a t i o n  of  process  i np u t / o u t p u t  i n n  lez’iace .

For easy utilizatio n , the items of ti ne specification are

se l ec t ed  t ine  f u n c t i o n s  and c h a r a c te r i s t i c s  on the t e r m i n a t i o n  to

i n d u s t r i a l  p rocesses .

2. R e f e r e n c e

To define the c ha r a c t c r i st i c . s  of process  i n p u t  and o u t p u t , the

s t a n d a r d  t e s t i n g  p rocedu re  and t ine definition s are required.

H e r e i n , h a rdware  Tes t ing  ui f ) ig i t a l  Pr ocess C o m p u t er  (ISA

It P 5 5 — 1  , 1971), Recoin mended I’t’actice is r e f er r e d .  

- - - -~~~~~~~ - 
-•.

~~~ ~~~~
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3. Scope of Standard I )esc ription

‘l ine f~ rinn ats of t in e  spe ’ciiit’~t Iioin f u r n n  an ’ pL’e sctihc (I to 051:

easy and (Icitmie d according f u n o :  I j uli a I el in in., Ui n’is t i e s .

(‘lie I)L~OCCSS i n p u t  and h u t  
~~~ 

intet’ f a(’c t o u t S  a r e  sp~ c i I i c d inn

t ine  t o l i u w  i u i g  t e n t h  f’ i ’ms.

( I )  t ;t~ne ra) descri pti on ~ 1 Process  I n p u t  and o u t p u t  Sy s t em .

(2) l)csc n ’i p t i u n  of A n a l o g  I u i p u t .

(3)  Des(:riptiun of A n a lo g  O u t p u t

(4) 1)~. sc t~i 1 i t i o n n  of An n  iog ( ‘ oil t rol ( )u t , ) U

(5) Desc i’ ipt Ion of I )i g i ta I Input

( 6 )  f)escriptloni of  l) ig i ta I 4)nntput

( 7 )  t) e s i ~ ri ption u of I ‘ulse 1’ t a m  I np u t

(8) I)t’scri pt ion of Pulse ‘I’ rain Output

(9)  I ) e - ~. r i p ’~ un of P u l s e  \Vidtin ( ) u t p u t

(10) l)c’scmip~ioin of Iii t ei’i ’upt Input

tI ’ Ineii ’ I’roccss I/O descriptions arc c o n s t i t u t e d  t1n ~ f o l l o w i n g

basic i t e t i i 5  except Analog Input .

(a)  1 ‘urpuse and app lication

(b) 1 i n p u t  ( O u t p u t )  elm t ’ac t e n ’  is t ics

(&‘) Lie.,: tr ic (‘ha t’~t C  tC i’i St  1( 5

(d) J)ynamn ic lt~~- puuusc Clnni ’acten’ istics

(e ) Ope i’at ional (lnau’ : : i e i t s t i c s

(I) Sa it ’t >’ ( l n a n a c ’ t e n n b t i e s
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(g )  ~‘,t r u c t u t ’ , i I  ( lua (’~t ( I ’ u ’ i . ’ .
~tj ( 5

(Ii) Spe’ in I a m d  Opt toin a 1 1 tul le t iuHs

( i )  t i a s i c  l U o u k  I ) i a g r a u i i

(j )  E q u i v a l e u u  e C i r c u i t

( k )  Backup (. ‘ t m a r a c  t i c  i s t u .  (Onl y A n a l o g  Con t ro l  O u t p u t )

( I )  11 lock I )n a g ram lo u ’  P roe edu re (O n l y In ti I. nLu i ) t  input

3. 1 . Genue ral Irn fox’ni atiunm

3. I . 1 . Gene n ’a 1 Desc i i  p t ion i  o I Process I n p u t  an d ( )u I put.

General 1)esc t’iption ul l’ruccss Inpu t  and Outpu t covers t i n e

common functions of pI’ocess i n p u t  and o u t p u t  dev~ . es as follows .

o I’ez ’n n iss ihi e  system conn ection
o Sys tem c o n f i g u r a t i o n  (Basic sy s t e u m i  b lock d i a g r a m )
* E n v i r o n m e n t a l  c on d i t i o n
0 I ’ower suppl y condi t ion

° Grounding condition
0 Cable condition
° Struc  tu i ’al  cond i t ion
° I n s t a l l i n g  cou n d i t i on
e Miscellaneous

3. 1.2. Analog Input

‘I’hc inforinalions of analog input consist of tine basic specifica-

tion w h i c h  include common interface for iim ~~1t ip lexer . amp lifier ,

ABC and control , and tine in id iv idua l  spec i f u . , at ion  wh ic h i n c l u d e

termination and signal cuuud it ioning for each signal types.
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‘l ime spec i ficat ion of amp lifier is m t  desc ribi’d on ac coun t  of

unne cessary f or us e r ’s view puitits . H u t , t im e spc~,,ificati oums for

accuracy, speed arid noise a rc ’  k ’scr i hi ed as warraiutnble values

in ci ud ing t ine  chin rae te r’is t i c s  ( i f  a i im p I i i i  e n .

3. 1.3. Analog Output

Tin e irnformations of ana log  output arc considered as clnai’a c—

tenistics and specifications elm ter nmn ina t ion for external conitnec ti on

of process output unit.

The interfaces between CPU and Analog output te :m inma tion

are in existense unn any ki nds of type s and vai’iati otm s , so it is

diffical to describe tine characteri stics of Interface circuits for

analog output.

It is defined to easy use by application ’s user.

3. 1.4. Analog Control Output

The inforinat lomms for I)1)C (I)irect Digi tal Control) Output

are considered as Analog Control Output w h i c h  is a r r a n g e d

separa tel y f rom analog output.

For DDC o u t p u t , the l n f o r n m a t i u n m s  of the backup capability

and the speciale designed analog out units are added to the analog

output .

3. 1. 5. Digital input

This di gi ta l  inpu t  cove n’s t im e in fo  r’unations for e l e c t r o n i c

inp ut and contact input of status bit,

— • -
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‘Time pulse input  Is not coimsid ered i i i  th is di g ita l  inpu t .  But

i t  i~s def ined as Pulse Input .

3.1.6. Digital Output

The digital outpu t covers time in foruun ationm s for electronic out-

put and contact output of status bit.

‘I’iue pulse duration and/ox’ train output are not considered in

this dig ital output. But these are defined as Pulse Traimi Output

or Pulse Duration Output.

3.1.7. Pulse Train Input

+ 
The informations of pulse train inpu t are shown input in ter face

for a series of pulses and/or a number of pulses.

3. 1. 8. Pulse Train Output

The informations of pulse train output are shown output

interface for a series of pulses and/or a nunube r of pulses.

3.1.9. Pulse Width Output

The informatiorms of pulse width output  are shown output

In ter face  for variable durat ion pulse8.

3.1.10 Interrupt Input

The informat ion ,s of I n t e r r u p t  input  a x e  def ined time ex te rna l
immtc r~1ictive signal processing of the process requ i r ing
u n n i m n e d j a t e , atten sion.

— 
— 
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Cemm e m l  Description of Procc’.ss Input ar id Output P m m m i  (Fo r m 1

(‘lassification Item Description

Purpose N a n m e  of Commn put en ’ to he applicable

Basic type of A pplication

2 l’e i~xiu iss ible I ate nt ’ac e be tw ccii coin pu te r
Connection ((‘h am ad , adaptor type etc)

Data hm amn ti l ing  made
(Procedure of operation)

D i r e c t  a n d/ o r  R e m o t e  connect ion

System (Shown by I3iock diagram)
Conf igura t i on -

4 Environmental Operating Conditions:
- T e m p e r a t u r e  _______to_______

Humidity __________ 
to_________ ~‘~II1 I

Vibrat ion — 
J l z ( o r  C)

Shock — 
Ci insec

Dust mu g / r n  3( n n a x. )
Atmosphere
Misc. Al titude ,

R a d i o a c t i v i t y

Storage Conditions
Temperature ______ to

h umidity ________ 
to________

Vibration h I z ( o r G)
Shock ______ ______mu m se c
Misc .  

- — ..-~~~~-~~- -.-- - .~~~~~~~~~~ - -~~~~~ - - .-- ~~~ . ,- - . - - -.~~~
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Classification I tç ’ m a I )e scri pt lull

5 Power supp l y Vol tage  ( AC) ______ V ± 
_____ 

V
( i)C)

Frequency _____l iz  I 
_____ 

l i z
Phase 

____ _____

Type of Tc’i’rm n imn atio rm

l’ernumiss ~l)ie power failure interval _______ 
mm m se c ( m u m a x .

Backup power supp ly YES 
—- 

N i) 
______

distortion 
_______

% (m a x )

6 G ro u nd in g R equ i r e d  gr ound
Safety (or F’ ram e ) ground 

________ 
(um ax)

Si gnal grou nd 
_____ 

(li nux)

Power supp ly ground 
______ 

(m a x )

Common grounding  between YES 
____ 

No 
____

ln st rumm me nm t and s ignal  ground

Com mon grounding between YES 
____ 

No 
-

f r a m e  and si gnal

Sh iel d ing  for fr a m e  YES 
_____ 

No____

C; round of shielded cable 1’ I/ O , Ins t .  Panel

Block diagram of ground (shown by Block
diagram)

7 Cable Conductor  of Cable SIze _ or__
in (u max)

Shield and I solation -

Analog  signal line Twisted______

Shield 
_________________

Digital signal line Twisted_ _________

Shield 
_____________

Pulse and I n t e r r u p t  si gnal line Twisted 
________

Shield __________—

L - 
_

~~~~~~~~~~~~~~~ 

_ _
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(lass ification I t e r n  i) esc’n’ ip t ir in

8 SLu m,’ Lure  St an c ta  rd s t r u c t u r e
Type
Size xl i xl )

Max. configuration Max. No, of L imits 
—

Conn ec t in g
Analog signal Terimi m at s :  (‘tmmmnec to r :

Digital signal ‘l’erminals: (‘onniector:

Pulse  & I n t e r r u p t  si gnal  ‘l’e i ’ m u n i n a l s :  (‘omuie c  b r :

Term im mal s
Type
Size

Connector
Type
No. of I’Ins
Finmi simed

Color
Color code
F ’ i n i s i m i n n g  touches

Packag ing
Type of Enclosure

Layout of Enc lo sure  (Shown by dr aw lu g )

9 Installation Foundation
(We ight and Base)

Air conditioning
(Heat U() a m o u n t)

Noise prot ection
(N oise)

ltccon m men ded  power supply

10 Remui ark s

_ _ _ _  - --
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Des ~ r ipt ion of A mi a h g Inpu t  ( I”oz ’rm m 2)

Class i f i ca t ion  I L e mn l)e SCr i p t  i o lm

1. I’urpose Nam e of C o m p u t e r  to he applicable

Basic type of A pp l i ca t ion

Type of ‘I’c cnn irial U mm it

2. BASIC SPECIFICA TION

2. 1 Inpu t  Condition i n put  range
Max.  inpu t  points per ADC 

______ 
l”ts/ADC

Total Accuracy
W a r r a n t y  Tetnp.  range _____ to____

Runni ng h our ______lit ’ (max.)

Lin e a r i t y 
________

Repeatability

A llowable I n m p u u t  Imp eda n ce 
_______

Cod iuig
Analog vs. Digital Lowex’ vs.__

‘I tI pper vs. 
_____

With sign YES No______

2. 2 Elec tric Cotnnmon mode error
condition 1)C CMIt

AC CMR

Crosstalk
Common mode c rosstalk
DC crosstalk
AC crosstalk

N o r m a l  mode error
AC N M R

A l l o w a b l e  Overvo l t age  
________ 

C u r u i m n u o r m  Modc
N o m i n a l  Mode

Grounding at i ’x t e r n a l

- . -  -
~~~~~~~~~~

-
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Class i fica Lion I be nix Des cci pt ion

2,3 Input Rate Random scan rate ____ 
I°t s/set’( s)

( Response) sequental  scan rate ____ 
P ’ts / sec( _ ~~~)

Repeat  scan rate _____P’ts/

~

t’c(_____ s)

2. 4 Operational  Transfe r control  m ode
Mode -

‘I’rarms fe r block length _____ Woi’ds/ B lock

Transfer word confi guration
(cod e)

2. 5 Safety Error  check ing  func t ions
func t ion

Protectiomm functions

2. 6 Structure Connections
(Configurat ion )  Type

Termina l s  size

Module unit
Terminals
M u l t i p lexer
U nit (or Card)
Enclosure

2. 7 Optional Optional (or Special) functions

3. INDIVIDUAL SPECIFICATION

3. 1 Filter Type

Time constant

3. 2 Mul t i p lexer Type

l\l ulti plexex’ configuration

M u l t iplexer rate

_  _ _ _  _
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Class i f ica t ion  I t em l)esc r i ptio fl

3. 3 A m p l i f i e r  Ty pe

Gain

Input signal level

O u t p u t  signal level

Gain selection

3. 4 ADC Type

Conversion rate

Output code

4. SIGNAL CON DITIONIN G

4. 1 Voltage Input si gnal leve L
Input

Conversion type

Conversion accuracy

Input Impu’dmunce

4. 2 C ur r e n t  Input  s ignal  level
Input

Conversion type

Conversion accuracy

Open circuit detection

_ _
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C l a s s i f i c a t i o n  I t e rn  Desc r’ i l ) t  b u m

4 , 3 Reg is tance  In p u t  r a m m g e
I r m p u t

C i r c u i t  tyl)( ’

I n s u l a t i o n  b e t x vee nm i n p u t s

I)C CMR

AC CMII

Conver sion accura cy

4, 4 ‘I’ixermocoup le Inp ut si gnal level
Inpu t

Conversioum type

Convers ion  accuracy

Thermocoup le compensation

DC CMII

AC CMII

Open c i rc u i t detec t io n

4. 5 Special
Inpu t

5 Block (shown by d r awing)
I) i a g rani

6 I n J ) Lm t (shown by d r a w i n g )
Ci cc n i t
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l)es r i pt ion  of Ana log  Ou t p u t  ( l ’ or n u m  3)

Des cc i p t ion I tern 1)es~ ~ t u o r m

Purpose N a m e  ~~ C o n mp u t c r  to he a p p l i t a b l e

Basic ty 1) .~’ u i  A pp lication

Type of ‘l ’ e r u t m i m m a l  1 J n i t

2 Output Output range
Clu at’acteristics

Oum put rating

Total accuracy 
______

W a rr a n t y  Temp. range 
________ 

to °C

1 ( u u m n i r i g  h our  ________ Br (m a x .

Re sot u I ion

O u t p u t  impedance

Coding
I ) ig i t a l  vs.  Ana log  Lower _____ vs.

ti pper _ vs . 
_______

In i t i a l  s t a tus

Droop m’ ate

T r a n s ien t  change  per mon th

Power supp l y condition

3 E l e c t r i c  Com mon nuo de  r e j e c t ion  r a t io
C ( )  d i t  ~O fl

- Output floisc level

A lowable ove rvo l t age  __~~ ,Cuuumuuiou m Mode

Nom m m~ m I \Iode

C r unu m u d m m g  a t  I’~ x te m ’na

- -  -
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( ‘la s  si fi ca t ion I t  e mn 1 )e scm’ m t, t on

4 ( ) u t p t u t  r a t e  ,\l ax. o u tp u t  u’a~ & ’
( I t e sp o n s e )

Settling t i me

Slew rate _____ 
V/ Mse c

5 Op e r a t i on a l  ‘I’ n - a m m s f t ’ r control mode
m u u d e

‘l’ r an i s t e  r b lock  length

Transfer word confi g u r a t i on
(Code-)

Output set—up
4-

Output buf f e t ing and imo ldinmg

Type of o u t p ut  c i r c u i t

6 Safety E r r o r  check ing  f u n c t i o n s
function

Protection functions

7 Stru c ture  Conn ections
(Configuration) Type

‘i’er m i n at s  size

Module u r m i t
Card

I ni i t
En c losure

M a x  • no of output point

8 Optional

9 lIluck (slmo ~’n by d r aw i n g )
D ia gram

10 Output (shown by dcawiu ~~)
( ‘ t r c u i t

__________  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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l ) ~’ sc t ’ i p t i u u m  of .- \ n m a t u ~ (‘ u m u t r o l  ( ) u t p u t  ( V u m u i  4)

( l a s : , i f  i c a t i o t u  I t e r n  E) e.—~ - r ipi  iu n m

1 ‘urpose N a rm i i Coni m u  tC r to I n ’ app l i cab le

BdS i ( ’ t) pe of ~\ p~~I i c a t i u r u

‘I ’ yp e of L’ e m’mtii m mal l!ni t

2 Ou tpu t  O ut p u t  n’a m m g e
c l u a r u c t e  r i s t i c s

Output i’~~t i n g

Tota l  a ccu racy  
_______

Wa m’n ’a m m t y  T e u t u p .  r an ge  
________ 

to_______ °C

Itummn in g h our 
_________ 

h A ’  ( m m m d x ,

TIesol,ution

M a x i m n u n u  o u t p u t  cha n ge! Instr.

Coding
1)i g ital vs. Ana log Lower vs.

Upper _~~vs.,,~ ,~~_

lid t i a l  s t a tu s

I)roop rate

Trans  l e n t  change  pe t ’  mn on t im

Powe r supp l y c o n d i t i o n

3 El  ec ft Ic C omm - u rn u r n  m node 1’( ’je ( ’ tio ni ratio
Cound i t  ion

)u t p u  t noise Ic vet

All o wable ovem-vulLt ge 
________ 

(~u mumnim ’ iru \h dt ’

N u ’ mi ~~ t \ l~ 1de

( m u u n n d i n g  a t  l x t c ’ u m i a l

- - _ _
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(iass iiicatio fl It c m m m  l)es m i p t i o r u

4 ( )u tpu t n - a te  C oriv cr 5  iou tLuuu 0

Set t ling time

5 ()pe ra t  i u m n a l  T ram ft r co ur t rol in ode
Mode

Ti-anus fec b l o ck  l eng th

Tm’amis fe r word configuration
(Code)

Output SC tup

Oil tpu t bu f fe  ri m ~ mmd ho Id ing

Type of o u t p u t  c i r c u i t

Outpu t da ta  feedback  read in

Sta tus  i n for m a t i o n  read in

6 Safe ty Check ing functions
function

Protection functions

7 E h a c k u p  \ I an u a l  st a t ion
f u n c t i o n

DI’C to Manual switching

i\l a n n u a l  to PDC s w i t c h i n g

M a n u a l  output mmm anupu la t i e m rate

I ‘ut tab Ic mm m ammal  stat iom m

Backup control st a t i o n
(WiC: Backup control)

E)OC to 111 (‘ swi t c l u i m t g

to I )OC swi ft hi rig

13t (.
‘ to \Ianiual ~~~~~ t t ’ I i i m m g

- - _  —-~~—_- - — -- - . - - — -—  -
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ass i i  Au a lion I ter m u I )CSc I’ i 1) t m u m

7 (Cont. ) Marm ual to J l t ’( ’ s w i t t ’ t u i m m g

Set pot u l t  tracking

Pt ’c,ccsS Va t ’ ia l i lc  t r a c k in g

Manual on t p t u  t u m m a m l i m p u  Eu t io ni  t ’ate

Pu r table in anu a  I station

8 St ruc ture  Connec t ions
(Configuration) Type

Terminals si z e

M o d u l e  uni t
Card
U n i t
Encl osure

Ma nual s t a t i o n
N u m b e r  per t i m - m i t
Size

Backup corut i’ol station
N u m b e r  per ( i ~~it
Size

Max. no of output po int

9 Opt iona l

10 Block (shown by drawing)
l)iagrann

11 Output (shown by drawing)
C i r cu i t

- -_--_--—-----—— - - - -- -— ----- -- - ‘ -- - ---- - - - -  - - _ -  -___ —_ - - -
~~~~~~
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~~~~~~~~~
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h)e.scm ’i pt ioni of I ) i g i t ~m I  I r m p u t  (I ’ ’ornu 3)

Class i fi cat ion I Li’ 1 mm F)e scm’ i pt ion

I ‘UI ’j )OSe N anne  of ( ‘ o m m i p u t e r  to hi’ app i i

Has ic type ot ~\ pj)l i(’~tt iou m

Type ot’ Te m m mr imi al U n it

2 I n p u t  Imm p u t S i gm i a  I l evel
uhma racte r’istics I lig lm level (Make)

Logical 0 :
Load ( C o n t a c t )  _________-

‘I (Electronic) 
_______________ 

V
I, ) 

__________
mA

Low level )hireuk)
Logical 0 1
Load (Contact) 

__________

I’ (Electronic) __________V
mA

External contact m atin g

I ’ o i i er  source
In t e r n a l  DC V~_____ V

irm A / poin
External l)C______ Vt____ V

(lrmternal use) 
_____________ 

m A  / point

3 Elec t r i c  Rupture voltage DC/AC _________ V
condition

Withstand test voltage I)C/AC _, V , 
______ 

r u m  in

A l l o w a b l e  corn nmn o n i  m n i o de  vol tage DC/A ( ’ V , Lu u r n

4 Input rate Repeat sampling speed 
________________ 

l< h lz
(Re sponse )

1 - ’ilte r

—---— - - -~~~~ -- - —-- --~~ 
— - - - -~~~~~ - —‘- -- - -- ~~~~ - _  _,_a_ —-----’_ __ --- - - - -

~~~~~~~~
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— 

C lass i i i i -  at ion m It em u t I )e se r pilo fl

4 (Conut. ) I”ilter t irm ie constant uumsec

3 ( 
~~~~~~ 

ra l io mi a l  ~I’ r r t rm s fec  (‘on t c’ol tim ode

Transfer block length

‘L’ ra m m s fer  t i m n e  
__________ 

/wot’d

U Safety Isolatiorn YES No
function Type

Si gnal f l o a t i n g  r e q u i re d  YES_,__ No

V a l i d i t y  check YES _No 
-

Type

l’rotectio un circuit YES No
- Type

7 S t ruc ture Con nection s
( C o n f i g ur a t i o n )  Type

l’e r r n i n n a l s  size

l\’l odiul e u n i t
Ca i’d
Unit
l~uc losur e

l\l ax. no of input point

8 Optional

9 Block ( shown by d r a w i n g)
l) iagr ’amni

10 Inp u t (shown by nl n -;m w ini g )
Circuit

L - - --_ - —~~~~~-~~~~~ ~~~~~~ - - --~~~~~~ —~~~ - - -- .--- ---- - - - -_ -~~~~~~~~~~~~~ - -_ - —- - -_ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~
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l)esc i i  ptto nm oh’ I )i g i ta l  ( )u I put ( I” om’in 6)

C l a s s i f i c a t i o n  I Ic m u m  I )e scr i pt b u m

I ‘ii rpose N an n e  of Corn pu ft r to be app l icab le

I3asic type ti f A pp l ica t ion

Type of ‘I’ernii rmal I - u u i t

2 Outpu t Out pu t s ign a l  lev e E
chmaractez’is tics II ig im level (M ake)

Logical 0 : 1
Load to V

I ’ to mnA
‘ I

______
to

______

I,ow level (Break)
Logical  0 :
Load ______to__ V

to nm m A
I ,

_____ to

(‘oul tac  t r a t i n g  ( c o n m t i r m e o u s )  m i r m  V , max V
mi m i A , u m a x  

- 
A

____ VA

Con tact rating (Instantaneous) 
— 

V mscc
A m u i s e c
VA n n s e c

I b i d i ng  t i m e  of s w i t c h
‘L ’it nue ’ adjustm en t (Type) Software . I lam ’d\% a re~
Kinds arid a c c u r ac y  of t i m e  u is 1 m u m  s

u m u 5 ~ r i m - s

________ 
ms 1 u n s

i r i s! r i m s



- - - - ~~~~
-

~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - - - ---— - - _
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Cl as si ftc at i i  ~u item m l I )e sc r i~ )t urn

2 (Count.) Method ol ’ adju s tnm ue ’nrt I1X , Semi t u x ; \‘au’table

I ‘oWC r source

Inte rimal I)C______ v !

r i m  A / p n

- E x t er n a l  D C V  I V

— _____________ 
n i n A / p o i m i t

Mechanical l ife h u e

3 Electric R u p t u r e  vol tage
con d it bOfl

Wlih stand test voltage DC/AC V . r u i n

Allowable com nm m ’non mode voltage DC/AC V . ___ mmimu m

4 ()eutput rate Repea t  samp ling speed _____ kIIz

(lies pon s e)
Contact-bounmce

0 1 _________ Insu_’c

1 0 n m s e c

5 Operational Transfer control m ode
m ode

Trans fe r  block length

Trans f e r  t ime _______ 
s/ w or d

6 Safety Isolation YES N
function Type

Load f l o a t in g  reqimi red YES 
- 

N

I n t ernal protection circuit

1’;x Ic m a  I 1) t ’O tC C t ion c’ i r t ’U i  I

~~~~~~- ~~~~~~~ -~~~~~~~ -~~~~~

- -

~~~~~~~~~~
.- -‘ 

-

~~~~~~~~~~ -- - 
_._i __ - - - - -

- -~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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C t a ss i I i c at i orn  It rio I ~esc r i pt mum

U (ço mn t .  ) ( o n id i t i on i  at  j)o~’t’ r’ fa m l m u re II old
recovery R eset

In ns  t a h i t i t y

V a l i d i t y  check

7 St rue t u r c C unne c Ii ou us
((‘ o u m f i g u r a t i o n )  Type

Te r m m u i m m a l s  size

l\Iodule unit
Card
U n i t
Enclosure

Max . m o  of ou tpu t  p oint

8 OptIonal -

9 Block ( shown by dr awing)
I) iagrani

10 Out (shown by d rawi ng)
Ci r en it 

--~~~~~~~~~ - - ~~~~~~~~~~~~~~~ - -~ ~ . - --- - _ _ _
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Description ot I ‘ul sc Train hrup u t (l” or nm 7)

Class ificat h u n  I tern Desc ri ptio rn

I’m-pose Name of Conmuput er to be applicable

Basic t)’j)e ot A pp l i ca t ion

Type of ‘I’e t ’u i ina l  II n i t

2 lu iput  Input s i g n a l  level
c h a r a c t er i s t ic s  I h i g lu  l e v e l  (Make)

Logical 0 :
Load (Contact) ______to______

(Elect ronic) 
______ 

to______ V

— 
to mA

Low level (Break)
Logical  - 0 : 1
Load (Contact) _____ to_____

(Elec tron ic) ______to______ V
( U ) 

_________ 
to 

— 
nin A

E x t e r n a l  con tac t  r a t ing

Power source
Imn t em’ na l  DC V ± V

no\ / point
Exte rnal DC V ~~~~~~V

(In ternal use) 
__________ 

mA / p o i r m t

3 Electric Rupture voltage DC/AC ___________ V
condition

W i t h st a n d  test voltage DC \C__ V , mm

Al lowab le  c o r u m r i m o u i  m ode voltage DC/AC___ V , mu in

4 Input ra te  R e p e a t  input rate 
— 

k I l z
(Response)

Filter YES_____ No

A ll owabk unitac t— b o u mic e  mu s

Make  r a t i o  
________

- - - ---—
~~~~~~~ ~~ — -~-- - -_- -~---------~~ - - - _—~~~~~~~~ -- - - 
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Class i f i  c a t ion  it  e m~n i)es cr 1 pt ion

5 ()pt.’rat ionai Tranisfe r conm t rot m ode
i niode

‘Fi’auis fe r block len gth

Tr ans fer  t u n e

Counter
‘I’ype
Si-i e
Presetting

6 Safety Isolation YES No
func tion ‘[‘ype

Signal floating required YES No 
-

V a l i d i ty  check  YES_—Type

Pr otec t ion  circuit YES No_____
‘I’ ipe

I)ata protection

7 S t ruc tu re  Connect ion
(com l f i gu ru t i o n m )  Type

‘V erm in i na l s  size

Module unit
Card
Unit
Enc losu re

Max . no of i n p u t  po in t

8 () p t i o u m a l

9 Block (sim owmr by (Iu’ ..i rig)
I ) ia gi ’ a m nt

10 I n p u t  ( s l u o w u m  by d r a w in g )
Circu it

— 
.— — —‘-—.-- —‘--- -‘-—-—-‘——-—‘ —
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s r i p t i o t i  of Pu l s e ‘I’ m- .m mm i Output (I’ . u ’ru m 8)

C las ~ fi ca lion I tern I )e ~s cm pi rum

Purposes N anne of (‘uniputex ’ to he u p i ) l  i c a h l Q

I ~as ic I y ~~C 1) 1 A pp l ic-at jour

‘J ’ yh ) e of T e r m i i i n a h  ( n i t

2 O u t p u t  O u t p u t  si gnal l eve l
c h m a m ’ a c  t er i s t i c s  h i g h l ev e l  (M ake)

Logica l  0 1

Load _____ 
t o V
to

I I to 
________

Low leve l ( f l i ’~ ak)
Logical  0 1
Loud _____ 

t o V
I , to m A
I’ to______

Contac tn-ati ng (Con tineous ) m i n :\1 , ru ’ma x V

n i i m m  A , m n a x  A

____ VA

Contac tr at imi g (Instant ar ieou s)  
________ 

V mmise c

A m u m s e c
VA

Output load seI~~c t ion
S e l e c t i o r m  ‘n ’ES No
Pa rall el s e l e c t i o n m  \‘ VS No
No.  of load
M e t h o d

Se le c t i on  ol p01 a m ’ i ty V E S N  u 
— —

‘l’y i) C

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -- - -—~~~~~~~ --~~~~~~~—- —~ --- —~~~~~~ 
-- 

~~~~~~~~~ —— - --- —



-
~~~~~~~~~

— -
~~~ 

~~~~~~~~~~~~~~~ 

--—----

~ ~~

—

~~~~

-

-35-

I ass i fi  cat ion 1 te I n n Dc s e m i  pt roil

2 ((‘unit. ) 1” u ’ u q u e r m u y  I ’ pu i s t ’

~I e t h iud  of u(l j u s t n l l e r m t
K in m d~
(‘ycle ‘ l ’ i r n u e  ___________

\i ax, rio (~ t fJ UIS(’

l’ower source
huiteu’ rm al DC ____ V t V

Ifl t\ / po il l

E x t e r n a l  DC V ± V

niA / pu lot

M e c h a n i c a l  l i c e t ime

3 E l e c t r i c  R u p t u r e  vo l tage  D C/ A C  V

condi t ion
W i t h s t a n d  test voltage I)C/AC______ V , tu rn

Allowable common iitud e voltage DC-AC V . norm

4 O u t p u t  rate Couitact-houmice YES 
- -

, No

(It espon se) 
______C,ountmneoUS _____ Ins

t ip  — 
ins

Down __________ Ins

5 Oper a t I ona l  T r a n s f e r cont ro l  mode
m ode

Trans fe r block l e n g t h

Transfe r’ time s/pulse

Couui t ’ -m ’ YES No

Size ________ 

Bits

U Safety Isolation YES 
____

t’umi ’  t io f l  ‘I’yp e

- —
_ _ __ _ __ _ _ _  ~~~~~~

- - - - ---
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C l a s s i f i c a t i o n  I tern I)cscz i j~’t ion

6 (Cont .  ) Load l l u a t i i m g  requl r ’ed YES _________ No

I n t e r n a l  pL ’Ot Cc lion c i r c u i t

r’:x te ruin protection circuit

Validity check

7 S t r u c t u r e  C on n e c t i on s
( C o n f i g u r a t i o n )  Type

Te r ’ m m n i m i a l  s ize

Module uni t
Cau’d
t h m i t
E n c l o s u r e

Max. no of o u t p u t  points

8 Opt ional

9 Block (shown by d r a w i n g )
I) iag r am

10 O u t p u t  (shown by d rawl ing )
C i rcu i t

_ _ _ _ _ _ _ _
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Descri ption of P u l s e  W idth O u t p u t  (I” orrn 9)

C’ lass i l i e  at iomm I t e n  m u Dc scr t 1) t  t o l l

Pu rpo se N a m n i e  of ( ‘ o m p m , u t c r  to be app l i cab l e

B a sic  type of A pp l i c a t i o n

T pe of ‘J ’ ci’ nim ~ n a1 P u n t

2 Output O u t p u t  si~ t ra1 level
characteristics High leve l (Make)

Logical 0 1

Load t o V
II to
It

_____ to_____

Low leve l  ( B r e a k )
Logical  0 : 1
Load ______tO _____V

________ 
to

I I  to_____

Con tac t  r at i n g  ( Cu n t i n e o u s )  r n in V , m ax  V
m i n A , u m m a x  _____ A

______VA

Con ta c t  m a t i n g  ( I n st a n t a n e o u s )  ______V mn s e c
A n m s e c

VA nunse c

Ou t p u t  load s e le c t i on
Si- icc I ion YE S N o
I ’ ~i~ ’ a h I e I  s ej e c t i o u m  ‘i l ~S N o
N u ,  01 load

-

~

- - - - - - - -• - -

~

-- -

~ 

- - _ _ _
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Cl ISS i i i  cat  i I) ti I t en  n l)c set’  m t r o l l

2 ((‘oUt . ) S e l e c t i o n  of 1)oIal’ i t Y  YE S 
__________ 

N o
- l’y I~°

H~r s c pu  I s ’ ’ w id ti n
‘l’yp e
K inds
‘l ’irrr e I I I S C I ’

M ax m i n i  t i l l )  ~~U is C \V id t h 
— 

111 5cC

(per  one ac t i o m m )

F’owci  source
Internal DC V ± V

_______ A /p oint

E x t e r n a l  I)C V t

___________ 
A / p o i n t

M e c lu a n i c a l  lI f ’ e t i mn  a

3 E l e c t r i c  R u p t u r e  voltage DC/AC V
Condi t ion

Wi t i u s t a n d  t e s t  vo l t age  D C/ A C  V . in

All owable counniori mode voltage D C/ A C  V . 
________ 

in in

4 Outpu t r a t e  C o n t a c t  bounce YE S 
_____ 

No
( I t e spon se)  Con t iu t e ou s  

________ 

M i s t - c
U p -—__________ n in s c ’ :
I ) o w n m 

— 
mu ~-, c’c-

5 O p er a t i o n a l  T r a n s f e r - c o n t r o l  mode
m ode

Trat i s  t e n ’  block Ic n ~ t lm —

‘I’ratis icr tune 
—~~~~ n i m s e c

Co u t i  te r ’ ‘n VS N o  
-- - -

Sizu ’ 1 l i t - ~

--

~

-—

~

--

~

- ~~~~~~~~~~~~~~ - - -~~~~~~~~~~~~~~~~~~~~~~~ -~~~~~~~~~~
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I lass i f i e . t  I ion Item ml I )e s (‘ r ’ I I ) t  i o m r

6 Sa fe ty  Iso l a t i o n  YES 
______ 

N o ______

f u n c  t ion ‘t ’ ype

I ~oiid f l o a t  l ug x’ i ’qui red V ES 
________ 

N o

l r n t c m ’ r i u l  p r o t e c t i o n  c i r c u i t

Exte m ’nal p r’OtCc tiofl c lL ’ cL ui

Validity check

7 S t r u c t u re  C o n r u e c t l o t t s
(C on fi go r a t i on )  ‘l’ype

Te r um iu ia l s  size

~ ud ule on it
Card
t J m r i t
E t ic lo sure

\ l a x .  no of o u t p u t  point

8 O pt iona l

9 l’3lock (~‘ihio wn by d r a w i r m g )
Di a g z’ a in

10 O u t p u t  ( s h ow n  by d r a w i n g )
Ci “Cu it

IL



- -

-40-

Dcs cm ’m pt ioui of It u ten ’ nup i lu l l ) Ir t ( I” u u m m r  10)

C lass if it ’ a t  ion I te u m i I h, s ( -L’~ pt t o r n

Purpose ~~a m n m e of C o n u i p u t e m -  iii be inI)I)htcabl e’

Ua s ic  t y p e  ( I I  A pp l i c a t i o n

N a t i i t ’  of Operatin g System (OS)

2 Inptu t Max. no, of IntCm ’m ’upt Level 
____________ 

Le~ ul
ch i a r a c t e  m’is t ics

I\l ax.  no ,  of In te r I ’up t  I’oin t I Ia ~‘dw a m c  
________ 

pu im i  is
Suft\vai ’e pu i t ) ?  S

In p u t  si gna l  level
111gb l e v e l  ( M a k e )

Logical 0 :

Load _____ to V
‘I t(J II1A
II

_____ to_____

Low level (Break)

Logical 0 1

Load- ______to V
I t

_____ to

In terrupt trigger
Rising edge
F a l l i n g  ed ge

• C o n t a c t  ratin g 
______ 

V

u m i , \

L 

i’ u~~cr source
I m i t t’ u’nal l)C V V

rn t

-—

~

-

~

- - - - --

~ 

- - -~~~~~ -
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C las -si t:t ca t  ioum It con Des’:’ i i pt i (0 1

2 (C’ormt . ) External I)C 
— 

V ~~~~~~~ \‘

__________ 
A / p o i n t

3 E lt -ctt’jc Rupture voltage DC/AC ________ V
c nui d i tion

W i t h u s t a n n c l  test voltage DC/AC _______ V . — 
in in

Allo~ able c o un m o n  mode vo l t age  l) C/AC 
________ 

V , 
______ 

mm

4 I n p u t  r a te  Response  time
(Respon se) Total Itesponse Time 

_____________ 
m n s e c

Hardware portion _________ rilsee

So f twar ’e  por t ion  __________r u se c

R epea t  i n p u t  i’ate _____________ 
lIz

M i n i m u m  pulse width
Hig h level nuseC

Low level 
____ 

mnsec

Contact boone _____
inSCC

5 Operational Assi gnment of In ter  m’u p t  level
mode

in terrupt points each level
H a r d w a r e  _______ 

P’ t s / l e v e l

S o f t war e  _______ P ’ t s/ I e v e l

Reference of I n t e r r u p t i v e  f ac to r  Ha rdware , S of t u  are

Pr io r i t y interrupt h~lt1(1tiflg
M a s k i ng of I n t e r r u p t

T e s t i n g  of Priom’ity I Iardware , Sot twa n’e

Save u’cg i s t t - m s  llardwat’e , Soft~~am ’c

l\I tJitod

_ _ _ _ __ _  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - -- - -.-
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C’ lass iii cation It ~‘nmm 
l)c scr i l ) t t  1) 11

5 (Coot .  ) Genera  t j o r m  of b r a n , - l u  addm’ ’~ss II ardwau ’t ’ , 5 , 1  twa m e

ites t o r t i or i  of ’ r egis  te u’s

Ti t u e  of I I I  I t ’  1 m’ up t  I ta m d l  i n m g  
___________ 

u r n s  cc
a f t e r ’ s i g n a l  r ece ived

6 S a f e t y  I s o l a t i o n  YE S  N o
f u n c t i o n  ‘I’ype

Signal floating required

V a l i d i t y  c h e c k in g

P r o t e c t i o n  c i r cu i t

7 S t r u c t u r e  Connec t ion s
( C o n f i g u r a t i o n )  Type

T e r m i n a l s  size

Modu le  u n i t
Card
U n i t
Ho c losure

B r u i t  of a d d I t i o n a l  level

Max . no of po i n tB

8 Optio n al

9 Block (shown by d r a w i n g)
[)i a g L i l t  0

for procedure

10 Interrupt (shown by d r awing )
C i r c u i t

- -- - - - •
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(~onmn run ents for’ Dc sc I ’11)t ion ul ’ Process h i  P’-~ t / ( )u t p i l l  1 mm t e r ’lac c

lIe in Ge rrmm ann I’ t’oposa I J at anie se P r’uposa I

Com m - r po si t ion of V o c ab u l a r y  (~‘ner: t1 (oum C u m u u r o n )
s t a m i d a  rd A na log I mmpu t h a  lug 1mm p I nt

proposal  A n n ~i log ( )utpu t A u  :i log O u t p u t
I) ig i l a l  Input A n a l o g  L u n i t i o l  O u t p u t
I ) i g i m a l  O u t p u t  I ) i g i t a l  Input
In t e r ’  r ’u pt P u l s e  ‘I ’ m a in  l u n p u

I)ig it al Output
ISO/TC 97/SC 13 Pu iso ‘I’ r u i n  O u t p u t
(l)oc, No, 97/1 3N 49 55) Pu l se  W i d t h  O u t p u t
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1. i n t roduc t ion

With the increas ing s ize  and complexity of indus t r i a l
processes the provision of centralised control systems , based on
a conventional star structure , is becoming uneconomic.
Dezentralised Systems are therefore tending towards a bit-
serial line-sharing approach with a common bus interconnecting
many stations.

An essential feature of such systems is communication between
geographically distributed subsystems within the plant. That aspect
of the total system which provides the communication facilities is
referred to here as “the communication subsystem” . The communication
subsystem has a number of access points at which it interacts with
the other subsystems requiring or generating information . These
access points are referred to as “stations” . A “Master Station ” is
the access point at which the control of the communication subsystem
is exercised . It is not necessarily the source of control for the
complete system . A “Slave Station ”is an access point which responds
to the Master Station . The subsystem connected at a station (whether
it be a source of control at a Master Station or responding equip-
ment at a Slave Station) is referred to as a “device subsystem ” (or
briefly as a “device”) in order to distinguish it from the communi-
cation subsystem .

Any communication subsystem is a compromise between speed of
response , reliability and cost. The particular trade-off selected
is related to the specific environment and is a matter for the
system designer. It may well result in different communications
subsystems being employed within a single plant.

A communication subsystem should be capable of incorporation
within a hierarchical structure . Figure 1 shows, in diagrarnatic form ,
the various levels which might require a communication subsystem .
At level A the subsystem provides communication between the computer
exercising overall control (or its stand-by) and the computers dedicated
to specific processes. Particularly vital information may be extracted
at this level from specific device subsystems constituted as one or
more clusters. It should be noted that a cluster is simply an economic
method of connecting a number of separate units to the communication
subsystem at a single station . At level B the particular process
control computer communicates with its device subsystems (which may
be further process control computers) . In this hierarchy the “Process
X Control” computer is connected at a Slave station to the level A
communication subsystem , and is connected as a source of control at
the Master Station of the level B communication subsystem. This
structure is open to higher and lower levels of automation hierarchy
but i.~ also applicable to a single level in a simple scheme . Theprovision of a communication adaptor between levels in parallel
with the process control computer permits a higher level computer to
assume the functions of a lower level computer in the event of
failure. Such a facility requires a degree of compatibility between
the separate communication subsystems at the two levels.

p 
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In ad~~~t ion to the problem of defining an appropriate
communication subsystem , the designer of a spec ific application
system may find that the increasing specialisation of manufac t- .~r e rs
of au tomat ion  equipment makes it difficult to procure components
compatible wi th  a common bus.

The goal of this proposal is t he r e f o r e  to d e f i n e  the g e n e r a l
cha rac te r i s t i c s  of l ine -shar ing  communica t ion  subsys tems a p pr o p r i a t e
to the process control environment , and to propose s tandard methods
of in terconnect ion between the communicat ion subsys tem and the
at tached device subsystems . Two def ined  ports providing t h i s
interconnect ion have been i d e n t i f ie d . One is at the i n t e rf a c e
between the communication subsystem and the device subsys tem ,
and is independent of the technology and protocols of either
subsystem. The other port is wi thin  the communicat ion subsystem
and is at the i n t e r f ace  between the line dependen t par t an d the
remainder  of the communication subsystem . The choice of which of
these defined ports should be implemented phys i ca l ly  in a s p ec i f i c
appl ica t ion is s t i l l  under d i scuss ion  in the committee .

The proposal f i r s t  out l ines  the appl ica t ion  areas and
overall requirements for process control applicat ions (sec tion 2)
It then makes recommendations on the general struc ture of a
communication subsystem (section 3). This is followed by a
descript ion of the two types of de f ined  ports (sect ion 4 )  -

F ina l ly ,  methods of implementation are discussed and a p r e f e r r ed
communicat ion subsystem ,con forming  to the requ i rements  and us ing
the def ined  ports , is described (sect ion 5) . The p r e f e r r ed
communication subsystem also serves to i l l u s t r a t e  the previous
recommendations.

_______________________________ L~.dilII~
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2 . App l ica t ion  Areas  and S’in tom

This  proposal  ru la t e s  to communica t i on  sah~ y s :c : -o ;  f o r
proceo~ control  wi tn i r .  an in d u s t r i a l  p l a n t .  Conput e~r — t c ~— 2 c m p - itu r
communica t ion  or the connect ion of s t anda rd  p e r i p he ra l s  is  n or
the prii:arv olin of the proposal , L ot  the pr o p o s al  g i v e s  a for :  Oi

these fa c il ir . t c-s o~)pr oor lo te  to process control  as a conot  c~~~1 , , e
o2 i ts  y e ner a l  o~d r oa cn .

A process control syst em is an o n — l i n e  r e a l —t : : e  sys~~c: in
w h ich  react ion L im e S  are i np o r n a nt  and overa l l  r e l i o L~~lity  is
e ss un t  i u l .  2~.e ch a rac ter ~~stie w h i c h  differentiates p r O C e sS

contro l  c om m u ni c a t i o n  s ub sy st a m s  from other o n —l i n e  r a l — t i m €
sys tems  is tha t the o u t p u t  causes m a t e r i a l  or en e r gy  to move .
Th i s  necessita tes  secure and u s u a l l y  ded~~catod ch o ne T~s ,
lm~) lie s  an i~~— e i un t  cable system i: s ta lled  e xpr e s s l y  (hu t  ~~~~
necessarily exclusively) for process control signals.

Typical ajip1lcation areas arc :

Power generation stations

Oil indus t ry

Tes ting an d qual ity con trol of eng ines
Chemical p lants

~teel p lan ts
Manufactur ing Systems (DNC)

1 Pu uir o r e nt s

The genera l  requirer’~cnt s  for  a cor m iu n i cat i o n s  subsys Let ar ~~~:

1. It  should provide re liab le  and e c o n o mic  b i t — s e r i a l
communica t ion  between device subsystems soch that a co1~~anhmessage may be sent to , and a reply  message  rece~ vcd f r o m ,
ano the r  subsystem w i t h o u t  i nvo lv ing  store and fcrw,ire
opera t ions .

2. Within the coio~unicaticn subsystem stations are
Provided for  the attachment of o ther  su b s ys t cr s .  A source
of commands uses an access P oin t  km - r i  as a ::ast t -r  S tat i  n .
t~c c e s s —j ) ( c i l i  ts  for  subsys tem s ~~ i ch rc.sporcI to these coi r a n  - s
are known as Slave S t a t i o n s. At any one t i t e only crie
;-~~s ter  S t&t ion  is pe rmi t t ed  in the  communlcation e~

3. W i t h  the i ncr o c s in c ;  complex it y  C L  computer based
process control  sy st er s it  is n~~q hI  y oes~ rable that eons be
p r o v n ( r e u  for  t r an s f e r r i n g  P a st er sh i :  f r om  one s t a t~~or. to
a n o t her .  Three m aj o r  e ;.am~~les of th i s  are :

(a)  St a n d — b y  cont ro l  f a c i l i t i e s :

The norma l Pos te r  pos i tion  is ( iU ~~~i ic ted
at a e s l c j n at e u  posi r~~on so t h a t  if th er e  i. ;

a f a i l u r e  the d up l i cat e  n a y  t a ke  over th e  role
of P os t e r  i n  a p r o— p l a n n e d  m an n e r .

—
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~b )  Serv ic ing  and test f a c i l itie s :

ouch st at i On  is able to accept
e - j~.i~ r LOt which has the cap a b il it y  ( to  ~gr e at er  or lessor  e : :t e n t)  of per for ::~~ng
1~u s t e r f un c t i o n s  for a limited period as a
test facility. Tais ray require prior
p e rm i s s i o n .

(e) Direct cota—it terchançje between stations:

Each station ra y incorporate equi pment
which has the d y n am i c  capabil ity of
assut iri ; Pastersaip jr order to corr un~ cate
di r e c t l y  w i t h  any o ther  s t a t i o n .  t h e
transfer of Pcistershi p w o ul u  Pu an i n ba il t
r o u t i n e  f ea tu r e  of the c om mu n i c a t i o n
subsystem .

14 .  The c om mu n i c a t i o n  subsys tem should  ic capa b le of 2~~~t t
in co r p o r a t e d  In a h i e r a r ch ic  or s ing l e  level s t r u c t u r e  in
ce nt r al~~sed or d i s t r ibu t e , con t ro l  sys tem s.

5. The c om mu n i c a t i o n  subsystem t out be Ca; ~b ie Of worh~~mq
w it i i i 0  a noisy  envi ronment  w i th  a low r e l a t i ve  rote  oi
um .etectee er rors  and an app r o p r i a te -  t h r ou gh p u t  of va l i
m essages. The subsys tem de s ign  should pert it en u nc* t c i t
of the er ror  detec t ion  p e r f o rm a n c e  in c r i t i c a l  q g~i i cn m t i o ~~s.

- 6. Tim e reilability a i d  aV a i lL b i b m y of a
it d 1  em un ta ti o n  wi l l  deper . ri on the  dcsiqne- r ‘ s choice of
e(IuiL)nlent quality and noise protection. The intent ~ f tois
proposal is t ha t  the system should incorporate error
detec t ion  f a c i l i t i e s  which  may be matched  to the  env i ron;  o t t
in wh ich  t i m e  sys tem is used.  Desired are l oooo hours  at  l e a s t
foi a s ta t ion  (see F i o nr ~ ~ ) exc lud ing  the  dL i00 ( s )

7. Thu installation or removal of ec-ui puent at a m l~~
i i ;  p e r m i t t ed  t~~ di s t u r b  the c u r r e n t  messages  as a transi ~ ry
e f f e c t  ~ roV~~uu d  t hat  the s ys t e r  is o h I o  to detect  such
c l i : ; t u r h a n c e s  and recover f ul l  operat ion wi~~1min  a t ir e
a j p i T op r l ot e  to the application .

T Im e  co;nm u r , i ca t iun  su osys i  em ru st  be no si ;ned st oP t ; . .  t
co;~~ u n ic a ti on  is ;n a i n t a i n e d  between a Pastor 011 1 3 S L ve  in
spi te  o f :

(a) Power loss at another  Slave st a t i o n

(n) Failure of tim e - equip:-eat 0t another
Slave  st~ ti -n . ( A t  should  be notes  th at  t h i s
failure can r e su~~t in noise be i ;a
g e n er at e s  w h i c h  m o s t  be prevented f i0 r
i~~ sking  t r a f f i c )
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The c om mu n i c a t io n  subsystem des ign  should  a l l o w
r eL lu n d ant  paths  between s ta t ions  to be Incorporated w e n
re :uired to give enhanced reliabilicy. This should pefl it
the system to cont inue  operat ion (with perhaps reduced
per formance)  af ter the loss of one or more paths between
stations.

10. The system overhead for  small  i ns ta l l a t ions  should be
t i n imised .

11 . Thu in t e r f a c e  be tween the communica t ion  Subsys tem and
aevice subsystems t u s t  be independent  of the p a r t i c u l a r
technology (cable , r a d i o — l i n k s , lig h t —p i p e s  e t c .)  used
w i t h i n  the spec i f i c  communica t ion  subsystem , and should be
independent  of the cozuTmunica t ion  protocol (error detection ,
demand—handling e t c . )

12.  The communica t ion  subsystem should be transpare: it In,
dis t an ce  c o n s id er a t i o n s , when viewed from i ts  s t a t i o n s .  In
p resen t  pract ice  a typical  d i s t a n c e  between Poster an d  S lave
s ta t ions  or be tween Slave s ta t ions is 3 0 0— l 0 0 0 m et r e s . 1- i th
a loop c o n f i g u r a t i o n  the average total bus l ine l eng th  is
expected to be 1 . 5 Km with an upper f i gu re  of 5Km .
L L O V I S i O f l  mus t be made for the communicat ion subsystem to
r a k e  use of a common carr ier  when necessary ,  for  example
when crossing a puo lic  hi g hway .

13.  The desi gn should  p ermit  ga lvan ic  isolation to be
provided be tween the communication subsystem and the
aevices mounted at s tat ions.

1 + . The i n f o rm a t i o n  should be conveyed in serial  b ina ry
digi t a l  form w i t h i n  an appropr ia te  s t ruc ture .  f leasu rement
and control parameters  o f t e n  require a im accuracy better  than
O.1 ,~ and hence the binary  d igi t a l  representa t ion  of a
p~ rw eter value :iay require  in excess of 10 bits. A
g e- au r a l  recommendat ion is a minimum of 12—bi t s  f or value
p l u s  one—bi t  for s ign ( t ha t  is , a total  of 1 3 — b i t s  or 1~. —
P it s  if a p a r i t y  bit is inc luded) . In a by t e—or i en t ed  system
a min imum of 2 bytes  should be used .

2 . 2  Typical  Data ,  some examp les of present  i n d u s t r i a l  p lants

(See Table on page 59)
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3. Gu .t’ r~~ :o-c ot~j cnd a ti on s  f o r  a Com munica tion Subsys t e :

The f o l l o w i ng  sec t ions  g ive genera l  reco;--Lnem da t i on s  fo r  
-

b i t — s e r i a l  l i n e — s h a r in g  communica t ion  s u b s y s t e m .  I t  is ass o~~cO
that , it  any g iver t ime , the re  is one predefir ed and fixed Poster
Sta t ion  in t ime communica t ion  subsystem . In an en t ens iox ,
planned as f u t u r e  work , the e f f e c t  of t r a n s f e r r i ng  M a s t e r s hi p
d y n am i c a l l y  w i l l  be invest iga ted .  I t  may be , but  cannot be
guaran teed , t h a t  a system wi th  t r a n s f e r r a b i e  Mas te r sh ip  w i l l  for :
a suporset  w i t h  the cu r r en t  reconu-imenda t ions .

Coi m u r . i c a t ~~on is by a “Command Message ” f rom the M a st e r
S t a t i on  to any one of many Slave S t a t i o n s ;  and by a “ f loply
Messag e ” from the addressed Slave Stat ion to the Pas tor  S ta t i o n .
The subsys tem may also permit a global Command Message to be
t ransmi t ted  from the Master Stat ion to more than one Slave
Stat ion .

In a communicat ion subsystem wi th  “Act ive ” Slave S t a t i c m ~s
ac t i v i t y  r a y  be in i t i a t ed  by an Active Slave Stat ion g e n e r a t i ng  a
“ Demand Request ” when it requires  service.

3 .1 M a st e r  Sta t ion

t h e  M a s t e r  S ta t ion  controls the coirununica tien subsys tem . i t
is often , Put not necessarily, linked to the device s u bsy s t e m
exe rc i s i ng  process monitoring and supervisory  control of the
overall system . The func t ions  of the Master station are :

(a )  to genera te  Command Messages and t r a n s m i t  them to
Slave stations served by the communicat ion subsys tem .

(b )  to receive Reply Messages f rom the Slave s t a t i o n s  in
response to Command Messages , or to detect the absence of a
solicited Reply Message, and take appropriate action.

(c)  to accept Dema nd Requests from Slave s ta t ions  ( in  a
coi r tu t t i c a t i o n  subsystem wi th  Active Slaves) and take appropriate
action .

3 .2  t 1 - ve ~;ta t ion

A Slave s t a t i o n  con form s  to the com mu n i c a t i o n  subsystem
proced ures and protocols genera ted  by the M a s t e r .  The f t n c t i on s
of a Slave station are :

(a) to identify, accept and implement valid Commnanu
:ies:~ tges received from the Mister station.

( t  t O  ~j u t i i r a te  011 g~~ r o p r i at u  hep l y  M essage  to ev er y
va l i u  C o i n i t t i Me SSage  in d i v i u ra l l y  addressed Lu i t .  (The
response to Global Command Messac,e,; is tin subject of on— -oh ,
worn , but  it  i t ;  c u r rc n tl y  ~m s: imed that gioms~ii cot t ooPs do not

-~~~~ - -~~~~~-
-
~~~~~
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(c) to generate a Demand Request when service is required
(if the Slave is an Active Slave). This demand may occur
asynchronously (i.e. at any time) at the Slave station bu t may be
delayed in transmission to the Master station (e.q. it may be
delayec in accessing the line by existing traffic , or may have to
wait for a specific operation).

3.3 The Structure of Messages in the Communication Subsystem

A complete transaction in the communication subsyster~ is the
successful transmission of a Command Message to a Slave station
and the receipt of a valid Reply Message at the Master station.
130th Command and Reply Messages contain all information relevant
to the transaction and do not, for example, require preliminary
messages to establish the route.

There are three major aspects of these messages which may be
distinguished (see the example in Figure 2).

3.3.1 Communication signalling and framing

The actual line signals used by the communication
subsystem are a function of the communication technology (cable ,
r~adio—link , light—pipe etc.) Similarly the signalling technique
and protocol determine the synchronisation signals defining the
beginning and end of a message, and any internal framing used
(for example, Start and Stop signals framing individual bytes)

These signals relate solely to the communication subsystem
and are not passed to or from the attached device subsystems.

3.3.2 Message Control Information

This includes all aspects of the message required for
i d e n t i f i c a t i o n, routing and error—detect ion w i th in  the
communication subsysterti . The informat ion is conveyed in C—bi t
fields in order to simplif y generation and acceptance. It
should be noted that certain f ie lds  are generated or acted upon
by the device subsystems at Master and/or Slave stations.

The internal s t ructure  of Command and Reply Messages is the
same and makes use of the following message control fields.

(i) Address field (ADDR) 8—bits

The address f i e l d  contains the binary representation
of the aduress of the Slave station. It is the
destination address in a Command Message and the
source’ address in a Reply Message. The ‘all ones ’ and
‘all zeroes ’ addresses are reserved for test functions.
Some of the remaining 25~ addresses may be reserved
for speci1l purposes , e.g. global commands addressed to
al l  s t a t ions .
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( i i )  ;-lessaje i den t i f i c a t i o n  f ield ( I D E I ; T )  6—bi t s

(a )  Fi,:cd/variable length sub f i e ld  1— b i t

Ti m e b i t  iden t i f i e s  a fixed or variable length
for the device dependen t information in the message.
i ixed length means a predetermined length known t-o the
system . It is an implementation option and length
zero is not excluded. In general the predetermined
length will be constant for a given communication
subsystem. In more sophisticated applications the
length may be specific to the station identified
in ti-me address field and/or have different values
for Command and Reply Messages.

If variable length is specified the message
includes length and routing fields (see iii and iv
bel ow) .

(b) Command/reply subfield 1—bit

Since Command and Reply Messages have
identical structure they are distinguished by this field
which has value ‘1’ for Command Messages and value ‘0’
for Reply Messages.

(c) Function subfield 6—bits

This field is loaded by the Master in a
Com~ sand Message and the same content is returnen by the
Slave in the Reply Message. It therefore serves to
correlate Command—Reply transactions. It may,
for examp le , be a message serial number used for sequence
checking and error recovery purposes. It also indicates
whether the message is dir~~ ted to the device subsystemor is  directed solely to tb a comniunication subsystem ,
e.c~. as part of an initialisation procedure.

(iii) Length field (LENGTh) 8—bits

For a fixed length message this field is not
present (see ii.a) above). For a variable length message
it defines t i C  multiple of eight bits in the device
dependen t information (excluding any error detection
fields specific to the coiiu i xnication subsyste:;) . Time
value of this length param~~ ar will probably be
required by both the communication subsystem (in error
detection ) and the device subsystem (to indicate the
storage required) .
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( iv )  Rout ing  f i e ld  ( ROUT L) 8—bi t s

For a f i xed  length  message th is  field is not present
(st~e ii.a above) . For a var iable  length  message it gives
add i t iona l  in fo rma t ion  r e l a t i n g  to the device subsystem ( e . g .
su~~addresses) . The in fo rmat ion  is not normally used by the
communication subsystem.

(v )  i rror detection fields

The message contro l i n f o r m a t i o n  should include
error  detect ion f a c i l i t i e s, appropr ia te  to ti m e
env i ronment , which protect the whole message i nc lud ing
the device dependent i n f o r m a t i o n .  It is recommended
that  the address and message i d e n t i f i c a t i o n  f i e ld s
are i-rotected separately f rom the rest of ti -me
message since they m a y  be processed before  the
whole message is avai lable .  S imi lar ly  the l eng th
and rout ing f i e lds  are an optional  pair  of parameters
and it may be desirable for them to have separate protection .

3~ 3•3 Device Dcpe:~dcnt Informat ion

This contains  in fo rmat ion  which is spec if ic  to the
par t i cu la r  device subsystem located at the Slave s ta t ion involved
in the t r ansac t ion .  It is conveyed as an integer  m u l t i p l e  of 3
bi ts  wi th  an overall  maximum length determined by the
communicat ion subsystem. Otherwise its s t ruc tu re  and content  is
independent of the con’u r n un i cat i o f l  subsystem. The i n f o r m a t i on
content may include routing or error detection features S~)CC~~

r
1C

to time a t tached  device subsystem. Error  detection required f r
message hand l ing  by time communication subsystem is provided by
the message control information (see 3.3.2.v).

3 .4  The Fac i l i t i e s  Required  a t  a S t a t i on

The facilities required at a :~aster or a Slave s tat i~ n ciay
be divided in to three par t s  corresponding to the three asL~ects ota message (see 3 .3 above) .  These may be re la ted to three
conceptual u n i t s  wi thin the equipment at a station . These are
shown in F igure  3 as

The Bus Coupler Unit

The Comn~urm icat ion  I n t e r f a c e  Un i t

arm u T.Le L)uvicc Interface Unit

L -
~~~~~~~~~
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3 . L4 .1 T u e  Bus Coup ler U n i t

The Bus Coup ler U n i t  is specific to the tech nology
em~)loyeo in time ccmmuoication subsyste~~. Its op ration is
essent ia l ly  passive in t~mat all messages are treated identically
irrespective of their ccntent.

Time fu nctions of the Bus Coupler are :

(a) to convert between the signal standards of
the communica t ion  subsystem common bus and the-
standard for  b i n a r y  signals required within
the eCu ipment  at the st a t i o n ,

(b )  to de tect the beg inning and end of messa ;,~s
recc~ ved from the co:- mor~ bus ai~d to provide  the
corresp onding  synchron:  ~ t ion  simals in trans: itton
messages ,

( c)  to hand le  in d iv idu a l  byte f r a m i n g , if th i s
is a f e a t u r e  of the communicat ion subsy ~~te: ,

4 ( d)  to provide ga lvanic  isolat ion between the
equi pment at t1~e station and time common bus ,

~e) to Lirovide mu l t i p l e  or a l t e rna t ive
connect ions  to the common bus , if t i -m is is a f eat u r e
of the communicat ion subsys te r. .

Other f u n c t i o n s  of the Bus Coupler Unit depend on wh n t h cr  i :
is employed at a Master or Slave s ta t ion .  At a Slave s tat i on  these
additional functions are:

( f )  to mainta in  ti -me in tegr i ty  of the common
bus by providing either that there arc no active
components in the common communication path
(e .g .  by t r a n s f o r m e r  c o u p l i ng)  or that  con t inu i ty
is guaranteed in the event of local f a i l u r e
(e .g .  by automatic b y p a s s i n g ) .

(g )  to provide the local clock , if the commun-
ication subsystem requires individual clocks at
each s tat ion .

At a Master  s tat ion the addit ional  func t ions  of the
Bus Coupler Unit are :

(h) to provide appropriate connec t ion  to the
line or lines of the common bus , with termination
if required .

_ _ __ _ _ _  -~~~
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( i )  to provide an individual clock or the common
clock depending on the requirement of the
communicat ion subsystem .

If t r ans fe r rab le  Mas te r sh ip  is incorporated it ray prove
necessary to switch between these additional unctions , and to
provide means for a station to request and be granted :lastership.

The intention is that the Bus Coupler Unit should be a
relatively simple unit which isolates the other units at a station
from the specific line technology and does not effect passing
commands and replies from other stations . Signal reshaping is
permitted. The Bus Coupler Unit is interconnected with the Communi-
cation Interface Unit by the Bus Coupler Port (see section 4.1)

3.4.2 The Communicati on In te r face  Unit

The Communication I n t e r f a c e  U n i t  is spec i f ic  to the
message protocol of the communication subsystem but is
independent of the line signalling technique employed . It is
also independent of the characteristics of the attached device
subs y s t crc .

The functions of the Communication Interface Unit arc
related to its use in receiving or transmitting messages. i t
should be noted that a ~aster transmits Commands and receives
Replies whereas a Slave receives Commands and transmits Replies.

The functions of the Communication Interface Unit at a Slave
Station are:

(a) to check received messages (Commands addressed to the
station) and pass them to the Device Interface Unit.

(b) to format messages from information provided by the
Device Interface Unit and transmit them (Reply Messages)

(c) to generate demands, if an Active Slave.

The corresponding functions at a Master Station are:

(a) to check received messages (Replies) and pass them to
the Device Interface Unit.

(b) to format messages from information provided by the
Device Interface Unit and transmit them (Command Messages)
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Cc) to accept demand s, if Active Slaves are allowed in the
couununication subsys~ e~,

3.4.3 The Device Interface Unit

The Device Interface Uni t is spec i f ic  to the attached
device subsystem but is independent of the communication
subsystem. The ec~ui~~~cn t that  nay be connected is virtually
unrestricted except that the device subsystem at a Master station
must be capable of specifying appropriate commands and
i n t e rp re t ing  the rep lies. S imi la r ly  the device subsystem at a
Slave station must respond to valid commands and send appropriate
replies.

The Device Interface U n i t  can be designed for i nd i v i d u a l
u n i t s , clusters  of un i t s , complete subsys tems  or intelligent
subsys tems (e .g .  computers and microprocessors)  . Thus the
Device Interface Unit may include internal addressing and error
detection facilities related to the attached equipment. This is
totally distinct from the facilities provided by the
communication subsystem .

Specific Device Interface Units may be designed to connect:

— Proces~ devices (e.g. digital transducers) with bit—serial or bit—parallel signal coding (typically
12—bits plus sign).

— Peripherals using byte—or word-serial methods as specified in

IEC Bus (ILc/TC GG/WG 3)
Bri t i sh  S tandard  In t e r face  (BS 4 4 2 1 )
FNI I n t e r f a c e  for  Peri pheral  Devices

(FUI/AA13)
Medical Interface proposal V1000P

(GMDS—Germany )
Standard Communication Interface

(CIS—France)
CANAC Data Way (EUR 4loo)

— ~-1inicompu ters wit:-i a channel  i n t e r face , (as current ly
under consideration in ISO/TCO7/SC13)

— A specif ic microprocessor

— Specific peripheral equipment e.g. a Visual Disp lay Unit.

_ _ _  ~~~~~— ~~~~~~~~~
_ _ _ _



—

~~~~~~~~

-- -

~~~~~~~~~~~~~~~~

- .--— -

~~~

-66-

3.5 The Structure of ~1-.c Co m~~u n i c a t i o n  Sub syst em

Fol lowing  f rom the conceptual  separat ion of the h a r d w ar e  at
a st at i o n  ( i l l u s t r a t e d  in Figure  3) the general  str uct ure of ~he
Co m pl et e  ~ ‘~‘s t o m . I  is as shown in Figure ~~. It  w i l l  1~e seen t h at
the b oundary  of time communication subsystc-;- is at t he  In d ep e n d e n t
d u i t between the Communication Interface Unit and time Device
In t e r f a c e  U n i t  at each s ta t ion .  At the ::aster s tat i o n  the device
su~~sys tem irmcludes tao source of commands ann at eaca Slave
s t a t i o n  the device subsys tem contains the equi pment  wh i c h
responds to these commands.

;:ithin the communicat ion subsys tem tho Bus Coupler  j or ts
provide the boundary to the “Line  Technology Dep endent  P a r t ” of
the subsystem and e f f e c t i v e l y  isolate the rest of t he  System fro:~
t ime s i g n a l l i ng  techniques and protocols of the l in e .

The fundamen ta l  purpose of the communica t ion  subsyst em is to
enable the source of commands to send a specific command to
remote equi pment and receive a reply.  The specif ic  command s and
replies are regarded as device dependent i n fo rma t ion , and it is
assum ed tha t  appropriate device protocols and procedures are
incorporated to g ive u s e f u l  communicat ion.  Fi gure 5 shows t h a t ,
at time M as te r  s ta t ion, this device dependent  i n f o r m a t i o n  is
augmented wi th message control in fo rmat ion  (in  the Communicat ion
Interface Unit) and bracketed with synchronisation sidnais (in
the Bus Coupler Unit) to form the Command Message on the coim ion
bus (see Figure 6).

At time Slave station the synchronisation is stripped by the
bus Coupler Unit , the message is identified and checked in the
Communication Interface Unit , and the device dependent
in fo rmat ion  is passed to ti -me Device I n t e r f ace  Un i t .

For a Repl y Message the same sequence of events is fol lowed
but  the device dependent  in f o r m a t i o n  orig inates  in the device
subsys tem at a Slave s t a t i on  and is del ivered to the device
subsystem at the Mas ter st a t ion .

It is recognised that s tandardisat ion of ti-me device
protocols and procedures would be useful , but t ha t  is not the
purpose of ti -mis proposal.  The object  is solely to d e f i n e  the
mechanism by which the device dep endent  i n f o r m a t i o n  ( r ega rd l e s s
of content )  is t r a n s f er r e d  between the device subsystems at a
t•~aster and a Slave station.

IL . . .  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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4. The Defizcd. Ports

Ti~e conceptual division of the equiprcent at a station into
three units (see Figure 3) permits two ports to be i(efltiiTiecJ an(A
def ined . These are the bus Coup ler Port which  provides the
connect ion be tween the Bus Coupler  Un i t  and ti -me Coi -j~un i co ti o n
interface Unit; and the Independent Port which provions the
connec tion between the Communicat ion Interf ace Uni t and the
Device Interface Unit. There may well be a third port (or
ports) between the Device Inte r face  Uni t  and the specif ic
equipment. Timis is however device dependent and not ti-me subject
of this  proposal.

4 .1 The Bus Coupler Port

All  i n f o r m a t i o n  t r a n s f e r  th rough  the Bus Coup ler Port is
F either from the bus Coupler Un i t  to the Communicat ion I n ter f a c e

U n i t  (Receive Function ) or from the Communicat ion I n t e r f a c e  U n i t
to the Bus Coupler Unit (Transmit Function) . A Master s ta t ion
passes the i n f o rmation for  a Command Message with  a T r a n sm i t
Function and receives the - information from a Reply Message wi th a
Receive Function. In some implementations of a closed loop
syst em the Master may also monitor  t i m e r e turned  command with  a
sepa rate Receive Funct ion.

A Slave s tat ion receives a Command Mc ss— :mq e by a Rec e~vei-’u n c t ion .  Howeve r , since the Du~ Coupler does not e:-zamin~ t.n~
info rma t ion  content of messages , all Command Messages (an d
possibly Rep ly Messages) appearing on the common bus at the Slave
station will be passed through the Bus Coup ler Port. A Reply
i~essacje from th e device subsystem at the Slave station is passed
to the Bus Coupler Uni t  wi th  a Transmit  Funct ion .

The i n fo rma t ion  is passed as a bit s t ream on a ( l a t a  l ine
with an accomp anying strobe signal on a second line and a cont ro l
si gnal on a third line for  each d i rect ion of t r a n s f e r  (see F ig u r e
7 ) .  The message content  is conveyed by an integer r u l t i p l e  of
3 — b i t s , and ( under ce r t a in  c i rcumstances)  there can be
sim u l taneous  recep tion and t~:ansr i i ss ion.  An example of the
i n f o rm a t i o n  t ran s f e r  mechan ism is given in Figure  6.

4 . 1 . 1  Receive Func t ion

The Receive Funct ion  is per form ed  by three s ignals
generated in t i me Bus Coupler Unit (see Fiqures  7 and 

~~~ )

(~~~~~) Receive Mcssaoe  Present  (P::P )

Th i i ~ s igna l  is generated by the Bus Coup ler Unit and
is n : i in t a i n ed  for the duration of a message. Its initiation is
i n t e rp r e t ed  as t im e b e g i n n in g  of a mes sage and i n s t r u c t s  the
C om mu n ica t i o n  I n t e rfa c e  Un i t  to accept in f o rm a t i  n for
id~ r~ti fication and chucking. Any previous incomp ] etc ~ nSa e in
the Coi i rnu :micat ion  I n t e rfa c e  U n i t  is abandoned . r

~ lAC removal of
the signa l  i ndi ca tes  the end of the message and t r ip  c ar s  t he
respore~e in the Comi . u n i c a t i on  I n t e r f a c e  Un i t , e .q .  in td m e case of
a Slave , if t~ e message is valid th e action requested is
imp lemen ted and a Reply Message g e n er at ed .
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Tue Bus coupler  U n i t  genera tes  the ‘ Receive Massage Fr et
si gnal  by de tec t ing  the bcg~~u n i ng  and end of the message fror
message f r a m i n g  of th~ communicat ion subsysto;: ; that  is , i~~
responas  to the “Beg inning of Message ” and “ Lr ~d of Message ”
synchronisat ion si gnals .  It  is noted tha t a di s t i n c t i o n  be~
these two synchronisa t ion  signals  w i th i n  the line protocol
reduces tI~e problem s of phasing should a spur ious  synchronisz
signal be encou ntered .

( ii )  Strobe ( S)

The ‘Strobe ’ is generated by t ime Bus Coup ler U n i t
is derived f rom ti-me l ine clock of the common bus . When the
‘Receive Message Present ’  s ignal  is asserted the ‘Strobe ’ Si(
indicates  that  the ‘ Receive Data ’ signal  is stat icised as a
binary zero or one and should be accepted by the Commaunicat ic
In te r face  U n i t .

When the ‘Transmit Message Present ’  signal (see 4 . 1 . 2 )  i
asserted the Strobe signal indicates that a ‘Tran sm i t  Data ’ ~
is required .

In certain implementat ions of demand hand l ing  ‘ S tr oa v ’
signals may be generated by the Bus Coupler when neither ‘Fec
Message Present’ nor ‘Transmit Message Present ’ is asserted .
The ‘Strobe ’ is then interpreted by the Communication Interfi
Unit as a request for the status of Demand Request.

(iii) Receive Data (RD)

The ‘Receive Data ’ signal  is generated by the  bus
Coupler U ni t and is s tat ic  ised at either binary one or zero fc
acceptance within the period of the ‘Stiobe ’ s igna l .  Its v~
is that of ti-me corresponding bit  in ti -me in f o r m a t i o n  content
the message ; synchronisa t ion  signals  and b y t e — f r a m i n g  Start
Stop s igna l s  ( i f  used) arc not transmitted. The Receive Hal
i n fo rma t ion  is conveyed as a bit stream containing an intcge
x m u l ~~iple of eight b i t s .

4.1 .2 Transmit Function

The Transmi t Function is per formed by three  si ,na
generated in the Communication Interface Unit and makes use
the Strobe signa l  ( 4 . 1 . 1 . i i)  from the Bus Coupler (see Figur~and 8 ) .

(i) Transmit Message Present (TMP)

This signal is generated by the Co: ~ unicationI n t e r f a c e  U n i t  and is m a i n t a i n e d  for  the du r a t io n  of a ressa
he Bus Coupler in terpretes time i n i t i a t i o n  of ‘ Transi  it Mess

- ~~~--~~~~~~~~~~~~~~~~~~~~~~~~~ -~~~~~~~~~~~~~~~~~ - - - -
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Present ’ as a request to transmit a message and as as. indisatim.
tha t  the i n f o rm a t i o n  content  for  the message is a v a i la b le .  The
bus Coupler ny ther e fo re  proceed wi th  t hu ge n e r a t i on  of a
“i3ccj inning of ::cssa~Je ” synchronisation signal without storing
wi thin i t se l f  the complete message. Such an c p p r c ach  is not
debarred if required by ti-me communication subsystem .

While ‘Transmit Message Present ’ is asserted the bus Coup ler
requests each individual data bit by transmitting a ‘Strobe ’
s igna l .  This is an essential f ea tu re  since only the Bus Coupler
is aware of the t iming  required by the line protocol of the
communication subsystem.

( i i)  Tr an smi t Strobe (TS)

The ‘Transmit  Strobe ’ is genera ted  by the
Communication Interface Unit in response to the ‘b t rcbe ’ si gnal
from the Bus Coupler U n i t .  The ‘Transmi t  Strobe ’ ind ica tes  tha t
the signal ‘Transmit Data ’ is staticised as a binary zero or one
and should be accepted by the Bus Coupler Uni-

Time main function of the ‘Transmit Strobe ’ si :r .1 is to
reduce timing errors between the ‘Strobe ’ (fronm the bus Coupler
Unit) and ‘Transmit Data ’ (from ti-me Communication Interface Unit)
by providing a timing signal from the same source as time data .
The physical dis tance permit ted between the Bus Coupler U n i t  and
the Communicat ion In t e r face  Uni t  is a f u n c t i o n  of the t i ne  c :eiay
allowed be tween time t ransmission of the ‘ Strobe ’ and the
acceptance of ti-me ‘Transmit  Strobe ’ at the Bus Coupler Unit.
This  is itself a funct ion of the line protocol on the common bus
and whether or not b u f f e r i n g  is provided in tiie bu s Coupler  U n i t .

Wi~en ‘Transmit Message Present ’ is asserted the ‘Transmit
Strobe ’ indicat es the presence of ind iv idua l  i n f o r m a t i o n  b i t s
fo rming  la r t  of a Command or Pep ly Message.

When ‘Transmit Message Present ’ is not asserte the
‘Transmit Strobe ’ nay indicate the presence of individual bits
(as ‘ Transmit  Data ’ s igna l s)  related to demand h a nd l i n g .

( i i i )  Transmit Data (TB)

The ‘Transmit  Data ’ s igna l  is generated by the
Communicat ion I n t e r face  Uni t  and is sta t i c i sed  at either binary
one or zero for  acceptance wi th in  the j e r i c d  of tl1c ‘T ransm i t
Strobe ’ signal.

When ‘Transmit Message Present ’ is assor t cu  i ts  value  i r ~
t h a t  üf t o  co r rc sj )on  ing b~ t in the i n f o rm a t i o n  content  of a
; essn ;e (a Command Message at  a M a s te r  s l L n t i )n or a Reply Mc ;sage
at a Sla ve s t a t ion ) . S y n c h r o n i sat i o n  s ign a l s  and i y t e  fm u i : ,
Smirt and Stop si gnals (if used) re not generate in the’

~~~~~~~~~~III~~~~~~IuIIu1lt~~~~ip ___________________________  
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Co::;r-unication Interface Unit and hence are nut passed th r~ ug h t.~~
Bus Coup ler Por t .  The T r a n s m i t  Data i n f o r m a t io n  in  conveyed as

a b i t-s t ream con ta in ing  an in teger  m u l t i p le of e :gh t  b i t s.

Wh en ‘ T r a n sm i t  Messag e  Fr~~sent ’ is rmot a s s e r t ed  the v a l u e  o
the ‘Transmit Data ’ signal relates to d e m a n d  hand i n ; .

4.1.3 Ojeration of the 9-us Cou ler lout

Figure 8 shows an e xc u :p lc of the operation of sime ~u:
Coupler  Fo r t  at a Slave s ta t ion . In this extmp~ e i t  ~ s assu . c

for  s impl i c i t y  tha t  Command and Mep ly ::essagcs arc jd .ynically
separated ( for exa mple on separate  l ines)  . This  is not an
essential  f ea tu re  of t h e  proposal .

In order to iu e nt i f y  ti ie b e g inn in g  and end oi a rece ive
message t h e  Bus Coupier Lr ;~~t must  recognise the messa ge
syncnronisation s rgna~~s or toe lane protocol . It is assw ea t:~
these synchronisa t ion  s a gn a ls  eacri occupy an eo ulv a l c nt  t ime ta
‘n ’ i n fo rma t ion  b i ts  in the message , and th at  the  bus Coup~.er
Uni t  includ es a delay of n bits  in the i n f o rm at i o n  pat h to the
bus Cou: lcr Por t .  In toe f i g u r e  n has been ara:mari~ y r:aL;e
equal to 14 for s i m p l i c i t y .  Mo delay is introduced into the
signal pa th s  on the common bus.

The Bus Coupler U n i t  recogniscs the s y n c h r o n isa t i o n  si gn a l
appearing on the common bus. Dauend±ng on the line protocol th .~s
can convey different levels of information . In the example i t  ~s
assumed that the signal is identified as time beginning of a
Co;amand Message ; however in a system with Pep ly and Comm a nd
Messages on the same line t1~e message type may not he
distinguished. bgually with only a s ingle  vers ion of the
synchron isa t ion  si gna l  the distinction between the bnaiunin~ and
end of a message may rely on context.

The message content  is Massed to the Coms un i c -~t i nn  In t e r  lace
U a it  as a bit s t ream on the ‘ Meceive Data ’ l in e  acena tnied y
in di v i d u a l  ‘Strobe ’ si gna1s and an overa l l  ‘ hece ive  M e s s ag e
i’r e : ;unt ’ signal. Identification of t~me “End of Mes sage ”
syn chr o n i s a t i o n  si gna l  causes ‘ Receive Message Prescr:t ’ to he
So:  O V O d  . In  the examp le the d el ay  in the p ath  tC) t O e  bu s
Coup ler Port enab les  tilO t n d  of ‘~essaqe ” syncimronis . tier to
recognised wi t l m o u t  being passed t h r o u g h  t ime p ar t .  Tue d e la y
also allows the ‘St robe ’ sign a l  to be sepa ra ted  fromu the c -: m n
bus line clock (althoug h derived from i t )  ; fo r  e:: m m p l e  a s  . ; h~~ ,

C i  f e et ivel y  delayed by eight a i ts .  A l t e r nat i v el y  the  st r u he
control time data  t r a n s f e r  as a sequence of  h i ; h  :; sced i a ’rw s 1
bi ts w h i l e  r e m a i n i n g  c omp a t ib l e  wi. t l .  tue  l ine  clock r a t .
de lay  is incorpora teu  t he  removal  01 ‘ F :c c i v e  r ie s sace  Mr ’ - n t ’ a t
an appropriate t o  may present difficulties.
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With an implementation in ~iILich two lines are availa te on
t u e  Common Bus the Communication Interface Unit can generate
demand handling i n f o r m a t i o n  M y sending ‘Trans riit Strobe ’ ann
‘Transmit Data ’ signals while a message is beinI; received .
?‘Jternativcly, or in addition , the Bus Coupler U n i t  can request
de~ anU handling information by sending a ‘Strobe ’ within a
defined time of removing ‘Receive Message Present’ . The d e f i n e d
t i ;l e  en sures that the Communication Interface Unit has not
asserted ‘Transmit Message Present’ .

It is a function of the Communication Interface Unit to
identify tile message as a Command Message addressed to itself
e i ther  at the end of the message or before . All other messages
are ignored.

If a rep ly is to lie genera ted  the Communicat ion I n te r T hc e
Ui -m i t  genera tes  ‘Tr ansmit  Mc~ssage Present ’ . Thu Bus Coup or
sends time syncoroni siny  signal for  “ b eginn ing  of R e p l y  Mes sage ”
(or its equiva len t)  to the common bU S and then requests
invididual  bits of the message wi th  the ‘Strobe ’ s ign a l .  ‘ hose
‘Strobe ’ s igna l s  may be derived d i rect ly  f rom the l i n e  cloth , s l y
be e f f e c t i v e l y  in f r o n t  of the l ine clock ( in  order to ~)r e s tor c
the in fo rmat ion  as i l l u s t r a t e d )  or may be sent as b u r s t s  a t  a
hi g her f r e q u e n c y .  The method used influences the time d e lay  t .ha~
can be tolerated in ob t a in ing  the required in fo rmat ion  and honc-
the physical  d is tance  tha t  can be allowed between the bus Cou~d e r
Unim and the Communication Interface Unit.

hemovel o~ ‘Transmit Message Present ’ causes the bus Coup le- u
Sn i t  to append the “End of Message” synchronisation to the
message on the common bus.

Figure 9 illustrates t~ie operation of the bus Coupler Portat a Master Station. TI-me operation is very similar ~o that at aSlave station except toat tue Transmit Function applies to a
Co~ mom -md Message and the Receive Func t ion  to a Reply Message. In
a two—l ine  c losed—loop implementa t ion  demand h a n d l i n g  i n fn r ;~at i  n
generated during a Command Me ssage must  be r.ionitored against the
Command r e tu rned  a f t e r  t ravers ing  tile loop. This reguires an
add i t i ona l  Receive F u n c t i o n  capab i l i ty  at  time M as t e r  s t at i m n .

Demand handl ing  in f or: at ion genera ted  between a Comm mc ~ xi
Message anu a Reply :‘:essacje can be t r an s i u~tt c d  to tao
Communica t ion  I n t e r f a c e  U n i t  at the Master station by the bus
Cou~ ier unit sending ‘Strobe ’ and ‘ Receive Data ’ sign als wi on
neither ‘ Receive M e s s ag e  P resen t ’  nor ‘ T r a ns mit t  Message  P resen t ’
is asserted . 

---
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4.2 the ~~~~~~ ~de m ~t Por t

t i e  Ineopc n u e nt  Port  proviues the intc-rccnnectio~ uE~
t:e o~~munication Interface Unit and the DLV!CC Interface 

Unit
( S e e  Figure 3) . Information t r a n s f e r  is either from the
Communication I n t e r f a c e  U n i t  to the Device Interface Unit
(Mece-ive L’unction ) or from the Device Interface Unit to the
Cos:iwmication Interface Uu~ t (Transmit Function) . Since ta
Receive anu Transmi t  Fcncta ons  are v i r t u a l l y  tue some for t~~
Independent Port  as for  the Bus Coupler Port it is rccomseae~
that  t h e y  he p er form ed by six signa ls  ana logous  to those du ;Ti ; : ’
for the bus Coupler Port. -

‘2i~e Communication Interface Unit ~rec sscs too in  Tor: ~t an
contained within m essages and as a consequence there are
additional control lines at the Independen t  Por t .  Thu sign~M auscu m y the Ind ependent Port are i l lustrated in Figure ~~ i
0X3rlj)leS are given of their use at a Slave Station (Fi gur e -  1 ~)
and at a Master  Station (Figure 12).

4.2.1 Receive Function

At a Master station all Reply Messages are :a~~~~ L ()
the Device Interface Unit U’-’ the Co~ mur .icaticn Interface u i .

a Slave station those Ce:uaano messages adurossed to the
st at i o n  one u ircc tce  to tile cc-vice subsys tem are passca t- t e
device I n t e r f a c e  U n i t .  The Receive fun c t a c s  is p e r f o rm s . by
f i ve  sig nals generated in t i m e  Communica t ion  In t e r f a c e  U n i t  (s
:i gures  ‘~O , “ 1  and 1 2 ) .

( i )  Receive Me ssage  P resen t  ( im P)

This s r g n al  is gene ra t ed  an the Cm ~~un i c a t i a n
i lt c)mL ace Unit and is : i r t a i r c d  for  the du r a t i o n  of t ime  - s r

A~ y i~ :V1OUS incomplete message in the Device Interface U .1 in

(ii) Strobe (5)

T1~c ‘Strobe ’ is generated in the  Co~i~unicat*u
In t e r f a c e  Unit. When the ‘ Receive Message Present’  Si M a l
asserten the ‘Strobe ’ signal inoicates that the ‘Receive Ui .n ’

s igna l  is staticised as b inary  zero or one- ~~~~ should Me a~’c~-~ t eu
by time Device I n t e r f a c e  U n i t .  When the ‘T ransmi t  Message  P re sent  ‘ s i q —
nal is asserted t i e  ‘S trobe ’ signa l  ind ica tes  tha t  a ‘ ? r a n s m~~tDa ta ’ b i t  is required.

- — ,  --
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(iii) Receive d ata (RD )

The ‘Receive data ’ signa l  is generated by the
Communicat ion I n t e r f a c e  Un i t  and is s ta t ic i sed  at e i t h e r  b i n a r y
one or zero for acceptance within the period of ti-me ‘Strobe ’
signal. Its value is that of ti-me corresponding bit in the
message. Error detection information specific to the
communication subsys tem is not transmitted . Tue Receive Data
i n f o r m a t i o n  is conveyed as a bit stream containing an integer
m u l t i ple of e i ght  U~~ts .

( iv)  M C C O ~~~~VC :cn~~t~’. ( R b )

During a Receive Funct ion the Communicat ion I n t e r f a c e
Unit examines the Message Identification Field to determine
whether the message is of fixed or variable length. If the
:essage is of variable length  the Communicat ion I n t e r fac e  Un i t
asserts  tile ‘Receive Length ’ signal.

( v) Receiv e Lrror  Detected (RED)

During a Receive Function the Communication Interface
U n i t  checks the message content using the error detect ion
protocol of ti -me communication subsystem . Should an error he
detected this signal is set by the Communication In t e rfa c e  U n it
Ofld t u e  total  message content is ignored by the Device In t e r f ace
Unit.

4.2.2 Transmi t  Funct ion

- The Tr a n s m i t  Func t ion  makes use of the Strobe si ;nn l
generated by time Communication I n t e r f a c e  Uni t  (see 4.2.1.ii) and
four signals generated by the Device Interface Unit (see Figures
10 , 11 and 12) .

( i )  Transmit ::essage Present (TMP)

This signal is generated by t h e  Device I n t e r f a c e  Unit
and is main ta ined  for ti -me dura t ion  of the message. The
C omm un i c a t i o n  I n t e r f a c e  U n i t  i n ter p r e t s  the i n i t iat i o n  of
‘ Tr ansmi t  Message Present ’ as a request  to t r a n sm i t  a m e ss ag e  n u n
as an indicat ion ti -mat  tile i n f o r m a t i o n  content  for  the ~essaqc in
avai lable .

\:hile ‘Transmit Message Pre sen t ’  is asserted the
Communication Interface Unit requests each individual data bit by
transmitting a ‘Strobe ’ signal (see 4.2.1 .ii) 

~~~— - ~~~~~ - -—  - - - - -~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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( i i)  T ransmi t  S t robe  (TS )

t i lO ‘Trans m it Strobe ’ s ignal  is gen era ted My th~
Device Interface Unit in response  to the ‘St robe ’ si g n al  from i.e
Cal ~~an icat ion  Interface Unit . tim e ‘Tra ns: at  ht r cb e ’ si~~f l-~~
indicates  th at the  ‘ T r an sm i t  Data ’ s agna l  is s tot ic ise ’i  at m i s - t r y
one or zero and should be accepted by the- C o mmu n i c a t i o n  In terf ace
Unit.

( i i i)  Tr an sm it Dat a (Tb )

Ti -me ‘ T ransmi t  Data ’ signal  is gen era ted  by ti -me bevice
Interface Unit and is staticised at either binary one or zero for
acceptance  wi th in  ti~m Q period of ti -me ‘ T ran sm i t  Strobe ’ s ig n a l .
I t s  va lue  is ti -mat of ti-me corresponding bit in the i n f o r m a tio n
content of t ime message. The error detection required by the
comi munication subsystem is not generated in the Device Interface
Unit and hence is not passed through the Independent i’ort. The Transmit
D ata is conveyed as a bit-stream containing an integer multip le c-f
eight  b i t s .

( iv)  Transmit Length (TL)

Dur ing  a Transmi t  Funct ion  t h e  Device I n t e rfa c e  Umlit
asser t s  a ‘Transmit Leng th’  signal  if the message is of V OL~~O ) L O
lung th. The i n fo rma t ion  generated by t ime Device I n t e r f a ce  Uim~ t
t h m e u  includes the optional field which defines the messag e
ler.cj th.

4 . 2 .  3 D em an d  hand h u g

ac-r e-nc n anu l in g  is a f u n c t i o n  of timn co: -unicat’ 0:,
su;~SysteI. nm~~ time Comrm~n ica Cion I n t e r f a c e  Unit c o n i o r m - s -to tim e
subsystem i protocol. The only in for mation requ~ rem from ti)
tjevice Interface Unit at -

~~ Slave statics is timat. a demand ~s
present. At a Master station tile Communica t ion  I n t e rf a c e  Me~
C O m m  in u i cat e  th e preserce  of a comand within toe sys tem by
g en e r a t i ng  ‘Dem and Present ’ . Further i nfo r m a t i o n  (e . c . a
nu: ;,er specifying a particular demand) nay be passed as data — id  t s
on the ‘ Receive Data ’ line wh i l e  ‘Demand Present’ is assem Led (if
the corimm - unication subsystem; has ti-mis facility)

The signal ‘Demand Presen t ’  is L~m e r e  f or e  g e m .e r at e d  mt
Flave station by the Device Interface Unit and is maintained
until Lao ( .O: O l m u  is sa t i~~fi cd  im m accordance wI th the d v ~~-c
protocol. At a Master station ‘Dem an d P re s en t ’ is g ncr a~ e by
t i me  Co an i c ut ion  I n t e r fac e  U n i t  and is ac :om;g ; -n ied by snc ,A
..li i t iona l  information as is provide-u by t i le  com m u n i c a t i o n

sub: ; ys te~-
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4 . 2 .~ O u r ~~t ion of th e  Incc’ecnccnt Port

Figu re  11 shows an er :arrupl e of the operat ion of t h e
Incependent Port at a Slave station. In ti-mis examp le it is
assumed tim at the  functions of time bus Coupler U’nit  are per for m ed
se~ arately (identification of beginning and end of messages ,
h andling of synchronisation and frai1incj signa l s )  . however the
defi~~iLion of the- Independent Port does not requi re  t h e  bus
Coupler Uni t  aa the Communica t ion  i n t er f ace  Uni t  to be
• h ysical ly  separable ( fo r  e;-:ar~pie , by implementat ion of the fl mi s
Coupl er  Por t) .

The first two fields of a message are the 8 — b i t  ?~ddre ss
field and the 8—bit Message Identification field . TI-me action of
the Communication Interface Unit on receiving a message is
therefore  to check these f ie lds  (us ing  whatever  e r ro r—de tec t i on
is provided by ti -me commununicat ion subsystem) and , if error  f ree ,
to act on ti -me content .  Only Command Messages addressed to ti -me
Slave and directed to the device subsystem are passed t h r o u g h the
Independent  Port .  The f i r s t  two f ie lds  are not required by tb
device subsystem and hence are not t ransmi t ted ;  but time
in fo rmat ion  in the fixed/ variable length subfield sets the
‘Receive Length ’ signal at the time the ‘Receive Message Present ’
signal is generated.

If a variable length message has been identified , the nent
two f ie lds  to be received are the 8—bit  Length f i e ld  and the ~~~

-

bit Route field . These are passed through ti-me port by the
‘Receive Data ’ and ‘Strobe ’ signals , ti-me length information being
also stored in the Communication Interface Unit for use in error
checking.

Ti-me device dependent information in the message is passed to
t m e  Device I n t e r f a c e  Uni t  a f t e r  the error detect ion required by
tilO communication subsystem has been rcmoved . Theoretically it
may seem desirable for the entire Command Message to he
gu~~r~ rrte~~d e r r o r — f r e e  be fore any part of it is Passed to the
D~ vice In t e r f ace  U n i t .  However t i -m is  would require  th e
Communicat ion I n t e r f ace  Uni t  to incorporate sufficient storage to
hold the longest possible message. In practice the de sir ed
r e su l t  is achieved by transmitting ti-me information contcnt
through the port as it is received and provid ing  a ‘Receive F rro r
Detected’ signal  from the Communicat ion I nt e r f a c e  U n i t  to the
Device I n t e r f a c e  Un i t .  Provided ti -mat the i n f o r m a t i o n  received
is as expected (e.g. it is of correct length and con f o r ms  to time
fo rma t  and error codes for ti-me equipment) Aid) ‘Receive Error
Detected’ has h- 0T been received the Device Interface Unit nay act
on the information . The message is terminated by rcm :ovine the
‘Receive Data Present ’ signal.

W it h  a R ep ly  Message  f rom a Slave the Device I n t e r f a c e  U n i t
sends ‘Transmit Message Present’ and ‘Trans: m i t  L e n g t h ’  . Time
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Co. a mn i c a u a o n  I n t e r fac e  U n i t  may then send the f i r s t  Lw ; f~ ~ 1ci s
(A;idress and Message Idont~ fication) of tIme message to line.
The Co :am n~ cation Interface Unit requests further information as

~n~~ivaduam. ~ats by scn- .ang tue ‘Surobe ’ signa’. TI-me Devaco
In t e r f a c e  U n i t  responds  with ‘Transmit Data ’ ard ‘Trassm~ tStrobe ’ s i gna l s .

If  a var i ab le  leng th  bri g been specified  the  O b i t  be:,a Lb
~~ Oit  Route  f i e ld s  are passed to the Cc:~i u ni c at i on  I n t er f a c e  U n i t
fo r  onward t r ansmis s ion . The l en g t lm  in f o r mat i o n  is also storcd
by the Communicat ion I n t e rfa c e  U n i t  so that  fo r  e i ther  f ix ed  or
variable length messages the  app r o p r iat e  error  d e t e c t i o n  f i e i m s
~may he added.

T~
,e Device Interface Unit passes the device dependent

iniorire-taum-. and then removes “Transmit  Message Present ’ .

The Device Interface Unit may indicate that it requ i res
service by asser t ing time ‘ Demand P r e s e n t ’  s ignal  at any t i m e .
It remains set unt i l  the request is sa t i s f i ed.

Figure 12 illustrates the use of ti -me Independent  Port  at a
M u s t er  s ta t ion.  Ti - m e operation is very s imi l a r  to that  at a Slave
s ta t ion except that  the Transmi t  Funct ion app3 ies to a
Message and the Receive Function to a Rep ly Message .

The- Device I n t e r f a c e  Uni t  i n i t i a t e s  a Co:cca::d Message by
setting tne ‘Transmit Message Present ’ rinc ‘Transmi t Lengtn ’
s igna ls .  The Communicat ion I n t e r f a c e  Uni t  requests  ind i v i d u a l
aits of the message with ‘Strobe ’ signals and the Device
I n t e r f a c e  Unit responds wi th  ‘Transmit Data ’ one ‘

~~ r an sma  L
Strobe ’ .

The Address and Me ssage  I d e n t i f i c a t i o n  f i e l d s , ti -me Len~~th
and Routing f ields  ( if  va r iab le  l e n gt h )  , and the devi ce dcpc~ dunt
i n f o rm a t i o n  f ie lds  (if  pre sen t )  all ig inate  f rom ti -mo Device
I n t e r f a c e  Un i t .  Tame Communica t ion  I n t e r f a c e  Uni t  aucS LiiC
appropriate error detect ion fields before passing the m a s s a g e  for
t r a n smi s s i o n  to l ine .

All messages received at tile .‘ias ter station mire ~) .5S . to
the Device Interface Unit with the com mun i c a t i o n — sub sy s t e :  er ic  a —
detect ion f i e l d s  removed .  Ti-mo ‘ duceave  Urror  Detected ’ s i ; n
~iVes time requi red  assurance  of v a l i d i t y .

Toe message is initiated by setting ‘Receive Masse-cc
:resent ’ and time inform ation content is passed ny time ‘ i~ere  ly e
Dat a ’ and ‘Strobe ’ signals .

In pr inc ip le, fo r  a system in which each t r a n sa cr i c s  is
CO plated ha fore t~mc next is begun , the Ad ’ress n-i i i cs : :cge
Ides Lificatlon fields of a De~ 7c Messa~~e could be brccossed im - m
L ,me Cormunic atic ,i Interface Unit by c c : ;p e - r  i S O f l  \:IJ 1 tao
ceFres o n u i : m ; f~~ol J s  of t i e  Ce~-mand d e nse -g o .  io~.-ev -r s :cn a:.

ro ach 1 ; i - ~~u t  lu it tIu ~ er r or  recovery cmmp ; i r l i :y  of tile :;ys em - ,
a . ,  he nce im~t i ,  Lhe~~ f i el o s  are  p asacu  to th e Device i m t e r , a c
Uni t.

~~--~~ -
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Time receipt of ti-me Message Identification field at the
Device I n t e r f a c e  U n i t  r akes  the ‘ Receive L e n g t h ’  s i gna l  r e du n d a n t
at a Master station. It is however retained for symm et ry .

A f t e r  time t r ansm is s ion  of the Length  and Rou t ing  f i e lds  ( i f
va r i ab le  l e n g t h)  and the device dep endent  in fo rm a t ion  ( i f
present) ti-me Communication Interface Unit t e rmina te s  the message
by t u e  removal of ‘ Receive Message Present ’ . P rovided that  ti -me
in fo r imia t ion  is as expected ( e . g .  it is of correct l e n g t h  and
conforms to ti -me device Protocol)  ADD ‘ Receive Error  Detected ’ he-s
DOT been received the Device In t e r f ace  Uni t  may act on the
in fo rmat ion .

Demands received at the Master  Sta t ion may be passed to t i m e
Device In t e r f ace  Uni t  at an appropr ia te  t ime by g em m e r a t i n ; the
‘Demand Present ’  signa l .  Addit ional  i n f o r m a t i o n , for  e :ma: lp le ,
i d e n t i f y i n g  the specific demand or demands can be conveyed by
the ‘Receive Data ’ and ‘Strobe ’ signals wi -mile ‘Dem and P resen t ’ is
asserted .

4 .3 Phys ica l  Imp lementa t ion  of the Def ined  Po r ts

The conceptual d ivis ion of ti-me hardware  at a s t a t ion  in ti
three uni ts  (see Figure 3) allows two ports  to be d ef in ed . The
bus Coupler Port is independent of the specific technology used
by the communication subsystem (cable , radio , l ig h t —p ip e  e t c .)
but is dependent on the communication protocol (dcnand-hanc~l i m g ,
er ror—detect ion e t c . ) .  The Independent Port is indepenecnt  of
the protocol and procedures of both time communication sub ysLe:l
and Lime device subsystem at ti -me s ta t ion.

Time use of ti -me def ined i n t e r f ace s  s imp l if i e s  ti -me
interconnection of equi pment from d i f f e r e n t  manuf acturers an d is
L )
~ r t i cula rly  relevan t to systems which may require  m o d i f i c a t i o n

or extension.  The decision on w h e t h e r  e i ther  or bot im of tim e
def ined ports si-mould be phys ica l ly  implemented on a sp e c ifi c
system is a mat ter  for  the system des igner .  It is noted th at
the Independent  Port gives flexibility of connection of ( ‘vice
subsystems at Slave stations (irrespective of the co,-umlunic ation
subsystem selected)  but ray be of lower value at the Muster
s ta t ion  (which  is probably less liable to change ) . ‘“ me bus
Coupler Port (jives independence of l ine technology anti  hence may
prove of equal  va lue  at  both :ie-ster and f l a v e  s t a tio ns .  The
irctplal ent at i on  of both ports  resul ts  in the Conm i u m icat ion
Interface Unit h aving totally defined interconnections. 1. mir mit
conforming  to an agreed protocol can then he cons t ruc ted  for
genera l  appl ica t ion  and may lead to quantity production ani
reduced costs.

For time im-plesientation of e i the r  port the C1 st e - s Ca r )  R f l t t
L~~- :  t r i c a l  C har a c t e r i s t i c s  of ba lanced  Voltage Digital Immtc:: Eace

C i r c u i t s” is recommended (see Fi :urc 13) . i:IA R~I I I 2 2  is also
pu b l i s h ed  as ~)i’ — 1 1 6 2 — A  and as CCI TT— X 27 . 

--~~~~~~~ -~~~
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Cu. ered with a:.balanced signals If. RSI;22 he-s time fdllowi. g
a d v a n t age s  in process con t ro l  app l icat ion.

(I) The i n ter c o n ne ct in g  twis ted  pai r  cable is less
:;em. si t ivu  to no ise .

( i i )  Fai l  S O e  cL~ere-tion is ~,rovi Ted .

( i ii )  ; on ~~er d i st a nc e s  are possible.

(iv ) Cross talk is reduced .

(v)  Signal  invers ion  r a y  be achieved by r evor s im-.~the Cc blC p a i r .

The m aximum recom mended cable length  is a f u n c ti o n  of th -

t rans:  ission r a t e .  The t r a n smi t t e r  has to generate  a lou’
i; , -odence (100 ohms) balanced caifferential voltage in the range 2
to G vol ts  (see Figur e 13)

If  a pimysically separable connection is pruVi co it is
race u mended that t I -m is  r a k e  use of t i le  2 5— u’rm y Comae n type Did — .~ ~ D ,
single densi ty  f ixed num ber wi th p ins , or equivalent.
Lguivalent connectors include ADP—Minrac 17—series 17—1 0250—1 ,
and Ci rmc h— D *SI i , D DSI I— 25P .

- 

The pin assignm ent is to be agreed .

-~~ -r 
~~~~~~~~~~~~~~~~~ ~~~~~~~~ ~~~~ ~~~ec ~~~~~~

‘D .c p O L ~ tG d a f i med in th is  ur occsal  have  beer car e f ul ly
sel~ ctcd to impose the ;.-. in i rmm ; c o n s t r a i n t s  on the  ccc : a n r c t~~ .n
r u b m a y s  to:: or on rmrm y attached device subsysro: -s . T i m - m s  t i e  Ce v a  cc
dependent  i n f o rm a t i o n  is v i r t u a l l y  un re s t r i c t ed  by t i c  pc ;
defta~ tions. For e:-:ra .~ le the D CV iCC I n t e r f a c e  Cm -i t may .or: -m t
the in~ierne-t ion  receive from the cc; mc’s bus as h i  t — m Lre -  a , ‘vi e—
structure or ~-:ord—strucL-rrc as requirec by time inter Thc :(
e ,a : p : .ont .  Time i n f o r m a t i -n  content  m a y  also I f l Ci  ccc s. ~ci f i  c
f o r m  eatIng hits and error  d e tec tio n . T hus  s vcc: bi t  .~d~CI I  v~~th
0c c — pa r i t y  added is a Si.  ~~).C c :mmlm mp.i e of cevice ocpenn cm t Cou mc ’

Similarly ti -me cori rucicat ion subsyste: - rmm - ; e - : i n i  1 m m  p r o t o co l
i1’i~~~OSC .) 7 the pa rts . I t m -  7 (10 f i n e  it_ s o\-:s svmm c m r c m m  i. ;;: 1: ion u s )
framing tccnnmquos mind USC -. tmat ever  tir:ir.g m -  - ham. ~~s:i is
a p pr op r r at c  . I t  w i l l  be noted that the ‘Strobe ’ ci dnal in , of
X m C C C s o l  t y ,  ge ne r at e 1 01. ti -m e coer o m m i c a t i o n  c i  ~e o each oct
( s i n c e  i n f o r m a t i o n  must  be rjeners toe and accept ed  at: t i m e  l l;e
r a t e)  bu t  t i -mat  b u f f e r i n g  may  be provided between the i i r m e clock
and the po r t s .

~

- .—-———— ~~ - -~~----~~ ~~-— -——- -~— - - .  ~ — —~~~ 
- — -- - - S
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5 . 1 Ty p ical  Co: ’mu sicat ion  Subsystems

A nur±cr of poss ima lo  communicat ion ~ubsynt e :  :; have m a c n
investigated. These can be subd ivided into closed loop an d opc-n
l ine systems ; arid into one and two line systems (sec hit-ore 1 ;)

In a closed loop system the signal  path orig inates at a
Duster station , threads through all Slave stations mind r e t u r n s  to
t~~u baster .  All messages are t r ansmi t t ec  ~n ti-me sane airection
round thi e  ioop and a Command Message is received at the baste;
where it may be compared wi th  t im e or ig inal  transmission if
required .

In an open line syster.i time Command Messa~ e is sent out a;)
in uue course a Reply message is received . The as :c-r r a y  arm at
the end of the line or inserted in the line with prop oga t ion  in
both directions.

In a two line system a cor-mon l ine clock nay be p ;uvi :eo by
the Master on one l ine mind Reply Messages  inserted on time o~~~L r
line by tne addressed Slave . Ti-me Commas’s Message r sy also be on
time Reply Line , or combined with time clock on its 11:-me. t~ith
ti -mesa techniques active components may be excluded from the
l ines .  ?tII access is ti-men by t r ans fo rmer  coup l ing  and no
electronic delays are incurred.

In a one lin e system: ti-mere is a choice of tecim:m ’ logy. D i t h er
active components must be insertec in time line in o r c m e r  tm
demodulate and re:;odulate the central system clock at each
station , or separate clocks r-ust be proviued at ce-cs Ste-tiOfl .
r;~~mC first technique g ives po ten t ia l  f a i l u r e  if the power sop,  17
at a station is lost and hence automatic bypassing re nt b
incorporated , while the second involves reducing t r a ff i c  to a l low
for settling times and resynchronisa t ion of clocks between
successive messages.

~ .2 A P re fe r r ed  Cor:r :anicat ion Subs~’stem

A preferred im:ploxcntation of time communica t ion  sm:bsystcs.~
uses a two l ine closed ioop . Comrm and Messages ano a continmn us
clock are provided as a combined signa l  on one l ine ( u sin g , fo r
example , Mancheste r  Diphase ‘lodulat ion) . nc-ply Massages an d
Cera i n d  ~m an d l in g  in format ion  are conveyed on the other l ine .  Th
common l ine c lock pr ovides the t im i n g  i n f o r m a t i o n .  ~) h i r  :- .utimod
uses t r ans fo rme r coupl ing as ti -me means of access to ti -me l i ne  ( sea
Figure  15) .

Alternative line trara;:minsion methods (c.c. single lice w it h
separate clocks at each s ta t ion) can be used w i t h i n  thi c preferred
implementation since tie flus Coupler Port effective isolates t ile
line technology from the rest of ti -me su im sys tema . beg i n n i n g  and
end of message synchronisation signals depend on time tr,ans -m i sskmah

*3tilod om L) lOYe( .

- -

~

-
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Fig ~r IC Si,o.O.  the ~nfcrm atic:. crossing the define : ports.
i’ig -orcs 17 and 10 sh n: th-c us~ of tics parts in greater ( e t il a t

a diave sac a Psater Station respectively.

5.2.1 Lrror D ::tiorm

Comr.e.~ nd Messages  ~nd Reply ::essagcs nave the mm’ s:
Lore-mat anu are structure. am; a sequence of ~~~~~~~~~~~~~~~ u n i ts .  ~~m 0

total m essage is protected by the use of cycl ic  r e du n d a nc y  ch ekm ;
(CRC) at appropriate points. ‘Dime CRC used is time 0 — b i t  DID
polynomial  having the value

x 8 + :.~2 + :-: + 1

Ti-me general structure of a message is as previously defim od
(see section 4.3) and uses the defined f i e l d s  [or mess-age control
i nf orm a t i on  (see ~. 3.2) . ~he f i r s t  fj ~~id of the message IS dm’
0—bit Audrcss , g iving the des t ina t i on  f a r  a Com ’I:ancl c m - C  t im-
sour ce  for  a Rep ly .  Th is  is f o i l c o - ; :b by tim e fl— lit flessre r
Idea L u i ic a tio n  ;-omi cn distinguisuos ; ctwea- o Co:,m.and and Tto~~ly ,  a -

be ~ o-en fixed ~.nd variable length device dog-en )ent in ~orm atlas
Tne~ c two field are protected by a CRC field and hence m a y  ho
processec mi nd actee upon me fore  the complete message am os bee
recc~ ved.

hor a var iable  length  l:.cssago t ime - nr ;:t twa f i e lds  are the
l i t  Lo n g t im f i eld  and tIme i— h i :  R~~ te field. Time J.Cfl

~~ m t im 110 1.
U~~ C C i f ~~ CS the cu  i tiple of oight hi t s  convey ing device duporele: t
Inforakation, in tIme rorm-je 1 to 256. (Dot’s , tim. binary value i.;

the le~mt tii f i e ld  is is. the range- U to 2 5 5 )  . Time leng th
in cerm m~~i~ n is useu ay tame Co:,-u:uo~ cation ~mmtcrfa cc imm It i i;  to~
generation and checking of the error detection fields. ll is
also used by time Device Inter.facc Unit. tIme routing i r m fn r : . . a t m  a

~s not used in time coer omaication subsysto::. These two fields are
rotected by a CRC f i e l d.  For a f ix e d  length message time

Ticngtim , Route and CRC f ie l d  are omitted .

The device dep endent  par t  of tim e r-.essagc is u n c o n s t ra in e d  h g
time communication ~ubsystc:. protocol cacept th a t  i t  m u s t  c a :
an i n t egra l  m u l t i p l e  of ei g ht b i te  .css t I - m a n  or equa l  to . .5C .
The number of C — b i t  un i t s  b nay  be r epr e se n t ed  by

B I: + kM c 256

where : M is selected for  t i m e iuplul:-.cntation ore) ray have

value 2, 4, 3 or 16.

k is a Posi t ive int eoe r

Im 1:; a positive integer less than or e~~u a l  ta .~~~.
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Within a message a CRC field is inserted after time f i r s t  i
8—bit units and again after each sequence of 0—bit u n it s .
Th is  is a simple mat te r  if the length  parameter  in the message
(ex pre ssed as a binary number) is counted down d u r i n g  the
trans ;:mission or recept ion of the device dependent in fo rm at i o n .
Mod u lo 2 , L~, 3 or 16 (depending on ti-me value se lec ted)  can t ime s
be readily identified and the CRC inserted or checked at
appropriate points.

By ti-mis technique the device dependent information nay be
conveyed by any number of 8—bit uni t s  fro m : 1 to 256 w i t h  a k mr wn
r.- i n i m s u m  error protec t ion .  Th is may be selected as a trade—off
agains t  t r ansmiss ion  e f f i c i e n c y  over the common bus .  Wi th  D = 2
ti-me transmission efficiency for a rnaximimum length mes sage is 6 58
(i.e. 256/390) and with M = 16 it is 92% (i.e. 256/273)

A Slave must not generate error messages on uctecting a
transmission error. For example , in a system which is based on a
loop carrying Command Messages through all Slaves back to time
baster, a correct message may be corrupted part—way round t~ie
loop. This can cause a normal Reply Message from the correctly
addressed station to be overwritten by an Error Message from a
Slave addressed as a result of ti-me error.

From the system point of view an inval id  Command M e s sa g e
which is detected and rejected is the same as an undelive red
Com mand Message , and will be detected at time Master by time-rut
on the Reply or , in a I~oop System , by examination of the returned
Command i lessage .

5 . 2 . 2  Demand H a n d l i n g

For an i: p lement a t ion  of the p r e f e r r ed  c or r -un i c at i o n
subsystem with A c t ive  Slaves , two levels of demand handl i ng mire
provided (see Figures 17 and 10).

At a Slave station the Device Interface U n i t  cay  request
service at any time by the signal ‘Dee-mand Present’ at ti-me
Independent Port. As a first level of demand handling the Dun
Coupler may reques t  the status of this line from t im e
Communication Interface Unit by a Strobe signal between the
Transmit and Receive Functions of a transaction . Any (or all )
of th e Active Slaves may thereby put a signal on ti-me cor:mor. k m ..

L - -
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At thc~ r :aste r stat io~. tha Du s Coup ler rc~~pon 1 s to th is
c~lc~Lal zign~ l wi~th ‘ Receive Data ’ and ‘Strobe ’ to the
Co~~~ur .icat ion In te r face  Un i t  which then passes ‘Der ianci Pre ser .t ’
~o the Device In te r face  Un i t .  This  level of r in r~1 h a n d l ir ~;docs no t al low a SpCC1~~iC denand to he iden t i f i ed , hut  is
app licable to one or two line and open or closed loop sy~~~~~~.

Thu second level of ( lenand  :~~ n d l in g  is normally appUed to
two line closed loop systc~ s (where skew e f f e c t s  between
lines can be neglected), and is used in addition to the
ir z t  luvol .  The r~in i r u n  lenc th possible for  a C oran~ rin

is 2 14 1)itS (Au ~~ress , : ossagc Iden t i f ic~ tion anu CP .. f i e l d s)
Upt o 2 14 d i f f e rent ~— b it  d~~~and s  -ay the r e f o r e  be scn~ to the
P~cply  Line dur ing receipt  of a Co~~iand r le ssago (see Figure 9a) . In an
appl icat ion the Conmunication In te r face  Un i t s  of upto 2 14
di~~ferer i t Active Slaves nay each be assiçncd a unique nu ;rb er  in
uh~ range 1 to 2 14 . If the  Slave has a ~ nf l d  p r e s e n t  the
Con~1unicat ion In te rface  Un i t  r iarhs the corresponding bit by
counti n g ‘Strobe ’ signals wh ile  ‘Rece ive hessage Pre sent ’ is
asse rted . The “ gl obal doniand” is also narkud  and g ives an
ole~aent of error detection to the demand h an d l i n g .

At tne i1aster s tat ion  the ne:ia r ~u si na l s  on tnc ~cp ly i lne
ho passed to the Cor in~unica tion In ter face  Uni t  whi le  ~he

r e tu rned  Command ~ cn s aj o  is also passed by an add i t i ona l  1.eccivo
~‘unc tion.  The Conrun~ cat ion  ~nter face  U f l it  can toen pasn  on t~~u
2 ;—ui ~ n essage to the Device In te r face  Uni t  as a :~ece1vc F U n C t 1 O I
control led  by ‘ Der.~and Present’  in place of ‘i~eceive ~ essacj e
Present ’.

It ~diould be noted that , wi th  the def in ed  Int iependcn~ P o rt ~,
the Pcvice subsysten is to ta l ly  u n i n f l u e n c ed  by the type c~
denand  handl ing  provided . However , ti x e signa ls  pass ing  ~:h r C U c J 11
the 3us Coupler Port wil l  depend on the demand handl ing  protocol
anu compatible units must be provided .

—
~~~~~~~~~~~~~~~~~~~~~ —~~~~~~
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6. Glossary

Access point Equipment on the bus , by which
information interchang e occours.
Within the communication sub-
system only one acces point may
at any one time act as Master
Station /See Station/.

Ac tive coupling CouDling mode of the devices to
the line using active elements.

Ac tive slave /or substation! Substation b r  Slave/ which is
able to reply immediately on a
Command , and which nay generate
Demands.

ADDR Address Field /8 bits/

Balanced cable Syminetrial cable , which is not
connected to the ground .

BCH One special cyclic code.

Bit cod e Bit representation on the line .

Bus S~.gnal line/si used by the
interface system to which a
multiplicity of devices is
connected , and which carries
information .
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Bus Coupler Port Line Independent Bus ~oup1er
Por t , which provides the
connection between Bus Coupler
Unit ~~d the Communicat ion
Interf’ice Unit /see Fip .3/

Bus Coupler Unit Operational passive unit connec-
ted to the cornrnunic~ ti on sub-
system bus. It is speciric to
the Transmission technology ,

and doesn ’t effect t~ e coranand

and re~ ly si’-nal aat } t h r o u-h

• the bus.

Byte Group of adj acen t hin~ry clirits ,
usua].iy cons st ing of 8 b i t s .

Command Message A message which is roner~ ted
by the master st ation and ~Th i c h

is transmitted to the ~laves.

Communication Dependent Part Part of a sation which consists
• of the Bus Counler Unit nnd

Communication Interface Unit
/see Fig. 3/

• Communication Interface Unit Unit placed between the bus

coupler and device interface
units .  It is independ en t o ’

• the line nipn~ lling t echni que ,
hut spec 1~~ic to the nessnge
protocol of the comnunicat ion
subsystem /see Pig.3/
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Communication signalling and framing Technique and procedure

to control the in.forna—

tion flow on the Bus.
/Synchronisa tion  of me-
ssages , start stop r i ~~—

nals between bytes/

Communication Subsystem lhat system part which

provides the communica-

tion facilities on the

line . The communication

subsystem has a number

of access points.

Communication Technology Informati on transmission
procedure and media used

by the communication sub-
system /cahle , radio

link , light pipe , etc./

cnc Cyclic Redundancy Check.

Defined Ports There are two i den t i f i ed
end defined ports: h~s

Couplor 1~ort arid rr~o—

pend ent Port /seo Fi~ - .3/

Demand Request dequest for service , ge-

nerated H~ the active
slave s tat ions .

j
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Device Equipment connected to the line
via the Device Interface Unit,
Communication Interface Unit and
Bus Coupler Unit.

Device Dependent Information Information which is specif’ic to

the particular device subsystem
located at the slave station.

Device Dependent Part Part of a station which consists
of the Device Interface Unit and
the Device/s/ ieee Fig.3/.

Device Interface Unit Unit connected to the device , it
is independent of the communication .

subsystem .

Field Specific logical grouping of
• information.

Global Command Message Common command message for all
slave stations connected to the
line.

IDENT Message identification Cield
/8 bits!.

• Independent Port Communication and Device In-Te—
pendent Port, which provider the
connection between the Communi—

• cation Interface Unit and the
• Device Interface Unit ieee Fi; .3/

Intelligence Informati on processing capability .

_ _ _ _ _  —~~~~~~

-

~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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n te r face  System N et  s~’ o~ bles , -~e:.~ ectn~ s, signal

inr �~~, r~e inip~ icns , timia~- and
con trol conv~nti :ns, e t c . r e q u i —
‘erI to offect ‘~OIsnufl1~~2t1on

~~~~~ ~tO i -n

Len -~ h ~~~~~ /~~ ~it5/.

l ine  Coo :: c a r T e  or ‘a~a sted cairs.

Line technology S ares~rtot:Hn and ~od~~~jn—
fer :— ~~ti r n t:~ans±’er oa ~he line

o C n a’h.i~ at ~~on, logical

~~
.T -~’S. etc./

Line Tee noThgy Dependen~. Part of a station ~flicb c-nsists

Par t of the c inP c~~t. ~on Pus and the
Pus C cus~~’;r Uni t  /see *irT .~~/

Master Station Ccn~ r c .  s tat ion  at which the
eontur ’1 of the eo~iuun icat  ion sub—

~~~~ is executed . Gaaarail~y it

is linh~ ’J to a canauter.

Message No i •e’ruptable sac uencc of
b it s .  Prai~es cf soveral bytes
cor ’~o~ ninr infernat ion for  the
Master Sation o( for  the Slaves.

Message Serial Number Content of the function subfield
/seo ILENT/ used fo~’ sequenc e
checPir~g and om a n “ec’overy pur—
poses

I—--- - 
. 

~~—~~~• • -~~~~~ ~~~
. —

~~~ 
- - -



F,- - • -

~~~~~~

,•.—

~ 

— . - --- -—- .,--•
~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

-8 8-

Passive line coupling Coupling mode with no galvanic

connection between the line
and the station.

RD Receive Data sir’nal.

RED Receive Error Detected si--nal.

Reply Message Message which contains inf or—
mation for the Master , end

which is generateëT by a Slave-
station on e Command M~ssage.

Receive Length signal.

Receive Message Present signal .

ROUTE Routing field /8 bits!.

Routing Particular information flow
control related to the
device subsystem.

S Strobe signal

Signal Physical representation of the
information.

Si~nal line Set of s gnal conductors for

transferring informations
between the stations .

Slave Station Equipment connected to the li-
ne, which responds to
comm ands generated by the
current Master.
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Station Equipment connected to the line
which is able to communicate with

other Stations .

TN Transmit Data sir-n~l.

TIT Transmit ~esrage Present signal.

TS Transmit Strobe signal .

- - — -~~~ . -- — -—- ~~~—- -- - - 
.
~~ ~~

•-- -— :_
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Optional Cable Termination Res.

A 1B Generator Interface Points

A,B, Load Interface Points

C Generator Circuit Groun d

C 1 
Load Circuit Ground

rModul. Rate / Bands Cable length / Feet

10 K 4000
100 K 3500

350
40

Voltage Range : 2 - • . . 6 Volts

tIllS The A Terminal of G is negative
with respect to B

“0” The A Terminal of G is positive
with respect to B

FIGURE 13

EIA STANDARD RS 422
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REQUI~ I-~-u-~Ns S fOR

T~fITE ~~~~~~~~~~~~~~~~~~~~~

1 • 
.~~~‘l 

~~~ 1 ty  eciu i ’ia l -~n t  t i  sJ .n T l e  har d  ~- -ircd c~- rnseurrat n

tube  I c c - p .

2 . ~ n u f p m o n t  m i -d u la s  flC l’ !S bruct ion SC exp rn;:..;. us’~s

tr nTn n : , n - s :  • 5 .  1~~~j~~~~~~~5 -

Unline ma ~t-:-i.au -e n:.d sn1ibre,t~~~- - .

- - - Iutr~nn~ sa11y sa:e.

• _I • S i -no l  ~- s ;- ten cc-mpat:Tble a’jth cunouter arid inst rcmeuts

in ‘u r lt rc l  center.

F:~eld units in a l l — ; - .-e a ther  hC~~~ :rn~s.

7. T~nnc:: ~;cion systems u~ I’fectod by outside rsdic-  a:c~
electri F -a l . i rt c r~ e rec - -e.

8, Field m u i t J o ~ exer  have si ~n a1 and p ower  I / - C isc-iaricn .

9. Scan speed per point that - s, nderc :ate fer fast ~‘esp cr.

loops , and alloc enp aridin.~ of multiplener t full

capac ity and ~eep same scan speed.

1 . Jmd].e d~ n~ tal and analon c n ~nals  on a rccd ~n m -e d

i s.

i i .  Sys t em aLu~u r c c ,y ~~~ + 0. 1~~~~ ~~‘r~ - r .
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• US ITF (f l A H ~ i.F. TT~-:F’H )

LI~ c : ~~~~~i ( .e. , inruts d.i re- fly a:noc~ ate-1 -H th

. npii~ -~r id •u ~.n de loops)

- •L.c~ ud s
Flc-c Lo p-: ; 2

Pressure L scp s

Level Loocs (FIo~ dur ~ 3 cLo . )
hevel Loops (~[oldup -> 3 miii . ) -8
ast A ,- t ~ ri~ Temperature Loops (1 :~ cu id ~-H :-in ) 8
1es.per~ Lure Locr. s 16
Analy-7.e 1 Loops 16

Valve P c sj -n on f l on t r c l i e r . — 16

b r  . ; : ~~er ~/ i so r ::  I n p ot s  (in~iuts used for  . :up e rv i so ry  pr l  aran s

fl .ow .i nt e gr a t~~nn s , ma ter i a l  balance , et c.

All Flow Inputs
All Other Innuts 16

. ni-s al Lin  Distribution

Contro l  i c c e s  Scan Class

50~ Flow Loops 250 2 Sec. 125.0- P f r / S e c .
20 Pressure Loops 100 -4 25.0

5 Low Holdup Level Loops 25 ~-
5 Hi- ’~h Holdup Level Loops 25 8 3.1
5 Fast Temp . Loops 25 8 3.1
15 Slow Tr’rip , Loops 7’S 16 4.7

500 167.1
Additi-- -nai J i n c t s  (for supervisory caieu1at~- i :  )

50’,f Flow Inputs 3-50 8

50 Other Inputs 350 16 1.

2~2.8 I t s  “fec.

--5--
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TYFICAL D’Lo TL T T - ’ ::T-:

F~~ 
Cl Ay AC YIYITY HY ITi .F~-TF.h 

~ 
( ‘ ; - -~ fl TmP~

I sec 10 sec I nUn 3 mm 5 miii J O  r~d n  - hr

• 7a r k Levels

• 4—2OinA 

. 

7 7 2b

Valves

• ROV - 10 466
• ~DV Position 15

?unsps 1 37

M ix e rs 53

Temperatures -

• Tanks l5~
• PDM F 64

PDM /l’urb ine 64

Analog 4-2OinA
(pH , Flow ) 7

Wei ghbr id ge /Badge
Reade r

• Data Read y 5

Hig h Leve l Al a rm a
(H1A) 46
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INLHiPE~DENT ICTEFFACES

T L e s e  f i & - u r e s  show how v a r i o u s  l e v e l s  of h ar d w a r e
and ~oftware can be used to achieve mutually independent interfaces . f he
computer , purp rt&-u to he a truly general-purpose device , lies at th e  cen t e r ,
on the dotted line, with its all-purpose executive systen- . For a p it -en  process
app lication , transd ucers and actuators at- c needed that are t a i l o r e d  to that are-

~-ess • as shown by the bo ttom layer of the s t r u c t u re . Each p r o c e s s  app l ic at i en
also ha~ its own software, to implement the desired control strategy (top
layer). These layers are related to each other, and to the process , but
not to the computer i tself .

All levels inside these outer layers of the structure can be independent of
the p rocess .

The t ransducers  (and a c t u a t o — s )  are driven by s tandardized I / O  rnodu le~~,
which are programmed by standard drivers. Each I/O module has its own
d r iv e r .

rn the cen ter  of the s t r u c t u r e, a snenific in ter face  (ha rdware )  modul e is us ed
to t r a n s f o r m  the I / O bus of a given computer into a s tandard I/ O bus . A
d i f f e r e n t  mod ule is probabl y requi ’-ed for each d i f f e r e n t  computer , hut Only

ne such module is requi red  for  each computer , if onl y one I/ O bus standa rd
is used . This spec i f i c  i n t e r f ace  requi res  one specif ic  s o f t w a r e  d r i v e r  for
tha t  p a r t i cul ar  co mp uter , to interface with the standard module d r ive r s .

The number of specifi c d r ive r / spec i f i c interface combinations required to
make N computers interchangeable with M different I/ O bus combinations is
t h t -  product N-NM . Similar logic app lies to the variety of I / O  equip ment and
t ransducers  required for various int er 0~ce s.

The C A M A C  standard offers the promise of having one I / O bus that could
in ter face  with all I /O equipment, holding the numbers of combinations to a
r i i i t i ~ n~ urn . It standardizes the bus between the specifi c interface and the
standard I/O equipment, and makes the standard I/O equipment possible.

A s t r uct u r e  such as t h i s  is needed to stal:ilize the process control computer
industry to the extent required to develop second sources (and complementary
s o u r c e s )  of equi pment and computers for control purposes , and to achieve a
life cycle for such equipment of 15 y ars (as is expected of non-comput er con-
trol equi pment in industry ) .  Such stabilization can properl y app ly to tn - Ii5n i-
cal and electrical interchangeability, and still allow for competition and tech-
nolog ical p ro g r e s s  in a r eas of cos t , speed , functional capabilit y and others .

Ihe figure san a lso be used to i l lust i-ote the fact that the process  o p e r a tor  t e n i s
to view his p lant through the opera tor ’ s co nsole , while the systems ,-n~’~ n -er
tends to view the p la nt (a nd the c ntrol system) through the entire enginee re d
struct ure. The mo r e  tran~- - rent th i F  structure is , that is , the l ess  ef for t  the
engineer spends in building H , , the better he is able to di rect  his attention to
the plant . The head p hones represent ~~e thoug ht that , until the eng ineer  can
view the p lant the same way the operator does , he and the operato r had best
communicate on the same wave length .

Sincerel y,

~J7~~R. L. Curt is

-5-- - -- - .-_. *~~~~~~- 
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— •—- ~ry 25, 1974

Dr. T. J. Williams
PLAIC -
Purdu e Universit y
Wes t Lafa yette , N 47907

~-‘r. Paul H . Berka
Alumiriur~ Com pany of AmericaAlcoa Technical Center
Al coa Cen ter , PA 15069

- Dear Ted and Paul:

Re: Implement ing CAMAC Se~i cl Highw ay s

You have both been interested in methods for implementing the CAMAC serial data
highway and in providing suitable redundancy in the data paths to increase the
total system reliability . The attached sketches show some of my thoughts on
the subject. Most of the techniques shown can also be used with serial hiçh-
ways other than CAMAC . Other methods can also be used to provide the desired
features.

Type L-l Serial Crate Controllers

The type L-1 SCC will most likely be used in nearly all future CAMAC serial h i gh-
~-~ay systems. The economics of using mass-produced units , and adding an external
box for any additional fun ctions which may be required for a particular instal-
lation , will no dou bt be more favorable than custom-designed crate controlle rs.

The L-1 SCC has had considerable engineering applied to its desi gn. It includes
compromises between maximum capability and minimum requirements so that it should
be useful in a very broad range of applications. I think it is a reasonable de-
sign to optimi ze the standard unit.

T he clock an d da ta s ig n a l s  are sen~r~ted for two reasons: (1) for use in the byte-
ser ia l  mode , an d (2) to keep the costs down . It permits inte rconri~ c~ ing more than
one crate at one location into a crate cluster using two pairs of t~-.isted wires.
This is less expensive than inc lud 4 ng modula tors and demodulators each time to
combine and separate the data and clock signals.

k’R~C~DI~D ~AG~ BLAI~(..N0T lIT ‘D 
-
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To go long distances it may be cheup~r to put in ~od~~y and tra~- o~ it tho con-
b i n e d  si gnals over a sing le c ircui t .  Va rious techniques are ava i~~ tle fc tr,~ s :
frequency modulation, phase modu lat ion , pu lse-wid th  modula t i on , etc 1 w~’1l
discuss merits of different clocking scheme s another time .

The L-l SCC provides the necessary control logic fer byp asoirq the crate anen i~
is off—line , and for additional proçranirr- d loop-path control (e.g., loop collapse).
The L—l does not include the actual switching of the loop signals. Tb ’s Is tnc-
best, I think, since different app licat ions and in stallations w i ll most likel-
use di fferent loop circuits (balanced twisted pair , un balanced coax, fiber or ticS ,
te lephone  l i n e s , etc.). Many systems may not require any loop switching at all.

The data and clock signals (the min imum signa ls rec~u ired to operate a CAMAC ser-
i a l  hi ghway ) go in and out of the L — l as bc - ’ianced tw is ted pairs.  This em i ts
very low-cost  implementations of the highway wher e the distances are not ~rea t .
To go any si gnificant distance (e.g. - hundreds of feet) I think our preferenc E-
will be to use unbalanced coaxial cables carrying combined clock and data sig-
na l s . However , we also have shorter distance requirements , such as across the
room , crate clusters. etc . I’m certain we will also fin d instances where tcl~-
phone lines are useful .

C r a t e  Bypass

When a cra te is taken off—line , whether intentionally or due to a powe r failure
or other mal func tio n , i t is often desirable for the remainder of the serial hi~: ’~-way to continue functioning. While a crate is off-line the incoming serial hj ih-
way signals must then be passed on to tho next crate without alternation . Fi n - i re
1 shows a crate being bypassed. The off-line crate may continue to - aritor the
incoming s innals (as long as it has pn :er to watch for turn—on ’ conutards f ro~-
the serial driver . Whi le the crat -~ i~~ of f - l ine , however , the sys tem does not
de pen d u pon it to monitor , amp lify, or resha pe the s i gnals for the other - rates.

I t is expected that bypass switching will normally be implemented with electro-
mechan ical relays . This enables positive switching action to take place if power
is lost at the crate , i.e., failsafe operation .

Alternate Paths

In lar ge systems where hi gh reliability is essential , al ternate signal route’- t ray
be in order in ca se a cable should fail , e.g., accidentally cut. Fi gure 2 shoi-~ —

one suc h system using a doubl e loo p. The second cable is the alternate or backup
cable. It is used when a section of the primary cable fails. Figure 3 shows ont
method of using the alternate cable and figure 4 shows another method. 
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The second method (figure 4) is probably best suited for the ship-board appli-
cations you are considering, Ted. Many of our industrial plant applicat ions
fal l into a similar category , where loss of the primary cable at one location
may likely be accompanied wi th loss of the alternate cable at the sar~ location
(e.g., damage d conduit).

Figure 5 shows one method of detecting cable failures. The method shown uses
the center conduc tors of the primary and secondary coaxial cables for a dc se-
curi ty circuit. Note that this has th e ad ded advantage of monitoring the al-
ternate cable. (Otherwise the al ternate path could fail and you might not knob
abou t it unti l you needed it.) The switching (alternate routing) relays have
su ficient coil inductance to block the high-frequency serial data signals. The
data si gnals are coupled to the transmitter and receiver circu its through capac-
itors or high-frequency transformers. A similar method can be employed for twist-
ed pair lines by usin g a phantom circuit. Fi gure 6 shows a full comp l ement of
equipm ent for use with an L—1 .

No te, the alterna te-path switching I have shown is different than the “loop-
co l l a pse ” swi tch ing indicated in the CAMAC serial hi ghway description . Loop-
colla psing normally involves the deletion from the highway of all crates farther
from the serial driver. I do not see much need for this in our applications. It
night , however , be used to bypass a leg of the highway going to a single process
of a multi -process computer system .

Lin u it n ing _Pro tect i on

Many industrial applications have a requirement for lightning protection on their
si gnal cables. The use of large , soli d outer—conductor coaxial cables , such as
used for CATV systems , provides some protection when the outer conductor is well
gro~nded. Fast-acting gas-discharge lightning protectors also help. This con’-
bination seems to be sufficient for CATV systems. I suspect it will be sufficient
for many of our applications as well.

H igh comon-mode voltages and high-energy sources , such as pot rooms , present
another problem. The use of fiber optics for at least a portion of each circuit
length , may p rov i de the answe r .

Si gnal Amplif ication

E~
t remely long distances will require amplification mi dway . For this reason we 

—

have been looking closely at the techniques used in CATV systems . They use am-
plifiers every 2,000 feet or so. Power for the amplifiers is provided by 30 or 

-
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60 vol ts , 60 Hertz between the center and outer conductors of the coa’ . Powe r
can be sent either direction throu gh the cable. They also can send sio n a ls in
both directions in the same cable by using different carrier frequerties.

Since CATV equipment is readily available at reasonable prices , there may be in-
stances where it will be the best answer. Both the primary and alternate-path
circuits could then be sert over the same cable. In addition , closed-circuit TV
s i gnals  coul d al so share the ca b le .

No te , CAT’I is normall y a multi-drop system , not a loop configuration. A differ-
ent “channel ” could be use d for each section of the serial highway . This may
quickly use up the available bandwidth of the cable. It will be most appli cahl e
to very long hi ghways with crate clusters at only a few remote locations.

Speed and Distance Trade-Offs

There are a num ber of speed and distance trade-offs which should be corsidered
for any given installation. As a general rule the lower the speed , the forther
one can go without the need for amplifying repeaters. The range of CAT’i~ systems
is also a function of the cable size: the larger the cable , the lowe r the s ig nal
loss .

If one is using transmi tters that can drive a line 500 feet at 10 Megabaud (ma~-imum speed for CAMAC data and clock together) they probabl y can dri ve a 1 ,000
foot line at 5 Megabaud. To go 800 feet it may be cheaper using separate cables
for clock and data than to use additional equipment to combine the si gn a l s  an d
need an amplifier midway .

I hope this discussion has provided some useful ideas for you. To my knovil edge ,
no one else is working on these areas which are not covered by the L-l SCC. ~ot- k
at Purdue and/or Al coa in such areas could , I think , n ice ly  complemen t th e wor k of
the NIM-CAMA C working groups.

S 1n~~~~~ ,

Dale W . Zobrist

DWZ /bay

Attachments

cc : Mr. Louis Costrell
Mr. F. Ki rsten
Mr. D. Machen
Mr. 1. L. Wi llniott

L 5  - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



--— --—5- --- --- -~~~~~~~- --—-— —- -—— ---- -- — -
~~~~~~~~

-_--

~
-- ; :

~~
___

_ ,

_ ____ ___ _ _ _ _ __. _ _ _ _ __ _ - - --

-125-

u-I
‘ 1  —4

n i i  cc

C-)

El
,-Th

- 0

~~-1

-‘:0

:noo 
/

~H~~~~~~~~~~~

I

C/)

0
--4 U)

01-ri- ’.cc cc cc
O~

-- -5 -- - --—- 5- - ----‘5- _--

~~~~~~~~

------—---- - - -
~-- - -



- - - - - -5  --5 - --- ‘
~~~~~~~~~~~~~~~~~~

--
~~~~~~

-- -- ~~~5—~~ -- 5- -S

— 1 2 u -

_ _
_ — - — - - I _ _ _

~~~ { 1 c ”

cc I
El
-~~cc I
0

- - - : I_ _ _ _ _ _

0

C) U)

~~

Hi ~—i

cc
cc

c’J
cccc
i-u

_____  ______  
0

—,> 

IC/) U C) ix) C) 0 cc —

H
L ~ I L1~SJ

1 1 1
cc

-ix~

~i ; - 4
1:1 LL .
U C )



—5-- — - - ~~~~~~~~ ~~~~~
— - —  - -‘ -5-- — - --- —5- -

—127—

I 
_  

H0

( / ) 00

4 J

‘---1

1~LI U)

cc
0

I I

5-



- - —-----.-., ---- . - - 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
-- -

-12

U 1 I 0  :I~T 

-- - - -

~~~~~~ 

_

-

_ _ _ _  _ _ _  I _ _ _  
C / ) 0 C~)

1-il U)
El

cc cc
0 (_)

—1 cc
- 0

iLl

- -  - - - -  5 - - -- -~~~~~~~~~~~-



- - --— --~~~~ - - ---- — —-- -5 -’—-- — - 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

- - - - ---—- - -

-129-

< 0 0 1

U) 
I

~-0
cr-I U)

<0
U) C~

)
0 1-ri

F’
<0

cc
U)

H Elcc ~—l 11Th
<0

U)
- cc

ci:’
0
Hcc

,-1 
~~~~~~~~~~~~~~~~~~~~ I~—

F’ F’
_ _ _ _ _ _ _ _ _  < 0 ’)  U)



— —---- - -- -.-w:----—_- 
~~~~~~~~~~~~~~~~~ ~~~~~~ 

--
~~~

.W- -~~~- — -—- 
~~~~~~~~~~~~

_
~~~ - — — -  — - —-- --- —---—- - - —----5-- —~.

-- - -  
—I’

P -130-

A
ch

~~~~~~~~~~~~~~~~~~~~~~~ 

_4-H O _____

cr-i
,—~ Q c?i:
~~~~QH

E~~~~~~~~

00
C/-) < 00

: i o>- ~ U) ,—)

cc 
I

~ r- ” ~~o 4

DOqH_

- ‘ 1  c~J
- x: ci

C~1) ~ cc F’

a) cii — i

(

—5- - — - - -- - -- -—a--— --5--- -  5-- ----- - - - -- - --— ~~~~ - - — - - —- - --- - -
~~~~~~~~~~

-.



- —.--- 
~~~~~~~

5 _ T
~~

5- ‘~~~~~~~~~Tixi:~~~— ~~~~~~~~

-131-

A f l O M P A R I S O ~ OF DATA RATE C A P A B I L I T I E S
OF VARIOUS INTERFACE TECH NI QUES VERSUS

R E Q U I R E M E N T  OF SELECT ED PROCESSES A~JD
LEVELS OF CONTROL IMPLE MENT ATIO N

The a t t ached  f i gures pres ent ma tn n ia l

developed by the Interface and Data Tc-n~nn~i-i sni on

Guidel ines Committee on the data transmission

needs for the control of several representative

processes , those for inter—control system corn—

muiiications , and the  capabilities of several

techniques available today .

I

I 
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Figure 1 -n escribes ty~~ica1 regions for ir~ciactr- ia1 api li—

c a t i o n s . For ex-i-uomle, fluid s tr e a m  r e ce s s e s  h a v e  d i s ta nc e

ie - i uirec:ent ralu —in :- taos. 0 . 1  to  1000 bits/second . Lumen cal

c ont r o l  an:  lications fall to the niCht of f l u i d  ~ rc -oesse s ,

since the data rate requirement is slightly higher.

Figure 2 represents the reric-ns covered by existing

standards or r roducts. Examples include 20 ma loops , wh i ch

cov—r a region up to 100 bits/second , and up to 1000 feet , or

the HP ASCII abs , up to 106 b its/second , and uç to  50 f e e t .

Figure 3 shows typical technology regions r a n c — i r a - fror:.

inter—CPU communications at hl~do sneeds and short distances ,

to human/mach ine communications at lower rates and generally

leriger distances.

These diac-ra:r s can be overlaid to illustrate aprlicabllity

of solutions t o  p rob lems . ~ ig ur e  1~l is an overlay of Figure 2

on i-igu r- e 1. Fcr instance , the inference can be drawn that

~-20 ma covers only part of the fluid process ap~i-lications ,

and none of numerical control. It 15 also noteworthy that

CAMAC (if the diagram were to be interpreted literally) is ~~

only standard shown for medium distance applications.

P 
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INTERNAT IONAL PURDUE WORKSHOP 0 N
INDUSTRIAL COMPUTER SYSTEMS H~ n a 4 / /  7

December 25 , 1975
Pleas e re r -i y t-

DISCUSSION OF FUNCTIONAL REQUIREMENTS OF IN~~E R F A C E

AND DATA T R A N S M I S S I O N

T. Tohyama

1. Introduction

At the recen t meeting of Process Interface Committee in Tokyo

the followings were discussed .

(a) What is industrial coP:putcr system and required

characteristics

(b) What is the need s and characteristics of a line

sharing communication

(c) Funct ional  requ i rements  for in d u s t r i a l  proccc:~ csntro l

inter—subsystem c o m n u n i ( - : I t j o n

2. Scope of work

The goa l of pres e~ t wor k is t o  e~ t a b l i s h  t h e  f u n c t i o n a l

requirements of a genc- ru1— pur po ~;(- - ommunicat ion subi v~-tem for

Jnforuia t ion interchange between s I l b ~; y : 1 t i - n i  of a co mp’ i te r— has  0 proc -ixs

-5 -- _ _  - — -  - - ~~~~~~~~~~~~~ - —~~~~~~~~~~~~~~~~ —~~~~~~~~~~~ —- -~~~~~~~~~~~ -~~ - - -
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r I L - a ) . u r L -In. -n t arid C O l I C  r e t  ~- y - t ~~- :n .

Any sped f 1 aiidard ~~~f a g e n e r a l  — p u r p o 7 ; ( -  C r UU f l j  c a t i o n

subsvst -~- sha ] l  l - ~~ e v a l u a t e d  a~~c o r d in g  t h i s  f u n c t  i o O , l l  r c q u i r c D  u t

T h e r e a f t e r , a s t an d a r d  of  i n d u s t r i a l  p r o ce s s  c o n t r o l  c o r i :n t i x r

inrv-—s uh~ ystem communication ~u s t  bc well defined .

3. Appllcati oi-t_ environment

The comlnun i (-ation subsyst eu~i is to be used pr i v i t - i  l y i n  th-

ndustrial process control compu ts- r system.

INDUSTRIA l. PROCESS (OST 1-tOL CO~-1} LtTER

* A computer should be capable to be utilized for closed loop

process control

* A industrial process should he ke?t up without ielatIon of

computer start and stop (A industrial process can n o t  opCrutC

with synchroni Sot  ion of coinpucer running )

* A industr ial process is to produce materiji or energY change

N o t  s; Typical app i ic It ion areas of i n d u st r ia l  p rocess  c o n t r o l

computer are

— Petroleum and chein ie~u l prort-ss

— Iron and steel process

— l’os’er generation process

— Utility industries

— Integrated machine tool plants (DNC) 

-- -~~~~~ - - - - -- -5-- - - - --
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h is -  f o l I o - ~ lu~ a p l / l i - a t  ion  ar t -  not  I n c i o a - d  in g lu - r a i l ’ ,- :

— L aho C at  ory  a l it  I t  1011

— hraf I Ic automat ion

— Build i n c  au C oix . I L  01)

— M ch in i ca l ant emot i on

4. Subsys t em t v r m - s

O n — l i n e  r i -~~i t i m e  c ou ~u u u u n i c a ~ in n  O l i  r e qu i r e s  b etU-c -ii aol : “ s t i i x :-

of t h ~~~ fo li o - - i I t t  t ypes :

(a) Proc / - - ;  a I n ; o l  t a nd ou r Out inter face

(b) M - e u — m a r l ~ or  common i cat i o n  i n t e r f a c e

C c) Cou :upu t s - i  i SuTuo l  i c a t  ion i n t  er f acc-

(d) Serv i c -  :u uid  s u p por t  equi  p i lL -n t  I~~t erfae~-

5. B a s i c ’  r~~~~u i r , ’ - - s t

(1) The p r / / p o s e d  c om m u n i c a t i o n  s h al l  he a

l n t e r chIa;I- iu bet~- s-& -n cistrbuted suh ~~v i - t u - - -~ 0 a I I T - ] u l u - - t rio l

2LQc 1:~~soo t r i-i  c o m p u t e r

(2~ The c OIIUCITI i c a t  ion shal l  be a 5cr i aj_j iyst / ix

(3) The c o m r n u u u u i c a t i o n  i - l i : i 1 1 h i- a l n - u h a r i u : ~_ i t e m

(4) The communication sb-Ill be ~~~ 1ej ~~-n d e n t of o n v c i r ~~c t c - i x i - - t i c i --

u n i  q~~~~ t o a  p~~r t i c u l a r  s u h i- ”0 e~’u or d c - v i r

(5) The c o m m u n u i - I t  i ou  and i n t e r f - - - - sh a l l  h i -  u c h i  - ‘-.‘ed h i~~h

~
_
~- l - I Thi e j p r a t  i on  for industrial I l l — C s - O S  C I V i l  enSu e uu  t i i

c o n d i t i o n s .  For h i g h r e l  1 , 1 1 -11 l i t  v ( h  l i - I l  i. ogs 5111 11 h~

c o v e t - id

- -- -5-- - ---  --—~~~~~~~ -~~~~~~~~~~ ---*—- - - -- - V  ~~~~~~~~~ 5 -__ ~~ -
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( 5 . 1 )  1 l i ~~ u - ~ u h i li t y of l u o u - J i - : i - e

(5 .2) ~~j i: r i  i , I~~ 1j t v  o f inf o r oir i o n  m t  cr c -h a n-

( v c- rv  5111:111 e r r o r  r a t e  i n  (-i)i:o u lf l i ’: at i on  lini-

(5. 3) The 5:~5 i-ix: shall be rio-cab ] ~ - U i  I lu i n  11 1 : 1 0 -  t

f lro cs - : s & : V i r o n n c - u t a  I rood it l O S S  invo lvi  ~~; n o i s y

c o n d i t i o n : i i u j  so on

(6 )  Ti le ‘OlIC1U 1 i / n t  on Onc i  m t  i f  SC - C ’  tuba l 1. ~ I v id e -r  ~ i f c t y

and a t c u r :  v_ç~j a o b i ] i t v  For failur protection , t u 1 .

I o l l u w i n g s  s h a ll  be covcr~ d

(6.1) Error dete ction capability

(6.2) Error r&-oovery and protec t ion c:~ a-ibi lit y

(6.3) F’a i i i n g  s u b s yst e m  (or s t a t i e u u l  shou ld  no t  i m p a i r

t here  subsystem (or s t a t  j o : ) or p r e v e n t  t h i n

l i n e  h i r i n g  operations

(7)  The c on u mu n i c a t i o s  and i : l L c - r f a c e  sha l l  be r e f i t -  t c -d  3 1

~~~~~~~~~~~~~~~~~~~~~~~ b etwe en  comm uni c - u l t  ion  ef ti ci cmi v and

sys tem cost  -

(8) The c o m m u n i c a t i o n  s u b s y s t e m  s h a l l  be c p i b l e  1 Ii  l i i i ’  b i b

~ p~ y d ’lnd el f 1 ci do -v For ~-ffici c l i  c o i x - i x i u t i a t  l o t , lie

follow ings shall be included

(8.1) Transiniss ion  f o r m a t ci t i c  I C - f e y

(8.2) Iii ~h r e sp o ns e

(8. 3) lii g l u  C lu rouiglip u t

(b ) Tue ( ‘ ( r u m L l l I  I ca t  i t  a s ubsys  t i - t i  s l i  11 he u - s u e  as

f o l i o s - lu g  point s :

- - ~— ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ — ,—— - V ‘-_ - ~~--
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(9.1) Simp Ic arc hit el - C  s ir e  and inc-chanism

(9 .2)  L i s e  u u a i n t e n a n c e  c a p ab i l i t y

( 9 . 3)  Good t i - s t i n g  and f a u l t  d i a g n os i n g  capabi] it v

(9.4) Good documrncntatioii

(10) The communj c a t  ic ’s su b sy st e m  s h a l l  he L xii i l i t y  t o  be

s u f f i c  i i - li t to support sc/ire redundancy in syst efli des ~~~~

expansion and ruo dificat ion

(11) The coulu nu n i c a t i o n  subsys t  em s h a l l  suppe t data t racami t a  i on

more than 2 Km d i s t a n ce

(12) The c o m m u n i c a t i o n  shall  be c a p a bl e  to  La t d l e  d e : t t i d

( a s v i u c r o n o u s  i n p u t  or i n t e r r u p t  i n p u t )

(13) The c o m m u n i c a t i o n  s u b s y s t em  s h a l l  be code t 1 a n .~~j~i u c n c v

in the  da t a  f i e l d .

(14) The c o m m u n i c a t i o n  shall suppor t  t he  f o l l o w i ng subsys tems

(a)  Process  I / O  i n t i r f a c e

(h )  M a n — m a c h i n e  cominu ri i c a t i o n  i t  e r f a c e

(c )  Cou~uptit er c o m m u n i c a t i o n  lot er [ i c e

Cd ) Serv ice  and s u p p o rt  equi p m e n t  j f l t s  I l i c e

6. Pr oposa l renujL/ 1-H I i t s

A c c o r d i n g  h i s  I c  r e q u i r e m e n t s ; t h e  f o l l o w i n g  r i-~ u i  I - i r t  l i t  ci

c o mm u n I c a t  ion su h s y - ; t em a r e  n e c e s sary  f o r  t i u -  f~i t u i e d i s c u s s  i o n .

F - 
(1) D a t a  t r a n s p a r e n c y  ; Suppo r t  t l i i -  a b i l i t y  to  t r a n s m i t

u n i t  ‘r r n ; i t  ted b i n a r y  d o t  1 and b y t e  or~ ented dat a

( 2) Pr i r i  t ’ - interrupt iiand h log Support the u i l ’ i 1 1 tv to t i t

or g ie. - _ t i i  osvi u - l l r l ’ ! u s ’ l l e  dat .I w i t h  p r i o r i t y  w i t h i n  t i c - t i m e

l im i t s

L ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - 
~~~~~--- —-- --- —- —-- - - - - - ---- - -5-
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(3 )  Messogs - — r s -p l v  t r o l l - -: -  i s s i o r i  scqu -uo-i- s i - .- us in k ’ a d - I f

c o n t r o l l i n g  r u i - s s a g e  ; l b . - t r a n s m i s s i o n  p u o ~- d u t ’~ sh:,ll be du~

to  m csso i t ~- --- r ep i v  ( r n u s r i i s : ; i o n  s C ’ I I U L ’ u i (  i-s  I l i t ’  tI l l -S  ,;c - i t S t  i t

~li:i 11 1 ic 1 ude I u i f o r m : i t ion t e x t  , ri-la t i - d  i c i t  i i i  i n f o r m s  t j o n

and/or contr ol c o m m a u u d : ;

(4) D e L i - i t imr b l e d  d at a  ; Support t h i -  a h i  lit ’ , t o I- C  e ct  g -~r b i  i. -~ -
.

as such  a t  the ri-e s lying and so t h a t  t h e r . . c e i V i n c  asibsy~~t cm

can ignor i -  i t  and -r ror recovery procc dun ~ can  I)L- i n i t i a t e d

(5) E r r o r  r e t - e v er y  ; S u p p o r t  the abmi it \- to pr epare c- r i -r i , - 1 over ’:

p r o c e d u r e s  w h i c h , t o  t f i i - cr i-ui t e st e x t c u i t  p o s s ib l e , a i t  a l i t  ~u (  i-

(6) D a t a  b l ock  ; B a n d i t -  - f f i c i e n t i y dat0 bled : of widel y d j f t 1 r c - s t

lengths

(7) A v o i d a n e i -  o f  unnedc-ai-sii rv bit ov c r h 1 -ad ; Support t he  h i gh

transfer - f f i c i e ~iev

(8) Dissa p p e a r a n c e  of su~~~y~j t c-lix i l j — - H d - - - o ~~~ j -  ; ( p e  s i t  it t h 1 -

absence of an addr -oeeci subsysLi - : , mu d f a i l u r e  i i i  o l l V  su it  s’

does not  i m p a i r  o t h e r  subsys t em or p r e -- ; / - i i  t t i m - n  ron I i i i . .

shari u opera  t i ens

(9) Log i rally comp i i - C e ; E v e r y  pess i l l  t u - u i .  ct  i o n  s e q u en c e  i r i c t

bc preci h- t ab l e  in  i t s out  c-one and  ii ruu s  t & -u it to as ii ct - h ‘ 1 -  1 . -

state . lo g ic - i l  comp l s - t i -n t - as may he d e u i x o u u ~~t i t  i d  l iv  a do: - ‘I.

t r i l l - - i t  i o U  Si  a L t . an a l  ys i - i

(10) L u l f I - l i l i l  ; The t r a u sm i  ss i o n  p r o c ed s  1-t~i; ~ls II he ~~~~
- 1 1 1  t . - -

a [ui 1 y ‘of fer 1 an tonomous m cd 

5-—--- 5 ~~~~~~ 5- - 
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(11) Sub: - ,- stem remov e ; S up p o r t  L a c  abili t e  t o  p u t  ii suhsvst c-ni

on i  I ne  or r e m o v i n g  i t  does h i t  d i s t u r b  t I e  c o r r e c t  f u n c u  I - u

and o p er a t i o n  of o ther  subsys tem

(12) It is no t  n e c e s s a ry  to be closed loop c c-- ::u: i - it ion line-

( It is bitt e r to  he branch s- u ’,’ c c/In t u i t  i c - 1t  ion  1 inc

(13)  Ii Is  n o t  n e ces sar y  to be f i x e d  c o nt r o l  s t a t i o : i
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A COMPARATIV E LOOK AT INDUSTRIAL fl kOCES S

COMPUTER kTERFACES

PROPOSA L TO J EC
JE~DA DATA HIGHWAY
PURDUE EUROPE

CA MAC SE RIA L

ISO HDLC

G 1 NERCKE L
GE N EL / - .L SYSTE~S PIVI  SI r~

’

J IM C fl RP C-FA T I O~
J-OC I\ RATC 1~. FLP~J F :u ,

~~~~~~~_~±_c! 
~~~~~~~~~
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NDUSTR IAL PROC ESS CCMPUTER NTE RFACES

C~ ~~~RY

PRESENTLY THERE ARE A NUMBER OF STAN DARDS GROUPS CONSIDERING

INDUSTRIAL COMPUTER SYSTEM COMMUNICATIONS , ONE OF THE ~~TEST~
1
~

IS A FUNCTIONAL REQUIREMEMIS STATE MTN T S~EMIT TE P TO THE INTER-
NATIONAL ELECTROTECHNICAL COMMISSION (SC 65A WG6), OTHER PROPOSALS

TO DATE INCLUDE THOSE BY:

• JAPAN ELECTRONIC INDUSTRY PEVELOP MENT ASSOCIATION
(JEIDA) PROCESS INTERFACE COMMITTEES

• INTERNATI ONA L PURDUE WORKSHOP ON INDUSTRIAL COMPUTER

SYSTEMS, EUROPE , TC5 INTERFACES ~J D DATA TRANSMISSION ,

• EUROPEAN ESONE DATAWAY WORKU~G GROUP , CAMAC SERIAL

• INTERNATION A L STANDARDS ORGAN IZATION (TC 97/SC B) , HIGH
LEVEL DATA LINK CONTROL (HDLC)

THESE PROPOSALS ARE ir- ~ DIFFERENT STAGES OF DEVEL ~MENT AMP , THUS,
VA RY IN THEIR EXTE N 1 OF DETAIL AND CONTENT S FOR EXAM PLE , THE CiMA C
SERIAL SPECIFICATION ENCOMPASSES NOT ONLY ELECTRICAL AND MECHANICAL
RECOMMENDATIONS BUT ALSO THE LINE PROTOCOL , HDLCI ON THE OTHER

HAND SPECIFIES ONLY THE LINE PROTOCOL REOUIRED FOR INFCP MI ’T ICN
TRANSFER AND LINV CO PTRO L, THE JEIDA AND PURHE EUROPE PPO [ OEALS
ARE SUMMARY IN NAflJ RE, BOTH BEING RELAT IVELY r- 1L w W ORK.

/ p 
~:~~~iLlI1-G ~~~~~~ E1 AJ~(..NOT i!’ILM&D

—— -- ~~~~~~~~~~~~~~~ 
- - — — -

~~~~~~
-
~
------ -

~~~~~~~~~~~  ~~ L~~
j_ 
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NEVERTHELESS , EMPLOYING THE PROPOSAL TO THE !EC AS A BASE,
A COM PARA TI VE ANA LY SIS OF T HE OT HER CURREN T PROPOS ED STANDARDS
WAS CONDUCTED AND IS ATTACHED . A FEW A DDITIONAL COMMENTS ON
SYNCHRONOUS t’ATA LINK CONTROL HAVE BEEN INCLUDED WITHIN THE
H1JLC NARRATIVE .

- - - -  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~ -- -- --
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SECTION II

GUIDELINES AND RE LATED DOCUMENTS

OF THE MAN/MACHINE CO~~4UNICAT IONS

CO~~4ITTEE

The maj or act ivi ty of the Man/Machine Communications

Committee of the Workshop to date has been the production of

its Guidelines for the Design of Man/Machine Interfaces for

Process Control which was p~.b1ished as a separately bound

document by the Internaticnal Purdue Workshop on Industrial

Compu ter Systems in June 1976. Th~.s document is included

separately in this set of summaries. Also included are

several of the backgroun d documents developed by member s of

the Committee and used in the preparation of the Guidelines.

These la t ter  are as fol lows :

1. “Man-Machine Communication Guidelines” , Minu te:-~ 
0

First Purdue WorkshoD on Standardization ot 
____

rial Computer Languag~ s, Thiert IX, pp. 67~ 73.

2. “Specif icat ion , CRT Trend Recording System ” , Ninutes
Second Purdue Meeting , ISA Computer Control Workshop,
Insert V-i , pp. 4T~ 1~, E~~Ronald L. Gornick.

3. “Standard Operator ’s Con sole Guidebook — J E I DA  1 7’ ,
Ibid, Insert IV-2 , pp. 21-37.

4. “Future Operator Consoles for Improved Decision-
Making and Safe ty ” , Ibid , Appendix ITI , n p .  13 l - l0” f~.
by R. Dallemonti , rc~ rT~ted from Instrumentation
Technology, Augus t 1972 .

C I 1CL~~.- -~L~- 1 . G 4
C~~~~~ . ~.LA _~~~~~~ T 1T~~~~~~~D 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~ ~~~~~~~~ 
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MAN-MACHINE COMMUNICATION GUIDELINES

- 
- The guidelines on Attachm ent A were used in conducting the

~ discussion of communica tion requirements f or the everyday use

of an industrial computer system by the First Workshop . Attach-

ment B presents a set of console functions developed in the

same discussion .

p • .~~~ ~~~ ~t :~-~— :~-? 
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Labo r-~t cry
nt Infor on
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FUR TE -IER COi - ~SiDE FA TI ON OF ALP U AMUMERI C IDE NTIFICATIO N OF

V- - r i cb le s

Control  Loops
F u iC t ions

ALA R;-1 DTSP~~ Y ORGANIZATIO N
Considerat ion of imp ra— v -- d mecoc of ~eoerating a]arm~-

for opcrator guidance and/or computer action.

Considciat~ or~ of basis for organiUng d isplay so t h at
aiarna - are meaningful aids even under transient

conditions when too many alar c a occur  fo r  individual

considerati on.

The commit tee  has dev e loped the  fo]  lowIn g  desir ah l e  general

c a p a bJ l i t i e a  of the p r i - o r a n n in g  system to de rcr i b ’~ the gen e r a l
a L a n — m a c h i n e  cor aou ai cat ion  requi r o a e r i t ~~, and Tables I and II
which describe the desil -ri functional md device recuirc-mentc- .

The comm it tee reccmn en ds  the adoption of th-cae rules, -ace-

C 1-ec tj on a l  nd devic-2 reeuir-~nents  OS a ot a nc nr d or : oOi — ’ : 1OCL

c ommunicat ion with Indus t r ia l  computer systems .
1. Para meters to be entered and d isp lay- -d t hr c ug h  the

communica tion  system should be . sp e c if i e d  by f u n c t i o n :
scan , al- ~ control , log, etc .

2 . All en t ire s  should be disp layed b e f or - - em t- y .

~3. All  en t r ies  which change p-ar-an- -t - rs. o~’ -alter op a-
t ions  should be recorded .  The i - c c - r d  s t - - be f -a-
tN -c s tored location , not from the entry d v i  cc.

-~ - A l l  a l p h a  n u m e r i c  d~ - m - i n d  d.~ en~ -ayr w i l l  n a v e  the cap- —

b~ U ty of -a Th o  b e h I  record - - d :  l - T S l L 1 iY ;  DI SPLAY ’ RiT~-~.
A SET d sp lcy shou ld  -also fo l low t h i s  ru le .

5. Th - - co mmunica t ion  ej e t e m , w ij  1 prov id - - the apab l i  I y

cC di s p ] - A  -
, t r — a d i n ~~. and cnt -~ r~ ~~~ now - -re -Nn ’  - e n a

and calculated vain -s.

~~

~

-- --- --- ----
~~~

- 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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5. 1 0 .  spJ. -! :i: J n s t an a a !i - -ous vs . c orit -~u e- : up d a l

5. 2 Trend

.2 .1 T r e n d  r e c or d  ( m u l t i — a  -
~~~~ )

5.2 .2 Trend  t Lrp~ v J L Y - - r  (alt erable ]ist at’
v a r i ab l e s )

C 5.2.~ CRT
5.~ ni-er N ew Va lue wh- :-n po int  is ia -a c - v - ad  i r r ~ - c-an

and to  al low or cM sa l low the i c r ace s s  o~ of -
~

m anual ly entered value .

,r }~j le TaN I axi d II d e scr i b e  Fun c t ions  c a d  f l - : v i  ces ,
r - cc ohn j t io n  mus t  he given to the i mn ] io-d s- c- i ’twce  coo I

support r - -eu ir -c-d to usc the se Funct ion s  and I ca- i con - . A ti c e o —
nent B is an examp le  of -a set oC t~-~c ica l  ceosole Fu n c t io n s
C o n  an ind ietcH al compute r . No ot t - c ap t  should he m a d e  to

~n te rp r a -t  th is  -as complete an as a s t a n d ar d  confi T L r a t i o n .
It is also r e co g n iz e d  i-hat the console re — lu l r ed i s  a I

of the s ize  and corno len i ty  of the p a r t i c u l a r  i~~dur - ’ r i  al cy s t -  -

Furt  - r work on n a n — m a c h :  ne ecca c - - -N ca t ions shoui ci no iuu

study oc the  need f o r  a d d i t i on a l  fun - F ’  C c - - and d- 
Now- -ver , the work should he coord ina ted  with  t i c -  - m  up s
(e s p e c i a l ly Committees 2 & 3)  -and s’r e u 1 d t ake  p 1-ace a f t e r
those groups a r -  f u r the r  d e v : l o p - a d .

- - -~~~-—-—— - - —-
~~~~

-
~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~ - — ~~~~~~~~~~ 

-- 
~~~~~~~~~~~~~
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CR’!’ TRE ND RECORDING SYS’I’EM SPECIFICATION

1. INTRODUCTION

1.1 Scope

This specification describe s a recordin g system to be used for St C I C 5

and disp laying grap hical trends of process variables and describe s

responsibility the vendor must assume upon award of a contract , it ~s

the vendor ’s responsibility to size and select the proper equipment

to f u l f i l l  all  requirements of this specification. A prime consider s-

tion is low cost on a per point basis. The vendo r is , t h e r e f o r e ,

encouraged to propose as “optio ns ” any items which could significantly —

reduce the cost of his proposed system.

1. 2 Definitions

Since many terms and phrases ar c interpreted d i f f e r e n t l y  by bo th

vendors and users , a brief def in i t i o n  of terms is p r e s e n t e d . VC IldoC

should consider these de f in i t ions  as Esso ’s in ten t  when used in t h i s

spec i f ica t ion .

• Data File

One set of data , process parameters , process info , and status

bits related to one measured process variable.

• E~~~andab 1e

Refers to additions that can be added to system after being in

operation without extended (longer than 24 hours total) shut d o’.~’n.

•

Any suitable means of making a pe r m anent  copy of a gra~-1 iic trend

of a process v a r i a b l e .

X~~~~~C. ~LAr~~~:-~oT C C I L I ~ D I
- - —- -~~ -~~~~~ 
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o Operator ’s C o n s o l e

R e f e rs to tha t  sect ion of the o v e r a l l  c o n t r o l  house pane l w L i C - r e -

the operator communicates with ti e- p l an t  throug h t he CRT t r o r i d

recorder system .

• Process  VarL ab le

Re fers to any and all transmitter signals coming back to the control

house.

• ~p lit Screen

Re fers to putting more than one variable on a CRT by having the

CRT divided into separate unique divisions per variable .

• ~pppressing Ra~g~s

Re firs to the operator being able to change the limits of the

Y-Axis for the time the trended variable is on the CRT . This

allows the operator to “zoom in” on th is variable ’s trend to

permit better readability.

It is vendor ’s responsibility to provide hardware necessary to maintain

an ovisrall system specification (referred to ideal inputs applied to

input  t e rmina l s )  as fol lows :

• Resolution - 0.17. of full scale

• Accuracy - # 0.17. of full scale

• Repeatabil 4 ty - + 0. 217. of full scale

1 .3 ~~~~~~~~~~~~~ ( . Ii~~~

The f o l l o w i n g  sect ion b r i e f l y de scribes  t h e  ph i lo soph y of this sv:n i -r s .

A cathode ray tube (CRT) systi-m is required that would:

O Pe r m i t  r~In dom access  t o  5CI V 20 of 10(50 process variabl es on

delliand t h s o g i i an o p e r a t i C ’ S ( ( C T C S C I I (

L — -~~~
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O Centralize all plant trend recording .

• Provide add i t i ona l  f l e x i b il i t i e s such as suppress ing  ra!i~’e .

o Provide hard copy on demand .

The type of system envisioned will have (1) an input system ,

(2) operator  displays and consoles , and (3) CPU and bulk stor sei

(drum or fixed head disc). It should be possible to add a d d i L i o : ~~i

CRT ’s and to rep lace CRT ’s en a plug-in basis.

2. SYSTEM HARDWARE P,EQUIREMENTS

2 .1 General

This section covers the hardware to be used in the system . Include -I

are the input subsystem , GRT displays, and hard copy capabilities.

2.2 Input System

The input system should be capable of handling up to 1000 s i g n a l s ,

the exact number depending on the particular refinery con fi gurati on .

Each of the 1000 signals should be scanned twice a second . The n mj o :  i’.y

of the signals will be volts developed across dropp ing resistors iii

4-20 or 10-50 mA current loops , representing flows , pressui-e s . l e V i L s ,

etc. , For quotation purposes the vendor sha l l  assume an 800 !ig l~ l C . i

input system for  th i s  s p e c i f i c a t i o n. The vendor wi l l  sup p i y d e s i r -  —

or required voltage ranges on the inputs . Vendor shall quote ‘jp~~~~

to provide for 200 additional low leve l (0-40 mV) inputs , repri Si u t  i n  -

the rmocoup le readings (I SA Type J , K , and T) .

I n p u t  s y s t e m  sh ould  be designed so as not to eli ate any ,~d d i  i ( ’ n i  I

el ec t~ ical  pat i i s  be t w t - -n p l a n t  i n p u t  t e , i s i i r n i t  t i - i - c u r r e n t  or vol t ago

loo ps. Vendor shall assume that ciii r en t  loop it ; t d i ’thl  ~ ‘, I ( I l i l l i l O  -l

that n e ith e r s i d e  of the input C i  - iiii t can l i i  C O C C C C , C t  ~~I !  t o  ~- - : r 5

~ ion tid

_ _ _ _ _ _ _ _ _  - _____
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2 .3 CRT D i sp la y s

The CRT disp lay should use a conventional “ t e l e v i s i o n” tube  ( e i t h - r

color o r black  and w h i te ) .  S to r age  type  t u b e s shal l  not be ust- d .

Approx imate size should be 17 inche s across the diagonal for a

sp lit Scree n (3 or 4 v a r i ab le r  I - e r s c re en , un ique  sec t ion  of tise

screen dedicated to each variable). The exposure dose rate of the

“soft” X-Ray emissions at any readily accessible point 5 cm from tL-

surface of any CRT console shall not exceed 0.125 mR/Hr. under  wor~~t

case opera ting conditions . Life expectancy of each CRT should be about

1 year under  constant  (24 hour per day)  use . Display shall be

designed for easy access , for replacement and repair. System should

be sufficientl y modular to permit plug-in addition of CRT ’s without

software or hardware changes. Vendor should assume for this quotation

a base system sized for simultaneous disp lay of 20 variable s and

shall quote additional cost for incremental addition of simultaneous

faci l i t ie s for up to a total of 100 variables.

2.4 h ard Copy

It should be possible to obtain a hard copy of any sy st e ; . ;  v a r iab l e

( d i s p l ay e d  or not disp layed). A fast speed stri p chart re-cordi r

and some identification means for the variable name , ra nge and t~~ n e

scale is t h i s  profes red method , b u t  alternative techniques shal I he

c o n s i d e red . 
-

3. FUNC I’TO i’~AL_REQtilRl-~MENTS

3 . 1  Ge ne ral

This sect ion conta in s a d e s c r  ~~ ion o f  t i f i i ’~~ t i o i n il  1 o q i ; i i ~ -~ -~- u t  S 1 0 1

the CRT system. The h i s  to r> ci ,.i t a ha , vs i i  ib 1 e h a ;; ’ s , d ~i 5 ; ;  f i l es

f i l t r r i n ’  , h a r d  co~i\ ’ , i n i l  r ’ ~ , 1 i t  I i - q u i r i ’;se s s t  s s it ’  C t C V t l & d .



3. 2 History Data Base

A history will be kept for each of the 1000 process variables U r o r i ~- i s

into the’ system. Each of the  1000 inputs will be stored on r I -  same

t ime base , while being scanne d at a 2 sec . rate . The history ~:ill l
-
~-~~

stored for a length of 8 hours. The newest hour will be stored on -a

15 second basis , the next 3 hours on a 1 minu te  bas i s , and t~ic l~~st

4 hours on a 2 minute basis. This gives 540 points per variable store -i

as history . A diagram of this storage of history is in Fig u re  1. The

value being stored will be in percent of full range of the instritric;i: .

The value should be changed to eng ineer ing  u n it s  when d i sp l a v - 1  on

CRT .

3.3 Variable name s And Engine eritic- , U n i t s

Variable names for each inpu t will he of a three-element a]p hicin u : . ;c : ic

nature , e.g. XYZ ,

where X Unit name , up to 24 different names up to 2 char accer i s

each.

Y = Variable type , up to 12 d i f f e i e n t .  type s , one c h a r d

each.

Z = Variable number , in the range 001 to 999.

Examples of XYZ are shown in Appendix I.

Typ ical eng ineering units are g iven in A ppendix 11 for illustr at ic-n

onl y .  The vendor shall allow for 32 different t y p e - s  o t  t-ng fneering

units having 12 characters each . Eng in e e r i n g  u n i t s  s i r i l l  be II led -

and assi gn e d  f r o m  a t c le t y p e .

‘L4 Data Fi1 i ’~ And File Huildor

v a t  i a b l e  sh io i i t d  have a Sr ; o c i  i t  cl w i t h  it a C i : I ( a t i l e  colI! - j
~ I

i U d . ;  i ; ; I o i t a t i i i i  a S  t 1 C g i 1 l ~ e n i h l g  w r i t S , j u S t  f in , ;;! F uge  , S C c I I I C C  F ~~ 
- -

- la y), p tc . It s I n - u i - I  ~ p05 ’ 1 - t i  t c  a s s  t i l t ,  or  ch ar
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of these paramete rs  on-l ine from the t e l e t y p e . In essence , t h i s  is an

on—lin e file builder , which w ill be necessary to build the systi- - - .

3.5 Group Function

The file builder routine should also be capab ic- of building d is 1 l e y

groups , A group will consist of a number of variables tJ;~~t a , e -

closely related in a process . This group would be given a tag

number and all should be disp layed on the designated CRT at the

same time and with the same time scale.

3.6 Fil tering

The system should contain an option to filter the data in bull’-.

befo re  be ing disp layed on the CRT ( f i l t e r i n g  should  be a s imp h- f i r s t - -

orde r type , with  time constant , adjustable throug h Ire consol c- , on a

p e r- v a r i a b l e  b a s i s ).  Range of equ iva lent t i m e  cons!- i t  shal ’  b-

0 to 10 minutes with a resolution of 6 seconds . Filter constant

shall be automatically disp layed on the CRT with tlr~ ‘variable.  11’-

vendor should  be aware of the  e r r o r s  t ha t  can occur  wh en u s i n g

digital filtering .

The main errors occur from truncation in the fil Icr equation due it

poor storage resolut ion of the v a r i a b l e s  o l i n  u s i n g  a small fiU~- ’

constant . An examp le is:

(New stored value ) ~
- (Filter constant)(Scanned value) x (1~~h ~~l f i - t

count iii! ) (Old stored v alu e)

Scanned va 1 nt  st  ored t o  . li’ r~-so 1ut ian  ~0. 7~

Old  r ; t  c u d  v a l u e  t o  .17. r e s o l u t io n  90.0~.

(hey store v a J n t - )  = (0.l)(90.7) + ( 0 . 9 ) C ~0. 0) u~)~~~7

In .17. Si sol utidi n

‘[he rt’ was no c b - r r c ~ - , - in t l i t -  st  o i-~’d val n , c vi i; t i s ’  - - b t I t t  - ‘a -

VI I !  n o w on I d  i C C  I i l l  - S C C I  y i t  h i a I t s  so 1 i t t  Oil

- - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - - - -~~~~~~~~~~~~~~ — - - -
~~~ —~~~~~-- - ‘ ~~~~~- -
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(Hours)

260 P o i n t s  of 15 SCCCC IOI V a l u e s ~1

.4

180 Points of 1 M jnutt - Values

_ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _  
_ i .8

120 Point s of 2 M Inute Values

! l l t ~ t t l l r ~’ t : l i t ~~~: l l - !~

l - l ( I 1 l ~ i I
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3 .7 H ar d  Copy

A hard copy of any system variable is desired . The bard copy should

C o n t a i n , along wi th  the t r e n d , the variable name , and both t ime and

variable axis labled in proper units. The time base for this should

be l ike the CR1 disp lay , in  that it should be a 24 hour-  type r. a r k i r i ~~.

3 .8 Re s ta r t

Provision should be made to restart  the system in two ways following

an outage . One way would be t o  s ta r t  wit h  all new values , i . e .  clear

- - the drum (disk) and build up with all new value s (would take up to

8 hours for comp lete history). The other restart method would be to

use past  va lues  and lea ve a gap d u r i n g  the’ interval tha t  the c- o-sr p u t c  r

was down (primarily for short outages). Time of day would be entered

through the opera tor .console .

3.9 Additional Func t ions

Additional functions that are required include checking raw values

for validi ty compare against instrument range) , and f l a g ging o i l  of

ran -u value s on the disp lay (regardless of disp lay lim its) , val idi t y

checks on all conmiands , and reasonable checks for all ente re-I - - ; a .

In t i re  two l a t t e r  cases , t he  ope r a t or  should be notified tha t h a-  has

made an or  11- F , and the i n toe r sa t  i o n  l’e j ec  ted. Vendor shall m c i  nOt -

itt quote on T.C . option a linearization routine for all thermocouple

inpu ts (t’s’, type J, K and T thermocoup les). CotiLinuity cliccl~n shall

be provided On I t o level thermocoup i i -  i n p u t s  and open circuit t- ,1 inputs

I lagg ’ ii  on t he CU F d isplay arid on lit  hard c

/4~~ D I  ~1’l~~Y 1~~E Qt  I I-t E~~’~~ I -

6.1 Cent ra L

11 S1II C 11  0 be - s a  h u t ’ t ( C  C I !  ~~C 1 ay a !  Its ;; ; ! 21) v”l r i d - It (I Oh ~~~~~~~~

1151 1 hici i i i  5 - p I  rate sci ons , or  i i  a ; -p i  i i s e l l  en Ia ; ; i  ; C I I I .  •I ’hc 

-~~~ - - ~~~- . ~~~- ,-~~~~~~~- ~~~~~~~~~ - — - -~~~~~~~~~~ -~~~- - -~~~~~~~~~~ ~~~~~~~~~—-‘~~~~-~~~~~
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time axis should be the horizontal axis , and the \ ‘t-ri ti ca l axis is t1 - ~

var iable  axis . An example of sp l i t - s c r ee n  disp lay is shown in Fi g ci ;~ 11.

4. 2 Display Format

Each type of disp lay  wil l  have the fo l lowing  curIsin elements . The

Y-axis wil l  be labled and scaled in engineering units based on a fi lC

of scaling information for  tha t  pa r t i cu l a r  va r i ab le , and the a x i s  shoc 1~ i

be divided in at least 8 equal divisions. The tlt .;e axis should alsa

be labeled in at leas t 8 equal divisions. The t i me  base shall be la!~~.~ :1

on a 24 hour basis i.e. 1 a.m.- as 0100 and 1 p .r . as 1300 . EaH ;

pr ocess variable display should be labeled with the variable iar !L . T iuc

la test value on the screen should be written on the disp lay (no in te r -

polation r equ i r ed ) .  When a screen is f i l l ed  up , it should be re- --u~isp ’~~,t

automaticall y (shifted by 10 minutes , time scale updated , a;;] \‘- a - i s

- 
- scale Sante as previousl y disp layed).

Since the scaling range will be changeable , hi gh di sp lay and ove r~~l I

system resol ution is desirable . When the scaling is changed , (boil.

Y-axis and time axis) the newl y designated range wil l  cont inu e  I ;

displayed unt il the operator calls for a new change in range or t

variable is taken off disp lay. A continuous line pres entatiioii i~~~

d e s i r e d ; however , do t s , das hes or othe r techniques  wi l l  bc cous i -1  ~ I .

Any given display should take no longer than 5 seconds to ap i n - a l  S - I , C  - ;

a new variable is assi gned by the opera tor .  Also , the m i n i m u m  t i n t -

bc t ;-ieen h a r d war e  scan of an inpu t ~ind  d i s p l a y  t i p da! c shou l I~t - 2 s-

Four types  of d i sp lays are d e s i r e d . i l u -  f i r s t .  in t , i l  led ci S r i  t~ Ut  -

d i s p l a y .  l i r i  ‘; d i s p l ay  r - q l i i r t - r; no Li:r t otv , w i I I I  a l~i r l n - t c  t i ~~’~ 
—

I

_ _ _  _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  —
~~~~~~

-—
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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of points updated at 2 second intervals . The total 18 minutes wi l l  be

upda ted once evc -ry 2 seconds. When the screen is full , it should be rt ’-

disp layed automaticall y as pr eviously described.

The second type of display is called a one hour disp l ay.  The initial 50

minu t es of t he disp lay will have previous points at 15 second intervals

and the subsequent 10 minute of 15 second value s will be disp layed in real

time. When the screen is full , it should he re-disp layed automaticall y an

previousl y described . A samp le disp lay is shown in Figure III.

The third type of disp lay is called a four hour disp lay. The initial. 3

hours and 50 minutes of the display will consist of previous his tory data

taken at one minute  i n t e rva l s , and the subsequent  10 m i n u t e s  of one minu !

values will be disp layed in real t ime . Wirc- n the screen is full , it should

be re-displayed automatically as previously Oc-sc ribed .

The fou r th  type of d i sp lay is ca l l ed  an t - i p h i t  hour  d i s p lay .  The d i s p lay

shall consiat of 2 minute value s that has no real  t ime up d a t i n g . The dis-

play s h al l  c o n si s t  of h i s t o ry  on ly ,  and the  d i sp lay  would s tay  on t h e

CRT u n t i l  remove d b y the ope r a t o r .

(Opt io~~ The f i f t h  type of disp lay is ca l  le d  a s i x t e e n  hour  d i sp l a y .  i h i e  
—

display shall consist of 4 minute values that has no rc-a l  t im e  u 1T ’dnt J 1 l ~~.

The d i sp lay shall  consis t  of history only, an- i  t h e  di  splay would stay c-n

the GIFt u n t i l  removed by the ops rat e r . TI is type of d i s p lay  \- isr ; 1 d ( C ~ I r

use d for i taport ant p lant va r i r i N  s , abou t  20(1 v a r i a b l e s .

5. OPFF ~AT 0 P  (]ONSO I,E —

5.1 G u i - m I

CR 1 d isp I ay ass b Un . ( l i t s i ’o i r  1 0 I - C  - c - a n t  ra l I ~d V i a  t l i t  C - 0 -  i - ~ t. or C e l l ’  - C 1~ . ‘I t -

cansol & -  sb - il I al so be rn;c’d t o  c - i ;  t t s i  ur Io ;r.r I i - i n  a 1 1 ; ’  e ar ;; r I t  C r  Sy ;  I i - r u , i i -

aiterna! lv i ’s tire a ‘ :;t~ tnd a r I t ’ I Y I C C I : i i l tsr ~1~~l t- I-rr y l i i i u  1 , 01 I I  C I C ; ; t C  I c r 1 -  
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5. 2 Standard Keyboard

Below is an example of a forma t for the standard key board.

• To disp lay :

1 PST1S2 Disp 4C - This comman’4 would cause a one hour d isp lay of

variable PST152 to appear oo CRT 4 Trace C. To obtain a ‘four

hour ’ disp lay , the first entry would be a 4.

o To change scales:

2B CII HL1M xxxxx - This would cha nge thc high limit on CRT 2,

Trace B to the -alue xxxxx. To change the low limit , use the word

LLIM. The xxxxx would be in the appropriate eng ineeri ng uni t s

for the particular variable being addressed. The scale change is

only during display , not permanentl y.

• To clear the trace :

Clear 1D - would cause CRT 1 Trace D to be blanked .

o To display a gro up:

4 C563 Disp 3A — This would cause group 563 to be disp layed on CR1

3 , Trace A , f i l l  in the screen sta r t ing ~ ith Trace A and going on

ti ll the whole group is disp layed (even if more than one CR1 is

needed). They will be on a 4 hour basis.

It has been assumed that the CRT will display the conunands as

thiey are entered , perhaps at the b o t t o m  of tile screen.  A t leas t

2 keyboards and CRT’s should be provided for added flexibility

and backup purposes.

5.3 Custom Key b o a r d

An a l t  - m at  e app roach  wou ld  be to  p rov ide  a cus tom console to accompi i nit

t h e  above m o n t  tamed functions. An examp le  of ibis t y p e  iS c -: t ained

in 1- i gure IV. Thu t r ace  hu tt cns (A ,R ,C ,D) are for a CRT tha t has

4 t r I c e s  (1 1 onl y 2 t rac c - s , A and B W O O  i i i  011 1 y ho - u a d )  

-~~--~~~~~~~
—-

~~~~~~~~~~~~~~~~~~~
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The nixie tube readouts serve three purposes. One is to show 1I

operator the CRT number and t r ace  number  ( 9 A ) .  Ano J i e r  is to shcv

the operator the tag number he ca l led  up ( 5 3 2 ) .  The t h i r d  is to

show the lim it change made by the operator . Vendor is encourage d to

propose alterna tes to this custom key boa rd approach which will r,ak~

the system less expensive or easie r to use from a human eng ineeri n g

point of view .

6. MAINTENANCE AND MANUALS

Main tena nce

Vendor shall indicate clearly in his proposal any i tems which are

included in the base proposal which will f a c i l i t a t e  main tenance and

troubleshooting . If none are included , vendor shall  include all

necessary equi pment and/or optional features which will facili ta te

t roubleshooting and maintenance .

Vendor shall submit with his bid a detaile d list of all test equi pmen t

and diag nostic aids necessary to troubleshoot the system .

Manua ls

Vendor shall include 4 complete sets of instruction and maintet a: - - -

manuals with his syatem . The manuals shall include hut not  be l i : i t i  -~

to the following :

o All necessary maintenance prt -- edures

o Step by s t ep  ca l ib ra t ion pr ocedures

o Test voltage p oin ts

o Conip l e l i -  , up— t~o —da t t -  c ircu i t  s - l  en — i t 1 en

o Ovura ~1 1 s i mpi ii ied hi ock di

• T a c ) i n i t ’ i ; i i i  l e v e l d - s e r i pl io n  o l  all to l i - m i t  ic:; , h u m - I :  d ia; ’. -
‘

titililIg 0 iap,r:tint; , l i t 0  i~~U 111 C i l - i 7 ) C (  i 111( 1 c i  i h ’ i : ’ t ion p i e l  i ’duv

- -
-

-~~~ - -~~~~ — — -  - -—— ‘—— - — — - —— - - — :: .
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• Detailed functional description of overall system and ho~; it

operates.

o Clearl y lah ied  pictures arid schematics of all cards , adjustment

and calibration devices , etc. Showing physical location in

system.

o List of recotmuended spare parts and costs

o Installation and step-by-step startup procedures

Manuals shall be considered p art of system and shall be read y wh en

system leaves vendor ’s p lant .

7. FACTORY TESTINC

Vendo r shall notif y Esso Research and Engineering Company inspection Se-ct i c a

in writing at least 10 days in advance when his system is read y for final

inspection. The system is to be co n~pletc-iy assembled , deb ugged , have

successfully undergone vendor ’s quality control checkout and must have run

for five (5) continuous days “ h a n d s — o f f ”  (no adjustment or failure hl ’)v inU

occurred ) before final inspec tion and checkout .

At le ast 20 sets of calibrating curve data taken at intervals of 8 hours

during the hands-off run shall be available for review at final Inspect i o n .

Vendor shall present  documenta t ion  of o ther  f i n a l  qua l i ty  co ot  i-el c l i i  cl-

(margin voltage , common mode , ambient temperature swings , vibration t v S t ~~~ ,

etc.) at time of final inspection.

Vendor shall make available a test room and all Ilt-cc ssa ry t e st equ jC : C i t

for final Esso checkout . In i t t - n i ’  eal , the 1 inal checkout wi.1 1 incltm e :

o Vi sual I ui::pect ion f~~i- cou - t p l  f a i i c e  wi t h spe c ii Lcations

• Funct I ena I t i - s t  s On Cat I re sy : :t  em -

~ - -— — - - - - —-~~~~ ~~~—-~~~~~~~~~~ -~~~~~~~~~~



‘ -

-191-

• Review of vendor ’s quality control data and “ L a n d s - o f f ”  run  d a t a .

This sho uld include a description of qu a l i t y  control checks pe r-

formed c-a the system.

• Review all drawings and instruction manuals.

Ve ndor shall propose test setup to be used for demonstrating c e : : I C I  Let  in L c l  f~~cc-.

Acceptance of system at final factory checkout does non relieve v en d or  ef

responsibility for supp i y ii~ a long range reaso nabl y trouble free- , re liab le

system. Vendor  wi l l  quote his  g u a r a n t e e  on all equi pr--lenc and ‘~~ s s y s te m .

- - ~— — —.——~~~~~~ 4—.~~- - --~ -~~
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APPENDIX I

VARIABLE NMES

Gen eral Forma t - XYZ

Examp les of X - A , B , CC , FG , Ps , P1 , R2

-
‘ Exa mp les of Y - F , L, T , P . A

Examp les of XYZ - PSFOO I , CCP235 , FGT987
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APPENDIX II

EXAMPLES OF ENGINEERING UNITS

FLOW - Barrels Per Day (B/D)
Standard Cubic Feed Per Flour (SCFH)
Gallons Per Hour (GAL/H)
Cubic Meler Per Hour (M3/H)

TEMPERATURE - Degrees Fahrenheit (°F)
Degrees Centigrade (°C)

PRESSURE - Pounds Per Square Inch Gauge (PSIG)
Pounds Per Square Inch Absolute (PSIA)
Kilograms Per Square Meter (KG/M2)
Milimeters of Mercury (MM-HG )

I
LEVEL - Percent of Range (7~)

ANALYZERS - Percent of Range (7~)
Parts Per Million (PPM)
Viscosity (CP)
Weight Percentage (Wt . PCI~.)
(Ph)

MISCELLANEOUS - Revolutions Per Minute (RPM)
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DESIGN (UJIDANCE OF STANDARD OPERATOR’S CONSOLE

1. INTRODUCTION

This design guidance for standard operator ’s console has

been prepared as a part of the computer and automation

standardization service of JEIDA (Japanese Electronics In-

dustry Development Association ) established in July 1972.

This standard presents the design criteria for the operator ’s

console for communication between plant operator and computer.

It will be distributed to representatives of each user or

vendor company for their critical review. From their

review comments , we w ill rev ise the standard after one year.

In this standard , the operator ’s console with CRT display

is not covered because we have not yet completed the detailed

standardi :~ation of editing or controlling capabilities of

CRT display .

2. DEFINITION CF A STANDARD OPERATOR’S CONSOLE

This standard ~pera tor’s console is defined as the interface

device for man-machine communication in industrial computer

systems , as follows :

(1) Infc rrnation communications which are necessary for the

operati n and management f a pr~cess plan t through

the use ~f an industr~a1 computer.

_ _  _ _  _ _ _ _  ~~cwzt~ 
-- 

- -
~~~~
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(2) This console is manipulated by one operator.

( 3 )  This console is installed in the perato r ’s room

(control room , etc. ).

(4) This console has the following functions :

(a) Data Display

(b) Data Key Entry

(c) Function Request

(d) Status and Alarm Display

(e) Control Loop Manipulation

3. OBJECTIVES

The object ives of th is stan dar d o perat or~ s conso le are as

follows :

(1) Efficiency of hardware design.

(2) Minimum cost of system design.

( 3 )  Capable software functions.

(~4) Easy Maintenance.

(5)  Standardization of function and manipulation of

console.

(6) Standardization of terminology.

_ _ _ _ _ _ _ _ _  J
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For this purpose , the bas ic functions and the ir man ipu lat ion

procedures are presented in this standard. This operator ’s

console is organized in a module structure . Through use of

this module structure in the operator ’s conso le , we are

able to get : (1) operability ; (2) reliability ; and (3)

reduced complexity of function.

4 . NAME AND NOTATIONS

4.1 General

Figure 1 is a simplified functional diagram. Name and

notat ions which are use d in th is s tandar d operat or ’s

console are defined as follows.

4.2 Name of Function

4.2.1 Display Functions

(i) Group Name: Identifica~ ion of each p lant

or plan t locat ion in a com p lex plant or a

large plant.

(2) Point No. : Identification code of data.

(3 )  Data Type : Ident if icat ion of typ e of data .

(4) Data (1): Value of data which Jc input

and output to system.

_______________________________________ ________________ ~~
_~1
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(5) Data (2): Value of data which is input

and out put to system , mainly use d f or

key-in data display.

(6) Engineering Units: Display engineering

units of data.

(7) Alarm: Inform for abnormal condition of

computer system funct ions , for exam ple ,

CPU Failure

Power Failure

P i/o Failure
Sensor Trou b le

Illegal Operation

(8) C om puter S~~ tem Status: Disp lay status of

com puter system and p lant operat ion con-

dition , for examp le ,

Power

Busy

Scan

(9) Individual Loop Status: Display contrc l

lo op status in Dt~ or SCC , for example ,

Back Up

Computer Manual

Open Loop
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Guidance

Closed Loop

Ratio Contro l

Cascade Control

Superv isory Contr ol

Mode Selection

4.2.2 Keyboard Functions

(1) Request Switches: Request computer action

for data display and data set. Request

switches consist of four kinds of keys

(display key, entr y key , con firm key , and

reset key).

(a) Display : Request the function of

data display.

(b) Entry : Request the func t ion  to s tore

data which are keyed in.

(c) Confirm : Request the confirmation of

keyed-in data.

(d) Reset : Reset the displayed data in

display function~ .

L ~~ _________________________________ ~~~~~~~~~~~~~~~ A



_
-205-

( 2 )  Special Swi tches :  R e q u ir e d  switches  to

operate the operator ’ s console include

lock , lamp test  and buzze r  reset.

( a )  Lock Swi t ch :  Lock out cer tain spe-

c i f i c  manipulat ion of opera tcr ’ s

console.

( b )  Lamp Tes t :  Test the lamp connect ions.

( c )  Buzzer  R e s e t :  Reset the alarm buzze r .

( 3 )  Data Iden t i f i ca t ion :

( a )  Group Name : Specify the data group.

(b )  Point No. : Speci fy  the data poin t

iden t i f i ca t ion  no. w i th in  the group .

(c) Data Type : Specify data type.

(4) Data: Value of data to correspond to

identification .

(5) Re quest Funct ion: Reque st the sys tem t o

execute specific task or program, for

examp le ,

Cyclic Scan

Scann in— ~ Start/Stop

Monitor ing Star t /Stop
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Trend Recordin g/I~~o~-in~

ce ra to r ’ s Guidance Ca lcu la t ion

( 6 )  Loop Funct ions :  Loop s t a t us  change or set

func t ions  fo r  a control  loop of DIX or SCC ,

for  example ,

Loop Close/Open

Cascade Close/Open

Guidance

Manua l

4.3 Notations

~.3.l Group Name

The group name is represented using numeric or

alphanumeric characters .

4.3.2 Point No.

The point no. is represented using one alpha-

betic character and three or four numeric

characters. This code is 4-bits code or ISO

code , and the alphabetic character ’s mean ing

is shown in Table I.

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _
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F A i -L E  I

ALPILA13ETIC CHARACTER IN POINT NO.

A 1phabeti~ Meaning Ccd e

Miscel laneous ( 1)  0000

F Flow 0001

T Temperature 0010

P Pressure  Ccli

L Level 0100

A Component 0101

D Density 0110

S Speed/Rate 0111

W W e ioht 1000

Q Heat Duty 1001

V Viscosi ty or VoltaCe lC lO

N Miscellaneous ( 2 )  lOll

U Miscellaneous (3) 1100 

~~~~~~~~~~~~~~~~ ~~~~~~~
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4 .3. 3 Data Typ e

Data types in ~tandard opera tor ’ s console are

generally se lected to a maximum of 16 kinds

from Table II.

4 .3 . 4 Engineering Uni ts

Eri ineering units which are displaced are

generally selected to a maximum of 12 kinds

from Table III.

5. DATA FORMA T

5.1 Genera l

Data formats in the s tandar d operat or ’s conso le are

divided into two classes. One is the data identifica-

tion part , and the other is the data value itse lf .

5.2 Data Identification

( a )  Format

xx ~zzzz AA
— 

~1~~ 
-

~~~~

Data Typ e

-Po int No. (Tag No.

Group Name 

.~~ =-~~-— ~~~~~~~~ 
•- - 

~~~~~~ . 
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TABLE II

TYPICAL EXAMPLES OF DATA TYPES

Abbrevia t ion  Meaning

PV Process Variable
SV Set Point Variable

MV Manipulated Variable
PH Proøs Variable High Limit
PL Process Variable Low Limit
AV Averaged Value
SM Summation
P
I
D

Samp l ing Time
DV Deviation
SI-I Set Point High Limit
SL Set Poin t Low Limit
MH Manipulated Variable High Limit
ML Manipulate d Var iab le Low Limit
SS Scale Factor  Span
SB Scale Factor Bias
FT Filterin g Time Cons tant
RV Raw Variable
CV Calculated Variable

HH Process Variable High High Limit
LL Process Variable Low Low Limit

ON ON

OF OFF
ST START
SP STOP
XX Miscel laneous



-
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(b~ Group Name

Group Name is expressed by using two aiphar.urreric

c haracter s.

(c) P o i nt No.

Point No. is expressed by using one alphanumeric

character and three or four numeric characters.

(d) Data Type

Data type is expressed by us ing  two a lphanumeric

characters.

5.15 Data Value

(a) Format

Y. Y . Y . Y . Y . Y  ZJ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ Eng~~eering Unit

- Numeral and Decimal

Numera l, Negat ive
Sign and Decimal

(b )  Value

Value Ic expressed as a moving decima l point typ e

and consists of 6 f igur e s  fo r  a posi t ive  value or

5 figures for a negative value.
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TABLE III

TYP IC AL NX ANf IJ~G OF ENGINEERING COlTS

NI Ga t ion  D~sp1ayed

DEOC

or FCT

ki

rn/sec o/c

t/hr T/H

/h r KG/H

Kl/hr  KL/ H

m3/hr M3/HR

Nm 3/h r NM/H

Kg/cm2 KGSC

mrnHg J~ vffjG

ppm PPM

kcal KCAL

V V

A A

kwh
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(c) Engineering Unit

Engineering units are expressed by using four

alphanum er ic charac ters or spec ial notat ion.

Takashi Tohyama

Chiyoda Chemical Engineering

and Construction Company Ltd. 

~~~~~ -~~~~~~~~~--~~~~
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Fu~ure Operator Consoles for
improved Decision-making and Safety

R. DALLIMONTI , Honeywell Inc.

Computer and crt technology have now reached up a whole new vista for sik - ty j~~~~~~~’s in plant
a stage which makes the “ control-room-on-a- operations. To antici pate what these might be , let
desk ’ a practical design for large continuous pro- u s  f irst review the roost significant trends in mod-
cess un its. The flexibi l i ty of this man/ machine em p lant des ign and operatio n that impact nn
interface permits us to view it as the long sought safet y and which will inf l u ence the future (lcs:gn

‘ adaptive control center. ’ The obstacles to its of operato r interfaces in c ;nt rv l  rooms. The li st is

- - t amuli ar , but it hel ps to review if only to ensurewidespread adoption wi l l be neither cost nor - 
-

- - t hat there reall y are un proved answers for e a h
technology. The constra ints will be our und er . factor:
standing of the operator ’ s job , his operating 1. Sin gle train , in-line uflits w ith minimum
procedures , and the rate atwh ich new approaches bac kup equi pment
can be absorbed by pe ople. 2. Larger units ss ith higher t hroug hput r~t c s

and conse quentl y higher st ore d ener gy systems
3. Creater interaction between uni ts , resu ltin g

from increased integration of energ y recovery sy s-
THE CHEMI CAL PROCESS 1~~DUS TRIES (CP1) tems
are under goin g trends in pnx -css design, contro l 4. Faster dynamics resulting from reduced
svsteui strate gy, and operations reorganization that intermediate storage and u nit bufferin g
ca ll for innovative reappraisals of contro l room 5. Increased cent r~lizat io n of control into tcs v t - r
i,~te rfa c es and a long range view of the fu nctions and larger control rooms , resultin g in highei instru-
of p rocess o perators . Both the quality and the ment density per operator
safet y of plant performance are at the heart of 6. Increased use of electronic control system -’.
t hese considerations. Modern computer andd isp lay 7. Continued growth of com puter -based oper-
technolo gy will provide powerfu l new answers to at ions
t hese man/machine interface problem s of the 70 s. 8. More comp lex and integrated control str ate -
Industr y is , at last , read y for the long hy pothe - gi cs ai m ed at o per ation clluse r to pr ocess and
size d ‘‘ desk—top ’’ contro l room . moreover , the hard- equipment constraints
ware and economics are now ade quate to i i s t i ~~’ 9. More on-l in e process improvement ins c ’.t i -
its im p ler nent ati omi . The real hurdle will be acct ’p- gation s , made possible by m ore flexible com put er
t ance of suc h a radical ly cha nged oper ator in te r - control s y s tems , wh ic h max - increase r isks
face. 10 lnc reas ir. g deman ds on o perator skills and

Suc h a devel opment would un q uestionabl y open I now-how

August , 1972 23
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00 are now still largel y performed throug h an inter-

face that can stretch over 10 to 40 feet of instru-
90 ment panel per operator. Furthermor e , com 1u utr’ r

control , as implemented toda y, req uires monitori n g
80 of additional areas in the form of operator c on us m , ics

and variou s printout devices. However , the lat t e r
70 dis p lays are rarel y physical l y convenient to t i m i -’

exten ded panel areas. Front a humman engineerinug
— 60 J viewpoint , it is difficult to reconcile t im e-s e rather

d is parate interfaces.
The future goal seems clear — a sin g le interface

physically accessible to a seated operat o r. ihe data
40 and controls should come to the man and riot the

-
~~ 

reverse. Just a few years ago the idea of running

30 S major process units from a desk-sized console
/ would have been considered too “blue sky,” but

20 this possibility can rio longer be taken lightl y .

Establishing the specs
0 Can we develop the basic req uirements and show

t he viability of such an excitin g pros pect? In parti-
1950 

‘ 
1960 19’70 cu lar , in view of our concern for s afety , how can it

be made to further the cause of safe o perations?Year Let us first identif y t hose as pects of operator per-
Figure 1. The trend in data density on contro l panels for mance where considerations of safet y enter.
has been rising, but appropriate computer interfaces • Continual monitorin g of key -o peratin g variables
could produce afourfold increase in the next five years. for deviation from the no rm

• Monitoring for n-malfunction of process equip-
ment or contro l sy stem elements

• Detection and inter p retation of alarms
11, More frequent chan ges in process desi gn • Prom pt access , dis p lay, and control of pert inent

and operatin g practices , makin g it difficult to data during upset conditions
maintain operator know-how at desired levels . Proper imp lementation of emergency procedures

12. Increased multi p lexin g of equipment to re- • Proper imp lementation of startu p and shutdown
duce capital investments procedures

13. Stron ger public and governmental pres- • Special surveillance of systems affected by cur-
sures to reduce industrial pollution rent maintenance operations

14. New governmental regulations for ensurin g • Direction and guidance of field operatorsduri ng
t he safet y of workers in process environments , equ ipment switchover

These particular trends have been isolated be- • On-line abili ty to check system calibration and
cause t hey ultimatel y intersect at the man/machine performance
inter face in the control room. All of the factors Most of these requirements are fairl y obvious. Are
listed above stress more than ever the need for a there more subtle as pects of the operator interface
control center where information may be concen - that should be app reciated as we plan the desi gn
trated , made available quickl y in a form permittin g of the desk-to p control room?
ra pid decision-makin g, and with efficient means for , -

mani pulatin g controls. Field study of operations
Startin g several y ears ago , we cou ld see the ap-

A new inter face needed proaching technical and economic feasi bilit y of
The CPI have been outstandin g in innovations at this new conce pt. We at Honeywell decided that
t he operator interface. Figure 1 indicates the dis play an updated picture of con t; ol room practice was
densit y trend that has been experienced in control essential before launching off in such a radical
rooms. Remarkable as it may seem , t his decade direction. We embarked on a program of direct and
can see information - densit y take off at the rate extended observations of operators and su pervisors
shown by the dotted line proj ection. in action. This wa s not to be j ust a pollin g of

The means of this increase is the desk-sized opinions or a collection of s peculations . bu t  .ms
console, at w hich an operator has access to all much as possible a gatherin g of qu antitative mi-as-
data dis p lay and control functions now provided ures of operator actions in live contr ol roo ini cnvir-
through conventional control panels. In spite of on ments . To do th is , of course , required t Im e en-
miniaturi zation and central ization , t hese functions operation of industr y , and we were ex tremel y

24 Instrumentation Technology 

_ _  ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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~r,iti t ic ~L h~’ ti me r t -s } iomis ~- . so m u.mnu v c O ril l~ a miies nuo rm- ~- fh - i- t iv i-’ l i L ~~m n s is  int l }urt ’ u liL t io ic
wi i , m a llowed mis  t u m  l i s t -  iii their C u m u i t i m i  roonis .tnim l 6. Euch  s t a t e  of plant u u pe ra ti t u nm has a ~re—
.is 5 t i at e w ith opt-r ut f i rs amid s u 1w ms uso rs tor ss ct- ks it-rre( l set 1 key v ,t riables that art- m ost ( m I S  i - i l  t i l t

,mt - u t iiiit’ tii all sliut ~s. to scan.
~u’~e li~ u 1 a un i que opp~~t u m i i i t v  t o  - hsc ’ msc , l m iml 7. -\ l.trnuu svs t t ’ rmms in g e -mi t ra l  ,mr t ’ i i m i s ; m ( i s f , m c t m i v ,

m mut - ,isiire t hose marty as pe ct s  . 4  pl~i mmt o pem at l !u par ti c uilar l~ t h ose ri cormm p ute r svs t t ui is wiuk ru - I
t h u  t ’ S i ’ . t  in the central con t ro l  rulonis of Lug. ’ mom ty pewriter 1 u r muu tou mt .  Al u mn us wil l r m uusl t o .  ii m iter

comi t u i u i iou is  process es ~Vt’ ni.t’ -d tc - c lu m ui q m i c s used a s~ ste rn is i imst ,i l letl . and hettcr ,u l , mr umi  iu i c- r ,uri liv
1)5 u i I .c i , i t . ) ms to r i ic m uui t uu  d m s 1 ul , is  s we c -uuntt ’m I t h e  s t r a t c ’mtv is nm et ’ ( lec l. Evc ’ rvonme s luuidult ’rs at the
m u a t u u ; t ’ am id ir&-qmie’ncv of nuuamuu i - iml .u t ive  actions; we an alysis jol) requirc-d to pla n arid ra t i o m ia lu/e such
st . lU ’ ul t he use to whit -h ree. a i , -r nnu torniat l.)ni ‘vas syste ms .
put iii shmo it . ss e trie d to u t i t ’r . s q u i .u !u t i ta t uv t ’lv - 8. Most prest - m it  cuamui p ui t e r consoles are not sa t  is-
,ts ] ) o s sm hlC, ulata t l i ,u t ss .u t iL l  he usefu l in arm e uigi — factor y for t t u c ’ tv pi .u! .~ er , ut . . r .  Thie~- s ’ t -mumdt ’s ignc’d

t r i g  •usst -s snh’ ri t ut new .ut ) i) ioac i ic -s to t ime ni_ ill ! ri-more fro nmu an engineer c v iew point than from .111

nt.iu i inme m u  m m t , iu t’ in cuoi tr ol mootui s .f ti m e nu t mi re. operator ’s. Priniiuri ls , t ime conip la m m it is against the
1mm t I .  mi m i - - i- ’ ot this s(ud~ we lias e lit-hi many comnp lexit v of procedures for accessing ,inuj inserting
c ,mnu hiul u l is c ui s s i tu s with doze ns ot operators . lo re— data. \~ iien given a cho ice , most ope ra t o rs wa nt
nut -mu , .umi( i m u m - mi t s u m 1, - rv is Is . dedicated feuiict ion pushbuttons rather th an touch—

T u e  stndv e~ploru - .l .pe -r .m t m u g  interf~ic’ - 1)robleiii s tone , eO(led entry keyboards. Consequently . ‘ lien
iii about a eloz e um U.~ i r r s t , h a t imumms rt-prese’ i m ‘ m m ’  sp lit interfaces , such as an immstru niie nit panel amid t- -

mt - c - s s e s  fronu u gas plants , to anumnn uom u i a , to inte grated console exist , many operators will favor the - pant-I
i - r i  s - to olt’fi nix petroc henuic al comp lexes. The ~ as t lie source of data -

c-ri-’ re ’ lat i’, c lv new inistal i t a ims , in st being u-mo 9. Operators can gd - s- r a l ly  do a better job of
older tha n t hm m ee years. About halt involved s mim e ’ quick recovery from most ( iistml rl)anc es by gull- m g to
forim u of c - limuputer im iterfa ci -- . im ua n umi a l control , even w hen time automatic controls

\ s um mmnu ar ) - of t ime observatio ns roost pert ir iemi t t o  would have done the jI h adeejua tc lv . Iii some
futu re console designs is. ca sc ~, t ime const mo ls cannot cope wit h larger distur-

1. A universal shortcomingof all t-ontro l cem l t e ’rs buiuce- .. auni operations must go manual.
us t u e  rmguli tv of display which resu lts when i n str em — 10. Crap hic panels and other large mimic dis—
nm&’ot s must be mounted firmly in place ,ut a f ixed }) la~’ s are of questionable value after the initial
positmeuu i Hi a panel. All s sIt - nu ts  u n dergo continuu - ml learning period.
c h um-ge , and present dtu~’ inter faces are s-er r’ diff i- 11. Most operators are vt-my adaptable amid SOOfl
cu lt to modify to keep up with the c iua m m g s ’s . W hat learn to work efficiently, c-vt -n on poorl y desigmued
is m ue ’ede ’d is a form of “adaptive ’ - inter face — miow interfaces and in rat h er unfavorable enm smro nu m uuc- nt  s -
tet - lunm cal lv feas ible - 12. TI-me conti n uin g trend to centralized control

~. Operat ion by c- set - l i t  ion is pretty mitch ti - me is res u ltin g in reduced iiuanipower with a resultant
w is- operators niionitor , whet h er t iter- ton is t io t is l y imut - re ase in the nemm ber of supervised 1oops per O[)—

r e c . m u i z e ’ it or not. The (1L’v ialing red pointer (or erator — and it is ss-orking !
equiis-alen t) was used signt i tm I. int l x- by 90 per i--en it 13. At least 60 percent of operators studied had
of .ill operators interviewed. It piov ide ’s tha t first the ability to absorb a n-more sophisticated under—
qu ick-look appraisal of os-erall plant st a t u ms . How- stam iding of operations amid to assume broader
c -s -r , whik- practicall y all operators endorsed ti me decision responsibilities in nneetingoperatingobjec-
umse of deviation indicatiomi , at least 50 per cent of tives than they had been given.
t he operators interviewed preferred trend recorders In addition to these more tangible points of ob—
for exception monitoring- servation , or-me accumu lates a broad appreciation of

3. At the first level of process mommitoring, the spectrum of upsets and emergencies th at can
operat u)rs (10 not use q un a nut i tat ive information, if occur. These are difficult to qmmam iti ze am d  are s a r i —
sonic fort -mi of analog dis p i y e x is t s .  That is , t hey able from process to proces s .
es t iu l u l is l i certain ‘ visua l patterns from the disp lays
which they associate with good o peration , aii d Para llel ss serial interfaces

they look for this. This mig ht be called operation -~m iniportam it consideration in the design of corn-

a grap h ic  I) tu tt e rfl rec ogmi it ion - 
pact control centers is the degree of parallel imife ir-

4. W hen e1uantit at iv e iiut ’urmnat ion is needed , n-mat ioni disp lay - In t iuc ’ tr adn t iomm al inst mu inu e nt pa mic ’l.

am i . .1ue r ,mtor will favor digital disp lays If both ire arm o perator has contin umousl deployed befar. - Iimm

av a i la b le, he will pre fe r t i m— ’ digi t ii form as I. mug a ll the control data that art ’ available. Comiuputer

a’. it iS coniveniient Iv a c ce ss ib le ’ to him in a phvsm — consoles have invariably’ provuult ’eI st ’ ri ,ul o& m t p ut

ca l sens e , That is, if he is at a pamiel whe re ,mni information . This results ins .m mmiore elu t f icu ilt h ow  of

analog d isp lay exists , he’ svi l l i i .  (t uiove ’ to a con- da t , m to t i me o perator , an - mci hem ice there is st m u com i—

sole j ust to get t he s a m u u ’ ’ da t .m mi  digit ,t l fm nn, si derable depem id eni ce onu t im e i ius~)lays of the large
5 Operators require’ gmouipe ’e i mmu f m mm n ma tio m i to r panel. The sa nmie Is-pc - of consider - it ions art ’ involved

Au r’ust , 1972 25 
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Figure 2. It is technicall y possible now to condense all an ope’rator needs into a desk-sized control cent er .~~~~

w hen it conues to supplying manipulative controls. in easily observable distances. Usually several oper- 4
The tra d ition al panel achieves the extreme in dedi— ators art- required during upsets merely- beca um s e
cate d control adj ustments. Each loop has its iridi— plir’sical diniemisions of time in terfa ce prec lude con-
vidnal set of t’omnt ro l adju stme rmts . In present day venient and rapid adj ustment by O m it ’  j aun t .  In
comptmter co imsole s , contro l adju sting devices are other words it is a requmiren ienmt imposed by t h e
s hared a nuuunmg s-arious control loops and various im ite rface anti - I riot br the process!
f m n u u et iom u s. T h u s , t i-mis svimole issue of the degree of
para llel or serial function fox y is crucial to the Interact ive cii consoles
design of com tu pae t cor trol centers. As a result of such st umdies and much agonizing

It is difficult to converge on a rigorous an swer over the ui-mcertainties of plant perforn otunuce .mn(l
to this problem. A considerable amount of explora- operating practices , t i-me author is convinced that
tory wor k am id experience must be accumulated. ss-e xviii have technically’ sound solutions to
Clearly , t i-me typical operator ’s conso le d esigned t lcahiv all of these issues within ti - me time frame
today for most computer systems is totall y- immade- 1975 to 1980. It will be achieved by t ue max initim
(itmat e as a sing le interface for most processes. Pri- exp loitation of interactive , graphic crt conu so les in
man ly- this is due to the extre m e sequentialness computer-based process control sr - ster ns . i’hit’ tech—
wit h which one must operate. On ti -me other han d , ntolo gr- is all in plac e todar’ . Ti-me costs ol mn uu p le-
fronnu a h mnmn an factors co n sideration , it is c lear that nulem it it iom m are c-onni rig down -
t he hnmr nian operator can only see one disp lay and TIme control center is on the threshold of anuother
nuni nu ip umlate o ne  control at a ti nim e , even t when he is major shrinkage. The panel that now ruins 10 to 40
gi ver u t h e  f ur l ir- parallel facilit y- of time tradition al feet can be time sleek console center illt m s t i  ated m u
nmmstn r me rit panel. One su spects that there must Figure 2. Yet dramat ic as the size conlpanisouu ip -

be some optimnuin conubination which will produce pears , the real gain is in ti - me n-more effeetis-e inte r-
t he most effective control center. As far as data face thro umg lm ss hicii ti - me operator will svork,
I) rc -st -n mt te t ion - m is concerned , it need riot go to time Time tra n sition from tine com tm oh roon uus of 1970 to

extrennie of a com itinuo ums display device for each those feasible by 1980 is illu strated m i  Figure’ 3 by
varia ble, but imeither can it share a single displar- the block diagrams of operator interfaces. Figuire
device .icross all x- ,eria bles. 3A shows a t r-p ica l layout ofeonventional e on r u p u m t e-r

As for manipulation of controls , there is room control syste ms. Characterist icallr’ , t heme- is sor uue
to argue t hat perhaps a single manipulator is kind of in s tru mn me mi t p unli’l on which are worm nite d
s h iareable across all loo ps requirin g adj ustme nt . either dde or sc ’tpoim mt control st at iomus arid ti l tm r nnn
Carefr m l examination of operators during emergency anm mum nc iators , a se ’parate conso le- svhu ich pe ’ r nmu: t ’ .
conditio n s in control rooms stron gly supports this co nmmmrmn ic ation betwe en operator amid P~°~ ’’’ s’ i~conte n t ion . One s hould not confuse the presence the computer . and a x-ari ct r- of prin tou t cur loggi uig
of two macn at a co n trol pansel with the es s et mtia l  dev ices. As ss- us poi tm te’el o rmt e ’ ; mr hic ’ m - t h i t ’  o 1,t ’ i i tot
need to muiake mnmltip le adj ustments sim umltaneoumsi y. nu ims t ss-o rk bctss- e’en two iri fornuat inn centers - ni t - i t i te r
Time vast majority of processes are con trollable by’ o mit ’ be ing tot ally’ ~o ie’qu ate to st anud alone inn all
ra pid sequential a(lj ustnnents as long as im- mfor nni ati o m m S~t ttiC ti Oii5 .

feedback is presented , properly organized, amm d ss’ it ii- I losvex-er , wit h ti me ’ ads-emit of t i m e inte’ rae-t lxi - ’  ert

26 Instrumentation Technology
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conso le ti m— ss st t ’ mtm s - i ll look so nm ue ’ thim lg iigc i-’ig u mrc
30, -‘i ll im u t rm ui ,mti - in amid i lu t u l i p u i l _ i t  ion is m to sv s c o t !  m u  Tnput/Outpu t to field
, urm i u m l e ’.t ’ht of a si-’,it e 1 ol c- r.u t ( r ltoth s’oiul p ltt. ’r I
pc - r.u t io m i ~immi backu p s r sh’ui p c i  it oh ire

tm . iii t i l e ’ S h u t ’ coniscult.- ,

~1 h mi.~ t’.strt’nuie’ fle~ibih ut ~ eel (le ’Slt. ~lu m u u de . lt ’ 
~
). ‘ .s ih je ’ Bacue u p and input/output

by ,u e (isp l-_ ur- i-les t e whmucii c-ami dr ies alnnu i,st ,- ‘ m v
eic ’s ume el pmt ’tore , table or gi m p h , ..-o~ ph-.l sx - i t l m t ime Oesp~1y/connrol panel

uiuv enuic — ilc-e of como p act , d c - 3 m - i t c h  l m m u - t ~ s -i key— L
b .,im.l s is a rcso emr cc - for tr e - muue - nmdnlls u i Oio ’ .- . l t h h m l .
The’ imu ec -h .enm ics ot lu te -i t .u.. l eg  a c .iui~oiic ’~ ss’Oh

il io ui s cr 1  ‘ s amid a fuimc( un mm , t l  k.. - r n erd ,ure ,iii eadv Reoltmnue untertoceWell c’stabhu ~ mcml , so the’ real c hi u lh -m tge iii this c ii—
ct -pt us t im e s t rumct ur imu g of ’ i n m t . e m l l . : t i o n t  i l i s Hac :13
.I.ut ,u ac ces s proce’dimres for ma\ i iuuuunu o s . . ’ i m h l m c s s  t ,  Operator console

i er,mtors. Already ti-mere ex is t  mm um n at ’r o us ‘ ‘ . \ . i l i h i  ~es
it  t i e t ’  mist- of this technique m m  p rocess io~utm! - hi f 

Computer1 .~ ,3 - lloss-c’s’t-r , iii no case ’ kniosvnu to t ime author
1 .1’. t h us uppmoacli bee-m m ca rr ie ’,l to  t u e  i’~ 

i t of
I c i ng the sole interface to t h e ’ i-m roce ss llii ,s m i x  -
a e d  i s t i c  objective. A) Lo~~ers

l i me idiom! console shu~ m lel pi evii ~ a b,isic se - I of
f u i m u c - t i om i s  w h ic h ‘co u ld nuu ike i t  ,~~ c- .mst time equiva— Inp ut/output to field !

lt’~ t iii oiec ’ r imbil mty to tI -mc t r , umhi t i o ual 01mg immst r nm n ucnut
p:ui-mt’l ii mgh onm time l ist ~V f l i  (ci he a disp lay thi.~..‘ Outs ’ e ’V s ti lt ’ dcv i _ u t  l iii ee l .ul l  p o i m i t s  lim i er i :mu i : i :u l
c - mr . umu ton u u , tu c  co n trol, ‘ t h i s  s l e o , i4 he a.’ .. nil:p i t > i c - m Bli nd bockup
svi t luou it t i-me nt’e’d for t ime - ( } .e - r t .  mu to ( li i i in ..- nic~ 

and input/Output

~ 

m~~~i 1

,, 

~~~~~~~~~~~

crt f , uce - ll le’f , 1 - T htms one g e t  t i me os’ t ’rv iu-w p it- 7 J
tern for e 1 uiu ~ k rnn onm it o r i i g  of the ’ t o ta l p1 u ’ ~~’. st ,i te ’ . c_____,1 Realtime interface
It is ue ’ ,mei m i y - l } ( 1 ) r ’ ’t - l i t - . I  tiu m t other tec ’hiiL( !hit’S of
P~itt t- rni i’ e ’ .’ .g m li t t  -ii can Ice t e ds-cd ,

Ne~~ t , i t  sll l uihei h - ,- e tre ’m u e t ’ls .‘_ u s r t .  ‘elect ,mml v
1001) t . . r  de ’t ,ui led e’x ,imn ilu ,iti ()ii .imm el t mi ~u mu i p ulatn- m m of
com ut ro ls . ,\1,mnuy - te ’chunui e 1ues are- p m . s s i t u ! e - arid ,uve Loggers Computer
been propose-h . The m o s t iu i l r lg u i i : g on- is that
whic h pennants the .ipc -r. i tn m to toe nc’ii the lo go

w it h h i s  f inmger at t ime , poin t ree 1umiri;u g nuuore d - t , m i l
anal having that detail sei hse q im eeit l v ~ippe - a r .  This 8)
is beirug done, Other mit t h e .3’. art’ de’se’rm ht ’ei ii time

li terature • Itef, 3,4), Feg m~rm ’ 3 P r e ’ ‘n t  sy stem lay on ut. c ( A )  have time computer
- - - 10 sri! (unto 0 e ’ ’~f ll J) l i tt c uu n t ’c n t iee r n a l  s n,’stem. ControlsAll poin ts pnevnous ls- mum recorders can st i l l  ( e m ’ - - -

- - - - - - / ‘m ,n , I en ronjricj a coon p i l fe r u ’ill look rnuere lnke (B) ,  m m -it /ihis ph ,uy- c’d, oiu call , Ut ii rz m u-mg rule’ ru-mo ry t m u i -s  ton all • ! m  I i  r -
~~ m u re ‘ C u ’ ruts d irectl y be / c re tire opera forprest’rc’ing time data (Ref. 2 .  -

Time use of interactive gr iplu i m - I s 1 la\ s shomn lil
mm nmnn ize t he need to p u i mi c l u m i  lonug cmi ii’ s t r in g s is 1~ ’ct of process iuuon itoriflg hy- pattern rc ’t’m)gmui ti o n.
of al piianmumn enic data  s - i_ i ke- bo ,i relx ~,ott- t hat with the -onulcnsation in u re ’.m of t i- mis

New techni ques for con numunicati nug ,miar nuus e m s - in utc’ uf , uce ’ so m e u t - of our old ideas ahen mt disp lar- spec i-
ei i ) e ’ t i c ( i  up. It is now fc’asible’ t i  mhix p l m ~- s e v e ra l li e - a t i - i m us  u m u mm ef c-h a n gs- . For e- x. m ru u plc’ , mt  is s- c-tv
Imum uctr ed alarm ind icators in t h-  space- i m~ aim S-i .2  Ci (mull l i m i t  for 5~( ces  t i call for i n ud ic,m t imr s ti - mat c,un
h r 11 ~ p~ugt’ A i. m nii u n m ue ssage’s m ud di . egumms t m. - be read frormu a.. ross the room, lx this me ’ejtu ir t’raent
,i mul s c ,uiu be f lashed on ti scope ’ m u  m m !le:u (er of iie ’e ’ ’’ss mry ( l i c e ’ s i t ’ can bring all f lue es s e-m ut i ,u l  open—
se ’ l ue m i u i s . By conupressmng Ibte ’ overall ,il .um e u Picture ~itmn g um u t i -m ~~c !ionu in to au m rc- ,i the’ size of a desk
into ai m . i re - l that ti - me eye can t w arm wi thout s-s- c -u a to p ? , -~ i , 1 ! u t -l I c’ue ~ contro l  room hight im g require—
lwmed mm uues - e’uue’nt , the time’ to di-’te’cf mi n d re ’ ” i iemuu i l O a i ’ t s  will probabir- e-ha nge to suit this fo nnmi of
us re’e l im ce ’d. It he’e-onies possii)le- t e e c -s olve lu-i - l u - present i~ - .i ni !n’’ u :  control of panel g lare will be
nii q uue s of di igiu ies is h,ised on grap i mm e - e rr . m v s: ,unother possi ble.

Au~-ust , 1972 27
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I’i t f ,. ls in i:iipl..’iii~- m: ~.mi (o~ 
‘i::~~c ~re p : - t a ‘,.,~c - ‘.,nm’ o ~~~~~~~~~~ 

‘_ - .

Th-~- rc a c  a ruuiabc of tem~ tations th ..t e’. ~l lurc t l 1 : l . ~t on o~).- 1 , t  ens sacc: .- can o~ (’,- c i :  - - : v he s— c :.

t i - c coose:c des ig ner .  U u k-n he : tesst i re r a . l, i -  .ut t . i s u:,ic , but ccrt.i:r ly the potent ial is (ag: -

::li~~:::-g c. ‘.t, t:,c’i e -.‘- , l  be strong te ’ode:.cy t ,  k..-t. -

the :t:i i :5 :cr of er t S t O a Ihl imli l num, but i i i i i h i . t i i  
,t e . . .  prm~t.

s .ind o ( mc: ’ t i i ~ -g :L’..~mu irt’ i tmcumts stro n g (r  
~~~~ 

~“ I iii ~~, t he Lig que..t.ofl: !iosv mi.o -h? c ( .~
L i  ) S i t  ii c m l ’, 3 er a I e m  an 5 Cr i’ ,_ s ~‘.e Oil c t u C.

-, i - S 5  1 ,, , t 1 e- ~ ~ ~ e- 1 3 ie - e- I / pe ..r mI re - mm uec, j ust ined lit on C, I I

~he ae rc’ oc: :t ml cost of ad.i:l:g ,tJJ-tio~._ e 1 _m..i d univ i-ti me of 5-3 co:i trae re-i ,mhr ,e- .~:i. hle- c:t tc -~—
null : 0r5 :5 only s V c - rOl thousand ~t m m l i , u m s , vt -~ t h-c l l t :i,tls for as ( i t t  It’ ~s ~5 0G0 (or t im e (m.: rd ’ - ’,’ --

:::te ’ rt ,m ec e:mpabi h v  could be m,,teri,milv .xugnumcnted Aecoo u pam my ’m u u g th is cost , t : iere w it also be a p:
by t h:s i i is - c s t mnc ’ it. Jim son- me applic tions it can gr.umuming cost that could be as little as a Ihial .-

n~e.ciu time ..i ffc renc between success or failure in w ee - k to o pen-c i ded at the other e. \ t r cole ,  Of

oper.it ::tg t’ej s ibi f~t r ,  Course , this cc on Id not irnpleuiucnmt t •e nt, i ‘‘ con-

I :u t i c  c ase of the basic functions described t i2. room-oii-a-desk m i l L e t - that cost is ce’rt a - : v

c’ time itn thuor bejjeve~ there should be a ~~~~ 
nluoie controversial :uimd u t ( ucul t  t i  . m s se.-ss . ‘ 1 : 5

mum:: of t hrt’e d ..iieated an-md separate display’s: ihOiC.  Based on ‘ ‘ h.uu. -pa rk cost s ( u ud ut ~~, :t see. ,.’.

• Overall sr - s tem monitor t idSi ble tO a SS ClO ) lC , ~or ,dmos mt S50,GO0 , the ( m arc l ’ . ’- ’ .:re

• .-\ .m ru n n-monitor for a console perfor:ii:: g t(.c basic lut ncti n : s de - f . i , - :ci

General-purpose monitor. ear lm e r and serving ti - me nueeds of a 100-loop o: ::n- .

Fiirt(mcrmore , one must be careful about making syste m . In t im: g l : tg  th ese eco :tolruics , keep in m:nu

t he operator ’s c onsole be all things to all pe op le. th at the costs ci t r :td it  oi l : :] imis tru m ei m t p~~~~~ 1 d~ s
’..

,-\t a imu , it would see- in economically desirable to have been e lmmtnated . Of course , there is st i h t~-

sa t is f y ’  the-- mueeds of process engineers , instrument ed it s ,i .eO t t  cost of backup control and other process

engi:t..-ers , st if l erv isa)ht , and even higher mana~e- 10 buffers.

rriy~ t thr t t g h t I m e ’  some interface. The conce°pt At t his tunic , the net cost trade-off h i : , : be fro:o
lends ~t cc -hf to this end; but again, based on ob- bm e:mus -~-v e’nu t o 15 percent higher for the new dc d~-

sei’veii bunion inuteract ions in real control roonus , top console, However , there have been o t i m t - rs  cc

this : may not pros’ide ti -me most useful solution, clan nm r,ut lty r drast ic reductions in cost by as much

Hoevever , the beauty of this approach is t h t , : t  as 50 percent (Ref. 3).
ahi\: harv COii SOim .iS are feasible to serv e these other ,\~ with most computer interfaces , t !tere c . :  be

functional groups within the organization. These ~ substant ial so fts s - :mr investment rc quim c-d to :1-

can t ie into the same data conurnunication base of gra m the more elaborate mnteract is - -: sv ’ , tei i :s t ! t , t t

t i e  operat ing console and may even be viewed as ~~~~~ possible. TI-mis area is hard to c -st i m u la te , s it e,- :1

forh:l of b.eckup in emergencies. is so dependent on the scope arid fk ’xi (mi i itv uf
aisp lay philosophy, it is not the intent i~ re t o

Ai ds to sa fe t y  ar ris-e at a rigorous cost  pR-diet cc: hi-it r::titee to
TI-me de’s (.- to p contro l center becomes a powerfu l suggest str oog i>- th.mt cost itself ss’ i l not be a
toni ;or exp loring nesv techniques of operation. In deterrent to t he imn 1m lci : t c - ntatmon of th is c i .e -

t he area of saf e-tv there are a number of obvious There is t v - c r ,’ prospect th,it the- (lecrc ,,st i: -

- functions that e~um be enhanced: trend of this 3 ‘.,- nh. t v equip:ncz mt ev il] conm t~n:e
~ ,

ia,trius — Immediate guid elines and messages , greater rate t ! an t~~at ol i-none conve nt -, . - :1 :.-.p,
diagnostic aids , procedures conveyed by pictures faces. Thus , the economic -s icture will ainmost cc:-

• Start iul) and shtmtdosv n — Procedure checklists ta u tly improve.
dynamic~:hmy updated ar-md sequenced -

Nia i itteisance — Suninnary disp lays of equip- 
Reierences

macnt curre n tly uiuder maintenance and readiness 1, A ro uuson , B, L., “CRT Te nmm ninm a!s M.uk’t’ \‘e rs , m O e C,i, ’-

st,i ’ e m s  
t ro l Com1oiter lnt..’r f .m ee ’ . Control Eng ur m m ’e’ rm uig, ‘a’ .: -

• Cont ii: ence’ predictions — Prediction of poss i- ~~ P~ ~~~ 
,
~ 

- -

— 
.., , — ‘  Cross’ele,tr . R. S . , Cc~ Imu t..’ rt.u c c-s for a (: 1 m m - c -  ‘us

Die. tur i- 3roe.c S c  St  i t t S based on present treu d Ph mm cl  !u ustr r uun c riSQu e I Tc c I u n o l o f , y J miii tt”s 11  1

pm ct: : re . predi cti.in of hazardous conditions 3. ~s 1or r is . A. H,, et a!,, ‘ ‘Are Pro ctss Com utr ol h~ m - i u :s
• T r.m i i u u m i g  — During periods of quiet operation, O bs mm h..’t ..’?’’, Control En ‘ m rm cc r In c ~ Ju ly 1071 I - I ’

on-t he- job prograiuuuncd teaching can be carried out 1, L.m i - m l u ei r , V . , -~., ci ~? , “CRT Ce nit rol (“ a h i t e r f ’ -

to up’ r,miie md re-fres h operator skills, Tr umnimu g Mtilt ilsm~m 1> Proce ss ,’’ Jns t ron i t - , m t u t m o n  Tcc/u u ie m lm ‘ ,‘

by si :.nulu t iüni is .: real possibility. tc ’ l i m l m r 1~ 7O , p. 33. 
-

• Closed-circuit TV — Portable or fixed cameras
~n the 1l1:uc t cars m o n itor progress of emergenucY or ~ .\ZO rJA0r .i\~oNTl i~ a muuemri be’ r of th ’c ,\ . te  , : : , ,  -

‘1 t-cluimology St . et t  flou t-c-well Inudun st~- I i~ 
- - ‘ - ‘ -

,ri-oin ten mar mCe op..r .utions . These can be mixed into inc ‘to m P Tb’ 
- 

- •  - - -:

- - 
m • ,i. is .irtm.. , us .use ,..m ,‘. um his em- ., - — e r, ’s i -

1)acmc groi - mnd ,of m ,. .tci display s. lioutinc scanning of at the 13th ISA Chcnuuic.il ~..i Pet ro leum ln tr emmi’c ’O t o :
i’: tm ’.t : img equipm ent can be done from control room. Symposiunm, 197~, Phih.idc ’l1u hum.u . 

-
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SECTION III

GUIDELINE S AND OTHE R DOCUMENTS

OF THE SYSTEM RELIABILITY , SAFETY

AND SECURITY COMHITTEE

The attached documents give an excellent reading of the

work of this Committee. They include :

1. “Assurance of Operation of Industrial Process Control
System s”, Minutes of the Second Purdue Meetin g of the
ISA Computer Cotitr ~T W6ikshop, Appendix V , pp. T7O~2~4,
~~~rin te d from Techn i~if Commit tee 65 , International
Electrotechnical Commission .

2,~, “Loss Prevention Guidelines for Process Control Equip-
ment”, Ibid , Appendix II , pp. 119-129 , by Thomas M.
Riley.

3 , “working Papers of the European Branch , System Relia-
bili ty, Safety and Security Committee ”, Minutes Third
Annual Meeting International Purdue Workshop on
Industrial Computer System s, pp. 345-446 as f~Tlows:

a) “App lication and Functional Test of Self Checking
Programs : Their Influence on the Failure Prob-
abili ty of Computerized Safe ty Systems” , by H.
Schuller .

b) “Saf e Computer Sys tems Hardware - Part 1” , by H.
Schuller and W. Schsvier .

c) “Remarks to Revision of Methods to Develop Safe
Computer Systems ”, by H. Trauboth.

d) “Computer Safety and Security - Back to Basics”,
by J. R. Ellison.

e) “Methods to Develop Safe Computer System s , by H .
Trauboth.

- -

~
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f) “Safe Software by Functional Diversity” , by R.
Lauber .

4. “The Guideline for Safety of the Industrial Computer
Systems”, a new contribution of the Japanese Branch of
The Committee to be published in the next Minutes. 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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ASSLTRANCE OF OPERATION OF

INDUSTRIA L PROCESS CONTROL SYSTEMS

INTERNATD~MAL ELECTR~TEC SI-~ICAL COM~4TSSION

Te chnical  C-: -m m i t t e e  No.  65

Indus t r ia l  Process Measurement  and Cc-r1 trc l

The present document has been established

by the Working Group 3 a f t e r  the rneetiru ’

in Venice on April  13th and 14th 1972 and

in view of the comments of the National

C ommittees .
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ASSURANCE OF OPERAiI ON OF

INDUSTRIAL PROCESS CONTEOL SYSTEMS

1. GENERAL

1.1. Introduct ion

Contro l systems are increasingly replac ing human effort

and skill in the operation of industrial processes. These

systems which can , for  example , be made up of measuremen t

and control equipment , instrumentation , and computers , may

be intended to control the whole or part of the operation of

a process , or more simply to monitor a particular process

variable or function . erhe ideal system is one which achieves

two basic requirements. The first requirement is that the

system should fulfill the specified performance in the given

environmental conditions. Secondly , the system should keep

this performance throughout its whole operational life

without failure or degradation .

In fact , such an ideal system will never he achieved.

Equipmen t faults can never be totally avoided even though

technical improvements in components , better design of sys-

tem con fi~qtrat i ori , more stringent methods of ie :’tirmg and

ri or run:: pr~~.- m -r: t ive maintenance preoedures are continually

Sn I n o  devo 1 ~ red 

,
~~~~ 

— _ _ _ _ _ _ _ _ _ _ _ _



________ 
—.-.-—---—-——--—-- _______________

—228-

A knowledge of the re l iabi l i ty  of contro l system ele-

ments by calculation , test ing or est imat ion may give a mean , :

of sele cting the most eff icient system in respect of the

fre quency of failures during the operating time of the

system. Nevertheless , it is nece ssary to go further in many

cases and take into accoun t , not only the frequency of fail-

urea , but also the consequences of the failure on the con-

trolled process. If the consequences of a control system

failure due to an equipment fault or human error are analyzed .

it will be seen that some failures can produce conditions in

the process which may be hazardous to personnel , the env iron-

ment , and to the process and its control equipment. Other

failures may affect the proper operat ion of the proces s so

that efficiency is partially or completely lost , and the

desired end product is not obtained. Each failure will

produce its own level of danger or loss of efficiency. The

avoidance of these undesirable system failures and the

protection of the process and its environmen t will dietat-e

many aspects of the control strat egy and will influence

equipment des ign features , manufactur ing, installation , and

testing p roce dures ; and , of course , the cost of purcha sirn—

and operating the system. In such a case it can be said

that the control system has been desioned and installed

according to a particular degree of Assurance of opera ti on. 

-- .-*‘~~ - . .
.-‘- ‘---- ~~~~ - .- . ..- - - - 
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1.2. f’b,i ect

The object of this document is , in Part A , to intrc-

duce the concep t of Assurance of Operation , to present

methods of analysis which will allow the idea to be speci-

fied in obje”-tive terms , and to provide guidance to control

system users and manufacturers in compiling and verifyino

the sections of a process control  system spec i f ica t ion  ..-~Sioh

apply to op erational assurance.  In Part B , the document

presents a number  of guidelines to good practice which will

assist manufacturers and users in s.’-hieving the desired

Assurance of Operation in their systems.

2. DEFINITIONS (To Be Completed )

System Availability

Process Maintainability

Control Safety

Fault Hazard

Failure Safeguard

Human Error Assurance of Ilperation

Contro l Act ion Sys tem Quality

Monitor ing Fail Safe

Rel iab i l i ty

~

. . - ~~~~~~~~~~~~~~~~~~~ ~~~~~~~~ ,,~~~~~~~~~~~~~ -~~~~~~~~~~~ - - - - —~~~~~~~~~~—~~~~~~~~~~~~ — -
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FART A :  Assurance of - -perat !cn

A . l. In t roduc t ion

Assurance c-f Opera ti r: of a process con t ro l system is

intended to qualit’. - the system as far as reliability, avail-

ability , maintainability and safety are concerned. It is

recognized that the proba lIlity of failure of a system is

nut , by i t se l f , a complete measure of system behavior in

time . Instead , the def in i t ion  of a fa i lure  of the per fcrm-

ance of a system is stated by combining the probability of

occurrence of a fault with an analysis of the consequence.

In one case the only consequence of a control system

fa ilure may be that the pr -ness stops for two days until

the maintenance engineers can find and rectify the fault.

Alternatively in another case , a part icular fault sets up a

chain reaction in the process which within 10 minutes would

cause a large explosion , probably fatally injuring the oper-

ating staff and wrecking the plant. In most cases the

safety of pers onnel and env ironment are of paramount import-

ance , but two days total downtime may also be important when

considering the economic viability of a process.

Taking into account the four most important consequence:

of a fau l t , it is possible to describe Assurance of Opera-

tion as the p ruSali l :ity of occurrence of a specified control

syst-~m failure in a certain time period , weighted in rnlat-ios

I

P C J ~DI~~ ~~~~~ ~LA~~..NOT A!’IJJ4~D 
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to the hasard the fault causes to personnel and envir~nrrieot ,

to the potential severity of injuries to personnel and plant ,

and to the loss of revenue from the process.

By combining these four variables , a measure of the

true impact of a fault could be obtained . If each variable

contributing to Assurance of Operation can he quantified in

meaningful terms, it is then possible to specify Assuran ce

of Operation in objective terminology, and as such , it can

be inr-urporated in a system specification in the same manner

as system performance , environmental limits , et c. The

quantitative analysis can also be used as a tool for deter-

mining compliance of the equipmen t against the Assurance of

Operation specification .

A specification of Assurance of Operation would take

the form of quantitative definit ions of the var iables u h i c h

contribute to Assurance of Operation , i.e. , Probability of

Occurrence , Sever ity, Hazard , and Economic Loss , followed

by limits for the four variables which must not be exceeded

for any conceivable equipment fault.

In the following paragraphs the variables of Assur :ui u

of Operation are described in more detail and a set of s ic i le

classifications is suggested.

A.2 Failure Probability

The probability of occurrence nt ’ any particular iden li-

fled fault can be estimated by means of a relial .il ity 

—— -------— —- — -, - — ——-—.—-—--.—--
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analysis of the system element that has been assumed to have

had failed , and can be exp resse d in quantitat ive terms .

This probability provides a measure of the expected number

of occurrences of each identified failure cause , during the

specified period of equipment life being considered.

If quant i ta t ive fa i lure  rate data is available , the

failure probability for individual faults can then be ex-

pressed in the number of failures over the operate time

( fa i lu re  rate X i ;  mul t ipl ied by time ti = Xt.ti). This

value is then used to establish the location of this partic-

ular fault on the probability of occurrence axis of t-he four

dimensional Assurance of Operation space.

Because of the great var iety of probability values , the

analysis becomes more meaningful when faults are orsuped

into logical pre-established ranks that reflect the complex-

ity and performance of the overall control system .

(a) Example of grouping of faults by probability

ranks , e.g.

Probability Rank 1 - Any fault with Xl.ti

smaller than 0.02

Probability Rank 2 - Any fault with Xi .ti

between 0.02 and O.C~

..
~~
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Probability Rank 3 - Any fau l t  wi th  Xi.ti

between 0.04- and o.o 6

Probability Rank 4- - Any fault with Xi.ti

between o.o6 and o.o8

(b )  Example of Grouping of faul ts  by c o n t r i b u tion  of

of system probability

Such group ing relates each fault to the

assessed overall fault probability of the system

(Xs ,ts) rather than letting each absolute fault

probability (Ai.ti ) stand on its own. This

relationship is established by the ratio of the

individual fault probability (Xi.ti ) to the

overall equipmen t fault probability (Xs.ts).

e.g.

Probability Rank 1 - Any fault that contributes

less than 2~

(Xi. t~ = 0.O2~ to system fault rate
\Xs.ts /

Probability Rank 2 - Any fault- that c o n t r i b u t o s

between 21~ and 4~ to system fault rate

Probab i l i ty  Rank 3 - Any fault that contrihut-us

between ~4~1- and 6~ to system l’ a ult  r ate
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Probability Rank 4- - Any fault that contributes

between 6% and 8% to system fault rate

If quantitative failure rate data is not available or

is suspect , relative probabilities of individual faults must

be established , based on engineering judgments and prior

experience.

To facilitate a consistent and traceable way of record-

ing such judgments , the methods below are suggested.

(a) Fault probability grouped by frequency of

occurren ce , e.g.

Probability Rank 1 - Any fault that occurs less

than on e t ime in one year

Probability Rank 2 - Any fault that occurs more

than one time in one year , but less

than 2 t imes

etc .

(b )  Fault probabi l i t ies  grouped by con t r ibu t ion  to

system failure probabilities , e.g.

Probability Rank 1 — Fault ocnurrence very low

(less than 2f~ of all faults )

Probability Rank 2 - Fault- occurre~~-e low

(2ç” to 4 l~ of all faults~
e f,r •

_ _ _ _  -- . -~~- -— -—-—--~~~~~——-— -~~~-
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Class i f ica t ion  Table fo r  ~rob ab i l i t - - ,- of Occurru:, -e

Rank Probability Contribution Sreau.o.- -e Per Ceflt
ofX i . t i  A i . t i  ~~~ . -Occurren  e C c . n r c  bu , .1 •

X s . t s

0.01 0.01 0.5 X/Year 1
1

0.02 0.02 1.0 X /’iear 2

0.02 0.02 1.0 X/Year 2
2

0.04- 0.04- 2.0 X/year 4-

0.04 0.04 2 .0  X/Year 4
3

o.o6 o.o6 3.0 X/Year 6
1- _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _  _ _ _ _ _ _ _ _ _ _ _

o.o6 o.o6 3.0 X/’year 6
4- C

o.o8 o.o8 4.0 x/~— oar 8

_
~~~~~~~

Fault Rate Data Fault Rate Da ta
Available Spar:

Fault  rate of element ( i )  X i

Operate interval of element (i) = ti

Fault probability of element = Ni . ti

Fault probability of system Xs.ts

- 
-

~~~~~
-

~~~~
--—--

~~~~
- - . .-
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A.~~. Level of Severity

For each individual fault the effect can be translated

into ranks of inThry potential , identified as levels of

severity , so that this information becomes one of the scales

for measurincl Assuran c e of Cperat ion.  The definition of the

ranks should reflect the application and env ironment  of the

contro l system bein ’~ examined. An example of the level of

severity ranks , and broadly applicable definitions , is given

below.

Class i f i ca t ion  of Levels of Severi ty

Rank Level of Severity (Injury Potential )

1 Fault will not result in personnel injury.

2 Fault  will  cause minor in jury ,
e.g., minor cuts- , bruises .

3 Fault will cause ma .~or disabling injuries.

4 Fault w ill cause ex tremely ser ious injury ,
e.g., amputat ions, permanent disability.

5 Fault will cause fatalities.

6 Fault  wi l l  cause a cat a s t rophe . numero us
f a t a l i t i e s .

__ - -—--—. . -~~~~~~~
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A. 4. Level of h-a::ard

The deor ee of cia - - a r o l  generated 
~ 1T a f au l t  is r e la t ed  to

the t ime ( T )  that is available to imple ment  c o r r e c t i v e

action to avoid i nj u ry .  The less t ime there is to m it i o c~te

injury , the hioher  the Level of Hazard . The f a u l t  t h a t

causes in jury wi thout  wa rn in . :, where the time availahle fur

taking act ion app roaches zero , is iden t i f i e d  as ~l.c. , i t h e

hiohest Level of Hazard.  At the other end of the s p e c t ru m

is the fault that is of such a nature that correction is not

necessary to avoid in jury , and safe operatic.n is ma inta ined

throughout  the remaining l i fe  of the equ ipm ent , witho u t

correct ive action . fh i s  faul t  is c l a s s if i e d  as C? , the

lowest Level of i-ia. o~rd . The Level of h o a r d  in d ex  w h i c h  is

a measure of the de- -r ee  of the safety ha .:ard is expressed  as

e T, where T is the ac t - -al . t i me available to implement cor-

ru - ’tive a c t i o n  ~ a~m. I iic~ urs-.

Cl a s s i f i c as i o n  of  Level of ha. arh

R~~ ik 
- 

hasard Index .

0. f) t )

0.50

0.75

4 1.00 

- - —--- -~~~~~- -~~~ -~~ -~~~~~~~ - ~ -- - ~~~-- , ~~~~~~~~~~~ -
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The deter:s .h -ation u t  the  a c tu a l  available time r er -u i r e s

the eva lua t ion  and analysis  of the f o l i c w i n  tim e intervals.

( a )  To - Time a v a ilat l e  to implement cor rec t ive  action

(t im e  interval from occurrence  of f au l t  unt i l

in jury  o c c u r s ) .

(b) TR - Time required to reco orcize  the existence or

presence of a fault condition , or the time re-

quired for an automatic safety device to react

in the presence of a failure to prevent in ,~ ury

from such a fault.

(c) T - Actual time available to take action

T = Tc - Tr.

Deter’.r~iniri~ the available time , T, also depends on the

presence (or absence) of built-in instricmentat .i n or moni-

tu ring devices . The time required to recognize a fault

condition icc less if it is indicated by a warn i . r io  devi ’e.

The hazard in such a case is less than if detection of the

fault condition is left to the experience or alertness of

an operator.

_ _ _ _ _ _ _ _ _ _ _ _  
,~~~~~~~~~~~~ - 

- -
~~~~~

—
-~~~~~~~~~~



- 
—-- —1’--.~~~~~~..

__’-- _ _ 
.— -- -— ‘— ---. - -. -

~~ 

-241-

PART B: Guidel ines  to Good Pract ice

5.1. Introduction

The reliability and operational integrity of an indus-

t r ia l  process contro l system is determ ined by a number of

highly interdependent  f ac to r s :

1. Nature  of the process  to be control led

2. Performance requirements of the control system

3. Control system reliability and maintainability

4-. Physical and other environmen tal requirements

5. Required delivery schedules

6. Total installed cost of the control system

These factors must be considered in varyirco degrees ,

depending on the intended end use of the system . Any success-

ful system represents  a comp romise between them .

A key cr i ter ion in the real izat ion of a success fu l  cci: -

trol system is the understanding developed between the

supplier  and user regarding the meaning and s ign i f i cance  of

various contro l system -ha.rc: -tericctics . There are numer us

points satisfying each of the above factors which must be

considered by both supplier and user. Many of these may be

L 

easily forsu tten or glossed over , resulting in a less than

s a t i s f a c t o ry  con t ro l  sys tem.

,t ?.  :;LANK,..li(c T ~IIJ~i~D 
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Some of the key questions uli — -h 51U t i.e an .n-:o red y f f 0

suppl ie r  and manufac turer  are :

1. Has the user pr operL -~ analyzed hi . ;  p r ocess  to-

determine the contro l strateoies , Lisr;ian iii ter c a -e

cha rac te r i s t i c s, etc.  , required?

2. Has the user speci f ied  the proper  cont ro l system

for his process?

3. Has the system m a n u f a c t u r e r  c cr r - e - - t l y  iriter i rot ed

the customer ’s specifications?

4- . Has the manufac ture r  designed the c o n t r o l  sys tem s-c

that in the even t of elemen t m a l f u n c L~ on the  sy ste m

wil l  shut down or the f ina l  e l e m e n t s  w i l l  t r - : tvel  to

posit ion known to be safe?

5. Are the elements selected of such r e l i ab i l i ty  so

that their  failure rates are properly related to

the expected servicing and cheofing intervatsu

6. Are the installation , maintenance , and serv iu.-i:su

ins t ruc t ions  exp l i c i t  and complete ennu i: to b eep

the system operational over th e  c- ni i red periods?

7. Have damages to personnel  and eoi i .~pmo~~l - been pm

ident- 1 f ied , and have the p r .p -r  warn in ’ n n t ~ ~- :

been posted and safety p rucau 1 I c-n: a ken ?  

~~~~~~~~~~~~~~ 
-
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It is the purpose of this section to provide a check

l is t  of guidelines to be considered during the evolution of

the control system , to assure that the pertinent points have

been considered. Many of these points do not apply to every

control system ; however , the important point is to assure

that they have been considered and found not appl icable ,

rather than forgotten .

B.2.  Process Re quirements and Specif icat ions

We are concerned with the specifications generated by

cus tomers(as  designers , in fact , of the overall  process

control system ) and required by manufacturers in the context

of the “Assurance of Op e ration of the Control  System.

This clearly is only a portion of a total specification ,

but the specification relating to Assurance of Operation

mus t  embrace the following aspects :

Design

Manufac tur ing

Test

Ma intenan ce

- - .2 .1.  Design Spec i f ica t ion

The spec i f icat ion  re lat ino  to design  in r n c p e ’ t  of

Assurance sh n u i d  cover the fol lowing aspec ts

~

--

~
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a. Specification of:

1) Reliability

2) Availability

- 3) Safety (plant  and pe r sonne l )

of cons t i tuent  por t ions  of the contro l system . In order  to

achieve this , the s p e c i f i e r  must have considered the overal l

process system . He will have c- .. iisidered the effect of var-

ious fault situations and thus wIll be in a position to

clearly def ine  the condit ions which cons t i tu te  a system

failure situation . This will enable the contro l system de-

signer to define areas where redundant elements will be

required , and areas where “fail safe ” techniques must be

applied , in context of plant  hazards .

Implicit  in any s ta ted avai labi l i ty  re ccuir ement s  are

aspects of the spec i f i ca t ion  re la t ino  to maintenance.  TI e:e

will be discussed under these headings.

Other aspects r e l a ti i i -: to des ign  to achieve ava i. labil . t - .,- :

b. Environmental condi t ions

1) Cl i mat i c - — t empera tu re , humid i ty , dust , l oan ; ’

2) Electrical - s~ gnal/n o is ’e , m ourn in g power  si .~p c  t i e —

3) Mechanical - vil--ration and shock

4 - )  iTh~,ru ical  -and chem .~ - al nondi . ti ur:s : r ad iafi  -n

corr o- . ; :1 crc

*——--

~ 
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c. Design for  ease of maintenance - e.g. , standarcb red

components , modular ity of hardware , adequate test

points and built-in system , monitoring , and diag-

nostic aids.

d. Operation profile

B.2.2. Manufacturing Specification

The specification should contain adequate information

on aspects of manufacture related to quality of the product

and must contain reference to any appropriate standards

relating to:

a. Mechanical assembly/finish - codes of practice and

standards

b. Assembly and wiring - codes of practice and standards

c. Material and component procurement/quality assur-

ance standards

d. PCB (printed circuit board), etc., assemb ly and

test - codes of practice

e. Unit “t~~ etestino ” techniques

The specification should also define any requirements

of the customer to visit manufacturin g prem .isc .: durH. the 
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course of manufacture to examine the  Q u a l i ty  A s s u r an c e

during manufacture .

5.2.3. Test Speci~~i-:.-a ti ori

An essential part of a :spe (’ifi ation relates to the

Test ing operation , bo th w i t h i n  the m a nu f a c t u r er ’ s prea.ise..

prior to delivery to site , and further , after the site

installation and commissioning.

In the con t e x t  of “Testing for Assurance of Operatisu .

these tests may take the form of extended operation p os sib ly

at extremes of temperature together with temperature eyc1Jn.-~

with some defined “criteria ” for measuri nc- success , detailed

in an “Accep tance Test Document .” This will define ecuip --

ment failure criteria , methods of measuring equipment repu.ir

times , and define a level of spares holding during the

test , etc.

B.2.-4. Maintenance Specii’i -ation

Finally , the specification must make reference ta t i e

requirements in respe ct of the maintenance •. -p eratisu .

It mus t define a spares holding.

It must define requirements for long tern availability

of spares (if required).
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It must define the standard arrangement , form , et c .

of the maintenance manual.

I t  must  def ine  the train ing requirements  for staff to

mainta in  the equipment.

The following table summarizes headings of the specifi-

cation requirements relating to Assurance of’ Operation .

Aspects of Specifications of Control Systems

Relating to Assurance of Operation

Design Manufac tu r i .no  Test yain t e~ an~ e
Aspec t s  Aspects  Aspec ts  Aspec ts

l . D e f i n lt i o n  of’ 1.Speci f i ca t ions  l .Accep t ance Test l .Spec i f i ca ti c rs  Ct ’
Failure Cr i t e r i a  on Standard of Document De- Pp-are :’. Ho ld in o .

Me chanical f in ing “In
2 .Def in i t ion  of Ass emb ly  Plant 1’ and Post 2 . S p e c if i c a t i s u i  of

Rel i  ab i l i t y , Commission Maintenance
Availability 2.Code~ of Prac- Tests Manual
and Safety t ice on Assembly
Reauiremen t s  and Wir ing  3 . S p e c i f i c a ti on  of

- 
Staff Tra i. rcino

-; .Der in it ion  of 3 .Cua l i t y  Assur -  Requiremen t ::
Redundan t ance on
Elemen t Comp -nents and
R en u ir e m e nt s  Mate r ia l

4 .D e f i i i i t i o n  of 14 . ” In Plant ”
‘S ail Sal e” Visits
A r~

5.Envi ronmental
Spe-ification
— 1l im a t iu
— Elec trical
— Mc

6 . D e fh .it io r i  of
Des i ~ M d ci lan t-

7.De f ir i~~ti .nn of I
Dia orn st ic R e q u i r e m e n t :

-- 
-~~~- - -  - -  

~
--  -
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B.3 .  Design of Process Con t ro l  Sys tems

Safeguard ing of the process  forms p a r t  of p r o c e . -s

con t ro l .  The process  is kep t in a safe condition by auto-

matic corrective action or by moni tor ing  the process

variables and alarm signals.

The following requirements are of particular importance

in the design of a process cont ro l  system :

B.3.l .  General A s p e c t s

a . Considerat ion of l imi t ing  condi t ions  frc-m the

economical point of view

b . Clear  de f in i t i on  of object ive or problem

c. Greatest possible simplicity in concept and solu-

tion in order to increase reliability , for example

d. Use of separate control functions in order to

imp rove repa i rab i l i ty and ava i l ab i l i ty , for  ex an ;r - l e

e. Conduct load analysis (corrosion , wear)

f .  Conduct  fa i lure analysis  ( f o r  example , acco rd ing

to MCA--maximum credible accident--)

c~ Application of safe-life methods , i .e.

Wors t - case  design

Use of reliable structura l elements 
-

.~~~-~~~~- - - - - - - ~~~~“~~~~ -~~~~~~- ~~-~~~- - ~~~~~~------- ~ 
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Use of derating fac tors

Use of redundant  equ ipment

Use of m o n i t o r ;

h. Application of fail-safe methods (safe c o n d i t io n

d u r ina failures )

B.3 .2 .  Sa fegua rd ing  of Process t y, Means

of Control System

The contro l of the process variables by itself already

keeps the process in a safe  condi t ion provided that  the

system is operating normally. The object of the fail-safe

behavior  is to main ta in  the safe  condit ion in the even t of

certain failures in the control system . In some cases it

inioht he neces 3ary to check that the control system itself

crerates according to the process contro l specification.

F-.3.3. Safeguarding of Process ~~ Means

of a Safeguarding Equipment

The contro l system may include a sufe uard i no equipment

to keep a check on the process variables should these exceed

given limiting values. The reliability of this enuipmen t

m ust be determined in the design staoe. In many cases the

required riliab ility can only be achieved by application of

redundancy in , and monitoring of , the safeouard~ iio system .

A p p l i c a t i o n  of ’ the f a i l -sa f e  techn i que al lows the s af e

______________________ --—,,—-— —~~- —
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condition of’ the pr~ cess to be maintained with prior c n:ii-

eration to the failures tha t may occur in tOe sac’eouardi~ o

system .

B.3. 4 . S a f e c.-uardino of Pro -ness  in

Emer oenc ies

In ce r ta in  indus t r i a l  p lan ts , the poss il :-i l i ty  of erer-

crencies such as fire , explosion , or escape of deleteri .us

substances cannot be avoided. The damage caused by such

emergencies can often be kept within limits if the pr4 cess

con trol system continues to be operable to- such an exten t

that the process is driven into a safer condition .

During the design of the system , provision must be made

for the protection of the control room , of the emergency

power supply, and of cables and lines.

B.4. Manufacturing the System Elements

Reliability of a system is closely related to the

reliability of the elements which comprise it. Numerous

system failures occur because of faults in one or more of

the elements. Therefore , the methods , materials , controls ,

and management used in the manufactur ing operat ion - are cf

sup reme importance.

A number of judgement criteria can he established which

will increase the probabil ity that the elements are 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~
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manufac tu r ed  w i t h  the proper reliability ccrisiderati-:ns.

Some of the more importan t ones follow :

1. I-~ the ster-~ ‘— -step manufacturing procedure avail-

able ari d documented , and is it beino fo l lowed?

2. Does the m a n u f a c t u r i n g  p rocedure  include adequate

i.r :—pr ooess inspection points?

3. How comprehensive is the Quali ty Assurance  Pr ced-

ure of the f ina l  p r o d u c t ?

4 . What re l iabi l i ty  and pe r fo rmance  v e r i f i c a t i o n  a:.

been provided by the manufacturer?

5. Are periodic performance and r e l i ab i l i ty  aud i ts

made on the p r o d u c t ?

6. How comprehons ive  and ic ow wel l  con t ro l l ed  is th e

procedure for making changes to the design ?

7. How are design charcoes documented , and how are

these changes conveyed to a c u st om e r  having  an

installed system in operation ?

8. Nba4 records exist describing operati c -n of t h e

e l e m e n t , and the i n it i a l  de, i. on calcula~ inns?

L. .. - - . - - -  ~~~~~~~~~~~~~~~~~~~~~~~~ -- -~~~-..--
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9. What design rules or guides ex i s t  which w i l l  as-ke

i t  mandatory  for  the vendor ’ s de s igne r s t c ~ r:-v:i he

rel iable de s ia r i s ?  ( Ex a m p l e : ’  Dera t ing  of cu m p o n e n t :~

10. What environmenta l and ope ra t iona l  c on s t r a in t s  and

specifications are imposed on the element by the

vender ?

11. Has a safety analysis been made of the element ~o

determine what. the effects of various compon en t

failures are?

12. What controls are imposed by the vendor on his

suppl ie rs  and subcont rac to rs  to assure a re l iable

produc t?

13. Is the qual i ty  a ssu r an ce  funct ion  carr ied out

independently of the m a n u f a c t u r i ng  o r g a n izat i o n .

and does i t  repor t  to a s u f f i c i e n t l y  hioh author-

ity in the vendor ’s oroanizat-jun?

14. What is the procedure and frequency used to

a s s u r e  that  all ins t ruments  and gages used t-o

calibrate , build , and t e s t  the elemen t are  k e p t

in p roper condit icr or calib ration?

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _
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5. As-semb liri- the hy : tea

Even t - h- u~~h all elements may pa:s the required safet-;

and reliability criteria , the system as a whole may still be

:n:af e o r  sco t adequate ly  safesu.;ard the p r  c e n s  . A rcurccoer of

s teps should f e  f- s i lo -w ed to a s su re  that th e  s y s t e m , when

ins ta l led  and c ommissioned , k as  adequate  n r c ~.’i s i on : -. to

insure  the :afeouard ing .

The most  impor tant  ones are l isted  below :

1. Has an adequate  unders tandin c-  been ob t a in ed  b e t w e en

tie manufacturer and user c-:ncerr~incr the system

s a f e ty and ope ra t i ona l  r e q u i r e m e n t s ?

2. Have system tes ts  been fo rmulated arid documen t — ed

to p e r m i t  c lear  a c c e p t a n c e - - r ej e c t i on  c r i t e ria - -

including s imu la t ed  p r o c e s s  t es t s?

3. Have adequate  requi rements  been f o r m u l a t e d  to

des ign  and enforce  sys tem qua l i ty  assurance?

4 . Does the system have built—in self—chec lcino pr -

visions , and are these in proper order?

5. Does the system require env i ron men tal tests , and

have they been r ’a r r i e d  ou t  and passed su ccess fu l l y ?

6. Ifas a safety analysi,: t een made of the  sy s t e m ?

Is a r~ liahility analysis renuired?
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7. Is the system n o ah  ty a :suran- ’e funct i a — -arrieci

out independently of manul ’a c t u r i r~ - , ari d do e: it

report to a high encu-oh au th o - r i  t v ?

8. What provisions exist to assure that the intent on ’

the  designer is properly conveyed to the  h - oc te t ,

Assembly 0roan ization -?

- .6. Installing and Cornaissi :  nu n - -  the Sys torn

Proper System Installation and C om m i s s i o n :  is a v i tal

part of reliability and safeguarding as-sr-once since imp-r- . r. er

ins ta l la t ion of a p rope r l y desi . aned and b u i l t  sys tem m a x

easily jeopardize the safety or output of the p r  cess .

1. Who should be called f r  help when required--b- t1:

from within the p lan t  and from outs ide , such a;

the manufac ;ror ’s representative?

2. Are adequate i n s t r u c tions provided  f o r  t r a n s p o r t  h:a ,

packing, unpac kin - - , and installi.n c  the syslern ’?

3. Are environmenta l requ i rement s  f o r  op e r a t i c : and

storage clearly ”documented and observed? Per

ex ample , what are the air con-Jit .i o r n ing or l~. - r - ’n

vent ilation requirements , and ar- the ? .’ c i n - ~

followed?

- —~~
-.—
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4. What safety codes must be observed? Ufat tu a; .ard:

to personnel and equipmen t must be guarded aoair:c’ t?

Are the codes being followed’?

5. Is there a l i s t i ng  of all aux i l i a ry  ecuipm ent

required to install and service the equipment--

including standard and special instruments , tool :,

and calibration equipment--and is it available?

6. Are there explicit interconnect ion d i m o r a m s ,

including terminal  numbers , terminal  b l o c k  i d e s t i ~

fication , etc . , and is the system connected

~1 accordingly?

7. Prior to full system operation , has the system

been sec t ional ized  into sub-systems , each of w h i c h

~~ has been separately tested and its t on i rmance

verified?

— 8. Has the system been tes ted for  reasonableness
- 

‘ before proceeding with full automatic o~ erati

this is , do final elements move in ~he righ t

di  reu tion ; are signal orientations corre c t?

h .  Ar e  p r o p e r l y  docum ented  p r oc edu r e s . .  avai  l a t - l e  a n d

fo l lo wed , for coupling t i e cent 1’ 1 sys tem t e  t h e

p r  - e : : S — — t i u t S , a rc  : i j iu s ~~n n , n i . t s  m a d e  ‘
c r p 4 15cc.

. .4

~
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d 015 0 ’ H O  r e : n J (  a c e ; ha: the software system t cc:

checked; hav e the proper dl,:toru .-ar :- -es t een a; lied

to the system ?

hO. Have the o p e r a t o r:  and ma in tenance  men b ecome

f ami l i a r  w i t h  all tes t  poin ts , opera t ing  swi tches ,

and adjustments? Is the purr s.c of each clear?

11. Have the wirino , pipiria , shielding and other

pertinent requirements been follcwed correctly -?

P .7. Ma intenan ce

It has been shown that main tainability influence: the

outlay of funds fur system acquisition and utilization .

This outlay can be minimized by the attainment of severa :

objectives associated with maintainability. ih ese objectives

are as follows :

1. Accomplishmen t of all 
~~ 
rev . c .tive and ccrr o- - - tive

tasks in a minim um of ’ time . w i th tt’e leas r,umt or

of people , and m itt. the  minirm u rn restricti0:. of

operat ion on the system

2. Ancomp licclu men t ot ’ tn.e taskc W i t h  a nc , n :-.. ;nc :l’oc ; n . L

of tra~: of per .u nru.;l

3. M i a h ’ om e-:pendif:u na of spare parts 

—-~~ —-‘----- .-
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t . Least requirements in variety and quantity of

tools and test eauipme:;t

5. Least support facility requirerne; ts

6. Minimum requiremen t for contractor c:er-sices

7. M inimum need of documentation

8. Minimum bad influence on reliability

As an indication to the ways in which correc tive main-

tenance operation times can be reduced by desi :nino for ooo- d

maintainability, the following guide rules are aiven. The

rules can be used as a check list and the app ropriate item :

selected according to the particular characteristics of the

system .

B.7.1. Reduction in 1-ault Location Time

a. Monitorino devices .

The purpose of such devices is to check the open’;-

tion of the system and/c r the conditions of jt~

elements .

b. Devices used for Lic e t r o u t le : hoo t ina .

Such devices can be manually or auto-ma t icahly

operated. If the devic es fc . -r aenit. o r ‘ n:g or

tr ;hlenhooti .ng change , the level o f  safety or

_ _ _  
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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the avail-abil it , of’ the system , due notice c f
’ th is .

fact anuct i - c g i v o r u  to- the u:er.

c. Marking.

All te: t po ints  sh ou l d  s.c marked . The same n: . ar os

sho uld be indicated c-ri schemat ic  diagrams and

layout d rawino s . C omponents , e l eme n t s , c on n e c t i o n ,

po in t s , wires  and cables should he easi ly

iden t i f i ab le .

d. Test Points.

Signif icant  tes t  poin ts  should be readi ly  acces-

sible and clearly marked. All information required

for repair operations , such as the normal values

of variables , should be mentioned.

e. Marginal contro l devices.

f. Possibility of segreoation of definite functional

units.

cm Logical and consistent arrangement of functi nal

units.

ii. I r c ubleshooting chart

i.. Clear , complete , and easy to follow , ma int c : : ; c ,nc -e

documents ( i n c  7 u d i  r u  eventual Sc f ’ t w a  re Ic c -

tation). 

—~~~~~ - - -~~~- -— . - .- . . —-~~~~~~ . - - . - - -—--- --~~~~
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P . 7 .2 .  Time Reduct ion in Repa i r in o

Faulty Elements

a. Accessibility .

Component and subassemb ly mounting design should

take into acccunt the poss ib i l i ty  of la ter  replace-

ment in accordance with the expected failure rate.

b. Interchangeability.

Similarly ident i f ied  elements and sub-uni ts  should

be interchangeable.  The replacement of a device

by i ts  corresponding spare should only requi re

simple adjustments correctly descrbbed in the

maintenance documents.  Marking of in te rchano -eab le

elements  and coded connectors  should prevent ,  e r ro r:

or accidents.

c. Connections.

Identification of conductor leads and connections

should be clear , logical and well-documented.

B.7.3. Time Reduction in Checkino and

Adjusting °perations.

a. Functional ad,justinu devices.

They should he eas i ly  reached and clearly m a r k c ,c I ;

have s.ati. sfcr’torv range and resolution.

~

rn

~
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b. Checking devices .

The instruments needed for checking and adjustino

the system ;l’uould be clearly specified if they as- .-

not included in the system . 

.-——-~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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LOSS PREVENTION G U I D E L I N E S
FOR

PROCESS CONTRO L EQUIPMENT

BY
THOMAS M. R I L E Y

O I L  INSURANCE A S S O C I A T I O N
CHICAGO , I L L I N O I S
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LOSS P R E V E N T I O N  G U I D E L I N E S  F OR P R O C E S S  CONTRO L

I.  What is the OIA ?

A. The Oi l Insurance Association or O IA is technica ll y an insurance poo l
in which some L+O odd different fire insurance companies have poo l ed
their underwriting resources , thereb y, providing capacity for large
amounts of insurance in a sin g le policy contract.

B. Among our coverages are Property Damage , Business Interruption and
Extra Expense. Among the perils are Fire , (including Inherent Explos i on),
Lightning, Extended Coverage , Vandalism and Malicious Misch ief , Sprinkler
Leakage and Pressure Rupture.

C. Our Association was formed in 1918 to serv i ce the petroleum industry.
Basically, we insure refineries and related process ’ , gasoline p lants ,
oil and gas p pe line s , and petrochemical plants for the production of
anii’~onia , fertilizer , synthetic rubbers , plast i cs , and base materials
for synthetic fibers.

II . The Function of Insurance Loss Prevention is to:

A. Eliminate the sources .

B. Confine the loss to g iven area if they cannot be eliminated .

C. Or f inall y, give a loss occurrence a path of least destruction if the
loss cannot be confined .

I I t .  Contro l Instrumentation in process areas must remain substantiall y intact for
a system to be controlled . Severa l of the newer processes depend on more critical
control to remain within safe ope rating lim i t s .  In addition , many processes
cannot safely have a crash shutdown and must be broug ht down in an orderly
manner , some times involving many hours. All these reasons point towards
g iving the bes t protection possible to process control systems .

A. The contro l or data centers are the foca l point of the contro l network .
First of all , can the process be con t rolled from elsewhere? Is the process simp ltc
enough to contro l from scattered locations? Or is the process stable enoug h
to not need constant control adjustments? The con troi centers for wh ich
guide lines are put forth are those in which ‘No” is the answer for the
above questions or where there is a large concentration of value such as a
location in which process or data computers are present.

1. Some possible but typical events are:

a. A fire in an adjacent bui l ding, process unit , or tank with heat
radiating against the cenn~r and smoke obscuring the scene. The
fi re bri gade and/or the fire department come and deluge the fire
and your center with water , foa m , powder or whatever.

,‘-~ , -~Lc I,fl L~4~~
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b .  There is an explosion somewhere in the plant that hurls a chunk
of stee l 8” thick by 6’ by 3 ’  in to  your computer cen te r .

c. The computer center is downwind of the large spill or rupture
with flani’nable vapors or gasses blowing about the center.

d. A pape r , elec tr ica l i n su la t io n , or e l e c t r i c a l  f i r e  is burn ing
w i t h i n  the center itself.

(Now these may sound far  fe tched and improb able but they have occurred .
Th ey no t on l y occu r , but in the handling of flammable and explos i ve
products , they happen with a certain amount of regularity.)

2. One of the best ways to minimize the hazard to the control center
would be to give adequate distance between this and any other structure.

a. The intensity of radiant heat is proportional to the inverse of
the squa re of the distance . In other words , i f  you double the
dista nce , you would have one fourth the exposure .

b. Not only is the contro l center e> posed to nearby sources of fire ,
it can also act as an ignition scurce for any flammable vapors
because of the ordinary electrica l equi pment that wou ld be found
in the contro l center.

c. Adequate spacing tends to protect against fires in adjacent areas and
g iv es clouds of flammable vapors time to dissipate before coming into
contact with the I mmediate area of the control center.

d. The minimum O IA guidelines are 10’ between contro l rooms , 50’ from
other bui l d i n g s  with ordinary combustible contents , and 100 ’ from
pro cess vessels , heat ers , hot oil pumps , bo i l e rs , cooling tower ,
fractionating equi pment , and reactors (hig h hazard reactors should
hav e an added barricade to deflect a shock wave from a possible
blast). There should be a spacing of 200 ’ from load ing racks , and
al l  tanks except product storage tanks which should be 250 ’ from
the contro l center. Blowdown drums , flare stacks and the main gas
contro l valve should be between 200 and 500 ’ from the control center

3. In the construction of a contro l center bu i l d i n g :

a. Con tro l rooms should generall y be of fire resistive construct i on ,
capable of withstandin g a minimum overpressure of 3.0 psi at a
distance of 100 1 . Monolithic walls or those having a hi g h degree of
elasticity are most des i rable. Types of wall construction h aving
this proper ty include , reinforced concrete and structural steel.
Where proper ly des i gned , reinforced concrete for walls and roof w i l l
deflect the shock wave under the influence of overpressure and
resist very high loads with li ght to moderate damage. (Reinforced
masonry, 11+” bri ck or block walls are alternatives in descending
order of des i r a b i l i t y . )  Least des i rable and not recommended are

. -~~~-*-_----- ,-~~~~~~~~ -~~~ ~~~--- .-_ -- .~~~~~~ ----~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ----~~~~~~~~ - - ~~ --~~~~~~~~~~ - -
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the 12” b r i c k  and ho l low block w a l l s  (HCB) . These have l i t t l e
lateral resistance , and when subjected to explos i ve forces , can
fragment to create many sm a ll pr o j e c t i l e s  which could cause
further damage. These later men tioned walls w i l l  not afford
3.0 psi overpressure resis tivity. The heavy construction of the
room o f f e r s :  P ro tec t i on  a g a i n s t  shrapnel  and e x p l o s i o n ,
insulation against the effects of heat , isolation against water
or l i q u i d  entry into the control center.

b. The roof or floor above the computer room should be water t g ht
s l a b .  Th is  s lab  should be sealed to the walls to prevent water
f r om e n t e r i ng  from the area above. Like the walls , this should
be ab le  to resist a blast or the collapse of upper stories .

c. The sub-floo r space under raised floors should be adequatel y
drained to prevent water from collecting. Water should not be
allowed to collect or enter the EDP (Electronic Data Proce~sing)
room , for moisture can damage electrical wiring, instruments , and
other equi pment.

d. There should be at least two doors entering from the two directions
of least likely hazard. These doors should be 3 hour self closing,
UL- listed fire doors . All door openings into the cont ro l or computer
room shou ld  be properl y curbed so as to positively prevent w a t e r  or
any other li quids from entering the computer room throug h these
open i ngs .

e . Althoug h windows are nice from an esthetic point of view to be able
to look out on your process area , they are not des i rable from a
fire hazard viewpoint. Windows , even with the g lass in them , allo w s
radiant heat to pass easil y throug h and into your control room .
This is neither good for the men nor the equi pment inside. Thermo-
shock or the intense heat can shatter or melt out the panes of g lass ,
allowing heat directl y into the control room . Should there be an
exp los ion , regu lar  or even wired g lass can be sent fl y ing throug h-
out the contro l room . If you must have windows , th ey should be
small and of the type of glass that wi l l  pul~’erize rather than break
into shrapnel. Under no circumstances should the windows be
d i r e c t l y  above the location where the operator would normally stand
while working at either the control panel or the computer console.

f. The i n t e r i o r  f i n i s h  on the walls , drop ceilings , if any , and the r a i s e d
floo r should be of non-combustible construct i on . If wood is used i t
should have an Underwriter ’s Laboratories listed fire retardant
treatment wi th a flame spread of less than 25.

Li .  P o s i t i v e  v e n t i l a t i o n  should be p resen t  for contro l  rooms below the m in imum 4

spac ing g u i d e l i n e s  recommended by the O I A . This ventilation should be
maintained under a positive pressure of 0.2 inches of water. Suct ion
for this pressure should be taken b y an explosion prcol  (Class 1 , Divi-
sion 1 , g roup depend ing  on occupancy and atmosp here) fan a s s e m b l y  t h ru
a stack well above the roof , The air should come from an area which is
f ree of po t e n t i a l  f lammable  vapors .  

, -
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5. By the i r  n a t u r e , computer cont ro l  equi pment should be kept in a
purified , coo l atmosp here . The air conditioning system should
ta ke i t s  suc t ion  above the f loor , rather than near ground level
if any f lammable vapors in the area are denser than air. I f  vapors are
l i g hter than a i r , s u c t ion should come from l ower on the wall. A
s l i ght p o s i t i v e  pressure is exer ted  by this air conditioning system.
The computer area , inc lud ing  e l e c t r i c  equi pment and record storage
f a c i l i t i e s , should be p rov ided  w i t h  a complete l y sepa rate and
independent l y powered a i r  c o n d i t i o n i n g  sys tem . The duct sys tem
should be independent of a l l  o ther  duct systems in the building.
Duct systems serving other rooms of the general  computer office
area should have suitable f u s i b l e - l i n k  dampers at their po i nt of
entry into the computer area . A i r  f i l t e r s  of such a i r  cond i t i on ing
systems sha l l  be of a non-combust ib le  type . A ppro ved products of
combustion and heat detection systems should be installed in the
duct systems to actuate visible as well as audible alarms and auto-
matically shut down the air conditioning equi pment in the event of
the occurrence of smoke , abnorma l heat , or fire .

6. Sensing elements should be provided to audibl y alert operating
personnel when the p o s i t i v e  pressure falls to 502~ of norma l or
recommended l e v e l s .  A l a r m  and subsequent shutdowns of v e n t i l a t i o n
should occur when incoming a i r  reaches r e s p e c t iv e l y ,  25~ and 75s of
LEL or the Low Exp los i on  L i m i t .  Sens i ng  e lements  on LEL f l ammab le
or e x p l o s i v e  l i m i t s  should be prov ided w i t h i n  the contro l room and
away from the “~ake up air vents to detect and warm of the presense
of f lammable or explos i ve vapors .

7 . For f i r e  pro tec t ion  w i t h i n  a computer data/control center:

a.  A to ta l  f lood ing f i x e d  HALON sys tem , w i t h  halogeneted hy drocarbon
extinguishing agent , should be considered . Activation of this
system should have both a manua l t r i gger an d an automat ic  t r i g g e r
based on by-products of combust ion detectors located on the ceiling
and under the f loo r where much of the e l e c t r i c a l conduit  is  located
HALON 1301 , wh ich  has been c l a s s i f i e d  in group 6 (the least
toxic group ing and meaning that tes t  a n i m a l s  can be exposed to a
2O~ concent ra t ion  by vo lume for 2 hours w i t hou t  i n ju ry )  should a l so
be applied to these underf loo r cable areas. Experimentall y it has
been shown that L+—8?~ concen t ra t ion g ives an adequate leve l for
ex t ingu ishment .  Total  f lood ing  H~ilon equ ipment s hould not be
sto red in areas where the ambi ent  temperature is ever likely to
exceed the range from ~+OF to 120F .

G e n e r a l l y ,  t hese Halon sys tems are i n d i v i d u a l l y  desi gned , an d s i nce
t hey are a r e l a t i v e ly new extinguishing approach , few further
specific guidelines are availab l e at this ti mL other than the fact
that the ventilation system should continue to operate for about
10 seconds after actuation of the system. The doors , window s ,
and ventilation system should then be kept closed until the fire arc
has coo led down and w i l l  not re- i gnite. Manufacturer ’ s data on
sy stems are a v a i l a b l e  and should be examined . Reference t o  NFPA -

12A , Halogenated E x t i n g u i s h i n g  Systems i s  sugges ted .  Corros ion by 
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Halogenated agents has been explored and found to have minima l
e f f e c t s .  C o r r o s i v e  by- p roduc ts  are only present  when there is
prolonged exposure to intens e heat. Computer installations
often require a tape librar y which contains data and program
s to rage .  Depending on the size of ~he tape storage area fire
alarm and/o r a total floodin g extinguishing systems should be
prov ided .  The p l a s t i c s  used in tapes , ree ls , conta iners , a n d
shields , often have flash points as low as SOOF and there fo re ,
present  a hazardous f i r e  p o t e n t ia l .  Be t te r  f i r e  r e s i s t i v e
p l a s t i c s  are being developed and should be specified for use
in EDP installations whenever possible.

b. For f i r s t  a i d  p ro tec t i on , it is recommended that 2-1 5 lb. CO 2fire extinguishers be provided with one kept at each door.
“Ordinary ” dry chemical extin guishers are not recommended because
D.C . fire extinguishers are not meant to handle Class A deep
seated fires such as paper or wood. An ABC powder which can
handle a l l  but metal fires leaves a stick y res idu l e which would
have to be cleaned from each electrical contact within a computer
or control panel

8. For the e l e c t r i c a l system w i t h i n  the cont ro l room , the powe r supp l y for
the computer equipment should be completely separate from the air-
conditioning system and should be de-ener ciized by a separate emergency
“power-of f ”  control or master shutdown switch . Such push-button controls
should be placed in a convenien t location preferably near the operating
console and/or next to the main exit doors. It is recommended that
auxi l i a r y  emergency cont ro ls (g ias s enclosed) be provided in duplicate
outside the air conditioned computer room , to permit shutdown or either
the ventilator units or the computer systems from a remote point.
Protection against lig htning and line surges should be provided as well
as battery operated emergency li ghting units.

Wiring throug hout the computer room , including that beneath the floor ,
should be in accordance with the Nationa l Electrical Code. Power and
s i gnal cables should be fitted with water ti g ht receptacles and should
be well separated for ease of access and replacement. No special fire
protection is required where such cables are separated by non-combustible
barriers or metal raceways . A l l  w i r i n g  and component p lastic parts
comprising the construction and assembly of the various units of the
computer equipment and data proc essing system should be of a thermally
stable composition to meet the norma l operating temperatures of the
var ious un i ts  and he f lame re ta rdan t .  W i r e  and cable insu l a t i on  should
be self-extinguishing, especiall y when massed wiring confi gur ations can
generate enoug h heat to cause i gnition and propagate combustion .

9. Housekeeping within the contro l room :

a. Combustibles such as rags , charts , articles of clothing, boxes ,
storage of samp les , et c . should be kept away from control panels
and r. ri ~ol t--

b. Consid eration should be g iven to storing vital stocks o~ standh~
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recor ds and master da ta  media (including p lastic or metal base
e lec t ron i c  and e le c t r o st a J c  tapes , memory  drum s , memory core s ,
etc.) in a separate roo~i employed onl y for t h i s  purpose and s u i t -
abl y guarded with automatic fire protection . Water ti ght , fir e
resistant , heat insulated , non—combustible containers , and cabinets
shou ld  be cons ide red . Where s p r i n d e r ~ are use d , t hey should be
equ i pped w i t h  w a t e r - f l o w  a la rms  to a continuously attended loca-
tion with i n the plant.

c. Current records to be handled in the computer room should be kept
to a m inimum and in q u a n t i t y  to meet onl y the d a i l y o p e r a t i n g  needs .
Commonly encountered pape r records , vin it t e n  programs , punch cards ,
carbons , spent forms and other unwanted stationery and other -vjaste
combus t i b l e  m a t e r i a l  should not be perm itted to accumulate in the
compute r and record s torage rooms . Proper f a c i l i t i e s  for t h e i r
storage elsewhere or their disposal should be provided on a dail y
b a s i s .

B. Instruments in process areas are the eyes and ears of the p lant. Sate a~— d
accurate operation of modern refinery un i ts depends , in a large measure ,
upon prope r instrumentation . Each process should be anal yzed for suitable
instruments , alarms , and con t ro ls  for emergency c o n d i t i o n s , as we l l  as for
startup, shutdown , and norma l operation . Equipment for au tomat ic  s t a r t u p
or shutdown sequences should be carefully revie ~-je d.

1. Of particular importance is the effect of powe r failure. Aux il iary
automatic equipment should be provided to enable an orderly shutdo c --
( f  necessary )  in case of the l o s s  of pow er .  Th is  would inc lude
standb y or a u x i l i a r y  s u p p l i e s  of e s s e n t i a l  u t i l i t i e s , such as electr i cal
and ins t rument  air supp l i es . Con t ro ls should be p rovided to minimize
shutdowns on momentary powe r interruptions .

2. A l l  ins t ruments  should f a i l  safe . That is , inst rument  f a i l u r e  should

cause controlled equi pm~~
T’
~~o automatically remain in position , open ,

c los e , s t a r t , s top ,  or d o whatever  has been p rede te rm ined  as necessa ry
to continue safe unit ope rat ion . Particular care rust be taken to
insure  tha t  shou ld  any group of instruments fail , they w i l l  as a group
fail safe~ It is possible For i n st r u me n ts  to i n d i v i d u a l l y  f a i l  sa fe
w h i l e  as a group fail in an unst ab le and dangerous manner.

3. Avoid the use of instruments in dual or multi ple service if operator
con fus ion  can cause unsafe  c o n d i t i o n s .  ln any case , sepa rate i n d i ca t o r
must be u se d for each specific clar m point.

Li. Process contro l i n s t r u m e n t s  of c r i t i c e l  loops should be arranged so tha
a specific deviation from set p oin t , w i l l  activate a visual alarm
(p re fe rab l y a f l a s h i n g  l i ght ) .  Fu r the r  d e v i a t i o n  w i l l  r e s u l t  in an
audible alarm . S t i l l  further d e v i n t i o n  from this poin t should result
in the ac tua t i on  of an a u t u l a t c shu tdown p rocedu re .

5. Visual sequence annunciators or print -ou t devices should be e-- ’p loved ~-~be~
it is necessary to determ ine the prop er  sequence of failures 01 r e l a t e’ i
equipment.



F-,-. —-.-.---— —--

~

--—--- , —

~~~~~

--.

~~~~~~~ 

- -

~ 

- -- . -,

~

—.--

~~~~

-

~

---— ..--

~ 

__
_~~~,.— -——----- —~~~~~~~—---- -- —----- -- -.---—-- — -

~ 
- --

-2 69-.

6. Ir , .~trumen ts must be made of ma te r i a l s  suitable for the service , parti-
cular ly when subjected to corrosive , eros i ve , or hi g h temperature
cond 3 t ions .

7. Genera l l y ,  instruments shou ld be located so that they can be operated
and serv iced from grade or a convenient p lat form- -not f rom ladders
or scaffolds.

8. Instruments should be calibr ated or checked at regular i n t e r va l s .
Secondary cross-checking instruments shou ld be available for use.
Regular  i n t e r v a l s  or instrument checks may coin cide with the process
unit turnaround.

9. Alarms and shutdowns should be capable of bein g checked while on stream
w i t ho u t  the actual upsettin g or the shu t t i ng  down of a p rocess .

10. Hydrocarbons or other flammable toxic fluids or vapors should not be
p iped into contro l rooms for ins t rumentat ion.  I n g e n e r a l , pneuma t ic
or electrical si gnals should be used . There should be no common
flammable vapor and pneumatic con tro l lines . Check va l ves are an
i nsu f f i c ien t safe guard to prevent a back up of f lammable vapors into the I
pneumatic control lines . W i t h  a blast resistant control house , should
the flammable vapors vent into the structure , the entire building could
be just  one large bomb. Tub ing bundles , instrument ducts , and condui t
must be equipped w i th vapor sea ls  and vents to prevent process area
vapors from entering contro l rooms and instrumen t cases . Data l inks
or instrument cables should be suitably protected from fire exposure by
running these leads in fire resistive cable trays .

11 . Pneumatic instrumentation should be provided with an au x i l i a r y  a i r
supply in the event of a fire or another emergency situation that
destroys the primary source of air.

12. Outside process instruments should not be enclosed in combustible
i ns t rument  hous ing.

13 . Panel boards in control rooms should generally use hi gh density
instruments in order that space may be conserved on the panel.
Panel boards should be des i gned to disp lay all the pertinent infor-
mation necessary to control and monitor the process. Instruments ,
alarms , flow diagrams , etc . should be well laid out in order that a
process may be easil y fo llowed . Control loop indicators should be
log i c a l l y  arranged to bes t accomplish this objective .

C. Computer Contro l in process a reas is the heart.

1 . First direct di g ital control:

Because the di g ita l computer has direct control ove r process co n tro l
loops with no operator action necessary, the first recommendation for
a proposed di g i t al  machine would be to obtain a system which w i l l  afford
a great deal of r e l i a b i l i t y . Properl y des i gned systems w i l l  achieve
adequate process contro l and/or optimization with a small amount of
operator  s u p e r v i s i o n .
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a. Primary cons i deration should be g iv e , to the p r o v i s i o n  for di g i ta l
computer backup ( i . e . ,  a spare computer which could back up the m ain
on-line computer) . The need for such a device becomes more i mpor-
tari t when one considers the fact that loss of the master may cause
the process to continue uncontrolled (unless hardware and manual
backup is provided). The spare “slave ’’ is further justified b y the
fact that it can perform business , scientific , or report generating
operations when it is not on-line to the process. If such a slave
is provided , it is an extremely important recommendation that the
mast- e r , via data links , contir- r uous ly up date the memory in the slave
f0r set point changes , abnorma ’ process deviations , and other perti nent
in formation so that transfer of control from master to slave is
nearly inst antaneous .

b. Manua l and hardware backup devices should be provided on criti c a l
process loops in a DDC installat i on. For critica l loops , an
“inline ” system can be set up, showing the value of the measured
variable , with a manual , “raise-lower ’’ valve contro l on the same
display. This in— l i n e  arrangemen t would not operate in this case
until called on to do so, as in an emergency s i t u a t i o n .  D e v i a t i o n
type indicators can be used on the measured variable disp lay ,

4 whereb y value si gnals are set up on potentiometers and backed off
against the measured variable si gnals. These critical hardware
backup devices should be con tinuously brought up to date auto-
maticall y by the master computer.

c. All electronic cabling (analogous to pneumatic cabling for analog
controllers in conventional control and supervisory computer control)
should be installed not onl y in fireproof ed cable trays which protect
against excessive heat , moisture , and mechanical damage , but also
in such a manner as to avoid coup ling with sources of hi gh intensity
electrica l transients. The noise or interference si gnals which can
be 7icked up from these sourco~c can cause erratic process control.
in order to reduce the hi gh intensity electrical static , int erc ab l i ng
practices (putting cables of s i m i l a r  curren t and field generation
together) should be grouped in the following categories .

1. powe r wiring
2. contro l and intersystem e ir i n g
3. d i g ital inputs
4. analog data wiring
5. d i g ital outputs

Major wiring di a~ rams should he review ed prior to installation .
Group ing the cables in like categori es w i l l  tend to avoid inter -

ference problems . Reduction oF this nteri erence w i l l  re sult in
more efficient and safer process control

d . Grounding of individual electrical equ i p ie n t is ofter , perfor me d
However , in DDC it is necessary to ground all equi pment at one
point. Multiple grounds w i l l  introduce undes i rable ground loops
because the indivi d u a l  g r o u n d  lo - -jp3 are not at  the same p~~~r - n t i a l .
T he-~~ m u l t i p le grounds w i l l  cau~~c i n c or r e c t  d a t a  inpu t s in nals and
re tu rn  o u t p u t s .  ~~~~ eff e ctiv e a d  s a f e  c e n t ra l , t h e s e  i n c w  r e - c t

ak should be c i  mina l , rJ .  Cr - u n d i n q  of ~ i ;iiul and pe --- .~ r 1 . -ad ,,

____________________________
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e l e c t r o n i c  s h i e l d i n g ,  and m i s c e l l a n e o u s  e l e c t r i c a l equ i pment
grounding procedures should be developed w i t h  the I nsu red  p r io r
to installation . Sp c ciiicail y, si gna l and power leads should be
grounded at the source onl y, shields must be grounded close t o  t h :
source , and if electrical equi pment is grounded to main site ground
or the “t ree ” s ys tem , gr ound w i r e s  should be at  l eas t  No. AUG 0000 ,
or a copper bus with a 1 square inch cross sectional area .

e. While DDC could control a process as programmed without reo ular
operator intervention , communication devices (typewriters , CRT
display, analog display, tape , etc.) should be provided tc inform

the operator at periodic intervals as to the status of the overall
process.  T h i s  p e r i o d i c  l i s t i n g  shou ld  be a summary report of the
previous operat ing period and should include any unusual process
f l u c t ua t i ons  wh ich  may be t he i n i t i a t i n g  of t rends .  T h i s  would
enable an operator to detect such trends and ma ke preparation for
cor rec t i ve  ac t i on  p r io r  to any upse t .

f. It is imperative that a p reven ta t i ve  maintenance program be i n i t i a t e d
to per iod ica l l y inspect the e n t i r e  DOC sys tem insu r ing  that
equi pment fai lures are kept to a m m imum. The current rel iabi 1 i
of DDC sys tems demands that such a program be f o l l o w e d .

g . An auxil iary powe r suppl y should d e f i n i t e l y be p rov ided  in event of
power failure. Generators should be capable of producing sufficient
e l e c t r i c a l  powe r to run the DDC system long enoug h to effect total
or de r l y  p lan t  shutdown . B a t t e r y  banks could a l s o  be cons ide red  a - ~
a source of much needed electrical power. Emergency power should
also be prov i ded for control center air condit ion i ng , fire protection
system , etc. Battery powered emergency li ghts should also be
installed . One possibili ty, a separate gas turbine generator. for
i ns tance , could be considered for the installation.

2. Second supervisor control :

As s ta ted  p r e v i o u s l y ,  superv isory  control  u t i l i z e s  convent iona l anal~~q
controllers so there is no need for hardware backup devices or a s~~ re
computer to go on s t ream i n event t hat the master supervisory unit t a i l s .

a. In event of any computer failure , control instruments should b~. selec-
tively wired so that they wi l l  take over instantaneousl y fr or’ the
computer. This should app l y to closed or open loop computer control.
In event of computer programming error , where cont ro l  is  s t i l l  in
effect (though incorrect process changes are made) the operator
should have the op t i on  of t a k i n g  over control  f ro m the comput~- r .

b. The p r e v e n t a t i v e  maintenance progra m desc r i bed  above for DDC i s
l i k e w i s e  a p p l i c a b l e -  here , e l a b o r a t e d  as f o l l ows :

aa . Since computer or opera to r  co n t ro l  of plant process ’ can on ly
be ef fe ctive when c o r r e c t  readings are produced by s e n s i n g ,
m e a s u r i ng or recording instru me nts and there - is the correct
r€s pon se  by c o n t r o l l i n g  equ i pment , i t  i s  , — s c n t i a l  tha t a

__________
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d e t a i l e d , s y s t e m a t i c  program of t e s t i n g  and maintenance be
fo l lowed for a l l  these devices .

bb. Computer cabinet and circuit layout des i gn should permit
rapid and convenient trouble-shooting and maintenance in event
of computer failure . Maintenance of the computer is consid-
erably more important than any additiona l expense incurred to
provide adequate space requirements needed for convenient ma int enanc~ .

cc . In process ’ that are particularl y hazardous and could be a threat
to the safety of the plant and its personnel , the sens i ng a n d
measur ing  dev i ces used in process contro l should be dup l i ca ted
so that any partial ma l function of one wi l l  not permit a danger-
ous condition to go undetected. Valves or other contro l devices
should be arranged to fail in a safe position . All instrumen-
tation should be located so that inspection and maintenance
of the devices are safe ly and read i l y ahc ieved .

dd. Since most leased electronic computers require a period of scheduled
preventive maintenance , equi pment of this type which is purchased
outri ght should also receive the same type of preventive mainter i-
ance either by the manufacturer or p ersonnel tra i ned by the
manufacturer .

IV . In Conclusion:

The centra l  contro l room is an integral part of all modern plants . The group ing
of recording and con t ro l l i ng  instruments f a c i l i t a t e s  the work of operator and
concentrates responsibility for the operation of the p lan t .  A l thoug h the
f i r s t  cost is hig h , i t may reduce the number of operators required to man the
plant and provides an appreciable saving in operating cost. In d e a l i n g  w i t h
emergency shutdowns , such as those a r i s i n g  f rom exp los ions  and f i r e s , the fac i l -
i t y  af forded by centralized contro l is vital. Centralized control is especiall y
important for controlling a s p e c i f i c  un i t  or chains of units. A centra l con t ro l
cente r employ ing convent ional  c o n t r o l l e r s  i s  not recommended for contro l  of an
entire large non-integ rated plant for the obvious reason that if a fire or
ex p l o s i o n  in the one contro l room occurs , it w i l l  adversely affect process contro l
in the entire p lant. We recommend for conventional process contro l houses , that
the Q IA spacing guidelines be strictly followed .

Plants on supervisory (with or without optimization control) or direct d i g ital
control should have data centers well spaced from the nearest process unit.
100 feet  is the m i n i m u m  a l l owab le  spac i ng  for such a data center.  Computers
shou ld  not be i n s t a l l e d  in convent iona l  control houses because of differences
in construction of the structures .
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APPLICATION AND FUNC T I O~~- I “~tST OF’ SELF-CHECKING PR0GRA!~S;THEIR INFLUENCE ON THE FAILURE PROBABILITY OF COMPUTERIZED
SAFETY SYSTEMS

by

H. Schiiller
Laboratoriuni fur Reaktorregel uny und Anlagensicherung

Technische Universitat Munchen

ABSTRACT

Computer-self-monitoring programs turn out to be appropriate

to ensure the indispensable reliability of computerb.ed safet\-

systems . A practical test of a realized program sys tem showed
that every dangerous component fault can be detected an .; made

fail-safe . Thus the reliabili ty as well as the availabilitn’
of a computerized system may increase about several nla~ ni-

tudes . The influence of the tested fault detection time on

the failure probability of a 2-out-of-3 reac tor protection

system in case of a shut down is shown and discussed. Furthcr-

more , the limitation of the achievable reliabil ity by the

comp leteness of the test programs - i.e. the portion of the

recognized from all possible faults - is exp lained in detail.

1. INTR ODU CTION

The possible failure effects caused by a component fault in

the cen tral unit of a process computer depends in most cases

no t only on the type of the fault but also on its entry moment.

According to the momentary program state , the component fault

may have very differen t effects on the computer control’ed

process. There may occur dangerous or harmless effec ts ~r

no effects at all. Withou t taking special precautions it is

there fore normally impossible to predict the special accompanied

faul ty action , This means that we must assume , for the presen t ,

the possibility of dangerous effect s from e— ich con1pone~it ~au1t ,

if we delegat e such important h fsks as reactor protection Nm

a process computec /1/ .

L ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -—-~~~~~~~~~~~~~~~~~ -~~~~~~~~~~~~~~~~~~~~-_~~~~. -~~~~~
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The concerted acting of two measures , however , enables us to
detect  every dangerous component fault and make it fai l -safe:

1
st 

the dynamic lay out of the computer outputs by using
supervision units /2/,

nd2 using computer self-checking programs / 3/ .

The pulse supervision units ensure that their sa fe ty  technical

measures will be initiated as soon as the supervised pulses
change their frequency more than an allowed bandwidth . The

task of the computer self-checking programs is to cause such
a frequency change , if a computer fault had occured , for
examp le by cutting off all further output pulses / 3/ .

2. USED TEST PROGRAMS

In /3/  some methods and tes t pr ograms for computer self-checking
have been suggested to detect failures of the central unit

within a short time . The realization of these ideas led to a

test program system consisting of the following single

programs :

15t Special function test programs

a) instruction test program

b) core store function test pr- gram

c) input/output function test program

2’~ Global supervision programs

a) core store constant data test routine

b) program flow monitoring routine

These programs are running partly in a fixed cycle in the fore-

ground (instruction test; i/o-function test part 1: electronic;

program flow monitoring) and partly in the background (i/o-

function test part 2: relays ; core store tests) within the

free cpu- time . It is planned to use this test program system

at the reactor safety and the control rod computers of the

nuclear power reactors at Brunsbuttel and Phillipsburg. So it
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will be guaranteed for these computers that component faults
are detected either within 200 msec by the foreground super-
vision programs or within 60 sec by the background supervision
programs.

3. THE INFLUENCE ON THE FAILURE PROBABILiTY OF A COMPUTERiZED
SAFETY SYSTEM

Let us first have a look at the failure probability of a
reactor protection system (2-out-of--3 valuation logic) , when
we suppose that a (dangerous) failure cannot be detected

until the next scram occurs . The mean time from failure oc-
currance until its detection is then half the mean time

between scrams (e.g. 1/2 . 100 days). The corresponding
failure probability is shown by the curve in fig . 1 /4/  de-
pending on the mean time between failures (MTBF) of a single

computer . We see that our system is too unreliable , if we do

not take special precautions for rapid failure detection .

If we ensure , however , on the one hand that componen t faults

of the single computers are recognized as quickly as possible

and on the other hand that immediately after failure detection

it is switched over to a safe situation , we are able to reduce

the failure probability of our system considerab ly /5/. Fig 2

shows the achievable failure probability for various failure

detection times. For comparison , the curve of f ig. 1 (no
special failure detection) is drawn in once more . We can see

that the above mentioned failure detection time of 200 rnsec

and of 60 sec respectively are in all cases sufficient to

ensure satisfactory reliability .

The curves for the non-availability of the system are identical

with those shown for the failure probabilities if we rep lace

the parameter “Failure Detection Time” by the parameter “Sum of

Failure Detection Time and Repair Time” . In this case

failure detection times become relatively small , leaving onl y
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the repair time responsible for the non-availability. Our

failure detection times therefore increase the availability

up to the limitation set by the time to repair .

4. THE INFLUENCE OF THE COMPLETENESS OF THE TEST PROGRAMS ON
THE MEAN FAILURE DETECTION TIME

It seems to be hardly possible to show that the computer se l f -
checking programs are really comp lete , i .e . detect every

possible dangerous failure . As the very long detection time

before the next scram sets standards for the non-detected

portions of all dangerous failures , this portion may 1im~ t

the achievable system failure probability .

Corresponding to this , a mean failure detection time can

formally be calculated if different detection times exist for

various failure modes and if the portions of these modes of

all possible failures are well known . Fig. 3 shows the curve

of this mean failure detection time as function of the portion

of the non-detected failures (failure detection time = 1/2

scram interval) . For the detected component faults a detec-

tion time should exist which is the parameter in fig . 3 for

the different curves .

We can see , that the me~.n failure detection time is limited

obviously by the actual failure detection time of the self-
checking programs. This app lies even when the latter are

absolutely complete and detect every failure . On the other

hand the portion of the non-detected failures limits our

mean failure detection time also , even when all detected

component faults are recognized very quickly.

From this we can draw ~:e following two conclusions for the

practical function test of failure detection routines :

It does not seem expedient to show by tests a b e tt e r
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portion of detected failures than is indicated by the sharp

bend of the curve corresponding to the achieved failure

detection time .

7nd A non-detec ted portion of all hardware failures limits

the positive effe m .~ts caused by the shortening of the

failure detection time on the system failure probability.

Thus a further shortening of the failure detection time

becomes pointless without enlarging the portion of the

detected failures .

5. PRACTICAL FUNCTION TEST OF THE SELF-CHECKING PROGRAMS

It had been intended to prove the functioning of the developed

computer self-checking program system by a practical test. To

do this all possible static signal faults of the central unit

of the AEG 60-10 computer have been simulated by forcing

statically 0 Volt and + 5 Volts respectively upon each single
integrated circuit output signal. This was done during the

program run on one output signal af ter the other , measuring
the failure detection time by the fall of the pulse supervision

relay.

This component fault simulation could be done in a non-destruc-

tive way , although the TTL-Chips operate above capacity when

they are forced at +5 Volts . The computer cards used for this

test therefore should not be used again in reactor safety

computers because of the possib ly shortened MTBF. The next

practical difficulty arises from the fact that the circuits

which ar e not really defective try to switch their output
signals with corresponding changes in input levels. This means

that special precautions have to be taken to ensure the forciny

of a certain static voltage even at the high frequencies of the

TTL-circuits .

Other failure modes , e.g. wiring or layout disconnect~ ons or
signal bypasa , cannot be simulated in a non destructive experi-

mental way.
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If there exists a limited system failure probability which can

be ~~l1ow ed , a definite subset of such tests will prove adequate

rel~ ability.

The practical performance of theabove mentioned failure simu-

lation at an AEG 60-10 computer has been made by the Kraftwerk

Union according to suggestions from our institute and demands

from the TUV . An experimental test like this is only practicable

for such small systems as those represented by the KWU-safety

computer. For enlarged systems other methods , such as a com-

plete simulation of the computer logic on another computer

have to be developed. In this case you can simulate any failure

modes , but a great problem is produced by the calculation t ime

needed .

6. RESULTS OF THE PRACTICAL TESTS

The performance of the practical function test of the computer

self-checking programs by component fault simulation furnished

the following results :

1st The final version of the test program system de tec ts
every simulated component fault which can have undesired

effects on the program run .

2nd About 97.57~ of the detected faults have been recognized

within 200 msec , the rest within 60 sec. The mean failure

detection time for the detected component faults therefore

will be about 850 msec.

7. CONCLUSI ONS

Without taking special precautions for fast failure detection ,

the system failure probability wi th regard to possible dan~~erou:-

component faults of computer systems is too small.

L - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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Computer self-monitoring programs - with the aid of simple

adui tional hardware supervision units - may detect every

dangerous sta tic component fault in a computer within such a

short time that the reliability as well as the availability

may be increased by several magnitudes.

The above mentioned test program system - especially if

developed further - may be of great help for fault localiza-

tion (diagnosis) and thus increase the system availability ever.

more by shortening the repair time .
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1. Aim

Many technical processes , if they are controlled incor-

rec tly or if they are not sufficiently supervised , can

dangerous for  man , equipment or products : Trains of a

railway could collide or derail if controlled ‘...‘ronglv.

nuclear power plant coul d be be perilous for human beil

if it is not switched off before critical situation s

occur ; a chemical plant or a rolling-mill could be des~
troyed if incorrect control commands are given . A

computer system controlling or supervising a dan~ erous

technical process must not give control commands ~hich

are adulterated in a dancer producing way . Even the L

of control commands could , under certain circumstances

lead to danger.
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A computer system may be considered as working satisfac-

tory

1. if the tasks it has to fulfill are defined in a

correct and complete manner ,

2. if these definitions are transformed into the logical

concept of the equipment (hardware and software) in a

correct manner ,

3. if all componen ts are dimensionally correct and if

environmental influences are taken into account ,

4. if there are no manufacturing defec ts ,

5. if the equipmen t is installed correctly at the site ,

6. as long as no component fails and as long as disturbing

environmental influences do not exceed the permissible

value ,
7. if no mistakes are made during main L 3nance

In the following we shall examine how hazardous occurences

mentioned under 6. can be avoided. We assume that the re-

quirements 1. to 5. and 7. are satisfied. Therefore , the

-
• 

fundamental problem is: How can incorrect control signals

be avoided , even if components in the computer fail or di-

turbing influences become effective .

2. Method

There are two methods with the following differentia tions:

1. There must be a very high degree of probabilitc that

the computer system will not fail for a certain period

(operational period) .

2. There mus t be a very h igh degree of probability that

component failure and disturbing influences fail on

the safe side .

2.1 Safety through reliability

The firs t method is to be used if th e controlled ~iro-

cess does not have a safe side , as is the case in

,-—----- .—•--- .—--- --- - --
~~
--- - - -- - — — . - --—.-------- -- .-.- - -- -------- - - - . -- -—-- - -
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aviation and astronautics . High reliability can be

achieved by selecting very reliable components and by

installing redundant spare units. Fig . 1 shows the
probability of survival in the case of a degree of
redundance of 1 to 10. T.is the mean time between
failures (MTBF) of the individual non-redundant unit.

We see that only during short periods the probability
of survival is sufficiently close to 1. Therefore ,
before the start of an operational period , it has to be
assured by means of a comprehensive test , that the
units work correctly and that the probability of sur-

vival still has the value 1. This approach is

sometimes termed the check-out philosophy. ~ t the end
of an operational period the probability of survival

can be lowered by only a tolerable small value , in
order that dangerous occurences during the operational

period will be almost impossible. This limits the

duration of the operational period. However , if a

continuous operation is required , each one of the
redundant units must be checked regularly with regard
to failures ; and when detected it has to be repaired
at once .

~~~~~~~~~~~~~~~~~~~~~~~~~~~
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In the following we shall particularly examine random
failures and their effects . Let us start from the
assumption that systems are free from faults when put
into operation . The faults in the computer system may

- occur in a static or transiet manner
- be single or multiple
- be dangerous or not dangerous
- be obvious or remain unnoticed

dangerous
Combination

Failure 1 2 3 4 5 6 7 1 8

stat ic 
I

transient x x x X

systematic x x x x

stochastic 
~ x x x

sing le 
~ ~ ~

multiple 
~ ~ x x

dangerous x x x 1 x x x x x Table

- — —• - — Failure

not dangerous modes

unnoticed* 
~ ~ ~ x x x

obvious*
___________ - i-~~~ -- --~~ -— --

*before us ing the failed component in a sa fe ty  o !’ r-r ;it ion 

——---- ~~~~~~~- - - -- --~~~~~ - -- - -- - -~~-_ _
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Faults occuring in a transient manner are in general
the result of faulty design (e.g. crosstalk of signals

— in the computer in the case of particular patterns)
or the result of environmental influences (temperature
variation , vibrations , stray effects , corrosion etc.).

They can , therefore , be reproduced if the adequate

limiting conditions are observed. Multiple faults

have to be taken into consideration , expecially if

they have a possible common cause (consequential faults ,

common-mode faults). But also random multip le faults

can not be excluded a priori. Like single faults they

have to be made inoffensive ; unless an adequate func-

tion of the circuit-network has made their occurance

so unlikely that they can be neglected. Table I shows

all the dangerous combinations of failure modes. In

the columns the types of failures are to be seen .

For instance the column 7 is the static multip le
failure , which becomes dangerous . It remains unnoticed

before the safety operation occurs and the cause of

this failure is stochastic. A fail-safe system had

to be constructed in a manner , that none of the 8 types

of failure has a dangerous effect on those signals

leaving the system .

4 Possibilities for fail-safe computer systems

- 

. 
4.1.  Fail-safe separate computers

Basically , it would be possible to construct a special
computer consisting of fa i l -safe circuits. Furthert::oce ,

the use of normal components is being taken into ~~~~~~
deration , hut in this case the storage , transport and
processing of information would be in coded form . Pre--

cessing and transferring the information in a coded

form wou ld demand a specia l  compu ter , bu ilt for this

purpose. The fault detecting characteristics of the

__ —- --- -. -~~~~~~~~~ - - - - - - - - - -—-----------
~~~~~~~

- -  — -~~~~~~ ---
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codes have to recognize component failures or act ive
disturbing influences , so that the faulty elements could
be switched off.

Present ly we know of no solutions for a fa i l -safe comp u-

ter for industrial applications . We shall therefore

examine the problem how to achieve a fail-safe operation

with computers which are not fail-safe . For this purpose

we shall begin wi th standard computers used for industrial
applications .

Proposal for the next chapters

4.2. One none fail-safe computer , operating in a fai l -safe
manner - description .

4.3. Fail-safe computer systems , opera ting in a valuation
logic - description .

4.4. Comparative discussion of 4.2, 4.3.

5. Details of 4.3

- The importance of single and multiple failures
- Methods to achieve a very small probability for ran dom

multiple failures
- Self-checking programs

- Systematic multip le failures
- Should be assumed, all multiple failures being dangerous?

- —---- --- —••—_ _ _ _•

~~~~~~~~~~~~~~~~~~~~~~~~~~~
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Remarks to Revision of

“METHODS TO DEVELOP SAFE COMPUTER SYSTEMS”

by

H. Trauboth

1. Approach for Revision of Paper

1.1 Rationale
o Concentrate in a systematical way on safety aspects

in all phases of development process as outlined in

version 1.

o Include “safety methods” in the design of computer

systems .

o List the important safety measures but leave an
evaluation of these measures with regard to different
safety requirements to future investigations .

o Propose project management measures for safety-

cons cious development.

o As a prerequisite , the development of a safety-

oriented system mus t follow sound design and project
management rules .

1.2 Definition of Safety

o Safety measures should ensure that any error in com-

puter hardware and/or software does not cause harmful

or unpredictable actions .

o It is assumed that errors can occur at all phases  of
the development process. (Fi g. 1).

o At each phase , the following should be checked:

a) error prevention (protection)

b) error detection
c) criticality of error

d) ac tions or consequences in case of a harmful

error (error recovery act ions)

--_~~~~ - ~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ j
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o Criticality requires determination of consequences
of an error (grades of criticality)

o Types of errors :
o Requirements errors RE

o Hardware errors HE

o Design errors HDE
o Implementation errors HOE

(physical wear)
o Software errors SE

o Design errors SDE

o Implementa t ion errors  SP E
(Program errors-bugs)

o Documentation errors DE

o Communication errors DCE

o Prin ting errors DPE
o Interface error IE

(between hardware and

software)

o Some checks may be common to all phases , ot hers a r e

unique to each phase .
o Types of tests during each phase of the development

process:

a) We test  at each phase if proper means for e r r o r

prevention , error detection , determination of cri-
ticality of error and error recovery actions have

been built into the design to be executed
(exercised) during the operational phase.

b) We test at each phase if errors in the design of

that phase have occurred. ~e determine the criti-

cality of these errors and take actions to

eliminate these errors . (During “Reviews” under

Project  manager~ent.)

1 . 3  Remarks

o Vers ion 1 together with comments by Dr . Ebrenberg er

and Mr. Tay lor are used as a basis for version 2.

- - -

~

— - ----- - .— --- ---- .~~---- --
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o Expand version 1 where necessary (e.g. project organi-

zation) and reduce it where feasible.

1.4 Summary of Commen ts

a) Comments by Dr. Ehrenberger refer to:

o Error evalua tion
o Costing of design and safety measures

o Environmental effects on design

o Design evaluation (bottlenecks in data transfers

o Change control

o Hardware testing

o Project organization (Test team)
o Maintenance

b) Comments by Mr. Taylor refer to:

o Design philosophy of safe systems

o Structuring the design
o Structure of project team

o Costing of safety measures

c) Comments during discussion refer to:
o Prevention of human errors caused by operations

personnel by organizational and procedura l means.

2. Examples of Approach - see “Software Detail Design” (of

version 1)

a. Error Prevention (SDE)

1. 2. level of structured programming
o standardized interfaces for program control

(e.g. parame ter transfer between subroutines)

o access to da ta files via file access handler

2. Unique but descrip tive naming of labels , addresses ,

variables and data fields 

~~-- _ ---—- ~~~~~~~~~~~~~ ——-———- -~~~~-- - - -~~~ -- ----- -~~~~~ - - — - -- ---rn -~~~~~~~~~~~~--~--------
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3 . Descriptive commentary to program statements
(— ~documentation)

4. Use of reference indices in documentation to ob-

tain consistency between various levels of design

(—
~ documentation)

5. Lowest level module size not more than 50

statements

6. Nesting of loops via explici t stacks .

b. Error Detect ion (SPE , HOE)

1. Check numbers for each program step (relay runner)

of program logic
2 . Check code for data access.
3. Provide range , limit and p lausibility checks
4. Check for critical timing requirements of execu-

tion of a subroutine , data transfer and data

transmission .

5. Comparison of two different arithmetic programs

for the same algorithm
6. Redundant program operations and comparison .

7. Redundant storage of data and comparison

c. Determination of Criticality of Errors (SPE , HOE)
For each of the error detection measures bl. . bk

determine the consequences and their criticality , if

no recovery action would be taken , e.g.

o no harmful ac tion
o e.g. no protocol of unimportant data is printed

or a less important subprogram is bypassed.

o harmful action (low criticality)

o e.g. monitoring of importan t temperature guages

does not take place , howeve r , it i~ knows by law

of physics that temperature cannot change
rapidly (long range effect)

o harmful action (high criticality)

o e.g. a control rod will be activated erroneously
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d. Error Recovery Actions (on detail level)

For each of the error detection measures bl. . .bk , one
or more unique or common error recovery actions are

possible , e.g.

o repetitions of erroneous operation (e.g. in trans-

mission or arithmetic error in case of sporadic

error)
o in redundant operations :

o switching off the operation which was determined

faulty by majority voting and continued operation

with reduced redundancy.
o stopping all redundant opera tions and

o continuation of operatia: with reduced capacity

(graceful  degrada tion)
o stopping comp letely all operations

o initiation of alarm message and waiting for  operator
action based on options that are printed out

o switching in back-up device

See “Functional Systems Design” (of version 1)

1. Control Strategy (Main Control)

a) Error Preven tion
o Fixed time slots and length of time allocated

to each task (fast cycles , slow cycles), i.e.

pulsed synchronous operations if possible (HE, SE)
o Task initiation by polling rather than by in-

terrupt (also for asynchronous operation) (HE , SE)
o For asynchronous opera tion , provide handshaking

con trol (HE , SE)
o Avoid long transmission lines with high data

rates. Per fo rm as much prepocessing a t da ta

source as possible (HE)

o Define functions and sub functions in such a
way that

o each func~~ion has its own files

_______
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o data traffic between functions is a minimum
(weak coup ling between functions)

o major functions are on separate hardware de-

vices , e.g. data acquisition and preprocessin :-

(limit checking, plausibility checking)

o Separate clearly between data flow and control

f low
o Use pulsed hardware un its
o In decentralized sys tems , give each major s ub-

system the capability to take over a minimuc.

of overall control in case of failure in con-

trolling subsystem . Assign one subsystem as

the main controller .

o Provide separate hardware lines and hardware

check units for checking basic functions of

peripheral devices , e.g. power supply.

o Use hardware “coordinator” for synchronization
of data transfer between processors in multi-

computer sys tems (see Wobig)

b) Error Detection

o Provide checks for proper time allocation and

length of operation of tasks in design (HE , SE)

o Provide pulse-rate detectors .

o Provide special software functions on

o hardware error detection ( test  programs)
o error recovery ,

o software error messages and protocol.

o Provide redundant units and voters .

o Provide back-up units , files and pro~’rams .

c) Determinationsof Criticality of Errors

In Re lation to b. determine consequences of errors -

e.g.

o for each task determine cr i ticalit y of tine loss .
e .g. fast changing pressure mea :;urement in

_ _  -- ~~- -—-— : -
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dangerous pipe must be processed in time while
slow changing environmental temperature may be
shipped from time to time .

d) Error Recovery Actions (on functional level)

see d) of “Software Detail Design ”

[
Requirements 

1

a) error prevention (protection)

* - __~..__—b) error detection

~~~~~~~~~~~~c) criticality determination

d) error recovery actions

~~~~~~~~~~~~~d)

I

Final System
j

FIGURE 1

ERRO R CHEC KS DURING DEVELO PMENT PROCESS OF COMPUTER SYS T EN

1 
~~~~~~~~~~~~~~~ 
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COMPUTER SAFETY AN D SECU RITY

BACK TO BASICS

by

J. R. Ellison

The Na tiona l Compu ting Centre
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U.K.

Presented to:
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1. Introduction

This paper has been produced in response to a request from the
European Purdue Workshop , Technical Committee on Safety and
Security , made during its meeting of 13th March 1975 in Zurich ,
Switzerland.

As its title suggests , the paper returns to a fundamental treat-
ment of the terms SAFETY and SECURITY in computer-based systems .
It then postulates that a structured approach to the two sub-
ject areas offers considerable advantages , both with regard to
a rigorous treatment of the problems , and to a clear under-
standing of possible methodologies for their solution .

Although it is intended to provide a general approach to the
safety and security of any computer-based system , the paper
will also emphasize the real-time computing aspects , which are
the concern of the Technical Committee on Safety and Security .

2. Background

Surprisingly , the existing literature on the safety and security
of computer-based systems seldom contains definitions of the
scope of the two subject areas and their interrelation .

As a result, a structured approach to the precise topics con-
tained within each subject area , is poorly presented in most
cases.

This is a serious omission which , apart from making much of the
literature difficult to understand , has tended to result in a
somewhat confused approach to problem identification and solu-
tion . We are now in a situation where the absence of a
fundamental approach is hindering further progress.

To take but one example as an illustration , the term SECURITY
is often misinterpreted as only relating to the provision of
protection against deliberate threats , such as those posed by
outsiders with some kind of malicious intent. This narrow
concept treats the terms SECURITY and PHYSICAL PROTECTION as
synonymous . It is a false interpretation , since PHYSICAL
PROTECTION is only one aspect of SECURITY , and it leads to the
danger of accidentally omitting a large part of the subject
from consideration .

Accordingly, this paper will present a concept of SECURITY
which is much broader in scope than mere physical protection .
For example , the real possibility of accidental occurrences
threatening the security of a system will also be covered.

This broader concept is not new . The paper will show that it
corresponds to the common usage definition of the word SECURE .

_ _ _ _ _

~~~ fl ~~~~~~~~4$’~ .~~ 
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It also corresponds to the interpretation that is used , but
often only implied , in the existing literature on computer
security .

Such misinterpretations as this one , abound when the subjects
of SAFETY in computer-based systems are examined. This paper
tries to rectify this situation .

3. Common Usage Definitions

Before examination of the particular aspect of computer-based
systems, it is interesting to note that the Oxford Dictionary
provides the following (extracted) common English definitions :

SAFE - Affording security , not involving danger.

SECURE - Safe against attack, impregnable; reliable , certain
not to fail or give way .

From these definitions we can note that:

3.1 The definition of SAFE includes the word SECURE and
vice-versa .

3.2 The definition of SAFE includes the word DANGER , which is
not further defined.

3.3 The definition of SECURE includes reference to reliability
and avoidance of failure as well as to attack . Since
reliability is concerned with the possibility of acciden-
tal malfunction, an interpretation of SECURE which only
accepts the possibility of attack is a false one .

3.4 In practical terms , these common usage definitions leave
much to be desired. For example the use of the words
“certain not to fail” may not represent a realizable
proposition, since in many systems l0O7~ certainty wouldnot be possible.

In later sections of this paper we must take these factors
into account .

4. Existing Special Definitions

As stated previously , few definitions of SAFETY and SECURITY
have been offered in the literature .

A typical one, presented in the recent IBM publications called
“Data Security and Data Processing” ,1 was as follows :
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“SECURITY : The protection of information during collection ,
storage , processing and dissemination from accidental or un-
authorized modification , disclosure or destruction , and the
protection of the system from accidental or unauthorized modi-
fication or destruction” .

Although this is one of the better examples , it still leaves
much to be desired. For example?

What is information?
What comprises a (computer) system?
--and so on.

In the belief that no useful purpose is servedbby attempting
to derive yet another concise , precise and comprehensive defi-
nition of this kind , this paper turns to a more fundamental
approach . This will be based on a very basic definition of
terms which can be developed into a structured expansion ,
giving a clear picture of the scope of the subject areas .

Thus we will turn from an approach based on linguistics to one
based on structured relationships supported by explanation .

5. Proposed Basic Definitions

As a starting point , the following very basic definitions are
offered , with particu lar reference to computer-based systems :

SAFETY - Protection against danger to life or property .

SECURITY - Protection against attack or failure .

Deliberately, these definitions are minimal ones . At this
stage they may leave some questions unanswered. That too is
a deliberate attempt to begin at a simple level .

6. Safety and Security Compared

Using the basic definitions , the concepts of SAFETY and SECURITY
in computer-based systems can be compared at an uncomplicated
level.

Figure 1 is a diagrammatic representation of the relationship.
It postulates that , in the limited field of computing , SAFETY
becomes a subset of SECURITY relating to the protection of life
and property.

In human terms , the protection of life means the protection of
the person , either directly , by avoidance of injury or death ,
or indirec tly by the protection of human well-being, for example
by avoidance of pollution of the environment.
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Quite obviously , in many real-time systems , such as nuclear
reactor control , transport , process control and so on , safety
is a primary consideration and may be the overriding one .

Further , as the diagram implies , other aspects of the security
of computer-based systems do not relate to safety . For example ,
the protection of the financial viability of an organization
against fraud does not affect safety in the context of our
definition .

Similarly, outside the field of computing , there are many
aspects of safety which are not concerned with computer secur-
ity. In real-time computing there are a number of such examples
which need no further elaboration here .

Using these definitions of SAFETY and SECURITY , it is the pur-
pose of the remainder of LcIis paper to develop a structured
expansion related to a cause and effect examination .

7. A Structured Approach

The approach is intended to build from a simple beginning into
areas of increasing complexity and detail.

Using the principle that SAFETY is a subset of SECURITY in
computer-based systems , we will first concentrate on the struc-
ture of SECURITY and then examine the implications with regard
to SAFETY .

First we will look at the causes of breakdowns in computer-
based systems affecting their security . Second we will examine
the effects of such breakdowns .

8. Possible Causes of Breakdown iu Computer-Based Systems

This section examines the theoretical possibilities that can
cause a breakdown in computer security . Later we will examine
the practical considerations by relating the theoretical
possibilities to some actual case nistories.

8.1 Types of Threat

As defined in section 5, there are two very basic kinds
of threat to computer-based systems , which can affect
their security . These are :

ACCIDENTAL THREATS
DELIBERATE THREATS

- where the term THREAT is used to mean occurrences or
activit ies which can result in unacceptable events.
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Some examples of ACCIDENTAL THREATS are:

Fire
Flood
Human Error
Human Omission
Component Failure
etc .

Some examples of DELIBERATE THREATS are:

Arson
Theft
Fraud
Malicious Destruction
Dishonesty
etc .

Here , we should note that , whereas many ACCIDENTAL THREATS are
not posed by human action - for example “Acts of God” - all

~DELIBE&kTE THREATS contain human involvement.

However , we should also note that many ACCIDENTAL THREATS are
under human control, in the sense that they can be caused by
bad design , poor manufacture , improper ma intenance and so on .
Even the effects of natural events, or acts of God , can often
be mitigated by proper precaution. To take only one example ,
it would be foolish to site any computer below flood level near
a river.

8.2 Unacceptable Events

The two basic kinds of threats to computer security can
result in the following kinds of UNACCEPTABLE EVENTS ,
listed in increasing order of importance :

INTERRUPT ION
DISCLOSURE
CORRUPTION
REMOVAL
DESTRUCTION

Such events can either be caused ACCIDENTALLY or DELIBERATELY ,
as previously indicated.

8.3 Items at Risk

In computer-based systems , the following ITEMS are at risk
in terms of a possible breakdown in security :

HARDWARE
PROGRAMS
DATA/MED LA
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COMMUNICATIONS FACILITIES
ENVIRONMENT
ORGAN I ZAT ION
SUPPORT

It is important to define these basic words as follows :

HARDWARE - All equipment concerned with the computing capabil-
ity, but excluding communications and environmental control
equipment.

PROGRAMS - All programs required by the system , including basic
software , utility programs , applications programs , test programs
and so on.

DATA/MEDIA - All data entered into , stored , processed or output
from the system including the media on which it is contained.

COMMUNICATIONS FACILITIES - All facilities used to transmit
data, information or programs to or from the computer system ,
such as modems , telephone cables , radio links , remote terminals
and so on.

ENVIRONMENT - All items concerned with the environmental control
of the computer system , such as air conditioning , fire protec-
tion , physical access control and so on.

ORGANIZATION - The organization that is used to control the
operation of the computer system . This includes the people ,
the responsibility structure , the standard procedures and so on.

SUPPORT - All facilities that are used to support the computer
system on some form of sub-contracted basis . This could include
hardware maintenance , cleaning, contracted transportation and
so on.

Later in section 14 we will define these basic words in term s
of more precise listings .

Now, in combination with the definitions introduced in 8.1 and
8.2 previously , these ITEMS allow the possibility of 70 basic
kinds of security breakdown which we will call CAUSES . This is
elaborated in Figure 2, which shows the structure of the 70
possibilities , and in Figure 3 , which lists them .

At this stage these may be regarded as theoretically possible
CAUSES . Later we will map some actual cases on to this struc-
ture by way of an illustration .

But first let us examine the EFFECTS that these CAUSES could
have . 

--- —- —---—-—-- - —-— -- - -“-



_ _ _ _ _ _ _ _  
- - --- 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~ 
— - -------. —- -—-

~~
- - -

~~ 
— - -

~~~~~~

-307-

9.  Possible E f fe c t s  of Breakdown in Computer-Based Systems

Breakdowns2 in computer-based systems can effect their:

AVAILABILITY
INTEGRITY
CONFIDENTIALITY

Let us consider these in more detail.

9.1 Availabili ty 
‘

The use of computers has resulted in a greater concentration
of processing power and data in one machine and in one pla ce
than has existed before . Potentially , hardware reliability
and incidents such as fire or malicious damage are therefore
much more important.

Thus, in a manual system, if a few people are away ill , work
still continues , but at a reduced pace . In many computer sys-
tems , if the computer breaks down , then work stops unless and
unti l  alternative backup facilities are available , or unless
the system has been specially designed with built-in redun-
dancy .

The importance of such a breakdown in the availability of the
system will depend on the application . For example , there is
an increasing number of on-line systems in which the computer
is relied upon to control an increased level of complexity,
provide a fast response etc . Perhaps the most critical are
those which control systems concerned with nuclear reactor
control , transportation , missles , steel-making , chemical
plants and so on . In such systems , constant availability is
essential , usually because of SAFETY requirements . Hence , in
such systems great attention must be given to continued avail-
ability , for example by the use of fail-safe design methods
backed by alternative capability .

9.2 integrity

It is important that any system is designed , manufac tured and
operated as intended and that there are enough controls to
ensure that it is reasonably proof against accidental and
deliberate threats , which affect its integrity .

In comparison , a manual system which has been developed over
a number of years , usually incorporates many checks and con-
trols which are not necessarily formally documented or even
recognized . Thus there is a danger that, when such a system
is moved on to a computer , the informal controls are not
replaced by adequate formal ones. Designing a computer-based
system therefore involves a level of formalization not asso-
ciated with manual systems . 

-‘--~~~~~~—~~~~~-----—-- ~~
-- - - - - -- - - - --- ,—— --~~ —--- .-- - -—---- -— .-.~~~~ 
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In a computer-based system , it is difficult , if not impossible ,
to give complete assurance that computer programs contain no
errors or will behave as intended in all circumstances that
can arise . The more complex such programs become , the more
difficult it is to prove that they are correct. The very
thorough testing of such systems is most important ant the
employment of special programming technique s , such as struc-
tured programming, is to be encouraged.

The difficulty of testing computer systems implies that a great
responsibility is vested in the technicians i.e. the system
designers , constructors , installers , operators , maintainers ,
programmers and so on. With a manual system it is usually
possible for a manager to check for himself , the integrity of
the system . However he does not always possess the technical
knowledge to do this for a computer system - for example by
checking all of the computer programs in detail. Thus, if
security is inadequate , it is possible for programmers to
deliberately change the operation of the system from what was
intended , and to do it in a way which is difficult to detect.
There have been a number of such cases already .3

9.3 Confidentiality

The security of a computer-based system can be threatened if
information about it is released to unauthorized persons. The
items at risk have been described already in section 8.3. They
show that security can be jeopardized if confidential informa-
tion about hardware , programs , data, communications , environment ,
organization or support is accidentally or deliberately
disclosed.

For example , it is certainly true that the data in computer
systems is at risk . It is sometimes stored on media such as
magnetic tape , which is physically small compared with paper
documents carrying the same information . Therefore , it is
easier to steal and , given a moderate amount of expertise and
equipment, it may be easier to copy . Similarly , in real-time
systems the release of information about the hardware , or other
aspects of the computer system , can also jeopardize its
security or its safety .

10. The Role of People

Now that we have examined an approach to computer security based
on cause and effect , we can examine what these mean in both the
theoretical and practical senses . These will be the subject of
sections 11 and 12 , where we will examine the basic possibili-
ties and relate them to some events that have actually taken
p lace .

_ _ _  .~~ 
_  _ _ _  _ _ _ _
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But when a breakdown in security or safety does occur , it is
natural to ask the question “who is responsible?” , in order
to complete the picture of each case .

At the most simple level breaches of security can be caused by:

NATURAL EVENT S - or “Acts of God”
EMPLOYEES
NON-EMPLOYEES - or outsiders

In the special case of NATURAL EVENTS such as flood , hurricane ,
ligh tning strike and so on , these are special cases of acciden-
tal causes of breakdown .

In the cases of EMPLOYEES and NON-EMPLOYEES these persons can
responsible , either directly or indirectly, for accidental or
deliberate causes c breakdown .

Thus , in the case of accidental occurrences the breakdowns in
security or safety usually stem from errors or omissions in the
design , construction , installation , operation or maintenance of
the system . The minimization of such breakdown usually implies
adequate control of the associated personnel , plus an adequate
level of competence. We will demonstrate in section 13 that
errors and omissions are by far the most important considera-
tion in computer security .

As in the case of accidental occurrence deliberate attempts to
breach security can be caused by EMPLOYEES or NON-EMPLOYEES with
some kind of malicious intent. Whereas most of the cases that
are reported in the press dwell on the malicious intent of out-
siders , in terms of actual cases there have been relatively few .
We will demonstrate in section 13 that dishonest EMPLOYEES are
a greater threat .

11. Some Theoretical Possibilities_for Security Breakdown

With the basic structures of cause and effect , together with
an understanding of the role of people , it is now possible to
examine what the practical implications could be .

In Figure 4 some of the possibilities are examined , in order
to demonstrate that they can be related to what might occur .

The listing is not exhaustive .

12. Some Actual Cases

In a similar way we can examine some actual cases that hay
been reported by D. B . Parker in his book “Computer Abuse” .

This is done in Figure 5.

~

- - -

~
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Again , this listing is meant to be illustra tive and not
exhaustive .

13. Security Facts and Figures

Some information about the number of actual cases of breaches
of security is available and may be studied to advantage.

In the book “Computer Abuse”3 , 148 known cases are reported
and an analysis is made .

In NCC ’s repor t “Where Next for Computer Security?”2 the
following table , resulting from a survey of some 150 organiza-
tions , is reproduced. It shows the actual nature of disruption
that these organizations have experienced in order of importance.

None Some Significan t

Machine 15 121 16
Operator/Clerical error 11 132 15
Basic Software 24 123 12
App lication Software 12 132 11
Communications 57 84 7
Power/Air Conditioning 31 118 5
Fire/Flood 129 13 1
Malicious Damage 140 2 0
Theft/Fraud/Unauthorized Use 140 2 0

It is interesting to note that disruptions associated with
deliberate actions such as malicious damage , theft , fraud and
unauthorized use of the system are at the bottom of the list ,
whereas accidental occurrences are at the top .

In IBM ’x recent publications “Data Security and Data Processing’l
the following list is published in order of importance:

ERRORS AND OMISSIONS
FIRE DAMAGE
DISHONEST EMPLOYEES
WATER DAMAGE
DELIBERATE INTRUSION

Again , accidental occurrences head the list and IBM states that
these represent more than 507~ of known cases.

Deliberate intrusion represents less than 5°’/~ of known cases.

These figures in total lead to the conclusion that accidental
occurrences are the most important consideration by far , in
any study of computer security .
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14. Extending the Approach

The provision of adequate countermeasures to the 70 possible
cause~ of a security breakdown is an exercise in Risk Manage-
ment.~ Al though a full discussion of the practice of Risk
Management is outside the scope of this paper it is , in bri et ,
concerned with :

Identifying risks
Measuring risks
Coun tering risks

Obviously , in order to be able to identify risks we must be
able to identify the things that are at risk , in some detail.

This leads to an expansion of the “items at risk” described
previously in section 8.3 in order that each item of hardware ,
every program , every piece of data etc. can be identified for
a particular system .

The basic possibilities are presented in Figure 6 as extended
listings .

In a similar way, it is also possible to elaborate the special
security features that are available for each of the kinds of
item and so on.

The elegance of the structured approach should now be apparent.
That is , when describing computer security or safety , we can do
so at a very simple level , or at a level that is as complex as
we desire . But it is always done in a way that can be related
to other aspects without unnecessary complication .

15. Implications with Regard to Safety

Because the approach to security that has been given relates to
computer systems in general , it is also intended that it should
relate to real-time systems in particular .

Also , since safety is closely related to security , all of the
aspects which have been isolated in developing a structured
approach could be related to the safety of any computer-based
system , within the definition provided in section 5.

Although many of the examples of actual breakdowns in security
relate to self-s tanding data processing activities , such as
fraud , theft , arson and so on , it is not difficult to under-
stand that any one of the 70 basic causes of breakdown ,
described in section 8, could also result in a breakdown in
safety.

.

~

_ 

-
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Much work is still required to isolate the possibilities and
to suggest appropria te countermeasures .

-1
16. In Conclusion

It has been the purpose of this paper to show that a considered
approach to the security and safety of computer-based systems
is possible , and that problems and their solutions need not be
picked at random , with the obvious danger that important consi-
derations will be missed .

It is also important that attention should be given to the most
important needs in these areas first . This should be done by
an examination of case history material , together with a care-
ful prediction of future possibilities, so that the limited
amount of effort that is available can be channelled for
maximum effect, if possible without unnecessary duplication .

Thus, if we decide to examine particular problems and their
solution at the expense of others, we should at least know what
we are discarding for the time being .

A structured approach to security and safety provides such a
methodology .

Finally , the practice of Risk Management is not well-understood
in computing circles.  It should be.

- - - - -
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Accidental Interruption Hardware Wrong switch thrcMn
Prcgrams
Data
Ccxiixunications telephone cable fails
Environrr~ntOrganisation
Support

Accidental Disclosure Hardware circuit diagrams released
Programs privileged instructions released
Data output gii~ien to wrong person
Ccxrtnuriications
E~avirorsn~nt Building layout released
Organisation
Support

Accidental Corruption Hardware Incorrect nixlification
Programs “

Data Mispunching
Corrnnjnications Crossed telephone lines
EnvironnEnt Flood
Organisation
Support

Accidental R~ ix val Hardware
Programs Program erased
Data
Comm.inications Operator closes line
Environri~nt
Organisation Operator in accident
Support

Accidental Destruction Hardware C~~puter dropped
Programs Fire destroys tapes
Data “ ~‘

CcxaTurlications
Envirorsrr~nt Fire destroys system
Organisation Bankruptcy
Support

FIGURE 4

SCt€ ThEOR~~~CAL PC~SIBILITIES FOR SECURITY BREAKD(Y4’~N(ILLUSTRATIVE ONLY)
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Deliberate Interuuption Hardware Plug r~~~ved
Programs
Data Rem te sensor destroyed
Connunications Radio si~~al j an-i-red
EnvironnEnt
Organisation
Support

Deliberate Disclosure Hardware Circuit diagram stolen
Programs
Data Files sold
Ccumunications Telephone nuthers disclosed
Environnent Installation plan stolen
Organisation Security procedures given
Support

Deliberate Corruption Hardware Circuits changed
Programs Deliberate errors
Data Ma~~tet used on tape
Co~miunications
EnvironnEnt Gas introduced
Organisation Bribery of staff
Support

Deliberate Rasx,val Hardware Minicon~puter stolen
Programs Programs r~ ri~ ed
Data
Containications Facilities withdrawn
Fnvirornrent
Organisation Strike
Support Maintenance withdrawn

Deliberate Destruction Hardware Acid , banbs
Programs
Data
Cannuriications Bcxth in telephone exchange
Environnent Arson
Organisation Staff renoved
Support

FIGURE 4 (Cont.) 
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1. TEXAS 1971+

A programmer stole $5 million worth of programs he was maintaining
for his employer and attempted to sell them to a customer of his
employer.

An example of Deliberate Removal of Programs

2. WASHING~ION 1969

An unknown assailant fired two shots from a pistol at an IBM 11+01
computer in a state unemployment office.

An example of Deliberate Destruction of Hardware.

3. TEXAS 1968

Three former employees of a Securities brokerage are alleged to have
changed securities transaction statements. They claimed the changes
were computer errors.

A case of Deliberate Corruption of Data.

4 •  MASSAC}ItJSETTS 1969

Students took over a computer center and threatened to keep it out
of operation until their demands were met by the Administration.

A case of Deliberate Interruption of the Organization .

5. SWEDEN 1970

Two employees borrowed tapes of a population registry arid copied them
using another computer. They sold the copies at reduced prices.

An example of Deliberate Removal of Data

6. FRANCE 1971

A programmer changed his employees program to destroy all records on
a given date. This is the so—called ‘timebomb in a program’ case.

An example of Deliberate Corruption of a Program.

7. ENGLAND 1975

Roof of computer installation fell on to computer.

An example of Accidental Corruption of Environment .

For further examples see reference 3.

FIGURE 5

S0!Y~ ACTUAL CASES (Illustrative Only)

L - _ _ _ _
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HARDWARE

Central processor 
( Main store
Micro — code store

Add—on core store
Operator console

Magnetic tape drive (m ci. cassette)
Magnetic tape drive control unit
Magnetic tape encoders
Magnetic tape readers
Magnetic tape reproducers/converters
Magnetic tape to punched card converters
Magnetic tape to paper tape converters

Magnetic disc drive
Magnetic disc drive control unit
Magnetic diskette drive
Magnetic drum drive
Magnetic drum drive control unit

(Print
Punched card punches (off line) Non—print
Punched card punch/verifiers (buffered)
Punched card interpreters
Punched card verifiers
Punched card collators
Punched card tabulating equipment
Punched card punches (on—line)
Punched card readers
Punched card reader/punches
Punched card reproducers/converters
Punched card to magnetic tape converters
Punched card to paper tape converters
Punched card sorters

Punched paper tape punches (off—line )
Punched paper tape punch/verifiers (off—line )
Punched paper tape punches ( on—line)
Punched paper tape reader/punches
Punched paper tape readers
Punched paper tape reproducers/converters
Punched paper tape to magnetic tape converters
Punched paper tape to punched card converters
Punched paper tape splicers
Punched paper tape printer
Punched paper t ape hand punches

FIGURE 6

ITEMS AT RISK
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Optical character readers
Optical mark readers
Magnetic ink character readers
Bar code readers

Cheque readers
Document readers
Marked card readers
Page readers
Tag readers
Tally roll readers
Magnetic stripe car d readers
P 0 S equipment
Shop floor data collection equipment
Data logging equipment
Audio response units
Digitisers

Accounting machines with byproduct paper tape
Accounting machines with bypro duct mag tape
Cash registers with byproduct ma.g . tape ( Pos?)
Automatic typewriters with p.t. output

Remote batch terminals
Keyboard printer terminals
Line printers
Page printers
Serial printers
Computer output to micro fIlm
Visual display units
Light pens
Digital displays
Touch wire displays/graphic/tabular
Digital input units
Digital output units
Digital contact scanners
Analogue contact scanners
Output typewriters
Digital/analogue conversion
Graph plotters

Dat a concentrators
Facsimile transmission equipment
Modems
Acoustic couplers

Magnetic tape transmission equipment
Punched card transmission equipment
Punched paper tape transmission equipment

FIGURE 6 ( Cont .)
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Communications processors
Communications transmission lines
Communications controllers
Front end processors
Network controllers
R emote communications controllers
Radio/microwave transmitters/rec . Aerial systems
Punched paper tape winders

Bursting/decollators
Guillot ines
Shredders
Computer furniture

Storate racks/cabinets , car ds
p. t.
mag . tape
mag . discs

Transmit containers : cards
p . t .
mag . tape
disc s

P. t .  dispensers
P.t .  Winders
Mag . tape winders
Desks , tables , lockers
Trolleys , waste bins

FIGURE 6 ( Cont.)

_ _ _ _ _ _ _ _ _ _ _  _ _ _  -- - -— -
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PROGRAMS

Operating Systems :

- Disc
- Tap e
- Multi-access
- Process control
- Real time
etc.

Micro-Code

Compilers

Simulators

Translators

Diagrios tics

Trace programs

Macros

Program generations

Applications programs, objec t and source

Plotting programs

Audit routines

Linkage editors/Consolidators

Pre-proces sors /pre- compilers

Executive programs

FIGURE 6 (Cont.) 
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DATA/MEDIA

Master files

Transaction files and documents

Report Files

Tables

Print outs of files or software

Software documentation

Operating procedure documentation

Documentation of personnel duties

Input data

Results/output data

Punched Cards

Paper tape

Magnetic disc packs including diskettes

Magnetic tape including casse ttes

Continuous stationery

Documents

Microfilm

Magnetically striped cards

Edge punched cards

FIGURE 6 (Cont.)
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CO~~UNICAT1ONS

Telephone lines

Telegraph lines

Radio/ Microwave Links

Postal services

Freight services

Private data carrying services

Mes sengers

Private transmission lines

Satellites

Exchanges

Message switching centres

Repeater stations

FIGURE 6 (Cont.)

- ~~~~~~~~~~~ - - --
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ENVIRONMENT

Build ing struc ture , fittings and equipment , carpets , etc.

Building layout

Building siting in relation to other buildings , etc .

Building siting in relationship to natural surroundings

Electrical supplies

Fuel supplies - Coal/Oil/Gas

Water supp lies - hygiene & kitchen

- san itation

- air conditioning

Sanitation and was te disposal

Heating and Ventilating p lan t

Air conditioning p lant

Catering faci l i t ies

Cleaning services

Fire detec tion equipment (m ci. smoke)

Fire f ight ing equipment - sprinklers , extinguishers ,
san d buckets , hoses

Lift serv ices  - passenger and goods

Equipment lifting facilities

General removal and installation facilities

Drainage system

Rainwater system

FIGURE 6 (Cont.)
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ORGAN IZAT ION

Management s t ructur e

Management poi~ cy

Data process ing managemen o

Computer operations management

Systems analyst management

Programming management

Hardware maintenance management

Systems analysts

Programmers - systems and applications

Ope-cators

Data media librarians

Da ta prepara tion staf f

Data preparat ion clerks

O f f i c e  services management

O f f i c e  services s t a f f  - typing
- mail
- clerical
- reception

Pers onnel management - Selection
- Train ing
- interviews
- R2:~~nera tion
- Appraisal
- Discipline
- Career development
- Conditions of emp loyment
- Absenteeism
- Resignation
- Job Satisfaction

Users of the Syst2m

Jan i torial  services

Genc ral maintcnance

FTa.JRE 6 (Cont.)

_ _ _ _
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1. Introduction

The development of a complex real-time computer system is a
multi-phase process which involves many people who have to

‘work as a well-organized team in a systematic way . This
process should be controlled by pro jec t  management methods at
each phase to ensure that the product of each development phase
meets the system requirements .  The success of such project
management methods has been demonstrated in large aerospace
and weapon system developments such as in NASA ’ s APOLLO pro-
gram and the US-Navy ’s POLARIS program . Thes e methods are now
being applied also in the commercial world , e.g. for the
development of large computer hardware and software systems

for commercial and indus trial app lications (1,2). Although

these methods have been developed for large and complex sys-
tems , the philosophy of project management can also be applied
to smaller system developments.

For sys tems which are subject to a high degree of safe ty
requirement s , the development mus t fo l low sound design and
projec t  management rules as a p re requis~.te f or producing a

reliable and safe  sys tem . It is assumed here that  a necessary
condition for  a system to be classified as “safe” is the cor-
rectness of its performance according to its requirements. In

addition, the special safety aspects should be considered for

each phase of the development process.

The objectives of the safety measures in the development of

computer systems are to ensure that :

a) Safety is designed into the system .
b) Hazards associated with each system , subsystem and equip-

ment are identified, evaluated and eliminated or con-
trolled to an acceptable level.

c) Control over hazards that cannot be eliminated is estab-

lished to protect personnel , equipment and property.

P DI r bL&~(I1OT 
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d) An effective system safety program is planned and inte-
grated into all phases of sys tem development, production
and operation (3) . (Similar objectives can also be found
in the specification Mil-Std-883 “System Safety Program

for Systems and Associated Sub-Systems”, 1969 of tne US-
Air Force) .

The safety measures employed in the system design should ensure

that any error in computer hardware and/or software does not
cause harmful or unpredictable actions . Of course , the criti-

cality of errors and the safety measures to protect against

these errors depend on the particular application of the com-

puter system . It is assumed that errors in the sys tem can be
generated at all phases of the development process and during
operation and maintenance.

The paper will outline the phases of the development process

(fig. 1) and refer briefly to poss ible safety measures within
each phase. It will also address test and project management

methods . The descr iption of the development phases is kept to
a minimum since to a large degree that informaiton can be

found in other literature (1,2). It is beyond the scope of

this paper to present more than brief hints at the safety

aspects of each development phase. The paper should serve as

an overview or frame which has to be f illed w ith more detail
to be worked out by further committee task assignments .

In each phase , the consideration of the safety aspects must

include an answer to the three questions :

Does the design
o minimize the occurrence of error s (error preven-

tion)
o detect  all critical errors
o take proper ac tions in case of a critical err or ,

i.e. does the action lead to a safe state of the

system (safe error recovery)
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The criticality of an error is determined by the consequences
of an error (grades of criticality) .

Each safety measure has a “price tag” attached to it. Thus ,
in selecting a safety measure out of several alternatives , one
has to consider its cost and effort to implement it as criteria
besides its e f fec t iveness .

2 . Development Process

2 .1 System Requirements Analysis

2.1.1 Brief Description

The system requirements analysis establishes what the

computer system (hardware, software) is supposed to

do , i.e. its objectives , and under which conditions
with respect to its environment , costs , reliability

and safety it is to operate.

The plant or proces s to be monitored and/or controlled
and the charac teris tics of its equipment are descr ibed
as well as the operational requirements and performance

requirements of the major computer systems functions.

It is impor tant that the sys tem requirements are com-
plete and to sufficient detail to serve as input for

the design phases .

2 . 1 . 2  Safety Aspects

During this phase , safe ty and reliability requirements
should be determined , i.e.

o critical failure modes of the proces s equipment
o safe ty devices and safe ty conf igurations in the plant

(e.g. interlocking controls , redundan t par ts , back-
up components )
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o operational measures ( sa fe ty  procedures to be ob-
served by operations personnel)

o m i n i m u m M T B F
o maintainability and testability of hardware and

software components
o critical process variables which have to be monitored

by the computer for safety reasons -

o critical process states that can lead to unsafe

condi tions .

2.2 Functional Systems Design

2.2 .1 Brief Descr iption

The functional or conceptual systems design should de-
fine how the sys tem should be structured with its major
computer hardware and sof tware functions to meet the
system requirements . These functions and subfunctions

include process ing control, acquisition , storage , pro-

cessing and transmission of data and man-machine

communications . The functions may be assigned to

hardware equipment and/ or software such as programs and
data files. The algorithms of the data processing

function are also described . If required , the command
language for the man-machine function is defined and

the data flow through the system is determined.

Thereaf ter , the functional design is evaluated to
es timate roughly performance and capac ity of the var ious
components and to identify bottlenecks in the data and
control flow . Out of alternative design conf igurations
a f inal  des ign configuration is selected.

An implementation and tes t plan is to be established at
this phase. The implementation plan depicts the major

tasks of the system development proc-.ss and the course

_ _ _ _ _ _ _ _ _ _ _
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time schedule of these tasks . The test plan indicates
all tests to be performed during the development process
until the installation of the system , its time schedule

and the tools such as simulators to be required for

these tests . If necessary special test tools ma.’ have
to be developed which are also included in the test

plan .

2.2.2 Safety Aspects

To some degree , special safety aspects can already be
considered at this early time of the development process .

Certain critical functions LcIay have to be built in

several ways by different mathods such as for n~’vigat~ ori

and guidance in a spacecraft and advanced aircraft.
These different methods allow a different mode of

operation in case of an error without leading to dis-

aster . For instance , the system can be switched irom

automa tic landing : mode to manual mode . Critical. com-

ponents such a storage devices or comp le te computers

may be designed in redundancy or as back-up . Thost

functions that are not essential for guaranteein~ saf ~~~y
such as the protocol printing and history filir ’ of a

computerized protection system for a nuclear reactor

should be taken out of the safety area where a n:~ l-
function does not cause any hazard . Moreover , critical

functions like interlocks for actuators may be dup lica-

ted by simp le fixed wired nltctronic circuits in
parallel to more sophisticated software inter oc~ s.

The run- t ime t e s t ing  features of the computer harP~-.are

functions are defined .

2 . 3  Computer Hardware  System Design

2 . 3 . 1  Brief Desc r ip t ion

The fun ct ions as si gned to hardware : i r ~~ the necessary

hardware to suppor t  the s o f t w a r e  f u n c t ion s  are  now

~
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translated into spe cifications of the computer hardware
sys tem . They include the configuration of the system

and the characterist ics of the system components such
as processors , memories , peripherals , t ransmission
devices and their interfaces .

2.3.2 Safety Aspects

Hardware errors and safeguards against them such as

redundancy and back-up of critical hardware components
are considered in this phase.  Comparator circuits ,
detection and signalling of hardware errors , switching
circui ts  for redundancy anc back-up , coord ina tor cir-
cuits etc. are designed . Detec tion and correc tion of
transmission errors by error codes , pari ty checks and

repetition of transmission are included. Fore more

detail the reader is referred to the paper on “Safe
Hardware” of this committee .

2.4 Functional Software Design

2.4.1 Brief Description

The functional or systems sof tware design defines how
the software should work to meet the system requirements.
This definition includes the
o s t ructure  of the applications sof tware

o program modules
o control s tra tegy
o data flow

o major data f i les
o algorithms
o command language

o systems and support software

2.4.2 Safety Aspects

In this phase , the s a f e t y  aspects  to be considered

refer  to error prevent ion , de tec t ion  and recovery .
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A few safety measures are presented as examples for
recommendation .

For error prevention :

o The program modules should be defined along func-
tional lines so that they perform rather independent
functions and their coupling (via program parame ters

and data files) are kept to a minimum . They should

be the first level of top—down software design .

o The main control function activates the various

tasks at fixed time slots and for fixed length of

time which are allocated to each task (fast cycles

for frequen tly recurring tasks and slow cycles for

less frequently recurring tasks).

o The tasks may be initiated by polling rather than

by interrupt (also for asynchronous initiation) -

o Functions and subfunctions should use their own files

as much as possible rather than common files . Major

functions may be assigned to separate hardware

devices result ing in hardwire  decoup ling ” , e .~ . . da t a
acquisition and processing .

For error detection :
o Provide checks for proper time allocation and l~~~~’h

of operation of tasks .

o Provide spec ial software functions f ~~: hard~ a~ .. err ’:

detection such as background tes t pr o~~rams ar;I~

redundant programs with different algorithms t r  the

same computation including comparison t unc ’  it ’ns

For error recovery :
o Repeat a faulty operation (e.g. in transmissi~’n or

arithmetic operation to recover from sporadic error~z)

o In redundant opera tions , switch off the opt rat~ on

which was determined faulty by majority voting an~
continue operation with reduced reduncancv .



-___

—338—

o Switch in back-up device (or file) . The systems and

support software must be checked for their safe

operat ion , e . g .  the comp iler mus t be checked tha t  it j
generates correct code for all input conditions .

2 . 5  Deta i l  Software Design

The safety aspects in software design is treated by the

working group “Safe Software” (Dr . Ehrenberger) .

3. Testing and Verification

3.1 General

TESTING is the activity to detect , locate and “fix” error s
in the object  being t es ted .  VERIFICATION is the act ivity
to prove and demonstrate that the object being verified

performs according to the requirement specifications of

the design .

Testing and verification should take place during all

developmen t phases starting with the functional design , so

that errors are caught early.

The tesrin~, activities should detect the following types

of errors :

o Requirements 2rrors RE

o S/ s t e ~~s e r ro rs  SE

o Hardware errors HE

o Desipn errors HDE

o Implementation errors HPE

o Operational crrors HOE o (physical wear)

o Sof twar e  errors Sd
o Desi gn errors SDE
o Pro~ ram errors (bugs) SPE

o Interface errors IE

o Documentation errors DE 

——— ~--— —— --~~~~~~~~ ~~~~~ -—~~~~—-~~~ —. .
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Testing and verification should take place during the

whole development process to cath errors early. After

a phase has been comp leted , its results should be checked
and compared with the specifications at the input of that

phase. Especially the safety measures should be scru-

tinized .

If possible , the checkout should be performed by personnel

separate from design personnel in order to guarantee

integrity of testing (without bias), i.e. by checkout

personnel. Testing and verification is a tedious and

costly process. Therefore, it should be planned well

during the design and implementation phase. The plan
should specify the
o Test environment needed

o Test software and hardware to be used

o Test data generation (cause and effect analysis)

o Test s t rategy (submodule , module , system)
o Test output data reduction , interpre tation and

documentation .

In the testing process , we distinguish between various

types of testing :

o Hardware testing
o Device tests
o Interface tests
o Hardware system test

o Software testing
o Static tes ting (prior to execution)
o Dynamic testing (during execution)

o System test

3 .2  Hardware Testing

3 . 2 . 1  General Remarks

The description of and guidelines for hardware testing

should be performed by the working group on “Safe
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Hardware ” . For completeness , only a very brief out l ine
of hardware tes t ing  is presen ted .

3 . 2 .2 Device Test

The various devices of the computer hardware system
(processors , memories , peripherals , modems , etc.) are

checked out separa tely by applying s imulated s timuli
signals to their input lines. Special test equipment

for check-out of digital devices may be used.

3.2.3 Interface Tests

Before interconnecting the individual devices to a

comple te sys tem , the consistency of the hardware

interfaces (control signals , data lines) are checked.

3.2 .4 Hardware System Test

The complete system is driven with test data that

activate all devices and their cooperation . This test

is f i r s t  performed without connecting the computer to
the process to be moni-~ored or controlled by using a

s imulator which generates the signals coming from the
process. After successful system testing, one portion

of the process at a time is connected up un t i l  the whole
process is on-line .

It is a matter of testing philosophy , whether the testing

should start with the device tes ting followed by the
interface and system test (bottom-up testing) or

immediately with the system test (top-down testint) . In

tha latter case , the isolation of a greater number of

faults is more difficult , however , one saves the effort

and time of the device and interface tests.

~ 
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3.3 Software Testing

3 .3 .1  S ta t ic  Testing

Firs t , the software modules and then the integrated
software system are tested manually or automatically
by special analyzers for compliance, wi th  the sof tware
des ign rules .

Typical test cases are defined from the sy stem and
software requirements to generate “comparison” data.

The consistency between the results of various devel-
opment phases (levels of refinement) and between the
specifica tions at the input of a phase and the
resulting design or code is checked at each phase.

The functional design and detail design are tes ted , e.g.

o timing estimates
o generation of proper output data
o logical sequence
o computational steps to satisfy algorithm specifica-

tions
o data in files , tables and lists
o safety measures by introducing errors are checked.

The program code is “desk-checked” using the com-
parison data.

Analytical methods of “proof of corr ectness ” are still

in the stage of early development and seem not yet
feasible to be applied to large software systems .

3.3.2 Dynamic Testing

The dynamic testing of large software systems is performed

in several s teps . First , all submodules are tested se-

parately , then the individual modules and finally the

total integrated system resulting in the acceptance ~est

(bottom-up test).

_ _ _ _ _ _ _ _ _ _ _  - ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~
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We distinguish between d i f feren t levels of detail

test ing with d i f f e ren t  tools , i . e .  simulators :
Level 0: Interpretive simulation of computer program

under test (e.g. flight computer program) on

large host computer , which also simulates
the process being monitored and/or controlled

by computer system .

Level 1: Process is simulated by mathematical model on

3) digi tal  computer .

Level 2: Process is simulated by mathematical model on

hybrid or analog computer (to test fast

process responses) .

Level 3: Process includes critical hardware components

together with simulated process parts.

Level 4: Process includes as much hardware components
as possible for f ina l  system t es t .

Variations of these four levels or a reduction to two

levels are possible .

Various test data for different tests have to be

generated , i.e. for

o Verification
o test data generated from performance requirements

specif icat ions ,
o typical (nominal) benchmark data ,

o critical (non-ncminal)benchmark data ,
o Malfunction analysis

o Data which represent  c r i t ica l  ma l func t i ons  (hard-
ware and software)

o Completeness test

o Test data activating all possible paths and data

transactions of the software to check for correct

and complete performance of softwa re .

-,--—- —-- .
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o S t a t i s t i c a l  te~~t
o St a t i s c L c a f l v  gene ra t ed  tes t  p a t t e r n  of input

dat a  (~ on t e  Car l~:)

4 . P ro j ec t  ~t~n L~~~or

The o b j e ct i v e  c 6  p rn ~ ect  managemen t is to  ens~ re the quali~ v
and safety of the developcd  sy s tem accorI~in (’ to the system ’s
performance requiroiront s and safety requirements wit i~in

given overall costs . Project management performs the
following control functions :

o Control of the development process (reviews)

o Control  of changes (confi;’uration and cimnpe control)

o Qua l i ty  control  ( est  and v e r i f i c a t io n  process)
o Cost  cont r ol

4.1 Contro l of Development Process

Reviews are held at the end of each phase by a review
board of the developmen t organization and at critical

points also by the customer (Fig. 4) . The approval to

proceed wi th the next phase depends on the results of

the review of the previous phase. We distinguish between

various reviews :

o Sy st ems R equ iremen ts Review P a r d w ar e

o Functional Systems Design Review and

(Preliminary S y s :e r :~: fle sign Review) Software
/

o Sof tware  P e - qu i r e m e n t s  Review (SRR)
o Funct ional  Desi gn f l o v i o w  (FDR)

(ir&liminary Design Review)

o Detail Des ion Review (DDR) foitware

(Critical Dcsi~~n R e v i e w

o Final Software Review (FSR)

(Soft~..- .-i r e Delivcrv Revi c’-.’
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The review should monitor the progress and check whether

the design meets the original objective s and performance

requirements. They should detect problems early and
initiate immediate steps for their remedy . Each develop-

ment phase must be well documented (see documentation

guidelines) . The reviews are based on documentation and
verbal discussion . The review board consists of the

system project manager and technical project management

staff each of whom is assigned to a particular technical

area of concern . In large projects which require high

safety standards , special personnel is assigned to con-

trol the safety of the system during all phases of the

developmen t process. This personnel checks independently

F if all required safety measures have been designed

properly into the system .

As examp les , the tasks o~ the so f tware  review s are
out lined .

The Software Requirements Review (SRR) reviews all system

requirements  that  are necessary to define the scope of
work for the software development of the baseline design .

It checks for completeness of the catalogue of require-

ments.

The Functional Design Review (FDR) (Preliminary Design

F~e’; i ew) ,hecks the baseline functional design if it

s * t i s t  Ii’s all requirements . It checks the modification

o~ ex i s ’  ing p r ~I - ’r am s  to be u t i l i zed , the p ar ameter s o f
algori thms and e quations used (e.g. for different flight

m 1~~s i on )  and the corrmand language used for opera t ing  the
S Ys  • em -

The ~~ -~~a 1~~~~~€ s ~~~ n Review (DDR) (C r i t ical D esi gn Review)
is a techrLlcal review of the det ail design to ensure that

t he d e s i - m  in In agreement with the f u n c ti o n a l  design
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specifications and system requirements . The results of
the verification and tests of the design phase are also
discussed .

In the Final Software Review (FSR), the final programs

and their agreement with the detail design and original
requirements are reviewed.

The results of final software testing and verification

are discussed. The final software products including
final documentation (delivery items) are reviewed:

o L i s t i ngs

o Program descriptions
o Ver i f i ca t ion  (simulation) output data (pr in t -outs ,

p lots)
o Tapes and card decks

o Documentation of changes (patches) m d .  various

conf igura tion repor ts
o User s manual

4 . 2  Quali ty Control (Testing and Verification Process) (Fig.6)

An analysis of the software requirements , sof tware  base-
line spec if ica tions , past changes of software and

modif ications of verification simula tors is performed
during the design and implementation phases in preparation

of the tests and verification according to the Program

Verification Plan .

Various tests are prepared for verification :

o tests of nominal functions of software

o tests of non-nominal functions of software (extreme

situations in process which is computer-controlled)

o tests of malfunction cases in process and computer

hardware
o tests of back-up programs for failure cases .

~

--—
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In the final analysis , it must be checked , that all
requiremen ts and operational conditions have been
simulated for the verification of the software.

The purpose of the Program Verification Plan (PVP) is the

establ ishment and documentation of all s imulations ,
definition of tests and their relationship to the exe-

cution of software functions. It also shows the
allocation of tests  to various simulators (see Fig.  3 ) .

The Software Problem Report (SPR) documents errors detected

during the verification and is used for initiation of the

change control process.

The Program Verification Document (PVD) documents results

of the verif icat ion e f f o r t  and changes of simulations due
program changes. It lis ts s imulation data output and
conditions (nominal , non-nominal , f a i lu res )  and depicts
the relationship of tests to specific program releases.

4 .3  Control of Changes (Confi guration and Change Control)

4.3.1 General

Changes are a way of life in the development of a lar~ e

computerized system especially in a research environ-

ment. Proper control of changes is very important to
guarantee quality and safety of the computer systen

hardware and software to be developed. Changes th a t
impact safety measures are particularly marked and
treated by the CCB .

Change is def ined as the deviation from a bas eline ,

i.e. from the
o Requirements baseline
o Functional basel ine
o Detail design baseline
o Produc t ba seline
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We distinguish betw 20 -n d i f fe r e rt  tyPes of changes :
type 1 - affect hardware interface specifications ,

cost and/or schedule , and/or baseline
type 2 - no effect on cost nor schc dule , changes as

results of veri~~ica:ion , bu t  have global e f fe c t
type 3 - no effect on tort nor sc h edu le , changes have

only local affect

type 4 - customer d i r ect r - d changes

Type 1 and 2 re:ui:~ a r p r ova l by the Change Control
Board (CCB) . The control of hardware changes follows

similar procedures as chose for software.

4.3.2 Functions of Chan g ~entre1 ioard  (CL~~~~~-h~~.~~~

The Change Con trol ~ionrd :er~;ists of: :uresenratives

from three major software development areas (contractor ,

develo oreaniza ’:ion)

o des~ gn
o implementation (~rogr cmrin’:)

o verification

The CCB is responsible for controilinh the assessment ,

impact and release of software ch:npe~ - It

o coordinates software activities related to changes

o coordinates change impact and assessment

o prepares  Eng ineering Chan ce  Proposal for all approved

ch an ges
o initiates any hardwo ro changes

o releases all approved s o f tw ar e  changes for imp l emen-.
Lat ion

o es tab l i shes  program delivery dates with customer

o maintains adequate documentation ard control for

tracking of program change s (hoofihoap ind)

L 

o acts as technica e contact with customer for program

changes.

_ _ _ _ _ _  _ _ _  ~~~~~
-—-

~~~~~~~~~~~~
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4.3.3 Software Change Requests (Reports)

Requests for changes are initiated and documented by

o Software Problem Report (SPR), which
- is initiated in case of errors or deficiencies
- reports any design , implemen tation or documen-

tation errors or deficiencies and their effects

subsequent to document approval. (Functional ,

detail , detail design) .

o Design Change Request (DCR) , which
- is initiated in case of new or expanded require-

merits
- requests the change of a baseline
- documents requirement changes , their justifica-

tion , programs being affected , program changes

and verification procedure .

o Preliminary Engineering Change Proposals (PECP) which
- is used to orerare , process , and incorporate type

1 changes which require customer ’s approval.

- documents the changes proposed , the programs

affected and the cost and time estimates to im-

plement the chari~ e

The imp lementation of approved changes is documented in
the Software Maintenance Renort (S1~~) which
- documents changes made to any baseline
- describes the source , environment and app lica t ion of

all change data closes change .

- closes change . 



_ _ _ _ _ _ _ _ _ _ _ _ _  - - - -
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1. Introduction

Safe compu ter hardware may be realized by using 2 out of 3
computer systems with fail-safe voters . But still , the basic
problem of the safety of computer software has not been over-

come (see fig. 1). Many proposals have been made to attack

this problem (1,2 ,3 ,4,5). Nevertheless , the full formal

demonstrat ion of software safety to an assessment authority
presents major  d i f f i c u l t i e s .  Functional diversity programming
is suggested here as a gereral solution .

2. Safe Software Versus Error-Free Software

As was pointed out by Wobig (6) , one has to dist inguish two
problems when designing software for safe computer systems :

- the des ign of error-free programs (absence of “prenatal
program errors ”)

-~~ - the protection against  fau l ty  programs which once had been
shown to be error-free , but which were f a l s i f i e d  by hard-
ware errors (“pos t -na ta l  program errors ”)

By using 2 out of 3 computer systems , hardware faul ts as we ll
as post -nata l  sof tware  faul ts  may be prevented from causing
danger (assuming that identical hardware faults will not occur
in 2 out of the 3 computers in a certain t ime interval) . Thus ,
for a 2 out of 3 computer system one solution to the problem

of software safety would be the design of error-free software

(proof of the absence of “prenatal program errors”).

This method corresponds to the “direct” method introduced by

Konakovsky (7). Another solution to the problem allows both

prenatal or postnatal software errors to be presen t , but

prevents these errors to cause danger by using some form of

redundant programming (“indirect ” methods according to the

terminology in (7).

I. i~DflG ?,t~~a ELA~~,.IJ(.)T i’ILM~D _,_ _~_ ______ ,s- —--—---—-~.—-— --- -—- -—-- - ___ 1_~~~~__ _ ~~ -—~~~-- - -—- - --~~---- —~
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3. Attempts to solve the problem of software safety

3.1 Direct methods (see f i g .  2)

Ehrenberger (2) proposed to develop safety related software

according to special recommended princ iples in order to preven t

software errors . Certainly, the number of software errors may

be dras tically reduced when these recommendat ions are strict ly
applied. But there is no way to prove that programs written

according to these recommendations do not contain any errors .

Another unpublished proposal suggests extensive tests to detect

prenatal errors . As was shown theoretically by Dijkstra (“tests

can only prove the presence of errors , bu t they never prove
the absence of errors ”), also a practical case reported in (8)
shows that this method certainly does not solve the problem .

The most direct way seems to be the use of program verification

me thods (suggested in several papers by Hoare, Tay lor ,

Ehrenberger . etc.). Unfortunately , these methods turn out. to

be only applicable to relatively small programs and under cer-

tain restrictive conditions (9). Therefore , a statement in

(10) says that it seems to be practically impossible to verify

the correctness of programming sys tems of “normal” size (where
“normal” size means realistic user programs of 16 to 64 K of

instruction words) . If this statement holds , the verification

methods do not solve the safety problem of presently devej2j~ed

software systems . These methods may eventually give a solu-

tion in the future .

In this respect , statement No. 6 in (10) (“A software system

of “normal” size is never static in the sense that no chan~~ a

wil occur”) is of importance . Even if the verification methods

are further developed to be - hopefully - applicable to realis-

tic software systems , this application must be cheap enough to

be possible every time a change in the software system occurs . 

T -- - . - - - -
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3.2 Indirect methods (see fig. 3)

“Redundan t” programming was recommended in some papers (5),
especially the multiple design of complete user program sby
different and independent programmers to be run in separate
computers .

The difficulties of this approach are evident: multiple design
of software by independent programmers seems to be hardly
realizable.

4. The functional diversity method

This method is illustrated in fig. 4: It essentially uses
redundancy like the already mentioned method of “redundan t”

programming . It thus belongs to the class of indirect methods ,
bu t d i f f er ing from the above-mentioned redundant programming
method by the fact that

- a “divers i f ied redun dancy ” is used (conststing of a function

which is completely independent from the “normal” functions

of the user programs)
- no complete redundancy is used

The “diversified function” consists

- of a plausibil ity check , if the output is an analog si~nal

or a digitally coded value .
- of a checking procedure if the output is a binary signal.

This checking procedure uses a strategy different from

the strategy of the “normal” user programs .

The main principle of this me thod may best be illustrated by

considering the well-known plausibility checks : The p lausi-

bility of the results of an algorithm may be checked by rough 

- -- .  . -~~~~~~~~~~~ -“----— -- . -. .--- -
~~~~~~~~~~~

- ---- . - - - -
~~~~~~~~~~ 
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estimates about the physically possible values of the output

variables. Thus , the functions performed by the normal user

programs are “protected” by estii~ation function s .

There are several methods and strategies to construct diversi-

fied estimation functions ~~~~~~ . They offer the following
advantages :

- The “normal functions as well as the “diversified” estimate
functions may be programmed by the same programmers (the

probability of programming errors in both programs compen-

sating each other is considered to be negligible)
- The diversified estimate functions may be realized by

relatively simp le and short programs (thus the total cost

of memory and the time required is not doubled by the

redundant programming)
- A formal demonstration of software safety to an assessment

authority presents no difficulties (it consists of proofs

that all safety related outputs are checked by diversified

function results) . More over , the method of functional di-

versity may be explained easily to non-exper ts , us ing
analogies from other fields (for example: two independent

and different brakes in an automobile) .

1) A more detailed explanation of these methods including

examples will be published in the near future . 
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INTERNATIONA L PURDUE WORKSHOP O~’I ~ APPL4~~O INDUSI RIA L CONI kOt

INDUSTRIAL COM PUTER SYSTEMS ~~~~~~~~~~~~~~~~~~~~~~~~~

3~ 7/494~a4~~5

Pieas. r.ply to

THE GU IDELINE FOR SAFETY OF THE
INDUSTRIAL COMPUTER SYSTEMS

The ~oritents of the report  issued by the guideline working

group members under the Sub—committee for Safety and Security

of the Industrial Computer Systems Committee of the JEIDA were

summarily descilbed as follows .

1. The Scope on the Safety

(1) Figure—i shows the situation of the industrial

computer system to be considered from the viewpoint  of s a fe ty .

( 2 )  The u t i l i z a t i o n  of the indust r ia l  computer systems

is anticipated to be one of the important factors  for the

improvement of safety in the process plant . V

2. Background of the Issued Report

(1) Problems concerning safety have been thoroughly

discussed , surveyed and systematically settled by the working

group members .

(2 )  The following two maj or items were referred as the

P,,,.1o,, Un,,e,s,t y
Ins I, ,o n,-nt ‘,o(,et~ 04 AmIlica t I , ouqP~ Da~~ t4an d I ,nq and Con-,po~ato ,n~. ~~~~~~~~ and ~~~~~~~~~~ ~~~~~~ ~~,. ,~~ 1 Autrmsat,.~ C ~~~~~ (JI~~N4on s

ea•,atl on 4,,, ~n1o,,nat,on P’ocesI,n9 a~ Wo ,k nq G’ou p, WG 4 Comm on .‘~ i ~~~~~~~ 1.~~.d Uerdwa ,c ~~ I So4twa,e 
V

~ I~~~~q n ,  04 lec ,,,,bcap Comm ,ttO, . T C  ‘~. Co mputet At,pI. ca~ on , ~n •~ ~ln~~ IO4 v

_ _ _ _  

~~~~~~D I z ~~;a :~~— ; . t l  fI~~~~~
V. — .- -V

~~~~~~~-- - - V  ~~~~~~~~~~~~~~~~~~~ ~~~
- - V -~~~. 
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themes on safe ty .

(1) The safety  of the industr ia l  computer

system i t s e l f .

( I i )  Functions for the s a f e t y — e n s u r i n g  of the

plant .

(3)  However , functions for the safety-ensuring would

depend on the applied process, so that it would be hard to be

surveyed and settled readily.

(~~~~~
) Therefore the working group had the a c t i v i t i e s  to

survey ,  Invest igate  and settle the problems concerning the

safe ty on the industrial computer sy stem, which were repre-

sented as follows;

( I )  High r e l i ab i l i ty  system

( I i )  Main ta inabi l ity

( I i i )  Safety assessment

( 5 )  Collection of data from many users and makers were

referred for the working group ’s activities.

3. HIgh Reliability System

(1) This item will be broken down as Hardware , Software

and System Configuration. And for Table—l shows the subjects

taken up for each sub-items .

( 2 )  The followings should be further Investigated .

(I) Definition of measure on the both hardware

and software .

( i i )  S t ructura l  programming t echn ique  for error

- ~ V~ V V VV_ -~~V ~~~~~~~~~~~~ 
VV.

~ ~~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ - - -- . . V -  ~~V.V V~ ~~~~~~~~~~~~~~~~~ V . A~SV~~
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f ree  programming.

(iii) Distributed system architecture .

( iv )  Rela t ionsh ip  between man and mach ine .

( v )  Fall safe system design .

(v i )  Communication data secu r i ty .

~4.  Improvement of Mainta inabi l i ty

( 1) For this i tem , environmental  condi t ions , training

and ma in tenance, preventive and corrective are mentioned as

subjects as shown able—2.

(2) The followings should be noted .

(i) Definition on system life .

(ii) On—line system maintenance.

( i i i )  Measurements  for down—time  r e d u c t i o n .

V 5. Safe ty  Assessment

(1) Cos t—safe ty  measurements  and methods for 3a fe ty

assessment analysis are discussed as subjects as shown in

t ab l e — 3 .

(2) The followings should be noted .

(I) Cost—safety analysis as the optimum
V Investment  problem .

(11)  U t i l I z a t i o n  of FTA and FMEA m e t h o d s .

F~Jf T~~ ~~~  

~~~— V — - - -V .  ~~~~ V.~~~~V~~~~~~~~~~~~~ ~~~~~~~~~~~~~ 
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Figure—i Computer Control System
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Table—l High Reliability System

Major Subjects Concrete Subjects

0 Measure on reliability

Hardware 
0 Checked subjects for high

re l iabi l i ty  ensu r ing
o Function for emergency

detection

o Measure on reliability

Software ° Software design
0 Programming method
0 Program test method

0 System form
0 Back s stemSystem conf igura t ion  UP Y
0 Fail safe design
0 Data communIcation
o Man-machIne communication
0 Data file security

,_

~

_ _ _

~ 

~~~~~~~~~~~~~~~~~~ V V . V V~~~~~~~~~~~ . - .
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Table—2 Improvement of Maintainability

Major Subjects Concrete Subjects

- 0 Ins ta l la t ion  and environmentalEnv ironment condi~ lons
0 WorkIng condi t ions

0 Maintenance form
MaIntenance 0 MaIntenance condition

° Maintenance employee

j  
Training ~ Training form

0 Training tool
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Table—3 Safety Assessment

Maj or Subjects  Concrete Subjec t s

Cost safety 
0 Factors and cost for the

safety-ensuring
0 Present status and trend s in

the investment to the computer
system

Design Assessment 
0 Methods for ana lys i s
0 Raws and regulations

Planning example for the
V 

safety—ensuring

L - - —— V . - --- - V - - —— 
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