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ABSTRACT

In December, 1974, DoD initiated a two-phase software acqui-
sition study program to identify methods for controlling
increasing costs, improving the quality, and minimizing the
adverse impact of software in weapon systems. The MITRE
Corporation and the Applied Physics Laboratory of Johns
Hopkins University were requested to conduct separate, but
coordinated, four-month studies in support of the first
phase of this study program. This document, Volume I, con-
tains the MITRE study findings and recommendations. Volume
II, when published, will provide supporting information.
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1.

EXECUTIVE SUMMARY

BACKGROUND

}&hete is increasing concern about the problems of software cost
growth and overruns, schedule delays, and unreliability currently

experienced in some weapon systems software efforts. There is

also an increasing recognition of the importance of the software

roles in the overall mission effectiveness of major DoD weapon
systems. These factors led to the Assistant Secretaries of
Defense (Installation and Logistics, and Comptroller) and the

Director of Defense Research and Engineering issuing a memorandum

on 3 December 1974 to establish a joint OSD/Service Software
Steering Committee. The charter of the Software Steering Com-
mittee is to oversee a two-phase study program to find methods
for controlling increasing costs, improving the quality, and
minimizing the adverse impact of poor software performance on
weapon systems effectiveness.

The MITRE Corporation and the Applied Physics Laboratory of
Johns Hopkins University were requested to conduct separate,
but coordinated, four-month studies in support of the first
phase of the Software Steering Committee study program. This
report presents the results of the MITRE study. _,Volume I con-

tains the findings and recommended high payoff Jgrrective actions,™
which MITRE recommends be considered for further development and

implementation during the second phase of the Software Steering

Committee study program. Volume II, when published, will provide
the supporting materials and analyses used in the development of

the MITRE recommendations.

GENERAL OBSERVATIONS

Based on a review of the results of prior studies, the collec-
tion of information during the study, and previous MITRE ex-

perience, the major contributing factor to weapon systems problems

is the lack of discipline and engineering rigor applied to the
weapon systems software acquisition activities. This failure
frequently leads to over ambitious requirements and subsequent
system expansion which causes complex design and redesign pro-
blems which then results in delivery delays and poor quality.
This deficiency has also resulted in poor documentation, poor
test practices and inconsistent review of software progress.
The establishment of discipline and engineering rigor includes
providing top down control, adherence to various budgets, pre-
paration of specifc documentation, preparation of test plans,
use of prototypes, use of independent Verification and Valida-
tion capabilities, costed specifications and establishment of
meaningful milestones. Additional observations are:
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+ Sound practices are not being applied to all weapon sys-
tems sortware acquisition efforts. Often, the management
practices to provide control and visibility for hardware
acquisition are not applied for software. Although good
acquisition practices have evolved over the years, the best
practices are not always applied to software acquisitions,
nor is there an organized method for the exchange of good
practices between system management offices and among the
Services.

» The current acquisition process does not recognize that
the most significant part of a scftware effort, involving
the heaviest expenditures of fiscal and manpower resources,
occurs early in the process, before completion of develop-
ment, in contrast to hardware acquisition where the heaviest
expenditures occur during production and deployment. This
unawareness, at times, has caused attempts in the acquisi-
tion of software to follow the same phases as hardware when,
in fact, different acquisition phase definitions are often
needed. Also, hardware phasing should take into account
uncertainties in the software development effort and re-
lationships with software. :

+ Total Life Cycle considerations are not adequately covered
early in the process of defining software. This oversight
has, as an example, caused the late availability of software
support facilities and the lack of adequate software main-
tenance resources for some systems.

+« The effect of poor software quality and performance, and
delayed software availability on total system costs is
frequently much greai - than the direct costs for the
software. Increased expenditures to improve software
development efforts, which would decrease the impact of
software on the total system, could result in total system
cost savings.

*» There is a lack of consistent practices for the feedback
of management information on software efforts to allow
recognition of successful methods and to identify common,
costly problem areas in which attention should be focused
for greatest leverage.

+ Weapon systems software acquisition problems are similar
to the problems that have been identified and, in some
cases, resolved for other kinds of system software. Con-
sideration should be given to whether successful practices
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for other types of software acquisitions apply to weapon
systems software acquisition.

HIGH PAYOFF CORRECTIVE ACTIONS

Four high payoff areas are defined in which corrective actions
would have the greatest leverage on weapon system software costs,
quality and timeliness. These corrective actions will support
the establishment of discipline and engineering rigor to the
acquisition of weapon systems software. The four areas are:

* Software Performance Specification
* Software Acquisition Planning
Software Technology

Personnel

AREA I - SOFTWARE PERFORMANCE SPECIFICATION

The corrective actions in this area involve the recognition and
consistent application of sound engineering principles and
practices to the activities prior to the completion of specifi-
cations for software end products. They are intended to provide
control over the tendency to be overambitious with functional
requirements with inadequate provisions for software develop-
ment capabilities and under-consideration of other software
requirements, such as the provision of capabilities to provide
for software maintenance and subsequent modification. The cor-
rective actions provide for:

* The specific documentation which must be prepared in
support of the DSARC review process to provide visibility
for software and to ensure consideration of the necessary
issues. These same types of documents are required to
support the review process for weapon systems efforts not
under the formal Defense Systems Acquisition Review Council
(DSARC) process. Approximately 40% (and possibly greater)
of the expenditures for weapon systems software occur out-
side the formal DSARC review process.

* The methods needed to ensure complete specifications of
software end products with consideration given to all
factors, such as estimated capacity growth, required main-
tenance capabilities, allowance for future changes in
mission requirements, and provision of facilities for
software development and maintenance. These methods would
emphasize the orderly, controlled development of mission
(functional) requirements considering the cost and schedule
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impact of each feature that is required. The methods
that would provide for definition of all forms of support
software and facilities with an early identification of
their impact on operational software are also covered.

* The studies and analyses needed to support the definition
of software by determining, for example: 1) hardware/
software tradeoffs for meeting mission requirements; 2) the
assessment of risks for developing the software which would
influence the choice of procurement and management approaches
that would be followed to develop software end items; 3) the
ability to use software in the DoD inventory to meet require-
ments for any of the various types of required support soft-
ware.

* The definition of methods and techniques that may be needed
to develop and validate software requirements such as com-
puter models to: 1) assess the operational suitability of
defined functional features; 2) determine system sizing

parameters; 3) evaluate alternative saftware architectures; and
4) understand hardware/software interface relationships.

AREA II - SOFTWARE ACQUISITION PLANNING

Corrective actions are recommended to provide a consistent frame-
work and definition of recommended software acquisition management
practices for use in planning and conducting the specific software
acquisition management efforts for each weapon system. In addi-
tion, the factors to be considered and methods to be used in
planning and managing the software acquisition for a weapons

system are provided. The recommended corrective actions provide
for:

* The definition of software acquisition phases, milestones
and reporting points applicable to the nature of software
development efforts which provide for needed management
visibility and control over the process.

* The definition of strategies for handling different types
of software acquisition efforts. This effort includes the

d i"  “ton of criteria for use of prototyping and/or
P + development techniques, and procurement practices
wh_ would be followed. .

* The definition of standard terminology for use throughout
the DoD and by DoD Contractors to provide bettern under-
standing and to facilitate the exchange of information.
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* The collection and dissemination of selected management
information to provide visibility and assist in the early
identification of problems.

* The preparation and maintenance of software and computer
inventories to aid the process of determining the avail-
ability of existing items and facilities that may have
application in new weapon system software efforts, and to
identify high payoff areas of software technology effort
within or across the Services.

* The factors to be considered by each program manager in
developing a specific plan for software acquisition efforts
in each weapon system.

AREA TII - SOFTWARE TECHNOLOGY

The recommended corrective actions provide for a continued,
coordinated Software Technology program to further improve and
develop the practices and techniques for software development.
Improved technology is needed to establish a sound software
development discipline in which roles and terminology are well
defined, activities have well-established methods and tools,
software status can be determined, costs predicted and reli-
ability assured.

The imposition of discipline and rigor on software acquisition
efforts will make it difficult to experiment with improvements
in technology. Provisions must be made to provide for real but
non-critical programs that can validate and refine the applica-
tion of new technology prior to being provided to critical
programs for use. Much of the advanced technology can be devel-
oped best in the context of a specific program rather than in an
independent sterile environment. However, care must be taken to
ensure that flexible methods are developed which can be applied
readily to other programs.

Software technology areas which will have high potential to con-
trol the future costs and quality of software include the follow-
ing:

* Develop quantitative measures of the status of software
and its reliability for use in monitoring and predicting
progress toward schedule and performance goals.

* Define the characteristics and methods for developing
transportable software, capable of being executed in
more than one operating environment.
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* Develop new approaches for develoﬁing‘software, such as

automatic programming, with emphasis on automated aids to
prove the correctness of software.

Develop models to predict software costs at various stages
of software acquisition.

Determine areas and methods for effective standardization
of programming languages and support software.

Conduct pilot programs to apply and consolidate advanced
techniques and tools for software development.

Define principles for selecting computer hardware and soft-
ware which are mutually supportive and cost effective for
meeting functional and performance requirements.

Determine realistic weapon system software documentation require-
ments which considers valid development and user requirements.

Investigate methods for improving effectiveness and reducing
real cost of test and evaluation processes.

Investigate firmware trends and needed DoD policies which
provide guidelines for future use.

Develop techniques and methods for improving the transfer
of successful practices across systems and Services.

AREA IV - PERSONNEL

Corrective actions are concerned with the provision of knowledge-
able and experienced DoD personnel for the management of software
acquisition efforts, and for the design and maintenance of soft-
ware. The limited scope of this study did not permit the devel-
opment of definitive recommended actions. A number of the factors
that must be considered are provided with the recommendation that

this area requires the long-term commitment of OSD and Service
attention and resources.

CORRECTIVE ACTION IMPLEMENTATION

A number of efforts are recommencded for the second phase of the
DoD Software Steering Committee study program to implement, and
in some cases, further develop the corrective actions provided
in this report. The principal recommended actions are:

xvi
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Establish procedures to provide for weapon systems software
reviews at OSD and Service levels to support the DSARC
review and approval phases for the acquisition of systems.
This approach will ensure that early planning is accom-

plished and that the proper factors have been considered
for software acquisiticn.

Initiate an effort to collect and analyze selected manage-
ment information (software cost and progress data) for use
by the OSD and Services to measure and control such things
as resource utilization, development progress, and for the

early identification of weapon systems software acquisition
problems.

Initiate action to update and expand current DoD directives,
or issue new instructions, in such areas as the formulation
of requirements acquisition strategies, and management
methods for the acquisition of weapon system software.

Initiate, support, and coordinate technology and study
programs for the continued development of improved weapon
systems software management and development methodologies.

Investigate personnel skill classification and selection
methods, training programs, and career incentives to
develop programs to provide and retain sufficient numbers
of management and engineering personnel for the acquisition
and maintenance of weapon systems software by the Services.

Section 4 of the report discusses the efforts that will be needed
to further investigate and, where appropriate, to initiate imple-
mentation of the recommended corrective actions during the second
phase of the study. An implementation chart is provided which
relates the required efforts to the different corrective actions
and to suggested time-phased products. The chart is repeated

for general information here in the Executive Summary.
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OVERVIEW OF SUGGESTED IMPLEMENTATION OF PHASE 11 CORRECTIVE ACTIONS
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INTRODUCTION

1.1 Background and Study Goals

Modern day weapon systems are making extensive use of computers
and softwarel to perform many combat and other functions which
were formerly performed manually, by hardware, or were not able
to be performed at all prior to the advent of computer techno-
logy. The life cycle cost of acquiring and owning the computer
software is becoming significant in relation to the other costs
of system acquisition. Also, since the software performs many
functions which are critical to overall weapon system mission
performance, software is steadily becoming more important.

The importance being placed on weapon system software acquisi-
tion and management by the Department of Defense (DoD) is re-
flected by the number of recent management and technical papers,
and committees/panels either sponsored by the DoD or participated
in directly by DoD personnel. Several trends in the use of
software and stored program computers in the design, develop-
ment, operation and support of weapon systems are becoming
increasingly evident. The trends are characterized by:

1. Growing DoD management awareness of the increasing
frequency in the use of and increasing mission dependence
on software in military weapon systems.

2. Accompanying suspicion that the costs of software
are an increasingly significant portion of DoD costs for
weapon systems and that additional indirect costs can
often be attributed to software.

3. Concern by DoD management that present methods and
controls for acquiring and maintaining software should

be improved upon to reduce risks (e.g., cost, schedule,
and performance), to improve the software development

and maintenance processes, and to improve the quality and
timeliness of software end products.

1

In this report, the term software is used to refer to computer pro-
grams, associated data bases, and related documentation required

to define, design, develop, produce, test, operate, and maintain

the software-related aspects of the total weapon system, including
computer hardware, software, personnel and procedures. A list of
definitions for common terms used throughout this report is included
in Appendix A. s
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4. Lack of general understanding of how best to impose
software management controls without adding inefficiencies,
removing incentive or stifling innovation in the fast
changing software management and computer technology areas.

In recognition of the need for a focused and coordinated approach
for improving weapon systems software management and technical
practices throughout DoD, on 3 December 1974 the Assistant
Secretaries of Defense (Comptroller and I&L) and the Director,
Defense Research and Engineering (DDR&E) established a joint
0SD/Service Weapon System Software Steering Committee. Its
charter is to identify critical weapon systems management prob-
lems and recommend policies and instruments for their solution.
In support of the first phase of the Steering Committee activi-
ties, The MITRE Corporation and the Applied Physics Laboratory
at Johns Hopkins University were requested to conduct separate,
but coordinated, four-month studies. Volume I of this report
provides the MITRE study findings and recommendations. Volume
II provides supporting materials and analyses collected during
the study and used in the development of the study recommenda-
tions.

The goals for the first phase of the study were briefly defined
in a 3 December 1974 OSD memorandum, which also established

the DoD Software Steering Committee. A copy of the memorandum
is included as Appendix B. These goals are repeated here, with
elaboration to indicate the full scope of the MITRE study. In
each goal, the effort was to identify and define:

1. The nature of the critical software problems facing
the DoD. This required the identification of the critical
weapon system software management and software technical
problems facing the DoD relative to improving software
acquisition and management procedures, to make better use
of resources, and to improve software quality and timeli-
ness.

2. The principal factors contributing to the problems.
This required the identification of where major software
problems are occurring in the weapon system life cycle
acquisition process and their causative factors.

3. The high payoff areas and alternatives available. This
required the identification of the software areas where 0SD
and Service attention will have maximum leverage in con-
trolling costs and improving the utilization of software
resources, quality and timeliness, and making recommendations
for action programs to achieve these improvements.

1-2




4. The management instruments and policies that are
needed to define and bound the functions, responsibilities
and mission areas of weapon systems software management.
This has resulted in MITRE-recommended DoD management
instruments/policies which are needed to implement an
action program to resolve problems in the high payoff
areas.

The scope of the study considered all system life cycle phases
and all types of software associated with the definition, design,
development, test and evaluation, production, operation and
maintenance of weapon systems. The term 'weapon system'" could
not be precisely defined. However, the DoD Software Steering
Committee provided a list of Army, Navy and Air Force systems
for review which tended to bound the study. These reviews
excluded intelligence and the ADP (Automatic Data Processing)
categories except where ADP software was used in support of a
weapon system. They excluded review of the Command and Control
and Communications (C?) systems except for 427M which was in-
cluded in the review list.

1.2 Study Approach

The study was conducted over a four-month period by a team of
MITRE staif from Bedford, Massachusetts and McLean, Virginia.
The MITRE Corporation emphasized the software practices of the
Department of the Air Force and the Department of the Army,
while the Applied Physics Laboratory (APL) emphasized systems
of the Department of the Navy and the Department of the Army.
Information concerning weapon systems software acquisition and
management practices in the DoD was obtained from the following
gources during the study:

1. Review of recent DoD software study reports and work-
shop proceedings and discussions with selected authors
of these reports.

2. Preparation of a weapon systems software questionnaire
oriented towards identifying major areas of needed software
cost, quality, and schedule improvement, and the use of
this questionnaire in discussions with Air Force and

lA list of these reports and workshop proceedings is included in

Appendix C of this report.
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Army project personnel on 14 DoD weapon systems} Similar
interviews were also conducted between APL and the Navy.

3. Discussions with DoD staff personnel at Service head-
quarters and command levels who are concerned with estab-
lishing DoD weapon system software acquisition, manage-

mer.t, and R&D policies.

4. Review of major DoD Regulations and Standards most
frequently used in the procurement of software in weapon
systems.

S. Interchange of interim findings and ideas with the
APL study team.

6. Guidance received from the DoD Software Steering
Committee during periodic progress reviews, and from
interaction with members of the committee.

7. Soliciting opinions of MITRE technical and manage-
ment personnel with experience in weapon systems, soft-
ware acquisition, and DoD practices.

While time and resources did not permit all sources to be ex-
amined fully, sufficient correlation existed between data
sources to confidently draw conclusions as to the weapon sys-
tems software problem areas facing the DoD, their causative
factors, and the high payoff areas of needed DoD action. These
conclusions and identified high payoff areas were used as the
basis for developing recommended DoD actions.

1.3 Report Organization

This study report is presented in two volumes. Volume I con-
tains a summary of findings and recommended corrective actions
of direct management interest. Volume II contains further
supporting material.

Volume I is organized into four major sections: Section 1 con-
tains introductory information including the purpose and goals
of the study; Section 2 contains a summary of major findings

lA list of the weapon systems interviewed by MITRE is included in

Appendix D of this report. A list of study participants is included
in Appendix E of this report.




and concludes with a list of high payoff areas for DoD action;
Section 3 presents MITRE's recommended DoD actions in the areas
of software performance specification, software acquisition
planning, software technology, and personnel; and Section &4
includes a brief outline for implementing the recommended ac-
tions during Phase II of the study. Appendices to Volume I

are limited only to that information required to understand

the content of the four major sections and to initiate the
recommended actions.

Volume II is organized into four major sections: Section 1
contains introductory information; Section 2 provides further
detail on the 14 systems interviewed; Section 3 contains a
brief summation of the major findings and recommendations of
the reports and workshops reviewed during the study; and Sec-
tion 4 includes a software acquisition and management biblio-
graphy.




2. SUMMARY OF MAJOR FINDINGS

INTRODUCTION TO SECTION 2

A great deal of documented information was reviewed, and dis-
cussions with numerous LoD, Service Headquarters, project office,
and private sector personnel were conducted during the course of
this study. The weapon system software problems and concerns
noted in these documents and expressed as 'lessons learned' by
these personnel are voluminous and are generally recorded in

the document references for this study and in separate trip
reports. !

This section of the report extracts from this large information
base what MITRE feels are the major weapon systems software
problem areas facing the DoD, their causative factors, and the
high payoff (high leverage) areas that should be given priority
consideration by management in the preparation of future weapon
system software acquisition policies and action plans.

This section is divided into the 3 following topic areas:

1. Major Observations (Section 2.1)

2. Discussion of Study Findings (Section 2.2)

* Characteristics of Software in Weapon Systems
(Section 2.2.1)

+ The Cost of Software in Weapon Systems
(Section 2.2.2)

+ Software Management Methods
(Section 2.2.3)

+ Software Acquisition Methods
(Section 2.2.4)

+ Software Development Methods
(Section 2.2.5)

3. Summary of High Payoff Areas for DoD Action
(Section 2.3)

IThe references and trip reports are summarized as supporting material
in Volume II.
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+ Software Performance Specification
* Software Acquisition Planning

* Software Technology

* DoD Personnel Practices

2.1 Major Observations

There is a tendency in this type of study to develop sizable
lists of problems and causative factors, most of which are
already known and agreed upon by the military and civilian
organizations most involved. To some degree, this report
exhibits this tendency. However, some redefinition of the
major problems was necessary to assist in understanding their
scope and importance, and in order to formulate a meaningful
program of corrective actions.

An attendant danger is the possibility of not clearly identify-
ing to the reader the basic and major causative factors -- of
which many problem areas are really only symptoms. One such
major factor is sufficiently important to be discussed sepa-
rately in this section.

Based on a review of the results of prior studies, the collec-
tion of information during the study, and previous MITRE ex-
perience, the major contributing factor to weapon system software

problems is the lack of discipline and engineering rigor applied
consistently to the software acquisition activities. This factor
is not unique to weapon systems but is symptomatic of software
problems in many DoD system areas. This lack of discipline has
often resulted in poor design and software requirements control;
poor quality and utility of software end products and support
functions; inefficient test and validation; and inconsistent
review and management emphasis on software progress and system
impact. No one action will provide this discipline across all
areas of the software acquisition process, Rather, corrective
actions must be initiated in many areas. The establishment of
discipline and software engineering rigor must include provi-
sions for:




o

@

>

Total life cycle planning; top down design controls;
establishment and adherence to software budgets; defini-
tion and use of common, quantitative software performance
measures in software development activities; use of acqui-
sition and procurement strategies, milestones, and decision
points specific for software; adherence to formal software
quality assurance methods; development of efficient veri-
fication and validation capabilities; and management con-
trols (checks) to ensure that these disciplines are applied.

The establishment of discipline and engineering rigor forms the

basis for the high payoff areas identified in Section 2.3 and
for the program of corrective actions developed in Section 3.
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2.2 Discussion of Study Findings

2.2.1 Characteristics of Software in Weapon Systems

1. Significant differences exist in the types of weapon
systems and in the types and characteristics of software
in weapon systems. For example, software in airborne
systems differs considerably from software in ground based
tactical information systems.

2. The major elements of weapon systems software are often
not integral (imbedded) with the operational components,
but rather are in the subsystems required to develop and
support them (e.g., automatic test equipment (ATE), inte-
gration and Validation and Verification (V&V) facilities
and ADP-type supp.rt). This observation is particularly
true for avionics and missiles systems -- less true for
tactical control and information systems.

3. Weapon systems software by its nature does not fit
previously defined procurement categories. Software is
not exactly data nor physical property such as hardware.
Attempts to define 'software' in existing terms often
causes confusion and often subjects it to inappropriate
regulations by those required to manage weapon systems
software.

4. Even when software is not a primary cost or delivery
item, it can often have large impact on system cost and
schedules. Software planning emphasis should be propor-
tional to its importance in the system, rather than the
level of the software in the system or its relative cost.
Delays in delivery of software or poor quality software
can have a very large impact on the total system cost,
performance and availability schedules. These indirect
costs are often a more significant factor than the direct
software acquisition costs,

5. Weapon systems mission requirements are constantly
changing and should be viewed as evolutionary by manage-
ment. The nature of software (e.g., flexibility, relative
ease of changeability, and ease cf field retrofit) often
encourages the use of software solutions to effect mission
changes and often to correct for deficiencies in other sub-
system areas. While this use of software is believed to
represent cost-effective system solutions, management
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should be aware of the associated software cost, perfor-
mance, schedule impacts, and of the need to develop and
update software resources, tools, and maintenance facili-
ties,

6. At the present time, weapon systems software is not
generally transportable between projects ('portability').

Some exchange of software is being accomplished between
projects in the ADP support areas (e.g., programming

languages, compilers and utilities). However, for the 14
systems interviewed, no cases were noted where there was an ex-
change of application software programs. Attempts to

enforce rigid standardization of all software may prove
counterproductive and should be approached cautiously.

7. The reliability of weapon systems software has become
an important issue because of its impact on the overall
mission effectiveness of weapon systems. In essence, there
may be only one opportunity for it to work properly. This
constraint calls for a greater degree of concern that the
software will perform as required, when needed, than exists
for ADP software, for example. This characteristic of
weapon systems software must be considered when formulating
and implementing corrective actions.

2.2.2 The Cost of Software in Weapon Systems

1. The indirect total system costs are frequently greater
than direct software costs due to poor software quality
and performance, and delayed availability in many cases.

A total cost savings could result from increased expen-
ditures on software efforts which would reduce the adverse
impacts of software on the total system.

2. The total cost of weapon systems software to DoD is
apparently increasing, and the ratio of software to com-
puter hardware costs is also increasing. This increase is
because of more computers and software being used, and to
generally decreasing computer hardware costs.

3. Software differs from hardware in that major costs are
generally incurred in development and in operation and
maintenance (0&M) phases, rot in the production/deployment
phase. This fact should be recognized in planning for
allocation of fiscal resources.




| 4, Quantitative software cost information was requested
for each weapon system reviewed, but meaningful information
was not generally available.! This was apparently due to
lack of common definitions for the components of software
costs, to regulations not requiring software to be broken
out and maintained separately from hardware, and to lack
of detailed historical cost records. It was also noted
that cost information was rarely correlated with technical
information for management purposes. Some exceptions were
found. For example, in one instance, a detailed software
cost breakdown structure and reporting procedures had been
initiated. In other instances, portions of annual software
contract costs were available but not total costs and
related overhead and facility costs.

5. Certain causative factors were found to be frequent
contributors to software cost and schedule growth in
weapon systems. These factors were identified in past
DoD studies as well as during the MITRE study interviews.
They include: a) poorly formulated initial software re-
quirements; b) changing requirements and requirements
growth during the development phases; c) false starts and
need to educate involved organizations before useful out-
put was obtained; d) inefficient use (proliferation) of
already existing resources; e) inefficient testing and
verification tools and methods; and f) improper use (poor
tailoring) of standards and guidance documents in specific
procurements.

—_——

INote: Future efforts to determine the cost of software in weapon
systems should include (start with) the development of a management
cost model and agreement on its content. The model should define
the software cost components and identify which defense systems,
personnel, and facilities are applicable. Once such a model is
agreed upon, more meaningful data can be collected and total cost
estimates derived. In Appendix F of this report, a possible manage-
ment weapon systems software cost model is presented. Time and the
limited scope of this study did not allow for the collection of
sufficient data points to arrive at a defensible cost estimate. How-
ever, at the .equest of the study sponsor, we have provided a gross
estimate which is developed in Appendix F. This estimate places
direct weapon systems software costs at $.8 to $1.6 billion annually.
The room for error and misinterpretation is very large in the approach
used, and until such time as the model can be widely reviewed, rede-
fined, and more accurate cost data points obtained from actual system
managers, the estimate should. be viewed and used cautiously.
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6. Formal definition, reporting, collection, analysis

and feedback of weapon systems software cost information
would improve management's visibility of software. It
would provide information in the future so that major areas
could be identified where DoD software costs are occurring
and thus identify areas for possible improvements in cost
and performance.

2.2.3 Software Management Methods

1. Many of the problems identified by previous studies
stem from procurements which were started several years
ago when the management of software for weapon systems
was relatively new to the Services. The Services are
generally applying '"lessons learned'" to recent procure-
ments, and thus some improvements can be expected in
cost, schedule, performance and maintainability of weapon
systems software.

2. The Services have started organizational, technological,
and management programs for the improvement of weapon systems
software acquisition management. They have established
organizations at command headquarters and within system
program management offices whose primary responsibilities
involve the management of weapon systems software acqui-
sition. The Services have initiated technological programs
which are more oriented toward the specific needs of weapon
systems software acquisition and maintenance, as opposed to
the broader categories of automatic data processing soft-
ware. They are also developing guidance documents for

use by program managers for the acquisition management of
software. Some of these management improvement programs
will realize early returns, but other improvements will
require time for confirmation of research results against
real military problems of software acquisition.

3. Many of the software acquisition and management problems
can be traced to inadequate requirements formulation and the
need for more detailed planning during the early stages of
weapon system acquisition. Examples are the lack of ade-
quate maintenance capabilities for field personnel use, or
inflexible software designs that cannot readily adapt to
changing mission requirements, or redundant efforts to
develop identical types of support software. Further, many
of the systems experienced changing requirements as the
software was being developed. More adequate planning for
software projects is only beginning to be emphasized. Re-
quirements for conscious software acquisition strategies,
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suitable development and maintenance support, and realistic
intermediate milestones are beginning to be recognized at
program office levels. Formal Computer Program Development
Plans are being used in some projects. (For example, a
"Computer Resources Integrated Support Plan" to assure
software maintenance suppcit has been defined by the Air
Force.) Nevertheless, software planning is often slighted.
Software portions of weapon systems are not always sepa-
rately identified in contracts, support facilities for
software are not cpecifically provided for, and plans are
often not developed to define which software components
shall be built and delivered and in what order.

4. Weapon systems software does not have the same degree

of visibility, attention and controls as hardware. Soft-
ware acquisition managers often report a lack of "visibility"
for software, by which they mean the ability cf someone
removed from the actual development to know just how well

a software development is progressing. This lack may re-
flect the absence of measures to monitor software progress
and status. It also may reflect an attention to software
appropriate to its generally low proportional cost in a system.
The importance of software in a weapon system is generally
greater than its direct cost since it can have a large impact
on system schedule or performance.

5. Little historical cost, schedule, and performance data
are available on software development experience which can
be used to validate good or bad acquisition practices and

to guide development of future acquisition management
policies. Software management information is generally

not maintained nor available, and thus techniques and
methods for its use for making predictions and for improving
management policies have not been developed.

6. DoD managers at all levels often use unrealistic
assumptions about the capabilities of software, the
resources and time required to develop it, and the

likely characteristics of a delivered software package.
Software rarely works the first time and requires special
tools and facilities to develop and validate. It is
generally difficult and costly to modify. Software devel-
opment frequently requires design, test, and redesign iterations
before it is satisfactory. Even then, delivered software
does not usually perform as expected, both because of the
undiscovered bugs which are exposed only in operational
use and because of the need to change software to meet
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changing or misinterpreted operational requirements. All
of these statements are generally agreed upon by practi-

tioners but are often not reflected in management assump-
tions used as a basis for schedules, cost estimates, and

resource allocation.

7. A high turnover rate of military software management
personnel was noted in almost all program offices visited.
We were impressed by the quality of software management
personnel in the various weapon system project offices.
However, a very high turnover rate of these same personnel
was noted (both leaving Government and the software career
areas). There is a continued need to provide training
methods to develop new and capable software managers in
Government, and career incentives to retain them.

2.2.4 Software Acquisition Methods

1. Although some policies and standards have been estab-
lished for software acquisition, there does not exist a
common set of practices and disciplines in common use.
This differs from hardware acquisition where DoD procure-
ment regulations and standards have generally evolved for
the management of hardware and total systems.

2. Many of the management principles for hardware acqui-
sition that provide visibility and control are applicable
to software acquisition, although in practice these prin-
ciples have not been generally followed for software.
However, it is also important to recognize that there are
differences between hardware and software acquisition
efforts. For example, production and maintenance have

different meanings in the software community than they have

for hardware. Software development often begins late in

the system development process and is completed early, with

continuing modifications. The steps or stages of software
development correlate poorly with the acquisition phases
defined in DoDD 5000.1. These differences imply a need

for allocating resources differently for software projects

or software portions of a system program then for hardware.

3. Software acquisitions suffer from many of the same
problems as hardware or system acquisitions. For hardware

and system acquisitions, overruns and over optimistic esti-

mates of cost and performance (resulting in overruns) have
been blamed on unclear or unstable requirements, buy-ins,
a rapidly changing technology and a complex contracting

structure. The same factors influence software acquisitions,
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perhaps to a greater extent than hardware acquisitions.
Software requirements are less formally stated, software
technology changes even more rapidly than hardware tech-
nology in general, and effective procedures for sof tware
contracting are still being developed.

4. Many of the software problems are common to all systems;
other problems only to specific systems or circumstances.
There is no single cure for all problems. Many solutions
must be multi-faceted, with improvements needed in both
acquisition management and technology areas.

5. While emphasis was placed on weapon systems software,
many of the problems observed for this area were the same
problems identified in software studies for other kinds of
DoD systems, and of large, complex software systems in
general. Part of the reason for these commen problems is
that a large part of the software needed by weapon systems
is very similar in character to the types of software used
in other systems. Therefore, when implementing corrective
actions for weapon systems software, consideration should
be given to the applicability of successful practices found
for the management and development of software for other
types of systems.

6. Problems with acquisition, with the nature of software,
and with the lack of engineering discipline make software
development inherently risky. Known risk reduction tech-
niques need to be employed for software. Software devel-
opments which appeared to be most orderly are those based
on previous similar software and continuity with a single
contractor(s). Examples are the Minuteman III, Safeguard,
and TSQ-73. Where software developments are new or repre-
sent significant departures from previous work, or involve
new contractors, they should be assumed to require risk
management methods. Few cases were noted where software is
developed using acquisition strategies intended to reduce
risks such as through parallel development, software proto-
typing, or software feasibility demonstrations.

7. The 0SD DCP/DSARC review process for major systems is
generally keyed to systems in development phases and to
total dollar thresholds. This process often bypasses major
software subsystems because either they are in a major soft-
ware redesign/update phase, but past the equivalent of the
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DSARC III decision point, or the software is in a l-or
2-of-a-kind system (with a relatively low production

cost). However, it was noted that major software subsystems
are reviewed by the Services, and during the budgetary re-
view processes.

8. There is an ongoing need to ensure that tactical systems
interface properly under combined Service operations. Inter-
operability problems often involve software solutions and
could represent major software cost impacts unless inter-
faces are rigidly controlled in the future. No single
unified tactical user group with the long term authority

and mission role to ensure interoperability across all
tactical systems was noted by MITRE during the interviews.

2.2.5 Software Development Methods

1. There is a general need for better definitions of
software terms, measures of software qualities, and the
methods of measuring them. For example -- software, soft-
ware costs, software status (e.g., progress milestones),

and software 'quality' (e.g., reliability, maintainability,
portability, productivity) -- do not have generally accepted
definitions, measures, or methods of measurement in govern-
ment or in industry.

2. Software technological improvements particularly aimed
at developing a software engineering discipline are being
made by industry, academia and the Services but require
application to real military systems (in addition to labora-
tory or experimental systems) for evaluation and confirma-
tion. Software technological areas in which research is
being conducted with potential application to reducing the
costs and improving the quality of military systems include
requirements formalization, software development and testing
tools, automatic programming, and improved methods for design
and implementation (e.g., structured programming).

3. Few military mechanisms exist for transferring proven
technology to acquisition programs or for sharing success-
ful practices across acquisition programs and across
Services.
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4, Several new software technologies are developing which
require DoD guidelines for their use in weapon systems.

The technologies include: (1) the use of distributed
computer processing capabilities among networks of small
computers; (2) the use of microprocessors and firmwarel
which incorporate increasing amounts of the computer pro-
grams within a system; and (3) the use of on-line inter-
active programming to an anonymous computer for supporting
sof tware development. MITRE found no specific guidelines
or instances of common practices for employing these develop-
ing trends in weapon systems.

ltirmware - Firmware differs from software in that it is not easily
alterable such as for software. Use of read-only memories (ROMs)
or programmable read-only memories (PROMs) in processors or special
purpose hardware are examples of firmware.
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2.3 Summary of High Payoff Areas for DoD Action

In developing a recommended DoD course of action for improving
the management and control over costs, the quality, and the time-
liness of software in weapon systems, it is necessary to first
extract from the study findings the areas of highest payoff --
that is, those areas where corrective DoD actions will exert the
highest leverage. The following is a brief discussion of the
four major areas which are felt would have the greatest leverage
and which deserve special 0SD and Service attention. Corrective
actions in these areas will support the establishment and appli-
cation of discipline and engineering rigor to the acquisition of
weapon systems software. They form the basis and organization
of the actions recommended in Section 3 of this report.

1. Software Performance Specification

This area is concerned with the establishment and consistent
application of sound engineering principles and practices
to the process of specifying software end products.

2. Software Acquisition Planning

This area is concerned with the establishment of a consistent
framework and the definition of recommended software acquisi-
tion management practices that should be used in planning

and conducting weapon systems software acquisition management
efforts.

3. Software Technology

This area identifies specific software technology programs
needed to further improve and establish software development
and management practices and techniques.

4. Personnel

This area is concerned with the provision of knowledgeable
and experienced DoD personnel for the management of software
acquisition efforts, and for the design and maintenance of
software.
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3.

CORRECTIVE ACTIONS

INTRODUCTION TO SECTION 3

This section recommends specific corrective actions which should
be considered during Phase II of the study. The actions are
ordered by the four high payoff areas previously discussed in
Section 2.3. The emphasis of the actions chosen is to stress

the early establishment of a discipline and a software engineering
rigor which needs to be applied to the weapon system software
acquisition process. The approach chosen recommends that OSD and
the Services develop consistent DoD-wide software guidelines
which provide for more comprehensive planning and expenditure of
sof tware-related resources early in the development process in
order to improve the overall life cycle costs of software and
weapon systems, and to improve the quality and timeliness of
software end products. The intent is not to provide a 'cookbook'
approach for the acquisition of software but, rather, to provide
a set of proven software guidelines which can be tailored for

the specific weapon system under consideration, and the necessary
management controls for their use.

Much of the material presented in support of the actions is to
provide the reader with a flavor for the type and level of detail
required and is not necessarily complete in itself. Rather, the
material is presented to identify and bound the nature of the
activities that are recommended be pursued during Phase II of

the study. In most instances, much more extensive material on
any one subject can be obtained from a number of Service and
industry publications.

A summary listing of the major actions follows. A detailed dis-
cussion of each action is presented in the indicated section.

Software Performance Specification

* Identify the important weapon systems software re-
quirements and performance specification factors and
establish specific DoD guidelines to ensure that these
factors are adequately considered in the software
development process (Section 3.1.1).

* Require specific software design tradeoff studies
and analyses as part of the performance specification
process (Section 3.1.2).




+ Establish formal software Quality Assurance (QA)
practices which require the use of proven software
design, development, and validation methods (Section
333:3),

+ For 'major' systems, require specific software sup-
porting documentation and analyses as part of the
0SD level DCP/DSARC review process. Require similar
supporting documentation and analyses at Service
levels for 'non-major' systems or systems past the
equivalent DSARC III decision point but involved
in a major update cycle (Section 3.1.4).

Software Acquisition Planning

* Identify the important weapon systems software acqui-
sition and life cycle planning factors and establish
specific DoD guidelines to ensure that these factors
are adequately considered in the software acquisition
planning and management process (Section 3.2.1).

* Define specific acquisition phases and milestones for
weapon systems software which reflect the true nature
of software development in the overall system acqui-
sition process. Define related guidelines for use
by project planning personnel (Section 3.2.2).

* Define specific weapon systems software acquisition
and procurement strategies (such as software proto-
typing and parallel development) which maintain con-
tractor incentives and limit software development
risks. Define related guidelines for use by project
planning personnel (Section 3.2.3).

* Establish common definitions for software terminology
for use throughout the DoD and by DoD contractors
(Section 3.2.4).

* Establish methods for identifying DoD resources appli-
cable for use across systems and Services; for example,
through the preparation and maintenance of a DoD
catalogue (inventory) of weapon systems computer
hardware, software and facility resources. Define
related guidelines for use by Service level and pro-
ject personnel (Section 3.2.5).




* Initiate OSD action to require the collection and
dissemination of selected weapon systems management
information including software-related cost, tech-
nical performance, and schedule information (Section

3.2.6).

* Review major DoD publications (i.e., directives,
instructions, regulations, and MIL standards) used
in the acquisition of software in weapon systems.
Initiate interim changes to correct for software
omissions, deficiencies, and conflicts until formal
long-term solutions are implemented (Section 3.2.7).

Software Technology

* Ensure that research, studies, and pilot programs
are initiated or continued in areas where current
technology and management practices are inadequate
in meeting the requirements for efficient develop-
ment of reliable software and for effective
management control of the development process.
Eleven areas are discussed which should be given
high priority in DoD allocations of software R&D
funds (Section 3.3).

Personnel

* Investigate and establish methods for improving
software personnel selection and training practices
and for developing personnel incentives (Section
3.4).

A certain amount of overlap and redundancy was necessary in
developing the material in the following sections. For example,
the preparation of the software acquisition planning material
includes some performance specification considerations. However,
this redundancy was felt necessary in order to provide DoD with
a comprehensive discussion in each subject area.




3.1 Software Performance Specification

The corrective actions in this area concern the recognition and
consistent application of sound engineering principles and
practices to the process of specifying and validating the
requirements of software end products. They are intended to
provide for control over the tendency to overspecify the func-
tional requirements with the attendant risk of under-specifying
other software requirements, such as the provision of capabili-
ties to provide for software maintenance and subsequent modifica-
tion.

3.1.1 Checklist of Important Software Performance Specification
Factors

Recommended Action: Identify the important weapon systems soft-
ware requirements and performance specification factors and
establish specific DoD guidelines to ensure that these factors
are adequately considered in the software development process.

While there are significant differences in the types of weapon
systems and in the nature and complexity of the software required
to develop, operate, and support them, certain common factors
exist which should be recognized early in the requirements
definition and performance specification and validation process.
Many of these factors are addressed in Service level publica-
tions and handbooks, but are not currently being consistently
applied across all systems. This section lists several impor-
tant factors which should be formalized during Phase II of the
study. It is not intended to be a complete list but rather to
indicate the nature of the required DoD guidelines. Several
items are further expanded in later sections.

1. Recognize total software life cycle requirements. The
requirements definition and performance specification pro-
cess should apply to all software end items including
operational software, support software (e.g., software
development tools, test and validation software, and opera-
tions and maintenance support software), automatic test
equipment and diagnostic softwa:e, and training/simulation
software. Special emphasis should be applied to ensure
that software maintenance requirements are considered.

The organization of the software requirements should con-
sider the following categories: mission requirements
needed to support the overall system mission; operations
and maintenance requirements needed to support and maintain
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the system after transition; system design requirements
needed to ensure that the software capabilities and perfor-
mance are compatible with total system requirements; and
software development requirements needed to ensure that

all resources and facllities required to develop and
validate the software are considered.

2. Approach the development in an orderly fashion. Re-
quire an overall approach and strategy for specifying,
developing, and validating the software. For example,
understand when each software component is required, who
will be responsible for developing and validating it, and
the risks and dependencies involved.

3. Establish strict controls over software functional and
performance (mission) requirements during the program.

To protect against software-related cost and schedule
growth and computer hardware ard software performance deg-
radation caused by uncontrolled changes and user require-
ments growth, a system for prioritizing software require-
ments in major defense systems should be established. For
example, at the time of the initial software life cycle
planning and requirements definition, software requirements
should be identified as either high priority (essential to
mission success), medium priority (necessary for most
effective operation), or low priority (aids, or nice fea-
tures, but not necessary for system operation). The
priorities should have concurrence from the user command
and be used to delete requirements when necessary to con-
trol cost, performance, and schedules during the program.

4. Evaluate the use of software versus hardware or other
design approaches. To ensure the use of software design

approaches in weapon systems orly when software represents
the most beneficial design choice, a separate analysis of
sof tware versus other design approaches (including hard-
ware, firmware, or manual procedures) should be performed
during the initial validation phase.

5. Choose a software architecture which best reflects the
weapon system requirements. Th: software design approach

chosen should consider all weapon system requirements in-
cluding reliability, maintainability, modularity, future
growth, hardware capacities and capabilities, interfaces
and interoperability with other systems.
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6. Evaluate use of new software developments and facili-
ties versus use of existing resources. To ensure the effi-

cient utilization of existing DoD computer hardware, soft-
ware, and facilities before initiating new developments, an
analysis should be performed during the initial validation
phase. The analysis should consider use of existing com-
puter hardware designs and software (including operating
systems, application programs, support software; i.e.,
utility programs, languages, compilers, assemblers, test-
ware, maintenance tools), and possible shared use of ex-
isting software maintenance and validation facilities.

7. Establish software related performance standards and
software sizing budgets (set quantitative goals for soft-
ware performance) as well as functional requirements.
Quantitative software performance standards (e.g., response
time for operator (user) inputs under a stated processing
load) and software sizing budgets (e.g., estimates of the
number of words of code and execution times at a subroutine
level) should be established apart from the mission perfor-
mance requirements and used as a management tool during

the development phases.

8. Recognize software development dependencies. Recognize
sof tware development dependencies such as the need for de-
velopment tools (e.g., compilers, assemblers, utilities)
and computer facilities before the start of coding. Take
these dependencies into consideration during the contractor
selection process and in the overall development planning.
Special emphasis should be applied to ensure that proprie-
tary and ownership rights of development and maintenance
tools and facilities are considered.

9. Chose a performance specification approach which allows
for a phase-in period where a new contractor is involved or

the user requirements have not been previously verified.

Don't expect the contractor to be an expert in the user
requirements, nor the user to know the details of his own
requirements without a trial demonstration and evaluation
iteration.

10. Design-in sufficient system expansion and modularity
capabilities. Assume that software requirements will grow
during development and after system transition, and that
additional resources (e.g., storage, compute time) will
eventually be required.
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11. Emphasize ease of change in the software performance
specification process. Recognize that weapon systems
software requirements will change over the life of the
system. Where appropriate, consider use of a modular
architecture which allows for changing application program
requirements.

12. Control the introduction of software changes during
the development process. One of the most difficult and
costly problems is the tendency for the user to add or
change requirements while the developer is attempting to
design, code and debug his software. Consideration should
be given to use of an early design freeze on requirements
with the incorporation of valid changes introduced as
packaged changes later in the process.

13. Define explicit interface requirements for external
interfaces as early as possible. Techniques such as soft-
ware interface control meetings and the generation of
baseline software interface control documents should be

a necessity on all programs.

14. Recognize interoperability considerations. Most wea-
pon systems must function in a multi-system environment.
Adequate attention and resources should be applied to
develop inter-system interface standards early in the
specification process, to establish configuration manage-
ment methods to control theti, and to develop realistic
test methods for validating them. Interoperability prob-
lems in many tactical information systems involve costly
software changes if corrected late in the process.

15. Maintain user involvement as the design progresses.
Since the user (including both operations and maintenance)
will be required to 'own' the system after acceptance,
minimize the number of surprises or operational objections
to the system by maintaining a constructive but well-
controlled interface with representatives of user groups.

16. Establish a separaté resource for the monitoring and
validation of software developm:ant activities. An identi-
fiable resource should be assigned to monitor and validate
the activities of the software developer when significant
amounts of software are involved. Use of in-house labora-
tory software personnel or a separate software validation
contractor to supplement the project office should be
considered.
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17. Software integration and test and evaluation facility.
A software integration and test and evaluation facility
should be planned for and available for software integra-
tion testing early in the software development cycle.
Special software and hardware required to develop this
facility should be included in the initial contract arrange-
ments. Where feasible, facilities and personnel should be
shared between weapon systems.

3.1.2 Supporting Studies and Analyses

Recommended Action: Require specific software design tradeoff
studies and analyses as part of the performance specification

process.

Certain supporting tradeoff studies and analyses should be
conducted during the early definition of software and system
requirements and during the early software design formulation
activities. Three studies and analyses were mentioned in
Section 3.1.1 and are further discussed here:

1. An analysis of the proposed software design approach
versus the use of hardware or other design approaches.

2. An analysis of new software developments and facili-
ties versus the use of existing resources.

3. An analysis of the software development risks involved.

These three analyses should be conducted, as a minimum, when
significant levels and complexity of computer hardware, soft-
ware, and costly support facilities are involved. Other trade-
off studies and analyses may be required because of special
requirements or risks associated with a specific weapon system
development.

3.1.2.1 An Analysis of the Proposed Software Design Approach
Versus the Use of Hardware or Other Design Approaches

This analysis is required to insure that the chosen software
and hardware design represents the most cost-effective approach
for satisfying the mission requirements when all factors are
considered. The major factors should include:




Consideration of computer hardwére and software versus
hardwired logic, firmware, and/or manual (prccedural)
alternatives.

Consideration of both operational and support software
areas.

Comparison of associated life cycle costs.

Consideration of the benefits of a software approach
where future mission changes can be expected.

+ Consideration of User preferences.

Evaluation of associated development and technology
risks.

Consideration of performance and reliability/maintain-
ability tradeoffs.

A separate report presenting the results of this analysis should
be prepared and should be available to support the decision for
entering full-scale software development.

3.1.2.2 An Analysis of New Software Developments and Facilities

Versus the Use of Existiggikesources.

This analysis is required to ensure the efficient utilization of
existing DoD computer hardware, software, and facilities before
initiating new developments and establishing new support facili-

ties.

The major factors should include:

Availability of off-the-shelf computer hardware designs
which satisfy computer performance and capacity, physical,
environmental, and reliability/maintainability require-
ments.

Availability of software packages -- including operational
(application) software, operating systems, development

and maintenance support software (e.g., compilers,
assemblers, utility routines), and operational support

sof tware (e.g., automatic test equipment and diagnostic
software, training/simulation software) -- which satisfy
applicable portions of mission requirements and which

are transportable (i.e., have demonstrated performance,
are adequately documented, and most important, that
trained personnel are available to assist in the transition
to the new project).
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. Availability of design support, integration, test and
evaluation (validation), and maintenance support
facilities, used for similar weapon systems which have
an unused capacity.

. Consideration of sole source and procurement implications.

It should be noted that 'portability' of computer hardware and
software between projects to date has been largely limited to
standardized families such as the UNIVAC AN/UYK-7 and AN/UYK-20
and the IBM 4 Pi series, to support software areas (such

as compilers, assemblers, and utility systems), and in some
instances to operating systems. However, the cost and

schedule benefits to be achieved by utilizing existing
resources can be significant and DoD should emphasize efficient
utilization wherever practical.

A separate report rresenting the results of this analysis should
be prepared and should be available to support the decision
for entering full-scale software development.

3.1.2.3 Analysis of the Software Development Risks

This analysis is required to ensure that adequate risk manage-
ment methods (strategies) are applied for software where
significant development risks are involved. The major factors
should include:

. Mission requirement uncertainties which might impact
the software.

. Likelihood of significant user changes and additions
during the design formulation phase.

. Development risks associated with the level and com-
plexity of the software and the system architecture.

. Computer hardware and interface dependencies.
. Experience of major participants.

. Location and availability of adequate resources and
facilities.

The risks should be assessed in terms of cost, schedule, and
mission performance impacts. A separate report presenting the
results of this analysis should be prepared and should be
available to support the decision for entering full-scale
software development.
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3.1.3 Requirements Development and Validation Methods

Recommended Action: Establish formal software quality assurance
practices which require the use of proven software design,
development, and validation methods.

Formal DoD-wide software quality assurance (QA) practices should
be consolidated and should be consistently applied to the
contractor's activities during the software development and
validation process.l,2,3 The specific objectives of the
software QA program should:

1. Ensure that the design of the delivered operational
sof tware elements (software packages and related documenta-
tion) conforms to good design practices and to the design
objectives agreed upon at the time of contract.

2. Ensure that the performance of the operational software
elements when integrated with the hardware and external
interfaces conforms to: (1) the specific software
performance standards (quantitative values) agreed upon

at the time of contract; (2) the operational (functional)
requirements stated in the software development specifica-
tions; and (3) the real requirements of the user and

intent of the overall weapon systems mission requirements.4

1Portions of the material in this section have been extracted from MITRE
Technical Report MTR-6906, Software Quality Assurance and Production
Control Practices in the Acquisition of Large Systems. It is included
here to provide management with a flavor for the nature and the

level of detail of the practices and resources required to establish

a valid software QA program. The reader should refer to this refer-
enced report for a more thorough discussion of software QA and produc-
tion control practices.

2The developer is referred tc as the contractor in this discussion.

However, the principles also apply where the developer is an in-house
resource.
3Note: The discussion on software quality assurance addresses more

than the methods and techniques needed to develop and validate software
requirements. It includes all topics normally associated with software
QA; i.e., all the government's activities required to reach a valid
design and to ensure that quality software products are delivered on
time and at agreed-upon cost. The discusnion is presented here because
of the need for DoD to address QA as a coordinated action area.
4This objective is generally synonomous with the accepted definition of
Verification and Validation (V&V) in DoD.
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3. Ensure that the system will function (interoperate)
effectively in a multi-weapon system environment.

4. Ensure that the operational software elements are
developed, merged with the other system elements, and
are accepted within the cost and schedule objectives
as stated in the contract and in the system management
plans.

5. Provide resources and methods for timely resolution
of contractor's design questions, proposed changes, and
development alternatives.

6. Identify to management as early as possible in the
process software related problems and resource deficiencies
that might impact the above objectives.

7 it Maintain strict controls over the system functional
requirements and design (freeze as early as practical -
ideally as close to the critical design review as possible)
and minimize the number of changes during the course of

the contract that might impact the above objectives.

8. Ensure that adequate support software, system resources,
and related documentation are included with the delivery

of the system to satisfy operations and maintenance

support functions.

To meet these objectives, specific QA activities and resources
should be applied during the contract. The activities should
be in addition to those provided by the contractor's own
software QA program and should be organized and put into
practice in such a way as to assist and supplement the con-
tractor and not hinder or impose an excessive workload on him.
An open and constructive interface between the contractor and
the government's representatives is a prerequisite to the
successful implementation of a QA program.

Several software QA practices which should be considered in
the development of the DoD software QA guidelines include the
following:

1. Those required to ensure a quality design, such as:

. Establish early software and documentation design
standards.
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. Establish a central software design file (e.g.,
notebook or library) which centralizes important
software design and status information.

. Allow access to the design file and other design
documentation by government QA representatives.

. Establish and allow access to results of software
modeling and sizing activities.

. Provide for early and periodic review of contractor's
software design approach.

2, Those practices required to control software requirements
and ensure acceptable performance, such as:

. Review the software design to ensure that system
requirements and mission intent are being met.

. Impose a design freeze after the design reaches
an acceptable risk level. As a general practice,
add new changes or additions as future packages.

. Periodically participate in modeling and testing
activities and review results.

. Establish formal software configuration control
procedures early which become increasingly more
stringent as the acquisition process proceeds.

3. Those practices required to ensure on-cost, on-schedule
delivery, such as:

+ Require periodic project status reviews.

. Establish software progress milestones chosen to
show tangible evidence of progress.

. Require an up-to-date development plan.

. Monitor early testing to validate the contractor's
‘(often overly optimistic' progress estimates.

. Provide fast response to the contractor's action
requests,

+ Require periodic and opén QA review meetings.
+ Require periodic and frank QA reports to management.
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4. Those practices required to define and conduct in-plant
and on-site acceptance of software products, such as:

. Require QA review/approval of test documentation.

. Participate in in-plant testing and require formal
in-plant acceptance of applicable software elements.

. Participate in on-site validation testing with
direct user participation.

Not all of the above would likely be imposed on a single
project. Rather, the level of QA activities and resources
should reflect the uncertainties and risks involved.

The selection of a separate software validation contractor
to basically perform the above QA tasks was being followed
by several of the project offices visited. This approach,
as well as the use of in-house laboratories to supple-
ment the project office QA personnel, should be considered
in the development of formal QA guidelines.

3.1.4 Management Controls Over the Performance Specification
Process

'S
Recommended Action: For 'major' systems, require specific
software supporting documentation and analyses as part
of the OSD level DCP/DSARC review process. Require similar
supporting documentation and analyses at Service levels
for 'nmon-major' systems or systems past the equivalent
DSARC III decision point but involved in a major update

cycle.

The preparation of comprehensive DoD guidelines covering

the software performance specification, development, and
validation process (such as those discussed in the preceding
sections) does not insure that these guidelines will be
imposed on the future activities, nor necessarily followed
by all project personnel. Specific controls (checks)

must be established at OSD and Service levels which require
that these practices be followed. Immediate action is
needed to ensure that the efforts leading to the prepara-
tion of the Decision Coordinating Paper (DCP)l and its

lAs discussed in DoDI 5000;2, "The Decision Coordinating Paper and the

DSARC".
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subsequent updates take into account the software per-
formance specification, development, and validation

factors which need to be considered, and to ensure that
necessary support documentation on these aspects of software
is prepared and available for timely review. Similar

action should be taken to ensure that similar factors

are also considered in 'non-major' systems and/or major
updates to systems past the equivalent DSARC III decision
point.

Current DoD Directives and Instructions exist (e.g., DoDD
5000.1 and 5000.26, and DoDI 5000.2) which require review
information on a system basis. Many of the information
requirements of these Directives/Instructions are applicable
to weapon systems software. However, because of the

lack of weapon systems software definitions, software
acquisition process structures, software work breakdowns,
etc., the software is not generally subjected to reviews
to the same degree as other system components. To
initiate software reviews, immediate action should be
taken to require the analyses and the submission of the
following types of DCP support documentation.

1. A report presenting the results of an analysis
of the proposed software design approach versus the
use of hardware or other design approaches (this
analysis is described further in section 3.1.2.1)

2. A report presenting the results of an analysis
of new software developments and facilities versus
the use of existing resources (this analysis is
described further in section 3.1.2.2)

3. A report presenting the results of an analysis
of software development risks (this analysis is
described further in section 3.1.2.3)

4. A software acquisition plan which addresses in
one document all of the important software performance
specification, development, and validation factors
previously described in section 3.1.1, as well as

the software acquisition planning factors described

in section 3.2.1.

All of the above items should be prepared and/or updated
in support of each DCP/DSARC decision point (or equivalent
'non-major' decision point), where possible. Where data
is not available to prepare all areas of these reports
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(such as at the initial DSARC I decision point), separate

Justification as to why it is not available should be
presented.
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3.2 Software Acquisition Planning

The corrective actions in this area are concerned with the
recognition and consistent application of sound management
practices to the process of acquiring software end products.

The practices are intended to provide management awareness and
visibility over the software acquisition process and to provide
controls (checks) that ensure the consideration of all important
factors.

3.2.1 Checklist of Important Software Acquisition Planning
Factors

Recommended Action: Identify the important weapon systems
software acquisition and life cycle planning factors and
establish specific DoD guidelines to ensure that these
factors are adequately considered in the software acquisi-
tion planning process.

The lack of management emphasis, awareness and visibility over
software activities has been identified as a major contributing
factor to problems in weapon systems. In the past, there has
been a tendency of management to emphasize hardware portions of
systems first, leaving software until last. This approach is
often inconsistent with the critical role played by software
subsystems. While improvements to specific management practices
are being pursued actively by the Services, and models of com-
prehensive planning are evident in several new systems, it was
noted that they are still not being applied consistently across
all software~based weapon systems.

This section lists several important factors which should be
formalized during Phase II of the study. It is not intended to
be a complete list, but rather to indicate the nature of the

required DoD guidelines. Several items are further expanded
in later sections.

1. Require that a documented software acquisition plan
exist early in the process and that it be periodically
updated at key decision points. In weapon systems where
significant levels of software are involved and/or where
software is critical to the overall mission success, a
separate, documented management plan should be required
specifically for the software components. Its content
should be as comprehensive as possible and as a minimum,
should include all itenis discussed in this section.
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2. Identify total software life cycle requirements and
establish an approach for their orderly development. The
early planning activities should identify all major soft-
ware end items and resource requirements over the total
expected life cycle of the system, and should provide a
planned approach for their orderly development and avail-
ability at the required times in the program. The software
end items should include, as a minimum, operational soft-
ware, support software (e.g., software development tools,
test and validation software, and operations and mainte-
nance support software), automatic test equipment and
diagnostic software, and training/simulation software.

The resource requirements should include software-related
facility requirements such as system integration and test
and validation facilities. The planning should specifically
address software operational and maintenance requirements
(i.e., software and related support facilities required
after system transitions to user and maintenance commands)
and should describe how these requirements will be satisfied
during the development phases.

3. Require an analysis of software development risks. An
analysis should be conducted to assess the risks involved
with the development of software for the weapon system.
The operational software architecture and new or unique
software that needs to be developed should be analyzed
along with difficulties that may be encountered due to
mission and requirements uncertainties, software size,
involvement of many organizations, contractor risks,
geographically separated facilities, etc. The risk should
be assessed in terms of cost, schedule, mission performance,
reliability, and maintainability.

4. Establish an overall software acquisition and procurement
strategy. When a significant amount of software development
is (or is expected to be) involved in a weapon system, a
specific software acquisition and procurement strategy should
be developed at the time of program initiation. This strat-
egy should consider the software development risks involved,
methods of providing contractor incentives, dependencies
between software and other major subsystems, and overall
schedules and methods for expediting them.

5. Utilize software prototyping and/or parallel develop-
ments where significant risks or requirements uncertainties
exist. Extensive use should be made of software prototyping
and/or parallel developments when software development risks
exist or user requirements are uncertain. In some cases,
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use of existing resources in existing systems should be
used to demonstrate user requirements or to simulate
performance before entering into costly long-term software
developments.

6. Establish specific development phases for software.
There are significant differences between the phases for
software development and those of hardware and the weapon
platform. These differences should be recognized and
specific phases identified for software.

7. Establish specific decision points for software. For
some weapon systems, the DSARC decision points will align
to the weapon platform milestones rather than to software
(e.g., in an aircraft or missile). In such cases, there
may be a tendency to deemphasize software other than that
needed to 'fly' the platform during the initial validation
phase (fly off). In these cases, separate intermediate
software reviews and decision points are required.

8. Establish specific software progress milestones. The
tendency may be to concentrate on the resolution of hardware-

related problems during the initial development period and
not to emphasize software until it is merged with the hard-
ware. Specific software milestones should be established
which reflect software schedules as well as overall system
schedules and be closely monitored. Emphasis should be on
choosing intermediate milestones that provide tangible
evidence of progress.

9. Require reporting of specific software management
information and thresholds. Periodic reporting of specific
software cost, performance, and schedule information should
be required. This information should be in a format which
allows management to measure progress against established
management cost, performance and schedule goals. Thresholds
should also be included to alert management in the event of
trends that may lead to software cost overruns, performance
degradation, or schedule impacts.

10. Identify roles and responsibilities of all organiza-
tions as early as possible. The development responsibil-

ities and the source of all resources and facilities should
be agreed upon early in the acquisition process.
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11. Use separate validation resources. The identification
and use of a separate validation resource (e.g., contractor
or in-house laboratory) should be considered to improve
management's visibility of software.

3.2.2 Definition of Acquisition Phases and Milestones Specif-
ically for Software

Recommended Action: Define specific acquisition phases and
milestones for weapon systems software which reflect the true
nature of software development in the overall system acquisi-
tion process. Define related guidelines for use by project
planning personnel.

Three major concerns involving the definition of specific phases
and milestones for software were noted in referenced DoD studies
and repeated in several of MITRE's weapon system interviews.
They include:

1. A lack of management emphasis on software during the
initial weapon system phases (i.e., a tendency to provide
resources to start software late).

2. A tendency to align software to the phases and schedule
constraints of the weapon platform (e.g., the missile or
aircraft) and to the DSARC decision points rather then to
realistic software phasing requirements.

3. A lack of proven methods and milestones which can be
used by project personnel to gain visibility into the
contractor's software activities and to show tangible
evidence of progress.

The development of DoD guidelines in this area should include
the following important factors:

1. The need for separate and intermediate phases, mile-
stones, and decision points for software from that defined
in the 5000 series publications ind which are applicable
to the wide diversity of weapon system software types.

2. The need for early-emphasis (i.e., management and
fiscal resources) “for software.
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3. A recognition in allocation of resources and phasing of
the overall system that the software process is often com~
pacted. This is because of the need for software concept
validation and design activities to follow the overall
system concept validation and design process, and the need
for the final software development phase to precede that of
the system production phase.

4. A recognition of the long lead times often associated
with the development of computer hardware and software
elements.

5. The need for a period of software integration with
the hardware and the need for a redesign iteration in
which software changes can be expected.

6. A need for the project participants (including project
office, user groups, and new contractors) to become edu-
cated on the system and mission requirements. (For example,
don't expect a new contractor to be an expert artilleryman,
nor a user group to understand the subtleties of a con-
tractor's design approach.)
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