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Preface

This report aqgocuments the results ot a 1973 stuay ¢to
laentity a set of security entancecments for Honeywell®s Multics
operating system. Thesa enhancements were derived from the
Department of Oefense Information Securlty Program, The purpose
of these enrancements wis to perrit wusers of two different
securlty levels to simultaneously access classlifled Irfcreation
storea on the Multics system a3t tre Alr Force 0ata Services
Center (AFDSC). This raport serveo as a design document for tre
subsequent [mplementatjion of the securlty enhancements for use at
the AFO0SC.

The jimplementation ot the ceslgn was based upon the
“*non-malliclous*” wuser concept. Trls concept ls predicatedc upcn
the assumption that none of the wuser pooulation woulo 3attemot
maliclousy concerted efforts t¢ clrcimvent the enhanced Securfty
controlse The issues of guarante2ing the impenetrabillty of the
security enhancements were not cospletely addressecy and tre
recort makes no claim to tre system®’s [moenetrablilty. However,
the proposea security controls are thought to be representative
of those controls whlch could be provided on a certifiably secure
system. The issues involvead in the Jdevelopment of a certiflably
secure system are the suytlect of a separate effort sponsorec by
the Intormation Systems Technology Appllcatlions Offjice of ttre Alr
Force®s Electronic Systems Olvislon,

Ouring the course of the Iimplementatlion of the securlty
anrancements oproposed In this reporty, several mlnor Jeslign
changes were madqe. This report has not been uypdatec to reflect
*hese changes. This report shoula be taken nelther 3s a preclse
description of the enhanced Mul tlcs system Implemented for AFDSC
nor as a description of Honeywell®s Multics procuct-=-current or
future.,
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Honeywell particloated In 3 Jclnt Security Deslgn Anatysis with o
| the Alr Force to evaluate tha requlrements for provlalng a
two-level security system on Multlcs. The primary aoal was to ]
‘ develop a high level deslgn ftor modifications to the Multics .
¢ | system to support a two-level Securlty environment. This effort

; is a tirst step on the path to a certifled secure system,

The analysls was conducted by a team composed of representatlves
from groups active In the comguter security field., Team membars
vl weret

ES

: USAF AFDSC Capt. F. Wah Leong
F ' Caot. Oave Schafer
b

L USAF ESD Majlor Roger Schetl

? ! Lt. Paul Karger

g MITRE Corp. Steven Llpner
' Morrle Gasser

% Edmund Burke
P Honeyweli 0SO Jerold Whitmcre
: Paul Green
Nouglas Hunt
Jerry Stern

Honeywel! CISL Andre Bensoussan
Andrew Kobziar

The Securlty Desliidn Analysls coverea the perlod from 10 July 1973
through 8 October 1973. The rlnutes of the weekly meetings ara
not part of this repart.

This report was wrltten by Honeywell cersonnet Witk review ani
j3Ji0ance from the other team members. Responsiblity for errors
and omissions remalns strictly with Honeynell.

Suggestions and desiin decislons contained [In this report ara not
binding on either the Alr Force or on Honeywell.
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1. SCOPE OF THE SECURITY DESIGN ANALYSIS

T e T YR O T AR T
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g ; 1.1 Igentitlcatlon and Authority

;o E The authority for this Security Deslign Analyslis s contalned
y 7 In contract number F19628-73-0-0087. The Oeslgn Aralyslis
% task has been congucted as a Jolnt effort of Honeynell
Information Systems Ince.s 0Oata Systems Operations; Ajr
Force QData Services Center; Alr Force Electronlcs Systers

oo Divislion (MCIT); and MITRE Corporation.

1.2 Purpose
1.2.1 Task Description

r ,
[ The prilmary task Is to examine tre problems ang Implications
' ot operating the Honeywell Multics System In 2 restricted
muiti-level securlty moce tor Secret and Top Secret cleared
users. The primary criterlon to be uSed |in evaluating
sofutions to various ¢croblems |[S that the system should
provide reasonable assurance trat no Top Secret intormation
can be compromised to a Secret cleared person, Thls meanrs
that on a singla Multics systemy, withln design constralnts,
. there should be no Informatlon paths between users tavirg
oo different clearances whlch do not exlst between users of
o physically separate agedlicatec computer systems,

With these probleams in mindy, the team Ilookeda for
R I moditlcatlons to the Multics Operating Syster which will
B correct these problems, Insofar as oposslble, ano vyet
maintaln the current user Intertace ano functlcnal
capabliities of Multjics. Speciflc design goals Inclucedt

[
»
v

3

b

E

. 4 E
oy

1. Design to the requlrements of the Alr Force Oata
Services caenter RFP Not F19628-73-R-0024.

2« Deslign the baslc security ccntrols as an lIntegral opart
of the Multics system.

3. Provide a design which may be extended for additional
secur{ty enhancements.
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4o Provide a jeneratlized design that may be adapted ftor
other 000 and commerclal appllcations of the securijty
system,

Speclflc Excluslons from the Deslign Analysis

Certain problems of multi-level securlty ADP operatlor anrd
extensions of baslc wrulti-level securlty contrcols were krcun
at the start of the Deslgn Analysis and were specltically
excluded. These are described [n the foltlowing paragraohse.

1.2¢42.1 Certification

The task of certlfyling ttre correctness of any !mplementation
of the multi-level secirity system design proposed in this
report s, of courses, beyona the scope of the Cesign
Analysise. No hardware madiflications are in fact requirec.
In spite of a conceptually correct desligr, an actual
Implementation coulod conceivably contaln programming errors
which cause the system t0 behave Ilncorrectiy. Hences
absolute security cannot be clalmed without certiticatior.
consequently, In chooslng amcng deslgn siterratives,
conslderation has been glven tc facliitating tre future task
of certliticatione

1e2¢2+2 The Tro}an Horse Problem

A computer system whlch oprovides sharjing of user wrltten
procedures ls susceptible 10 a “Trolan Horse sttack™ bpy 3
maticlous wuser. A TroljJan Horse |s a procedure which
provigdes a potentlaliy useful furction to atftract use by a
person having access privileges not possessed by the author
of the procedures The Trojan Horse program detects such use
and performs unauthorjzed or unwented tunctions which would
altow the author of the procedure to obtaln [(nformation to
which he dld nct otherwlise have access or to perform acts of
sabotage which would not otherwlse be possible.

A general solutlon to the Tro)an Horse problem [s excluided
from the scope of the Desigr Analysis. Homwever, redgucing
the [nformatior paths between users of dlfferent clearance
levels Is within thre scooe of the Design An3iysis. The
{ssue of sabotage from a Trojar Horse |S accepted wlth a low
expectation of occurrence since alil users of tre system wilitl




be cleared and issumec trustworttry. An act of sabotage at
the AFOSC lInstallatlon wiil have conslderably less severe
consequences than at certaln other military sites such as
those having a commana and control environment.

i - 12423 ngh‘“a'er Mark

.ne design extension of havirg users start work at a low
| ' fevel with automatic or reauestac upgrade to a higher (tevel
: as more sensitive data Is needed was speclflcally excleded
; trom the scope of the Design Analyslis. This extenslon s
g commonly describea as 3 “hilgh-water mark®™ capability.

- 142¢2¢4 Program Trustworthliness

The abjilty to reduce the system recognlized clearance ot 3
user who may attempt to access sensltive materiatl, bzsed on
the clearance level of procecures executed In 3 user°s
processy I's commonly descrlbed as the “trustwortrlness*
capablitltye. This 1Is one means to reduce the Dotential
gamage by a Trojan Horse attempting to perform sabotage.
The “trustwortniness® capablilty is specitlcally excluded
rr g from the scope of the Deslgn Anatysise.

1¢2¢2.% Hardware Modltlications

Modlfications to the hardware of the Honeywell Model 6180
system and [ts peripheral devices were speclfjcatiy excluded
from the scope of the Oeslsn Analyslse. No hardware
moditicatlions are in ftact requlred,.

! | 1.2.3 End Product of tha QOesligr Anatlysis
o3

_'ji This document is the end procuct ot the Uesligr Analysls. It
g&: describes fthe requirements for operating a Multlcs system in

. a restricted multi-tevet securlty mode tor Secret 2ana Too
M’;g Secret users working In a closed secure envircnment,

L The requlrements are translated [nto a functicnal design of
5; 3' . modlitications to the Multics system needed to oprovide thls
e restricted muiti-tevel securlty operatlion.

. 3

‘ In addjitlon, the user limitations andg potential

operational/administrative probtems nternal ard externai to
the system are outilned.




.

N

-

<

RN

-y

.
4
-

i
FATS

R
CUPE i< S5

e
r "

i

This document (s expected to be the basis of the proposal
tor the Implementation phase of the securlty controls cs
described In CORL Item AQ010 ot Air Force/Honeywell contract
number F19628-73-D-0087.
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2. APPLICABLE OOCUMENTS

Alr Force/Honeywell ccntract number F19628-73-G-0087

This contract provides tre authror]ity for the Security Oeslign
Analyslis. The documentation requlrements for the tlnat
report and the aliowed deviztions from the format are
speclfled in thls contract. The AFDSC Multjcs RFP Not
F19628-73-R=002% ls Included In the contract. Annex 5-1 of

that RFP defines the primary requirements for Myttics
securlty controls.

D00 5200.1-R Information Secur]lty Program Regulation

Oescrilbes the mitlitary securlty systenm and the
responslibillties ot personne who fatl withir |ts
jurisdictlion.

AFR 205-1 Information Securlty Program (USAF)

Implements D00 5200.1-R

0goD 65200.28 ODepartment of Oefense Oirectlve, Securlty
Requirements tor Automatijc 0ata Processing (AOP) Systems

Defines fthe security requlraments ftor processing ctasslfled
data on an ADP system (See 2.5).

DoD 5200.28~-M Manual of Techniques and Procedures for
Imptementing, Deactivatings Testing, and Evalusting - Secure
Resource Sharing AQOP Systems.

This Is the manual whlich outilres the adetails ct the generzl
requirements spacltied In DoQ 5200.28.

00D 5200.28 and Dol 5200.28-M were not ldentlifled as
mandatory documents to be folicwed for the Muftics system gt
the time the AFDSC RFP was lssued., However, tre
requirements have been met as closely as opossible in

designing the Multics Security Controls gescribeo in
Section 3.
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MIL-STD=-483 Appendix VI Para 60,4 “Computer Program
Contiguration Item Specliticatlon®™

Ajlr Force sugjested documentatlon tormat speclfication tcr
the tinal report of the Design Analysis.

This standard has been foltowed for content anc general
order of presentat.,on. Devjatiors from the strict tormat of
the CPCI speciflcatlon were &sthorized by the contract
(Paragraoh 2.1)e. Section 3 of the standard has been
expanded in thls document to provide a form of oresentaticn
better sulted to the materlal.

Honeywell Mul tics documentatior

The foltowlng documents are ment joned here as a source cf
background information concerning the Myltics system,

Multics Programmers® Manual

Introduction (AGYQ)

Reference Guice (AGYI1)

Commanas and Actlive Functlons (AG92)

Subroutines (AG93)

Subsystem HWriter®*s Gulce (AK92)
Project Adminlstrator®s Manuatl (AKS4)
System Administrator‘s Manual (AK50)
PL/]I Language Manual (AGY4)

Muttics Virtual Memory (AG9S)
The Multics System (AK27)

The order numbers glven Aabove (e.g9. AGI0Q) shoutld be
specifled when ordering these cocuments ftrom Honeywell,

General references

The following documents are ment joned here as 3 source of
background information concerning computer security and, in
particutar, milltary computer security.,

Multics Evaluatlons J. P. Anderson, ESD=TR=-73-27F,
Electronic Systems Oivislion (AFSC)y L. G. Hanscom
Field, Bedfords MA, October 1973.

Deslgn ang Certitlcation Approact? Secure

Communjications Processors Pe S Tasker ard Do Eo Beli,
MTR-2436, The MITRE Corporatlon, 8edford, MA,

i0
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Secure Computer SysSteams?! Mathematical Foundations, O.
€. Bell ana L. J. LaPadula, ESD-TR-73-278, Vol I,
Eltectronic Systems (Qivision (AFSC)y L. G. Hanscom
Flela, Beaford, MA, November 1973.

I T

i Computer Secure Research and Devel opment Requiremsenrts,
! - Se Bs Lipner, MTP=-142, The MITRE Corporatlion, Bedafora,
MA, February 1973.

. Pretiminary Notes on tre Design of Secure Mliltary
Computer Svstemse R. R. Schell,y, P. J. Downaey, and G. Jeo
Popek, MCI-73-1, Electronlc Systems ODivision (AFSC), L.
G. Hanscom Fleld, Bedford, MA, January 1973.

Concept ot Operatlon for Handliling I/0 In a Secure
Computer at the Alr Force Data Services Center (AFOSC),
3 €. L. Burke, ESD-TR-74-113y L. G. Hanscom Flela,
o Bedfords MAs October 1973.
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3. SECURITY REQUIREMENTS FOR AIR FORCE DATA SERVICES CENTER

The Air Force Data Services Center has 3 requliremenrt to
provide AOP resources and services for the processing cf
unclassitled through Top Secret cdata to support Headquarters
USAF and the Office of tre Secretary of the QDeoartment of
Oefense. In providing thls capabliltys, the AF0SC s
responsible for tne security of the classitied data
processed on thelr computer systemse.

Most contemporary shared compyter systems are not secure
because security was not a mandatory requlrement of the
initial hardware anc software design. The mititary ras
achleved reasonably etfective physicat, commun!catior, ang
personnel securjty. Hence, tre primary comguter security
problem ls that of [ntormation access controls [In tre
operating system and supporting hardware. Essentiatly, zn
eftective means for enforcing very simptle grotectlon
relationshlps (e.ge usSer clearance level must be greater
than or equal to the <classification Jlevel of accessed
information) Is needed; however, solutions to some of tre
more complex protectjion prcbhbiems such as mutually suspiclous
processes are not required.

In current practlice at AFDSC, computer security Is acrleved
by dedicating an entire computer system to users clearec to
a particular securlity level, This approach results In coor
utilization of computer resourcesy, and hence, righ costs for
data processinge.

Providing a two-tevel securlty operating mode co¢on tre
Honeywel! 6180 Multlcs System wl il be the first steo toward
fully wutlljzin) the resources of a single compyter system
serving a wuser communlty witr multiple-level security
requirements.

The declslon to design and Imclement a two=tevel securlty
system for the Afr Force Data Services Center is predicated
on our capablilty to provide those securlty controls trat
will reduce the risk of relgase of Top Secret informatior to
Secret users to an acceptable levels, No clalm [5 being mace
as to the abillty 2t the secerity system to withstand
pennetration attemptse. The aprroval test that the system
wit! be sublected to prlor to jits Instaliaticn will onty
demonstrate the existance of security controis. It |is

12




anticipated that the efforts to aujment the securlty of fthre

Multics System comblned with tre iimitatior Imposed on tre

{ operation of the system within the AFQSC controtled
Lo environment will proviae ar operatlonally acceptable
E assessment of risk.
1 i
]
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3.1 System Operating Environment Definition

‘ 3.1.1 Hardware/Software Interface

| The central processing unlt wucsed s the Horeywell Model

3 6180. The operating syster Is Multics, with such
é‘ modiflcatlons and extensjors as result from thils Securlty
E o Oeslgn Analysis and the syster programming task that will
S fotiow.

A tuit description of the Honeywelt 6180 hardware ana the
Multlcs software ls beyono the scope of this cocument., Tre
interested reader (s referred to the oubiicaticns tlsted |[n
Section 2.7 for such detalted gescrlptlions.

24 3.1.2 User Intertace
q

The wuser Intertace [s the appearance the system presents to
the user. To the greatest degree possibles, thils appezrance
will remaln the same 3as current Mult]lcse.
) Functions avajilable to the user wlil be ldentlical to current
' Multics where feasible, and eculvalent In most other cases.
3.1.3 0Deftinition ot AFOSC Controlled Environment

The central computer facliity wlill be a Top Secret
controlled area.

All remote termlnal areas wili be ohyslically protectec to
the Top Secret level even though they may be used as Secret
controlied areas.

The communications between the central computer facll!lty and
alt remote termlnal areas wiil be via Top Secret encrypted
data |ines.

Top secret clearances witl be requlired for all persons

(operators, system programmers, system malntenance ,
personnel, fleld engineers and others) who reed physlical v
access to *‘he central computer ftaclilty; or any hardware, :

16
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data llnes or terminal connectiors In the rewote terminsl
o areas; or data and control Iines between the central
‘ computer tfacility and the remote terminal aress.

LIPS

All programmers, analysts, uSers or persons who are
registered to wuse the Multlcs system at AFOSC wiltl Prave
elther a Secret or a Top Secret clearance.

.

All I/0 operations will be cgerformed by central site

. operating personnel. NoO user wliili be permittea to mcunt hls
own fapes, disks or other medie.

Jetel. Detinitions
ﬁ_ access

.t ‘ The abllity and the means tc approach, cormunicate with
b {input to or recelve ocutput from), or otherwise make use of
any materlial or component in an ADP System.

In the military securlty systemy, a person ®ay be granted
access to an object only [t his ciearance level [Is greater
than or equal to the classificatlon level of the objects

his clearance category sSet contalns all categories in tre
E Category set of the object; and he has the proper “neec to
u % know" In reference to the object.

ADP (Automatic Data Processing)

An assembly of computer equipfent, taclilties, personrel,
software and procedures conflgured for the purpose of
classlfyingy sorting, calculatingy, computing, summarlzing,
storingy, and retrieving data anda [nformatlon with a minlmum
of human intervention.

anonymous user

An anonymous user (s an unregistered user of the Multics
system whose oersonlid (see belcw) s “anonymous™: In othrer
words, his pursonld is unknown to the systeme. An anonymous
user may or may not be required to furnish a passwnordg in
order to galn access to the system.

branch

A branch s a component of a directory whlch describes an
immedlately Inferjor segment or directory.

15
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breach

The successful and repsatable defeat of security controls
wlith or without an arrest which Lf carrled to consumesatior,
could resuilt In a penetration of the system, Exarples of
breaches are!

Operation ot user code Ir master mode}
o Unauthorized acquisition ot userid and passworc} and

Accessing a ftliie without using prescribed operating system
mechanisms.

~.,v'“;

category set (also see access)

In reference t0 a persony, a category set refers to tre set
ot compartments a person |Is eljlgible to access. (The
maximum number of compartmerts withln a sirgle system |s
limited to sixteen.) A compartment in thls ccntext [Is an
orthogonal subilvisior of tre classiftication levels. A
compartment |ls (lke a formal need to know autrorizatlion ¢to
Information of & certaln toplc without conslderationr ot
classitication level.

e
i % In reference to documents, flles or other objects, 2a
category set refers to trhe possible Information sources used
to create the objJect. Thus a category set with several
categorles, or compartments, wouild indicate that the objec?
shouid be handlad witr the extra caution accorced to oblects
which would j[ntersect the sersitive areas of eact of tre
catagorles in the set.

classitication levei (atso see access)

T el

One of an ordered set of t{(evels which cescribes tre
sensitivity of the [nformation %o which [t refers., (The
maximum number of levels within a single systes 1Is (lmited
to seven.) Onily Intormatlon, dccuments, dats, equlipment ar
other oblects have classification fevelis. Persons need the
correct clearance to access Infcormatlion at ary level higher
than Unctltassifjled.

4
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When compartmented securlty 1S used, a classlificatlicn
Inctudes both the level and the category set associated wlth
an object.
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clearance (also sea access)

The ellgibllity of a person (or process) to access
1 Intormation ot a certain classlfication Ilevel (or ({ower).
{ For example, a person with a Secret clearance Is eligible to
i access Information with classificatlion flevels Unclass]fled
i to Secret, but may not have access to Top Secret
Intormatjon.

T T T T Ry T ey

{ i When compartmented securlty Ils wusedy 3 clearance also
includes the categories a person [s eligible tc access.

In addltion to the eligibllilty aftforded a person by his
ctltearance, he must also have tre need to know the classlftled
! information before ha Is glven access.

2 daemon (SysDaemon)

Certain Multics orocesses are dedicated to perforelng
supervisory ftunctlions, such as randling I/0 requests and
backing up the flle system, These processes are calied
daemon processes and run with the SysDaemon projectid.

oy

L.

3

!’ dlrectory

: % A directory [s a segment [n tre Multics sStorage system
hlerarchy malntajined by the supervisor whlich contalns
intormation about immediatety interior segments. A

directory contains 3 1ist of branches analogous to 38 table
ot contents.

RN Ml

flxed level! property

i“-{ In order that no breach of securlty occur withir the
~%' computer system environment, It s sufflcient that no
} process be permitted to read [nformation classifled above
its clearance, nor be permjtted to write Infcrmation

an classitied below Its clearance. This principle is krawn as
ji the ftlxed (evel oroperty. (It has also been callea the

f‘aé “s-property™ in soma of the referenced |lterature)

.,

L%, Initializer process (system control processs answering servjce)

The Inltializer process iIs a speclal process which operforms
certaln system-controlliing functlons. In particular, It
Initlatizes the Muitjics environment, monjitors and allocates
terminals, creaeates all otrer processes, and performs
accountlng functions,
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Interprocess communication (ipc)

i Interprocess communication s a facitlty which allows one
7 process to communicate with another In a controlled manner.
! Both the sendiny and recelving processes must adhere to 2
! speclfled protocol.

“tevel™

L ‘ This term |s wused frequently as an abbreviation for the

v tevel/category combination which describes a clearance or a

I ' classiflcat]on. Thus the *“level™ of a process 1Is tre

| clearance of the process ano tre “level®™ of a sacment |s the
classitication of the segment,

Multl-Level Security Mode (see alsc Two-Level Security Moae)

A mode of operating under an operating system (supervisor or
executlve program) which provices a capabliiity opermitting
varlous levels and categorles cr compartments of materjal to
be concurrently stored and processed [n an AOP System, In a
remotely accessed resource~sharing system, the material can
be selectlvely 3ccessed anc manjpulated -from termirals ¢ty
personnel having alfferent securlty clearances snd access
approvals. This mooe of operation can accommocate tre
concurrent processing and storage of (3) two or more levels
ot classifled cata, or (b) one or more levels of classlifled
data with wunclassified data cerending upon tre constraints
placed on the systems by the Jeslignated Approving Authority,

Operating System (0/S)

An Integrated collection of service routines for supervisirg
the sequencing and processing of orograms by a computer.
Operating systems control tre alliocation of resources to
users and thejr programs and play a central role In assurirg
the sSecure opefratlon of a ccmputer system, Cperatling
systems may parform debugging, Input-output, acccunting,
resource allocation, compitation, storage asslcnment tasks,
ang other system related functlons (Synonymous with Mor!l tor,
Executive, Control Program, anc Supervisor).

personic

The registered name ct somreone who [S authorjized to use tre
system. It ls wusualiy constructed from ttre last rame
(surname) of the person.
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process

A process Is the active agent of the user on Multlcs and (in
the securlty system) has a cliearance which say not exceer
the user®'s clearance. The tifetime ot a process normally
corresponds to a wuser”"s terrlral sesslon anc is descrlbed
Internally by an address space and a point ot executior,
8oth the adaaress space and ftre executlon polrt are gynanic
over the life of the processe.

projectia

The registered name of a project which has an account on tre
system.

Remotely Accessed Resource-Sharing Computer System

A computer system which I[nclydes one or more centrsl
processing unjits, perjipheral cevicess remote terminagls, and
communications aquipsent or interconngction links, whicn
allocates |[ts resources to one or more users, and whlich can
be entered from termirals located outside the centrel
computer facliity.

segment

A segment s a toglcat wunit of storage on Myltijcs. It
roughly corresoonds to a file stared on a dlsk opack and
accessible to a user, The segrent (s the smallest elerert
of supervisor access control Ir the Multlcs storage systenr,

Two-Level Securlty Mode

A mode of operating a computer system which provides a
capability permitting Top Secret and Secret data to be
concurrently stored and processed in an AQOP Svstem, This
mode is more restricted than tre multi-ievel securlity mwoge
ln trat only Top Secret anc Secret cleared users will be
permitted t0 access tre system. NoO unsecure terminals witl
be connected to the system, Software, hardware,
administrative, and physical controis w]lll proviade tre
sateguards to assure th2 integrlty of the classlfled cata
processed.

19




- user

‘ An Instance ot a persan logged lrto the system on a project.
; A user |s ldentifled by a userld.

userid

A table entry whlch would cescribe a user (e.c. an access

control tist entryl. A userld consists of

“personideprolectide.tags™ where tag Is normatly “a"” for an

interactlve user, ™"m* for an absentee user, ang “z" for

certaln system Jacmons. The wuserid |[|s also called tre
. “osrinclpal ldentifler® or “group_lad*" of the user.
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3.2 APPLICATION OF SECURITY CONTROLS TO MULTICS

Each person rejlsterecd on Multics is known to the system by
his name (personld) and has a password to authenticate his
ldent]lty. The authentjicatlor data for a personld must
Include yhe person®s system-recognized clearance.

Each wuser of Multicse as Ildentijifled by hls userld
(person-prolect combination), Is assocliated with 3 Muiltics
process. fach Multlcs process must have a clearance which
ls equal to or less than tre clearance of the person
associated with the process and must remaln constant for tre
ilfe of the process.

Access control ls generaltly described as a sublect
attempting to access an object through an I|Intervenlinrg
reference monl tor. The reterence monjtor checks, eactr and
every time a sublect sttempts to access an objecty to Ssee if
the subject has the proper authorization to perform the

deslred operatlon (eege reace wrilte, execute, append,
modlfys, deletels In Multics, 3 process is the only sublect
which can make a3 reference to any object. The set of

objaects are sagments, directorles, branchesy 1/0 chanrels
angd interprocess communication messages. Fach object rmust
have a classlificatlon level ano category set assoclated with
ite

In Multicsy the reference moritor which valicates each
reference to an oblect Is the ™"ring 0" supervisor |I[n
conjunction with processor hardware protectlcn mechanismse.
Withiln the protectjion ring scheme supported by the Horeynell
6180 orocessor, ring g 1Is the most oprivileged anc¢ most
protected ring of operation. Ali 3ccess control decisiors
are made wlthln rilng 0. F€Each time a process attempts to
galn access to an object, tre clearance ot the process lIs
compared with the classitication of the object and access Is
elther granted or denled in accordance with rules deslgned
to emulate the wmliitary securlty systems. In aaditlor to
classiflcatlion, ceortain objects such as seqments and
directories have an assoclated access control! (lst which
specifles persons having need to know authorlzatlon as In
the mititary security system.
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-4 hen the classiflcation of ¢two objects ls comparea, four
‘ relationships are possiblet

fess than
equal
greater fthan
isotated

The classitlcation of objlect 1 is considered “less than™ tre
ctassltication of object 2 |t

3 1« The level ot object i ls numerically less tran or 1
. equal to the level of object 23 and

2. The <category set of object 4 1s a subset of tre
category set of object 23 and

3. The classifjicatjon of otjJect 1 Is not equal to tre
classlficatlon of object 2.

e e e -

The <cilasslfications of two oblects are conslidered “equat"™

112
f ] 1. The tevels are numerically equal}? and
u
' ‘ 2. The category sets are jidgentical.
The classiflication ot object 1 Is considerea “greater tran®
the classitlcation of object 2 [f8
1. The tevel of object {1 Is numerlcailly greater than
or equal to the level of object 23 and
. 2. The category set of object 2 Is a subset of the
~," category set of object 13 and
:,;4 3. The classiftication of object 1 1ls not equal to tre
T classiflcation of object 2.
Py
o
y MRy The classitications of two Oblects are considered “lsolated”™

It the category sets are isolated.

. “:.".;.‘

s 8.

The “minimum” of several classlfications ls definea as?

g

i« The numerical minimum of the f{evels; and

I P Y

P

A\

2« The |ntersection of the category sets. 1

In order tfor a overson to access |[nformatlon, the filltary
securlty system requires that the clearance of the person be
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3 greater than or equal to the classifjication ot tre
intormation. A suftficlent coraltion tor satlstylng this
requlrement within the computer sSystem environment s the
enforcement of the tollowing two rulest

1« A process having clearance p may not “read upe™ J.e.
read an object having a3 classitlcation greater tran p.

2e A process having clearance p may not "wrjite down,” l.e.
wrlte an object raving a classlification tess than pe.

With these two rules enforced, it 1s imposs]bie for any
process to extract [nformation ftrom an object of higher
classification or to transfer information from an oblect of
higher classlfication to an object of lower classlflcation.
Hence, Nno compromise of classifled Informatior can occure.
This orinciple 1is known as the "fixed level property.” A
further restriction 1Is also deslirable which ftorblds a

4 i process to write In an object of nlgher classltlcation
. ; whenever writing can be used to destroy information, In
. ’ order to provide some protection agalnst satotage, "wrijte

b up" operatlions must not be permitted for such ob)lects 3as
/ segments, directorjies, ana brancres.

It |[s [mportant to recognize that the rules describea above
4 g represent a suffliclenty, but not a necessary conditicr for
N achlieving security, Altrough the fixed 1level oroperty
restrictions wilt be strijctiy enforced for att user
.. ‘ processes, they willy, In certaln circumstances, be apoliled
! interpretively for trusted svystem processes. In no
l circumstances, howaver, wlii security be violated, because

* trusted system processes must opaerate correctiy.

The lndivlidual user must be able to speclty which wusers
shouid have "need to know* for a glven segment or directorv
by use of the Access Control List. The mode ot 3ccess (e.ce
read, write) aljowed to a process by the current Multics
Access Control List must be further restricted to ensure
compilance with the fixed level groperty rules. In other
words, the tixea level property rules must take precedence
over tne Access Control List.
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Information transmitted between hardware modietes must ove
carefully controiled by the system and no user shoulc te
able to dlrectiy atfect the action of an actlve mogule
(except for tne CPU)e Furthermore, Nno user process should
be able to execute any programs which would perform external
I/0 to any device other than hls terminal,
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Tne systaem can pe toglcatltly diviced Into two envircrmentst

internal and external. The [rternal environment Js totally
E controlited by the system, This Inctludest processors,
T memory, disk drlves, 170 multipliexers, buik store,
“ c3
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communjication processorss and tate drives usec for sysfem
tunctions.

The external environment can be dlrectiy iInftluencec by tre
actlons of a pProcess. This environmenrt Inctucess
terminals, tine orinters, card readerses card opunches,
non-system tape drivesy and otrer devices In tre I/0 class
not used for system functions.

To provide a “secure™ plpeilne between the Interral and
external environments, a trusted process must perform the
actual Information transfer on benalf of tre user. This
wil} turther ensure that fallures or “software bugs” willit
not be exploited by a user, The terminal must be tre only
exception to thls rule and this excentlon is orly made for
the sake of efficlency.

Whenever possibley, new or wroclifled operator interfaces
supplied with the sacurlty control features will be decigned
to provide extra aids or simpiicity In structure to relp trae
operator avolad wmistakes which could become securlty
viotations,

Security and administrative functions should be separsteo to
ensure that the System Adwrinjstrator will not make
securlty-related declsions and to avoia burdening tre
Securlty Officer with purely acminjistrative declslons.

The security controls must be deslaned so thzt! the system
is easy to wusa3 the users are encouragec to croperly
classity data {rather than over-classifty): the |east
possliblte amount of current Multics functionality s
sacriflceds and the current user [nterface [s wm3irtalnen
wherever possliblee.

Atl high-feve! securjity-refatec actjons pertormad with,n the
system should be audjited to ensure user responsibiltity ara
to provide eariy warning of any subversion attempts, misuse
ot the security controls, or actlons which couliad teao to
compromjise.

Ali revisions to the system wrust be carefulty checkeo to
minimize the possibiiity of “bug flxes”™ or new “feztures"
causlng the system to behave incorrectiy, especialtly [nsofar
as securlty ls concerned.




3.3 PROCESS CLEARANCE ASSIGNMENY

3¢3.1 Requilrements

A Multics process IS unlquely Essoclated witr & person who
Is registered to use the system and a project to whlich that
person may charje hjis system expensese.

When a process s created for a3 user, a8 clesrance witl be

established for the process. This clearance must not ba

changeable by request for tre llfte of the process. It |is

the procaess clearance which wiill be used t0 determine 23
! user®s authorlzation to access classilfled information In tra
, system,

| To provide a degree of flexlbliilty and aaministrative
J control, the ctaarances of several entitles must be Sstored
on the system.

i The data associated with a personld (the system unique
ildentltication for the person) must contaln the clearance of
the person. Simlliar clearance data must be associated with
each projectlia. In additlion, the data which describes the
limltations of a person on a glven project must frave
clearance data.

e+~ —

The clearance fto be asslgned to a process must be deteralned
as tollows?

1« NO process wlll be createc for a glven userid, Jl.e. 3
given person on a glven project, with a higher
clearance than the minimum of the person’s clearance,
the project®s clearance, and the person‘’s clearance
within the project.

*

;
!
!

2+ NO user srould be able to create a process wilth a
higher claearance than the wmaxlimum clearance ot his
terminal.

3. A user must be able to request a process with 3 Jower
clearance than the rinjisum of hls userlo and terminat
clearance.

be A user must be able to specify a ocefault 1iogin
clearance (no higher than his personid cilearance).
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B - Only the System Sacurity Otficer (SS0) must be able to
* ' asslign clearances for a personld or a projectlia. It the SSO
fowers the clearance of a personid, the user®s process must
be torceably terminatec If he has an actjive process wlth 2 l
Clearance greatar than the gocomngraded clearance of the i

i personijid.

Each wuser must be toid his process clearance at the
beglnnling and normal terminatlon of the process, In tnls ]
wayy, the wuser 1Is made explliclitly aware of hls level of :
operation, Hence, mistakes such as oilacing Top Secret
Intormatjion (in @8 Secret file are unilkely to occur, ang 1f
they do occur, 3ire ljkely to be cetected before any harm can
result,

0 onece s gt v L

By use of a command, each user stould be able to request
that the clearance of his current process be tyoed on hils
S terminal.

i The names assoclated wlthr a "jevel*™ should be set by the

t Instaitation,
/ 3.3.2 Design Approach

Qr The system control grocess uses three tables to verify that
3 a user should bs fogged Ine

1. The Person Name Table (PNT) contains an ertry for each
personld on the system,

2+ The System Admlnistration Table (SAT) contalns an entry
for each orojectld on the System,

3« The Project Definition Table for the users project
(Prot.pdt) contalns an entry for each personid allowed
to used tre project. There Is one project cetinitlon
table for @ach projectid.

Bl

o

et tach ot these tables wilt Dbe moditied to rotd clesrance

i tevel and category set data tor caCh entry. The system
_f4 control orocess will check thils clearance datz to deterpjire
**f the maximum clearance for a userlaq.

A new tablie, callted the Perjipherai Controt! Tatte (PCT), wlt!
be used by the system control grocess to check the wmaximum
clearance of the terminal being used by a person attemptinrg
to log ine Since terninzls wlili be *hard wlred™ to tre
system at AFDOSC, each terminal can be unliquely ldentliflac by
an assoclated channel number. In trhe generel case, ttrere
may be crypto-dlal-up terminals. However, Irn that case, tre
crypto unlts will provide the unjique terminat
identlification. As an exftra check, the answerbdack coce
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received from a ternlnal wltli be comparec agajinst |ts
*“reglstered™ answerback code. ThlS answerback test wlil be
useful [In detecting mjistakes, as well as maliclous
tampering, Iinvolving communicaticns {lnes and terminals.

At fogin time, the wuser wjill obe glven a process wlth a
clearance no higher than the minimum of the clearances from
the PNT, SAYT, Pro)e.pdte ano the PCT, The default lcgin
clearance for each wuser will Inlitlally be the lowest
possible clearancey, l.e. unclassitled. A new loglin option
will be suopiled to permlt 3 user to change thils default,
Also, another new (03in obntion wltil be providea which altowns
the wuser to speclfy a particular clearance for a given
login.

An attempted loaln may be rejected for the foltowing
reasonst

1. lllegatl 103in word

2. Incorrect personic or projectid
3. Incorrect password

4e lncorrect level option

5. unrecognjzed loglin option

These rejected login attempts wilt be recorded for audit
purposes. In addition, [t a user attempts to use & terminal
with a maximum clearance yreater than the personid clearance
from the PNT, a message wli! be sent to the operator, slnce
this willt j[ndicate a breacr of ophysical security. The
clearance ot the process witl be stored [n the process
inltlatlzatlon tabte (plt) and In the rlng { orocess cata
segment (pds) ot the process to ensure tnat it is
unforgeable for tre (jfe 0of the process.

The Pro)ect Administrator wili be able to specify for a user
on hils project a lower maximum clearance than authorjizeo [n
the PNT ana SAT, If this abliity s granted by the SS0.

Person and projact responsiolllities ot the System
Administrator will remaln the same as on the current Mul tics
systems. When 3 new user or project Is added to the system,
the maximum clearance will be set to unclassitfieds Orly the
SSO witl have access to the cosmands to update clearances
in the PNT, SAT ana PCT,

Anonymous users should not normally be permjitted on the
system since password authentication s not always reaqulred
for them, Whera passworags are requirea for anonymous users,
these passwords are controlled Oy project adalnistrators
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rather than the SA or the SSO0. If,y, at any tisee B3nOnymous
users are permjtted on the systemy, they wlli always be glven
unclassltled processes.

Absentee processes will be created at tre level of thre
requesting process unless an optjion [s specltied. A user
wilil not be able to create an absentee process wlth a
clearance mwhich is fower than his current process clearanca,
since the passing of arguments to the absentee process would
constjitute a2 write~down operation.

A new_proc optlon xjilt be added to aflow 2 user to
upgrade/downgrade his level ot ogpgeratlion. HWhen no optlon |s
speclifiedy, the Jdefault ievel for the new process will be tre
current level. (The same wlll be ftrue for abnormal
termination of a process)e.

The system process_overseer_ procedure wilt jdentify the
“tevel™ of a process created for 3 user by orinting tre
“level"™ name on his terminali. (This cannot oe cefezted.)
The same wmessige will be printed by terminate_process_ for
normal process termination.

Installation parameters wlill be used to store the character
strings wused to jdent]lfy each <classitlcation level ang
category. The system assumesS that the names used for levels
and categorjies are unclassiflec.

Each user will be able to execute a command which wlitl print
the “level”™ of his pracess on Pris terminal based on the cata
in the “plt.”

3.3.3 Potential Security Problems

The followlng areas will become securlty problems only |if
the non-maticlous wuser assumption of Section 3.1.4 is
violated.

The ablilty for a user to enter an absentee request of an
equal or highar “level®™ than nhis process clearance ls one
way for a Trojan Horse to galn ccntrot of a wuser’s access
permissions without the user noticing excessive orocessor
usage or real time detlays withiln hls current process. It
this hapoensy, a need to kncw violatlon or sabotage can occur
very easlliyy Obut tre onrly means for compromise woulg be
through the quota path on olrectories which ras a very iow
transmisslion rate. (See Section 3.7.4)

By oroviding a means for a3 user to change rls “tevel™ ot
operation through program control (new_proc with level
option)y, a Tro)an Horse coulc sat [tseif up 2s the program
to be called when a user attempts to change to a new “ievel®™
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process. An elaborate Trojan Horse could totaily simulate
system action for new_proc to fool the user Into thinking he
Ils operating at a hligher level. Now lf the user attempts to
input classified data, the Trojar Horse could, by sisulatirg
the entire wuser Interface, cause the user to put tre
classltlied data Into a segrent with a lower classificatlor.
This problem can be solved by only alloving a yser to
“new_proc*” to the same or fower “level.”™

In a simltar manner, a user may wrilte his own “ftogout =-hotla*
command to fooil the next user of the terminal Into trinkling
he is talking to the system [nstead of the previous user’s
process. Thls could allow a maticlous user to capnture ftre
password of another user, thus permjiftting sabotage 3nd need
to know vioflations. (See Section 3Jeslbeil.) Atsoy, th¢ wuser
environment simulation described above coulc¢ be usea here.
The solution to this problem IS to requlre the terminal +to
be powerea off by each user before attempting to login,
(Thls can be handlied several wayse The choice {s up to the
slte manager,)

Sotutions exist to aftl of tre above potential oroblems,
However, given the fow expectation of occurrence of these
probiems, the requlired sacriflices In user corvenlence were
felt to be unwarranted witrin the assumed benlgn
environment,
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3.4 PASSWORD CONTROL

3.4.1 Description

The Multlcs access control mechanlsm Jdepends on several
Important factorse Flirst ang foremost ls the notion of an
unforgeable *user name®” which ldentifles the access rlghts
of a Multlcs process; the entity which pertorms 311 tasks on
behait of the human user. A Myltlcs “user name® is called a
principatl ldentifler, and consists of three comconertst
Person, Prolecty, 3and Tag. Tre Person component uniquely
identifies a reglstered user of Muitics. The Project
component Jldentlfles a registered oroject, ana Tag |Is
presentiy derlivea from the type of process (leee
interactive, absentee, or consoleless daemon).

In ordcer for Multics to successfully enforce access
controls, it must be possitblte t¢ uniquely and opositlvely
ldentity each user at login. Thls ls presentiy accorpllshed
by asslgning each reglstered person nls own password, anc &t
each login, requesting hls password for verlflcatjion
purposes. If the password stored by Multics matctes the
password glven by the user, Multics assumes the ucser is
vatldy and creaftes a process wilth the orinclpal Identlfler
(userid) of the user. If, after giving the user severatf
chances (to atiow for typing mlstakes), a correct pzcssword
has not been recejved, Multics refuses the logln,

Clearly, the password lIs a vital part of the &ccess control
mechanism, ana 3s such, must be carefully protectea by both
the user and the system. If a person could quess (by
whatever means) another user®s password, that operson would
himseif be able to log In as tre other user. It sroulc be
notaed, however, that due to physlical securlity controis at
AFOSCy the compromisa of a password cannot result [n tre
compromjse of classiftled [rformatliorn. A person who learns
another person®s passwora wlill not be able to tog In with
the same clearance as the owner of the passworg uniess he,
himselty, has an equal or rlgher clearance which atforas him
access to a terminal of equal or nigher classifticatior.
Theretore, password compromise cans, at worst, result |(n
sabotage or need to kncw violations.
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Jekhe2 Requireaments

The present “work factor” needed t0 guess a person’s
password (s not high enoughy, due to the abllifty of a user to
choose hls own password, Therefore, It Is a requirement
that the system assign passworcs. (The passwords coulo rave
been alstributel manually, but that was felt to be too
burdensome for the system administrator,)

To provide the abillty to control the ™age*™ of a password
(how lon3 It has been |n use by 2z user), It ]ls a requirement
that the system be able to force a user t¢c change his
password at pre-detersalined Intervals.

To be able to recover from a password breachy, [t [S 2
requirement that the System Security Offjicer be able to
force some or all users to change thelr passwordse.

3«43 Design Consioerations

Since all wusers must go trrough the login ritual, every
attempt will be made to "human enginear®™ this area of thre
system. The passwords ¢enerated by the system wiill be
geslyned to be pronounceable and therefore, easy to
remember.

3.4.4 Chosen Approach

After the identity of the user hgas been authenticatec by t e
togln procedure, the system wlti warn the user [f It |s tiwre
to change nhls password, To force the user to change his
passwora within an instaliatior-parameter grace ftime, the
user wlil be Jlockec out |[f re exceeds the grare time. To
properly handie persons wmho loglr [nfregquently, the grace
“time* will?! actually be Implemented as a grace number of
logins.

The system generated passwords «lll be basea on Engllsh
digraph frequencies slince such wcrds are more pronounceable,
and thus more easily remembered, than rancom strings of
characterse.

Slnce passwords must be treated as classltied Iintormatior,
the system will prefix the prirting of a3 now password with
the l(abel "confidentisl.*

To ensure that the user understards the new passworaga ani

that (it was printed correctliys the user wlil be requirec to
echo it at logln time.
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S The SSO witl be able to set the [nterval at which users must
: change their passwordse.

The SSO willl be able to force 2 user to change his passworo.

Incorrect login attempts wll!l be audited (see Section 3.16).

J.4.5 Examples

1* togin Whitmore -charge_password

2 Passworat

3.

4 Contidentialt New pzssword [s *abcodo.”

5 New Password!

66
K 7 Passworc changead.

Lines marked with "** are typed In by the user. The

L terminai does not print passwords typed by the user.
L In the first exampie, Whltrore requests that hls passworec ve
S } changed. The system reqguests hls current p3assword 3and

asslgns him a rew one. The user |s requested to enter his
new password for veritfication, It both passwords were typed

'
r correctily, he wlil obe 1logged in and his password will be
changed within the system. It el ther passwora was

_ lncorrecty the entire 10gin would be Incorrect ana tre user
r woutd have to try againe.

1% iogin Whitmore

2 Passwordt?

3‘

N You must change your password within 2 lo3lns

in the second example, Whitmcre Is notlfiea trast nhis
passwora must be changed withrir the next three 10qgirs., It
he falls to change his passworcy he wlll be tocked out. Tha
user may 1oginy, even [f he has been locked outs by changing
hls password.
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3.5 INFOFMATION CHANNELS BETHEEN PROCESSES

The filxed level oproperty rules deflned In Sectlon 3.2 ara
designed to restrict the passing of Ilntormation between
processes. These restrictlons must be applled to all
information channels, l.e. to all mechanisers withlr tre
system which anable processes to exchange ijnforeratjonr,
Certaln mechanlsms such as stared segments ang tre
Interprocess communication facllilty are Jeljberately
provideo to serve as information cnhannelis. Ofrer mec: anjisers
such as segment names and access control llsts are Interoced
to serve dlfferent purposesy, but coulod be misused a3
Information channels by processes attempting to compromjse
Informatione Hence, all J[ertcrmatjon channels wmyust Da
laentitied and, where necessary, addlitlonal access <crecking
must be provided 1In orcer tc¢ enforce the fixed level
property rules.

Je5.1 Segment Sharing

A shared segment ls the most natural chrannel tor  two
processes to exchange IiInformation. For a process wlth a
clearance P, the system wiil systematjcally remove tre
“wrlte™ permission on any segrent whose classificatlon |s
tower than P, and altl opermissions on any se3ment whose
ctassification |s higher than P, It |is therefore imrossibile
for a process to “wrjite down® or to "“read up.”

More detall can be found in section 3.6 - *Access to
Segments.*

3.5.2 Directorijes

Directories ara2 anotrer chrannel through wmhick processes can
exchange Informatjion. Each data [tem contalned In a
directory is assigned a soaclitlc ctassification (as
descrlbed In Sectlion 3.7)e Rirg 3 orimitlves In charge of
manlpulating director'les will grovide addltionsl checking by
which they will systematically refuse to perform 3 request
It 1t would result In a “write dcwn®™ or a “readg up.”
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Untortunately, however, a rumber of 3irectory |[tems such as
quota useds, date-time modifiedy, and date~time wused are
changed not by expliclt request, but rather as a side-effect
3 of some actlon performec outside the directory. For
example, the 1Juot3 usec count stored In a dlrectory can ce
Increased by growing thre slze of an Inferjor segment.
Intormation channels of thls type present rather unysuzl
problems. Solutjions to these problems as well as other
detalls of dalrectory access ccntrol are discussed In *3,7
Access to Dilrectories."

3:5.3 Interprocess Communication

Using the Interprocess Communicatlon (1IPC) facillty, 2
process can send a 72-blt message to another process. Tre
IPC taciltlity will provlde additicnat checking by whicn 1¢
will systematically refuse to send a message that woulid
result In a "send down."™ *Senc up*™ wliil! be permitted ftcr
IPC since thls Is not a means of sabotage. Tre enforcement

-

e e

% ot the securlty will be done In ring 0.
§
b
; 3.5.4 MesSsage Segments
Mo In the current Multics System, message segments are rjirg ore
B\ segments, manipulates by a rirg one module callea tre
' Message Segment Facllilty (mst). The Implementation of tre
P msf Is such that a process neeos the “read™ ana the “wr]te"™ y
,

capablilties in ring one on 3 message segment [n order to be i
able to put a message In It or to extract a message from it, b
It tollows that, if the mst Is used wlthir the security
controls, communjlcation between processes through messace
segments will be restricted to orocesses of idenficiai
clearance. Thls restriction hzs been accepted.

As far as securlty ls concernec, message segrents wlli} be
treated the same as any other segment ty the ring 0
supervisor and one can repeat what was sala for segments in
general! no read up cr wrilte cown on a2 message segment wili
be perm]tted Iin a3 wuser crocesse. However some sSystem
processesy In some speclal cases and [n a controlled manner,
witl nave to bypass the fixed level prooerty restricticns on
message segments. However, {n no clrcurstances wlt!
securlty be viofated.
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In the current Multics system, all user processes that

,:‘3 request a serv]ce from a System process senc thelr request
P h through a messaje segment, It fcliows that, wherever thre
. current syster uses onhe messSage sejment to aueue user
b requests for g system processy It wll! Dbe necessary to
lf provide one message segment for eech existlirg ;
classltication. g
i
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; : An alternatlive approach would have atlowed security rules to
I be enforced i1n ring one rather tran ring 0. In this scheme,
ring 0 would rant read ang wrlte access for message
segments to processes ot atl clearances. Each Inalvicucl
S message stored In a message segment would be "classitled™ oy
. the msf at the clearance fevel of the sending processe. The
i - mst would only permit extraction of a message hy 3 process
having a clearance higher or equat to the classlitication of
the message. However, thls would bring the msf clus all
other ring one procedures witrin the securlty perlireter,
thereby making the task of cert]ficatlon more clfficult,

3+5.5 Summary

. It is important to understand that of the severael
’ Iinformation channels described above, shared segments are
the only channel through which classltled [ntormation would
routlnely be stored and passea. [PC messages and directory
items such as seyment names or 3Cccass control lists would
not normally be used to transmit or store classifled dzte.
(AL segment names are assured to be unciassified so that
they may aoppear [In unclassified accountability forms for
printed output. See Section 3.13.) Hencey, frcm a practlcal
standpointy, the asslgning of correct <clasclitications to
segments by users and the aqgdition of filxed level croperty
access checkliny ftor segments s suftflcliert to prevent 3
sinjle matlclious user ftrom directly comoromisiry classlifled
information.

-
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The other ([(nformation crannels do not become a serlous
problem untll one considers the possibility of two (or more)
processes cooperating in an etfort to compromlse
information. This ccoperatior couid take one of two forms.
Flrst, two mailcious users might directly consoire to
i compromlse Informatiocn, Secondy a3 nonmaliclous user mjigrt
unknowingly empioy a Trojan Horse oprogram supplled by a
) maticious wuser. (3ee Section 1.2.2+24) The case of two
1 users conspiriny to ccmpromise irformatlon [s actually more
ot a "peopile®” problem than a computer System groblem.s Even
e Y5 It no effort were maue to secure those Ilnformation cranrelts
not normatly used to store or transmit classifiedc data,
conspliring users would probably stllit flnd [t easler to pass
Information outsloce ttre system., Theretore, the Trolar Horse
attack |[s realiy the only fcrm of attack for wtich
Information channels other thar segments are essentjial.

NN

1.

Y

The deslign presantead In this report s Jdlrected to
elimlinating altl read-up ana write-down information charnels.
The elimination of all krown read-up channels prohijblits a
maticlous usar from directly accessing classitied
Ilnformatlon which he s not legitimately <clecred ¢to see.
Hence, a maticlous wuser must resort to *“setting sz trap,"
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lees he must craate 3 Trojan Horse program with the hrope
that an wunsuspecting wuser traving a higher cliearance wlil
catl! (ts Although 3 general solutlon to the Trojan Horse
problem s beyona the scope ot ‘nls deslgn, tre elimlinaticn
ot wrlte~domwn channels can conslderably readuce the threzt
represented by the Trojan Horse form of attack, a
write-down channel [s the cnly means by which a TroJan Horse
program can actually comgromlse informatlone. Therefore, tre
etimination of all nwrite~-down channels can .ffectlively
prevent comopromise, although sabotage and neeo to Kncw
violatjons would stltl be possible. HWi[th one except{on, alil
expllclt write-1own channels wlitrin the Multics Systemr rave
been ellminated In thls cesicn. The guota uced charnel |s
the single exception. Not only does this ctrsinnel rave a
very lomw transfer rate, but 31S0, any signjificant yuse of
thls channel can be easlly detected through auaglting,. (See
Section 3.7.3 for datalls.)
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3.6 ACCESS TO SEGMENTS

3.6.1 Requlirements

Every seament must hzve a classification cefire: by a tevel

ang catejory set, Tnls ctassiftication applles to alld ERE!
| contained within tha segment,

2 fFor each segmant trer2 mLst exist a (lst of gcersons

ravirg
need tO KNOW acCccess to tre contarts of the segmrent,

) The sharing of seygmants among prccesses must te controlleg
. So as not to violate tre fixea level property rulese.
§ '

Je€6e2 Design

——

jgescripbes the types oOf zccess (ee«ye reads, execute, wrijite)
permitted the associsted user, Hence, the ACL wlll Dbe used

The ctltassitication, leea level and category set, of 23
A segment wilt be permanently recorded [n |[ts branch, For
N reasons explainea i1n Sectlor 3.7, the classiflicatior ot a
. } segment must equat the classliftlication of lts oarenrt
3 directory. This irpiles trat tha classliticatior ot a
: , segment will atlways equal the clearance of the pracess wtlcn
| createas it, slince a process can c¢cnly append a Ddrarch to 3
. girectory it its clearance equals trae directory
5 \ classlficatlion.
| As |Is already tne case ir Multics, an 3access control tict
- g (ACL) wiil be 3SS0Ciateq with every obranch. L3chn ACL ertry
} contalns a3 wuseridyd and gccess moae. The access moqQe
5
.f?‘ to control neea to KNow access to 3 seagment,
g ¥ .
AR In accoroance with tre fixed level poroperty, write down and
1*2, read up operatjons on secments willl be prohlbitea. Alsos in
s b order to prevent s3b0t3age, write up operations on secments
‘ﬁ‘g will be pronivjired, With these restrictlors entarcec,
i sharina of sej)ments amony processes raving ditterent
4 clearances cannot compromise .rtfcrmatjon,
$

2
.

The access permitted a glven process to a given seqmert wlit
be comouted as follonse. It tre ctearance of the process 1S
lower than tne ctassiticatjon ot the segygment, the process
wlil ©De 3Jiven nuitlt 2ccess to the segment, It the cltearance
of the process equdis the clasc<ification of tre segment, tre
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process will be given whatever mcde of accessy it any, is

specliflea In 1the ACL. It tre clearance of the process is

higher than the classlitlcation of the segment, the process

witi Dbe given the mode Of access speclftlied In the ACL mlnus -
wrlte permission.

In order to reference a segrenty, 3 process mus?t first
“inlitiate" the segment Irto 1ts Aaddress soace. st
initlation time, the access computation described sbove wll!
be performed to determine |f thre process has ary access to
the segment, It sos tre segment will be zdced to trae
adgdress space of the crocess. Thereafter, all reterences to
the segment wlll be valloated by the processor hargware.
tach segment fault taken by tre process on the Ssegmert wjiil
tforce access to be recomcuted by the above metrod,

3.6.3 Impljcations

' The rutes governing 3ccess to sejments, while satistylr)
; security requlrements, have certaln curlous implications
i worth noting. A problem arlses over the fact that for each
] user there tyofcalily exists 3 number of corresoonalng

writeable gata segments (eege mailboxesS., ccrsole mescage

segments, abbrev protlles, protd ftiles). Corceptualiv, It
b makes ljittle sense to segregate the functicns. of trese
segments according to process clearance. Nevertreless,
these segments must be assigneo 3 speclflc ciasslflcarlion
and hence, wlll be writeable by 3 process at one clecrance
level oniy. As a3 result, the user who operates at mgre tran
one clearance level must sacrjiflce a certaln amcunt of
flexibillty anid convenience In sending and recejving mail,
creating abbrevjiations, upgating omotd flles, etc,
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3.7 ACCESS TO DIRECTORIES

3.7.1 Ctasslitication ot Oirectory Informatjion

Every directory has a classiflcatlon detined by 1 level and
a category seft.

The <classitication of a dilrectory cannot be less tran tre
classiflcatlon ot its parent directory. Thls restriction |is
necessary In order to elirlnate 3 wrlte-dowr |[nforsatlcn
channel wusing directory names. Supposes fOr example, trat
an unciassitiea directory were permjitted to exist ir  tre
hierarchy below a3 Secret clrectory. A Secret process could
change the nama of the Secret dlrectory, thereby =z)so
changing the pathname of the unclassiflea olrectory. Tnis
actlon coutdys of course, be cetected by ar unclzsslitlea

processs. Therafore, [t IS necessary that a clrectory ana,
for that matter, 3 segment, tave an equal or greater
classitlcatlon than |[ts parent dlrectory, Thls rule s

hereafter referreac to as tre “ron-decreasling classiticaticn
rule.” For reasons explalned below, the classificaticr of a
segment |s further restrilcted to be equal to that of |ts
parent directory.

As wilth segments, a airectory wili Initlally recelve the
same classiflication as Its parent directory. However, a
speclatl "upgrade* operation will be avaliable which permlits
a user to ralse the classiflication of a directory. 1% ls
requireag that a dlrectory be empty In order to be upgracece.
Otherwlise, after upgradging, inferior segments or directorles
would stand in violaticn ot the non=-qecreasing
classiticatlon rule. If the entire subtree ot a dlrectory
were upgraded, a potentlal for unwanted overcliassification
would exlist, {Atso, Implementatlon would be ciftficult,)

Several problems arlise wlth respect to the branch of an
upgraded dlrectory. Sincey as descrlbed 50 far, such a
branch 1Is contalned {n a sugerlor directorv of lower
classificatlion, a user raving access t0 an upgraded
directory woulad not pe permitted to moalfy [ts branch. This
restrictjon wmould Dbe very Irconvenjent in oracticee.
However, a mora serlous problem s posed by the fsct that a
user having access to an upgracec directory would be able to
implicitiy modify [ts branch. For example, by Increasirg
the sjize of an upgradeoa dlirectory, one coLid chasnge tre
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current length attribute In its branche This constltutes a
wrlte-adown [nformation channet.,

In orader to =21imlnate the above problems, an jndiviaual
branch willt have the same classlftication as tre segrent or
dlrectory wnich |t descrjibesy, rather than that of |ty
containing directory. Only upgraded branches are &actuzlly
aftected by this new deflnitjor, since non-upgradeaos branches
will still have the same classlflcation as thelr contairing
directory anywaye.

The classlflcation ot a branch appliles to all data |[ters

within the branch except for tne branch names. These nzmes

retain the classitficatior of the contalning djrectory.

Names are separated from the branch In this way ln ordger to

. avojid creating still another wri te-down Inforration chrannei,.
© If the name of an upgraded directory could be modlflieo by a
i process at the *“level™ of the branch, ther a1 lower=-level
process could detect such modifications by adding names to

z non-upqraded branches In the Same directory 3nd observing
whether name duplicatlons occurred. Hencey, braench names can

} only be modifled by a process at the *“levetl™ of tre
containling directory.

Whenever the supervisor (s explicltly reauested to perform
an operation on a dlrectory, 3 check will be made to ensura
that the wuser has the right to operform the operatjon
accoraing to the current Mufitics access contrcl rules ard
the new fixea level property rules., In particular, tre
‘ supervisor wlltl refuse any request that woula result I[In a
f “read up*™ or a “write down"; It wilt atso refucse all
sl requests that could result in sabotage by “wrlting up."”

]
} 3.7.2 Expticit Operatlons or Directoriles

Operatjons that would return to the caller any part of 2
dlrectory having the same citassification as the directory
; itself wil§ be executed only [f the cleararce of the process
N 1s equat to or nhlgher than tha ctlassification of thre
dlirectorye. Exampies ot these operatlons fnctltude listing a
directory, tisting tne Inltialt ACL, and readlng the aquotea.

Operations that would moglfy any part of a3 dlrectory having
o the same classification as the directory [tself wiil he
N 1 executed oniy |t tre clearanrnce of the process |ls equal 10
. the classiflcatlon ot the directory. Examgctes of trese

i operations include acdlng or celeting entry names, changirg
the Inftlat ACL, and creating a new branch (slrce 3 brancn

is orlglnatliy created wlth the classification ot |ts

b . containing agirectory), The Jdeletion of branchess both
' upgraded and non-upgraded, ls aiso Included Ir this catecory
since [t ({nvolves the deletion of branch names. Note,
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howaver, that thls does not constitute a means of sabotaglrg
an upgraded directory since it ls required that an wuparaced
directory be empty In crder to Jelete [f. Subtrees are
always deleted In a bottom=up fashion. Therefore, a user
able to delete an empty upgraced directory wlll not be able
to delete that same dlirectory when there exist Inferlor
segments or dlrectorles to which he has Nno access.

Operatlons that would return ¢to the caller any part ot a
branch, other than the entry names, wlitt be executed only |t
the clearance of the process Is equal to or hlgher tran the
cltassiftlcation of the branch |[tself. Examoles of sucnh
operatlons include resding the branch status, reading tre
ACLy reading the rilng brackets, reading the blt count,
reading the date-time used or moclftled.

Flnally, operations that would mcdify any part of a3 oranch
other than the entry names wliil be executed only it tne
clearance of tre process s equal to the <classiflcaticn of
the branch. Examples of such operatlons l[rclude changling
the ACL, changing the bit county, changing the maximum
lengthy, and changling the safety switch.

The “movequota"™ operation |Is wunlque [n the sense trat |t
modlfies two directories at once, one |[mmedlately inferjor

to the other, A problem arjises when gquota ls movea to or
trom an upgraded directory. To do this, @ process is
required to modlfty two alrectorles of dltferent

classlticatlons whlch 1ls normaily not parmjitted. Since
writing down must be prohibitecy a process at the “fevel®™ of
an upgraded dlrectory cannot be allowed to move quota
between that upgraded directory and 1Its parent Jglrectorye.
Theretfore, the movement of quota to or from an upqgradeag
directory will be performed oniy by a process at the “tevel"”™
of the parent directory. {Modify permission or the ACL ot
both directorles wiftl stlill be requiredes) The fact that a
fower-ilevel process will be abte to withdraw quota trom an
upgradea dlrectory constitutes a mjitla form of sabotage which
c¢an onity temporariiy impede a higher~tevel process. but
cannot destroy or compromise infcrmation. This Is not fel?
to be a serious probiem since tnis could be auditabie ardg
quota can easily be restorece. The altternative of not
allowlng quota to be withndrawnr from an upgraded directory
except by speclal action of the SSO 1Is conslderably less
attractive.

The new upgrade operation for dlrectorles (s also rather
unique. Since it invoives modifying an element of a branch,
It can only be performed by a process at the same "jevel"™ as
the branch. In addition, the alrectory to be upgrzded wust
be empty as mentionea above., Furthermore, for reasons to be
explalned shortiy, the directory to be upgraded must Fr3ve a
terminal quota.
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3¢7.3 Implicit Operations on Olrectorles

b As descrlbed above, additloral access checklng can be
t performed for all explicitiy requested directory operatiors
! so as to comply with the fixed (evel ©prooerty rules,
{ Unfortunately, however, there exlsts a class of Ilmpiicit :
directory operations whlch present a more ditficult croblem. :
An implijcit directory operatjior Is baslically a sjde~eftect i
of some actlon performed outside the dlrectory. One such §
operation, the changing of the cirrent length attribhute, ras ;
already been dlscussed. Three other IlImpllicit dlrectory 1
operatlions, which are the changing of quota used, dzte-tlme o
, used (otul, and date~time mocified (dtml, still ceusa
. probiems within the directory access scheme oc2scribec thus
p - far, These oroblems are discussed belowe.

b o

e+ Mo s o

3.7«3.1 The Quota Used Problem

Changling the number of pages usec by 3 segment or d,rectory
causes the "quota wused™ number to be Incremented or
decremented In 3alt superior directories up to and Inclualnrg
the nearest superjior directory taving a terminal quota. If
this chajin of superlor alrectories 1Includes one or vwore
directories of a Jlower classlfcatlion than the segmenrt or
airectory being moditflec, then 23 wurjite-~down |[nfcrmsticn %
channel exists. There are trree methods of perforrmirg !
write-donwn operations on this |[nformation channelt 1)
changing the number of pages usec by segments [n an upgraced
directory; 2) Increasing the pages wused by an upgrasaed
directory jtself; ani 3) increasing the pages Jsea by tre
parent of an upgraded directory due to an Increase of the
upgraded branche

st s s m e A 4 1

The First Metnod

Changing the length of segments to reflect the "quota usec"
up the chain of superior directorjies is the most flex]ible
method ot using this ([nformation channel. However, tris
facet of the probjlem c¢an be blocked by reaulring that 2
segment have the same classificartion as 1lts parent dlirectory
and that every upgraded directcry have a termlral aqucta. In
this way, the piges o0f a segment are always chargec *to tra
quota of a superjor directory raving the same classlficatlon
as the segment, Hence, one cannot pass information cown
merely by changing the sSize of 3 sSegment ana causing tre .
*quota used” number tc change In some superjor alrectory. ‘
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Tre Secono Method

Pages of an wupgraded directory 1Lltself are chargeo to a
superilor dlrectory of |jower classificatlion, This coulag
become a write-aown information channel! wxnen a grocess of
clearance X adds branches to an wupgraded directory uith
classification X, causing the rumber of directory pages to
grow. The *“quota used™ number In the superlor dlirectory
would reflect this change ang coutd thus be Seen by 8
process whose clearance was lower than X. However, deleting
branches will not cause the size of a dlrectory to decrease.
(This 1Is true, due to the current |[mplerentationr of
directorles.) It thils facet of the quota problem was not
atimlnated, its wusefulness as a means of compronlsinrg
Intformatjon for the maliclous user ls stllii very limjted
sincet :

- It can only be used by a Trojan Horse or cooperatinrg
processes (Sase Section 3«5%.5).

- A process can only Influence the slze of a dlrectory In a
secondary manner, Such as by creating a new branch angd
checking to see It the dlrectory ls large enough.

- A process can write-down oniy 6 bits (1 68C0 character)
per directory (1 to 64 pageS.) Using two upcraded
directorjes In the same parent wili not be muckhr bhelp
since |t would provide only 7 bitsy due to the acoltive
nature of tha “quota used™,.

- To use thils intarmation ctranne! for wrltlni-cdown N
characters (o®N bits) In parallel, a mallclous user would
requlre N directorjes of the {ower classlificatlon. each
with an upgraded dilrectory, and 3 starting pool of at
least 66*N unused pages of Fis quota.

- A directory cannot be decreased in length by a crocesse.
This can only be done by a tong salvage after a system
shutdown or by deleting the directory (a process wlth tre
clearance to add branches tao an upgraded dlirectory aqoes
not have the clearance to delete the dlrectory).

- A process must delete all branches in the wupgraded
directory and synchronjze {(using another directory) with
a process of fower <clearance fto have the upgraded
directory deleted and recreated, boefore another 6 bits ot
Intormation can be passeac. Otherwise, 3 record quota
overtiow will be reached rather quickly.

This intformation channel could be aliminated by charging atl
directory pages to Its own Quota. However, this Iinvolives a
redesign of the entire quota mechanism and would impact tre
activation and deactivation of dlrectories. Trerefore, due
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to the limited etfectiveness of the Information channz! and
the high cost of correctlon, no attempt witi be wmade to
close this write-down channei, However, for acded assurance
that [t is not being used as a mreans for compromising data,
the creation of wupgracec clrectorles ang evepn the
“get_quota™ operation can be audlted.

The Thirc Method

This probtem [Is 3 resutt of the basic design of a
hierarchjcal storage system which uses varjiable lenrgtn
branch entries anag contalns data of wcre tran one
ciassiftication. The space usec by the branch of an upgraaed
directory Ls contalnec In a superlor directury of ftower
classliticatjon. Hence, by adding ACL entrles to 3n upgraded
branch, one coutd affect ¢tre current lencth of a Icwer
classitied directory, which ijs in turn reflectea Ir tre
*“quota used”™ In the parent ot that dlrectory. This facet of
the quota oroblem also requlires the use of a Trojan Horse
and |Is even more cumbersome than the otherse. It can only be
eliminated by restrictirg upgraced branches to a3 fjxed
number of ACL entriese. The changjes describeoc to cltose the
second tacet of the quota problem would not helip this one.
The solution of restrijicting ACL entrles does not generailjze
properiy for Implementation ana presents a very strange user
intertace. UNti!t a correct 1{cng term solutior can ve
designed, no attempt wlli!l be mace to ellminate the last two
facets of the quota problenm,

3¢743.2 The OTU and DTM Probilem

Every branch contains two [tems known as the date-time used
eand the Jdate-time mccifiec. A ¢grocess wlth clearance X can
reference a segment wlth a3 classlflcatlon tiower tran X
causing its dtu to be upoated. This updated ctu can then he
observed by a process wlth 3 clearance {ower than X and
hencesy wrlite-Jdoun channel exlsts. In fact, whenever any
segment |[s referenced, all of [ts superjcr cdlrectories must
first be activated. Since activetlon 1Is svynonymous with use
ln the present system, tre dtu®s ot alt superjior directorijes
are updated whenaver a segment is referencec. A simrjlar
problem s posea by atm. The modificatlon of 3 seqrent or
alrectory causes the updating of dtm not only tor that
segment or directory, but for all superijior glrectories 2s
wells (This Is done to ald the backup sysStem |In locating
moal tied segmaents anga dlrectories wlitrout excessive
searching.)

In order to etliminate the write-down channel causea by the
upwards propagation of dtu and dtm, new interpretations wiil
be given these two &sttrlbutes wlth respect to Alrectorjes.
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Currentliye, atu and Jtm refer tc the entire subtree of 2a
dlrectory. Instead, dty anc dtm will be mage to refer to
the directory ltselt. A new entry [tem called ™“date-time
subtree modified™ (dtsm) will be keot to malntain oumging
efficiencys The dtsm, however, wlii{ be avajfadble only to
the dumper process ano not to ordlnary userss. (See
Section 3.12)

In order to prevent writilng dcwn via dtu, it will Dbe
necessary ¢to further alter the Interpretstion of ctie.
Speclfticalliyy, dtu wlll holad the time that a segment was last
referenced by a process of the szme “level™ as tre secment,
In other words, the reading of a segment with classlfication
X by a process with a clearance hilgher than X wl!il bte
“transparent”™ as far 3as dtu is concerned. Thre same w]ll}
aiso be true for directories. Notlce that dtu will retain
Ilts present meaning for any segment which s referenceo cnrity
by processes of the same “levei.” Thils change {n meaning |ls
acceptable, beciuse dtu s primarlly used In an Interface
where preclision s not required. DOtu ls priraritly usec to
order the output of tre Ilst comrand and to delete ati ftlies
not used In some perlod of time. Thus, a preclise atu is not
essentlal.

Implementation of thls new Intercgretatfon of dtu wili be
relatlvely simple. The global ¢transparent usage sultech
(gtus) contalned In each AST entry will be manipulated Ir s
new fashlon so as to gproperiy control the setting of atue.
Whenever a segment |s activatecy the gtus wilil be turned off
It the actlvating process ras the same tevel and catecory
set as the segment. Otherwise, the gtus wlill be turned on,
Thereatter, any process which takes a segment fault on that
segment will turn oft thre gtus 1f [t has the same jevel and
category set as the segment, The only exceptions to this
rule will be special transparent system processes (e.c. ftre

dumper and rel{oader) which will! never turn offt gtus,
Whenever the branch of an active segment s updateu, the dtu
for the segment will be reset onty 1t the gtus for the

segment [s off.,
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3.8 ACCESS TO I/O CHANNELS

3.8.1 Requirements

No user process stoulc be able tc Jdirectly attach any [/0
device other than 3 terminal ard then onily [t |t has been
specificatiy allocated to the process by a systam crocesse.

' Each I/0 device must be ldentifled with a level/category.

Any process performing I1/0 on a device must only be able to
i perform the operatjions allowed by the tixed level ¢c¢roperty
¢ rutes (l.e. only read from a tower “level®™ devices, cniy
L‘/ write to a highar “tevel®™ cevice, 3nid reada/wrjite to a device
; of the same "level®).

K The "fevel™ of a cevice must be subject to change by tre
, i system operator.

§
i Thne inltla! *level*™ of each device must be cortrollec by tre
: System Security Offlcere.
N
Tetetype channels must be jdentf{fled with 3 maxlrum “jevel "

SO0 that a user can only create a process of a "level® eaqual
T0 or below the maximum,.

3.8.2 0Oesign Considerations

One approach consjigereg was removing current ncs_ enferies
for device attachment and uslng a new gate to restrict
attachment ot al) adevices cther than terminats to system
daemons oniye. This approach would require ejther 3 ring
four wrjlte-around for hcs_ or else the moditication cf alil
ring four modulas that reference hcs_ attachmert primltives,

An additlonal conslceration was to have the system contrcl
process manige teletype channels entirely. Thls concept
went along with the previous aoproach, so that terwirais
coula be handled In 3 sligrtly different manner ano 5till ce
attached by user processes. GComclete system contro! process
management of tetetypes was rejected because, ‘jtr tuitl
system control! process managerent of teletyze channels,
there are no ring § mooules irvolved ln +Tre attachment
gecislon, oniy in the actuail attachment operatjon,
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Another approach to wmsanaging I/0 devices wuas to rave
separste device Ilsts, one for system devices and one for
user devices. The normsl user attempting to sttach any
device would check onty that Iist which applleo to him. The
g configuration deck was suggested as 2a cortrol for tre
meaberships of these lists. Thils ldea was also rejected.

The most promising suggestion (nvoived adding a new rilng 0
table, callted the Peripheral Assignment Table (PAT), which
woul d be referenced on each attachment operation, to provide
a ftevel/category check of fthe device that a process |s
attempting to attach. This ldea was adopted as part of the
Oesign Approach.

3.8.3 Oeslign Approach

The Perlipheral Assignment Table (PAT) concept wiil ba
¢ Ilntegrated Into existing ring ¢ tables. Each device wrich
( could be attached to a process wii! be described In this
table. The maxisum modey classl fication level and category
t set wlil be [ncluded In the entry tor each device. It a
process attempts to attach a device, the clearance of ¢the
N } process wlill be compared to the classliflcatior of the cevlice
to ensure that ¢the process wl il not “wrlite aown® or "read
Upe” The “write up™ cepablility wiil be alloweo onily [f tre

't device Is a “wurlte only”™ device (e.g.s 3 pPrinterl,

-

The use of the PAT, as described above, provides assurance
~ that normal 1/0 operations wlll adhere to the ftixed tevel
property rules. It does not, however, prevent the posslibile
explolitation of flaws In ring ¢ I/70 procedures. Tre

N exploltatlon of "bugs™ contalned In I/0 procecures has been
‘ a fraditilonal wmseans of breaking the security of wmany
o computer systems. Theretorey until ring G I/0 procedyres
A can be certifled correcty, only trusted system processes will

3 be permitted to directiy attacrk any [70 dgevices other ttran
¢ terminals. This restriction will be enforced by moving
[ i attachment entrles from hcs_ 10 23 new gate accessible to
; ' system daemons oniy. An hcs_ write-around will! be crovided

LR SO that existing daemon software wiil not require
e ¥ modl flcatlions.

h,h:

i.q Any oprocess requesting a tape drive to be attached must use
e i the new ring one tape management software (THS). The TMS
ﬂ‘“ witl majntain a tape descriptor segment tor each tare
odl reglstered on the system. At attachment time the segrent
S for the oparticular tape will be checked to (fino thre
~,ﬂ requestor®s “need to know™ access and the classification of

b oo the tape. A wess3ce will be sent to the tape allocator
process to asslign the requesting orocess a drlve of tre sare
“level®™ as the tape. (Note: at this point, the ring one THNS
ls choosing the “ievel™ of the drilve basead on tre
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classitication of the tape descrilptor segment.,) When thre
mcunt request is sent to the operator, the drive
ctassiftication wli! bDe specitled (correctliy) and the
oferator must verlify that the tape requestec ras the sawe
“tevel*™ as the drive. This can easily be d¢one by cclor
ccding and plalnly wsarking the correct cltassificatior on
bcth reels and drjives.e The tape mount must be rejected f(and
ftre System Security Officer notlfjied) It there 1Is any
discrepancy. {see Section 3.10 for more detalis or tape
I0). It must be noted that - : primary control on tace
securlty ls the systam operator. The TMS can cnly check tre
ogerator. If the operator rakes a mistake or s “spoofed”,
tre TMS cannot, In general, detect the error.

Trere must be a3 way to maintaln operaticral proceaure
censistency and yet altiow the system control Erocess.e
running at the unclassified level (see Sectlicn 3.11),s to
read Top Secret backup tapes during retoad. Operatlonal
consistency requires the Top Secret tapes to be mounted on a
Top Secret tape drive. Therefore, a means wlili be croviced
for the system control process to bypass tre fixed level
property restrictions so It will be able to “read uw™ In a
caretully controlied cannere.
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3.9 SYSTEM PROCESSES AND SYSTEM FUNCTIONS

Many system services such gac logging [In and loggling cut a
user, printinj a segment on the printer for a user, savirg
the contents of the dlsks on tape, restoring trte conterts cf
the JOlsks from tapes restorirg the contents nof the 1{sks
when they have been damaged, retrjieving a segment that has
been 11o0st, are performeg by speclal processess kncwn 2&s
“system processes.”™ Cleearly, these processes need unusuel
power Iin orger to be able t¢c carry out thelr Jobe 2and, ty
thelr nature, cannot operate at any singte clearance fevel
wlthout violating the fixed fevel oroperty restricticns;
however, they must pever violate the fundamental security
rules.

For exampile, some of these processes need thne "reasc”™ and
“wrlte' capabillties cn all segments |[n the svstem. Sore
need the “status" and "mocify"” capablliities on ali
directories in the system; some need to communicate back
and forth with all prccesses ir the system!’ some need to be
able to attach any I/70 chanrel. It [s obviocus that trere
exists no clearance which woulc give a3 syster process the
right to pertorm its job, and still adhere to tre filxed
level property requirements, However, for cart]lflcaticn
DUrpoOsSes, there is 3 very strong desire to asislgn a level
anc¢ category to 3 crocesses in the system witrout
exception, It 13 unhgerstood, ot course, that gystenm
processes myust not be bounc by the tixed level croperty
restrijctjons In oraer to pertorm certaln tasks: therefore,
the programs in ftrese frocesses must “lrterpret ively”
entforce the fundamaentzl security rutes.

Use of interpretation rather ftran fixea ltevel groperty rules
by a system orocesss as part of normal system operctior,
will be caltlea an “lntercretive operation.”™ Any
Interpretive Jperatjions shoutd fall Intc one of tre
following classess

de. Access to Segments! the retriever oprocesis and tre
system control grocess (whaean reloading) must be able to
read and wrlte segments of any classlticaticn, but gnly
to copy properly classitled Informatlon to anc from
tape. The I/0 coorcinator and also the system control
process must be able t0o share message Ssejments wlth
user processes of any clearance.
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b. AcCcess to Directorlest the system control orocess and
the retrjiaver process must be able to pertorm specltlic
operatlons In any directory.

Ce IPCt the I1I/0 coordinator as well as the system control
process mys t be able to recealve "wakeups®” from
processes of 3ny cleararce, using fthe (nterprocess
communjication facility.

de I/70 Channelst tnhe system cortrol process must be s&sble
to attach an I/0 channe!l of any ctassificatlor (See
Section 3.3).

Since it iIs deslrable to minimlze Interpretive o2peraticns,
the strategy for assigning a ievel to a8 system process is to
select the one wrlch causes the fewest Interpretjive
operatlions.

An interpretive operation always Involves 8 oprocess, an
object, and a time Interval. For each |nterpretive
operation which [t pertforms, a system process must obtain an
"exception permission.” An exceptlon permission <c3an bpe
represented by the triple (P,0,T) =- a process P |s alloned
to vioiate the flxed level property with respect to object O
for time interval T. From the viewpolint ot a given system
processy each exception permlsslion ls representeg by an
object or set of oblects and a time interval. For exampie,
i1t the wunclassifled 1I/0 coorclnator needs to read a Tc¢op
Secret message segment, the excection permlsslicnh reoresented
by

(alt segments, lifetime ot the process)

Is suffjcient to altow tre Interpretive operation to occur,
A second permission,

(alt messaje segments, (ifetime of the process!

is more restrictlve byt still allowms tre operat!lor.
Filnailye a thirl permiss.on,

(alt messaje segments, while the process is in rina 1)

is even more restrictive but stitl sufficient, tach
exception permission ras a smaller "exception envetope”™ irsn
the precedlng one. The secord permlssion restricts tre

class of objects, whereas the third permission recstricts tre
time infterval as welt. 1Injis example serves to motivate ?tre
notions of “object grarularity™ and “time granularity.”
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The second permissicn has a ftlner object granularity tran
the tirst, white the thilrd peralsslon has 2a finer tiwe
granularity than either of the first two. Grarutarjty
should be Interpreted to be the scope or envelope of access
granted to a system process for an interpretjive operation.

For any Iinterpretlve operation, the flnest grarularity wrich
stli! allows the operatilon 1Is most deslrable ftrom the
standpoint of the oprinciple of least priviiege. For the
above example, the class of objects (which has onily one
member) represented by

(the TS message scgneht for dorint queue 3 to
the printer In room 405)

may well have the finest suffjiclent oblect granularity.

Two general approaches to ®maraglng the use of exceptlon
permisslons have been considered during the design araivsise.
These two aporoaches,y calleac the "prilvileged functlon*
approach and the “privileged oprocess” appbroach, are
described below.

The privileged function apgroach Is one whlch opermits tre
tinest possibtle time anc object granularity to ba anforcec,
Essent ialiy, thls approach provides a speclat rirg 3
primitive to perform each djifferent interpretlve operation,
Access to fthese oprivileged functions s restrictec to
speclitic system processes by use of ring (0 gates ravirg
approprlate access control! lists. Unger thls scheme, cobject
granularity can be macde as subtlie as one desires. Blsc,
time granularity can be tightly contrclled. It an
Interpretive operation Is performed entirely within rirg 2,
then The <call into ring 0 &nd the correspona.ng return
delimlt the time [nterval of the exceptlon permissior. It
is not oniv the absoiute size of the time Interval whicr s
significant, but also the far: trat control never exits tre
trusted ring § domajin during the Intervai. Hopetully, tris
wlid reduce the effort neecded fto certify outer ring
procedures which perform |[nterpretive operations. Tre
privileged functlon approach alsc provides a very naturcl
and simpte means for auditing Interpretive operations.

The privileged tunctior approach Is not without its
disadvuntages andad limltations from the viewpolnt of imgace
on current impiemantation, The use of restrictea gates

tends to tle procedures to processes. Currently In Multlics,
system processes use many of the same {lbrary cgrocedures as
do oOther procassesSe. Ity however, sSystem processes were
reguired to employ speclatl gates to pertorm prlv]ieged, but
otherwise common operations (e.gs deleting a segment), then
speclal versionrs of many ilbrary procedures would be neecead.
The daemon software {tsel? would require numerous
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;- - modifications to convert calls to standsrd {ibrary

' procedures and standard ring 0 gates ¢to calls to special
tlbrary procedures and speclal! ring (§ gates. And, of
course, the new ring 0 privitegec ftunctions would have to be
provided. Theraefore, from an Imgclementalon standpolnt, the
priviieged function approach s unattractive. Also, It
should be recognlized that this agproach ls not 2appropriate |
tor atl types of interpretive operatlons. Ffor examctle, i
asynchronous events, such &s the recelpt of an [pc wakeup, ;
cannot be nandied In tris marner. In many cases, the time -
Interval of an exceptjior perwjssion cannot be tightily ]

e v

controlled. Consi{der, for exampla, the use of privileged B
tunctions to Initiate segments or to attach 1/0 channelse. :
Adthough the grantling of these priviieges can be restrjcted ?

to ring g+ the subsequent use of these prilvileces cannot be

so restricted. Hence, whifte It may not be diffticelt to

locate the Intervals withlir a program (n which an exceptlon

permission s In use, it wlil be necessary to trace all

| possible side-etfects. System avditors must ensure trat a
system oprocess Is memoryless with respect to each f|[xed

, j levet property exceptlon. Thls will, In gereral, requlire

) futi examination of every program whlch performs

‘ : Interpretive operatlons. Hence, a substantial certification

L ) effort witl stil) be requiread for outer ring daemaon
programse

i The priviteged process approach to handllirg interpretive
: operations is one which attempts to minimize (mplementat{ion
} ditticulty. In irts simplest torm, this approach rerely
L requires a per-orocess switch to indicate whetrer or not a
} process has “system priviteges.” Thils switch (presumably :
stored in the pds) would be Iinterpreted by those rilng 0 i
} moouies responsibie for access computatlon. Essentlaliy,
tfixed level property access checking would be effectively
‘ disabteod for atl processes having system oriviteces.
i Clearly, this scheme requlres comparativeiy ilttile effort to
‘{ implement. Ail  tnhat s necessary Is a mechanliss fto

|
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lnitialize the priviiege switct ana modftications to suscenda
fixed level property access checking for processes raving

p* L - the switch turned on. Unfortunately, this approach pays

i little heed to the principle ot least oriviiege. Also, thls

P approach has the disaovantage that fixed ievel croperty
T exceptlions occurring within a program witi not be explicit
. '? in the codes but ratrer implicit in the fact that tre

E3 | executing process has system privilegese. Thus, the task of

' 3' certiflcation seems more diffjcult as compared to the

privilegaed function approache.

The basic privileged process approach could, ot course, be

% greatiy etaborated. Cbject granutarity coula be enhancec by
- M use of multiple switches, eacr corresponding to a differert
a'g class of objects. Atsoys time crgnufarity cocvic be entranced
;'i. by setting ani resetting these switches freaventiy. Taken
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To the Iimity this screme beglns to resemble the priviteged
function approach. A swltch, or set of swltches, coulc be
turned on before eacr stanacard ring g cally, and then reset
Upon return, However, the finer the grandlarlty, the more
difficult the lmplementation; hence, the princlpal advintage
of the prilvlileged process approach |s lost.

It Is expected that some hybria ot the two aprroaches

described above wlifil be adopted In order to obtalr a
practical compromjse between ezse of validatlior and ease of
imptementation. The specific nature of the hybrlo apnroach

guring

wlil depend upon deslign detalis to be conslidered
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3.10 I/0 DAEMON COMTROL IN A SECURE ENVIRUONMENT :

3.10.1 Requlirements

The primary raquilrement ot tre Alr Force J3ta Services
Center s that no user of the Multics system be able to
directiy control any external I/70 device (other than hls own !
terminal). Theretore, esch I/0 devlce must be controllec bty !
a system process to provide the needed I/0 capabititles. é
The devices that wlil be controlled by system crocesses will
be the cara readery, the card punch, central slte printers,
| remote printers ana tape drives.

L For each line printer, an operator (other tran the central
| slte operaror) wlil aiways be in attendance, This operator
| will be the primary "controlier™ ot the line printer. The
detailed requirements for operating {ocaf and remote line
printers are as foliilouws?

\ 1. Ouring operational NOUrs, it the fine printer ls
‘ powered on and the syster IS running, tre line printer
!

o>

shoula be kept ousy as much as possible.

2e It the current gqueue be ing processed by a line oprirter 1

- is exhausfteds, another quaue should jet serviceag
3 automatically {wlthin operational constraints).

. Separate Jueuas will be kept for each cevice. For 23
. ' glven device, tne queue 1 requests for ary level should

be processad before the queue 2 rejuests, efc.

k. 3. There must Dbe an accountabitity fcem terminal
N associated witn eacr llne printer (iocal or remote).
T Nothing will be printed or the (ine printer untlt tre
¥ controtiing prccess ras atftached the ‘terminal Dby
f“: speclflc actlon on the sart ot the printar operator,
S = Buring printer cperations, there will be ona
i a accountabillty form procucec for each <copy of each
ﬁ., segment printed (one per banner).
N
0 4. It must be possible for a printer operator fo reguest 3
x v sample accountablilty torm to be oprintegd on the

. terminatl to verlitfy proper allgnment of tre torms.




AR Se It Is requiread trat botr the accountablilty form

' terminal and the (lne printer be abie to ocetect an “out
of paper*™ conditlon 2ana signal this corditior to tre
process controlling the devicee.

6e It must be possible for tre printer operator to start
and stop ooeratlon of the |lne printer.

7« The printer overator must also bpe able to restsrt or }
reprint requests that are elther [n mio-executior or
that have bDeen processed but have not been processed
correctiye.

8. The amount of communicatlion necessary between the
printer operator and the central slte operator rust be
kept to a minimum.

9. The banner for atll printed outout must ldentify the
classiftication of the hilgrest level of data that can be
contained In the printout.

bttt e e b T s Bt
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1Ce At the user®s request, page headers anc fcoters must be
supptied on a8ach page of printed output whict witl ;
Indicate the <cilassitication level of the segment from H
which the printec Informatlion was obtainec. The teader
ana footer flabels wlll be ocrtionaly, however the agefault
willt! be to orint labels. It desliredy the user can i
replace the segment ciassification with ar arbltrary (
‘ stringe.

N

P

11« The current "heacer"™ and “destination™ octions witl be
retained for distribution pcint information onitye.

12« The accountabliity form will be titlegd [In witr alit
pertinent j[nformation relative to the request trat |t
descrlpbes.

A new capabliity must be supplled to allow a system oprocess
to perform tape I/0 based on user requests. The baslc 4
S reaulrements for handilng tace 1/0 are as folicust

i. Only system processes will te adble to dlrectiy attach
tapes.

gy 2e Normal users wilil be able t¢c place a3 tape reag/wrjte
F. & request in @ queue for a system process to perform tre
actual [nformaticn transfere.

[

o

o 3. When the tape dJdata Ils orline, the user wli! rave *to
reference the 13ta as a3 segment or multi-segment flie.

3
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4. Commands must be provided to allow users to make tape
requests.

5. Tapes must onty be mounted on physlcal drives of the
same “level®™ as the tape,

Modificatlons must be made to the present card lnput scheme.
The basic requlrements for carag input are as foliowst

1. Only system processes wlll bte able to dlrectiy attach
the card reader.

2 The operational staff must not be burdened witr the
longterm storage ana handilrg of a large voliume of card
deckS.

3. The owner of a card ogeck wlltl be responsible for
ldentifylny the classification of the deck at tre time
It is submitted to the operations statf for lnput,

4e A caro deck submitted for input wil! be read ([nto an
online sejment having the same classiticrtion as tre
decke.

The standard Multics card purching capabilitles, wrlch
allows queued punch requests and user specifled punch code,
must be enhanced to laentify tre classificatior »f the data
being punched, The amount of card ourch usage |Is
anticipated to be flow enough that system croocvced
accountabllty forms are not requlired. A combinatlionr of
agministrative oroceaures and system software shouid be useda
to provide a secure method of clstributing classifiea cardg
decksSe.

3.10.2 Design Conslderations

The message segment Mmanagement design ocutlired {n Section
3«5 forces the design away from the current Multics queuelng
strategy. For each device type supported we must provlde
separate queues for each classlftication ievel! supportec by
the system. However, unciasslfiead only degenerates to the
current Multics strategye.

The design alternative ot having one devlice driver for each
permissible “"fevel” for each device type was rejectec cue to
the high overhead raequired [n walntalnlng severat “laoi1e”
driver processes and In having tre 1/0 coordlnator multiolex
I/0 devices ana accountabllility tcrm terminals between oriver
pProcesses.
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e 3.10.3 Deslign Approach

The approach for provlialng external I/0 capabillties ls
essentjally that of the Multics standard product, l.e. an
170 coordinator process and one driver process per device.
! For each device type supported by the system, there will be
' one message sSegment qucue per “level™ or, 1If desirec,
several queues per “level™ having different prlority
ratings. The I/0 coordinator must have the ablitity to
access these queues at all "levels” and to communicate via
IPC with drlver processes at all “levels.” The drijver
processes wlll obey the standard flxed level property rules
concerning attachment ot 1/0 devices and segmen? references.,

Al

I/0 Cooralirator

[ There is no "“level®™ at wrhjich tre I/0 coordirator can operate
strictty withln the flxed level property rules. Theretore,
! it wilt operate at the lowest rossibie *level®™ witr thre
speclal privileges needed. Thls cholce offers the 3dvantage
} of not requliring sgecial IPC privileges for the ariver
processes with which the I/0 Coordinator communicates. Tre
I/0 coordinator wlil) have the tollowing characteristics iIn

2 the two-level securlty environmentt
1« There wilil be multiple queues, specliflcally one per
level per devlice class per c¢criorlty.
2e The I/0 cooraginator wilill 3llocate tasks to wverlous
foe- driver processes where egzch task |[|s datlnea as a
request ot a single user,
|
! 3. The I/0 coordinator will be responsible tcr makirg tre
! declision of where to send an Indilviduai task, (l.e. tO
R } the approprjiate device driver process at the correct
-k “tevel™). The decislon wlli be based In part on the
. ;! minimum expecteg device level tor a glven class of
T device. Tris willy tor example, altow tre I/oO
ﬂf coordlnator to allocate all tasks for a remote ({lne
RN printer to a driver process at “levei™ pn, It the remote
- printer 15 never to be classitied below “ievel™ n, At

the AFDSC central site, wrere printers wli}! be ocerated
at both Secret and Top Secrety, the alnimum expected
“level®™ decision criterjion wliil prevent requests from
Secret users and below belrg sent to a Top Secret
devicCe, so that there will be & minieum of
over=classitication at distribution time, The operator
wilii be able to recontlgure the queues by changlng the
minlmum expectea "“tevel®™ for a3 device ctlass. !
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The 1/0 coordinator will not make decisliors as to whlich
device drivers to create. This wlill be cone routirely
by the system operator maruelly 1039ing in the correct
drjiver at the correct “levei.” The operstor will also
be responsible for rectassifving devices when
necessarye.

The 1I/0 coordinator wiiil have to perfore Interpretive
securlty operations to be able to read and defete
requests from each wmessage segment queue at each
“fevel™ In the systenm, Also, the I/70 cocordinator must
perform interprocess cormunicatijon with eriver
processes at varjious levels.

A temporary history file wlli be recordec on a per
driver basis tor restarting requests, =which lrave
abnormally terminated or mhlich were sent to a printer
that had no papare.

The I/0 Coordinator will be responsible for detetirg
segments when requested by a user. This task carnot be
performed by tre drlver crocesses Sincey ln order to
aliow for restartingy a segment cannot be deletea urtijl
some speclifled length ot time after printing. Hence.
the I/0 Coordilnator must bypass the ftixead level
property restrictlons |n grder to Jelete branches from
directories of all classitications,

Part of tho opticnal ocata sunplled by a ucer wlll be an
event channel! and process ID whlch can be usec for user
notitication at tre completlion of hls request, assuring
that the process Is stili active at the tlime tre
request |ls processed.

The devices that witi be controllied throuah tre [I/0
coordlnator and drlver oprocesses wlil be the caray
reader, the <c¢card punch, central prirters, remote

printers, and tape drivese. There will be one orljver
process for each incividual device.

Line Printers

tocat and remote tine oprirters witl be handlen rvy

printer drilver processese. Printer driver processes wilt te
operated with the following corstraintst

1.

The level of the driver witl be equal tc the jeve, ot
the aqaevicee. Tre level ot the device will be uteo iIn
determiningy the obanner classltficatjon name for tre
printed output,
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This oprocess wlil! not be able to access data In
segments of 8 higher lavetl,

2+ The drlver process wll! be passed requests gererated
from varlous “level®”™ yser processes as declcec by tre
I70 coordlnator.,

3. The driliver will aocd optional header and ftooter
labels on each page of output Indlicating the level of
the segment being printed. This wllil be explajined In
more detall later.

4e The orinter driver process wlil be responslble for
interpreting the "“neea to krow™ access of the requestor
from the acceaess contro! tist of the sazgment thrat |s
being printed (The 1/0 coordinator wlil interpret tre
user®s access for deleting, when reqgquestec.)

S« The drlver process will requlre an accountability form
terminal tOo be attachecCe At no time witl the drlver
process attach lts porinter before the attachment of tre
terminal. If tne terminal ls lnoperative, the orinter
Is also assumed 10 be [noperative.

6. The driver process will be moditled to prepare
accountabitity forms,

7« There will be a3 sequence nusber assoclated withr each
banner sheet to helilp cperations burst the printer
outpute. Since this number wlif be generated by a
driver praocess at request processing tiwme, 1t witl be
unknown to the user. Therefore, It cannot be usea &5 a
clalm checkx to plick up printed output,

8. Orlver processes wilil accept commands from the
accountability torm terminal., These commands wllill bet
start start printing requests
stop stop at next request
abort stop lfmedalately
sample print sampie fcrm

When the printer operator types “sarmcle™ on the
terminal, the darlver process willi proguce one sarple
accountablility torm to verlfty allgnment of the paper.
However, It witl not start produclng output untjl the
operator enters the starft ccmmand.

9, The driver process will grepare an accounting flle to
charge eacnh user for the use o! the printer.
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Printer output will have a banner, optlional page labels, and
an accountabliity form t0o help identify the classification
ot the printed Information. The banner will have an aocded
fleld of targe block letterilng to indicate trat the printed
ouftput “may contaln <level>”" where <level> ils the
classitlication tevel (wlthout the category set) of the
device on which the Information was printed. The mnemcnijc
used in fthe banner wmust be no tltonger than trirteen
characters. (The same mnemonics will be used throughout the
system.) The <classitfication on the banner cannot be
controiled by the user and wiltfl be the same as that
indlcated on the accountabillty torm, In adaltion to
printing the <classificatlon tevel in large block letters,
the full classiticatlon, Including categories, wll{ be
printed In stanjard-size tetters.

The header and destination octlions to the dprint Ccomemand
wily stil) operate as In tre standard Multics syster.
However, the information supplled In thlis manrer must not be
used to determlne <classiflication ot output. Rather, the
Ilntormation should be consldered as user delegated "need to
know™ authorization to be used to help In the alstribution
of output.

Header and footar page labels may be placed on each page of
printed ouftput by use of a new dprint optlon. (The gefault

wiil be no page labels.) The optionat tabel will contain
the classiftication of the segment from which the infcrmation
was obtained. Alternatively, a uSer may request trat an

arbltrary strin3y (less than 132 characters) be used In oplace
of the segment classiflcation by using another new optjior to
the dprint command. Header ana footer page labels wiltlt be
centerea across the page. It srould be recogrlzea that the
use of page labels will recuce tre number of text |ines per
page, and hence, may upset tre page aligrment of formatted
output.

Tapes

Tapes witl be handled as part of ¢the generai I[/0 scheme
mentloned above. The "level®” ot a tape driver process wilil
always equal the “fevel™ of the requests which |t handles.
A tape driver process wili be permitted read/write access to
tapes having the same "level™ and read-only access to Yapes
of 3 lower “level." MHrite-only access to hlgher level tspes
will not be permltted since there Is no apparent vialuye In
such a capabllitye.

The user Intertace to the tape I/0 mechanlism wlli permit tre
user to request that a tape be read into a segment or that a
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segment be written to tape. The user may optlonally request
notlftlcation (by means of an IFC wakeup) of the conpletion

of a

tape read operation. The user need not specify

*standard” or “non-standara” tape format since thls
information will be avallable In the tape cescriptor
segment, Tape drlvers will operate as followst

b )

2.

3.

be

Se

6o

7Te

The “tevel”™ of the tape drlver pDrocess will be tre same
as the “level™ of the requestor. However, only Secre?t
and Top Secret processes wl il be used at AFQSC.

The “level®™ of the tape drive that wlll be chosen to
satisty a glven tape request wiltl be the same as tre
“level*” of the tape as Inalcated by the tape cescriptor
segment, (The operator, however, is tre primsary
controt that tre "level®™ of the drlve matcres tre
“tevel™ of the reel.)

If the ltevel of the driver cgrocess s greater tran tre
“level™ of the tape cdrivey the attachmert wltl be read
oniye.

Tape driver processes wlll operate wltrin the fixed
fevel ©property restrictions. Therefore, any segments
created while reading tapes will have the same “levei"
as the draiver pProcessS.

The access mode gliven to tre requestor for a reczd
request wiltl be the minlmsum of the regquested mode of
access and the effective moce of access for trat user
to the tape descrictor segwment,

On a read tape request, tre [nformatlon will be stored
in 3 multi-segment fite in a taoe pool directory of the
correct level using tre tape number as the segment rame
(untess another pathname was specifled by tre user).

Storage management of the tape pool directories wlll be
a oroblem, A tape lmage segment or muit|-segment file
(which can occupy thousanos of pages of oriine storage)
must remain In lts tape pcol directory long encugh to
be processed by the usaer, The raquired retentjion timre
willy ot coursey, vary from one tape segment to tre
next. In orcger to allow the user to ald In storajse
management, a "“gelete* option will be provided for the
tape wrjite requests If speclifled, this optlon witl
Intform the tape driver grocess to adelete 3 segrenrt
after writing % to tape. AS a turther ald In storage
management, it wmay also be deslrabie to glve users
modlify oermlission In an [nner ring to tre tave cool
directoriese. A command could then be provided which
deleted a tape segment at the user®s request whllie
operating In an lnner rings Thls would ensure that 3
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user coutd only delete his cwn tape segments, and could
properly handle ¢the case of shared tape segrents.

S Periodjicatly, It will be necessary to delete from the
tape pool dlirectorles thcse segments which rave
exceeaced a speclflea age iimit,

prer———

8. The "Multics standard tape”™ informatlon stored |[n tre
tape descriptor segment wnill be used to ldentify which i
device interface module the driver process will use to L
read/wrlte the tape. Thlis provides 3 means of
automaticalty nandllng botr Multics standard ftormat
tapes and non-standard fcrmat tapes through the same
user |ntertace.

R SR—-——

9, A tape write raquest witl write whole tapes oniy. A
tape read request may read 3 whole tzpe or else meay
speclfy a portion of 3 tape by supplying two

end-of-ffl3 marks at whict to start ana stop readling.
Ingividuatl records wlll nct be read or replacea on 3
tape.

10« The user will bDe able to speclify ¢the pathname to be
used for the read/write operation if he wants to use a
aifferent segment tran woulc be provided in the tace
pool directory.

Notet The user must hzve enough quota to rold an entire
tape It ne wants to read a tape uslng a speclfied
pathnamee.

Card Ingut

Card input will be hanocied muct the same as in the present
system, A user will submit his card deck to the operstiors
statt along with a specjial contrc! card speclifving 3 useric.
The adeck will then be read Intc a segment created In a card
pool directory, and tre specl fied userid witi be acceq to
the access control list of the segment, There witt actuatlly
be one card pool directory per "level.” The owner of 3 ceck
wilt be responsibte for identlifylng the <classification of
hls deck and thus the appropriate card pool glrectorye.
Unlike the presant scheme, no llrk to the card Image segment
will be <created for the user. This etiminates 3
vulnerabliity of the present card Input mechanrism whereby 3
user coutld cause a tilnk to ©be placed anywhere 1In tre
hlerarchy. Instead, tre wuser will be glven 3 secuence
number by whlch to jdentify the card [m3ge sSegment created
for his deck, Wwnen logged In, the user wlli employ 3 new
command which takes tre sequence nhumber as an argument,
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locates the assoclated card lwage segment, coples It Into a
new segment named by the user, and thaen daletas tre card
image segment, Thls new command wlll operate In an |rner
ring. Users will have no access to card Image segments or
card pool Jalrectories in ring 4. Perlodicaltly, it wili be
necessary to delete from the card pool directories trose
segments which have not been copled and deletec withln 3
reasonable period ot time.

Card Qutput

Card output presents a new problem [In joentifyvirg thre
classitication of the |[nformation punchea on the decke.
Printed output is Initlaltly In one piece and each page can
be labeled. Card deckssy however, are not connected and
cannot be labelied by the system except for deck header andg
trailer cards. Therefore, It |ls easy for carc decks to get
mixed wlth other cards of clfterent cltassiflcations untess a
new procedure (s adopted.

The obvious sotution |s to use cards of djitftferert colors for
the dlfterent deck classificatlonse Thls solution carrles
with It some operational problems which must pe mentjonec.

Flrsty, for this system to be etfective, a giver card cclor
must always be usea to ldentlfy the same classitication,
This 1s needed to ensure correct handling ot the decks by
the clstribution staff and operations personnel, Therefore,
IR § the supply of cards for a glven color ls exhausted, atl
card output for that classification must be syuspendged.

Seconds a card deck of a glven color ls difticult to
geclassity since the meanlng of the coior must be preservec,
Therefore, the downgrading ot a card deck #ust be gone Cy
repunching the entire deck on cards of a different color and
gestroying tha origlraie. This operation mus ¢t be
aaministratively torblcden except under carefully controtled
conditlons and only when approved by the System Securlty
Ofticer.

Thiray to avold the problems of over-classification, tre
punch must be handliing requests of only one ctassiftication
during any perjod ot time, This means that operator
interventijion ls necessary evary time a request queue of 3
gifferent “level®™ s t0 be serviced.

The Multics punch driver process will be modlfjied to support
this mode ot operation by *he fotiowing software
capablliities and administrative croceduresst
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1. The punch driver process wlil operate witrin the fixed
g level property restrictlons tor access to segments and
I/70 channels.

2e To prevent over-classiticatlion of punched output, tra
drlver process should operate at the “"level®” of tre
requesting procass rather tran at a hilgher "“level.”
Also the ®level™ of the card punch shouid be the same
as the “level®™ of trhe driver processe 1rils wifl ensure -
that the cotor of the carc deck will Ilndicate ftre
classltication which corresponds to tre clearance of

the requestor, The I/0 coordinator nlti help to
separate the data of cifferent request “levels™ trrough
the “minleum expected tevel®™ declsion mecranjsm

descrlbed above. Oniy [f the operational buraen of
3 downgrading a portlon of the agecks punched s
E acceptable, should the "minimum level™ of the purch ve
R - set higher than unclassified.

3. The 1/0 coordinator will inform the operator wnen tre

queue of requests for tre current aevlce driver |s
. empty, to atiow hnhim to reclassify tre device f{or
operation at a new "level."

4o An operator will change the opeaerating "level®™ of 3
punch drlvaer by?

‘ togging out the arlver processs$
12
] reclassifying the punch to the new "level™s

. ‘ changling the color of the card supply’
logging in a punch driver of the correct “fevel.”

} The ariver process will Intorm the I/0 cooroinator of
1 lts clearance whlch wiil be used In routlng user
i requests. However, the sacurity of the punchec output
! Is totalily dependgent upon tte correct carg color belng
foaded by the operatore.

uy ;¥

~;<*: 5« Accountapillity faorms tor the cara decks will have to be

3w prepared manually. The normal termlnai output of thre :
L i driver cdan be used to separate the decks to ensure a :

. one to one corresponadence between accountablflty fcres

P 6i and card decks. i
:LJ 6. Users shoula pba ajlcscourageds, aaministratively, from

requesting 9 counch of a segment which has a i
classification wnich is tower than the cliearance of bhls

ProcesSse This woutld result [n Imptlicitly upngrading tre
Intormation, resuiting In overclassitication,
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7« The Information provlced by the termlinal cutput of tre
_ driver proce;s will be stored In a segment to provige
\ an onlline audit ot completed punch requests.
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311 SYSTEF COMNTROL PROCESS

3.11.1 Oescription

The system control orocess performs the tasks of

system

Ilniltiallzation, answerling service and system control.

In (ts function as tre system initliatlzatlen process, it

reads a system bootstrap tape and creates the

Multics

environment. It necessary, tre systam control cgrocess is

used to reioad the flle hlerarchy from backup tapes.

In Its ftunctlon as the answering service oprocess, it

®listens” to ali teletype clrannels. wher a termlnal
powers-on, Lt sands an Ilnterrupt to the sSystem conrntrol
process. The answerlng service then prints a greetlng, and

vallaates the i09ln or dlai coermand. In the case of 3 vellyd
iogin command, the answering service creates & process in
the name of the user, allocates the console I/2 channel to

the processy, and sengs the process a wakeup. The

answerijing

service also handles requests from the user®s process for
new_proc and lojouty, anc <coordlinates requests for table

uwpaates from the System Administrator ana

Adgminlstrators.,

In lts function as the sysftem confrol orocess, it

Projec?

recorcs

accounting i(ntormation, vaiicates requests for I/0 aevices
(tapes, etc.)y conrroils the consoleless gaemons, and

proviades 3an operator commana interface.

Jo11ie2 Requirements

It s a requirement that these functions continue
without substantjial jmplementation modiflcatiors.

It ls a requiremert that the system control process
the fixed tevel property as little as possibtle.
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3.11.3 Chosen Approach

To minimlze the need for special access and the necessity to
rewrlte code, the system control process wlll run at tre
unclassltied level. In thls mway, al! System Administration
segments (e.ge. wuser registratijon and accounting) wili be
unclassitied. Thusy System Administratlon and Project
Administration will be unclassitied for nearly atl furctions
and willl require no violatjions of the fixed level property.

IPC (finterproces., communlcatjor) wl!) be modltieo to provice
the necessary communjcation paths betwaeaen the system contrct
process and user processesSe. IPC wll! have a oprilvilegeda
entry to set a tlag which wil) allow the system control
process to recelve wmessSages from any “level" oprocess,
despite the fact that [t ls unclassiftleds 8y normial access
rutes It will aiways be able to send IPC wmessages to any
process. (see Sectlon 3.5)

In communicating withr other processess, the system contrcl
process wilt be able to use specifled message <cegmerts of
any “level.*” (see Sectlon 3.9)

The system control processy In its functior 3as the system
Initlatizer, will initiatize the ring 0 tables wused to
vallidate all attacrments of I/0 channets. (See Section
3.60,

As part of its functlon as the system control nrocessSs it
will execute operator commands for reclassitving 1I/0
channels, handiing tapes,y etfc.

See Section 3.3 for an explianatlon of absentee and togin
valldation procadures.,.

See Sectlon 3.13 for an explanation of tre rote of the
System Control Process [n reloading.




3.12 OTHER SYSTEM PROCESSES

3.12.1 The Backup and Dumper Caemons

Two sSystem daemons, namely *“Backup” and *“Dumper,” are

. employed to perform flle syster backup. These two caemons

3 scan the hierarchy and copy to tape *ellgible” tlies ard

3 directories. The eligibiltty of a tlle or dlrectory for

. backup dumpling depends upon the dumplng mode. Incremental

E - dumps, performed by tre backup daemon, dump fliles and

{ directories which have been moclfied since trey were iast

] ; Incrementally dumpede. Complete dumps, performed (less

. | trequently) by the dumper daemon, dump ali tlles and
[ b directories.

Y In the past, two separate dszemons were needed [n order to

run incremental and complete dumgs concurrently. However, a

7 multiple login feature Is now avalliable which permits a user

> v (or daemon) to be logged In several times concurrently with

- the same princlpal identitier. Hence, it s feaslble to

have only a single daemon for backup DuUrposese. Therefore,

Dumper.SysOaemon wil} be alscarced In order to minimize the

number ot system daemons ard to slmpllty the access
requlrements for flie backup.

P ——

The backup daemon willl run with the highest clearance level
so that [t may read ali flies and dlrectories. This
lmptjesy, ot course, trat backup tapes and dump maps will, as
deslred, have the nlghest cilassliflcation. The backup
daemon, belng a trusted process, wlil be permltted to
directly attach tapes.

@
2 *
.4

v .

% The backup daemon must set the date-tlme duroed (dtrd) tor
.;l‘ all segments ani dlrectorjes. Currentiy, modltfy permisslion
": on a8 dlrectory Is needed to set dtd for branches contalned
S within the directory. This implies that the backup daemon
R would need the abiltlity to modify directories at all tevels,
A Tnis problem |s realiy & manitestation ot a more bvasic
o problem. Intujtively, i1t makes (lttle sense that 3 user .is -
:.ﬂ forced to give the backup caemon modify permission to
g, . directories. The tunction of backuo is essentjally "read
: oniy” In nature. Therefore, read access to a segment witl .
R be sufficient to set atd for that segment.
3
"’.
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. The date-time dumped (dtd), date-time moclifled (dtm),
date-time used (Adtu), anac cate-time entry mocifled (dtem)
segment atftributes wlll no {onger be subjlect to expllclt
modification by userse. Currently, these date-tlmes are
wrlteable via hcs_ and hence are not trustuorthy.
Therefore, hcs_ entrles which set these date-times wlll ©be

d removede.

Certain changes to the aumper program (used by the backup

daemon) will be required. Firsty, the new level/catecory
informatlion must be backed up and hence must be addea to the
dump record format. Secondy, a new hphcs_ call must be

provided to permlt the backup caemon to Sset dtao. And thlird,
3 new branch atfrlbute calied the date-time siLbtree moaltled
(see Section 3.7.5) must be [ntroduced to gulde Incremertal
dump inge.

- The backup daemon will not violate the flxed level crcperty
: i rules In any manner.

) J«12.2 Yhe Retrlever Daemon

j The retrlever daemon IS used to recover selected flles ard
directories from backup tapes at the user®s request. In
order to read backup tapes, the refriever must run witr tre
highest clearance.

it}

} The retriever wiii require certain special privileges. In
t order to restora fllies and dlrectories to the rlerarchy, tre
‘ retrlever must bDe able to create branchres of all

classifications and to modlty segments and olrectoriecs of
\ all ctasslitications.

S X Certain moaglfications to the retriever program wiltl be

bt requlired. New ring 080 calls must be |nserteld to crooerly
z restore the classifications of segments and directorjles,

R Aisos, a new hohcs_ primitive will be orovidec to atiow the
{ retrlever to restore the varlous date-times (since trese
J will no longer be writeable via hcs_ as describec abovel,

“Y It s possible, altthough very unlikely, trat an attemct
=%, could be made to reftrleve a branch |[nto a alractory ot a
e higher <classificatiorn In wvlolation of the ron-decreasirg
ﬂ; i classitication rule of tre hierarchy. Thlis could only occur
ey it a dlrectory were createc, deleted, ang then recreated at
- Y a higher classiticatlon. (Thils sequence could also be
N simulated simply by <wapplng directory names.) Ring 7 wllt
‘. refuse to set the classification ot a branch lower than tre
5 classitlicatfon of its containing dilrectory. Hences an
P attempt 1to retrjeve a branch I[Into a dlrectory of higher
by 3 classitfication will Implicitly reclassify the tranch &t the
MRS level ot the dliraectory. It a user wlshes to avold such




recltasslitication, he can rename or detlete the existing
directory, or else can retrleve the dbranch Into a different
directory (as described below).

It Is also possible, but unlilkely, that an attempt could be
made to retrleve a segment into a directory of lower
ctassltication. This could ontly occur [f a a@:~ectory were
created, deleted, andg then recreated 3t a lower
classlfication. Due to the quota orobiem (see Sectlon
Je70l), segments are raquired to have the sawe
classiflcatlon 3as thelr contalning directory. Therefore,
rlng 0 will refuse to set ttre classlticatior of a segment
branch higher than that of its contalning directory. Since
the retrlever cannot be permitted to declasslity a segment, a
request to reftrieve a segmen?t |Into a dlrectory ot lIcwer
cltassification must be rejectea, A user can avolo tnils
problem by renaming or deleting the exlisting directory or bty
retrlieving Into a different dlrectory.

The SSO must develop a2 plan to administer the submisslon ard
validation of retrieval requests. Clearly, users cannot be
permltted to dlrectly inspect dump mans. This
responsibiiity shoulo probably be given to the SS0 or his
assistant. Retrileval requests can be submittec In person so
that the requestor®s loentity can be vallcatec. Once tre
requestor®*s identity |Is known, some set of rules must be
appllied to determine the legltimacy ot the renaueste. Some
altternatives includes

1« A user can retrieve anything under his hoxe galrectory.
A Project Adminjstrator can retrieve anytring under his
project directory. A Systes Administrator can retrleve
anything.

2« A user must rave wrlte access to the segment if 1t
exjists online. Otherwlse, he must have mooify
permission tor tre nearest superlor directory which
exlsts ontine. These checks can be made by the SSC or
hls assistant, (Note that under thls scheme, grantling
access to a segment implles granting access to tre
ent lre backup history of the segment., Thls shoulc not
be wmuch of a problem, howevaer, since segments are
rarely *“redused™ for different purposes.}

Once a user®s rlight to reftrieve a segment or clrectory has
been establishedy, he can then reftrleve trat seqgment or
directory Into any exlsting directory In the btlerarcry tor
which he has apoend permission. In most cases, a segment or
directory wiltl bea restored to its orlginal cosition witrir
the hierarchy. In sore casesy however, 3 user M3y request
that a3 segment or dlirectory be placed [n & new posltion
wmithin the hierarchy. This (s known as a "cross-directory”
retrieval.




- - It may also be desirable to acceot retrieval requests ftrom i
1 remote locatlorse No formal mectanlism currently exists for 1
this purpose. In current practice, retrieval requests are
sometimes accepted over the telerhone. It should be noted [
that refrlevals cannot be used In any manner wratsoever to
decl assifty intormation. Hence, teleprone-requected
retrlevals can be performed witlrout fear of such a securijty
breach. However, sabotage |s possible by simply overwritirg

. ontlne segments wltn backup coples. Alsoy, reed t0 kNncw
access can be compromlsed by a cross-dlrectcry retrjeval,
Therefore, positive user jdentjification shoulc at legst be

required for atl cross-dlrectory retrjevals, as well as for
alt retrievals outside of >udad.

3.12.3 The Repalir and Ring_1_Repair Daemons

Two daemons, namnely "“Repalr® and “RIng_1_Repalr.' 3re usel
to perform emerjency fixes to the system. The Ring_1i_Repair
daemon runs In ring one in orocer to handle speclal rirqg ore
problemsy, e.g. the i(nstallatior of a ring one gate. fotn
daemons require essent]ally uniimlted access to the syctenm
via ohcs_ and hohcs_. The reralr daemons srouloc run at

- e

} system high, slince they have access to ail information I[n
; the system. They may have Yo “wrlte down™ lrtormatlon on
P, occaslon.

i ]

i Y, The passwords for these daemons should be known onily to tre
‘ SS0 and should be changed after each logout. At nis ¥

"} discretions thae SSO will make tne passworcs availabte to

‘ system programmers anc other persons needing to usSe the

' repalr daemons. It may be deslraole for the system to

N ‘ actually require a password chanje for trese caemons

1

(performed by the S5SC) between each togout ard next login, i

3e12.4 The Metering Jaemon

The Metering gaemon is usea to generate system performance
graphs and other system meters. For this purpose, phcs_ k

i access iIs required. The daemonr grobably shoulc run system
N high, because the metering Information may be &n Infcrmaticn ]
e ) channet. '
- 3
}_j"; é
“Jwg 3.12+5 The Print_DOump Daemon
': 3 The Print_Dump daemcn iSs sometimes emploveo to orint BOS 4
" dumps (see Section 3.13.1) during normal Muttics operatjor.,
A A BOS dump may reside elther on tape or {in a3 speclal area of
- ontine storage known as the OUMP partitlon. At system
" inftlatization time, the Inltlalizer coples dumps from the i
B

?\!
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OUMP partition Iinty the Multics hierarchy. These EBEOS dump
segments, as well as BOS dump tapes, wlll be <classlftled
system high and hence, the Print_QOump daemon must run with
system hilgh clearance. Thls daemon, being & trusted system
processy will bDe permitted to directly attach tapes. In
current oracticey, the Print_Oump daemon may 2also dlrectly
attach a oprinter. In the security system, towever, [t [s
desired that atl printed output te identlfled by a security
banner. Therefore, direct printer attachment wiil rot be
permitted. Instead, formatted dump Segments wits be
aprinted.




313 CRASH RECOVERY

3.13.,1 BOS

80S (Bootload Operating System) Is a collectlon of programs
used to perform a number of basic functions such as (oaclirg
a Multlcs system tape, assisting In Multics shutdown, and
dumping the Multlcs machine I[nmage (usually following a
system crash). B80S also plays a signitficant role [n file
system backup and recovery operations. Perjoclcally,
! Muitlics Is shut domwn so that 80S may oerform a *“SAVE." A
{ SAVE essentlaliy copies all ot onllne storage onto tape,

; thus establlishlng a checkpolnt for use [n flile system

’ recovery. In the event of online storage focss BOS s

f called wupon to perform a “RESTORs™ 1l.e. the l10ading of
} online storage from SAVE tapes.

BOS will have no knowledge of Myltics securfty controls.
Operatjional control of B0S ls sutficlent to ensure securlty.,

BOS dumps aof tne Mulitics wachine 1Image may contain
Intormation ot 3ll classifications and hence wjll be treated
as Top Secret. B80S itself wit)l provide nelther security
banners nor page labels for printed ouftput, To do so wculildg
add unwanted complexity to B80S, and would requlre that
specilfic cltasslification namesy @+.9e "TOp Secret,"” be
inciuded dlirectiy |n BOS orograms. Slnce such rames are
Intended to be Instailation parameters, a different version
of BOS would be requlred for every Installation.

BOS dumps may be lemedlately dlrected to a printer, or else
may be saved on tape or dlsk for tater orinting. In tre
former case, [t IS recommended that soeclal paper be usec to
Indicate the classiflcation of the prjinted outobut, e€e.C.
paper having a *“Top Secret™ water marke. If B80S dumcs are
printed during normat Multics operatilon, banners ang page
fabels can be added at that time.

3.13.2 The Satvager

The salvager s a group ot rrograms designead to detect,
report, and correct wherever possible any incorsistenclies in
the Muitlcs directory hlerarchy. The salvager runs withln a
speclal versior of the Multics operating system ang utillzes
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{ a separate partition of onilne storagee. The salvager |s
employea following elther a normal Multics shutdown or an
emer gency shutdown instigated by a system crast,

The salvager wlll be knowmtedgeable of securlty controls as

, they apply to the flle systenm. The only kinos of
' securlty-related Inconsistencies which can be detected by
the salvager are violatlons of the ron-gecreasirg
classificatlion rute of the hierarchye. Unfortunztely,
however, such Inconslstencles cannot be automatically
corrected. If an unclassifled directory ls dlscovered below
a Secret directorys, It does not ceem warrantec to celete thre
unclassifled directory, It Sseems more reasonable pertaps to
upgrade the directory and |[ts Inferlors where necessary
since this cannot compromise security. Fowever, tris
strategy may produce absurd results jf, for example, >ucd
became erroneousliy classlfled Secret due to a3 system crastr,
Theretore, the saltvager wjill mark a branch “"out of service”

‘ whenever |t falls to comply with securlty regutations. Tre

e pathnames of such branches wil! be reported to the Operator,

T

A s v A i e o A

- Expliclt actior by the SSO wili be required after the system
i has been restarted to place these branches back In service.,

T Currently, when Multics |is bootloaded without prior
! salvaging, a warning message Is printed for the oonerator.

] i Instead of Just a warning, system ([nitiallzaticn wlil

; ‘ actualiy be aborted.

)

E The running of the salvager wlilf be enforced by the system,
<

There exlist four dlfterent salvaglng modes knoun as fast,

' actlve, regutar, and ltonge A fast salvage merely ftlushes

¢ ‘ the opagling device. In current practice, a fast salvage is
usualty performed after a successtul emergency shutdown.

When shutdomn succeeds In recoverling the tile system device
configuration table (FSOCT) from core, but fajls to
deactjvate att active segments, 3n active salvace is
sometimes opertformed. An active satvage examines all
directories which <could not be deactivated. If a8 shutaonn
attempt falls to recover tre FSDCT from core, then 3 regular

.
— Chr—— =t

.4
@

i salvage s performed. Onily a3 regular salvage will exarine
% all directorjies and compiletely repbultd the FSNCT, Hence,
TRy only a regular salvage Is guaranteed to detect all possible

reused addresses: lee« pages claimed by more than one
segmaent, To avoid possibie securlty vlolatlons, such pages
are zeroed by the salvager. A fon) salvage ls basically tre .
same as a rejultar salvage except that it rebultos ali

u"
..

L2

" dhas B

': 3 directorles (not Just Inconsistent dlrectories) for tre *
s purpose of dlrectory compactione. It 1s recommended that
- regufar or long salvaging always be performed so as fto
ensure flle system conslstercye. (For the opresert MIT

S

3 PPt

hierarchy, a rejular salvage reguires about ter amjnutes to
rune Theretfore, the time savec by use of the fast or active
salvage modes 1Is negllglble. However, It ls expected that

o "
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the time to operform a regular salvage will increase
approximately tinearty with the numbar ot branches in tre
hlerarchy.)

As with B80S, the salvager wlll oprovide nelther securijty
. banners nor page labels for printed output. Speclal Top
Secret paper can be used as suggested for B80S outout,

3.13.3 Reloadlng

Followlng a system fallure whlch causes extensive fite
system damage, It |[s necessary ta recaover the former
contents of online storage from SAVE tapes and backup tapes.
This recovery operaticon IS known as a RESTOR/retoad. Tre
tirst step In the recovery procedure Is to use RQS to
perform a RESTOR of the tatest SAVE. Next, Multics 1is
. bootloaded and backup tapes ¢croduced subsequent to trae
e latest SAVE dre reloaced In chrorologlcal order. Thus, the
, { hlerarchy is restored to its state at the time of the latest?t
’ incremental dumoe.
)

The reloadlng ot the flle system from backup tapes is
presently performed by the Initlalizer. The reason ftor
choosing the inltiallzer [Ss because other daesons carnot te
logged In until the answering servlice begins operation. The
i answering service, In turn, cannot be sStarted until all ct
¢ its data bases have been reloaced.

When pertorming reloading, the Initlatlzer wiil require
certaln special privileges. First, as an unclassifled
processy |t must be permitted to read Top Secret backup
tapes. Second, It must be capable of creating branches at
atl levels and1 writing at ati fevels. But as witr tre
retrlever, the Inlitigtfizer (s forbldden to violtate tre
increasing classlfication rule of the hierarchy.

{

g The reloader ng the retrlever programs share many ot tre
! same modules. Hencay tre oprogram modiflicztions 3ang the
! security considerations clscussed in Section 3.12.2 apoly to
retoading as well as retrieving. It should be empraslizead
agaln that retoading, like retrleving, wi!l never ceclassify
informatione.

There exlsts another type ot relcad Known as a "coid reloac"™
which is not generally usea as a method of crssh recovery,
but [s sometimes useda for speclal purposes such as dlrectory
reformatting. To facillitate major operations of thls type,
a complete dump [s usually performed lmmediately before 3
cold reload. A comptete dumc [s usually dlividea into
sectlons, one of which contains ali{ system fltes. These
Ssystem tiles are relcadea tirst by the Initlallzer. Next,
the answering service 1Is started so that other system
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daemons can be logged In to perform the remalnder of
reloading. The reftrlever dac¢momn can be used for this
purpose since it wlll have the necessary priviieges.
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3.14 OPERATOR INTERFACE

3e.14.1 New Procedures and Respconslbilities

Relatlvely tew changes to the Multjics operator |[nterface are
anticlpated. The operators wiltl be given the new
responsibility of reassigning cevice classiflcations. Aisc,
£ tape handling wifl be somewhat dlffterent., Tape drlves and
3 tape reeifs wiill be identitled by color-codea classlfication
i’, tabels. Etach reglstered tape reel will have &n associzted
r three-letter authenticatior coce to be typed by the operator
{ at tape mount time for veritication purposes.

Je1be2 Securty-Related Messages

Security-related messages directed to the operator wiil

explicltly soecity violatlions, warnings, etc. so that

Ty approprjate operator actlon can be taken. S ch messages
W will be distingulshed by some convention, e.g. Dprececlng

‘ asterisks., Alsoy tre audible atarm on tre operator®'s

, console wltl be used to alert the operator whenever nhis
} attentlon is required.

W 77
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3.15 AOMINISTRATIVE CONTROL

3.15.1 Requirements

The tunctions of the System Administrator (SA) and System
Securlity Officer (SS0) must be as distinct as possible. Tre
SA must not be able to dcwungrade segments, nor assign
classltications t0o new usersy nor change the classiflcation
of existing users. Tre SSO must not be requlired to register
new users nor perform accountinge.

3.15.2 Deslgn Consiceratlions
The primary consideration [s trat the authorijty of the SA
and SSO be clearly dellineated. In thls ways tre SA wlit nct
be able to perform functlons whlch are the responsibility ot
the SSOy, and the SSO wlll rot be buraened by the routire
tasks of the SA. A seconqary consideratlon |s that the
tools for wuse by the SSO snoutc¢c be simple ang easy to use,
and should follow normal Multics command conventjions.
3.15.3 Chosen Approach
The SA {1t
1 register all users;
2e Derform system accounting functions;

3. pertform detfault project aoministration.

In generat, the tasks of the SA will remaln ui _harged |n the
new system.

Tre SSO witts

1« 3ssign clearances to persons and projects, and asslgn
classlticatlons to terminals and 170 devices:

2« 3S5ign the mnemonics for levels and categcrliess

3. pertorm the downgrace funrnctions on segments angd
directoriess




&'o.‘*‘ (

4o be responsible for the ohyslcal securlty of ail cn-sjite
and remote equlpment, ircluding fthe Integrjity of
Interconnecting cabless

S5« be able to force 3 glven user (or all users) to change
hils password}

6. recaive and review atl security audlit deta’
7. approve retrjeval requests (see Section 3.12);

8. fix security-related Inconsistencies detactec by the
salvager (see Section 3.13)°¢

9. set the securlty aualt fiags for varlous personid®s and
projectid’s (See Sectjon 3J«16.4).

The speclal commands (e.g. downgrade) used by *the SSC witl
contfaln calls to auditing procedures to recordc their uszge.
It ls also sujgested trat the console scrilpt of the SSC be
retalned as further auditirg Information,

Those privileged functlons which must be restricteag to thre
SSO alone wlll be lmplemented via a separate gate segment,
In thlis way, the ACL on the gate segment can effectivelv be
used to glve access to the SSO while denylirg [t to other
users. The user ring functjons (commands for Inspectlrg tre
audalt dasta, and setting the clearances of oersons and
projects) which are restrictec to the SSO wilfl simliarly be
protected by thelr ACL.

The tables which 8sre sharec between the SSO ana SA are
updated only by the system control process, ano the updating
tools will be modjitled to permit only the SSO to set tre
per-person clearances and audlt filags In the PNT ano the
per-project clearances anc aualt ftags In the SAT, In thls
wayy the existing functions of tre SA will not be affected,
and the SSO witl assume control of all security-related
funttlions.

Several new tables w(!ll be the exciusive rescgonciblijity ot
the SSOy iIncluding the Peripreratl Control Table specifyirg
the I/70 channetl classltications and the ternmlnal answerback
codesS,
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3.16 SYSTEM AUODIT
3.16.1 Requirements
The system audlt functions stould provide » history of
normal and abnormal system use, oOr operatlions, to permj?
regular security review of system actlvity (per Do0 S |
5200.28-M)., SyStem events to be Incluaed in tre audit aata
: aret
£
K. ! 1. @ach access to a classified tile and the nature of the
? access (per DoD 5200.28-M)3
b 2. each logln and togout} ;

’ 3. each wunsuccessful login attempot and reason tor
rejection;

}; ¢ Lo ®ach rejected access to iInformation due to secur]ty
e ‘ restrictlons and each [llegal attempted use (fault) of
acceass peralssion?

] 5S¢ all system fauits whlch could Indicate attempts to
i subvert the system or to exclolt hardware fallures:

; 6. all securlty reitateag actions of ¢the System Securijty
. Officer or the System Administrator;

! 7. each time 3 process awards (tseif extra priviieces’

uf } 8. ait compieted requasts for printed or punched output
g (not terminal output);
:‘;"
;;§ﬁ: 3. ati tape mount requests for user ftapes.
-
2 ) Where possible, the recording ot audit data must have thra
foﬁ capability of belng turned off on a per user or per sSystem “
L3 vaslse. The subverter processs for examplie, must be known to
S the audlt programs so that Its known violations can, if
v o desired, be omitted from *the audit data. Data reductlon
Q programs must be provliced to prepare summarlies of! audit cata
> for inspection.
-
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3.16.2 Deslign Conslderations

Audlt ogata sejments must be wrlteablie by meny processes,
hence, there must bDe a lockirg sftrategy provided with
assurance that the process iccking the data will unlock |t
before (t loses @ligiblity. These segments must gither fall
outsjde the security rules, or there musSt! be a oata
segment(s) for each level/category combination used on the
system.

RIng zero auditing must be done only when there is ono
dlrectory locked by the subject process to avo.d deadlockirg
problems.

The feaslblilty ot storing exconentlally sscothed data on
the Interval between certain events will be examined (eeg.
average perjod of lllegal opcoce faults, average perloc of
inftiate rejectlon due to securlty) after more deslign
detalils arqe known and an assessment of performance Imgact
can be made.

3.16.3 Deslgn Approach

tach successful togin iIs recorded on the system control
consoie output, as well as Ir the onljine 10g kept by the
answering service. This log alsc records each unsuccessful
login attempt and the reason for rejaection. The mechranisa
which records information in this i1og witt be moclified to
ensure that the followlng o0ata will be recordeo for each
unsuccessful lojzint

fogln tine as entered by user
hardware channel| of the terminal
answerback code of the terminal
maximum level of the terminal

the reason why the usSer was rejscted
date and time

In aaditjion, It the person's clearance |s less tran tra
maximum “ilevel”™ of the ftermiral, a *“breach of physicatl
securlty™ messaje wlil be sent to the operator, Also, [t
the number of bad passworos for a glven personid is graater
than the system maximum, an “"attempted breack of security"™
message wlitl be sent to the operator and recorgced In tre
toge. This count will be reset on the next successful fegin
ot that person.

All speclal commands oprovided for the System Security
Ofticer to malntaln securlty control will provide availt of
thelr use. This data wlll be protected by the ring
mechanlsm, Howaver, the data can only be assumed to be
complete |t the sacurlty retatqd function arc [ts aucit |is
pertormed In a {ower ring than the System Security Ottjicer
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would log Into. Otherwlse, a person 1ogging In as tre
System Securjity Ofticer could write 3 program which would
perform ¢the same securjity related functions without using
the the audit intertace. The details of whlch security
functions wmust be performed ertirely withln the user rirj
will be described when the [aplementation details are better |
unders tood.

¥ The granting ot speclal access oprivileges to any process
wlil be audited by ring 0.

Any rejected attempt to add a segment to a user®s aadress
space, due to securlty rules, will be audited by ring Q.
(Shared data and locking probliems wltl occur here).

. All access violatjon ana Jitegal opcode ftautts wlll be
. audlted by ring g« The data recorded for each fault audlted
+ wilt Includest

k.| patrhname and offset of obJect denled access
A type of viofation (fault)
; "level™ of object
i user‘s effectlive access mode to the oblect
“level!™ of process ang current ring
- pathname of executing procedure
’ user ID of process
date and tlime

g (Shared data and lockling problems will occur herel.

] The classiflea segment audit data wlil Include!

? user 10 of process
‘ pathname of the segment
g “tevel™ of the segment
o user®s effectlve access mode to the segment
i date and tiwe

W This capabillty may Introcuce signiticant performance
i‘j degradation In the system ang will generate a iarge amount
-*:A of audit data (shared gata and locking probiems occur here).
“3% The problems of sharec data and ltocking are oprimarliy a
o probltem assocliated wlth rings other than ring 0. The aLcit

s ﬁ data areas wmust be wrlitable by Aall processes LIt tre '

intormation J]s to be complete. This cannot be done In the
outer rlngs withcut aliowing a user process to violzte tre
tixed teve! property. Even It this was allowed, 3 process i
can lose its ellgliblilty to use a processor wnhlle executirg
in an outer ring a«ltrh a3 fock set which could cause otrer
processes to walt for the iocking process to be rescreculeo.

O |
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Therefore, all aucliting wili be randied by ring 0 procedires
since this ls the only ring In which all processes can wrjte
ln common data areasy regardless of clearance, wlthout
expllicitly violating the tixed Ilevel ©property anc since
processes executing Ir rilng § are guaranteed to complete alt
operatlons which must be performed whlle a lock s set.

The mechanism to be used for tre riny 0 auditirg will be an

enhanced verslon of the system error audlting procedure.,

This has the advanftage ot providlng a common Interface for
‘ all system auditing functlons. The audit data wlll be
E stored In a speclsal disk partitlon and perlodalcally copled
‘ into segments [In the the Myltlics storage systam by tra
! system control process. The error type fabels on each audit
4 entry will be used to separate tre security relsztec entries
: from other system errorse.

- A ring 0 entry mlll be provided to allow admirnistrative and
i securjity related procedures to record thelr actlors as
, needea. Access to thls gate should be provided ftor all

E. users, but lilmitea to rings of rligher privilege thran the
) normal wuser ring tc avold a potentlal source of sgbotage
; through flooding the audlit data with frrelevant entrles.
/

. The 109 of printed anc/or punched output witl be tha flle of

accountabliity forms and an orillre copy of the Iinrnformatjion
printed on the drjiver control corsote. User termlinal output
‘ wilil not Dbpe logged. The systewm control console output and
the system log data wlll provice the needed audlt data for
} Important system events not recorded elsewhere.

- \ The aliocator procaess that nandles tapa drives will provioe
' a log 0" all tape raequestss Including denled requests.
g 3.16.4 Audit Selectivity

{ Alt processes wlll be treated the same by the auillt system.

T The ring zero portion of the audit system will check tre pcs
‘i of a process to determine whether a glven event shoulc be
P inctuded In the audit data. This wilt provide a wide ranga
‘J‘E of selectivity to the audlt system,
“;‘% The audit tlags In the pds wlil be establlsred at process
K v creation time. Another data fleta will be acded to each
gh entry in the PNT and SAT which will descrlibe the events to
N R ' be audlited for each npersonid and oprojectid. At process
P l' creation time, tha system control process wlil turn on the
¥ @ pds audlt flags |f the corresponding flag appears for the
o personid or orojectld of the user.
u g
-
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Onily the SSO will be sble to turn otf these flags In the PNT
and SAT. The default value will be "“on* for each nen parson
or project reglstered by the System Adaminjistrator,

The events which wiill be identlifled by separste audlt flags
will Include the follonlingt

access to classiftied segments,

securlty related file system errors,

awarding ot specjal access privifeges,

litegal opcode faulits,

access mode related access viotation faults,
ring related access violaticn faults,

audit calis from cuter rings,

other events ldentifled during Implementation.

It Is recommended that the audlit flags normally be turned
ottt for the AFOSC supplled subverter processy Since 1t wil!
only add noise to fhe audit data. However, on occasion, |t
may be desirable to aLdit the subverter process as an alc in
testing the audlt system [tseit,

3.16.5 Audit Data Reduction

A simple data reduction and output formatting program wlii
be provided to prepare audit datas for Inspection. For each
class ot audlt data, the program wlil! reccgnize keyworcs
corresponding to ftlelds In the audlt data, sucrkr as “segmert
name,* "userida,”™ "error code+" etc. The user of the gata
reduction program (presumably the SSO) wilil sucply a tist of
keywords and corresponding data jtems. For example, 1f tte
user speclfies “error code! no accessy™ all entries In tre
Indlcated audlt data tile wiil be printeo for which tbhe
error code tield specifies "no access.” A limited
capabltity tor the use ot *"AND, “ORy"™ and *NOT"™ foolean
operations wilif be supportec to enhance selectivity. Thae
flie_output command can be used to dilrect output to 13
segment.
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3e17 CONTROL AND AUDIT OF SYSTEM CHANGES

3.17.1 Requirements

Securjity contlgurartior control ensures that all changes to
the operating system are accounrnted for and verlfies that
these changes do not [mpare the securlty of tre system,

. Procedures must be established to control aro auclt system
- changes. Software tools must be orovided to assist In tre

{ audlt., Atl security sensitive modules should he ldent]ltled
Y ‘ in each release. Source and oblect code have bean croviged
. ’ for the |inltlal release. Source and object coce must te
¢ | proviaded for all revisions along with a 1lsting ot all
modules modified and the reason for each modification within
each module.

) 3.17.2 New Release Material

A Muttlcs system tape (MST) S

Machine readable source code of atl mcdules ctrarged

\

\ For each new release, will contaln at leastt

!

|

\ from Multicse B80S, Salvager, and OATANET 355 systems;

BOS and Salvajer object tape it the code ras been
changed;

DATANET 355 object coce it changed;

y Object code of all complliers, assemblers, ana PL/I
B ff operators used to generate the changed moculess
2 1,:;‘
T - List ot all modules changed wlith the reason to~ tre
%5 é changee.
fgﬁ
o , 3417.3 Tools
Y Procedures will be surpllea to assist in comparlsor ang
' o auditing of system changes at source and object level. An
« } ASCII comparlson procedure will be suppiled to ald [n roting
“ . changes made t0 source code. A procedure wrich nmakes a
> ]
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cross reference of all inter-procedure calils wlli be
supplied to assist the task ot system audliting. B8lnary word
comparison procedures will be suppllied to 3ltlow comparison
of object tapes anc onilne object code. Procedures to
generate and check MSTs wlll also be supplled.

3.17.4 Recommended Procedures

The securlity contiguration control procedures are dJdesligned
to gilve the maximum confidence that the system rewmains
secure while modlficatlons and Improvements are made.
Recommended proceocures Involve audlting both the source code
and the object code produced by the source.

The Alr Force should malntaln a protected set of source and

object code tapes for use as a standard of comgparison., €Etach
‘ new release should be audlted at the source feval to match
{ atl source changes with the list of changes and to verify

the reason for the change. The source coc¢a should be
’ independently complied or assembled and the resuit audjited
agalnst the deltivered object code to detect dlscrepancles In
compllers or assemblers. Any deviation shouid hnsit tre
Installation untii 1t 1ls satlistactorlily resolved. The
recommended procedure Is?

\, 1. compare the suppfiied source code against the protected
1 standard source;
b

2« match all) ajfferences against the 1ist of moolfled
modules}

! 3. verijty that the sourcae changes are reasonable to 1
accompllsh the change specifieds. ]

4. verlfy that the source changes 40 not adversely affect
securjity controls;

e .
e e et ———

5. prepare a test system by editing the stanadard source to

K3

‘

s Incorporate the audited changes?

¥
;dg: 6. compare the object code of the test system witr the
: -1; object code supplled by Honeywell}
£
.‘}15 7. generate 3 system tapa uslng the test system anrd
b ﬁ compare [t against the tape suoplied by Honeywell;

&

. 8. Ilnstall the test system on &8 trial basis and perform

quality control and securlity veriflcatlion}

9. accept and instal) the system;

et o,
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10. update the protected Stanadard tapes to reflect the nen
system.
differences must be resnlved betore

At each step, any
proceding to the next step.




3.18 THE MULTICS CCOS ENVIRONEMENT

3.18.1 Regqulrements

Use ot the GCOS Envirconment [n a user®s process, or use ot
the GCOS ODaemon on the system, must not comcromise any of
the Multics access control mechanisms, or 3ny of the
assumptions made as a part of the deslan analysis.

3.18.2 Design Considerations.

] Use of the GCCS Daemon invalicates the assumptions that all
, users of Multics are known to the systemy, are wvalldated
Interactively wlth name and rcassword at loglny ard are
/ benign. The GCOS daemon requires no passworo and no
; interactive authentication batfore It submits an absentee }Job
whose princlpal ldentifler s the name of the user founa on
] the GCOS )Job gecke Thils rules out use of the GCOS Daemon,
@ eliminating tne principal motivation for creating [t (which
was to ellarnate the onflne verjificatlon of identjty).,

being run under the same Multics oprincipat jdentjtler,
“anonymous.GC0S.m*”) would have glven very Ilttie accountlng
information, and would bhave presented even more access
| probtems, since each GCOS job wouLldad have had fuli access to
f every other GCOS job*'s segments. Since anonymous use of
) GCOS woutld have violated the "panlgn environmert™ assumption
'1 stated In Section 3.1.3s 1t, tco, has been ruled out.

]
i Use of the GCOS Daemon "anonymousty* (with ali GCGS Jobs

3.18.3 Chosen Approach

R
6, w2, The identlty ot each GCOS job ceck wlii be vallidated onlire
s - by assigniny each person who wlshes to rur GCOS jobs on
; Muitlcs thelr own Mulilcs userid. To submit a GCOS Job they
. will togin normally, queue a request to read In fthe cards,
A and then either execute thre GCOS command In ftreir
N ? interactive processs or submit an absentee )Job to co Ilt. !
u *

The GCOS Daemon will not be used.
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4.0 QUALIVTY ASSURANCE

This sectlon coes not apply to this report.
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5.0 PREPARATION FOR DELIVERY

Thls section does not apply to this ref: ~t,
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6.0 NOTES

Thls sectlon |ls for Administrative Information Oniy - Not
Contractuailly Binding.

; 6.1 Removable Medla

During fthe DOeslgn Analysls, tre security recuirements for

Integrating removable media storage Into the virtual memory

was djiscussed, The term “gerountabie sSaegments® nas been
j used In this section 10 djfferentiate rerovable medla
) contalning portions of the Multlcs storage systerm from

removable media associated with I/70 directed from a Multics
i ProcessSs

7

P The recommendations resulting from ¢the Design Aralysis
) . dlscussions are included [(n thls sectlon becatse trey are
‘ not a dlrect part of the Implementation of!' securlty
1 conftrols. However, the tollowing recommendations wili ba
used as gujdelines by the project which is designing tre

i demountable segment cascabllity for Mul tlicse.

6.1.1 Recommendatiors
£ _‘ 1. The demountable segment capability must allow the basic

2 Multics access controls to be extended to remcvabte storage
medla. Olsk packs are tre primary type of media addressec,

< g as the value of tapes In thlis role iIs not operationailly
S clear at this time. :
*fﬁ‘ 2« Each physical dlsk pack must be ldentified as part ot the
‘e ™ system, such that [t should be Imposslibte for [t to be used
? by any process for dlrect 1/0.
‘
‘35 3. There must be a unlque machilne readable hezder on each
e physical unit. No dlsk pack should be wusable for
L demountable segments untll the header has beer Inltlallzed

by the system. Tnhls nheader should f{dentify the highest
classlifticatlon ot Information ever stored on thre dlsk pack,

“\
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The classitication fidentlflied |In the header should be used
by the system to declde where to store segments whlchk are to
be moved to removable medla.

Baslicaliy, a minimus ano maximum classlification must be
asslgnea to each cevice to deterrmine the range of levels
that can be stored. However, to avold a3 potential
write-down paths, the maximum znd minlmum must be equal.
Otherwise, the presence or atsence of a dlisk pack at tre
tlme a segment s reterenced could be taken 3s [Information
from process with a higher clearance.

The intormation on the removable media should be of the same
format for segments and directories as all other media used
by the system.

The user who wlishes to group segrents on the same media must
put them ail In the same subtree of the storage systernm,
since it only makes sense to group by subtree jif part of tre
hierarchy IS to be removed (l.e. 3all parts of the patr must
be online to make a reference).

Th~ allocation of storage must be totaltly maraged by tre
operating system as well as ¢the exact time of moverenrt
to/trom demountabie medlia.

The means of regquesting Information from demcuntable media
must be studled further, It woulid be nlce for a user to
pre-specjify that a given demountable subtree will be neecec,
howevet , NOo operator should (nitlate the toadlng. Oqntly tre
system must be able to manage the usage of the media.

The pnysical fabeling Instructions (to be attaches to¢ the
medla) must be suppiled to the operator by the system tor
all new meadla (nitlailzec by tre system,

Attt medgja used for demountable segments wust be physically
protected wlth the same care as the remalnder ot the system.
This media must never be ftrusted [f removed from the arez of
the system.

Message Segments

An alternative approach (which ras been rejected by tre Ajr
Force) would have allowed securlty rules to be enforced |n
ring 1 rather 1tnan ring O« In this scheme, ring 0 wouls
grant read and wrilte access for maessage segnents to
processes of all cltearances. tach Individual message storea
In a message segm-n: mould be “classlitied™ by the msf at tre
clearance flevel of the sending rrocess. The nsf would oniy
permit extraction of a message by a3 process having 2a
clearance hjigher or egual to the classlfticatfon of thre
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