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1.   I.NTH0DÜCTI0N 

! 1 
This report covers progress in message technology, including 

the HERMliS Message system, performed under the contract "Message 

Technology Bcsearch and Development'1 for the period 2 April 1976 

throuph 2 July 1976. 

This work is a continuation of work on MAILSYS/HERKES 

performed under the ARPA Contract "Distributed Computation and 

TENEX Related Activities" during 1975. 

The work loading up to this report is covered in the 

following earlier quarterly progress reports. 

DISTRIBUTED COMPUTATION AND TENEX-RELATED ACTIVITIES 

CPR No. 1 
OPR No. 2 
OPR No. 1 
CPR No. H 
CPR No. 5 

1 Nov 7^ - 31 Jan 75 
1 Feb 75 - 30 Apr 75 
1 May 75 - 30 Jul 75 
1 Aug 75 - 30 Oct 75 
1 Nov 75 - 30 Jan 76 

BBN Report Ho. 
BBN Report No 
BBN Report i.'o, 
BBN Report No 
BBN Report No, 

3012 
3085 
3117 
32!0 
3257 

Our major effort during the April-June period has been to 

move ahead systematically with the development and refinement of 

MAILSYS/HERMES Version 2, following the phased development 

program reported in OPR No. H (1 Aug 75 - 30 Oct 75) listed- 

above . 
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Human Factors Evaluation 

Version ?.6 of HERMES was implemented and given limited 

release durinj7 this period. '. -ic.n factors evaluation of each 

successive modification to HERMES has been accomplished, 

vjucpestions and criticisms from the community of HERMES users 

have been solicited, and ire being correlated and studied to 

guide the design ?r the present and future versions of the system. 

Documen ta tjon 

V^c have released four major new pieces of docrmontation: two 

printed manuals "A Tutorial Introduction to HERMES" and the 

"HERMES Users' Guide", and two on-line interactive programs 

"Help" and "Explain". The "Describe" documentation, which has 

been revised to reflect changes in HERMES 2.6, can bo used as an 

adjunct to "Explain". 

Improved Message-Reading Specifications 

We have greatly impr-oved and simplified the method of 

specifying sequence arguments for message-reading and 

message-handling commands. The user can now type a filter 

whenever HERMES expects a sequence, and HERMES interprets the 

specification to mean "all those messages that pass the filter". 

All specifications that depend upon an attribute of the messages, 

such as RECENT and SEEN, are now filters. 

ittaiüi m ■ ■■ -  --■■-■■- 
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HERMES now automatically stores each sequence specification 

as it is used in a command. This "previous sequence" can be 

input apain when the next se.|uence specification is typed. 

N^w .H£i> säESr£C£.D t i r1 E. Facilities 

The new comr-md named EXPLODE allows the user to transform 

an incoming messafc stored in a message-file into outpoing 

message ready for immediate sending or for further editing. New 

automatic HERMES-crcated fields are generated corresponding to 

the new sender and date. 

We also added three new user-created message fields of the 

"date" data-types. 

llÜDrP.Y.lld, Control Over System Operation 

Four new Switches have been added to give the user  greater 

control  over  the way the system operates.  Seven other switches 

have  been changed  from  two-position  to three-position 

(Ask-Yes-Mo). 

Spelli ng Correction and Message En.cryptor 

A new version of the spelling corrector is installed. Work 

has begun on a message encryptor. 

MtK<^u£aasaaaitJMwa)iiB«t«»aci»oiiMj— ^■•■■•v^.^*u.r*±i^«^r.^.-.^.,.^^.i^!j^,l± 
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I 

i t 

Statistics on HERMES Use 

An automatic statistics-pathering mechanism was designed and 

implemented which utilizes easily modified probes inserted at 

selected collection points in the HERMES program. The statistics 

for each HEHMES session are recorded in a HERMES message sent to 

a designated network address. 

Applications Proprainming Level Security 

After extended exploration of security designs, we produced 

a design based on a security kernal, the two-level classif.nation 

of each message, and a multi-level terminal. HERMES provides 

four simultaneous jobs multiplexed through a "trusted job" to the 

terminal. 

Rapid Changes in Secur_i_ty Level 

Design of programs and strategy to allow rapid changes in 

Security level was undertaken. This work included study of 

PMAPPING the HERMES profile and index files so that the HERMES 

profile can appear as a single environment containing all 

information from the current and lower security levels. 

llDüi-tor^Leyel Security 

The Encapsulator system was completed. The initial set of 

AIM security enhancements to the TENEX monitor was checked cut. 

The seond set was coded except for a single section. 
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IhS.  Inconiin/r Message Processor 

Work was bepun on the HERMES incoming message processor, 

including: (a) design and partial implementation in a scheme for 

priority messages, (b) technical documentation, (c) design of 

parsing routines, and (d) design of a translator between the 

incoming message format (RIXT-128) and HERMES. 

DARPA/MAVY/CTMCPAC Test Preparation 

The Human Factors group has submitted an "Organization 

Impact Study Plan" to assess the effect of computer-based message 

technology on he Navy's message-handling opeations. Human 

factors personnel have continued consulting on HERMES design and 

participated in plans fo the DARPA/NAVY/CINCPAC test. 
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II. 
• i. 

11^ HMMES VERSION 2^6 

We created HERMES 2.6 to consolidate improvements and 

corrections suggested by experience with earlier versions. 

Active participation by HERMES users, frequently via the 

improved SUGGESTION command (introduced in Version 2.5), has 

allowed us to collect a large file of data on the experiences of 

HERMES users. We are presently analyzing this material and we 

will circulate the results of this analysis in the next quarter. 

We will also circulate analyses of statistics on HERMES use. 

(See Section III.) These will be useful input to the continuing 

Human Factors evaluation of HERMES. 

Also planned for the next quarter is the inclusion in HERMES 

of an encryptor, which can be used to produce encrypted messages 

containing only those ASCII characters that can be safely 

transmitted by the network MAILER program. 

h^.  Documentation 

Four major new pieces of documentation were released during 

the current quarter. 

1. The printed manual "A Tutorial Introduction to HERMES.", by 
0. L. Hausmann and M. C. Grignetti. This is a primer for 
beginners covering only the basic concepts and arranged in the 
form of lessons, with exercises for the reader and review 
topics. 

2. The printed manual "HERMES User' Guide", by T. H. Myer and 
C. D. Mooers, 6*1 pares. This is a basic reference covering 
all aspects of HERMES. 
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3. The on-line interactive program "Help", a question-and-answer 
guide to user documentation. 

H. The on-line interactive program "Explain", a tree-structured, 
or layered, program that gives a conceptual map of the entire 
system. 

In addition, the "Describe" documentation has been  revised 

to reflect changes in HERMES. 

Work is continuing to integrate "Explain", "Describe" and 

the '"Users' Guide" into a unified structure which can provide 

iiJ'v.rmation on as general or detailed a level as the user 

desires. 

B,. Improved Message-Reading Specification,. 

The method of specifying sequence arguments in 

message-reading and message-handling commands has been extended 

and simplified. If a filter, eitacr named or literal, is typed 

where HERMES expects a sequence (as at the beginning of a 

sequence argument), HERMES interprets the filter r.o mean "all 

those message that Pr-i-^ ' 

,„ith <cr> 
...»its all messages to Smith, where "To:Smith" is a 

literal filter. 

This makes it no longer necessary to type specifications  in 

the form of "Print VTo: Smith" (although the older specification 

is still legal). 

In addition,  all  system-defined  sequence specifications 

based  upon  characteristics of the messages, such as RECENT and 
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SEEN,   are  handled   in  a     sinjlar,     unifoi1^     fashion.        It     is     now 

possible   to  type  sequence   specifications   ouch  as 

> S u r v e y S F EI! /1- E C V. U T < C R > 
Surveys messages that are both SEEN and RECENT. 

>Survey RECENT, Fron: Jones<Cro 
Surveys all Rr.CFI.'T rressafes plus all messapes fro.T! 
Jones. 

>List Subject: Hcssares/OLr''CR> 
Lists all r.cssarcs that pass the literal filter 
"Subject: Messafes", i.e., that have the word 
"Messares" in the Subject:-field, and that pass the 
fixed fiIter OLD. 

A new system-supported sequence napc-d  PRLVIOUSSECüENCE  has 

been added to HERKES.  This is a named sequence censistinc of the 

most recent sequence that the user has specified in a command. 

>Survey From: Sm.1th<CK> 
HEhLES prints a survey of all messapes from Smith, 
let us suppose ?, 7, 1^:16, 23 and 57. 

>Show PRE VICi'SSLOUE NCL-<Ci: > 
3,7,1^:16,23,57 
>Lis t PREVI OUSSECUF.'.T;-. <CR > 

HERMES lists rcssares 3, 7, 1^:16, 23 and 57- 

A "companion" to PREVIOUSSECUENCE is <CTRL-P>, a new control 

character.   <CTRL-F>  enters  the  PREVIOUSSECUENCE as a literal 

sequence (and as a complete sequence argument),  and  prints  out 

the messape-nos.  in the <sequcnce> position of the command. 

>List <CTRL-P>?,7, 1'-': U ,23,57<CR> 
ilERMES lists messaros 3, 7, 1^:16, 23 and 57. 

The method of specifying sequences in HERMES  is  now  under 

review with the object of making it more powerful and uniform. 

8 
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CL New Mgsisa|Te~Croat.linE Facilities 

1. A new cemmand named EXPLODE dissects an incoming message and 

places its User-created fields in the corresponding fields of 

the CDRAFT. The user is then left in the DRAFT-EDITOR for 

further editing. EXPLODE thus turns an incoming message into 

an outgoing message. Message-fields generated by HERMES are 

not copied, so that the new outgoing message receives a new 

SENDER field, a new DATE, and a new MESSAGE-ID. 

2. Three new message-fields were added to the fields of the 

CDRAFT. They are Start-Date:, End-Date: and Suspense-Date:. 

All are user-created, and all have the same data-type as the 

DATE field. 

>Start-Date: <date><CR> 
where date is expressed as day, month and year, in 
any of the forms acceptable to the Date:-field in a 
filter. 

When these fields are used in  filters,  they  take  the  same 

arguments as the DATE field: On, Before and After: 

>Survoy Start-Date: On <date><CR> 
>Print Suspense-Date: Before <date><CR> 
>List End-Date: After: <date><CR> 

IL Improved Control Over System Operatjon 

1. Four new three-position switches were installed 

a) STARTWITHINBOX (Ask-Yes-No) controls whether KERMES Gets 
the user's Inbox, MESSAGE.TXT;1, when the user enters the 
system. 

iiia^&:^;^.^a^ac^^ 
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b) SAVEPARGE (All-Mediurri-Minirrun). When the user creates a 
file, AFCMSG; 1 , HERKES automatically creates the Index 
file {AEC.MSG};1 in the user's directory. SAVFP.ARSE 
controls how much "parse" information about the structure 
of a messape-filc is saved in the Index file. 

c) COHPOSE-ERASE (Ask-lV-s-Ko) controls whether HERMES 
automatically erases the pxistinr text in the CDRAET when 
the user gives the corr.nand C0!-!1U^;;. 

d) TRANSMIT-NOW (Ask-Yos-No(Cucue ) ) controls whether IIERKE? 
calls the MAILER profram tc transmit an outpclnr rcssarc as 

. soon as the user fives the SEN!?  command,  or  whether  the 
messape is placed in an outroinr queue to wait for MAILER. 

2. A new temporary two-way switch, CHFCK-LCCAL (Yes-Nc), allows 

the user to turn off recep'li ti on of local addressees unless 

the addressee name is extended with the Escape-Key <ESC>. At 

BEN, it is now no Icnror true that all directory names are 

listed in the local data base on all BEN systems. Ihis switch 

allows BPN users to type the names of BEN users on other 

systems as if they were local. It is a preliminary to 

installinp a full interface with the forward:np database. 

3. Eipht switches have been chanred from two-position to 

three-position. All are set to the pattern Ask-Yes-No: 

INITIALSURVEY, riLE-DELETE (former FILE), MOVE-DELETE (former 

MOVE), COMRUSE-ERASE, TEXT-FOhf-AT, FORMAT-JUSTIFY (former 

FORMAT), COMroSE-SEND, and SEND-ARCHIVE. 

4. The DELETE-CONFIRM-Switch has been removed as unneeded. 

10 
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1 • t;ditln£ the Mb£5AQ]:rilIiJrl'ECpRPi When the user deletes a 

mesnape-filn, usinp the TENEX Exec, and then uses HERMES to 

Edit the MESSAGE-FILE-HECORD In the Profile to remove the 

record of the messare-file, HERMES automatically deletes the 

corresponding Index file. 

2.   Chrmpps to the Rep] y Corn ma n d 

a) If there is no host name in the From:-field, the REPLY command 

now takes the default host name from the Sender:-field. 

b) The REPLY command now understands attention fields in the 

Sender: and From:-fie]ds of ineominp- messages and creates 

corresponding addresses (i.e., with attention fields) in 

outgoing messages. 

c) The Subjeet:-field of the REPLY command now consists of the 

Subject:-field of the original message preceded by "Re:". The 

"Re:"s do not iterate when the REPLY command is used to reply 

to a reply. 

d) The REPLY command now accepts any kind of sequence as long as 

it evaluates to precisely one message. The sequence may 

contain lists and ranges of message-nos., sequences, and 

filters in any combination. It is still not possible to reply 

to more than one message at a time. 

11 

IIIIIIIIIMIIIIII mMäiäUmmääMämäääiäämiimm -^■"--'■■"iii Tirr r'T- „U MmaBB "feflümriMMB ttii    •- ■    ■■ - -- 



. n^m;%*>7.^V^*-^^ 

BBN Heport No. 3357 Bolt Eeranek and Newman Inc. 

3. Error-Corrootj nr; Characters . 

a) The <CTRL-Q> character now perfenns the same function in 

HERKES commands as <DEL>) the Delete or Rubout key. Thus the 

error-correctinr commands in text input and in HERMES commands 

are parallel: 

<CTRL-A>  Deletes a single letter in text. 
Deletes a single letter in a HERMI-o command to the 
bepinninr  of' a part of an arguiront in a commandi , 
e.p.,  a  local  name  or  a  host name   in   an 
address-field, or a part of a TE!.;HX rile-name. 

<CTHL-W>  Deletes a word in text. 
DeJctes an arnument in a command. 

<CTRL-0>  Deletes a lino Jn text. 
Deleter a complete line in a  commandi;  aborts  a 
command before the final <Ch> is typed. 

<DEL>     Rubout key or Dole;to key 
Has the sarno effect as <CThL-C> in a command 
Has no effect in text. 

b) If <CTHL-C> is accidentally typed, the user can now recover by 

typinp "Ccnl inue<CH>" to the TL'KCX prompt "(?". If the user 

does not want to continue, it is usually advisable to type 

"Reset<CR>". 

c) The <CTRL-K> is now trapped in the Text .--field, so that if 

<CTRL-E> is accidentally typed, the user will no longer 

automatically lose the text that has been typed. HEHMTS asks 

whether the text should be erased, and thus gives the user a 

chance to recover. 

1-   li!LD££ved Forratting,.  The Formatter now indents paragraphs the 
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same number of spaces an.' typed at the beginning of the 

paragraph. The.'r <CTRL-I> (the same character as the TAB key) 

is used, the formatier Converts it to an indentation of 8 

spaces. 

Elsewhere in text, the Formatter continues to treat the 

<CTRL-I> as a word separator. Also unchanged is the ure of 

single or double <CTHL-I>s standing alone on a line to switch 

the Formatter off or on. 

5« Improved .Diagnostios_._ 

a) If the DELETE, UNDELETE or MAHK commands are used to change 

the status of a message, and the message already has that 

status, HEKMES prints a diagnostic. 

>Delete 7<CR> 
Message 7 is already marked Deleted. 

c) If two users are sharing a  message-file,  and one  tries  to 

access  a file while the other has the file open, HERMES gives 

the  diagnostic  "File  is  momentarily  busy.   Try  again?" 

Usually,  the next time the user tries, the file will again be 

free . 

d) The diagnostic "Help called ..." has been replaced by the 

message "Error condition ..." followed by a diagnostic telling 

whether the user can continue in HERMES. 

13 

lx-^___^__oMjii'ifi niTiii •■ ^^---"■■-— aaa -^'-■~ jaaaaMaggii > -.--, -^^■^. ~ ■■ i^eüaü i i m ^^anttaaammm 



j^- rrnrwrrr ■■'■■■" »'T"»-^- " —■■—v<r~r*iri*v »f-^ v",'*,'i'-i*,M"'-««iipu»i.i'^-i  j^ji i.i.u)!(iliiimj!UMii.ii*jijp.u..uiJMJ ■■       n iia«!, jii|ui|ilii^lllUJL^|iiamv^^mrnn i.i^uu|ni|i 

BBN Hepcrt No. ??57 Holt Dernnek and Newman Inc 

f1 • ^^cllÄPE ^Prr.'GStör.jL ^ new cxpcrlncntal verr.ion of the 

spell in," corrector for HERMK'S commanda and objects has been 

instal led . 

7. LZ'TI'.0V£-d I'dii.cr'j^ 

a)     Lirt;--.     and     ranron     of     nurrborj     arc      now     accepted     in       the 

TF-Kl LATE-[,];iT0!:, the MA.1LSTAT       subccr.mandr,       and       the 

ME;SS,'>Gl-:-FILE-T-:BCOHn-FDITOH. 

>Fdit   MyT!lMi'LATh-<Cfi> 
>>.Shcw   2:6<CK> 

>HAIL^TAT<C!;> 
>>Print   ?,'l<Ch> 

>Edit   i-'rnfilc<ni> 
>>Edit !:r;^^Ar:i-:-FiL;:-!;Kcoi.!--rCr:> 
>>>Dclete 1,3,r:7<Ch> 

b) The subconnv..'nda of the KAIEST/.T coti'frand have beer reworded to 

make then' clearer. KAILS'IAT automatically calls the HAILSTAT 

subcomrands when undeliverable messages exist. 

P.. A number of bufs have been fixed 
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JJT.     .^TATT.'-TTC;:   Oil   HFM'iK.S   l!0K 

During the current quarter, we have designed and irnpleirti.tcd 

an autrn.ntic statintiea ineehani."!'1 that monitors Iii^RMr.o sessions, 

'.■•ocordi nr sipniricant event;; and their key parar-eters. 

Initially, the sta tisl, i er. ireeiiani atr has been set up to reeer'ci 

such .Inforra t j on as the real and CPl) tiires at the berinninft and 

end of each coin.-and and the lenrth of each ressape sent. 

Hessare techno]ory js exploited in the satistics fatherinf. 

Events oceurinr in a IIEHKI.S sf.-ssioa are packages as a messafe, 

addrcsaed to a network "rraildrop" specified by the H.'• hI I.'.S version 

in use. Initially, "stats pessapes" from all supported HfiEMES 

systers arc addressed to TGCA1 kfl-DNA. Tl;is method of eolleetinf 

statistics lias a nubmer of advantnfes. Recordinp event;-; as text 

makes it possible to inspect the data for reasonableness or 

perform manual analysis. In i-ast work on data analysis, we have 

often found that much of fljrnificance is revealed by visual 

inspection. Packapinr each session as a messape allows us to use 

the full power of HERMKS to process the statisics mossares. V,!e 

can sort and perform selective retrieval en the basis cf headers, 

and extract data with templates. 

A data reduction prorram is being implemented at Project 

HERMES produces weekly analysis based on approximately 1000 

session records per week. We compute the real time used per 

session, the "think time", i.e., the time HERMES spends idlinp 

durinp a HERMES session, and the computer time (the CPU  time  in 
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milliseconds), the number of addrcsr.r-s per raessape, and the 

moGsarc lenrth. We alr.o compule the average number of times each 

command is used per session and the average amount of real and 

CPU time used. Results of these analyses will be reported in the 

next Quarter]y Progress Report. 

T'ue mechanism unc'erl yinr tlic statistics patherinp is a prcup 

of "probes". Kach probe is a one-line DCPL command which writer 

one line of information into a  specially  treated  file  in  the 

user's  directory The  information  consists of a  label 

identifyinp the command beinf probed, the current readings of the 

CPU time and real time, and other optional information such as 

the lenrth of tne message beinp sent and the number of 

addressees. Typically, a probe is inserted at the bepinninp and 

end of a command or a sipnificant part of a command, such as the 

computation of a sequence of messages. 

At the befinninp of a session, an initializinp: command sets 

up the file and Inserts HE-HMES message headers. At the end of 

the session, the file is turned into a MERKES message and sent to 

the specified address. 

The statistics system has considerable built-in flexibility. 

1. Probes of various types can be inserted at different points 
in HERMES to collect different kinds of data. 

2. The statistics messares from different versions  of  HERMES 
can be sent to different collection points. 

3. Alternative data reduction programs  can  be prepared  for 
differing data analyses. 

16 

WimiiiiifiiniiiirtfriiiwiMiimiii^i^ •      : ' "■ \ a i     ;'->J   j^i^jääiäSiltiätiiMäaäääiäää 



^V,I,J.V''I;.M^ «^i^H^iii'i^w-^vwr.'ir.T^ »^■;ti.w^)>Mi»M;w^ww«JW^l!>^.»i!^<mi'-ii'W^ 

BBN   Heport  No.   33^-7 Bolt   Beranek  and   IJpwman   Inc 

i    i 

TADLE   1.   FOiiMAT  OF   A  STATISTICS  MESSAGE 

Date:   <<l'itc>   <tii'io>-<t'.onc> 
Subject.:   <Verr;ion   nurt-f'r>  .statistics 
!"•'r(ii":   1 iK1 ili!■;S   a I   I;!/1\ -TEI,EX A 
To:   TSCAJH 
Hossape-JD:    <f<host   co;: [:ut.cr> ]<c!a t(--;>   <ti::;c> . liEH!/ES> 

Initia] Izirr   da trj: 
HSYSo, <rna.l <CPll <Version 

time>,        t.:!rc>,        Nui:,hor>, 
<Vcri fioation 

Codo> 

Data  at  horinninr' nnci   ond   of  parso   of  messarc-filo: 
BGE'fl <real <CPII 
EGET1 tirrc> tin;e> 

Data  at  br-finninp and   end   of  cor:n'ands: 
< c o i:1 n r, r: d      < r r a ] < C P U 
syrhoi>        tJne>,        tirc> 

Data  at  bopinrdnr and   end  of  socjucnee   proec^ylup: 
BSEC <real <CPU 
ESEQ timO time> 

Dat^  at   berinn.inr and   end   of  assctrblinp  rc-Soape   for  Scndinc 
BSHDI,        <real <CFU 

tirrt> timc> 
ESMD1,        <rcal <CrU 

tiiT.O, tin:e>, 
<No.   of 

Add re ssoc, 
<Uo.   of CULUEI   or 
Characters)    Ii;HL'DI 

End-of-sension  data: 
ESYSU, <real <CPU 

timc>,        tirnc> 

NOTE:   Command   symbols   for  top-level   comtrands   =   first   four  letters 
of  command   name,   followed   by   "0". 

Special   cases:        LFO   =   '^LF)" 
UFAR0   =   """ 
SEM 10 ir . ii 

ECMDO = end of command 
CNTEO = CTRL-E interrupt 
CNTO0 = CTKL-Ü interrupt 

Symbols for Draft-Editor comrrands = first four letters of command 
narre followed by "1", and are indented. 

Special cases: ECMD1 = end of command 
CHTE1 - CTRL-E interrupt 
CNT01 = CTKL-0 interrupt 
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Since wc collect statistjes on all HERMES users, we believe it is 

important, from an ethica] standpoint, to preserve the anonymity 

of the individual users. This is accomplished by limjtinp the 

information included in tnc messaro p.enerated . An inspection of 

Table 1 and Example 1 will show that only the host computer and 

time of the session arc revealed. 

,It would be possille, of courst, for a special version of 

HERMfS to record user identity in these i^cssajres. We would hope 

that this v :■ •  'y be done with the  informed  consent  of  the 

users invol\ 

EXAMPLE 1. A SAMPLE MESSAGE 

Messapo 11 ;  503 chars RECEI.T 
Mail from BEN-TEHEXD revd at 20-Jul.-?6 OI'.Vl-EDT 
Date: 20 Jul 1976 Ol^o-EDT 
Subject: 2.6.r Statistics 
From: HERMES at BBN-TENLXD 
To: TSCAIR at EIMJA 
Messare-ID: < [bBH-TEIiEXDjSO-Jul-TG 01 : ^8: 35 • HERMES> 

BSYSO, 0, 163, 20605, 3713^06515 
BGET1, 5, 1571 
EGET1, 8, 25 62 

LEO, 15, 35 36 
ECMD0, 27, '1563 
LEO, 3^, ^627 
ECMD0, ^9, 5^35 
REPLY0, 77, 5592 
BSECM, 61, 5717 
ESEQ1, 81, 5738 
BSND1, 102, 6160 
ESND1, 121, 7609, 1, 275, IMMEDI 

ECMD0, 121, 7659 
OUIT0, 122, 8056 
ESYS0, 12'1, 8693 
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II IV.  SECURITY FOR THE DARPA/NAVV/CINCPAC TEXT 

hj.  A ppli cat i ons - Ley ol Securi ty; New D.esi£n 

After extended exploration of designs to aJiic^e a single 

environment within HERMES enecir-passing different security levels, 

we determined that this approach was not feasible. 

•In preparation for the Oahu meeting, May 10-13, 1976, we 

produced a design based on full use of the AIM security 

enhancements, a single-level terminal, and uniform classification 

for all parts of each message. In this design, HERMES was to 

provide four simultaneous jobs at different levels of 

classfication. 

After the Oahu Meeting, we produced a new design to the 

following specifications: We were to design our own HERMES 

security kernel; there was to be a multi-level terminal; and 

user-level jobs would be multiplexed through a "trusted job" to 

the terminal. Work is preceding on the details of the new 

design . 

B^. Applications-Level Security: Raßäd Changes in Security Level 

Work is preceding on the design of programs and stategy to 

allow rapid changes in security level. We have undertaken a 

study of PMAPPING the HERMES Profile and Index files so that the 

HERMES Profile can appear to the user as a single environment. 

Whatever the user's current security level,  the  HERMES profile 

19 

fr/a;-ji-.'lv,,/^.i^.'--:.^-^^^^ '• -"'- 



*W^/p^m>!a^lfrW'*?**'rö 
WgrogBBIBS^g^S^g^lBgSWPgSäg^SBgiB^^^I! 

BBN Report. No. 3357 Bolt Beranek and Newman Inc 

will  contain all  information  from current and lower security 

levels. 

C. Monltor-Level Security 

a) The Encapsulator system was co-npleted. 

b) The initial set of AIM security enhancements to the TEHEX 

monitor was checked out. The second set of AIM security 

enhancements was coded, except for the JSYS monitor call 

GTJFN.  Work on GTJFN has been partially completed. 
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l . 

V^ IM  MMBS INCÜHTNC HFoSAGE PROCESSOR 

Following the completion of the LDMX/TENEX protocols, we 

have begun the design and implementation of the IIERHES incoming 

message nrocessors. 

1) We have designed and partially implemented a scheme for 

handling priority messages. 

2) We have produced a preliminary version of the technical 

documentation for the interface of the HERMES message system 

with the LDKX. 

3) We have conducted a detailed examination of the content of 

messages to determine how to parse them so that the messages 

can be determined to be correct and internally consistent 

before they are sent to the LDMX. 

^) Messages coming from the LDMX will be in the form RIXT-128. 

Messages going to the LDMX will have the form of a modified 

ACP-126. We have begun work on a translator that can turn the 

incoming message format (R.IXT-128) into a form that can be 

used Tn HERMES. 
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VIA OillJiii FACTORS 

The Human Factos rroup has continued consulting on HERMES 

and participated in HERMES design itoeotlnfts. 

The Ilur^an Factors f.roup has submitted to NAVELEX an 

"Orpaniza ticn Irr.pact Stu^'y Plan" desifned to assess the 

organization impact of the use of computer-based message 

technolof-y on Navy irossape-handlinf.' operations. 

The lonr-rünrc plan noni,r-npln t os buildinn a model so that 

the impact on an organization can be predicted from knowledge of 

a) the system to be used. 

b) the state of the organization. 

c) how the system is to be introduced into the organiztion. 

The short-term objectives for the calendar year 1976 include 

a brief literature review, and an informal retrospective study of 

the message-system users at BEN and elsewhere on the ARPA 

Network. The plan also includes drafting questions on 

organization impact which MITRE can incorporate into its plan for 

the DARPA/NAVY/CINCPAC test, and contemplates an advisory 

memorandum on strategies for introducing the system at CINCPAC. 

During this quarter, we have compiled a bibliography and begun 

the review of the literature. 

Human factors personnel helped prepare the Project HERMES 

response to the design for the Oahu Protocol experiment, 

"Protocol Analysis Objectives" by  Jjhn  Ileafner.   We  commented 
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that we felt that the Protocol experiment would result in a mere 

user-oriented syoten, but would not have the same effect of 

creating user commitment to the system that one would pet by 

eneoura/'inr all potential users to surrest improvements before 

the system dosifn was looked up. 
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