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This report covers progress in messapge technology, including
the HERMES Mcosape system, performed under the contract “"Message
Technolopy Rescarch and Developwent" for the period 2 April 19076

throurh 2 July 1076,

This work 1s a continuation of work on MAILSYS/HERKES
performed under the ARPEA Contract "Distributed Computation and

TENEY Related Activities"™ durinpg 1975.

The wori leading up to this report is covered in the

following earlier quarterly progrcss reports.

DISTRIBUTED COMPUTATIOR AND TENEY-RELATED ACTIVITIES

CPR No. 1 1 Nov 74 ~ 21 Jan 7% BEBN Feport No. 3012
QR No. 2 1 Feb 75 -« 20 Apr 7% BBEN Rcport No. 208¢
OPR No. R? 1 May 75 - 20 Jul 7% BEN Keport Ro. 3117
QPR No. 1 Mg 79 - 20 Qet| 75 BBR Report Ho. 3210
Ol Ewm. 5 1 Nov 75 - 20 dJan 76 BEN Keport No. 3257

Our major effort during the April-Junc period has been to
move ahead systematically with the development and refinement of

MATLSYS/HERMES  Version 2, following the phased development

program rcported in QPR HNo. W (1 Aug 75 - 30 Oct 75) listed-

above.
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e
: T Human Factors Evaluation
!. Version 2.6 of HERMES was implemcented and given limited
releasec during this period. . mun factors evaluation of each

successive modificaotion to HERMES has been accomplished.
ougpestions and criticisms  from the community of HERMES users
have becn solicited, and ¢re being correlated and studied to

: guide the design ~f thepresent and future versions of the system.

T

R

Documentation

We have released four major new pieces of docimentation: Lwo

printed manuals "A Tutorial Introduction to BERMES" and the

"HERMES Users' Cuide", and two on-line intcractive prograns

"Help" and "Explain". The "Pesciribe" documentation, which has

been revised to reflect changes in BERMES 2.6, can be used as  an

(=8

adjun~t to "Explain".

Improved Messare-Recadine Specifications

—— e T T e, T S — e

We have preatly improved and sirplified the method of

specifying sequence argumrents for message~reading and

messape-handling commands. The wuser can now type a [filter

whenever HERMES expects a sequence, and HERMES interprets the

specification to mean "all those¢ messages that pass the filter".

All specifications that depend upon an attribute of the messages,

such as RECENT and SEEN, are now filters.




L BBN Report No. 3357 Bolt Beranek and Newman Inc.

£

} HERMES now automatically stores each sequence specification

) as it is wused in a command. This "prcvious sequence" can be

]

L input again when the next sejuence specification is typed.

Rew Messare-Creating Facilities

; ‘ The new cocmrand named LEXPLODE allows the user to transform
i i an incoming messare stored in a message-file into outgoing
f messapge ready for immediate sending or for further editing. New
%‘ ! avtomatic HERMES-created fields arc generated corresponding to

the new scnder and date.

We also added three new uscr-crcated message fields of the

"date" data-types.
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Four ncw Switches have becen added to give the wuser greater
control over the way the system operates. Seven other switches
have becn changed from two-position to three-position

(Ask-Yes-lo).

Spelling Cerrnection @nd Hesga

A ncew version of the spellinpg corrector is installed. Work

has bepun on a messare encryptor.

L a N

:
]

- TR TI AL MBI L b B “ LN SR
POTE R



.

T

C s

S LA O IR

o

T R T R AT i A T DR R R N U SR TR i Gt AR AR G s B AR M AR B i PR T L R b A R NS e SN EH B D Rl A ]

BBN Report No. 3357 Bolt Beranek and Newman Inc.

’J

Statistics on HERMES Use

_———

An automatic statistics-gathering mechanism was designed and
implemented which wutilizes easily modified probes inserted at
selected collection points in the HERMES program. The statistics
for each HERMES session are recorded in a HERMES message sent to

a designated network address.

Applications Progromwing Level

(]
Ie)

security

After extended exploration of security designs, we produced
a design based on a securily kernal, the two-lecvel classifi:ation
of each message, and a multi-level terminail. HERKMES provides
four simultaneous jobs multiplexed throuph a "trusted job" tc the

terminal.

Rapid Ley

Design of programs and strategy to allow rapid changes in
Security 1level was undertaken. This work included study of
PMAPPING the HERMES profile and index files so that the HERMES
profile can appear as a single environmert containing all

information from the currert ari lower sccurity levels.

Monitor-Level Security

The Encapsulator system was completed. The initial set of
AIM security enhancements to thce TENEX monitor was checked cut.

The seond set was coded except for a single section.
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é Work was bepun on the HERMES incoming message processor,
f | = including: (a) design and partial implementation in a scheme for

) ’ priority messages, (b) *echnical documentation, (c) design of 5

parsing routines, and (d) design of a translator between the ¥

[ incoming message format (RIXT-128) and HERMES.

ol e R

———n

DARPA/NAVY/CINCPAC Test Preparation

The Human Factors group has submitted an "Organization
Impact Study Plan" to assess the effect of computer-based message
techrology on he HNavy's message-handling opeations. Human
factors personnel have continued consulting on HERMES design and

participated in plans fo the DARPA/NAVY/CINCPAC test.
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II. HERMES VERSION 2.6

We created IHERMES 2.6 to consolidate improvements and

corrcctions suggested by experience with earlier versions.

Active participation by HERMES wusers, frequently via the
improved SUGGESTION command (introduced in Version 2.5), has
allowed us to collect a large file of data on the experiences of
HERMES users. We are presently analyzing this material and we
will circulate the results of this analysis in the next quarter.
We will also c¢irculate analysés of statistics on HERMES use.
(See Section III.) These will be useful input to the continuing

Human Factors evaluation of HERMES.

Also plianned for the next quarter is the inclusion in HERHKES
of an encryptor, which can be used to produce encrypted messages
containing only those ASCII characters that can be safely

transmitted by the network MAILER program.

A. Documentation

Four major new pieces of documentation were released during

the current quarter.

1. The printed manual "A Tutorial Introduction to HERMES3.", by
C. L. Hausmann and M. C. Grignetti. This 1is a primer for
beginners covering only the basic concepts and arranged in the
form of 1lessons, with exercises for the reader and review
topics.

2. The printed manual "HERMES User' Guide", by T. H. Myer and
C. D. Mooers, 64 pares. This is a basic reference covering
all aspects of HERMES.

o A

B oA N i

k-
5
3
D
ke

STy B

e

TR LR T Sa

e

PR AN

Je U7

P

I AL Nl R L sl e

ERE QTR

A e L o LA

SRR

HE I e &




et ST ST TR DTS

v

T

P T

- sk At e g Sy o0l
SRS 5!’71‘.-!,-”.-‘*'\3‘ Habdn RS it

BBN Report No. 3357 Bolt Beranek and Newman Inc.

3. The on-line interactive program "Help", a question-and-answer
guide to user documentation.

4. The on-line interactive program "Explain", a tree-structured,
or layered, program that gives a conceptual map of the entire
system.

In addition, the "Describe" documentation has been revised

to reflect changes in HERMES.

Work is continuing to integrate "Explain", "Describe" and
the ™MUsers' Cuide" into a unified structure which can provide
s lurmation on as  general or detailed a level as the user
desires. |

B. Luproved Message-Reading Specification.

The method of specifying sequence argumcnts in
message-reading and message-handling commands has been extended
and simplified. If a filter, eitaer named or literal, is typed
where HERMES expects a sequence (as at the beginning of a
sequence argument), HERMES interprets the filter to mean "all
those message that pa-~-

LA il Bll € ERD

-ats all messages to Smith, where "To:Smith" is a
literal filter.

This makes it no longer necessary to type specifications in
the form of "Print ¥/To: Smith" (although the older specification

is still legal).

In addition, all system-defined sequence specifications

based wupon characteristics of the messages, such as RECENT and

e e e
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SEEN, are handled in a similar, uniform fashion. It is now
possible to type secquence specificalicns such as
>Survey SFEN/RECENT<CCE>
Surveys mecssarcs that are both SEEN and RECERT.
>Survey RECENT, From: Jornes<Ch>
Svurveys all RRCENT  mensapes plus all messapges from
Jones.,

JList Subjcet 4 Eesksape s Z00L 1 4GRS

Liste all rescayres thatl  pacs the literal filter
"Subijcet: Nessareeh, i.e., Ltkat have the word

"Messares" in the Subject:-fleld, and that pass the
Fixe €41 Ger GLDsy

A new systerm-supported sequence narmed FRLVIOULSSECQU:RNLCE  he
o4 ]
been added to HERMES., This is a named sequencc consisting of the

most recent sequence that the user has speciried in a command.

>Survey Fror: Spith<CR>
HEREES prints a survey of all meesarcy from Srith,
lel us supposc ?, 7, 145:16, 22 and 57.
>Show PPE”ICU %‘(UIIC et
3y Ty Vs 16,
>L1st PRE Vle bFCUYNC?/ R>
HERKES 1igls Fessurees =, T, 14:i16, 2% and §7.
A "eompanior® fo PREVICUSSECUENCE is XCTERL-P>, d new conirel

1
character. <CTRL-F> enters the PREVICUSSECUEWCE as a literal
sequence (and as a complete seguence argurent), and prints out
the message-nos. in the <secgucnced> position of the command.

>List <CTRL-P»2,7,14:1€,23,57<CR>
HERMES lists messarcs 2, 7, 14:16, 23 and 57.

The method of specifying sequences in BERNES is now under

review with the objecl of making it more powerful and uniform.
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f i C. New Messape-Creating Facilitics 4
‘;
: ! E
: i 1. A new ccmmand named EXPLODE dissects an incoming message and 3
:: 3
) ; places 1its User-created fields in the corresponding fields of g
? the CDRAFT. The user is then left in the DRAFT-EDITOR for ]
f ! further editing. EXPLODE thus turns an incoming message into &
g an outroing messarce. Messare-ficlds generated by HERMES are 1
§ i not copied, so that the new outgoinp message receives a new E
: SENDER field, a new DATE, and a new MLESSAGE-ID. i
3 b
3 2. Three new message-fields were added to the fields of the ;
CDRAFT. They are Start-Date:, End-Date: and Suspecnse-=Date:. }
é All are user-created, and all have the same data-type as the {
3 . |
: DATE field. 4
: >Start-Date: <dated><CR> :
: where date is expressed as day, month and year, in 3
E any of the forms acceptable to the Date:-field in a 3
% filter. .
1 When these fields are used in filters, they take the same %
arguments as the DATE field: On, Before and After:
>Survecy Start-Date: On <date><CR> 3
>Print Suspense-Date: Before <date><CR> 3
>List End-Date: After: <date><Ck> 3
é D. Improved Control Over System Operation i
: 1. Four new threc-position switches were installed. f
% a) STARTWITHINBOX (Ask-Yes-No) controls whether HERMES Gets z
3 the wuser's Inbox, MESSAGE.TXT;1, when the user enters the E
- system. . 3
i Lo
&
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b) SAVEPAROE (A]l-Wedium—Minimum). When the user crceates a
file, ADC.MSG;1, HERMES autcmatically crecates the Index
file {ABZ.HSG}31 din the umer''sm direetory. SAVFPAFSE
controls how much "parse" infcrmration about the structure
of a messapce-file is saved in the Index flile.

¢) COMPOSE-LERACK (Ask=Yrs=<lic) contrels whether HESMES
automatically crases the existing text in the CDRAFT when
the user glvcs the comrand COMICQIH,

d) TRANSHMIT-NOW (Ask-Yes-lo(Cucuc)) ceoentrels whether HER
calls the MAILER progror te trarorit an cutroine roscerc a
soon as the ucscer rFives the SRR corrand, or whelther ihc
message iIs placced in an outroing qucue to wait for MALILLE.

A new temporary two-uvay switch, CHFCRK-LCCAL (Yes-lc), alleows

the wuser to turn off rcecpnitiorn of lccal addrescees unlesc

the addressce narc is extended with the Escape-tey <ESCO>. At

BBN, it 1is now no lcnror true that a2ll dirccetory namec are

listed in the local data btzse on all ikl systers.  This gwitceh

allows BFN users to type the namcs of PFEN users on other

systems as if they were Jlocal. It 98 & pPpreliribEry teo

installing a full interfacc with the ferwarding database.

Eipht switches have been chanfed frorm two-positicn to
threc-position. All are set to the pattern Ask-Yez-lo:

INITIALSURVEY, TILE~BLLETE (feormer FILE), MOVE-DELETE (former
MOVE), COMPOSE-ERASE, TEXT-FORMAT, FORMAT-JUSTIFY (former

FORMAT), COMPOSE-SEND, and SERD-ARCHIVE.

Tho DFLETE-CONFIEM-Switch has been repnoved as unneeded.

10
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N E. Other lrprovemonts
b 1. Editing the MEESAGF-FLLE-RECORD: When the user deletes a

messafFe-iln, usinpg the TENEY Exec, and then uses HERMES to
Edit the MESSAGE-FILE-RECORD in the Profile to remove the

s record of the messare-file, HERMES automatically deletes the

? corresponding Index file.

é 2. Changes to the Reply Corwand

i a) If there is no host name in the From:-field, the REPLY command

% now takes the default host name from the Sender:-field.

E b) The REPLY command now understands attention fields in the

3 Sender: anu From:-fields of incoming messages and crcates

5 correspondins addresses (i.e., with attention fields) in

§ outgoing messages.

:

3 ¢) The Subject:-field of the REPLY command now consists of the

f Subject:~-field of the original message preccded by "Re:". The

4 "Re:"s do not iterate when the REPLY command is used to reply

_ to a reply.

;" d) The REPLY command now accepts any kind of sequence as long as

it evaluates to precisely one message. The sequence may
contain lists and ranges of message-nos., sequences, and

filters in any combination. It is still not possible to reply

to more than one message at a time.
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] g
3 e 3= Eprep-Cerrecting Lharashers, é
A 3 4
3 |
: a) The <CTRL-0Q> character now perferms the same function in 1
i HERMES cormwands as <DEL>, the I'clete or Rubout key. Thus the :
i i
! .
E i error-correcling commands 1in text input and in HERMES commands
k \ are parallel: ]
’ - <CTRL-AY Declctes a sinrle letter in text.
g ! : _ Delectes & single letter in a EnhMlFS command tec the ;
L ’ bepinning of a parl of zn argurent in a comrandi,
e.r., a local name or 2 host nome in an ]
R | address-tield, or a part of a TENEX [ile-nane. L
: <CTRL-W> Delcltez a word in text.
] Delctes an arpumentl in a cemrand.
' CCTRL~@> Deletes a ling ¥n teut. |
i Deleter a complele lince in a commandi:; aborts & 3
b corpard before tne {iral <Ch> is typed. i
y i
¥ <DEL> Rubout key or Delete key ]
: Has the carme offect ne (CThL-Q» in a command 1
| Hoe no effect in text. i
i
b) If <CTRL-C> is accidentally typed, the user can now recover by 1
; : . : - ]
3 typing "Cecntinue<Ch>" to the TLNLY prorpt "¢". 1f the user :
. does not want to continue, it is usually advisable to type g
3 "Rescet<CR>'",
A
3 c¢) The <CTRL-E> is now trapped in the ‘Text:-field, so that if
43
E <CTRL-E> is accidentally typed, the wuser will no longer
-
g automatically lece the text that has been typed. HERMI'S asks -
- whether the text should be c¢rased, and thus gives the user a
4 chance to rccover.

4. Impreoved Forratting. The Formatter now indents paragraphs the
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a)

c)

d)

same number of spaces are  typed at  the beginning of the
paragraph. Their <CTRL-I> (the same character as the TAB key)
is used, the formatt.r Converts it to an indentation of 8

spaces.

Elsewhere in text, the Formatter continues to treat the
<CTRL-I> as a word acparator. Also unchanged is the uce of

sing]e or double <CTRL-I>s standing alone on a line to switch

the Formatter off or con.
irproved Diagnostics

1f the DELETE, UKNDELETE or MARK commands are wused to chanrge
the status of a messare, and the messare already has that
status, HERMES prints a diagnostic.

>Delete T<KCR>

Message 7 is already marked Decleted.
If two users are sharing a message-file, and one tries to
access a file while the other has the file open, HERMES gives
the diagnostic "“File is momentarily busy. Try apain?"
Usually, the next time thc user tries, the file will again be

free,

The diagnostic "Help called ..." has been replaced by the
message "Error condition ..." followed by a diagnostic telling

whether the user can continue in HERHES.
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Speldl ing Gorregtars A new cxpcrimnental vercion of the

spelling  ceorrceter  for  HERDBES commands and objicet:s has been

installcd.

lrproved Editera,

Lists ond rangres of nurbors are now acceploed in the
TEMVLATE-LEITOL, the MALTLETAT shitwaermeings, and the
MESSAGH-FTLE-%FCORD=-FLITOR.

>Fdit MYTENFLATECCEY
>o>Shew z:6<Cih>

PURN LISSED e CLS
>>frint 2,4<Chy

>Edit ProffiledChy

DOId1 L MESEACH - ILE-UECOILZCEY

>>>Dcelete 1,3,0:7<Ch>
The subcorrands of the HAILSTLAT cornmond have beer rewerdead  to
make them clearer. MAILSTAT antomatically calls the MAILSTAT

subcorrands when undeliveroable messacses exiov,

A nunber of bugs have been fixed.

14
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Puring the currenl aquarter, we have desipned and implercented

an  autepntic staticties meebaniorm that monitors HLKERS sessions,

5 cecording cipnificant evente and theinr key paruarcters.

: ITnitially, the staticties pochanioe hos becn set up Lo recerd
such inforration as the real arnd CPU timee ot the berinning  and

: end of cach corrand and the lenpth of each ressare sont,

? MHessare technolery is expleited in the satisties gathering.

%‘ Lvents occuring in o HERKIE Sessios arc packaees am a

message,

addresned to a netwerk "raildrop" specificd by the FXLEDY version
in usc. Initially, "stats meosapes” frem all tupported HERMES
é systers arc addressced to TOHCALLOWLUA.  This methed of  collecting
; statistices hag a nubrer of advantages,  Kecoeording covents as text
% makes it possitle to  inspect the darva for reascnctloness  or

perforrm manual analysis. 1Iua nast work on data analvcis, we have

T

often found that much of esiymificance is revealed by visual

e =

inspection. Packaginr ecach sescion as a nessape allows us to use

the full power of HERHLS tc proecss the statisies Ressares. We

MEDH arpke Ryt @ p G Kl

can sort and perform sclective retrieval ¢n the basis ¢f headers,

and cxtract data with termplates.

- ;,!-!- !.J " Py e

. A data reduction prorram ic being irplemented at Project %
é HERMES produces weekly analysis based on approximately 1000 ;
3 session rccords per week. We compute the real time used per %
é session, the "think time", i.e., the time HERMES spends idling ;

4 during a HERMES session, and the computer time (the CPU time in
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: {
: { millisc2ronds), the nurber of addresses per messapge, and toe
E ’ messare leneth., We also compule the average number of times cach

)
é b command is  used per scession and the averape amount of real and

' CPU tirc used. Resulils of these analyses will be reportced in the
é nex! Guarterly Progress hepert.
S
i The mechanisi underlying the statistices pathering is a pgreup
F of "probeczs". Fach probde is a one-line RBCPL command which writes
¢
i ene line of inTorrotion into a gspeceially treated file in the
E user's directory. The inforruation consists of =2 label
f identifying the cownand being probed, the current readinpgs of the
b
5 CPU time and real time, and other epticnal information such as
[
4 the length of the meiseye being sent and the nupber of
i addressces., Typically, a probe is inscerted at the beginnine and
g end of a comrurd or a sifnificant part of a command, such as the
k.

computaticn of a sequence of messages,
2 At the berinning of a session, an initializing comrand sets
i up the file and inserts HEKMES message hecaders. At the end of
; the sessicn, the file is turned into a HERKES message and sent to
% the specified address.
The statistics system has considerable built-in flexibility.

1. Probes of various types can be inscrted at different points
in HLEHKEMES to collect different kinds of data.

The statisties messares from different versions
can be sent to diffcrent collection points.

of HERMES

Alternative data reduction programs can be prepared for
differing data analyses.
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From:
To: TUCLIE
Messape-1h: <[<host cerju
Initializipy data:
3SYSO, <real
timed,

<Cru
tire>

Pata at heyrinnine and ond

BGET <recal <CPu
EGLET1 tire Ltime>

Data at brprinnineg and end
<command  <real <CPU
symbol > tines, tire>

Data &t bepinnine and ond

E3EC <real <CPU
ESEG time> time>

Date at berinnine and cond

ESKD 1, <recal <CEFU
tired time>
ESND1, <rcoal <CPhU

Lime>, time>

End-of-session data:

ESYSO, <rcal <CFU
time>, time>

NOTE: Cormand symbols for
of command name, followed

Speciul cases: LEFO
UPARG
SEMIO

Symbols for DPraft-FEditor
name followed by "1", and

Special cases: ECMM
CHTEN
CNTO1

Polt Berancek and HNewman Inc.

FOIERT W B TATISTICS ' BSSAGE

Pate: <ddated> <(timed-<uoned
Subjeccetl: <Versiorn nurbterd
Hidiihs et FLiy<TERLX

slatistices
i

ter>l<dnted> <timed HERMESY

<Verificaticn
Code>

<Version
- Nupber),

cl parsne of pessape~-ilc:

of cormands:

of sequoence processing:

of asscermbling ressape for Jending:

<ites of <lo. of WSO (e
5 Addrissces Characi®rel  LIHEEEI

top~level ceomrands = first four letters
hy ngr,

=) WS ECHDO end of command
- ntu CRTEO = CTRL-E interrupt
- Man CNTOO = CTRL-0O interrupt

= ?

commands = first fcur letters of nomirand
arc indented.

= end of command
¢TRL-E interrupt
CTRL-0 interrupt

IR

DT

pee
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Since we collect staticties on all RERKES users, we
impertant, from an ethica) standpoint, to preserve
of the individual ugsers. 7This is accomplished by
infersation dneluded in the nessarg penerated. An
Table 1 and Example 1 will show thatl only the ho=st

time of Lhe sessicn arce rovealed.

It would be pegsille, of courte, for a special

HERMFS  to record user identity in thes2 roscaces.
that this >

uscrs involy

EXGMPLE 1. A SREPLE HESSAGE

Messare U41; 803 chars RECRNT

Mail from BEN-TFEEXD revd at 20-Jul-7C O10H-LDT
Datc: 20 Jul 1676 0148-ERT

Subjegt® 2.6.F Steiistics

From: HERMES at BEL-TEKNLXD

To: TSCAIR at BRUIA

Messape-ID: <[BREL-TEUEXD]I0-Jul-706 01:48:35.HERHES>

ny

0605, 3713406515

o Ch—~3
N —

[ra

RS e RO N R U]

LFQ, 34,
ECMDO, 49, 5435

REPLYO, 77, 5592

BSECT, 81, 5717

ESEQ1, 81, 5738

BSND1, 102, 6160

ESND1, 121, 7609, 1, 275, IMKEDI
ECMDO, 121, 7659
QUITO, 122, 8056
ESYSO, 124, 8603

13

believe it is
the anonymity
limiting the
inspection cof

corputer  and

versicen of

We would hepe

'y be dene with Lhe informed consent of  the
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B
L O IV. SECURITY FOR THE DARPA/RAVY/CINCPAC TEZT ;
E . A. Applicationg-Leyel Secnupity: New Design
. ﬁ After extended exploration of decigns te a.uicve a single f
& environment within HERMES encemnassing different security levels, %
3 3
§ . we determined that this approach was not feasible. 4
;
: In preparation for the 0ahu meeting, HMay 10-13, 1976, we ?
5 produced a design based on full wuse of the AIM security i
) enhancements, a single-level terminal, and uniform classification ;
A for all parts of each message. In this design, HERMES was to f
i provide four simultaneous jobs at different . levels of g
M elassfication. 1
After the Ouhu Mecting, we produced a new design to the ﬁ
following specifications: We were to design our ouwn HERNES f
security kernel; therc was tc be a multi-level terminal; and @
uscr-level jobs would be multiplexed through a "trusted job" to
the terminal. Work is proceding on the details of the new
design.

B. Applications-Level Security: Rapid Changes in Security Level

Work is proceding on the design of programs and stategy to

allow rapid changes 1in security 1level. We have undertaken a

study of PMAPPING the HERMES Profile and Index files so that the ‘i
HERMES Profile can appear to the user as a singlé environment. ﬁ
Whatcver the user's current security level, the HERMES profile :

19
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Wwill contain all information from current and lower security

levels,

a) The Encapsulator system was completed.

b) Thns initial set of AIM security enhancements to the TEKEX
monitor was checked out, The second set of AIM security
enhancerents was coded, except for the JSYS monitor call

GTJFN. Work on GTJFN has been partially completed.

20
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f - Following the completion of the LDMY/TENEX protccols, we
i have begun the design and implementation of the HERMES incoming

message nNrocessors.

g 1) We have desiened and partially implemented a scheme for

handling priority messarges.

2) We have produced a preliminary version of the technical
documentation for the interface of the HERMES message system

with the LDMX.

3) We have conducted a detailed examination of the content of
messages to determine how to parse them so that the messages
can be determined to be correct and internally consistent

before they are scnt to the LDMX.

) Messages coming from the LDMX will be in the form RIXT-128.

; Messages going to the LDMX will have the form of a modified
ACP-126. We have bepun work on a translator that can turn the

incoming message format (RIXT-128) into a form that can be

used in HERMES.

3 —:51«51{;’-' a7y g;\_@-g‘ st
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VI. [BUMAL FACTCORS

The Human Factes rroup has continucd consulting on EERMES

and parlicipated in BERWES desipn meeetings.

The lurman  Factors proup has submitted to  NAVELEX an

"Organizaticn Impact Saudy Plan" dcsigned to asscss  the
ofFanizetion imppeet of the use of compuler-baced mensage

technolory on Davy messape-handling ceperations.,

The long-ransce plan contomplates building a model so  that
the impact on an organizalion can be predicted frem knowledge of

a) the system tc be used.

b) the state eof the organization.

¢) how the systerm is Lo be intrceduced into the crpaniztion.

The short-term objectives for the celendar yecar 1976 include
a brief literature review, and an informzl retrospective study of
the messape-syster uscrs at BB and c¢lscwhere on  the ARPA
Network. The plan also includes draftine questiens con
organization iwmpact which MITRE can incorporate into its plan for
the DARPA/NHAVY/CINCPAC test, and contemplates an advisory
memorandum on strategies for introducing the systew at CILICPAC.
During this quarter, we have compiled a bibliopraphy and begun

the review of the literature.

Human factlors personnel helped prepare the Project HERKES
response to the design for the 0Oahu Protocol cxperiment,

"Protocol Analysis Cbjectives"™ by John Heafner. We commented

g A Y
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that we felt that the Protocol experiment would result in a mere

user-orientced system, but would not have the same effcet of
creating wuser comeitment to the system that cone weuld pet by

encourapging all potential users te suprpect  irproveciments bhefore

the system descipn was locked up.
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