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PREFACE

This Reliability Design Handbook is intended to serve as a tool for
designers of military equipment and, in particular, for designers of
equipment items that would typically make up avionics systems. The
handbook provides guidelines for use by design engineers to assure the
achievement of a reliable end product. From the standpoint of design,
it is consistent with, and extends, basic concepts and reliability
improvement techniques described in MIL-HDBK-217B. Specifically, the
handbook provides design information, factors, and parameters, and other
engineering data affecting reliability. In addition, the handbook
describes the approach to reliable design, includes theoretical and
cost considerations and describes methods covering such considerations
as part control, derating, environmental resistance, redundancy and
design evaluation.

The foresight of Air Force Systems Command and Rome Air Development
Center in recognizing the need for a comprehensive guidance document to
aid electronic design engineers in achieving design reliability goals
provided the impetus for preparation of this handbook.

The cooperation and technical direction of Thomas Dellacave, RADC
Project Engineer, in bringing this handbook to fruition is gratefully
acknowledged. IIT Research Institute is indebted to the many RADC and
contractor personnel who provided much of the reference material and
who contributed guidance and constructive criticism during the research
effort.

This handbook was prepared by IIT Research Institute (IITRI),
Chicago, I11inois, under contract to RADC. The work was directed by
R. T. Anderson, Manager of Reliability, with technical contributions by
many IITRI staff members.

IIT Research Institute







Section

TABLE OF CONTENTS

Preface, . . . . o ¢ . . . 0 b e b s e s oW oE e
INTRODUCTION . . . . . .« « v v v v v vt v e e e e
1.1 Purpose and Scope of the Handbook . . . . . . . .
1.2 Introduction to Reliability Engineering . . . . .

1.2.1 Reliability and Life Characteristics . . .
1.2.2 Reliability Degradation. . . . . . . . . .
1.2.3 Reliability Growth . . . . . . . . . . ..

1.3 Organization of the Handbook. . . . . . . . . . .
References . . . . . . ¢ ¢ & v 4 i 4 v 4 s e e w e
RELIABILITY THEORY AND APPLICATION . . . . . . . . . .
2.1 Basic Reliability Theory. . . . . . . . . . . ..

2.1.1 Exponential Failure Model. . . . . . . . .
2.1.2 System Modeling Concepts . . . . . . . ..
2.1.3 Part Failure Modeling. . . . . . . . . ..

2.2 Managing for Reliability. . . . . . . . . . . ..
2.3 Reliability Evaluation Tools During Development .

2.3.1 Prediction Techniques. . . . . . . . . . .
2.3.2 Failure Mode Analysis Techniques . . . . .
2.3.3 Reliability Testing. . . . . . . . . . ..

References . . . . . ¢« « ¢« + v ¢« v ¢ v v v e 0 0 o oa
MILITARY AIRBORNE SYSTEMS. . . . . . . . . . . . . ..
3.1 Trends in Avionics. . . . . . . . . . . . . ...
3.2 The Avionics Environment. . . . . . . . . . . ..
3.3 Equipment Reliability State-of-the-Art. . . . . .
3.4 Summary and Conclusion: 1975 Avionics Trends . .

References . . . . & v & v v v v e e e e e e e e e e

10
12

13
14
17
17

17
22
32

38
43

43
49
54

60
65
65
70
76
78
80




Section

4

TABLE OF CONTENTS (Cont'd)

RELTABILITY DESIGN DATA. . . . . . . . . . . . . . ..

4.1 Design to Maximize Inherent Reliability . . . . .

4.2

4.1.1

4.1.2

4.1.3

4.1.4

4.1.5

Design
During

4.2.1
4.2.2

Part Selection and Control . . . . . . . .
8.1.1.1 Part Control. . « : = s 4 « = »
4.1.1.2 Part Selection Guidelines . . . .
4.1.1.3 Part Screening. . . . . . . . ..

Derating . . . . . . . . . . ... ...
4.1.2.1 Temperature-Stress Factors. . . .
4.1.2.2 Specific Derating Guidelines. . .

Environmental Resistance . . . . . . . . .

4.1.3.1 Environmental Factors . . . . . .

4.1.3.2 Environmental Resistance
Provisions. . . . . . . . . . ..

4.1.3.3 General Packaging Considerations.

Redundancy . . . . . . . . . .« . .« . ..
4.1.4.1 General Concepts. . . . . . . . .
4.1.4.2 Redundancy Techniques . . . . . .
4.1.4.3 Design Examples . . . . . . . . .

Design Simplification and Analysis . . . .
4.1.5.1 Design Simplification . . . . . .
4.1.5.2 Degradation Analysis. . . . . . .
4.1.5.3 Overstress and Transient Analysis

to Minimize Reliability Degradation
Production and Use . . . . . . . . . . ..

Contributions to Reliability Degradation .

Design for Ease of Inspection and

Maintenance. . . . . . . . . . ..o ...
4.2.2.1 Hardware Partitioning . . . . . .
4.2.2.2 Fault Diagnosis . . . . . . . . .

4.2.2.3 Prediction of Incipient Failure .

vi

Page
83

87

87
87
91
105

135
135
142

171
171

177
183

185
185
193
193

215
215
218
225

251
251

257
257
262
268




Section

TABLE OF CONTENTS (Cont'd)

4.3 Design to Cost. . . . . . . . . ... ... ...

4.3.1
4.3.2

4.3.3
References
Appendix A:
Appendix B:
Appendix C:

Appendix D:

Design to Cost Overview. . . . . . . . . .

Defining Cost and Reliability Targets. . .
4.3.2.1 Concept and Validation Phase. . .
4.3.2.2 Development and Production Phase.
4.3.2.3 Balanced Design Management. . . .

Meeting Cost and Reliability Targets . . .

----------------------

Definitions, Abbreviations and Symbols. .
Bibliography (Annotated). . . . . . . . .

Comparative Failure Rates for
Monolithic Microcircuits. . . . . . . . .

Characteristics and Failure Rates
of Standard Electron Tubes. . . . . . . .

vii







Figure
1-1
1-2

2-1
2-2A

2-2B

2-3

2-5
2-6
2-7
2-8
2-9
2-10
2-11
2-12
2-13
2-14
3-1
3-2
3-3

3~5
3-6

LIST OF FIGURES

Life Characteristic Curve. . . . . « . « « v v « « . .

Stress Versus Strength Distributions . . . . . . . . .

Reliability Growth Process During Design

and Development. . . . . . . . . . . ... ... ...

Components of Failure. . . . . . . . . . . . . . . ..

Relationship Between Mission Accomplishment

Equipment Performance and Circuit Reliability. . . . .

Relationship Between Mission Accomplishment,

Performance, and Circuit Reliability (Continued) . . .

Block Diagram of B-1 Integrated Offensive Avionic

Systems Under Computer Control . . . . . . . . . . ..
Calculations for System Reliability. . . . . . . . . .
Part Failure Model (Conceptual). . . . . . . . . . ..
Reliability Life Cycle Activities. . . . . . . . . ..
Reliability Program Elements . . . . . . . . . . . . .
Classification of Reliability Evaluation Techniques. .
Stress Analysis - Reliability Prediction Worksheet . .
Radar System Hierarchy (Partial Listing) . . . . . . .
FMECA Worksheet. . . . . . . . . . . . . oo oo .
Fault Tree Analysis. . . . « ¢« v ¢ v ¢« ¢ 4 o o o o« «
Reliability Growth Plot. . . . . . . . . . . . . . . .
Reliability Testing Options. . . . . . . . . . . . . .
Estimation of Usage. . . . . . . . . . . . . .+ o ..
AWG-9 Radar System . . . . . . . . . . oo 0oL
Digital Avionics Trend . . . . . . . . . . . o o o . .
Temperature Altitude Profiles for Avionic Equipment. .
Vibration Requirements for Avionic Equipment . . . . .

Avionics Equipment Reliability (Analog). . . . . . . .

ix

13
18

23

24

30
31
33
40
42
44
47
50
51
53
57
60
65
67
69
73
74
77




Figure

4-2

4-3

4-5

4-6

4-7

4-8

4-9

4-10
4-11
4-12
4-13
4-14
4-15
4-16
4-17
4-18
4-19
4-20
4-21
4-22
4-23

4-24

LIST OF FIGURES (Cont'd)

Design Balancing Activities. . . . . . . . . . . . ..

Effect of Current on Operating Life
(Typical Characteristic) . . . . . . . . . . . . ...

Reliability Screens. . . . . . . . . . . . v o v « ..
Screening Effectiveness. . . . . . . . . . . . .. ..

Stress/Temperature Plot for Group I Transistor
(Silicon, NPN) . . . . . v v v v e e e e e e e e e e

Typical Derating Graph . . . . . . . . . . . . . . ..
Actual Constant Junction Temperature Curve . . . . . .
Multipoint Derating Curve for 1N3263 Power Diode . . .
Microcircuit, Max Operating Junction Temp, 125%C . . .
Microcircuit, Max Operating Junction Temp, 150°C . . .
Microcircuit, Max Operating Junction Temp, 175°C . . .
Semiconductor, Max Operating Junction Temp, 100%. . .
Semiconductor, Max Operating Junction Temp, 125%. . .
Semiconductor, Max Operating Junction Temp, 150%. . .
Semiconductor, Max Operating Junction Temp, 175%. . .
Semiconductor, Max Operating Junction Temp, 200°C. . .
Resistor, Fixed, Carbon Composition (RCR). . . . . . .
Resistor, Fixed, Metalfilm (RLR, RNR). . . . . . . . .
Resistor, Power, Wirewound (RER, RWR). . . . . . . ..
Resistor, Precision, Wirebound (RBR) . . . . . . . . .
Capacitor, MICA (CM) . . . . . . . . . « . v v v v ..
Capacitor, Ceramic, Temp Compensating. . . . . . . . .

Capacitor, Paper- -Plastic or Metallized (CPV, CH)
Max Temp; 1257C. . mm a s v« a e R E KB 37 &4 8 L6 K K

Capacitor, Air Trimmer . . . . . . . . . . . . . . ..

Page
83

119
125
133

138
139
141
142
145
146
147
148
149
150
151
152
153
154
155
156
157
158

159




Figure
4-25
4-26
4-27
4-28
4-29
4-30
4-31
4-32

4-33

4-34
4-35
4-36
4-37
4-38
4-39
4-40
4-41

4-42
4-43
4-44

4-45
4-46

LIST OF FIGURES (Cont'd)

Capacitor, Ceramic, GP, Max Temp, 85°C . . . . . . . .
Capacitor, Ceramic, GP, Max Temp, 125%. . . ... ..
Capacitor, Paper-Plastic or Metallized (CPV, CH) . . .
Capacitor, Tantalum, Wet Electrolyte (CLR) . . . . . .
Capacitor, Tantalum, Solid (CSR) . . . . . . . . . ..
Capacitor, Glass (CY). . . . . . . . . . . .« . ...

Redundancy Techniques. . . . . . . . . . . . . . . . .

Decreasing Gain in Reliability as Number of Active

Elements InCreases . . . . . ¢ +v ¢« v v ¢ v « v o e o .

Reliability Gain for Repair of Simply Parallel

Redundant Element at Failure . . . . . . . . . . . . .
Simple Parallel Redundancy . . . . . . . . . . . . . .
Bimodal Redundancy . . . . . . . . . . « « v v« . ..
Duplex Redundancy. . . . . . . « . « « « v v v v o ..
Majority Voting Redundancy . . . . . . . . . . . . ..
Standby Redundancy . . . . . . . . . . . . . . . . ..
Precision Regulated Voltage Supply . . . . . . . . . .

Redundant Regulated Voltage Supply . . . . . . . . . .

Reliability Comparison of Simple Redundant and

Nonredundant Voltage Supplies. . . . . . . . . . . . .
Basic Transistor Circuit . . . . . . . . . . . . . ..

Quad Redundant Transistor Circuit. . . . . . . . . . .

Comparison of Reliability for Quad Redundant and

Non-Redundant Transistor Circuit . . . . . . . . . . .
+ 8 Counter Circuit. . . . . . « ¢« v v v v v v v o .

Two Out of Three Majority Vote Redundant : 8 Counter .

X1

Page
161

162
163
164
165
166
186

191




Figure
4-47

4-48
4-49
4-50

4-51
4-52
4-53
4-54

4-55

4-56
4-57
4-58
4-59
4-60
4-61
4-62
4-63
4-64
4-65
4-66
4-67
4-68

LIST OF FIGURES (Cont'd)

Reliability Comparison for Redundancy and Non-
Redundant : 8 Counter Configuration . . . . . . . . . .

Non-Redundant RF Amplifier Channel. . . . . . . . . . .
Standby Redundant Two Channel RF Receiver . . . . . . .

Reliability Comparison of Redundant and Non-Redundant
RF Receiver Channels. . . . . . . . . . . ¢« v v o ..

Boolean Reduction of Logic Elements . . . . . . . . . .
Alternative Filter Designs. . . . . . . . . . . . . ..
Degradation Characteristics Due to Aging. . . . . . . .
Resistance Change of 1/8 Watt, Fixed Metal Film
Resistors During 2000 Hours of Operation (Percentage

Change in Resistance) . . . . . . . . . . . . ... ..

Square Pulse Triggering Voltage for Typical Low Level
Integrated Circuit. . . . . . . . . . . . . ... ...

Latch Up Response . . . . . . . ¢ . ¢« v v v v v o o« o &
2N2222 Overstress Failure Data. . . . . . . . . . . ..
Overstress Failure Data for Eight Transistors . . . . .
Transistor Protection . . . . . . . . . . . ... ...
SCR Pratection. - . . 4 v o 2 3 & o = w . 5 % % s 5o s
CMOS Protection . . . . . . . . . .. .00 0. .
CMOS Handling Precautions . . . . . . . . . . « . . . .
TIL ProteckTon. . . & o = 5 « 2 ¢ 2/ s % =« 5 = v s = u =
Diode Protection. . . . . . . . . . .. ... ...
Pulse Waveform. . . . . . . . . . . . . o oo ...
Wire-Wound Resistors. . . . . . . . . . . . . .. ...
Metal Film Resistors. . . . . . . . . . . . . . .. ..

Carbon-Composition Resistors. . . . . . . . . . . . ..

xii




Figure
4-69
4-70

4-71
4-72
4-73
4-74
4-75
4-76

4-77
4-78
4-79
4-80
4-81
4-82
4-83
4-84
4-85
4-86
4-87
4-88

4-89
4-90

LIST OF FIGURES (Cont'd)

Page
Pulse Width vs. Maximum Pulse Voltage . . . . . . . . . 241
Plot of Reverse Energy for Failure for the 35 WVDC
Solid Tantalum Devices. . . . . . . . . . . . . . ... 244
Capacitor Pulse Response. . . . . . . . . . « « « « . . 246
Fault Tree Diagram for Quality Defects. . . . . . . . . 255
Modularization Design . . . . . . . . . . . . . . .« .. 258
Design for Functional Modularization. . . . . . . . . . 260
The DoD Resource Allocation Process . . . . . . . . .. 276
Trade Relations Between Program Objectives
(Balanced Design) . . . . . « & v v ¢ v i v e e e 279
R&M and Cost Methods. . . . . . . . . . . . . ... .. 280
Cost Versus Reliability . . . . . . . . . . .. . ... 289
Cost Versus Maintainability . . . . . . . . . . . . .. 290
Optimum Cost Allocation Approach. . . . . . . . . . . . 293
Design to Cost Program Phases . . . . . . . . . . . .. 295
Design to Target Cost Model . . . . . . . . . . . . .. 296
Work Breakdown Structure. . . . . . . . . . . ... .. 300
LRU-Unit Production Cost. . . . . . . . . . . . . . .. 304
MIS Record Format . . . . . . . . . . . .. o oo 0. 306
MIS Information Flow. . . . . . . . . . . . . . o . .. 308
Part Standardization-Cost Savings . . . . . . . . . . . 315
Drawing Standardization Comparison Composite of
A1l Drawings. . . . . . « v ¢ ¢ v v v v v e e e e e 317
Production Impact of a Burn-In Program. . . . . . . . . 320
Predicted MTBF vs. Cost . . . . . . . . . . . . . . .. 324

xiii







Table

2-2
2-3
2-4

3-2
3-3

4-2
4-3
4-4

4-6
4-7

4-9
4-10
4-11
4-12
4-13
4-14

4-15
4-16
4-17

LIST OF TABLES

Environmental Symbol Identification and Description . . .
Parts with Multi-Level Quality Specifications . . . . . .
" " Quality Factors. . . . . . . . . . . o o oo ...
Representative Part Failure Rate Calculations . . . . . .
Avionics Matrix . . . . . . . . ..o L0000 .
AWG-9 Radar System. . . . . . . . . . . . . .00 e .
Environmental Conditions. . . . . . . . . . . . . . . ..
Ground Rules for Part Selection and Control . . . . . . .
Microcircuit Selection Guidelines . . . . . . . . . . . .
Application Notes for IC's. . . . . . . . . . . .. . ..
Semiconductor Selection Guidelines. . . . . . . . . . ..
Application and Selection Guidelines for Semiconductors .
Resistor Selection Guidelines . . . . . . . . . . . . ..
Application and Selection Guidelines for Resistors. . . .
Capacitor Selection Guidelines., . . . . . . . . . . . ..
Application and Selection Guidelines for Capacitors . . .
Electron Tube Selection Criteria. . . . . . . . . . . ..
Selection Criteria for Transformers and Inductors . . . .
Relay Selection Criteria. . . . . . . . . . . . . . . ..

Applicable MIL Specifications for Relays. . . . . . . . .

Generic Failure Rates (x 10'6) for Relays and

Inductive Devices (Derived from MIL-HDBK-217B). . . . . .

Selection Criteria for Switches . . . . . . . . . . . . .

Failure Rates for Generic Switch Types (x 10~

Connector Selection Criteria. . . . . . . . . . . . . ..

XV

Page




Table

4-18
4-19
4-20
4-21

4-22
4-23
4-24
4-25
4-26
4-27
4-28
4-29
4-30
4-31
4-32
4-33

4-34
4-35
4-36
4-37
4-38
4-39
4-40
4-41

LIST OF TABLES (Cont'd)

Selection Criteria for Waveguides and Related Equipment. .
Application and Use of Waveguides and Related Equipment. .
Selection Criteria for Cables. . . . . . . . . . . .. ..

Failure Mode Distribution for Transistors and
Integrated Circuits. . . . . . . . . . ¢ v v v o ..

Microcircuit Defects/Screens . . . . . . . . . . . . . ..
Comparison of Screening Methods. . . . . . . . . .

Screening Sequence - Method 5004 - MIL-STD-883 . . . . . .
Fallout from MIL-STD-883 Tests . . . . . . . . . . . . ..
Screening Test Costs for Class B Devices . . . . . . . . .
Discrete Semiconductor Base Failure Rate Parameters. . . .
Base Failure Rates for Group I Transistors (Silicon, NPN).
Microelectronic Device Derating Chart. . . . . . . . . . .
Derating for Coils, Chokes and Transformers. . . . . . . .
Relay Derating Chart . . . . . . . . . . o . o« o v o ..
Connector Derating Chart . . . . . . . . . . . . .. ...

Environmental Stresses, Effects and Reliability
Improvement Techniques in Electronic Equipment . . . . . .

Reliability Improvement Potential at Reduced Temperatures.
Design Guidelines to Reduce Component Overheating. . . . .
Packaging Trade-Offs . . . . . . . . . . . . o . o ..
Redundancy Techniques. . . . . . . . . . . « ¢« ¢ « « o
Typical Circuit Analysis Techniques. . . . . . . . . . ..
Damage Energies. . . . . . « ¢ i i i i i e e e e e e e e
Ceramic Capacitors . . . . . ¢ ¢ v ¢ v v v v v o v o o .

Solid Tantalum Capacitors. . . . . . . « . « v ¢« « « « . .

xvi

Page
121

122
123

127
128
131
133
134
134
137
138
144
167
168
169

172
179
181
184
187
224
242
243
243




Table
4-42
4-43
4-44
4-45
4-46
4-47
4-48
4-49
4-50
4-51
4-52
4-53
4-54
4-55
4-56
4-57
4-58

LIST OF TABLES (Cont'd)

Page
Failure Levels of Common Capacitors . . . . . . . . . .. 248
Production Process and Associated Defects . . . . . . . . 253
Ease of Maintenance Guidelines. . . . . . . . . . . . .. 259
Design Guidelines for Test Points . . . . . . . . . . .. 265
Cause and Effect of Secondary Effects . . . . . . . . .. 270
Types of Design-to-Cost Programs. . . . . . . . . . . .. 277
Hypothetical Design to Cost Program . . . . . . . . . . . 286
Preliminary Design UPC Worksheet--Phase 1 . . . . . . . . 297
Preliminary Design UPC Worksheet (Completed)--Phase 1 . . 299
Unit Product Cost Matrix. . . . . . . . . . . .. . ... 301
Function - Subassembly Matrix . . . . . . . . . . . . . . 303
Selecting the Optimum Transistor. . . . . . . . . . . .. 313
Comparison for Design to Add a Diode. . . . . . . . . . . 314
MTTF of Alternative Tube Designs. . . . . . . . . . . .. 316
APQ-113 Production Test Failure Experience. . . . . . . . 319
Cost/Reliability Working Data . . . . . . . . . . . . .. 322

Costs and MTBF for A1l Combinations of Reliability Screens 323

Xvii







1.1
1.2

1.3

SECTION 1
INTRODUCTION

Purpose and Scope of the Handbook
Introduction to Reliability Engineering

1.2.1 Reliability and Life Characteristics
1.2.2 Reliability Degradation
1.2.3 Reliability Growth

Organization of the Handbook







SECTION 1
INTRODUCTION

1.1 Purpose and Scope of the Handbook

This handbook has been prepared to serve as a tool for designers
of military equipment and systems. The purpose of the handbook is to
provide information and direction to the designer which will help him
engineer reliability into an equipment during its basic design stage.
To this end, it provides design data and guidelines for those safety,
mission, maintenance and cost factors which together form the working
elements of reliability engineering, system engineering and cost
effectiveness.

This handbook is primarily intended for use in the design of new
equipment(s) or systems which are largely composed of electronic parts
and components. However, it can also be used for the design of systems
which encompass both nonelectronic and electronic parts, as well as for
the modification of existing systems.

This handbook embodies a preventive approach to reliability. From
the standpoint of design, it extends basic concepts and reliability
improvement parameters which are described in MIL-HDBK-217B, "Reliability
Prediction of Electronic Equipment". In addition to complementing this
document, the attendant handbook describes the overall approach to
reliable design, including theoretical, practical and cost considerations.
It describes methods for considering such areas as component selection,
derating, thermal and environmental design evaluation, redundancy, part
improvement and part screening techniques.

The following pages (Section 1.2 and its subsections) provide an
introductory overview of reliability engineering techniques, establish
the theme for the remainder of the handbook and, in general, identify
broad measures which can be taken to implement reliability during
design.




1.2 Introduction to Reliability Engineering

An effective reliability engineering program begins with the recog-
nition that the achievement of a high level of actual use reliability is
a function of design as well as all life cycle activities. Design
establishes the inherent reliability potential of a system, and the
transition from the paper design to hardware results in an actual system
reliability below this inherent level. Accordingly, its assessment must
be approached first via its design characteristics (which establish an
upper limit of reliability), and then in conjunction with a series of
modifying factors that account for production, operation and maintenance
degradation.

Therefore, deliberate and positive measures must be taken during
design and development which enhance -inherent reliability by forcing the
design to be iterated, and minimize degradation by eliminating potential
failures and manufacturing flaws prior to production and operational use.
Such measures demand that all reliability activities be effectively
managed during the entirety of system development. Reliability efforts
start with design--selecting the best parts, applying part derating con-
cepts, incorporating screening techniques and/or designing redundancy
into the system. It includes both purchasing practices and specifica-
tions which insure the procurement of reliable components. It ranges
from adequate test methods and assembly processes to effective formal
systems for accurately reporting, analyzing and correcting failures
which occur during use. Many times, only a little additional effort is
needed to assure acceptable field reliability. In contrast, the con-
sequences of unreliability in the field are severe--high cost and
excessive maintenance downtime.

1.2.1 Reliability and Life Characteristics

Reliability has been described as "quality in the time dimension".
It is classically defined as the probability that an item will perform
satisfactorily for a specified period of time under a stated set of use
conditions. From a functional point of view, in order for an item to
be reliable, it must do more than meet an initial factory performance or
quality specification--it must also operate satisfactorily for an accept-
able period of time in the field application for which it is intended.
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The classical definition of reliability, stated above, stresses
four elements, namely: probability, performance requirements, time and
use conditions. Probability is that quantitative term which expresses
the Tikelihood of an event's occurrence (or nonoccurrence) as a value
between 0 and 1. Performance requirements are those criteria which
clearly describe or define what is considered to be satisfactory opera-
tion. Time is the measure of that period during which one can expect
satisfactory performance. Use conditions are the environmental condi-
tions under which one expects an item to function.

Determining reliability, therefore, involves the understanding of
several concepts which relate to these four definitional elements.
Among such concepts is that of a failure rate which can vary as a func-
tion of age. A failure rate is a measurement of the number of malfunc-
tions occurring per unit of time. In order to show the variation in
failure rate, separate consideration is given to three (3) discrete
periods when viewing the failure characteristics of a product or item
over its life span (and then considering a large sample of its popula-
tion). These periods are shown in Figure 1-1 and are described below.
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Figl-l LIFE CHARACTERISTIC CURVE (Ref.1)

I Infant Mortality Period

Initially, the item population exhibits a high failure rate. This
failure rate decreases rapidly during this first period (often called
the "infant mortality", “burn-in" or debugging period), and stabilizes
at an approximate value (at time Tp) when the weak units have died out.
It may be caused by a number of things: gross built-in flaws due to
faulty workmanship (manufacturing deviations from the design intent),




transportation damage or installation errors. This initial failure rate
is unusually pronounced in new equipment. Many manufacturers provide a
"burn-in" period for their product, prior to delivery, which helps to
eliminate a high portion of the initial failures and assists in estab-
1ishing a high level of operational reliability. Examples of early
failures are:

Poor welds or seals

Poor solder joints

Poor connections

Dirt or contamination on surfaces or in materials

Chemical impurities in metal or insulation

Voids, cracks, thin spots in insulation or
protective coatings

® Incorrect positioning of parts

Many of these early failures can be prevented by improving the control
over the manufacturing process. Sometimes, improvements in design or
materials are required to increase the tolerance for these manufacturing
deviations, but fundamentally these failures reflect the "manufactur-
ability" of the component or product and the control of the manufacturing
process. Consequently, these early failures would show up during:

e In-process and final tests
® Process audits

o Life tests

e Environmental tests

II Useful Life Period

The item population, after having been burned-in, reaches its lowest
failure rate level, which is normally characterized by a relatively
constant failure rate, accompanied by negligible or very gradual changes
due to wear. This second period (between T, and T, as seen in Figure 1-1)
is called the useful life period, and is chgracterqzed mainly by the
occurrence of stress related failures. The exponential failure distribu-
tion is widely used as a mathematical model to approximate this time
period. This period varies among hardware types, is the interval usually
given most weight in design reliability action, and is the most signifi-
cant period for reliability prediction and assessment activities.

Figure 1-2 shows the interaction of stress and strength relative to
the time periods identified in Figure 1-1. Figure 1-2(A) illustrates the
distribution of a typical stress/strength density curve for an item
having Tow reliability and/or inadequate design margin. The shaded area
indicates that stress exceeds strength a certain percentage of the time,
with resultant failure. Note that for items having an inadequate design
margin, instantaneous stress frequently exceeds the average strength.
This is shown in Figure 1-2(C).
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In contrast, Figure 1-2(B) shows the separation of the stress/strength
distribution indicative of a high design safety factor (adequate design
margin) and high reliability. Occasionally, random increases in the
level of a stress or a combination of stresses causes a device to fail.
This is also shown in Figure 1-2(C). For electronic devices and compo-
nents, experience has shown that excessive temperature and voltage levels,
either steady state, transient or changing at rapid rates, are the two
most destructive stresses. Humidity, vibration, shock and altitude also
contribute to the failure of design strength devices.

IIT Wearout Period

The third and final life period occurs when the item population
reaches the point where the failure rate starts to increase noticeably
(Tw). This point is identified as the end of useful life or the start of
wearout. Beyond this point on the time axis, the failure rate increases
rapidly. When the hardware failure rate due to wearout becomes unaccept-
ably high, replacement or repair of the item should be made. Replacement
schedules (of critical short-life components) are based on the recogni-
tion of this failure rate.

Wearout failures, as shown in Figure 1-1 and 1-2, are due’primarily
to deterioration of the design strength of the device as a consequence
of operation and exposure to environmental fluctuations. Deterioration
results from-a number of familiar chemical and physical phenomena:

Corrosion or oxidation

Insulation breakdown or leakage

Ionic migration of metals in vacuum or on surfaces
Frictional wear or fatigue

Shrinkage and cracking in plastics.

Optimizing reliability involves the consideration of each and all
of these three 1ife periods. Early failures must be eliminated by
systematic procedures of controlled screening and burn-in tests. Stress
related failures must be minimized by providing adequate design margin.
Wearout must be eliminated by timely preventive replacement or short-life
component parts. Thus, all major factors which influence (and degrade)
a system's operational reliability must be addressed during design (using
appropriate techniques described later) to optimize and control system
reliability.

In order to introduce several additional concepts, consider for the
moment that portion of Figure 1-1 denoted as the useful life period.
During this time period, reliability is described by means of the single
parameter exponential distribution:




where:

R(t) is the probability that‘the item will operate without
failure for the time period, t (usually expressed in
hours), under stated operating conditions;

e is the base of the natural logarithms, equal to 2.7182...;

A is the item failure rate (usually expressed in failures
per hour), and is a constant for any given set of stress,
temperature and quality level conditions. It is deter-
mined for parts and components from large scale data
collection and/or test programs.

When appropriate values of A and t are inserted into the above
expression, the probability of success (i.e., reliability) is obtained
for that time period.

The reciprocal of the failure rate is defined as the mean time
between failures (MTBF)

MTBF = 1/x

The MTBF is primarily a figure of merit by which one hardware item can
be compared to another. It is a measure of the failure rate (1) during
the useful life period. The document used to establish failure rates
(») for the constituent electronic parts (resistors, semiconductors,
etc.) used in systems and equipment is MIL-HDBK-217BZ. A more defini-
tive discussion of MIL-HDBK-217B is given in Section 2.1.3.

Reliability estimates prepared in accordance with MIL-HDBK-217B
techniques reflect the inherent (or potential) reliability of a system
as defined by its engineering documentation, its stress and safety
factors and gross environmental application, manufacturing and quality
factors. These estimates are indicative of the upper limit or reli-
ability potential as depicted by the useful 1ife period in Figure 1-1.
However, these estimates do not reflect the expected system performance
after initial manufacturing and many times do not reflect expected per-
formance when operated and maintained in its actual field environment.




The sections which follow discuss how degradation in reliability can
occur during the periods which encompass production and operation of the
equipment or system, and how reliability can grow from a degraded level
back up to that which approaches the inherent or potential value of the
system.,

1.2.2 Reliability Degradation

The results of numerous data collection efforts have shown that the
reliability of fielded equipment and systems is degraded from three to
ten times the potential predicted during design3. The transition from a
paper design to production to field operations introduces degradation
factors which constrain the expected reliability. This section provides
a brief discussion of these factors which can be broadly divided into
manufacturing and production factors, system operation and maintenance
activities.

In order to assess the magnitude of the reliability degradation due
to manufacturing, the impact of manufacturing processes (i.e., the process
induced defects, the efficiency of conventional manufacturing and quality
control inspection, and the effectiveness of reliability screening tech-
niques) must be evaluated. In addition to the latent defects attributable
to purchased parts and materials, assembly errors can account for sub-
stantial degradation. Assembly errors can be brought about by operator
learning, motivational or fatigue factors. Manufacturing and quality
control inspections and tests are provided to minimize degradation from
these sources and to weed out the more obvious defects. No inspection
process can remove all defects which inhabit an item presented for inspec-
tion. A certain number of defective items will escape the process, be
accepted and be placed in field operation. More importantly, these gross
defects are overshadowed by unknown numbers of latent defects, the results
of weakened parts, which can fail under the proper conditions of stress--
usually during field operation. Factory screening tests are designed to
apply a stress of given magnitude over a specified duration to remove
these kinds of defects. As is the case with conventional inspection
processes, screening tests are not 100% effective.
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From the preceding discussion, it is evident that the assessment of
reliability degradation due to production involves estimating the number
of defects induced during fabrication and assembly processes minus the
number removed by conventional quality control tests and inspections.
Section 4.2.1 of this handbook provides further details concerning
reliability degradation resulting from production processes.

Degradation in reliability also occurs as a result of system opera-
tion. Wearout, with aging as the dominant failure mechanism, can shorten
or reduce the useful 1ife. Situations also occur in which a military
system may be called upon to operate beyond its design capabilities
because of an unusual mission requirement or to avoid a ground threat.
These situations could cause i11 effects to its constituent parts. Oper-
ational abuses due to rough handling, extended duty cycles or neglected
maintenance can contribute materially to reliability degradation, which
eventually results in failure. The degradation can be a result of the
interaction of man, machine and environment. The translation of the
factors which influence operational reliability degradation into correc-
tive procedures requires a complete analysis of functions performed by
man and machine, plus fatigue and/or stress conditions which could
degrade operator performance.

Degradation in inherent reliability can also occur as a result of

3 have shown that excessive handling

maintenance activities. Studies
brought about by frequent preventive maintenance or poorly executed
corrective maintenance (e.g., installation errors) have degraded system
reliability. Several trends in system design have reduced the need to
perform adjustments or make continual measurements to verify peak per-
formance. Extensive replacement of analog with digital circuitry,
inclusion of more built-in test equipment and use of fault tolerant
circuitry are indicative of these trends. These factors, along with
greater awareness of the cost of maintenance, have brought changes for
ease of maintenance whose by-product has been increased system reliabil-
ity. In spite of these trends, the maintenance technician remains a
primary cause of reliability degradation. The effects of poorly trained,
poorly supported or poorly motivated maintenance technicians on reli-

ability degradation require careful assessment and quantification.
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1.2.3 Reliability Growth

Reliability growth represents the resultant action taken to hasten
a hardware item toward its reliability potential either during develop-
ment or during subsequent manufacturing or operation. During early
development, the achieved reliability of a newly fabricated item, or an
off-the-board prototype, is much lower than its predicted reliability.
This is due to initial design and engineering deficiencies as well as
manufacturing flaws. The reliability growth process, when formalized and
applied as an engineering discipline, allows management to exercise
control, allocate resources and maintain visibility into activities
designed to achieve a mature system prior to full production or field
use.

The basic concepts associated with a reliability growth process and
its application to newly fabricated hardware involve consideration of
hardware test, failure, correction and retest activities. Specifically,
reliability growth is usually an iterative test-fail-correct process.
There are three essential elements involved in achieving reliability
growth, namely:

(1) Detection and analysis of hardware failures,
(2) Feedback and redesign of problem areas,
(3) Implementation of corrective action and retest.

The rate at which hardware reliability grows is dependent on how rapidly
these three elements can be accomplished and, more importantly, how

well the corrective action solves the problem identified. During early
development and test activities, the achieved reliability (or MTBF) is
well below that predicted on the basis of design analyses and analytical
predictions. As development and test efforts progress and problem areas
become resolved, measured reliability values approach the inherent
(design based) value. Figure 1-3 depicts this process.
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Fig I-3 RELIABILITY GROWTH PROCESS DURING DESIGN
AND DEVELOPMENT

Figure 1-3 also shows that a decrease in reliability occurs at the
onset of production. This is primarily due to workmanship errors
resulting from unfamiliar operations, process discrepancies and quality
oversights which drive reliability below expected levels. As production
continues and skill increases, measured reliability again approaches
the inherent value. Later sections of this handbook will describe tech-
niques by which reliability growth can be modeled and applied to the
development of Air Force Systems.

1.3 Organization of the Handbook

The handbook is comprised of three (3) major sections containing
introductory material, background information and guidelines for reli-
able design. Definitions and an annotated bibliography are also
included. The following summarizes its contents:

Reliability Theory and Application (Section 2)

Provides the designer with an overview of the more significant
reliability concepts, formulae and evaluation techniques used
by reliability engineers in assuring that reliability is
designed into the system.
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Airborne Systems (Section 3)

Identifies the typical avionics systems and describes specific
equipment classes, their complexity and their approximate reli-
ability levels. The intent is to show, in general, the rela-
tionship between performance, complexity and reliability.

Reliability Design Data (Section 4)

Comprises the main body of this handbook and provides guidelines
for reliable design covering component selection, derating,
design simplification, environmental resistance, redundancy,

and tolerance evaluation. In addition, basic design approaches
to help minimize reliability degradation due to production and
maintenance are also covered. Design-to-cost guidelines are
provided in this section.
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SECTION 2
RELTABILITY THEORY AND APPLICATION

2.1 Basic Reliability Theory

The previous section of this handbook introduced fundamental reli-
ability engineering concepts. This section expands upon those concepts
to provide a more detailed understanding of how design activities can
influence hardware reliability. The subsections which follow treat basic
reliability theory, management for reliability and reliability evalua-
tion tools used during system development.

2.1.1 Exponential Failure Model

The 1ife characteristic curve shown in Section 1 (Figure 1-1) can
be further defined by three failure components which predominate during
the three periods of an item's life. Figure 2-1 illustrates these com-
ponents in terms of an equipment hazard rate, z(t). The hazard rate can
be simply stated as the conditional probability of failure and will be
defined later. The failure components shown in Figure 2-1 include:

(1) Early Failure--due to design and quality-related manufacturing
flaws and which have a decreasing hazard rate.

(2) Stress Related Failure--due to application stresses and which
have a constant hazard rate.

(3) Wearout Failures--due to aging and/or deterioration and which
have an increasing hazard rate.

Examination of Figure 2-1 indicates that:

(1) The infant mortality period is characterized by a high but
rapidly decreasing hazard rate that is comprised of:

(a) a high quality failure component
(b) a constant stress related failure component
(c) a low wearout failure component.

(2) The useful life period is characterized by a constant hazard
rate that is comprised of:
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(a) a low (and decreasing) quality failure component
(b) a constant stress related failure component
(c) a low (but increasing) wearout failure component.

Note: The combination of all three components results in a constant
hazard rate because the decreasing quality failures and increasing
wearout failures tend to offset each other, and because the stress
related failures exhibit a relatively large amplitude.

(3) The wearout period is characterized by an increasing
hazard rate that is comprised of:

(a) a negligible quality failure component

(b) a constant stress related failure component

(c) an initially low but rapidly increasing wearout
failure component.

The general approach to reliability for electronic systems is to
minimize early failures by emphasizing factory test and inspection and
preventing wearout failures by replacing short life parts. Consequently,
the useful life period characterized by stress related failures is the
most important period, and the one to which design action is primarily
addressed.

Figure 2-1 illustrates that during the useful life period the hazard
rate is constant. A constant hazard (or failure) rate is described by
the exponential failure distribution. Thus, the exponential failure
model reflects the fact that the item must represent a mature design
whose failure rate, in general, is primarily comprised of stress related
failures. This means that early failures have been minimized, and wear-
out is not noticeable or is beyond the period of concern. The magnitude
of this failure rate is directly related to the stress/strength ratio of
the item.

The exponential model can be derived from the basic notions of
probabi]ity]. When a fixed number, No’ of components are repeatedly
tested, there will be, after a time t, NS components which survive the
test and Nf components which fail. The reliability or probability of
survival is at any time t during the test:
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where

f(t), = the failure density function, i.e., the probability
that a failure will occur in the next time increment dt.

The hazard rate z(t) is defined as the ratio of the fractional
failure rate to the fractional surviving quantity, that is, number of
the original population still operating at time t, or simply the condi-
tional probability of failure?.

£(t) | f(t
2(t) = RV ° ToF ()

f(t)

t
1- ff(t)dt
0

for the exponential distribution

f(t) = x et

z(t) = A

In general, it can be assumed that the hazard rate of electronic
elements and systems remains constant over practical intervals of time,
and that Z(t)i = A5
number of random failures per unit of operating time of the ith element,
i.e., the failure rate. Thus, when a constant failure rate can be
assumed:

Hence, Aj» @ constant, represents the expected
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Solving this differential equation for R(t)i gives the exponential
distribution function commonly used in reliability prediction:

-Ait
R(t)i = e

Also, the mean time to failure can be determined by:

oo

MTBF = fR(t)dt,

(0}

so that, when a constant failure rate Ai can be assumed:

-t
MTBF1.=fe 1dt=%
J i

The above expressions for R(t)i and MTBFi are the basic mathematical
relationships used in reliability prediction. It must be emphasized,
however, that these expressions were derived based on the fundamental
assumption that the failure rate of the item under consideration is a
constant.

The emphasis on the exponential distribution in reliability work
makes it worthwhile to discuss the use of this function as a failure-
probability model. The mechanism underlying the exponential reliability
function is that the hazard rate (or the conditional probability of fail-
ure in an interval given survival at the beginning of the interval) is
independent of the accumulated 1ife.

The use of this type of "failure law" for complex systems is judged
applicable because of the many forces that can act upon the item and
produce failure. As stated previously, the stress/strength relationship
and varying environmental conditions result in effectively random
failures.
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Another factor for assuming the exponential distribution in long-
1life complex systems is the so-called "approach to a stable state,"
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