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THEME

The recent past has seen a great proliferation of avionics equipment and subsystems
to meet new and expanded mission requirements resulting in very large systems.

Not only are the actual numbers increasing, but also they are now appearing in all
parts of the frequency spectrum, many of them simultaneously.

The application of these systems in aircraft and the resulting mobility of the ground
forces results in a very dynamic ever-changing highly interactive environment.

Within the equipment and the subsystems themselves we have witnessed a dramatic
change in the technology used. The use of spread spectrum, new synthesizer techniques,
large scale integrated circuits, multiplexing of antennas, new power generation and switching
techniques are but a few. New levels of interference are being encountered as a result of a
greater number and closer spacing of channels and the utilization of new energy levels,
and at the same time a desire to go further into the noise to receive desired signals.

Therefore, it would seem appropriate to re-examine this area and provide a reassess-

ment of how we can provide new systems to meet an operational requirement on a cost-
effective basis.
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l : DEFINITIONS AND FUNDAMENTALS OF ELECTROMAGNET IC
3 NOISE, INTERFERENCE, AND COMPATIBILITY / /

G, H. Hagn
Stanford Research Institute
; 1811 North Kent Street
Arlington, Virginia 232209
' USA

SUMMARY

The terma electromagnetic noise, interference, and compatibility are d2fined, and som¢ o! the dif-
ferent definitions for these term¢ in current usage are discussed with cmphasis on international defi-
nitions. For this paper, unoise is defined as all electromagnetic energy except that assuciated with the
desired signal for a specific system of interest. Categories of nolse arv specified according to scurce:
undesiryd signals from intentional radiators, noise from intentional radiators other than the desired
signal from that radiator, and the noise that is generated by unintentional radiators, Interference is
considered to be an undesirable effect of electromagnetic noise upon a system uor subsystem (i.e., the
degradation produced) rather than as a cause or source of noise, Electromagunet!c coupatibility is the
condition that prevails vhen telecommunications equipment is collectively performing its individually
assigned functions in & common electromagnetic environment without causing or suf{fering unacceptable
] interference, Selected aspects of the fundamentals of noise, interference, and compatibility are dis-
cussed, and suggested definitions for these turms are offeved for the purpose of this meeting.

. 1. INTRODUCT IOR

The radio irequency spectrum is a reusable quantity having the dimensions of frequency, time, and
space; and our telecommunications® systems are users of this "invisible resource,” as LEVIN (1971) has
called it. The multidimensional spectrum is occupied primarily by electromagnetic noise from natural
and man~uade sources; desired signals for any given system account for only a small part of tt (Fig, 1).
To get our telecommunications systems to operate effectivelv together vhile sharing this resource we must
employ the tools of modern spectrum engineering und management: analyses, measurements, data bases, and
coordination processes (JTAC, 1988). In peacetim> we must accomplizh this within the framework of the
! international regulatory process (ITU, 1968, 1971 1973), and during wartime we must accomplish this
1 through coordination among allies.

The topic of this meeting is electromagnetic noise (EMN), interference (EMI), and compatibility
(EMC); and the subject of this paper is derinitions and fundamentals. For a given syatem, electromagnetic
1 noise is all the electrowagnetic energy in the environment of that system exclusive of that forming the
desired signal., BEMN exists as a fact of life (Fig. 1). Electromagnetic interference is considered here
oaly as an undesirable effect, namely the effect of degradation uf the operational performance of a tele-
communications system ar systems by EMN. The important topic of electronic warfare (EW) is not within
the scope of tnis paper. Electromagnetic compatibility is many things to many people. It can be viewed
as a goal that is achieved when systems or subsystems are able to function adequately in their opera-
tional enviromment without experiencing or cauising unacceptable interference, ENC also can be considered
to be the condition of having reached the goal., This latter interpretation is most consistent with
common (nontechnical) usage of the term compatibility. A useful distinction exists between design EMC
and operational EMC. In many cases it 1s butter to obtain the "solution” during the design of a system
without waiting for the '"problum” to occur during actual operations. The relationship between EMN, ENI, EMC,
and spectrum engineering is illustrated in Fig. 2. Definitions of thege terms that are in coumon usage
are discusred in Sec, 2, and definitions suggested for use during this meeting are presented in Sec. 4.2.

It is difficult to say much that is new regarding the most basic fundamentals of electromagnetic
noise, interference, and compatibility. Textbooks already exist (e.g., COOK, A. H., 1871; FICCHI, R. F.,
1971; TAYLOR, R, E., 1871; WMITE, D.R.J., 1971le, 1971d, 1973; DUFF, W. G. and WHITE, D.R.J., 1973;
EVERETT, W. W. Jr,, 1972), and tuey are being improved. It is useful to categorize the noise sources
that contribute to the composite electromagnetic noise environment according to .heir origin (natural
or man-msde) and, for the man-made zources, according to whether the source of the radiation (or induc-
tion or conduction) is an intentional radiator or not (Fig. 3). Additional subcategories are wentioned
in Sec. 3.1 The papers in the remainder of this session will presumably address most of these sub~-
categories, discusc their technical characteristics and comment on their coantribution to the composite

*

Telecommunications, as used here, is broadly defined to mean any transmission, emission or receptioa
of signs, signals, writing, images, and sounds or information of any nature by wire, radio, visual or
other electroaagnetic syastems,
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electromagnetic noise environment. The units in which the noise (from all the sources) is measured are
fundamental; the present situation is confused becsuse of lack of standardization (see Appendix). Bome
of tha fundamentals of the equally important topics of the effects of noigte on specific systems of in-
torest (1.9., description of the interference it ceuses to these systems) and mitigation of the negative
aspects of the effects by spectrus engineering to produce EMC are discussed briefly.

2, DEFINIT IONS

2.1, Scope of Definition Ciscussion

Technical Advisory Committee (JTAC) [ol the Institute of Electrical and Zlectronics Engineers (IEER) and
the U.S8. Electronics Industriss Association (EIA)] report on the topica of noise, interference, compati-
bility, and related matters (JTAC, 1968): 'Spectrum Engineering—The Key to Progress,” Agreement on

. basic definitions is a requisite for progress in all disciplines including spectrus engineering.

L
b
'E The tera spectrum eng.neering was coined long ago and was used as part of the title for the Joint

Standardization of the definitions of general engineering terms, as well as the special torms used
in spectrum engineering and manageaxent is necessary not only from the standpoint of technical needs but
alzo from the standpoint of regulatory (legal), economic and even social and political needs. Occasion-
ally conflicts arise smmong these needs that impact directly on the definitions, Within the North At-
lantic Treaty Organization (NATO) community, standard definitions for the principal electromagnetic
syabols have been most recently summarised by HALLKY (1974). These aymbols represent some of the basic
building blocks for sound spectrum engineering; standardization of the units for these symbols is im-
portant. Even acronyms and abbreviations are among the useful tools (e.g., WHITE, D.R.J., 197lc), and un-
necessary confusion results when the sames ccronym is used for differeant things.

e et S

& Certain terms are required specifically for working in the area of spectrum engineering and manage-
ment. At the international regulatory level, the International Telecomminication Union (ITU) is the
F recognized authority. The ITU obtains its priuaary technical ‘uput from the International Radio Consul-

tative Committee (CCIR) whick itself draws on support from other groips, Some of these spe~fal terms
have been defined and agreed upon within nonregulstory international groups, such as the Internatioaal
Electrotechnical Commiassion (IEC) which is affiljated wiy.) the International C-genization for Standardi-
] sation, Other terma enjoy national definitions (e.g., the American National Standarda Institute, ANSI,
and equivalent orgsnizations in other countries), and still other terms are defined to facilitate the work
of specific groups some of which, such as the IEEE, have international memberships. The IEEE defers to
the IEC whenever possible (IEEE, 1972). NATO has generated sume definitions (e.g., NATO, 1972). The Ad-
visory Group for Aerospace Research and Development (AGARD) functionally supplements NATO in a manner
somavhat analogous to that in which the CCIK supplements the ITU. LEIVE (1970) and BURTON (1972, 19/3)
discuss soms of the organizational and functional relaticnships of some of these international bodies;

i but the exact details of these relationships, as they pertain to the definitions of technical terms, are
difficult to construct in a simplified format. It may be observed that there is some considerable vari-
ation among definitions of even the most basic terms within the staniard references of theae groups, 1In
addition to the terms in these "standard" references, there are certain terms of controversy that have
not yet achieved even the level of agreement and consistency as those in the references (e.g., some of
the terms used by national groups or subgroups). Still other terms remain as yet undefined and in need
of definition. The terms that form the title of this meeting, electromagnetic noise, interference, and
compatibility, will each be addressed in greater detail and s few other terms will be mentioned to vepre-
sent examples of the terms of controversy anu tarms still requiring some definition., Some comments are
also made on the standard definitions for general engineering practice¢ and the modifications or additions
to them that are necesssry when they ars applied to spectrum engineering.

2.2 Internstional Regulatory Definitions of Noise, Interference and Compatibility

2.3.1. Background

There are no regulatory (legal’ definitions of either electromagnetic noise or electromagnetic
compatibility at the iinternational level, although the CCIR worls on noise and compatibility problems
(e.g., CCIR, 1964, 1974); however, there are regulatory definitions of interference (ITU, 1968, 1$73).
International activities can and do provide useful inputs to t'ie regulatory processes of individual coun-
triss even when no international regulations apply. For example, some of the recommendations of the
International Special Comittee on Radio Interference (CISPR, see STUMPERS, F. L., 1970, 1871, 1973) have
been incorporated into the regulatory processes of several countries regarding limits of emissicns fram
specific types of devices. The CISPR also makes inputs to the CCIR, as do other international groups,
e.g., the International Union of Radio Science (URSI),
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2.3.2, Interforonoe /
The international regulatory (legal) definitions of interferenve are generated by the ITU, o

terw harmful {nter’uronce ham been in usc for a long time. It im defined in Article 1, No, 83 of the

IT' Radio Regulutions (ITU, 1968):

“Harmful Interference: Any emission, radistion or induotion which sndangers the funotioning of
a radionavigation service or of other safety servicer or sericusly degrades, obatruote or re=-
peatedly interrupts m radiocommunication mor .ce."

At its wont recent Plenipotentiary Conference in Toyrowmolinom, Spain, in 1973, the LTU reaffirmed in
Article 4, Purpones of the Union, that the Union snhall in particular:

“a) offoot allovation of tie rad‘yv (requency mpeotrum and registration of radio frequency as-
sigumenta i order to avoid haram. ul interference hetween radio mtations of difforent countries;

b) voordinate efforts to eliminate harmful interferenvce between raiio stations of different
countrien and to improve the use made of the radio frequency speotrum,” (Italics added by suthor.)

Prior to the World Administrative Redio Conference on 8pave Televommunications (ITU, WARC-8T)
tn 1971, harmful interferonve wam the only term with an intornational reguiatory meaning. In the United
Htaton this torwm ham been part of national regulatory process for wmany years (OTP, 1974; FCC, 1974), and
we bholteve that thix im the case in othor countries, At the ITU, WARC=ST in 1971, the conoept of planned
intorfermice wan introducod, awd the torme "avceptable (or unwoceptable)” and "permissible’ incerferesnce
wore unedd, Dofinitions of these torms werv not included in the Final Acts of the WARC-ST (ITU, WARC-ST,
I971).  lowever, Recowmetdations Npa 1-158, Para, 3.13, roquosted the CCIR to study the terme "accoptable
(or unacoeptable) and harmful interferonve” with m view toward formulating vlear definitions, In Para,
2.8, ¢f thix samo recommotdution, the CCIR war wnked to study the oriteria of permisaible interference
for the varios space and tevvestrisl radio commnication worvices sharing the frequoncy bands allooated
by the WARC=81, Study Group 1 (Spovtrum Utilivation amd Munltnrhu)‘ of the CCIR addrossed the matter
of detinitionn of intorforenve in Ueneva in February and Maroh of this year amd agein in July (CCIR, 1974)
and agroed to retain the definition of hammful interferenve utatod above with the replucement of “Any
omiexion, radiation or induotion which edangers ..." by "Any interferenve which vivlangors ,..." The
CCIR Study Group 1 made tho following obsorvations: “"To avold ambiguities, it ia desirable to define
tho term 'interference’ Ltaelf before dofining qualifications or graduations of it, Since the sole
prirpose of a reoeiving syatem {x to oxtract information from a wanted omismion, it apponrs reasonable to
Judge unwanted vuergy by itw offect on such wanted anformation, and to defins that gffoot as interferenve,”
(Italtem addnd,)

Neveral definitions wereo put forward, The definition preferrved by Study Groven ! was: "ln_to_l:
torenve, The effeoct of we or a vombination of vaiscions, radiat lons, or tnductions upon reception in
a vadiocommunication systom, wanifestod by any dogradsetion, misreprosentation, or lnss of information
whioh could be extracted in the absonce of such unwanted onergy,”

An altornative myggontion wan: "llltol‘ft’l‘gl_\_\!. The effeot of unwantol oncvigy represontod by
one or a combination of emtanions, vadiations, or inductions, upon reception in n radiccommunication
nyntom, manifeated by any degradation, mtsropresontation or loas of tnformation,"”

A rmimplor dofinition han alxo boon suggosted: "lmorfovm\vg. The offeot of unwanted onergy
comprisoed of one or a combination of emissions, radiationm, or imiuctions, upon reveption in a radio-
communication systom, "

The CCIR Study tiroup 1 also observed that in connocotion with Radio Regulations (ITU, 1u68,
1973), there in nood for a term for a snignal dotermined to by a oaure of interforencve:

"Interforing wignul, An emission, radiation, or induction originating in a redioccmmunication
nystom, which ln dotormined to be the cause of interforence."

A undonired mignal her the potential to vaume intorforencve, tut it does not buuvome an interfering signal
until 4t has camimed degradation,

No formal CCIR Recoscndation wan forthoaming, ovon after conniderabhle ¢ffort wam made to reach
wgroemont on the defintition of vhin most banic term, interference. This obaervation (s not made as &
ordticism,  Ou the contrary, che CCIR Study Urodp 1 is to be commendod for its efforts. The report
(CCIR, 1974) wan acooptod by the X1IIth PMlenary Asmembly of the CCIR in Getova in July, This oxample

L)

An ad noo working group on definitions, chaired by Mr, R, C, Kirby (USA, ourrently Direotor, CCIR,
Goneva), provided a fooal point for gexersting muoh of the information contained in the remalnder of
Seo, 4.2.3.
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1ilustrates that considerable effort will be required to obtain international regulatory definitions of
B0, MMI, BNMC, and related teras.

The term "unacceptable interforence’" was used in the Final Acts, WARC-ST in Bec. IX, Space
Racio Telecommunication Services, 470VA, Spa 2, Pa<a, 38, regarding protection for geostationary satel-
lites from nongeostationary ipace stations in the Iixed-satellite service (and their associated earth
stations), and footnote 470VA.1l, Spa 3 added that "The level of unacceptable interference shall be fixed
by agresment betwesn the administrations concernod, using relevant CCIR Recommendations as a guide."
This same footnote is repeated as 470VE.l in Para. 26, regarding satullite networks, These terms were
used without precise definition in the Final Acts of the WARC-8T (1971) and became part of the ITU Radio
Regulations on 1 January 1973, When theo CCIR Study Group 1 addrescsed defining acceptable (or unacceptable)
interference at ita February-March 1974 meeting in Geneva, other terms (e.g., permiscible interference)
also were discussed:

"“Therc may be associated with vhe plianing cr operation of any service, or with any frequency-
sharing situation, a low degree of interterunce, or a shering criterion, which if complied with,
is intended to assure satisfactory perforaance, This degree of interference is variously re-
ferred to as negligible, tolerable, permissible, etc. System planning and coordination must be
conducted on such » basis, relyiig on quentitativo predictive tools which allow predicted in-
terference to be bounded by suitable quantitative criteria. Buch coriterie may be agreed intor-
nationrlly in the C.C.I.R, or adcpted as a matter of Radio Regulation. A definition is pro-
posed which emphasizes the authoritative nature of the international agreements required for
quantitative criteria for such permissible interference:

"Permissible interference. Observed or predicted interference which complies with
quantitative interference and sharing criteria sontained in the Radio Regulations
or in Recommendations of the C.C.I.R, or in regional agreements as provided for in
the Radio Regulaticns.”

"In certain services, interference not complying with the criteria for permissible inter-
ference, may be regarded immediately as harmful. In other services, there may exist a range
of interference between peraissible interference and harmful interference, in which the
interference may be accepted by agresment betweon the administrations concerned or may be
regarded as unacceptable. Views representing various services are contained in the documents
of several Study Groups."

There was general agresment that as one escalated from no interference toward harmful inter-
ference one would next have permissible interference. Figure 4 gives a general interpretation and
references to CCIR documents used as working papers at the meeting. Two basic questions were involved:
(1) Should there be a range of severity of interference between harmful (as hiatorically defined) and
permissible (as defined above) for the various types of service, and (2) if such a grey area or 'margin'
were to be defined what should it be called? Representatives of most of the types of service (except
broadcasting and radio astronomy) concluded that there should be such a grey area, but no real concensus
emergnd about what to c¢all it,

Some delegates expressed the view that definitions of the concept of acceptable or unacceptable
interferonce attempt to define the obvious. Instead of definitions, the following oxplanatory text was

suggested:

"Permissible interferonce and hermful interference could have in some radiocommunicstion sorvices
different quantitative values 30 that there axists between these two values a margin in which

a given interference exceeding the permissible interference is accepted mutually by agroement
between the adwministrations concerned. The 'acceptable interference' and 'unacceptable inter-
ference' referred to in the Radio Regulations ure situated in this margin.”

Nevertheless, a number of delegations felt that a definition should be considered, and tho
following definition was discussed:

"Acgeptable (or Accepted) interference. Interference which does not, or doss not appear to,
comply with quantitative oriteria for permissible interference, but is nevertheless “:v agreement
between the administrations concerned, considered to be acceptable for an existing or plenned
system, without prejudice to services of other administrations."

Tho conclusion reached by the CCIR in Geneva read as follows:

"Tentative, and in some osses alternative, definitions have been suggested for interference,
interfering signal, harmful interference, permissible interference and acceptable (or un-
acceptable) interfererce.

"Further study of th~se terns, and efforts to apply their definitions in practical planning
and operational situuiia.~, may be expected to lead to their improvement or replacement by
the time of the XIVth Plena»y Assembly in advance of the planned 1979 Aduinistrative Radio
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Conference, In particular, service-oriented Study Groups are urged to consider tho quantita-
tive interference and sharing criteria which will be essential to meaningful use of the quali~ / ]
tative definitions." e

The suthor believes tha: a margin or grey area should be defined betwee. permissible and harmfus
interference for use by certia.n types of service. The author prefers a scale of severity of interfereiice:
none» permissiblos nagotiables hexmful, The term none would equate to the condition of no degradation.
Permissidble wsould correspond tc the amcunt of degradation permitt»d under the ITU Rules and Regulctions,
Negotiable would correspond to more desgradation than that permitted by the ITU Rules and Regulutions but
less than any of the interested parties would finally agree was truly harmful (as detined in the ITU
Rules and Regulations), Such s negsotiated level of interference would, after negotiation, be "acceptable”
to the negotiating parties but it wouid noi apply to others, Various proposed levels in thiz grey area
upon which agreement has not been reachud might be termed 'unacceptable” prior ic agreement on a final
"acceptable” level. These terms are qualitative; the boundariec between tue categories still require
analysis and technicnl guantification, After this quantification has becen uccomplished for each type of
service the boundaries could be plotted on an absolute scale analogous tu the relative scale used in
Fig. 4. VWhen this 1s done, the boundaries probably will not be aligned evenly as they are in the concep-
tual representation of Fig, 4. The boundary hetween nore and permissible coulu correspond to the miniuum
interterence threshold (MIT, e.g., KRAVITZ, F,, 1973), and the bovndary beiween permisslble and negotiable
could be quantified by the CCIR for the various typos of service, There may be utility to a f£fiim boundary
between permissible and negotiablu, while it mey be useful to leave the ooundary botween negotiable and
harmful subject to interpretatinn on a case-by=case basis.

2,3, International Technical Definitions of Electromagnatic Noisc, Interferunce, and Compatibility
2,3,1. Electromagnetic Noimse
There are no NATO or Allted Communiontion Publication (ACP) definitions of electromugnetic noise

(JC2, 1871/1973). The dofinitions of electromagnetic noiso available from several other sources are
observed to be different, and the terms nuise and disturbance are sometimes vsed intoerchangeably (Table 1).

TABLE 1 DEFINITIONS OF ELECTROMAGNETIC NOISE AKD ELZCTRMAGNETIC LISTURBANCE

Term IEEE Lictionary, 1972 IEC International Electrotechnical Vevabulary (IEV), 19%3
Electromagnetic| An electromagnetic disturbance| An electromsgnetic phonomenon that doee not correspond
noise that is not of au sinuscidal with any signal end that ie uaually impulsive and random

character, but may be of a periodic nature,

Note: In some countries, periodic phenomena are not
encompassed by the term ''noise.”

Electromagnetic| An electromagnetic phencmenon Eleciromagnetic noise which is liable to be super-
disturbance that may be superimposed on a imposed on a wanted signal,

1.
wanted signa Note: The two terms above have very similar meanings

and in some countries the definitions may te the ro-
verse of those given abovs.

Some of the terms in the IEEE Dictionary (1972) were submitted to the IEC in the preparation of the In-
ternational Electrotechnical Vocabulary (IEV; JIEC, 1973) by the IEEE Group-27 on EMC. It is interesting
to note that the IEEE Dictionary attributes at least part of its source for the definition of electro-
magnetic noise to CISPR, which prepered Chapter 902 of the IEV. The point of all this is not to find
feult with either the IEC or the IEEE* but to note that thure are stlill inconsistencies among their docu-
ments regarding the definition of electromagnetic noise. These inconsistencies are most difficult for
the neophyte who attempts to use ''standard" terminology when writing a paper or report or attempts to
read one.

The author's personal preference is to consider all electromagnetic energy but that conveyirg
the intelligence in a desired (wanted) signal (or energy required to extract the intelligence such as
reference tone) as electromagnetic noiase,

2.3.3. Interference

This topic was discussed in the international regulatory sense in Sec. 2.2, Here the discussion
focuses on additional technical aspects. There are two besic causes of confusion regarding the term in-
terference: (1) The term is commonly used to describe both a cause (i.e., source, e.g., <TS 1871/1973;

R .
The IEEE Dictiouary statos that the IEEE Technical Committsez have been instructed to give preference 1
to IEC Recommendations, and obvioualy the IEC has benefittsd from many IEEE suggestiuns,
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Y : NATC, 1872) and an effect un a victim system (e.g., IEC, 1973j. Webater's New Collegiate Dictionary
| : (1971) dafinsc iiterfarence as "confusion of received radio signals due to strays or undesired signals,"”
: . and also a3 "'something that produces such confusion'; and the IEEE Dictionary recognizes the fact that
' //L' both uses ¢f the term are common (IEEE, 1972). The IEEE definition applies to signal transmisgsion sys-
tems., Table 2 summarizos these dufinitions. (2) The terms noise and interference sre commonly uzed

TABLE 2 COMPARISON OF DEFINITIONS OF INTERFERENCE

: | Bource Tarm and Definition )
E IEC, IEV} Electromagnetic interference: Impairment of che reception of a wanted electromagnetic sig~
E 1973 nel caused by an unwanted eloctromagnetic signal, nr by an 2lectromagneti: disturbance.
JC8 Interference: Any electrical disturbance which causes undesirable responses in electronic
1971/ equipment.
1873
f NATO lnterferonce: Interference is define” ar any electrical or electromagnetic disturbance, !
; 1972 phenomenon, signal or emission, manmade or natural, which causes or can cause undesireu re-
5 sponse, malfunctioning or degrudation of performance of electrical and electronic equipment,
d or premature and undesired location, detection or discovery by enemy forcee, except de-
liberacely genersted interference (electronic countermeasures).
1EZE interference: FEither extransous power, that tends to ipterfere with the reception of the de-
1972 sired signuls, or the disturbance of signals that rerults.
Note: Interference can be prnduced by both natuial and manmade sources either external or
internal to the signal transmissiun system.
t lacerchangeably.

The author's preferenco is to consider noise as a cause and the interfereuce that may

result as an effect, The JCB8 (i971/1975) dofinition uf harmful interference is identical to that given

by ITU (1968) excent that it adds "operating in accordance with international regulations” to the end of
tlie ITU definition,

2,3.3. Electromugnetic Compatibility

The term electromagnetic compatibility was coined to give a positive focus to the field of
endeavor that had previously been called radio frequency interterence (RFI) and prior to 1964 the IEEE
Transactions on Electromagnatic Compatibility were called IEEE Transactions on Radio Frequency Inter~
ference. As stated in Sac. 1, EMC is many things to maay people. To some it is a goal towaxrd which to
\ strive in desigining and planning for the deployment of systems. To others it 1s an operational state
E in which harmful interference does not e¢xist. There is no defirition of EMC in ACP 167(C), as promul=-

E gated by the JCS (1971/1973). To the IEEE (1972), IEC (1973), and NATO (1£73), it is a capability of
4 electronic equipment or systems as described in Table 3. All turee of these definitions are similar to
the U.8. Depurtmont of Defense definition (DCD, 1967/1972), which has been a. od to Table 3 for comparison.

T TP

FABLE 3 DEFINITIONS OF ELECTROMAGNET IC CCMPATIBILITY

Source Definition

1EEE, The capability nf electronic equipments or systems to be operated in the iatended operational
1972 eleciromagnetic environment at designed levels of efficiency.

IEC, The ability of signals and interference to coexist without loss of the informaticx contained
1973 in the wanted signal.

RATO, The capability of aircraft electrical and electronic systems, subsystems, assemblies and equip-

1973 ment to operate, as installed on an aircraft, without experiencing degradation of performance
beyond specificutiocn limits due to mutual interference,

DOL El« ctromagnetic compatibility (ENC) is the condition which prevails when telecommunications

1967/ | equipment is collectively performing its individually designed functions in a common electro=-
1972 magnetic environment without causing or suffering unacceptable degradation due to uninten-
tional electromagnetic interference to or from otier equipnent system in the same environment.

The NATO (1973) derfinition is limited to aircraft applications; and, appropriately, there has been a
wajor smphasis on intrasystem EMC. A discussion of the analysis of intrasystem EMC in large ground and
aorospace systews has been given by HIEBERT and SCHARFF (1974) and a discussion of intersystem EMC was
Ziven by DUFF (1973). DUFF (1973) also discussed the advantages and disadvantages of both measurements
and analysis for this class o! EMC problems.

The author prefers the NATO, DOD, and IEEE definitiuns to the IEC definiticn because the lacter
does not allow for planned interference (see Sec, 2.2.2,) which, while causing some loss of information,
is not "harmful," A good case can be made for considering EMC to be a <ondition as well as the cepability
to achieve a condition (e.g8., as pertinent to operational and design EMC, respectively).
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5 _ 2.4, National Adwinistration and Group Definitions ’

: ~
4 . Many of the intsrnraticual definitions discussed in the preceding paragraphs are adopted by national
administrations and groups and thewe groups suggest definitions to the international organizations. It

18 beyond the acope of this paper to do more than acknowledge that numerous definitions of noise, inter-
ferance, and compatibility exist st this level. It might be noted in passing that the U.3. DOD (1967/
1972) found it convonient to distinguish between design and operaticnal ccmpatibility:

"Design compatibility *s EMC achieved by incorporation of engineering characteristics or fea-
tures in all eleciromagnetic radiating and receiving equipments (including antennas) in order
to eliminate or reject undesired signals, either self generested or external, and enhance
operating capabilities in the presence of ratural or man-made electromagnetic noise,

Operational compatibility is ENMC nchieved Ly the application of C~E equipment flexibility to
ensure intarfercac:wirre operation in homogeneous or haterugeneous enviromments of C-E equip-
ments., It involves the application of sound frequency management and clear concepts and doc-
trines to maximize operational effectiveness., It welles lLieavil on initial achievement of de-~
sign compatibility.”

- T T T

2.5, Terms of Controversy

It may «7vear that at the intirnational regulatory level all definitions involve terms of controversy
except, rerhops, havmful interference, which is usefully vague and which has been employed for a long
3 time, A numbLer o1 differences still remain to be worked out at the international technical level be-
tween the defiritions pot forth by the IEC, IEEE, etc. Controversy still exists, for example, over the
varinus d2finitions of system and subsystem. The IEEE (1972) defines system as "an integrated whole even
though composed of diverse, intecracting, specialized structure and subjunctions,” and subsystem as "a
division of a syster that in 1tself has the characteristics of a system,” SACHS (1974) has taken the
opposite approach and defined a system as "a conmbination of sub-systems that performs a specified opera-
1 tional function,” and a subsystem as "any conbinatlon of circuit components that performs s specified
technical function.” These definitions seem reasonable enough until one attempts to apply them to a spec-
trum engineering problem, Just a= one man's signal is another man's noise, so one man's system is another
man's subsystem. If a system is composed of subsystems it aay be necessary to Jefine interfaces between
the subsystems for the purpose of specifying EMC performence. The hierarchy of component, equipment,

3 subsystem, and system can be useful for some applications, but it is beyond the scope of this paper to
3 pursue this topic further,

op— T

2.6, Concepts and Their Related Terms Requiring Dzfinition

] Many concepts related to spectrum engineering and mansgement, when better formulated, will generate

1 terms requiring definition. One such concept for which a definition has recently besea put forth is that
of an EMC figure of merit for a system (or subsystem) based upon the concept of channel denial (HAGN, G. H.
and LUSTGARTEN, M. N., 1874). This concept pertains to the capacity for compatibility of specific equip=-
ment as deduced from measurements one can make in a laboratory as differentiated from their actual opera-
tional performance in any given situation. Extensions of this concept (and definitiocn) may be required.

Another important concept that requires definition is spectrum saturation. This topic was addressed
by JTAC (1968), but specific criteria were not developed, Channel occupancy has been defined by DAYHARSH
et al. (1969), HAGN et al. (1971, 1973u) and others (e.g., BARGHAUSEN, A. F. and HAILEY, L. G., 1974). It
is possible to develop algorithms relating waiting time to access a channel to channel occupancy. One
could then observe occupancy, estimate waiting time, and define saturation of a given channel to occur
when the mean waiting time (or some other statistic) exceeded a given value (chosen to be germane to the

mission) for a given percentage of the time. Other definitions of saturation in a given region should
be explored for channels, bands of channels, etc.

Spectrum pollution by unintentional radiators was addressed by PETERSON (1974), in a session at the
International Conference on Commnications titled "The Radio Spectrum-~Polluted Pond or Flowing River"?
which revicwed the activities of the JTAC. Peterson notes: 'The performance of many radin systems is
limited by man-made rar o noise, but relatively few definitive data are available regarding the sources,
characteristics, or eftects of the noise. Even less is available concerning the impact of man-made noise
on spectrum utilization and its economic significance. Discussion of noise characteristics and changes
with time have been made difficult in the past by the lack of consistent, widely accepted definitions and
units along with reliable standardized measurements, procedures and equipments."

Having considered the definitions of noise, interference, and compatibility, let us pow consider a
few se¢lected fundamentals that pertain,

3. FUNDAMENTALS

Since it 1s not possible to discuss all the fundamental aspects of electromagnetic noise, inter-

forence, and compatibility in this paper, we will select several of the more important aspects of each !
wf these toples.,
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3.1. Noise

E //_,zé?f The sources that contribute to the composite electromagnetic noise (EMN) environment can be cate-
; gorized as natural and man-made (c.g., Fig. 3) and ench of chese categories can be further subdivided in
a variety of ways (e.g., Fig. 5),

3.1.1. Noise-~A Random Process

It is most fundumental that noise be considered as a random process. BENDAT and PIERSOL (1971)
have defined four main tynes of statistical functions used to describe the basic properties of randon
data: (a) mean-square values, (b) amplitude probability density functions, (c) autocorrelation functions,
and (d) power spectral density functions. The mean-square value, which is simply the average of the
squared values of the time history, furnishes a rudimentary description of the intensity of any random
data. The amplitude probability density function furnishes information on the properties of the data in
the amplitude domair, namely, the probability that the amplitude will fall within some defined range at
any instant of time.® The autororrelation function and the power spectral demsity function furnish simi~
lar information in the time domain and frequency domain, respectively. For stationary data (in the
strict sense) the power spectral density function technically supplies no new information over the auto-
correlation function since the two are Fourier transform pairs.

e e T T ——

a——————

The noise process of interest is the one that is seen by the part of our receiving syster.
where we are attempting to extract information from the desired signal. We need tu describe this process
in order to evaluate the performance of a particular system, and we also need it to design future systems
that are more nearly optimum for operation in specific types of noise environments, The same statistical
tools of the technical trade are required for both analysis and synthesis., We are almost always inter-
ested in a parrow-band naise process that is capable of being characterized by an envelope and phase.
This condition exists when we employ systems where the bandwidth of a bandpass filter is a small fraction
of the center frequency, f , to which the filter is tuned. The instantaneous value of the noime process
at the output of a narrow=band filter can be represented as

n(t) = v(t) cos [2nf, t + &(t)] R

where v(t) is the envelope process and ¢(t) is the phase process. We would like to know the statistics
of n(t) at the output of the various stages of a proposed receiver to facilitate receiver synthesis, but
: it 1s especially important to know it at the output of the predetection filter to facilitate performance
analysis. When we can assume #(t) is uniformly distributed (as we frequently can in the absence of un-

desired signals), we can focus on the envelope statistics that would be chserved st the oatput of a linear
detector.

The average noise power (the mean-square value of the envelope voltage appropriately normalized
by multiplication by the real part of the admittance across which the voltage is developed) is the most
fundamental measure of the noise envelope in the random-process context. The basic unit used to describe
the average noise power is watts (or dBW). For white noise (i.e., noise with an sutocorrelation of zero
except at zero lag), it is possible to divide the average noise power by an effective noise power band-
width to obtain the noise power spectral demsity (PSD) in W/Hz, The contribution to PSD from the external
environment can be expressed in terms of an effective antenna noise factor, F, (CCIR, 1964). For non-
stationary data, the PSD function over a given sample interval still has some utility, provided the

process, while not stationary in the strict sense, can still be considered "stationary enough.” The
definition of F‘ is

I-‘a = 10 loglot. , in decibels , 1)
where
P
n
fn iy : (2)
o

pp 18 the external noise power (in watts) available from an equivalent lossless antenna in bandwidth b; k
is Boltzmann's constant = 1.38 x 10723 J/ x; To is the reference temperature, 288K; and b is the noise
power bandwidth (in hertz). Note that f_1is a dimensionless qi.antity, however, it gives (numerically)
the available noise PSD in terms of kTo and the avallable nojse power in terms of kTob. For this reason,
one commonly sees F. with units attached (e.g., dB > kTob).

Equation (2) can be given as

P =F + B - 204 dBW B 3)
n a

where Pn = 10 loglo Pn» B = 10 loglo b, and =204 = 10 loglo kTo.

*
Tae integral of the amplitude probability density function from minus infinity to some value of interest
is the amplitude probability distribution (APD) function.
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The relationship betwsen !. and the noise power in terms of an effective antenna noise tempera-
ture is given by

t =T /T s (€Y
a 2o
vhere 'r. is the effective antenna noise temperature (in K),. / - ?

Since the noilse level with which a desired signal must compete may result from a combination of
noise zeneruted internal to the receiving system and external noise from the antenna, it is convenient
to expreass the resulting noise by means of NORTON'S (1933) generalization of FRIIS' (1844) definition of
the noise figure of a radio receiver. The system noise factor, f,, can be defined in terms of the losses
and actual temperatures of the various parts of the system, Loss in the circuit is taken here to be the
ratio of available input power to available cutput power and will differ from the loss in delivered power
unless a matched load is used.

1f all temperatures are equal to ro, the aystem noise iactor is given by

f = f - fff
s a l+ctr s 3)

where fc is the noise factor of the antenna circuit, f_is the receiving antenna transmizsion line noise
factor, and f, is the receiver noise factor (SPAUIDING, D. A,, and DISNEY, R. T., 1974). Equation 5 is
presented to emphasize that it is fundamentally improper simply to take the sum oif the antenna nois=2
factor and the receiver noise factor to obtain the system noise factor. Note that what has been termed
processiiag noise in Fig. % is a man-made source in one sense but must be reduced to an equivalent fr value

for use in Eq. (3), while the other man-made sources contribute to fp.
3.1.2. Noise Spectra

It is useful to study the average noise power that each of the sources in Fig. 5 contributes
(or can contritute) to the composite electromagnetic environment as a function of frequency. Figures 6
and 7 show such data, excluding intentional radiators and quantizing noise and natural sources such as
scintillation (which can be viewed as distortion of the desired signal rather than natural noise in the
same sense as the other sources). Man-made noise from unintentional radiators is highly dependent on
proximity to the radiator. The empirical model of SPAULDING and DISNEY (1974) gives average man-made
noise power levels for business, residential, rural, and quiet rural areas. For comparison, atmospheric
noise data for Washington, D.C. in summer are plotted for day and night (CCIR, 1964). Note that, for
the vicinity ot Washington, D.C. in summer, atmospheric noise from lightning tends to be important below
about 10 MHz at night (Fig. 6); end man-made noise tends to become increasingly important when atmospheric
noise drops off with increasing frequency above about 20 MHz. During daytime, atmospheric noise is rela-
tively unimportant above 0.1 to 1 MHz for the same location and season. For this example, galactic noise
is important only in quiet rural areas for frequencies above about 20 MHz. Figure 6 is applicable for
omidirectional vertically polarized antennaa such as a short grounded monopole.

Solar noilse and thermal terrestrial noise tend to be important at the higher frequencies (see
Fig. 7). When the sun is in the beam of a high-~gain antenna, it can be a very important noise source
for frequencies well down into the VHF range. Fignre 7 is applicable for vertically polairized antennas,
Note that Figure 7 also gives receiver noise figures, Fr = 10 l.ogwf (See also Eq. 5.)

3.1.3. Noise Parameters

Many parawmeters besides F. have been used to report the data from noise measurements. For
example, the APD of the envelope process, the average crossing rate (ACR) for positive crossings of a
given threshold by v(t), etc., have been found useful by various workers (see HAGN, G, H., 1973b).

Parsmeters in common usage for measures of the envelope voltage-time waveform y(t), include
the following (GESELOWITZ, D.B,, 1861): ‘

¢« The peak voltage for the time period (T), V_, which can .e defined as the maximum
value of v(t) observed during T, although ng satisfactory definition for this
parameter has yet been standardized (see MATHESON, R. J., 1970; SHEPHERD, R. A.
et al., 1974),

s Quasi-peak voltage, V p’ the voltage of the quasi-peak circuit output waveform
(averaged over time '1‘? that results when the noise envelope is passed through a
circuit with a very short chargiag time and a relatively long discharging time.
Since the quasi-peak voltage d:pends on both the amplitude and the time behavior
of the interfering noise, it has been found useful in subjectively determining
system performance (BURRILL, C. M., 1942), but it cannot be related to other
statistical measures of v(t) analytically, except for special waveforms (e.g.,

a CW signal or a deterministic radar signal).

+ The rms voltage, vrms’ 18 the root-mean-square (rms) value of the envelope voltage, $
v(t), compited over time interval T. :
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A ¢ The average voltage, V.vx, is the average of the detected envelope voltage, v(t)
' for the time interval T.

These parameters are listed in order of their magnitude for a given input waveform (i.e.,
Vp > ng > Vrm. > Vv ). The origins of the parameters V .. (used to compute F,) and Vayg lle in sta=
tistical communication thecory, whereas vp and V p probably c¢volved from a desire to observe an upper
bcund (worst case) of v(t) and correlate it empgrtcnlly with degradation. Frequently, V., . is given in
terms of Ve, V4 = 20 log,, (Vrm./V.v ), in decibels. Data on V, for atmospheric noise from lightning
were presented by the CCIR (1964), and 5atn on Vd for man-made noise were presented by SPAULDING and
DISNEY (1974).

For impulsive noise consisting of nonoverlapping impulses, it is useful to define the impulse
spectral intensity (ARTHUR, M. G., 1974)* to describe the strength of the impulse, The maximum value of
v(t) for any given impulse, V., can be related to the impulse spectral intensity (S4) by the impulse band-
width (b;) of the receiver:

R

i v.=2Sb

where S§; is in volt-seconds (or V/Hz) and b.l is in Hz, For the concept of impulse bandwidth to be useful

and the above equation to apply, the amplitude-time waveform of v(t) must be narrow enough a* the inpat

for the response at the output to be dominated by the impulse response of the filter, When the impulses
; are overlapping, it is inclear whether the concept of impulse bandwidth is useful.

The time history of these impulses is also important. The rate at which the impulses occur
represents one measure in the time domain. Other useful parameteirs include the impulse spacing statistics.,

The units used to report the results of noise mcasurements are not standardized; this has led
to great confusion, waste of considerable technical manpower, and significant errors in analyses. The
apperdix dicussses some of these problems.

3.2 Interference (EMI)

We have observed in Section 2,3.2, that the term interference is commonly used to describe both a
cause of operationzl degradation and the effect of such degradation, Since we have defined the composite
electromagnetic noise ("MN) envizonment to be a cause, it seems appropriate to comment here on how the
effect of interferewce (EMI) can be quantified, prior to proceeding to a discussion of the fundamentals of
electromagnetic compatibility (EMC).

It is fundamental that the effect of EMN upon any given system be defined in terms that are meaning-
ful to the operational users of that system. The degradation produced, as observed at the system output,
must be relatable to some operational scenario (see Fig. 8). Frequently there is a requirement to define
a linkage between the description of the pertormance of the system being degraded as obseived by the sys~
tem and some analytical measure that can be calculated by an interference analyst (e.g., KRAVITZ, F,,
1973). For example, the degradation to a voice communication system might be specified in terms of the
reduction in an articulation scor. (AS, the percentage of the words understood correctly in a system
experiencing interference) as generated by a listener panel. The analyst might be able to compute a
signal-to-noise ratio (SNR) at the system output, and he would then require the relationship between the
SNR and AS for the system of interest. If the system involves nonlinearities, he might also need the
r relationship between the carrier-to-noise ratio (CNR) at the system input to the SNR at the system output.

Among the user-oriented descriptions of performance that might be useful for voice systems are the
articulation score, articulation index (e.g., KRAVITZ, F,, 1973), and perhaps the ratio of the time re-
quired to transmit a complete error—-free message (with the verification) to the time required to read
the message once, With digital communication systems, the user is frequently interested in throughput,f
whereas the system analyst can more readily compute binary error rate (ber)., The relationship between

/

‘ARTHUR (1974) pointed out that numerous terms for impulse spectral intensity have been used in the
literature (e.g., spectral intensity, spectral density, voltage spectrum, impulse strergth and inter- f
ference intenaity), and that none of these terms seem adequate, He also points out the IEEE Dictionary
(1972) definition for spectrum amplitude, (1/m times the magnitude of the Fourier transform of a time=-
domain signal function) is in error; 1l/m should be replaced by the numeric 2. A proposed IEEE standard
for impulse strength and impulse bandwidth (IEEE, 1973) clarifies and corrects this exror.

1h'l'tu-ouglmut was defined by LEWGN and EVANOWSKY (1971) as the ratio of the number of good blocks of data

received to the total number of blocks of data transmitted, expressed in percent. A good block of
data 18 a block that has no bit in error whereas a bad block has one or more bits in error.




ber and throughput usually depends on the protection scheme (e.g., codimg) used, and frequently it is

not possible to have a purely analytical relationship between ber and throughput, except on the avarage

over a long period. PFor radar systems, the opsrator may be interested in such duscriptors as tracking

error, radar range reductioi, and false alarm rate, / - / / !

For all the above cases, there is a need to specify system inputs in terms of descriptions of the
desired signal, the total noise environment, and the outputs, in user-oriented terms. There is also a
need to specify the performance level below which further degradation will be unacceptable. Some of the
fundamentals of system performance analyses are cdiscussed in the following section.

3.3. Compatibility (EMC)

The fundamentals of EMC have been much discussed. This section will concentrate on a tew main
points. The essence of a classical EMC analysis problem is illustrated in Fig. 9. The composite EMN
environment couples into some system of interest and compotes with that system's desired signal. The
ccapling mechanisms of the signal and the EMN may be similar or di !ferunt., The essence of the prchlem
iz to dutermine the effect of the undesired EMN in terms of some measure of the performance of the sys-
tes. that is @eaningful in on operavional context, as discissed in Section 3.2, and to devise a remedy
if the degradation is unacceptable, A first step is usually to cbtain a rough estimete of the gerformance

; of the system of interest in the absence of the EMN (but including system processing noise). If the system
‘ operates adequately for this case, the computation can be Yepeated in the presence ~f the EMN. If the
system performance is clearly adequate for this case, the analysis is complete. If it is not, steps
must P2 taken to increase the level of the desired signal hy increasing the signal power at the source
or lucreasing the coupling to the signal, to decrease the mources of the noise contributing to the EMN,
or to reduce the coupling of the EMN into the system. For example, DELISLE and CUMMINS (1973) considered
mutual coupling effects in optimizing sntenna arrays for SNR, Frequently it is not possible to do more
than attempt to reduce the coupling of the EMN into the mystem., This can be accumplished in various
ways. For exawple, one can increase the distance between the dominant sources of EMN and the victim
system, or one can change the frequency of operation of the zystum; s combination of these remedies may

: be applied. Alternatively, filters or shielding and bonding techniques can be employed to reduce the

4 coupling, or different antennas can be employed. Recently, adaptive antennas have been developed to
increase SNR. These actions may be costly, and it may be necessary to perform more refined analyses.

i EMC anslyses are appropriate at variocus stages in the life cycle of a system (DOSPFNER, T, W., 1972;
JANOSBKI, J. R., 1973, 1973a,b; RIEBERT, A. L., and SHARFF, S. A., 1974). At each phase (e.g., concep: vali-
dation, full-scale development, production, and deployment), it is appropriate to assess the cost-benefit
aspects of recommendations for system modification derived from EMC analyses.

E, Finally, it should be mentioned that many of the tools of spectium engineering, as applied to EMC
H

§ problems, are the same tools required for working on problems in electronic warfare (EW) and in electro-
b magnetic hazards and effects (EHE) due to nonionizing radiation (see CORY, W. E., and FREDERICK, C. L.,

1974). It would be useful for these technical communities to share their analytical tools, to the ex-
tent practicable,

4, CONCLUSIONS ANY; RECOMMENDAT IONS
4.1. Conclusions

The standardized definitions of EMN, EMI, and EMC are likely to change slowly with tiwme (e.g., a
8= to 10-year time constant). The international definitions are tending to converge (the 1979 World
3 Administrative Radio Conference provides incentive), but complete convergence may be more of & goal than
. a fact ia 1984, Continuing effort is needed within NATO/AGARD and the rest of the wurld commuiiity, to
ovarcome the various difficulties (including simple language difficulties) and to work toward the goal
of standardized definitioni., Tuhe "fundamentals" probably will not change much in the mext 10 years, wut
the tools (e.g., analytical models, desk-top ¢ loulators, data base, and measurement instrumentation und
techniques) and knowledge of how to use them should continue to proliferate. The lack of standardization
of the parameters and units used to report noise data has generated much confusion and wasted numerocus
man~years of technical effort.

4.2. Recommendations

The AGARD list of standard symbols (HALLEY, P., 1974) should be expanded to include terms such as
noise power bandwidth and others germane to the study of noise, interference, and compatibility. It is
recommended that the term electromagnetic noise, as broadly defined in this paper, be used to describe
the source of the electromagnetic environment and that the term interference be reserved for the effect
of the environment on a system or subsystem. ENC should be considered as a condition. The following
definitions are suggested for use during this meeting:

s Electromagnetic noise (BMN) is all electromagnetic energy from both intentional and
unintentional radiators (except the desired signel for a specific system of interest).
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o Elentromagnetic intarterence (EMI) is the {mpairment of the extraction of information

Electromsgnatic compatidility (EMC) {s the ccndition that prevails vhen telecowmmunica-

/ / : from a desived electromagnetic signal caused by electromagnetic noise.

tions equipwent .3 collectively performing its {ndividually assigned function(s) in a
common electromegnetic environment without causing or suffering unacceptable electro-
wagnetic interference--or the capability of achieving that corditiom.

The paramsters and units used to report noise data should be standardized, and a mechanisx should be
sstablished within AGARD to accompaisk this for NATO,

APPENDIX: Units of Noire Measurement
A.1. INTRODUCTION

This Appendix describes some of the units used to report the resvlts of noise measurements., The re-
lstionships (or their lack) between the dif rent units are discussed, and some of the problems in at-
tompting to compare noi data taken with different instrumentation are examined. Preferred units are
recommended .

A.2. DISCU3SION OF FACTORS AFFPCTING THE UNITS USED FUR REPORTING THE RESULTS OF NOISE MEASUREMENTS

As observed by VAIKER (1972), "a bewildering srray of different units have beea used by different re-
searchers to report on msasurement of even the simplest of the noise parameters.” He mentioned 19 examples
of units for raporting on noise measurements (see Table A-1l); it should be noted that Table A-1 is far
from complete,

TABLE A~1 EXAMPLES OF UNITS USED TO REFOKT THE
RESULTS OF NOISE MEASUREMENTS

dB cbove k'l‘oa dBn/kHz

dB abcve 1 pV/Mie dBn/m3

dB above 1 uV/w/kHz uW/He

dBuV/m/MHz uv/m/kHz
dBuUA/m/MHz (conducted) W/l

dBm (RMS )MHz w/cn?

dBa (peak)/MHz oW/cm?

ABn Gz Joules (conducted)
dBa/kHlz/m3 Tesla (magnetic)
dBa/(kHz)R 1 < n < 3

To try to tlarify some of the confusion generated by this proliferation of units, let us first con-
sider the elements of a basic noise meter. The noise meters in use today employ four basic elements:
santenna, receiver (through the IF), det :ctor, and astering and/cv data-~processing device (see Fij. A-1).
The aantenna and receive: selact the data spatially and spectrally, respectively. In tne case of a very
narrowband antenns and & wideba d eceiver, the ntenna Ay also contribute to the tpectral filtering
process. The units used to describe the results ol a given measuremen. are docvermined primarily by the
calibrator, detector, and m¢ler, but the antenna and receiver charrcteriitics are often used to normalize
the data in a way that direc'ly affects the units used to report the resulis., Ilst us first consider
these normalixations.

The antenna normalizatiom aepsrates the units that pertain to electromagnstic field quantities from
those that pertain to cirouit quanticties. The an*:inuna u-rmalization involves converting a known (measursi)
cirouit quantity (e.g., voltsgc oxr power) to a field quantity (e.g., field atrergth o. power flux density)
by normalising by a known antenns efieutive length or effective area. Herce, a standard (or calibrated)
antenns must be used, and the appropriate clr.uit equation must be solved, For example, a measured input
voltage is related through a circuit equation to a Thevenin equivalent voltage sou.ce definad as the dot
product of the incident elec ric field strength in V/m and the vector effective length of the antenna in
moters, This is one of the procedures used to calibrate field-strength meters (TAGGART, H. E. and
WORKMAN, J. L., 1969). After this normalization, the received voltage in volts is given as an incidenc
electric field in V/m. Had the antenna effective area been used tc normalize a received power, the units
would hsve bean W/m®,

The receiver normalization involves the eifective bandwidth. The measured noise voltage or power is
observed in same bindwidth. Many workers normalize their results in terms of some unit bandwidth (1 Hx,
1 kHe, or 1 MRz). This is usefu., but it can lead to problems when the effective bandwidth used for the
measurement is not identical to the unit bandwidth being used in the normalization. Care must be taken
to select the appropriate bandwidth for normalization. For example, effective noise power bandwidth as
defined in Sec, 3.1,1., is germane for white noise and average noise power measured with an rms voltage
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detector calibrated with a Gaussiar noise source, The impulse bandwidth as defined by the IEEKE (1973)
is germane for impulesive ncise comsisting of individual (nonoverlapping) impulses and for pesk voltage .
as mesasured with a peak detector calibrated with an impulse generater, /—- 3

The detector in Fig. A=1 was designed to produce the desi:ed statistic of the noise envelope to be
measured. This rtatistic givee rise to the basic paramster to be metered, as discussed in 8ec. 3.1.).
The unit- in whick the statistic are measured depend on the calibration source, the detector, and the
meior (and/or data processor). To avoid confusion it is useful to specify the type of detector as part
of the description of the parameter being meawsured and also to state the method of calidbration used.

It would be useful to consolidate into che vnits the information ou the type of detecior as well as
the type of calibrator used. One method for doing this wou!!’ be ‘o put the type ot detector i: parenthoses
after the electriv?? v. . an. .u use a subscript to indicate the type cf calib. tor, For example, field
strength for noise might be expressed:

das > luV(X)Y/m, or dB > luV(x)Y/l/kliz ’

where

»
]

type of detector (peak, qp, ras, or avg) and

type of calibrator (1 for impulse generator, s for sine-wave generator, and
g for Gaussian noise saurce),

Herc it is assumed that the impulse generator is calibrated in terxs of the mms value of a sine wave, as
has become standard practice. MAGRAB and BLONQUIST (1971) summarized the error produced for several se-
lected waveforms when peak and average detectors were calibrated with a CW signal gennvator and u.;ed to
neasure otarr wavotorms,

Finally, trhe meter (or Jata processing) can influence the units.

A.3. RELATIONSHIPS HETWEEN UNITS FOR DIFFERENT PARAMETERS AND PROBLEMS IN COMPARING NCISE DATA
OBTAINLD WITH DIFFERENT EQUIPMENT AND BY DIFFERENT INVESTIGATORS

Workers have tried, due to the general paucity of man-made noise data, to convert noise data taken
witr systems uning detectors other than rms voltage detectors into average power or power spectral Jensity.
This has been done in order to compare data taken by different workers and to try to detersine the fie-
quency dependence of composice environmental noise. An additional motivatior t5r combining data suwples
has been to try to determine the variation of noise level with distance from « metropolitan centes (e.g.,
SKOMAL, E. N,, 1863). Of course, these conversions of peak, quasi-peak, and average voltage noise data
to equivaleut rms voltage cannot be done rigorously for the case of composite EMN. Such coanversions should
not he attempted without naking some approximations or assumptions based on empirical data for a given
type 01 noise enviroament and instrumentation.

For example, the reading of a peak detector of the type used by the SAE in the USA and a quasi:pesk
detector of the (ype used by the CISPR in Europe (and elsewhere) for noise frox the ignition system oi a
single sutomobile running at 1500 rpm is said to have been determined empirically to be about 20 ¢B (Si3,
1974; BALL, A. A., and NETHERCOT, W., 1961)., This conversion factor has been adopted by the CISPR and
SAG, but SHEPHERD et al. (1974) contended that this conversion uay be very approxinto.‘ The difference
between the readings of an rms detector and those of a quasi-peak detector has been measured four several
types of nuise, but the relationship varics significantly as the input waveform or filter characteristics
vary., One observation (by MATHESON, R. J., 1970) indicated that one type of quasi-peak detector read
about 10 dB higher for one type of man-made noise in an effective noise bandwidth of 10 kXHe. As mors data
have Lauome available, it anas become possible to report separately the frequency and distance dependencies
inferred from data ottained with different detectors (c.g., SKOMAL, E. XN,, 1973).

MAGRAB and BLOMQUIST (1971) noted the errors that can occur when various detectors are calibrrted {
with a sine wave, using a C¥ signal generator, and used to measure other waveforms. This error can be
compounded by taking the data from a peak, quasi-poak, or avelrage voltage detector in dB > 1 uV, con-
verting to volts, squaring, dividing by 30, calling the result the average power in watts, and subse-
quently coaverting to dBW, cBm, mW/cm3 (e.g., SMITH, S. W,, and BROWN, D, G., 1973), It cannot be empha-
sized too strongly tkat this is not a correct procedure. If one is going to attempt to convert to average
power, even to get crude estimates, one must make some estimate of the conversion factor from the kind of
microvolts (uV) measured to uV (ras) before squaring the voltage and multiplying by the real part of the
admittance to get power. The error due to variation of the true input impedance from its nominal value is
usually small relative to the error due to uncertainty in the correct (for the input time waveform measured)
couversion factor from whatever type of voltage was measured to rms voltage. The uncertainty in such a
conversion is generally unknown, indeed unknowable, for most man-made noise wavoforms.

*
While the 20-dB empirical relationship between the readings of peak and quasi-peak detectors may be

especially useful (and sufficiently accurate) for facilitating international trade, it should not be
takean as a deterministic constant,
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A seccnd type of problem relates to the bandwidth noenmalisation. Here, several types of mistake
are common: (1) mormaliring by the wrong bandwidth (i.e., using 3~d3 handwidth when ncise power bandwidth
should have been used), (3) using the wromg Aomalization rule, (3) operating improperly on s normalised
,/1/ voltage per unit bandwidth quantity to compute power spectral Aensity, (4) normalizing from a bandwidih
/ that did sot contain a unifora spectrum, and (8) combinatiocns of these uistakos.

It is common practice to use voltage per unit bandwidth to report the peak value of impulsive noise
data. This is becsuse an impulse can be described in tarms of volt-~seconds (the ares under the input
valtage~time ¢.:" 8), and the respunse of a receiver to a very sharp impulse (i.e,, delta function) 1s
indesd the "ir v.lse~response’ of the recoiver which depeads only on the volt-seconda c¢f the source and

.+ £11ter characteristic of the receiver (e.g., ARTHUR, M. G,, 1974). Thia gives rise to the concept
o. the impulse bandwidth of the recaiver, the torrect bamdwidth to use for normalization of peak voltage
resdings. Vhen an impulse generator is uaed for calibration, the units might well be dB > 1 uV/MHe, If
chis quantity is converted to power by squaring volts/MHz and normalizing by impedance, the units becowe
uttu/(ﬂ:)z, and this 1s not the power spectral density (PSD). Also, the volts that were squarcd wers
pesk volts not ras volts. If one sees dBw/MHz, it is important to know whether the power was comruted
first and then normalized by the effective noise power bandwidth, b, to yield power spectral density or
whether some operation has been done on the voltage-per-unit-bandwidth quantity and some assumption made
ubout the relationship between the peak and rms voltages. This problem has given rise to the units
dB > 1 uv/(Mlx)}/3 usud (sometimes incorrectly) by some workers attempting to compute PSD. Still another
bandwidth~related problem has to do with normalizing to a unit bandwidth (e.g., 1 Hz, 1 kHz) when the
dats were taken irx s larger bendwidth (e.g., 10 Mis). Here the problem is that the assumption is made
that the PSD is constant across the total bandwidth(s) of interest, when this might not be the care.

As proviously mentioned, sose authors prafer to report average noise power measurements iu teras
of the parameter F_ (a circuit quantity), and others prefer to use an ras field strength in bandwidth
(b), E,, in dB > 1 uV/m (a field quantity). One can relate these two parameters for date taken with a
short, grounded vertical monopole antenna (CCIR, 1984):

= F 0 - . .
ln ). + 2 logwfnl + 10 lotlob 3.3 dB > 1 uV(r-l)./l
This equation can be erronecusly used in two ways: It can be used to calculate r. from Bn, where the
mcasure of E, was something other than rms voltage (usually average voltuo),' and it can be used for
antennas other than short, grounded vertical monopcle antennas, where it does not necessarily apply.

Some confusion also exists when data are reported in units of dB > 1 uV (rms)/m/kliz because of
uncertainty as to whether the (rms) means that an rm=x detector was used or that a peak detector was used
but calibrated with a CV signal generator reading the rus value of a sine wave. This perticular con-
fusion caz be resolved by using the nomenclature suggested in this appendix.

While not comprehensive, this discussion of problems at least {llustrates sowe of the difficulties
regarding units and conversion between unita that srise in measuriug and comparing noise datas.

¢ A.4, PPEFERRED UKRITS

. Of the units discussed above, there are some preferences that will help avoid some of the problems

3 described in the proceding section. Thess preferences can be related both to the types of detectors
used and the types of noise sources observed, as well as the use to be made of the data. For noise

data obtained on a specific nolse source, it is importamt to specify the distance from the source and the
poiarization of the observing antenna. For this case it is prefei.ble to normalize out the antenna ef-

Y fective length (or area) and report the results in terms of field strength (or power flux density). In
some cases, an additional normalization by bandwidth is desirable, whereas in other cases (e.g., CW
noise) it is not. For noise data obtained in specific types of environment (e.g., business, or residen-
tial), it is preferable to express the noise data in terms of F. sud to state the noise power bandwidth
and antenna polarization, directional characteristics and type, and heip)\t above ground.

For CW nolse, watts are preferred for circuit quantities. Volts can be used if the iapedance across
» which they are measured is specified, When a calibrated field strength meter is used, then V/m (or
3 w/m?) are appropriate for field quantities, Units involving bandwidth normalization (e.Z., V/kHz) should
be avoided for specifying the results of CW (or narrowband) noise measurements. The dB equivalents of
E these units are equally acceptable when the referenc¢ is adequately specified (e.g., dBW).

For vhite noise it is useful to relate the EMN power available from the antenna to that available fiom
a resistor at room temparature; hence, F. is a praferred parameter. F. can be expressed as the noise power

.Still another problem arises from the current methol of constructing RFI meters. These meters claim to
measure average voltage, whereas log amplifiers are used prior to the averaging, and what is really
measured is the average of the log of the received voltage. The parameter V(avg) cen be estimated for
men-made noise, from such data, by using an empirical relationship given by SPAULDING and DISNEY
(1974).
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spectral density ir 43 > !'ros or, slternatively, ss & noise power in dB > k‘l‘ob. The preferred detector
type {s the rms voltage detector. An averaga voltage detector can also ba used: It will read 1,049 dB '
lower than an rms detector for the same white Guussian noise at the input, /_ é

An rus detector is useful for giving the average power of high-duty-cycle repetitive impulse waveforms;
the preferred unit is the watt. A peak detector is useful for giving the peak of loweduty-cycle repetitive
impulse waveforms, in units of V(peak)/Hz where the impulse bandwidth is used for normalization., It is also
important to specify the pul_~ repetition frequency (PRF) in pulses per second (ppas).

An rms detector is useful for ygiving the average powsr of random impulsive noise waveforms; the pre-
ferred unit is watts. Frequeatly, though, the APD and other parameters are required to describe this
type of noise adequately. The APD can be given in decibels relative to a known average power value, The
average musbers of positive level-crossings or of pulses per second exceeding a given threshold are also
useful, and the period over which the average was computed should be specified., The type of calibrator
used to establish the thresholds should also be stated, When the ratio of Vn. to V" is lurge (1.e,,
largs Vd), it is sometimes necessary to uso a peak detector to observe the noise at all. For this case,
it is desirable to calibrate with an impulse generator and use V/Hx as the units. This measurement pro-
cedure is applicable only to relatively large, nonoverlapping impulses.

These preferred units are the author's; clearly acditional discussion of this topic is required.
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DISCUSSION

F. J. CHESTERMAN: Qualitative definitions are relatively easy, but quantitative definitions are
extremely difficult if not impossible.

G. H. HAGN: Qualitative definitions are not exactly easy, but quantitative definitions are orders of
magnitude more difficult. Nevertheless good progress was made by the CCIR this year on qualitative
definitions of categories of interference of increasing severity. Hopefully quantitative definitions
of permissible interference, etc. will be put forward for each type of service and agreement can be
reached on both qualitative and quantitative definitions of several gradations of interference severity
prior to the World Administrative Radio Conference in 1979.

G. TACCONI: I ask whether in the <<Spectrum Engineering>> definition namely the word "Spectrum" has to
be interpreted in strict sense or broad sense.

G. H., HAGN: The word spectrum is used in the broad sense. Spectrum engineering and management involves
the use of analyses, measurements, data bases and coordination processes to achieve EMC.

M. THUE: The negotiable noise level cannot be set quantitatively; the acceptable noise level depends
on local environment conditions and should be agreed on by the organizations responsible for the various
systems considered.

On the other hand, the permissible noise level (which can always be accepted) and the harmful
noise level (which can never be accepted) have already been decided upon by a number of Committees
of CCIR for some systems (fixed source by Hertzian beam or by satellite, broadcasting, television)
and within some bandwidths.

G. H. HAGN: I agree. It is against the very principle of negotiation to do more before a specific
situation arises than define where the negotiation must begin (e.g., in this case the boundary between
permissible and negotiable). The true definition of permissible really 1ies in the quantification of
the boundary (i.e., the level of severity of interference above which one must negotiate).

S. C. KLEINE: What makes officials hesitate to agree upon qualitative and quantitative definitions,
bad or useful at least provisionally, just for the sake of having a common definition?

G. H. HAGN: There are many reasons why it is difficult to obtain agreement on basic definitions, and
the process by which internationally accepted definitions evolve is a topic worthy of study in its
own right. Regarding definitions of electromagnetic noise, interference and compatibility I can
mention a few reasons. Agreement on qualitative definitions is hampered by many factors including:

1. Differences in current usage (e.g., the dual usage of the term interference to describe bo-h
the souvrre of degradation and the degradation produced).

Differences in the languages into which the definitions must be translated.
Differences in the level of detail required by different groups.

. And Human factors such as pride of authorship (e.g., the "not-invented-here" phenomenon).
Agreement or quantitative definitions is somewhat less hampered by the items discussed above. The true
vested interests of the types of services as well as those of the national administrations are even
ad trongly impacted on by the method used to quantify a qualitative term (e.g., permissible

‘arence) and the actual level chosen for a given type of service. There may be differences in
i larance to interference by users of the same type of service in different countries. The
det ‘tfons, once accepted, may be difficult to modify (even when modifications become desirable due
to . .nces in technology). The economic implications as well as other nontechnical implications
may oe very large.

CPT P. HALLEY: In Figure 5 of your paper, you have indicated designations which are either verbal
descriot ns or literal expressions of the disturbing effects of interferences. It would be
advisabl. to devise a more accurate description, with references to a conventional code from 0 to 5,
Tike that of QSA. I would suggest the following table:

QSA Interference Signal
5 None Pure
4 Permissible S > I
3 Disturbing S>1
2 Harmful S<1
1 -—- S << I
0 Pure None

G. H. HAGN: I believe such a code may be useful in its own right as well as being an intermediate step in
the development of definitions of these terms from the qualitative to the quantitative. Perhaps it would
not be necessary to have the six levels you define; rather, it should be sufficient to employ only as many
levels as there are qualitative terms (e.g., none, permissible, negotiable and harmful). Regarding
nomenclature, I believe it would be better to avoid the use of the symbol "I" as you have used it since
this would tend to encourage the use of the term interference to describe the source. If we define Sq

as the average power for the desired signal and Ny as the total average electromagnetic noise (EMN) power
in the bandwidth of interest, then one could attempt to quantify Sg>>N¢ as it relates to grade of service
for the different types of service. For some types of service this may be sufficient for quantifying what
is meant by permissible; but for others it may be necessary to give more information (e.?.. the percent of
locations that a given grade of service will be exceeded for a given percentage of the time, as has been
discussed by K. A. Norton, P, L. Rice, and others). It is important that the quantitative definition
Finally worked out be capable of verification by measurements for existing systems and be capable of
estimation by analytical models ftor systems which are peing planned.
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Atmospheric Discharges and Noiss

( And Communications Systems Interference Reduction )

M. M, Newman* and J, D, Robb 7?...
C

Lighining and Transients Research Institute
SUMMARY

Most studies of atmoapherics in the past have dealt with the subject on the basis of the fre-
quency domain as a linear phenomanon. From the special point of view of working to improve
communications systems performance, there are advantages to be derived in viewing the problen
in the time domain., This permite the application of nonlinear techniques, for example, hy
circuitry gating at the input before the noise pulses shock excite resonant circuits, This paper
deals with wide band measurements, up te 200 megaherz of the "fine-structure" of radiation from
individual discharges, as well as longer consecutive records of the character and spacing of
pulse components of branching streamers and repeated dischaigesa, which have hitherto been
unavailable,

Direct lightning interception studies both by us in the U,S.,A. and recently in Frauce, are
discussed in relation to discharge noise characteristics. Also our research on artificial
lightning discharge 'noise' propagation and reception at various distances, are presented as a
unique tool for atmospherics propagation studies,

1,0 INTRODUCTION

In attempting to improve communication systems performance in the presence of atmospherics
noise, there are advantages to be darived from viewing the problem both in the frequency and
time domain., Consideration of atmospherics generation from numerical calculations of the channel
current during the formative stages along with laboratory reproductions and time resolved
panoramic measurements of natural atmospharics suggest some approsches to improved signal detection
in the presence of atmospherics,

2,0 LIGHTINING STROKE DISCHARGE MECHANISMS AND NOISE

The complexity of atmosphexics wave shapes and corresponding radio interference are influenced
strongly by the ionized streamer propagation mechanism of the lightning discharge. Vhen spark
breakdown of a stressed region occurs, the rate of current transfer is influenced by the rate
of tranefer of charge in the cloud mass iteelf and by the characteristice of the ionized path of
breakdowm. Photographs taken by Schonland, with a rotating Boys camera, illustrated the formative
stcges of the lightning stroke and showed that the development of the breakdown is a progressive
process, the lesader stroke procesding by a series of steps, such as {llustrated in Figure la,

As a group of branch atreamers develops, electrical charges are transferred from the cloud to
the nevly ionized streamer chamnels which act as charge storage (capacitative) elsment, The
corresponding charging time through the nonlinear resistance of the feeding chamnal, which {s high
initially and drops in value as a function of the charge transfer through it, causes a time delay
of potential propagation alomg the ctreamer as new streamer channels are charged. These in turn
will then be r