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SECTION I 

INTRODUCTION 

1.1 Status of Multi-Level Security 

..t. A "«jor probier* with computing systems In tbe 
military today is the lack of effective multi-level 
security controls. The term multi-level security controls 
means. In the most general case, those controls needed to 
process several levels of classified material from 
unclassified through compartmented top secret In a 
multi-processing multi-user computer system with 
slmu taneous access to the system by users with differing 
evels of clearances. The lack of such effective controls 

in all of today's computer operatlnr systems has led the 
ml Itary to operate computers in a closed environment In 
which systems are dedicated to the highest level of 
c asslfied material and all users are required to be 
cleared to that level. Systems nay be changed from level 
to level, but only after *olnr throu/th very time consuming 
clearing operations on all devices In the system. Such 
ded cated systems result in extremely Inefficient 
equipment and manpower utilization and have often resulted 
In the acquisition of much more hardware than would 
otherwise be necessary. In addltIon, many operatlonai 
requirements cannot be met by dedicated systems because of 
the lack of Information sharing. u has been estimated by 
the Electronic Systems Division (ESD) sponsored Computer 
Security Technology Panel <AND73> that these additional 
costs may amount to $100,000,000 per year for the Air 
Force alone. 

1.2 Requirement for Multlcs Security Evaluation 

This evaluation of the security of the Multlcs 
eî'ÎÎ.r WaS perform*d Project 6917, Program Fluent 
64708F to meet the requirements of the Air Force Data 
Services Center (AFDSC). AFDSC must provide responsive 
interactive time-shared computer services to users within 
the, P*"ta^on at a»» classification levels from 
unclassified to top secret. AFDSC in particular did not 
wish to incur the expense of multiple computer systems nor 
the expense of encryption devices for remote terminals 
which would otherwise be processing only unclassified 
material. In a separate study completed in February 1972, 
the Information Systems Technolory Applications Office 
Electronic Systems Division (ESD/MCI) Identified the 
Honeywell Multlcs system as a candidate to meet both 

\ 
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AFOSC's multi-level security requirements and highly 
responsive advanced Interactive time-sharing requlrements. 

1.3 Technical Requirements for Multi-Level Security 

The ESD-sponsored Computer Security Technology 
Planning Study <AND73> outlined the security weaknesses of 
present day computer systems and proposed a development 
plan to provide solutions based on current technology. A 
brief summary of the findings of the panel follows. 

1.3.1 Insecurity of Current Systems 

The Internal controls of current computers 
repeatedly have been shown Insecure through numerous 
penetration exercises on such systems as GCOS <AKP71>, 
WWMCPS GCOS <ING73, JTSA73>, and IP.M PS/360/370 <GHI72>. 
This Insecurity Is a fundamental weakness of contemporary 
operating systems and cannot be correcte* by ’’patches", 
"flx-ups", or "add-ons" to those systems. Rather, a 
fundamental re implementation using an integrated 
hardware/software design which considers security as a 
fundamental requirement Is necessary. In particular, 
steps must be taken to ensure the correctness of the 
security related portions of the operating system. It Is 
not sufficient to use a team of experts to "test" the 
security controls of a system. Such a "tiger team" can 
only show the existence of vuInerabi11 ties but cannot 
prove their non-existence. 

Unfortunately, the managers of successfully 
penetrated computer systems are very reluctant to permit 
release of the details of the penetrations. Thus, most 
reports of penetrations have severe (and often 
unjustified) distribution restrictions leaving very few 
documents In the public domain. Poncealment of such 
penetrations does nothing to deter a sophisticated 
penetrator and can In fact Impede technical interchange 
and delay the development of a proper solution. A system 
which contains vulnerabilities cannot be protected by 
keeping those vulnerabl11 ties secret. It can only be 
protected by the constraining of physical access to the 
sys tern. 

1.3.2 Reference Monitor Concept 

The FSD Computer Security Technology Panel 
introduced the concept of a "reference monitor". This 
reference monitor is that hardware/software comhlnatien 
which must monitor a 11 references by any program to any 
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data anywhere In the system to ensure that the security 
rules are followed. Three conditions must he met to 
ensure the securl ty of a system based on a reference 
mon I tor. 

a. The morI tor must be tamper proof. 

b. The monitor must be Invoked for every reference 
to data anywhere In the system. 

c. The monitor must be small enouyh to be proven 
correct. 

The stated desien roais of contemporary systems 
such as GfOS or OS/360 are to meet the first reoulrement 
(albeit unsuccessfully). The second reoulrement Is 
renerally not met by contemporary systems since they 
usually Include "bypasses" to permit special software to 
operate or must suspend the reference monitor to provide 
addressahilIty for the oneratlnr system In exerclslnr Its 
service functions. The best known of these is the bypass 
In OS/360 for the IBM supplied service aid, IMAShZfP 
(SUPrRZAP). <IBf*70> Finally and most important, current 
ooeratlnr systems are so larre, so complex, and so 
monolithic that one cannot her In to attempt a formal proof 
or cert if I cat ion of their correct Implementatloo. 

1.3.3 Hypothesis: Hultlcs Is "Secureable" 

The computer security technology panel 
Identified the reneral class of descriptor driven 
processors (1) as extremely useful to tbe Implementation 
of a reference monitor. Mult les, as the most 
sophisticated of the descriptor-drIven systems currently 
available, was hypothesized to be a potentially secureable 
system; that is, the Multlcs desirn was sufficiently 
we I I-orranI zed and oriented towards security that the 
concent of a reference monitor could he implemented for 
Multlcs without fundamental chanres to the facilities seen 
by Multlcs users. In particular, the Multlcs rlnr 
mechanism could protect the monitor from malicious or 
Inadvertent tampering, and the Multlcs segmentation could 

(1) Hescriptor driven processors use some form 0f address 
translation throurh hardware Interpretation of descriptor 
words or registers. Such systems Include the furreughs 
6700, the higltal rqulpment horn. Pr'?-ll/45, the hate 
General Mova 840, the PFr ri-10, the MIS G180, the W 
370/1S8 and 168, and several others not listed here. 

Reproduced (rom 
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enforce monitor mediation on every reference to data. 
However, the question of certlf laM 11 ty had not as yet 
been addressed In Hultlcs. Therefore the f'ultlcs 
vulnerability analysis described herein was undertaken to: 

a. Fxamlne Quittes for potential vulnerabilities. 

b. Identify whether e reference monitor was 
practical for Multics. 

c. Identify potential interim enhancements to 
Vultlcs to provide security In a benlpn (restricted 
access) environment. 

d. Determine the scope and dimension of a 
certification effort. 

1.4 SI tes Used 

The vu 1nerab111ty analysis described herein was 
carried out on the HIS 645 Hultlcs Systems Installed at 
the Massachusetts Institute of Technology and at the Rome 
Air Development Tenter. As the HIS 6180, the new ful tics 
processor, was not available at the time of this study. 
This report will describe results of analysis of the IMS 
645 only. Since the completion of the analysis, work has 
started on an evaluation of the security controls of 
fultlcs on the HIS 6180. Preliminary results of tho work 
on the HIS 6180 are very briefly summarized In this 
report, to provide an understanding of the value of the 
evaluation of the HIS 645 In the context of the new 
hardware environment. 
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SFrilOM II 

MULT ITS SrrURITY rOMTROlS 

This section provides a brief overview of the Sasic 
Multlcs security controls to provide necessary background 
for the discussion of the vulnerability analysts. 
However, a rather thorough knowledge of the Multlcs 
Imp lernen tation Is assumed throughout the rest of this 
document. More complete background material may be found 
In Llpner <LIP74>, Saltzer <SAL73>, Or*anick <ORG72>, and 
the MüUikS Programmers1 Manual <MPM73>. 

The basic security controls of Multlcs fall Into 
three major areas: hardware controls, software controls, 
and procedural controls. This overview will touch briefly 
on each of these areas. 

2.1 Hardware Security Controls 

2.1.1 Segmentation Hardware 

The most fundamental security controls in the 
HIS 645 Multlcs are found In the segmentation hardware. 
The basic Instruction set of the 645 can directly address 
up to 256K (2) distinct segments (3) at any one time, each 
segment being up to 256K words long. (4) Segments are 
broken up Into IK word pages (5) which can be moved 
between primary and secondary storage by software, 
creating a very large virtual memory. However, we will 
not treat paging throughout most of this evaluation as it 
Is transparent to security. Paging must be Implemented 

(2) IK « 1024 units. 

(3) Current software table sizes restrict a process to 
about 1000 segments. However, by Increasing these table 
sizes, the full hardware potential may be used. 

(4) The 645 software restricted segments to 64K words for 
efficiency reasons. 

(5) The 645 hardware also supports 64 word pages which 
were not used. The 6180 supports only a single page size 
v/hlch can be varied by field modification from 64 words to 
4096 words. Initially, a size of 1024 words Is being 
used. The supervisors on both the 645 and 6180 use 
unpaged segments of length 0 nod 64. 

9 
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correctly In a secure system. However, burs In pare 
control are renerally difficult to exploit In a 
penetration, because the user has little or no control 
over paring operations. 

Serments are accessed by the 645 CPU throurh 
serment descriptor words (SDK's) that are stored In the 
descriptor serment (DSEG). (See Flrure 1.) To access 
serment N, the 645 CPU uses a processor rerlster, the 
descriptor serment base rerlster (DBR), to find the DSFfi. 
It then accesses the Nth SDK In the DSEO to obtain the 
address cf the serment and the access rights currently In 
force on that serment for the current user. 

Each SDK contains the absolute address of the 
pare table for the serment and the access control 
Information. (See Figure 2.) The last 6 bits of the SDK 
determine the access rights to the segment - read, 
execute, write, etc. (6) Using these access control bits, 
the supervisor can protect the descriptor segment from 
unauthorized modification by denying access in the SDK for 
the descriptor segment. 

2.1.2 Master Mode 

To protect against unauthorized modification 
of the DBR the processor operates In one of two states - 
master mode and slave mode. In master mode any 
Instruction may be executed and access control checks are 
Inhibited. (7) In slave mode, certain Instructions 
Including those which modify the OBP are Inhibited. 
Master mode procedun* segments are controlled by the class 
field In the SDK'. Slave mode procedures may transfer to 
master mode procedures only through word zero of the 
master mode procedure to prevent unrestricted Invocation 
of privileged programs. It Is then the responslb11 Ity of 
the master mode software to protect Itself from malicious 
calls by placing suitable protective routines beginning at 
location zero. ' 

(6) A more detailed description of the SPl format may be 
found In the 645 processor manual <AGB71>. 

(7) The counterpart of master node on the HIS C180 called 
privileged mode does not Inhibit access control checking. 

10 



Figure 1. Segmentation Hardware 
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2.2 Software Security Controls 

The most outstanding feature of the Multlcs 
security controls Is that they operate on a basis of 
"form" rather than the classical basts of "content". That 
Is to say, the Multlcs controls are based on operations on 
a uniform population of well defined objects, as opposed 
to the classical controls which rely on anticipating all 
possible types of accesses and make security essentially a 
battle of wt ts. 

2.2.1 Protection Rings 

The primary software security control on the 
645 Multlcs system Is the ring mechanism. it was 
originally postulated as desirable to extend the 
traditional master/slave mode relationship of conventional 
machines to permit layering within the supervisor and 
within user code (see Sreham <GPA68>). rieht concentric 
rings of protection, numbered 0-7, are defined with 
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3unibíred r,n5S íaí'fnR ,ess Prlv»»«e than lower 
numbered and with rln#: 0 containing the "hardcore" 
supervisor. (8) Unfortunately, the 645 CPU does not 
Implement protection rin** In hardware. (9) Therefore, 

ei*ht Protection rings are Implemented by providing 
eight descriptor segn.ants for each process (user), one 
descriptor segment per ring. Special fault codes are 
Placed In those SDW's which can be used for cross-ring 

arîümlîïîk Íhat .r,n* 0 software can Intervene and 
accomplish the descriptor segment swap between the calling 
and called rings. 

2.2.2 Access Control Lists 

of 
Segments In Multlcs are stored in a hierarchy 

th»!- rectory Is a special type of segment 
that Is not directly accessible to the user and provides a 
place to store names and other inf«-,™»#, i«« _i__ 
suhordI na te 

names and other Information about 
sewnen*s an<* directories. Each segment and 

directory has an access control list (Ad) in Its parent 
directory «ntry controlling who may £,ead (r), write (w) 
or execute (e) the segment or obtain ¿tatus (s) of, fjodlfJ 
(m) entries In, or append (a) entries to a directory. For 
example In , - — --.tory, 

. , Mgure 3, the user Jones.Druid has read 
permission to segment ALPHA and has null access to segment 
Hilíñ.- Jones .Dru Id has modify permission to 
directory DELTA, so he can give himself access to segment 

ru d ca?not *,ve h,mse,f write access to 
segment ALPHA, because he does not have modify permission 
to directory GAMMA. |n turn, the right to modify the 
access control lists of GAMMA and DELTA Is controlled by 

access control list of directory EPSILON, stored In the 

the parent of EPSILON. Access control securlty’checks for 
segments are enforced by the ring 0 software by setting 
the appropriate bits in the SOW at the time that a user 
attempts to add a segment to his address space. 

(8) The original design called for 64 rings, hut this 
reduced to 8 In 1971. was 

of Íh* ?r,™r» enh.nc.rwnts of the HIS 61t0 Is the •if'fi®" r'"' »«"¡were <SfHP72> and , consequent 
elimination of the need for master mode procedures *n the 
user ring. 1 e 
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Figure 3. Directory Hierarchy 
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2.2.3 Protected Access Identification 

, ,n order to rfo access check In*, the rln* 0 
have a «»»'otected, non-foreeable 

ident flcatlon of a user to compare with the ACL entries. 
This ID Is established when a user sl*ns on to Kultlcs and 
lírJÍÍhÍÍ «i? ithe fproSess ,data segment (PPS) which Is 
accessible only In ring 0 or In master mode, so that the 
user may not tamper with the data stored In the PDS. 

2.2.4 Master Mode Conventions 

convention, to protect master mode 
software, the original design specified that master mode 
procedures were not to be used outside ring 0. If the 
master mode procedure ran In the user ring, the master 
mode procedure Itself would he forced to play the endless 
game of wits of the classical supervisor cali: The master 
mode procedure would have to Include code to check for all 
possible combinations of Input arguments, rather than 

00 fca set of argument Independent 
security controls. As an aid (or perhaps hindrance) to 
playing the game of wits, each master mode procedure must 
VÏV!J masí,!r "o?® Pseudo-operation code assembled Into 

TíeJ fTiaste'' mode pseudo-operation generates 
c de to test an Index register for a value corresponding 
to an entry point In the segment. If the index register 
Is invalid, the master mode pseudo-operatIon code saves 
the registers for debugging and brings the system down. 

2.3 Procedural Security Controls 

2.3.1 Fnclphered Passwords 

When 
password as his 
access control 
regular users of 
against loss of 
password file, 
"non-invertIb le" 

a user logs In to Multlcs, he types a 
primary authentication. Of course, the 
list of the password file denies access to 
the system. In addition, as a protection 

a system dump which could contain the 
all passwords are stored In a 

cipher form. When a user types his 
enciphered and^ompared with the stored password. It l_ ---c,, w.m tne scored 

enciphered version for va I Id I ty,-'Clear text passwords are 
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stored nowher« In the system. 

2.3.2 Login Audit Trail 

Fach login and logout Is carefully audited to 
check for attempts to guess valid user passwords. In 
addition, each user is Informed of the date, time and 
terminal Identification (If any) of last login to detect 
past compromises of the user's access rights. Further, 
the user Is told the number of times his password has been 
given Incorrectly since Its last correct use. 

2.3.3 Software Maintenance Procedures 

The maintenance of the Mu I tics software Is 
carried out onlIne on a dial-up Multlcs facility. A 
systems programmer prepares and nominally debugs his 
software for Installation. He then submits his software 
to a IIbrary installer who copies and recompiles the 
source In a protected directory. The library Installer 
then checks out the new software prior to installing It In 
the system source and object libraries. Ring 0 software 
Is stored on a system tape that Is reloaded Into the 
system each time It Is brought up. However, new system 
tapes are generated from online copies of the ring 0 
software. The system libraries are protected against 
modification by the standard API mechanism. In addition, 
the IIbrary Installers periodically check the date/time 
las«: modified of all segments In the library in an attempt 
to detect unauthorized modifications. 
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SECTION 11 I 

VULNERABILITY ANALYSIS 

3.1 Approach Plan 

dtsl.n 'ÎhÏÎ* 5?;?î5?s,z*d íhac although the fundamental 
lmD»ím**ni-*hír, cter,st,c* of Multlcs were sound, the 
Implementation was carried out on an ad hoc basis and had 
security weaknesses In each of the three areas of security 

P?ocernJSreî? " ' hardwar^ software, aíd 

The analysis was 
IImlted basis wlth a less 
month level of effort, 
a 
se 
In a general 

to he carried out on a very 
than one-half man nonth per 

ií*. restrictions, 
. v#as 

- .. weakness 
area, verify the weakness in the 

experiment with the weakness on the 
Center (RAOC) Installation, and 
resulting debuAeed penetration 
weakness on the MIT Installation. 

t or errorc, uue to the manpower restrlctl 
Koal of one vulnerability per security control area 
c. i ne procedure followed was to postulate a weal 

system, 
Rome Air Development 

finally, uslnjt tha 
approach, exploit the 

► An at^empt,was to niade to operate with the same 

operate ^ThÜt w?rhUndei Whlch 3 real a*ent wou,d operate. That Is, with each penetration, an attempt would 
be made to extract or modify sensitive system data without 

personne?. ^ ^ System ^’otenance or administrative 

Several 
Invest 1 gated. 
SDW's, changing 
trap doors Into 
system password 

exploitations were successfully 
These Included changing access fields In 
protected Identities In the PDS, Inserting 
the system libraries, and accessing the 
file. 

3.2 Hardware Vulnerabilities 

3.2.1 Random failures 

One area of significant concern In a system 
processing multi-level classified material Is that of 
random hardware failures. As described in Section 2.1.1 

cîrr«î ^riî ^'ÎfrLtV 0f the sy?tem ,s ^»enrt.nt on thi correct operation of the segmentation hardware. If this 
hardware Is prone to error, potential security 
vulnerabilities become a significant problem. 
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• à jtross measure of the rate a# 

the^ subverter”*VwasC°wr?tten ft'IUr'' f called 

SSf* a«“''qUcomoromUe' ^"SürS 

|%% SrSii:,»: «i 
Hst described below. Assumln* th^ LirT ? 
successfully violate security rui»« * íCSt d d not 
7o to sleep for oíe mî^^ifo^îiy ï* tiï 

of '*■* subverter may he Íoínd lí Íope“ÍÍ Í?S A 

year period 0^^¾ ^t^? î,™ 

1100 operatTnll ^.["y ^uív."^^ 
component ^allures wer# ¿»fillip sensitive hardware 

Întiîîiilni f0r the,f45 s«cur»tv hardware. ° ^twn 

n/stV^ uZ^ted^st^rCori", tMtS- 

0 r^Itru^,^6 h6^- n:«-,7o^ ?onn indfcated7that ”¿1 
m«^.isa *CrUCj 0n had no obvious Impact on security hut 

™rt!cu?:refnti0r.,it0r%hSOm' 'ntern»' ree”"r oyf ño 

^^rü'sñcíToñ",:];!:-- 
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TABir i 

Subverter Test Attempts 

1100 Operating Hours 

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 

10. 
11. 
12. 
13. 
14. 
15. 
16. 
17. 
18. 
19. 
20. 
21. 
22. 

test Name 

Clear Associative Memory 
Store Control Unit 
Load Timer Register 
Load Descriptor Base Register 
Store Descriptor Base Register 
Connect I/O Channel 

: 'nte"uPt Signal 
Read Memory Controller Mask Register 
Set Memory Controller Mask Register 

Loid ÎTJto '"terru^S;,, 
Load Associative Memory 
Store Associative Memory 
Restore Control Unit 
No Read Permission 
No Write Permission 

xcn ’ 2° m*?0' Perm,sslon 
XED - No Write Permission 
Tally Word Without Write 
Bounds Fault <64K Pe^lsslon 
Bounds Fault >64K 
•Ilegal Opcodes 

* Attempts 

3526 
3466 
3444 
3422 
3403 
3378 
3359 
3344 
3328 
3309 
3289 
3259 
3236 
3219 
3148 
3131 
3113 
3098 
3083 
2398 
2368 
2108 

re, '-«.on 

ACl's. Tests 17 and « «t on seginent 
Identical to 15 anH ik 
Instructions are refch.d fexe,ot the 
Instruction rather í''?" an F«cote 
attempts to Increment a ta 11 ^wnrd* that *1°° íIO>'• 
without write Permission. Í>s?sh?Í ^ 1? a 
hounds faults on segments of «rô 21.take out 
supervisor to grow n»u. « zero length, forcing 

attempts execution of ail the*?n«íab,e? for them* Test 
on the 645. the ,nstructlons marked | | ief 

18 a 
faultI 

Douh 
Tes t 
segne 
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3« it. 2 Execute Instruction Access Check Bypass 

While experimenting with the hardware 
subverter, a sequence of code (10) was observed which 
would cause the hardware of the 043 to bypass access 
checking. Specifically, the execute instruction in 
certain cases described below would permit the executed 
instruction to access a segment for reading or writing 
without the corresponding permissions in the SOW. 

This vulnerability occurred when the execute 
instruction was in certain restricted locations of a 
segment with at least read-execute (re) permission. (See 
Figure 4.) The execute instruction then referenced an 
object instruction In word zero of a second segment with 
at least R permission. The object instruction indirected 
through an ITS pointer in the first segment to access a 
word for reading or writing in a third segment. The third 
segment was required to be "active"; that is, to have an 
SOW pointing to a valid page table for the segment. If 
all these conditions were met precisely, the access 
control fields in the SOW of the third segment would be 
ignored and the object instruction permitted to complete 
without access checks. 

The exact layout of instructions and Indirect 
words was crucial. For example, if the object instruction 
used a uase register rather than indirecting through the 
segment containing the execute Instruction (l.e., staq 
ap|0 rather than staq 0,*), then the access checks were 
done properly. Unfortunately, a complete schematic of the 
645 was not available to determine the exact cause of the 
bypass. In Informal communications with Honeywell, it was 
Indicated that the error was introduced in a field 
modification to the 645 at MIT and was then made to all 
processors at ail other sites. 

This hardware bug represents a violation of 
one of the most fundamental rules of the Multlcs design - 
the checking of every reference to a segment by the 
hardware. This bug was not caused by fundamental design 
problems. Rather, it was caused by carelessness by the 
hardware engineering personnel. 

(lü) The subverter was designed to test sequences of code 
in wnich single failures could lead to security problems. 
Some of these sequences exercised relatively complex and 
infrequently used instruction modifications which 
experience had shown were prone to error. 
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Figure 4. Execute Instruction Bypass 



was made to « complete seercH 
or «ddl tlonal hardware design burs, es this would h.-wo 

Ï!ÎU lï? '°'lî '"»tr*™ fer the 545. It was sufficient 
ror this effort to demonstrate one vulnerability in this 
d res • 

3.2.3 Preview of 6180 Hardware Vulnerabilities 

While no detailed look has been taken at the 
Issue of hardware vulnerabl11 ties on the 6180, the very 
f rst loRln of an ESD analyst to the 6180 Inadvertently 
discovered a hardware vulnerability that crashed the 
system. The vulnerab111ty was found In the Tally Word 
Without Write Remission test of the suhverter? In this 
test, when the 6180 processor encountered the tally word 
without write permission. It signalled a "trouble" fault 
rather than an access violation" fault. The "trouble" 

Hur L IL ^rma ï s,5na,,!H on,y whpn a fault occurs du signal line of a fault. Upon encountering a 
dowri * fau,t' the software normally brlnrs the system 

It should he noted that the Mir, 6180 contains 
very nev/ and complex hardv/are that, as o* this 
nunl (cation, has not been completely "she^on down" Thu«: 
Honeywell still quite reasonably expects to find hardware 
problems. However, the in,adequacy o* "testing" for 
security vulnerabl11 ties applies equally well to hardware 
íf Í° Simply "shaklnr down" the hardware cannot 
find all the possible vulnerabilities. 

3.3 Software Vulnerabilities 

anaiu«i-A,tï°U*h, apProach Plan for the vu 1 nerabi 1 i ty 
analysis only called for locating one example of each 
class of vulnerability, three software vulnerabilities 
«Íí^iíentifIeí,aS Sh0Wn be,ow* A«aîn' thp search was neither exhaustive nor systematic. 

3.3.1 Insufficient Argument Validation 

Because the 645 Multics system must simulate 
protect on rlnps In software, there Is no direct hardware 
valldat on of arguments passed In a subroutine call from a 
less privileged rlnr, to a more privileged rinr. Some form 
of validation Is required, because a malicious user could 
call a rlne 0 routine that stores Information throu-h .-, 
user supplied pointer. If the malicious user supplied a 
pointer to data to which rln.c 0 had write permission hut 
to which the user rln* did not, rin» n could hP "tricked" 
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Into causing a security violation. 

To provide validation^ the 645 software ring 
crossing mechanism requires all gate segments (11) to 
declare to the "gatekeeper" the following Information; 

1. number of arguments expected 
2. data type of each arguments 
3. access requirements for each argument** 

read only or read/write. 

This Information Is stored by convention In specified 
locations within the gate segment. (12) The "gatekeeper" 
Invokes an argument validation routine that inspects the 
argument list being passed to the gate to ensure that the 
declared requirements are met. If any test fat Is, the 
argument validator aborts the call and signals the 
condition "gate_error" In the calling ring. 

In February 1973, a vulnerability v/as 
Identified In the argument validator that would permit the 
"fooling" of ring 0 programs. The argument validator's 
algorithm to validate read or read/write permission was as 
follows: First copy the argument list Into ring 0 to 
prevent modification of the argument list by a process 
running on another CPU In the system while the first 
process Is In ring 0 and Has completed argument 
validation. Next, force Indirection through each argument 
pointer to obtain the segment number of the target 
argument. Then look up the segment In the calling ring's 
descriptor segment to check for read or write permission. 

The vulnerability is as follows: (See figure 
5.) An argument pointer supplied by the user Is 
constructed to contain an IDC modifier (increment address, 
decrement tally, and continue) that causes the first 
reference through the Indirect chain to address a valid 
argument. This first reference Is the one made by the 

(11) A gate segment Is a segment used to cross rings. It 
Is identified by R2 and R3 of Its ring brackets Rl, R2, R3 
being different. See Organlck <ORG72> for a detailed 
description of ring brackets. 

(12) For the convenience of authors of gates, a special 
"gate language" and "gate compiler" are provided to 
generate properly formatted gates. Using this language, 
the author of the gate can declare the data type and 
access requirement of each argument. 
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Figure 5. Insufficient Argument Validation 
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argument validator. The re^eronce through the I^C 
modifier Increments the address field the tally word 
causing It to point to a different Indirect word which In 
turn points to a different ITS pointer which points to an 
argument which Is writable In ring 0 only. The second 
reference through this modified Indirect chain Is made by 
the ring 0 program which proceeds to write data where It 
shouldn't, (13) 

This vulnerability resulted fror violation of 
a basic rule of the Multlcs design - that all arguments to 
a more privileged ring be validated. The problem was not 
In the fundamental design - the concept of a software 
argument validator Is sound given the lack of ring 
hardv/are. The problem was an ad hoc Implementation of 
that argument validator which overlooked a class of 
argument pointers. 

Independently, a change was made to the NT 
system which fixed this vulnerability In February 1973, 
The presence and exploltabl11ty of the vulnerability were 
verified on the P.ADC Multlcs which had not been updated to 
the version running at MIT, The method of correction 
chosen by MIT was rather "brute force." The argument 
validator was changed to require the modifier In the 
second word of each argument pointer always to be zero. 
This requirement solves the specific problem of the IPf 
modifier, hut not the general problem of argument 
val I da tlon. 

3.3.2 Master Mode Transfer 

As described In Sections 2.1.2 and 2.2.4, the 
545 CPU has a master mode In which privileged Instructions 
may be executed and In which access checking Is Inhibited 
although address translation through segment and page 
tables Is retained. (14) The original design of the 
Multlcs protection rings called for master mode code to be 

(13) Depending on the actual number of references made, 
the malicious user need only vary the number of Indirect 
words pointing ^o legal and illegal arguments. We have 
assumed for simplicity here that the validator and the 
ring 0 program make only one reference each. 

(14) The 645 also has an absolute mode In which «ill 
addresses are absolute core addresses rather than being 
translated by the segmentation hardware. This mode is 
used only to initialize the system. 
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caused the f«utc1 "handíinir^iTi^rh^i1’ (15* T,,ls con',entlon 
«pensive due to the n.«,,^;'“, *?, he ««cesslvely 
ring Into ring 0 and out acalny m«iSW tCï n* from the user 
ring crossing mííhaíIîm M yt w«nîh.thî fun software 
Implemented that the simili»! Í!í!.r?fore proposed and 
processing faults to bî s fina I Ld 1 « r es po ns I b I e for 
Permitted to run In the user ? nr ¿ th,i ui*r' (16) 
processing. The signal 1er I« speed pP fault 
because It must execute the Pri* J fnaster "»de procedure, 

instruction to're'^t'Yp^s n^î'rîauf??1"' Un,t> 

The decision to move the simal 1er 
ring was not felt to he a 5,rnaiier to the user 

-T -er'Ä'Y^/h:nrrr 

oro tec t* IT*? rom 

an »rbltrery ,eoï.«e ' nf$ Ín?uCUnnsU,':i m'’'*0“'' procedure. it was ai«« '"^ructions within 

IjPl^ented thet the code c? 

see In <1 M n*«hf so*cli,lll' cud I ted. 
in Ík.S"iÍ °n,3,4,4' »u<<ltlnr does 
In the "battle of „Its" between 
penetrator. 
fundamen ta 1 

Auditing cannot be 
security weaknesses. 

thn 
although never 
procedures In 

However as we shall 
not guarantee victory 

the implementor and the 
used to make up for 

analysis 
represent 
concept. 

thiî WaS f°$tu,ated Ip the ESD/fTI vulnerability 
that master mode procedures In the user In? 

3 v“2Í!tÍ«a,th|,slat,0n 0f th* ,iuU,cs security 
controls from the basic hardware/soft íhe securî^ 

zn j" ;s-î.™,ter 

?¿Sn*S of «"s 

wï th no 
In fact, upon 

hypothesis v/as 

.. the privileged mode bit. » t e hardware 
only has 

Ignores 

(16) 
and 

The signal 1er processed such fault« 
p fCC?îS v*°latlon which are signallef 
age faults and segment faults which the usei 

are processed elsewhere In ring 0. 

"zcrodlvide" 
to the user, 
never sees 
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Th« »na» ter nwde pseudo-operation code was 
designed only to protect master mode 
random calls within ring Ü. It 
withstand the attack of a malicious 

procedures from 
was not designed to 
user, but only to 

operate in the relatively benign environment of ring ü. 

The master mode program shown In Figure 6 
assembles Into the interpreted object code shown in Figure 

“,aster r;ol¡® procedure can only be entered at 
location zero. (17) dy convention, the n entry points to 
the procedure are numbered from j to n-i. The number of 
tne desired entry point must be in Index register zero at 

tne Can,* The flrst two instructions in the 
master mode sequence check to ensure that Index register 
zero s in bounds. If It Is, the transfer on no carry 
(tne) instruction indirects through the transfer vector to 
tne proper entry. if index register zero is out of 
bounds, tne processor registers are saved for debugging 
and control is transferred to "mxerror," a routine to 
crasn tne system because of an unrecoverable error. 

... rhis transfer to mxerror is the most obvious 
vulnera*.1ity. by moving the signaller Into the user 
rmifc, tne designers allowed a user to arbitrarily crash 
tne system by transferring to signaller|0 with a bad value 
in index register zero. This vulnerability is not too 
ÍÜri if' à,nfe üoe* not compromise Information and 
could be repaired by changing mxerror to handle the error, 
rather than crashing the system. 

However, there Is a much riiore subtle and 
d.iruerous vulnerability here. The tra lu|12,. Instruction 
1'ft Is used to call mxerror believes that th® Ip r«»"ister 
points to the linkage section of the signaller, which it 
snoulo if tue call were legitimate. However, a malicious 
user may set the Ip register to point wherever he wishes, 
¿arEdUdJig iiiü la mnsfer lu an arbitrary location whit« 
ills m ii iiLU m matsr nnide. tHTT“ is the îra^ 
in master .node, because this permits a transfer to an 
arbitrary location within another master mode procedur® 
without access checking and without the restriction of 
entering at word zero. Thus, the penetrator need only 
rind a convenient store instruction to be able to write 
into his own descriptor segment, for example. Figur® » 
snows tne use of a sta bp|0 instruction to change the 
contents of an UÜW illegally. 

(x7) This restriction 
section 2.1.2. 

is enforced by hardware described in 
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name master., test 
mastermode 
entry a 
entry b 

a: code 
e e e 

b: code 
e e e 

end 

Figure 6. Master Mode Source Code 

cmpAÜ 
tnc 
stb 
sreg 
eapap 
stcd 
tra 

a : code 
e e • 

o: code 
• e • 

transfer_vector: 
tra 
tra 
end 

2,du "call in bounds? 
transfer_vector,0 "Yes, go to entry 
sp|U 
spIIU 
arg)ist 
sp 124 
lp|12,* 

"I 1 legal cal 1 here 
"save registers 
"set up cal 1 

"lp|12 points to mxerror 

a 
b 

Figure 7. Master Mode Interpreted Object Code 
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ENTER 
Signaller 

POINTER 

Setup Conditions 

A reg : = new SOW 
Index 0 : . -l 
Ip : . address (POINTER) -12 
POINTER : . address Ista Instruction) 
bp : - address (SOW) 

Figure 8. Store with Master Mode Transfer 
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► kt. „ . s. one major H^f>culty In pxploltlni? 
this vulnerability. The Instruction to which control Is 
transferred mu*t be chosen with extreme care. The 
Instructions Immediately following the store must provide 

?ííerlV^ ?*ans of r«turnIn* control to the malicious 
user without doln* uncontrolled damage to the system. If 

* data 5ase ,s *arb,ed* the system will crash 
leaving a core dunp which could Incriminate the 
penetrator. 

. . Th 5 vu,n«rabM!ty was Identified 
In June 1972. An attempt to use the vulnerehll 
a system crash for the following reason: 
obsolete listing of the signaller, the transfer 
to an LDBR (^oad descriptor Rase Perlster) 
ns lead of the expected store InstrucTlon. Th 

loaded with a garbled value, and the syst 
crashed. The system maintenance personnel, hel 
o the presence of an active penetration, att 
crash to a disk read error. 

by CSn/flCI 
I ty led to 

Due to an 
was nado 

I ns tructI on 
e DRP was 
em promptly 
nr unaware 
rlhute'4 the 

i ► j r The ,,ast*r ^ode Transfer vulnerahlllty 
n!!ïiÎels^fr°n- a wv ®,at,on of fundamental rule that 
master mode code shall not he executed outside rlnr 0. 
The violation was not made maliciously by the system 
Implementors. Rather It occurs because of the Interaction 
of two seemingly independent events: the ability to 
transfer via the Ip without the system being ahle to chock 
the validity of the Ip setting, and the ability for that 
ïkf?!fer C<\be ma*ter mori<* code. The separation of 
these events made the recognition of the problem unlikely 
during implementetIon. 

3.3.5 Unlocked Stack Liase 

The G45 CPU has eight 18-hit 
c:re used for inter-segment references, 
associated with each register to allow I 
with another register 
pair. In addition, each 
only In master mode, which 
modification. Ry 
named and paired as 

registers that 
Control hits are 

C to be paired 
as a word number-segment number 
register has a lock hit, settable 

protects Its contorts from 
convention, the eight registers are 
shov/n In Table 2. 
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TARIF 2 

Base Re*f s ter »»alrlnr: 

Number 

0 

1 

2 

3 

4 

5 

6 

7 

Namç 

ap 

ab 

bp 

bb 

ID 

Ib 

sp 

sb 

Jllft 

argument pointer 

argument base 

unass Igned 

unass Igned 

linkage pointer 

11nkage base 

stack pointer 

stack base 

■Ealrlm: 

pal red wlth ab 

unpalred 

paired with bb 

unpaI red 

paired wlth |h 

unpaI red 

paired w¡ss 

unpaired 

operating system? thatnthe°ft ^ Mu,t,rs 
be simplified If the stack ba*P ?ck5 thefrfne 0 code couM 
t^at Is, could only^e^modIff** 
contained the segment number of the user start hi h S>1 
guaranteed to be wrlteabU if ►h« euUSPr stack wh»ch was 

înH f thp sb wore «ocked, then 
wblrh :te:rupt ha^^rs could have 
which to store stack frames. After 

to users at HIT, |t was realized 
base unnecessarily constrained 

. , languages would be extremelv 
switch iñrír Wlth0ut ,tht capabl 11 ty ofqu7ckU 
switching between stack sernents. Therefore, 

stack base. 

the ring 0 fault 
convenient areas In 
Huí tics had been released 
that locking the stack 
language designers. Some 
difficult 
and easI I y 
the system 

was modified to no longer lock the 

realized 

Wb I Cb assu^r ^ 

^*,o«k.nta : -- - -- 
never comp „ted «d îb.,f^kde"^,nc?lïV"d.«Tf ‘ "aS 
In k enera I not repaired until much later Hent,f,"1 w»r<“ 

hypothesIzed 
problems was 
large that 

As part of 
that such 
presumahI y 
a subtle 

the vulnerabiIIty analysis, 
an audit for unlocked stack 

Incomplete. The ring 0 code 
dependency on the sb register 

Reproduced from 
best available copy. 

11 v/as 
base 

Is so 
cou I d 
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easily slip by an auditor's notice. This, In fact proved 
to be true as shown below: 

Section 3.5.2 showed that the master mode 
pseudo-operation code believed the value In the Ip 
register and transferred through It. Fl eure 7 shov/s that 
the master mode pseudo-operation code also depends on the 
sb pointing to a wrlteable stack segment. When an Illegal 
master mode call Is made, the registers are saved on the 
stack prior to calling "mxerror1' to crash the system. 
This code was designed prior to the unlocking of the stack 
base and was not detected In the system audit. The 
malicious user need only set the sp-sb pair to point 
anywhere to perform an Illegal store of the registers with 
master mode privileges. 

The exploitation of the unlocked stack base 
vulnerability was a two step procedure. The master node 
pseudo-operation code stored a 11 the processor registers 
In an area over 20 words long. This area was far too 
large for use In a system penetration in which at most one 
or two words are modified to give the agent the privileges 
he requires. However, storing a large number of words 
could be very useful to Install a "trap door" in the 
system — that is a sequence of code which when properly 
Invoked provide«, the penetrator with the needed tools to 
subvert the system. Such a "trap door" must be well 
hidden to avoid accidental discovery hy the system 
maintenance personnel. 

It was noted that the llnlage segments of 
several of the ring 0 master node procedures were 
preserved as separate segments rather than Seing combined 
In a single linkage segment. Further, these llnkare 
segments were themselves master mode procedures. Thus, 
segments such as signaller, flm, and emereency_shutdown 
had corresponding master mode linkage segments 
s ignal 1er. 1 ink, flm. link, and emergency_shutdo.:n. 1 i nk. 
Linkage segments contain a great deal of information used 
only by the binder and therefore contain a great deal of 
extraneous Information In ring 0. For this reason, a 
master mode linkage segment Is an Ideal place to conceal a 
"trap door." There Is a master mode procedure called 
ernergency_shutdown that is used to place the system in a 
consistent state in the event of a crash. Since 
ernergency_shutdown Is used only at the time of a system 
crash. Its linkage segment, emergency_shutdown.Iink, was 
chosen to be used for the "trap door". 
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Th* first step of thr exploitation of the 
unlocked stack base Is shown In Flrure 9. (18) The 
slena 11er Is entered at location 0 with an Invalid Index 
register 0# The steck pointer Is set to point to nn area 
of extraneous storare In emerrency_shuLdown.I Ink. The AO 
register contains a two instruction "trap door" which when 
executed In master mode can load or store any 36-blt word 
In the system. The Index registers could be used to hold 
a longer "trap door"; however. In this case the xed hp|0, 
tra bp 12 sequence Is sufficient. The base registers. 
Index registers, and AO register are stored Into 
emergeney_shutdown.1 Ink, thus laying the "trap door". 
Finally a transfer Is made Indirect through lp|12 which 
has been pre-set as a return pointer. (19) 

Step two of the exploitation of the unlocked 
stack base Is shown In Figure 10. The calling program 
sets the bp register to point to the desired Instruction 
pair and transfers to word zero of the signaller with an 
invalid value In Index register 0. The signaller saves 
Its registers on the user's stack frame since the sp has 
not been changed. It then transfers Indirect through 
!p|12 which has been sef: to point to the "trap door" In 
ernergency_shutdown.link. The first Instruction of the 

trap door 1 is an execute double (XF0) which permits the 
user (penetration agent) to specify any two arbitrary 
Instructions to he executed ¿q master node. in this 
example, the Instruction pair loads the ^ register from a 
word In the stack frame (20) and then stores Indimfct 
through a pointer In the stack to an Sm. in the descriptor 
segment. The second Instruction In the "trap door" 
transfers back to the calling program, and the penetrator 
may go about his business. 

(18) Listings of the code used to exploit this 
vulnerability are found In Appendix B. 

(19) This transfer uses the Master lode Transfer 
vulnerability to return. This Is done primarily for 
convenience. The fundamental vulnerability is the storing 
through the sp register. Uthout the Master Mode 
Transfer, exploitation of the Unlocked Stack Base would 
have been more difficult, although far from Impossible. 

(20) It should be noted that only step one changed the 
value of the sp. In step two. It Is very useful to leave 
the sp pointing to a valid stack frame. 
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Setup Conditions 

AQ register :=xed bp|0; tra bp|2 
I ndex 0 : = -1 
sp : = address (unused storage in emergency shutdown. link) 
Ip 112 := address return location) 

Figure 9. Unlocked Stack Base (Step 1) 
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Figure 10. Unlocked Stack Base (Step 2) 



The "trap Hoor" Inserted In 
emer*ency_shutdown.I Ink remalned In the system until the 
system was reinitialized. (21) At Initialization tine, a 
fresh copy of all rln* zero segments Is read In from the 
system tape erasing the "trap door". Since system 
Initializations occur at least once per day, the 
penetrator must execute step one before each of his 
working sessions. Step two Is then executed each time he 
wishes to access or modify some word In the system. 

The unlocked stack base vulnerability was 
Identified In June 1972 with the Master Mode Transfer 
Vulnerability. It was developed and used at the PAPT site 
In September 1972 without a single system crash. In 
October 1972, the code was transferred to the MIT site. 
Pue to lack of good telecommunications between the two 
sites, the code was manually retyped into the MIT system. 
A typing mistake was made that caused the word to be 
stored into the SDl.' to always be zero (See Figure 10). 
When an attempt was made to set slave access-data In the 
SOW of the descriptor segment Itself, (22) the SDl/ of the 
descriptor segment was set to zero causing the system to 
crash at the next LDBR Instruction or segment Initiation. 
The hug was recognized and corrected Immediately, hut 
later In the day, a second crash occurred when the SPV/ for 
the ring zero segment flm (the .fault intercept rjodule) was 
patched to slave access-write permit-data rather than 
slave access-write permit-slave procedure. In more 
straightforward terms, the SDl. was set to read-wrlte 
rather than read-write-execute. Therefore, when the 
system next attempted to execute the flm It took a 
no-execute permission fault and tried to execute the fin, 
thus entering an Infinite loop crashing the system. 

3.3.4 Preview of 6180 Software Vulnerabilities 

The 6180 hardware Implementation of rings 
renders Invalid the attacks described here on the 645. 
This Is not to say, however, that the 6130 fultics is free 
of vulnerabilities. A cursory examination of the 6180 
software has revealed the existence of several software 
vu I nerab I I Iti es, any one of which can be used to access 

(21) See Section 3.4.5 for more lasting "trap doors". 

(22) The attempt here was to dump the contents of the 
descriptor segment on the terminal. The user does not 
normally have read permission to his own descriptor 
segment. 
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any Information In the system. These vulnerabilities were 
Identified with comparable levels of effort to those shown 
In Section 3.5. 

3.3.4.1 No Tall Limiter Vulnerability 

The first vulnerability Is the Mo Pall 
Limiter vulnerability. This vulnerablI Ity was caused by 
the call limiter not beln* set on Rate segments, allowing 
the user to transfer to any Instruction within the Rate 
rather than to just an entry transfer vector. This 
vulnerability Rives the penetrator the same capabilities 
as the Master Mode Transfer vulnerability. 

3.3.4.2 SLT-KST Dual SOW Vulnerability 

The second vulnerability Is the SLT-KST 
Dual SOW vulnerability. When a user process was created 
on the 645, separate descriptor serments were created for 
each ring, with the ring 0 SPh's being copied from the 
segment loading table (SLT). The ring 0 descriptor 
segment was essentially a copy of the SLT for ring 0 
segments. The ring 4 descriptor segment zeroed out most 
SDW's for ring 0 segments. Non-ring 0 SDW's were added to 
both the ring 0 and ring 4 descriptor segments from the 
Known Segment Table (KST) during segment Initiation. Upon 
conversion to the 6180, the separate descriptor segments 
for each ring were merged Into one descriptor segment 
containing ring brackets In each SDW <IPr73>. The ring 0 
SDW's were still taken from the SLT and the non-ring 0 
SDW's from the KST as on the 645. 

The system contains several gates from 
ring 4 Into ring 0 of varying levels of privilege. The 
least privileged gate Is called hcs__ and may be used by 
all users In ring 4. The most privileged gate Is called 
hphcs_ and may only be called by system administration 
personnel. The gate hphcs_ contains routines to shut the 
system down, access any segment In the system, and patch 
ring 0 data bases. If a user attempts to call hphcs_ In 
the normal fashion, hphcs_ is entered Into the KST, an SPIV 
is assigned, and access rights are determined from the 
access cont,’ol list stored In hphcs_'s parent directory. 
Since most users would not be on the access control list 
of hphcs_, access v/ould be denied. Ring 0 gates, however, 
also have a second segment number assigned from the 
segment loading table (SLT). This duplication posed no 
problem on the 645, since SLT SDW's were valid only In the 
ring 0 descriptor segment. However on the 6180, the KST 
SDW for hphcs_ would be null access ring brackets 0,0,5, 
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brackets 0L0 5 tk 2 read-execute (re) access, rln* 
Therefore, the penetrator need only 

thîn ul.nS Cïe aP?r0P!: aî? abso,ute segment number rather 
ÎÏÎÏKinl 5w?am C, ,,nkIn,r t0 W»n access to any hphcs 
capability. This vulnerability was conslderbly easier to 

°f '5? 0tïers and was carried throueí 
Catii°n# confirmation, and exploitation In less 

than 5 man-hours total (See Section 3.5). 

3.3.4.3 Additional Vulnerabilities 

The above mentioned 6180 vulnerabilities 
h i*'1 »nd repaired by Honeywell. The 

uthe SLT‘KST nua1 SPW vulnerability were 
demonstrated to Honeywell on 14 September 1973 In the form 
2;aftaVn **a! messare to the operator's console at the 
6180 site In the Honeywell plant In Phoenix Arl7on-* 
unt?l|WMli!chdiq7h0t *.d®nt,fy che cause of the vulnerability 
until March 1974 and Installed a f|x In Multlcs System 
«É.înlrakM I îhe Mme , th 15 Publication, additional 
vulnerabilities have been Identified hut at this tine have 
not been developed Into a demonstration. 

3.4 Procedural Vulnerabilities 

This section 
remote user of 
vulnerabltitles. No 
physleal securt ty. 

describes the expl 
several classes 
attempt was made 
as there were 

vulnerabilities In this area. In partícula 
room was not secure and communications 
encrypted. Rather, this section looks at 
auditing, system conf ijpiuration control, 
and privileged" users. 

3.4.1 Dump and Patch Utilities 

citation by a 
of procedural 

to penetrate 
many admitted 
r, the machine 
lines were not 
the areas of 

(23) passwords. 

personnel, 
patch any 

To Provide support to the system maintenance 
the Multlcs system Includes commands to dump or 
word In the entire virtual memory. These 

(23) System configuration control is a term derived from 
Air Force procurement procedures and refers to the control 
and management of the hardware and software being used in 
a system with particular attention to the software update 
casks. It is not to be confused with the ful tics dynamic 
reS°ü gUratl°n caPabIHty which permits the system to add 
and delete processors and memories while the system is 
running. 

38 



útil i des are used to make online repairs while the system 
continues to run. Clearly these commands are very 
danKerouS/ since they can bypass all security controls to 
access otherwise nrotected Information, and It misused, 
can cause the system to crash by oprbllne critical data 
bases. To protect the system, these commands *re 
Implemented by special prlvlleeed pates Into rlne zero. 
The access control lists on these pates restrict their use 
to system maintenance personnel by name as euthentIcated 
by the lopin procedure. Thus an ordinary user nominally 
cannot access these utilities. To further protect the 
system, the natch utility records on the system operator's 
console every patch that Is made. Thus, If an unexpected 
or unauthorized patch Is made, the system operator can 
take Immediate action by shutNne the system down If 
necessary . 

Clearly dump and patch utilities would bo of 
r.reat use to a system penetrator, since they can he used 
to facilitate his job. Procedural controls on the system 
dump and patch routines prevent the penetrator from using 
them by the ACL restrictions and the audlt trail. However 
by using the software vulnerabilities described In section 
3.3, these procedural controls may be bypassed and the 
penetration agent can Implement hls own dump end patch 
utilities as described below. 

Oumn and patch utilities were Implemented on 
Hu 1 tics using the Unlocked Stack ''ase and Insufficient 
Argument Validation vulnerabilities. Those two 
vu 1nerahI 111i es demonstrated two Kas!c?lly difforent 
strategies for accessln» nrotected segments. These two 
strategies developed from the fact that th* Unlocked Stack 
nase vulnerability operates In rlnr 4 master mode, while 
the Insufficient Argument Validation vulnerability 
operates In ring 0 slave mode. In addition, t^ere v/ns a 
requirement that a "Inimel amount of time he spent with 
the processor in an anomalous state - rln» 4 master mode 
or ring 0 Illegal code. l.'hen the processor is In an 
anomalous state, unexpected interrupts or events could 
cause the penetrator to be exposed In a system crash. 

3.4.1.1 Use of Insufficient Argument Validation 

As was mentioned above, the HIS G45 
Implementation of Multics simulates protection rings by 
providing one descriptor segment for each ring. Patch and 
dump utilities can he Implemented using the Insufficient 
Argument Validation vulnerability by realizing that the 
ring zero descriptor segment will have entries for 
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segments which are not accessible from ring 4. 
Conceptúa 11y# one could copy an SOW for some segment from 
the ring 0 descriptor segment to the ring 4 descriptor 
segment and be guaranteed at least as much access as 
available In ring 0. Since the segment number of a 
segment Is the same In all rings, this approach is very 
easy to Implement. 

The exact algorithm Is shown In flow 
chart form In Figure 11. In block 2 of the flow chart, 
the ring 4 SOW is read from the rln* 4 descriptor segment 
(wdseg) using the Insufficient Argument Validation 
vulnerability. f.'ext the ring 0 SOW Is read from the rln<* 
0 descriptor segment (dseg). The ring 0 SH' must now he 
checked for validity, since the segment may not he 
accessible even In ring 0. (24) Invalid Gn'.' Is 
represented hy all 36 bits being zero. One dpn»er present 
here is that If the segment In question Is deactivated, 
(25) the Snw being checked may be Invalidated while It Is 
being manipulated. This event could conceivably bave 
disastrous results, but as we shall see In Section 3.4.2, 
the patch routine need only be used on segments which are 
never deactivated. The dump routine can do no barn If it 
accidentally uses an Invalid SOW, as it always only reads 
using the SOW, conceivably reading garbage but nothing 
else. Further, deactivation of the segment Is highly 
unlikely since the segment Is In "use" by the dump/patch 
routine. 

If the ring 0 SOW is invalid, an error 
code Is returned In block 5 of the flow chart and the 
routine terminates. Otherwise, the ring 0 SOW is stored 
Into the ring 4 descriptor segment (wdseg) with 
read-execute-wrIte access by turning on the SOW hits for 
slave access, write permission, slave procedure. (See 
Figure 2). Now the dump or patch can he performed without 
using the vulnerability to load or store each 36 hit word 

(24) As an additional precaution, ring 0 slave "odr 
programs run under the same access rules as all other 
programs. A valid SOW entry is made for a segment in any 
ring only If the user Is on the API for the segment. Vie 
shall see In Section 3.4.2 how to »et around this 
"security feature". 

(25) A segment Is deactivated when Its nage table is 
removed from core. Segment deactivation Is performed on a 
least recently used basis, since not all pare tables may 
be kept in core at one time. 
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IS SEGMENT ACCESSIBLE 
IN RING 0? 

STORE RING 0 SOW IN 

wdseg WITH REW ACCESS 

Figure il. DUMP/PATCH UTIUTY USING INSUFFICIENT ARGUMENT VALIDATION 
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belnF "»ved. Finally In block 8, tbe rlnr 4 SOW Is 
restored to Its original value/ so that a later unrelated 
system crash could not reveal the modified SPW In a dump. 
It should he noted that while blocks 2, 3, 6, and 8 all 
use the vulnerabl11ty, the bulk of the time Is spent In 
block 7 actually performing the dump or patch In perfectly 
normal rlnr 4 slave mode code. 

3.4.1.2 Use of Unlocked Stack Base 

The Unlocked Stack Base vulnerability 
operates In a very different environment from the 
Insufficient Arrument Validation vulnerability. Rather 
than running In ring 0/ the Unlocked Stack Base 
vulnerahi! Ity runs In rlnr 4 In master mode. In the rlnr 
0 descriptor segment/ the segment dser Is the ring 0 
descriptor segment and wdser Is the rlnr 4 descriptor 
segment. (26) However/ In the rlnr 4 descriptor segment/ 
the segment dser Is the rlnr 4 descriptor segment and 
wdseg has a zeroed SOW. Therefore/ a slightly different 
strategy must be used to Implement dump and patch 
utilities as shown In the flow chart In Figure 12. (27) 
The primary difference here Is »n blocks 3 and 5 of Figure 
12 In which the ring 4 SHU for the segment Is used rather 
than the ring 0 SOW. Thus the number of segments which 
can he dumped or patched Is reduced from those accessible 
In ring 0 to those accessible In r»ng 4 master mode. l> 
shall see In Section 3.4.2 that this reduction Is not 
crucial/ since ring 4 master mode has sufficient access to 
provide "Interesting" segments to dump or patch. 

3.4.1.3 Oeneratlon o* Hew SPl.'s 

Two strategies for Implementation o^ dune 
and patch utilities were shown above. In addition, a 
th ! rd strategy exists which was rejected due to Its 
Inherent dangers. In this third strategy, the penetrator 
selects an unused segment number and constructs an SPl. 
occupying that segment number In the ring 4 descriptor 

(26) Actually wdseg Is the descriptor seg.ment for 
whichever ring (1-7) was active at the time of the entry 
to ring 0. Mo conflict occurs since wdser Is a Iwavs th* 
descriptor segment for the ring on behalf of which ring 0 
Is operating. 

(27) This strategy Is also used with the rxpcuto 
Instruction Access Pbeck Bypass vulnerability which runs 
In ring 4. 
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IS SEGMENT ACCESSIBLE 

IN RING U MASTER MODE? 

STORE RTNG A SOW IN 

wdseg WITH REW ACCESS. 

Figure 12. DUMP/PATCH UTILITY USING UNIOCKED STACK BASE 
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segment using any of die vulnerabilities. This totally 
new ÜDW could then be used to access some part of the 
Mu1 tics hierarchy. However/ two major problems are 
associated with this strategy which caused its rejection. 
Urst the absolute core address of the page table of the 
segment must be stored In the SUW address field. There is 
no easy way for a penetrator to obtain the absolute 
address of the page table for a segment not already In his 
descriptor segment short of duplicating the entire segment 
fault mechan! sm which runs to inany hundreds or thousands 
of lines of code. Second, if the processor took a segment 
or page fault on this new SDW, the ring U software would 
malfunction, because the segment would not be recorded In 
tne Known Segment Table (KST). This malfunction could 
easily lead to a system crash and the disclosure of the 
penetrator's activities. Therefore, the strategy of 
generating new SDW's was rejected. 

3.4.* Forging the Non-Forgeable User Identification 

In Section 2.2.3 the need for a protected, 
non-forgeable identification of every user was Identified. 
This non-forgeable ID must be compared with access control 
list entries to determine whether a user may access some 
segment. This identification is established when the user 
logs Into fluí tics and is authenticated by the user 
password. (2b) If this user identification can be forged 
in any way, then the entire login audit mechanism can be 
rendered worthless. 

The user identification in Multics is stored 
in a per-process segment called the process data segment 
(PUS). The PDS resides in ring 0 and contains many 
constants used In ring U and the ring Ü procedure stack. 
The user identification is stored in the PDS as a 
character string representing the user's name and a 
character string representing the user's project. The PDS 
must be accessible to any ring U procedure within a user's 
process and must be accessible to ring 4 master mode 
procedures (such as the signaller). Therefore, as shown 
in Sections 3.4.1.1 and 3.4.1.2, the dump and patch 
utilities can dump and patch portions of the PDS, thus 

Ihs. Qgn-fQrgfiflUe UiSL identification. Appendix C 
shows the actual user commands needed to forge the user 

(2b) Clearly more sophisticated authentication schemes 
than a single user chosen password could be used on 
Multics (see Richardson <KIC73>). However, such schemes 
are outside the scope of this paper. 
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Identification. 

This capability provides the penetra tor with 
an ultimate weapon". The agent can now undetectahly 
masquerade as any user of the system Including the system 
administrator or security officer. Immediately assuming 
that user's access privileges. The agent has bypassed and 
rendered Ineffective the entire login authentication 
mechanism with all Its attendant auditing machinery. The 
user whom the agent Is Impersonating can login and operate 
without Interference. Even the "who table" that lists all 
users currently logged Into the system records the agent 
with his correct Identification rather than the forgery. 
Thus to access jan* segment In the system, the agent need 
only determine who h->s access and change his user 
identification as easily as a legitimate user can change 
his working directory. 

It was not obvious at the time of the analysis 
that changing the user Identification would work. Several 
potential problems were forseen that could lead to system 
crashes or could reveal the penetrator's presence. 
However, none of these proved to he a serious barrier to 
masquerading. 

First, a user process occasionally sends a 
message to the operator's console from ring 0 to report 
some type of unusual fault such as a disk parity error. 
These messages are prefaced by the user's name and project 
taken from the PDS. It was feared that a random parity 
error could "blow the cover" of the penetrator by printing 
his modified Identification on the operator's console. 
(29) However, the PDS In fact contains two copies of the 
user Identification - one formatted for printing and one 
formatted for comparison with access control list entries. 
Ring 0 software keeps these strictly separated, so the 
penetrator need only change the access control 
I dent If leatIon. 

Second, when the penetrator changes bis user 
Identification, he may lose access to his own programs, 
data and directories. The solution here Is to assure that 
the access control lists of the needed segments and 
directories grant appropriate access to tbe user as whom 
the penetrator Is masqueradfnr. 

(29) This danger exists oriy If the operator or system 
security officer is carefully correlating parity error 
messages with the names of currently logged in users. 
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3.4.3 Accessing the Password File 

Une of the classic penetrations of an 
operating system has been unauthorized access to the 
password file. This type of attack on a system has become 
so embedded In the folklore of computer security that It 
even appears In the definition of a security "breach" in 
DUD 5200.24~M <DOD73>. In fact« however« accessing the 
password file internal to the system proves to be of 
minimal value to a penetrator as shotn below. For 
completeness« the Multlcs password file was accessed as 
part of this analysis. 

3.4.3.1 Minimal Value of the Password File 

It Is asserted that accessing the system 
password file is of minimal value to a penetrator for 
several reasons. First« the password file Is generally 
the most highly protected file In a computer system. If 
the penetrator has succeeded in breaking down the internal 
controls to access the password file« he can almost 
undoubtedly access gycry other fl le in ihfi system. Why 
bother with the password file? 

Second« the password file is often kept 
enciphered. A great deal of effort may be required to 
invert such a cipher« If indeed the cipher Is Invertible 
at all. 

Finally« the login path to a system is 
generally the most carefully audited to attempt to catch 
unauthorized password use. The penetrator greatly risks 
detection if he uses an unauthorized password, it should 
be noted that an unauthorized password obtained outside 
the system may be very useful to a penetrator« If he does 
not already have access to the system. However« that is 
an issue of physical security which is outside the scope 
of tuis paper. 

5.4.5.2 The i-'.ultics Password File 

The Multlcs password file is stored in a 
segment called the person name table (PNT). The PNT 
contains an entry for eacli user on the system including 
that user's password and various pieces of auditing 
information. Passwords are chosen by the user and may be 
changed at any time. (33) Passwords are scrambled by an 

(35) There is a major problem that user chosen passwords 
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allegedly non-1 overtlb le enciphering routine 
protection In case the PHT appears In a system dump, 
enciphered passwords are stored In the system, 
password check at login time Is accomplished hy 
equivalent of the following Pl/l code: 

f or 
On 1 y 

The 
the 

If scrambIe_(typed_password) ■ pnt.user.password 
then call ok_to_logln; 
else cal I reject_logln; 

For the rest of this section. It will 
enciphering routine Is non-InvertlhI 
volume <DOW74>, Downey demonstrates 
the Multlcs password scrambler used at 
vulnerability analysis. (34) 

be assumed that the 
In a separate 

the I over tIS I 11ty of 
the tine of the 

The PUT Is a 
following access control list: 

rlnr 4 segment v/lth the 

rw ».SysAdmin.* 
null *.*.* 

Thus by modifying one's user Identification to the 
-ysAdmln project as In Section 3.4.2, one can Immediately 
gain unrestricted access to the PUT. Since the passwords 
are enciphered, they cannot he read out of the PMT 

However, the penetrator can extract a ropy n' 

the PUT .or cryptanalysis. The penetrator can also change 
a user s password to the enciphered version o* a known 
password. Of course, this action would lead to nicest 
Immediate discovery, since the user would no longer he 
able to login. 

3.4.4 Modifying Audit Tral Is 

Audit trails are frequently put into computer 
systems for the purpose of detecting breaches of security 
For example, a record of last login time printed when a 
user logged In could detect the unauthorised use of 0 

user s password and Identification. However, we have Sr„n 
that a penetrator using vuInerahîIItles in the operating 

are often easy to guess. That problem, hov/ever, 
be addressed here. Multlcs provides a random 
generator, but I ts use Is not mandatory. 

will not 
password 

(34) sn/MPI has provided a "better" password srrar»MPr 
that Is now used In Multlcs, since enciphering thr 
password file Is useful in case It should appear in a 
system dump. 
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sys tem code can access information and bypass many sucb 
audits. Sometimes it Is not convenient for the penetrator 
to bypass an audit. If the audit trail Is kept online, it 
may be much easier to allow the audit to take place and 
thee no back and modify the audit trail to remove or 
modify the evidence of wrong doing. One simple example of 
modification of audit trails was selected for this 
vulnerability demonstration. 

Every segment In Multlcs carries with It audit 
information on the date time last used (DTU) and dote time 
last modified (DIM). These dates are maintained by an 
audit mechanism at a very low level In the system, and it 
is almost Impossible for a penetrator to bypass this 
mechanism. (35) An obvious approach would be to attempt 
to patch the DTU and DTM that are stored In the parent 
directory of the segment In question. However, 
directories are Implemented as rather complex hash tables 
and are therefore very difficult to patch. 

Once again, however, a solution exists within 
the system. A routine called set—dates Is provided amone 
the various subroutine calls Into ring 0 which is used 
when a segment Is retrieved from a backup tape to set the 
segment's DTU and DTM to the values at the time the 
segment was backed up. The routine Is supposed to be 
callable only from a highly privileged gate Into ring 0 
that Is restricted to system maintenance personnel. 
However, since a penetrator can change his user 
Identification, this restriction proves to he no barrier. 
To access a segment without updating DTU or DTM: 

1. Change user ID to access segment. 
2. Remember old DTU and DTM. 
3. Use or modify the segment. 
4. Change user ID to system maintenance. 
5. Reset DTU and DTM to old values. 
6. Change user ID back to original. 

In fact due to yet another system bug, the procedure Is 
even easier. The module set_dates Is callable, not only 
from the highly privileged gate into ring 0, but also from 
the normal user gate Into ring 0. (36) Therefore, step 4 

(35) Section 3.4.5 shows a motivation to bypass DTU and 
DTM. 

(36) The user gate Into ring 0 contains set__dates, so that 
users may perform reloads from private backup tapes. 
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In the above aljtcrîthm can be omitted K desired. A 
listing of the utility that changes nTU and r>TM ^ay he 
found In Appendix F. 

It should he noted that one complication 
exists In step 5 - resetting DTU and DTM. The system does 
not update the dates In the directory entry Immediately, 
hut primarily at segment deactivation time. (37) 
Therefore, step 5 must be delayed until the segment has 
been deactivated - a delay of up to several minutes. 
Otherwise the penetrator could reset the dates, only to 
have them updated again a moment later. 

3.4.S Trap Door Insertion 

Up to this point, we have seen how a 
penetrator can exploit existing weaknesses In the security 
controls of an operating system to rain unauthorized 
access to protected Information. However, when the 
penetrator exploits existing weaknesses, he runs the 
constant risk that the system maintenance personnel will 
find and correct the weakness he happens to he using. The 
penetrator would then have to begin again looking for 
weaknesses. To avoid such a problem and to perpetuate 
access Into the system, the penetrator can Install "trap 
doors" In the system which permit him access, hut are 
virtually undetectable. 

3.4.5.1 Hasses of Trap Poors 

Trap doors come In many forms and ran be 
Inserted In many places throughout the operational llfe of 
a system from the time of design up to the time the system 
Is replaced. Trap doors may be Inserted at the facility 
at which the system Is produced, nearly If one of the 
system programmers Is an agent, he can Insert a trap door 
In the code he writes. However, If the production site Is 
a (perhaps on-line) facility to which the penetrator can 
gain access, the penetrator can exploit existing 
vulnerabilities to Insert trap doors into system software 
while the programmer Is still working on it or while It is 
in quality assurance. 

As a practical example, it should be 
noted that the software for Wl.'MfTS is currently developed 
using uncleared personnel on a relatively ooen time 
sharing system at Honeywell's plant in Phoenix, Arizona. 

(37) Pates may he updated at other times as well. 
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The software Is non I tored and distributed from an open 
time sharing system at the Joint Technical Support Agency 
(JTSA) at Reston, Virginia. Both o* these sites are 
potentially vulnerable to penetration and trap door 
Î nsertIon. 

Trap doors can he Inserted during the 
distribution phase. If updates are sent via Insecure 
communications - either US Mall or Insecure 
telecommunications, the penetrator can Intercept the 
update and subtly modify It. The penetrator could also 
generate his own updates and distribute them using forged 
s tat Ionery. 

during the 
user's si 
vu Inerab 11 
system and 

Finally, trap doors can be Inser 
Installation and operation of the system at 

te. Here again, the penetrator uses exist 
I ties to gain access to stored copies of 
make subtle modifications. 

ted 
the 
I ng 
the 

Clearly when a trap door Is Inserted, It 
must be well hidden to avoid detection by system 
maintenance personnel. Trap doors can best be hidden In 
changes to the binary code of a compiled routine. Such a 
change Is completely Invisible on system listings and can 
be detected only by comparing bit by hit the object code 
and the compiler listing. However, object code trap doors 
are vulnerable to recompilations of the module In 
question. 

Therefore the 
personnel could regularly recompl1 
system to eliminate object code trap 
precaution could play directly Into 
penetrator who has also made changes 
the system. Source code changes 
object code changes, since they appe^ 
However, subtle changes can be made I 
algorithms that will escape all but 
Of course, the penetrator must be 
extant copies of a module to avoid 
comparison program. 

system maintenance 
e al I modules of the 
doors. However, this 

the hands of the 
In the source code of 
are more visible than 
r in system listings, 
n relatively complex 
the closest scrutiny, 
sure to change a I I 
discovery by a simple 

Two 
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insidious and merit 
teletype key string 
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classes of trap 
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discussion here, 
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doors which are 
are particularly 
These are the 
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It has often been hypothesized that a 
carefully written closed subsystem such as a query system 
or limited data management system without programmi nj» 
capabilities may be made invulnerable to security 
penetration. The teletype key string trigger is just one 
example of a trap door that provides the penetrator with a 
vulneraul1ity In even the most limited subsystem. To 
create such a trap door, the agent modifies the supervisor 
teletype modules at the development site such that if the 
user types normally, no anomaly occurs, but If the user 
types a special key string, a dump/patch utility is 
triggered Into operation to allow the penetrator unlimited 
access. The key string would of course have to be some 
very unlikely combination to avoid accidental discovery. 
The teletype key string trap door is somewhat more complex 
than the trap door described below in Section 3.4.5.2. 
However, It is quite straightforward to develop and insert 
with relatively nominal effort. 

It was noted above that while object code 
trap doors are invisible, they are vulnerable to 
recompilations. The compiler (or assembler) trap door is 
inserted to permit object code trap doors to survive even 
a complete recompilation of the entire system. In 
Mu!tics, most of the ring U supervisor Is written in PL/I. 
A penetrator could insert a trap door In the PL/I compiler 
to note when it is compiling a ring 0 module. Then the 
compiler would insert an object code trap door In the ring 
U module without listing the code In the listing. Since 
the PL/1 compiler is itself written In PL/1, the trap door 
can maintain Itself, UÜ£ü Illfi fiqmai 1er ii recomoi led. 
iió) Compiler trap doors are significantly more complex 
than the other trap doors described here, because they 
require a detailed knowledge of the compiler design. 
However, they are quite practical to implement at a cost 
of perhaps five times the level shown In Section 3.5. It 
should be noted that even costs several hundred times 
larger than those shown here would be considered nominal 
to a foreign agent. 

There is also a variant on the compiler 
trap door called the initialization trap door. Here, the 
system initialization code Is modified by the penetrator 
to insert other trap doors as the system is brought up. 
Such trap doors can be relatively invulnerable to 

(3tf) This type of trap door does not require a higher 
level language. Entirely analogous trap doors could be 
placed in an assembler. 
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defection and recompilation, because system Initialization 
Is usually a very complex and poorly understood procedure. 

3.4.5.2 Example of a Trap Poor In f'ultlcs 

To demonstrate tbe feasibility of 
Inserting and distributing trap doors, tbe following 
object code cban*e was male to cbeck*devlce_namp to 
provide a renerallzed dump or patch facility. Figure 13 
shows a PL/I program that performs essentially tbe samp 
function as the trap door actually Inserted In tbe object 
code. Tbe listing of tbe actual trap door and Its calling 
program Is In Appendix C. rheck*devlce_name Is normally 
called wltb three arguments, the third belnr a fixed 
binary error code. The trap door Is Inserted at tbe polrt 
at which cbeckidevlce_name would have returned. The trap 
door looks at the 72 bits Immediately following the error 
code that was passed by the caller. If those 72 bits 
match a predefined 72 bit password, then the fixed binary 
word to which ptrl points is copied Into the fixed binary 
word to which ptr2 points. Since cbeckfdev 1ce_nome is a 
rtne 0 procedure, this cony Is carried out uslnr the rlnp 
0 descriptor segment and allows the caller to read or 
write any word In ring 0. Pump and patch utilities can 
use this trap door exactly like the Insufficient Argument 
Validation vulnerability. The 72 bit key Is used to 
ensure that the vulnerablI Ity Is not Invoked by accident 
by some unsuspecting user. 

The actual Insertion of the trap door was 
done by the following steps: 

1. Thanee user I dentlfleatIon to project 
SysLIb. 

2. Kako patch In object archivo copy o* 
cbeck*devlce_name In >ldd>hard>objoct. 

3. Reset DTI* on object archive. 

4. Make patch In hound archive copy of 
checkSdevice_name in >Idd>hard>bound_components. 

5. Reset DTM on bound archive. 

6. Reset user Identification. 

This procedure ensured that the object patch was In all 
library copies of the segment. The DTM was reset as In 
Section 3.4.4, because the dates on library segments are 
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checks devIce_name: procedure la, b, code); 

declare 1 code parameter, 
2 err_code fixed binary (35), 
2 key bit (72) aliened, 
2 ptrl pointer aligned, 
2 ptr2 pointer aligned; 

declare overlay fixed binary (35) based; 

/* Start of regular code */ 

/* ll«re checks dev I ce.name would normally return */ 

If key ■ bl t_str I ng_cons tan ^password 
then ptr2 -> overlay ■ ptrl -> overlay; 

return; 

end check$device_name; 

Trapdoor in checksdevice_name 
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part of the effort needed to Identify a particular 
vulnerability. It generally Involves examination of 
system listines« although It sometimes Involves computer 
work. Confirmation Is that effort needed to confirm the 
existence of a vulnerability by using It In some manner« 
however crude« to access Information without 
authorization. Exploitation Is that effort needed to 
develop and debug command procedures to make use of the 
vulnerabilities convenient. Wherever possible« these 
command procedures follow standard Multlcs command 
conventions. 

All figures In the table are conservative 
estimates as actual accounting Information was not kept 
during the vulnerability analysis. However, costs did not 
exceed the figures given and in all probability were 
somewhat lower. 

The costs of Implementing the subverter and 
Inverting the password scrambler are not Included, because 
those tasks were not directly related to penetrating the 
system (See Downey <D0W74>). The Master Mode Transfer 
vulnerability has no exploitation cost shown, because that 
vulnerability was not carried beyond confirmation. 
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software vulnerabilities, we have seen the major security 
impact of apparently unimportant ad hoc designs. We have 
seen that the development site and distribution paths are 
particularly attractive for penetration. Finally, we have 
seen that the procedural controls over such areas as 
passwords and auditing are no more than "security 
blankets" as long as the fundamental hardware and software 
controls do not work. 

4.2 Multics as a Base for a Secure System 

While we nave seen that Multics is not now a 
secure system, it is in some sense significantly "more 
secure" than other commercial systems ano forms a base 
from which a secure system can be developed. (See Lipner 
<LI P7*4>. ) The requirements of security formed part of the 
basic guiding principles during the design and 
implémentation of Multics. Unlike systems such as 0S/3GÜ 
or GCOS in which security functions are scattered 
throughout the entire supervisor, Multics is well 
structured to support the identification of the security 
and non-security related functions. Further Multics 
possesses the segmentation and ring hardware which have 
ueen identified <3MI74> as crucial to the implementation 
of a reference monitor. 

4.2.1 A System for a Benign Environment 

We have concluded that AFUSC cannot run an 
open multi-level secure system on Multics at this time. 
As we have seen above, a malicious user can penetrate the 
system at will with relatively minimal effort. However, 
Multics does provide AFUSC with a basis for a benign 
multi-level system in which all users are determined to be 
trustworthy to some degree. For example, with certain 
enhancements, Multics could serve AFDSC in a two-level 
security mode with both Secret and Top Secret cleared 
users simultaneously accessing the system. Such a system, 
of course, would depend on the administrative 
determination that since ai 1 users are cleared at least to 
Secret, tnere would be no malicious users attempting to 
penetrate the security controls. 

A number of enhancements are required to bring 
Multics up to a two-level capability. First and most 
important, all segments, directories, and processes in the 
system should be labeled with classification levels and 
categories. This labeling permits the classification 
check to be combined with the ACL check and to be 
represented in the descriptor segment. Second, an earnest 
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APPFfiniX A 

Subverter Listing 

This appendix contains listings of the three propran 
nxidules which make up the hardware subverter described In 
Section 3.2.1. The three procedure segments which follow 
are called subverter, coded In PL/I; access_vlolatlons_„ 
coded in PL/I; and subv, coded in assembler. Subverter 
Is the driving routine which sets up timers, manages free 
storage, and calls Individual tests. Access_violations_ 
contains several entry points to Implement specific tests. 
Subv contains entry points to Implement those tests which 
must be done In assembler. 

The Internal procedure check_zero within subverter is 
used to watch word zero of the procedure serment for 
unexpected modification. This procedure was used in part 
to detect the Fxecute Instruction Access Check Hypess 
vulnerabl1lty. 

The errors flagged in the listing of suhy are all 
warnings of obsolete 645 Instructions, because the 
attached listing was produced on the 6180. 
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APPFVniX R 

Unlocked Stack Case Llstinr 

This appendix contains listings of the four modules 
which make up the code needed to exploit the Unlocked 
Stack Base Vulnerability described In Section 3.3.3. The 
first two procedures, dl and dla. Implement step one of 
the vulnerability - Inserting code into 
enerr,ency_shutdown. I Ink (referred to In the listings as 
esd.link.) The last two procedures, fl and fla. Implement 
step two of the vulnerability - actually usine, the 
inrerted code to read or write any 36 hit quantity In the 
system. Figure 9 In the main text corresponds to dl and 
dîa. Fleure 10 corresponds to fl and fla. As In Appendix 
A, obsolete 645 Instructions are flawed sy the assembler. 
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APPENDIX C 

Trap door in check$devIce_name Listing 

Tills appendix contains listings of the trap door 
inserted in check$device_name in Section 3.4.5.2 and the 
two modules needed to call the trap door. 
Check$devlce_name is actually one entry point in the 
procedure checks device_lndex. The patches are shown in 
the assembly language listing of the code produced by the 
PL/I compilation of check$device_index. Most of the 
patches were placed in the entry sequence to 
checkSdeVlce_index, taking advantage of the fact that PL/I 
entry sequences contain the ASCII representation of the 
entry name for debugging purposes. Since the debugger 
cannot run in ring d, this is essentially free patching 
space. Additional patches were placed at each return 
point from check$devIce_name, so that the trap door would 
be executed whenever check$device_name returned to its 
cal I er. 

¿g is a PL/I procedure which cal Is the trap door to 
eitner read or write any 3G-bit word accessible in ring 0. 
¿g uses zdata, an assembly language routine, to define a 
structure in the linkage section which contains machine 
instructions with which to communicate with the trap door. 

The trap door algorithm is as follows: 

1. Jet the bp register to point to the argument rcode. 
rtcode has been bound to zdataScode in tne procedure call 
from zg and must lie on an odd word boundary. 

L. Compare tne double word at up|l with the key string in 
tne trap door to see if this is a legitimate user calling. 
If the keys do not match, tuen just return. If the keys 
do match, then we know who this is and must proceed. 

j. Do an execute double (XED) on the two instruction at 
op I 3. Tnls allows the caller to provide any instructions 
desi red. 

4. The two instructions provided by zdata at up|3 and 
bp I a are 1dq bp|5 and stq bp|7. dp|3 and bp|7 contain 
pointers to tne locations from, which to read and to which 
to write, respectively. These pointers are set in zg. 

3. Finally, the trap door simply returns upon completion 
of the XED pair. 
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APPEND I X 'J 

Dump Uti 11 ty Li stl n/î 

Inis appendix is a listing of a dump utility program 
designed to use the trap door sho^n In Section 3.4.3 and 
Appendix C. The program, zd, isa modified version of the 

Multl“ command, r i n¿_zero_dump, documented in 
tne dPü £lgiLrdH¥Iiers J implement <SP373>. Zd will 
dump any segment whose SDW in ring zero is not equal to 
zero. In addition, zd will not dump the ring zero 
descriptor segment, ut^ause the algorithm used“ would 
result in the ring *♦ descriptor segment oeing completely 
replaced by the ring u descriptor segment which could 
potentially crash the system. Zd will also 
master procedures, since modifying their SOW' 
crasn tne system. 

not dump 
s could a!so 
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appendix e 

Patch Utility Listing 

This appendix Is a list-in* 
corresponding to the dumo uínf* 3 patch u^1lty 
utility, ,s bas'7ond“nh'£ J ,'n Appertd!, °. The 

patch_r|ng_2ero# documented In the U comfnaf'd^ 
^gjBlement <SPS73>. Zp uses th! ^ ^?tgfTÍ Erogrammgrs » 
Append i X D and operates under the sam! a,ROrltthm zd In 

asr::(,°:,¡“re,s — --- 

Ty^e^Ves-fr- t0 VP yes If patches are correct: 

tL '>bove' tne command requests rho 
the patch before actually perfonnïn* ^ U:,er t0 conf'‘r'' 
shown auove changes the user's nrvG Patch. The patch 
Pruld to SysAdmin. ' pr0ject Identification fron 
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APPENDIX F 

Set Dates Utlll ty List I nr. 

This appendix Is a 
described In Section 
pathname as an argument 
segment at that time 
arguments and sets the 
at the time of the 
remembers the pathname 
called repeatedly to . 
discussed In Section 3.4.4. 

listing of the set dates utility 
3.4.4. The get entry point takes a 
ana remembers the dates on the 

. The set entry point takes no 
dates on the segment to the values 
call to the get entry point. Set 

as well as the dates an* may he 
handle the deactivation problem 
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GLOSSARY 

Access 

"The ability and the means to approach, communicate 
with (Input to or receive output from), or otherwise 
make use of any material or component ln an ADP 
System." <DOD73> 

Access Control List (ACL) 

"An access control list (Art) describes the access 
u*es assoclated with a particular serment. The 

ACL Is a list of user Identifications and respective 
access attributes. It Is kept In the directory that 
catalogs the serment." <HIS73> 

# 

Active Serment Table (AST) 

The AST contains an entry for every active serment In 
the system. A serment is "active" If Its pare table 
Is In core. The AST Is manared with least recentIv 
used a IrorIthn. 7 

Arrument Val I dation 

On calls to inner-rlnr (more prlvllered) procedures, 
arrument validation Is performed to ensure that the 
caller indeed had access to the arruments that have 
been passed to ensure that the called, more 
prlvllered procedure does not unwittlnr.ly access the 
arruments Improperly. 

Arres t 

"The discovery of user activity not necessary to the 
normal processing of data which mlrht lead to a 
violation of system security and force termination of 
the actlvlty." <DOD73> 
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Breach 

!3!!Î,„Î?CC? !fUl tn? rtefMt of security 
controls wl .h or without an arrest, which If carried 

ÍS*M¡mSUmrat °?' C0«,í! resu,t « Penetration of the system. Examples of breaches are! 
a. Operation of user code In master mode; 
b. Unauthorized acquisition of I.D. password or file 
access passwords; and c 
c. Accession to a file without usfnp prescribed 
operating system mechanisms." <DriD73> 

Call L1ml ter 

The call limiter Is a hardware feature 
6180 which restricts calls to a -ate 
specified block of Instructions (normal) 
vector) at the base of the serment. 

the MIC 
serment to a 

y a transfer 

Hate Time Last Modified (r>TM) 

The date time last modified of each serment 
In Its parent directory. 

Is stored 

Date Time Last Used (DTU) 

The date time last used of each serment 
Its parent directory. 

Is stored i n 

Deactiva tion 

Deactivation is the process of 
page table from core. 

removlnr a serments 

Descriptor Base Reels ter (DBR) 

The descriptor hase register points 
of the descriptor serment of the 
executing on the CPU. 

to the pare table 
process currently 

Descriptor Serment (PSFO) 

The descriptor 
descriptor v/ords 

serment Is a table of se-nent 
which Identifies to the CPU to which 

Reproduced from 
best available copy. 9 

9 
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segments, the process currently hns access. 

Dl rectory 

"A dlrectory Is a segment that contains Information 
about other segments such as access attributes, 
number of records, names, and bit count." <!!IS73> 

ernergeney_shutdown 

"This nastermode module provides a system reentry 
point which can be used after a system crash to 
attempt to bring the system to a «»raceful stoppln«» 
point." <SbS73> 

Fault Intercept Module (fin) 

The fin Is a rlnr 0 module which Is called to Handle 
most faults. It copies the save»4 •’’achine state Int1"» 
an easily accessible location and calls the 
appropriate fault handler (usually the signaller). 

Qate Segment 

A gate segment contains one or more entry point use»' 
on Inward calls. A gate entry nrInt Is the only 
entry In a Inner rlnr. that nay hr called fro-” an 
outer ring. Argument validation must be performed 
for all calls Into gate serments. 

rjeneral Comprehensive Oporatlnr Supervisor (SCOS) 

GCOS Is the operating system for the Honeywell 
600/6000 line of computers. It Is very similar to 
other conventional operating systems and has no 
outstanding security features. 

HIS 645 

The Honeywell 645 Is the computer originally des i «»nod 
to run Multlcs. It Is a "od f |on of the HIS 635 
adding paging and segmentation hardware. 

IRtproductd Irom 
bait available copy« 



HIS 6180 

Th, Honayv,,!. D180 ,s , fol.ow-on de, „„ to the IMS 
D-13. ine ills 6180 uses the advanced cirrulf 
technology of the HIS 6080 and adds paMnr and 
segmentation hardware. The orirmru Hire r 
between the HIS 6180 and the Tils 6U5 (ÀZ. T™ 
performance Improvements) Is the 4addlt on f of 
protection rln« hardware. ^^ditlon of 

hcs_ 

The cate see-ent hcs_ provides entry Into riñe o for 

delAMSer prorri,ns for such functions as creatlnr and 
deletlnr serments, modifying Art's, etc. 

hphcs_ 

The rate serment hphos_ provides entry Into r|n« 0 
for such functions as shuttlnr the sys te^ 50,.,n° 
hardware reconfI duration, etc. Its access Ú 
restricted to system admlni strat I on personnel. 

ITS Pointer 

An ITS (Indirect To Serment) Pointer Is a 72-hlr 

offset1" ^nd31?1^ 3 serT,Pnt number, word number, bit 
offset, and Indirect modifier. A Multlcs n/\ 
aliened pointer variable Is stored as an ITS pointer. 

Known Segment Table (KST) 

The KST Is a oer-process table which associate«; 
serment numbers with segment names. Petal Is of Its 
organization and us, -a, h, found In Or”anl'í? 

Inkage Segment 

”The linkage segment contains certain vital symbolic 
jata, descriptive Information, pointer«; w 
nstructlons that are needed for the linking *oi 

procedures In each process." <nen72> 
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Master Mode 

When the HIS 645 processor Is In master mode (as 
opposeu to slave mode)/ any processor Instruction may 
be executed and access control checklnp Is Inhibited. 

Multlcs 

MulticS/ the MultIplexed Information and Computing 
,s the operating system for the HIS 645 and 

HIS 6180 computers. 

Multi-Level Security Mode 

"A mode of operation under an oneratlnr system 
(supervisor or executive program) which provides a 
capability permitting various levels and categories 
or compartments of material to he concurrently stored 
and processed In an APP system. in a remotelv 
accessed resource-sharInr system, the material can he 
selectively accessed and manipulated from variously 
controlled terminals by personnel bavin* different 
security clearances and access approvals. This mode 
of operation can accomodate the concurrent process In* 
and storar.e of (a) two or more levels of classified 
data, or (b) one or more levels of classified data 
with unclassified data depending upon the constraints 
Placed on the systems by the Peslgnated Approving 
Authority." <DOD73> 

OS/360 

OS/360 Is the operating system for the IPM 360 line 
of computers. It Is very similar to other 
conventional operating systems and has no outstanding 
security features. 

Page 

Segments may be broken up into 1024 word blocks 
called pages which may be stored In non-con11ruous 
locations of memory. 
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Penetration 

"The successful and repeatable extraction and 
Identification of recognizable Information from a 
protected data file or data set without any attendant 
arrests." <DOD73> 

Process 

"A process Is a locus of control within an 
Instruction sequence. That Is, a process Is that 
abstract entity which moves through the Instructions 
of a procedure as the procedure Is executed by a 
processor." <DEN66> 

Process Data Segment (POS) 

The PDS Is a per-process segment which contains 
various Information about the orocess Includin'» the 
user Identification and the ring 0 stack. The pnc, 
accessible only In ring 0 or In master mode. 

Process Inltltzatlon Table (PIT) 

The PIT is a per-process segment which contains 
additional Information about the process. The PIT is 
readable in ring 4 and writable only in ring 0. 

Protection Rings 

Protection rings form an extension to the traditional 
raster/slave mode relationship In which there are 
eight hierarchical levels of protection numbered 0 - 
7. A given ring f.’ may access rings through 7 hut 
may only call specific gate segments In rings 0 to 
M-l. 

Reference flonl tor 

The reference monitor Is that hnrdware/so*twer* 
combination which must monitor a I I references hy ¿ny 
program to any drita anywhere In the system to ensure 
the security rules are followed. 

a. The monitor must he tamper proof. 
h. The monitor must he invoked for every 
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to be 
reference to data 
c. The moni tor 
proven correct. 

anywhere In the system, 
must he small enough 

Segment 

A segment Is the logical atomic unit of Information 
In Mult les. Segments have names and unique 
protection attributes and nay contain up to 256IC 
words. Segments are directly implemented by the HI5 
645 and HIS 6180 hardware. 

Segment Descriptor Word (SOW) 

An sdw Is a single entry In a Descriptor Segment. 
The SDW contains the absolute address of the pare 
table of a segment (If one exists) or an Indication 
that the page table does not exist. The SDW also 
contains the access control information for the 
segment. 

Segment Loading Table (SLT) 

The SLT contains a list of segments to be used at the 
time the system Is brought up. All segments In the 
SLT come from the system tape. 

signa 11er 

"signaller Is the hardcore ring privileged procedure 
responsible for signalling all fault and 
Interrupt-produced errors." <SPS73> 

Slave Mode 

When the HIS 645 processor Is In slave mode, certain 
processor Instructions are Inhibited and access 
control checking Is enforced. The processor may 
enter master mode from slave mode only hy signalling 
a fault of some kind. 
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Stack Base Register 

The stack base register contains the 
of the stack currently In use. 
design of Multlcs, the stack base was 
Interrupt handlers were guaranteed 
pointed to a writable segment. This 
later removed allowing the user 
base arbltrarlly. 

segment number 
In the original 
locked so that 
that It always 

restriction was 
to change the stack 

subver ter 

The subverter Is a procedure designed 
reliability of security hardware by 
attempting Illegal accesses. 

to test the 
periodically 

Trap door 

Trap doors are unnoticed pieces of code which may ho 
Inserted Into a system by a oeretrator. The trap 
door would remain dormant within the software until 
triggered by the agent. Trap doors Inserted Into the 
code Implementing the reference monitor could bypass 
any and all security restrictions on the sysier,” 
Trap doors can potentially be Inserted at any time 
during software development and use. 

WWMCCS 

WWMCCS, the World Wide Military Commend and Control 
«ïemi r designed to provide unified command and 

control functions for the Joint Chiefs of Staff As 
part of the WWMCCS contract for procurement of a 
large number of HIS 6000 computers, a set of software 
modifications were made to GCOS, primarily In the 
area of security. The WWMCCS GCOS security system 

r?Lf0Und ,t0 be no effectlve than the unmodified 
jCOS securl ty, due to the Inherent weaknesses of cms 
I tse I f. 
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