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DISCLAIMER

THE OPINIONS AND CONCLUSIONS EXPRESSED HEREIN ARE THOSE OF THE
INDIVIDUAL STUDENT AUTHOR AND DO NOT NECESSARILY REPRESENT THE
VIEWS OF EITHER THE SCHOOL OF ADVANCED WARFIGHTING OR ANY OTHER
GOVERNMENTAL AGENCY. REFERENCES TO THIS STUDY SHOULD INCLUDE THE
FOREGOING STATEMENT



INTRODUCTION

The character of war continues to evolve as the world becomes increasingly interconnected
within the cyber domain. Unfortunately, this creates a greater potential for conflict that produces
far fewer casualties than a physical war could produce.! The term warfare makes discussions
regarding the cyber realm muddy, and as senior leaders pursue relevant frameworks to address
the impact of this competition below armed conflict within the digital frontier.? Despite the ever-
increasing global interconnectivity in the cyber ecosystem, the United States government takes a
very detached approach to the private sector or civilian institution (non-federal) cyber networks
largely because of current authorities, lack of necessary experts, and the non-kinetic nature of the
domain. This is compounded by the failure of the private sector to actively engage and share
information. The private sector and civilian institutions find themselves out-matched against a
resource-rich nation-state, state-sponsored adversary, or a determined non-state actor who seeks
to acquire critical information or disrupt a network.® The cost to the adversary is minimal, but
inversely the cost to the non-federal organization can be catastrophic not just for the integrity of
the company, but also for the employees and clients to which the information applies. The
private sector should adopt an unconventional warfare approach to create a Cyber Resistance as a
means of network defense which requires preparation of the environment to limit an adversary’s
opportunities, active deployment of friendly cyber capabilities, and a transition to external

partners to regain network integrity.

PRIVATE SECTOR NETWORK VULNERABILITY
Network vulnerability begins with the security culture established by the C-Suite (Chief

Executive Officer, Chief Operating Officer, Chief Finance Officer) or senior company



leadership. In some cases, the leadership attitude is indifferent to cyber incursions because
executives believe they are just better left without regulation, and that nothing adverse will ever
happen to their organization. Companies regularly absorb financial losses incurred by security
breaches rather than reveal vulnerabilities in cybersecurity systems, to protect reputations and
shareholder values.* In a 2016 study of several companies on the Dow Jones, after the report of
cybercrime stock prices dropped, but the amount was statistically insignificant and they quickly
recovered.”® What the same study did not assess was the reduction of future investors and the loss
of customer confidence post cybercrime public notification. Common-sense observers may
conclude that this is an incentive to tighten security to protect investment, but companies see the
cost of cybersecurity higher than the losses incurred from cyber theft. In the last ten years,
companies like Home Depot, Target, and JP Morgan experienced only slight blowback from
shareholders and consumers after an announcement of cybercrime.® Federal cybersecurity
regulation or tasking, especially in private industry that supports national defense, is perceived as
an affront to organizational flexibility or innovation when the responsibility rests with the
company or institution.” The theft of the Lockheed Martin F-35 Joint Strike Fighter (JSF)
design, which cost the company an undisclosed amount, potentially saved Chinese research and
development costs to produce their J-31 fighter, which looks strikingly similar.® Although the
loss of JSF data may not have helped the Chinese or led them to catch up in innovation, the
situation demonstrates that the adversary is targeting the defense industry vulnerabilities. Over
the last decade, industrial espionage attacks that compromised the JSF project were executed by

both insider attacks and outside hackers of the defense organizations.



CYBER PROTECTION AND MITIGATION

Cyber data, network infrastructure, and hardware have tremendous value to any private sector
organization, and one way to protect that value is with cyber insurance, which assures that all is
not lost in the event of an attack. Despite comprehensive corporate cyber coverage, insurance
companies are exploiting clauses and finding loopholes to not pay. The 2017 NoPetya cyber
strike affected companies globally and provided insurance companies the ability to cite the
common clause within an agreement, but rarely used the war exclusion clause, which protects
insurers from cost-related damage from the war. The claim from insurance companies that
companies affected was collateral damage from a war-related cyber strike from Russia on
Ukraine. Many cyber insurance policies, written with a narrow scope, cover costs related to data
loss with credit checks and legal fees, but not hardware.® Traditional insurance as protection for
companies is almost a superficial and limited layer in the private sector network defense arsenal

against determined adversaries.

ADVERSARY CAPABILITY AND INTENT

States, non-state actors, or select proxy force adversaries actively search for vulnerabilities
within the less hardened private sector organizations (health care, financial organizations,
academic institutions, the full range of businesses, etc.) to attack, gain a foothold, penetrate, and
exploit their interdependent systems. For the adversary the capability investment is minimal, the
risk remains foreseeably negligible, and the exploitation highly rewarding. An adversary cyber
infiltration and exploitation of a private sector network can exact a tremendous cost to sensitive
data, time, money, and prestige. Health care data can be sold for false identity development or to

leverage a patient, with a personal health issue, to extort funds similar to the 2018 Singapore



health care data breach of 1.5 million patients.’® An adversary can exploit financial institutions
for financial gain much like the targeted phishing campaign in 2017 when personnel involved
with the United States Securities and Exchange Commission (SEC) filings received email
exploiting employees to gain advanced knowledge of filings to commit securities fraud.!* For a
small fee, an adversary can produce false institutional certifications with illegally acquired
academic data or pose as a faculty member to access funds from the organization. Whatever the
motivation of the adversary, the private sector would benefit from making itself a harder target to
reduce the risk to the organization and the data for which it is responsible. There is no shortage
of recent cases in which a foreign government targeted a federal or non-federal organization for
malign purposes. North Korea (nK) targeting SONY for releasing The Interview, a comedy
about a plot to assassinate North Korean leader Kim Jong-un. A proxy group called the
Guardians of Peace (GOP) cost SONY 15 million dollars in lost revenue from publishing

unreleased movies and subsequently damaging its network with malware.?

METHODS OF NETWORK INFILTRATION AND EXPLOITATION

There are two types of people that conduct espionage: insiders and outsiders. Insiders are
usually employees with legitimate, or sometimes illegitimate, reasons to access facilities, data,
computers, or networks. A common statistic within the cybersecurity realm is that 85% of all
corporate espionage is conducted by employees and costs businesses up to $100 billion a year.®
Attorney General Jeff Sessions stated in a November 2018 Justice Department document that
Micron Technology Incorporated was the victim of Chinese corporate espionage. Micron
controls about 20 to 25 percent of the dynamic random-access memory industry—a technology

not possessed by the Chinese until very recently.*



Places on the world wide web, like the Dark Web, are only reachable by using special software,
which allows users to remain anonymous and gain access to non-attributional open source
tactics, techniques, and procedures for an adversary to infiltrate and exploit a private
organization’s data.’®> Some regularly employed hacking methods are the system, remote,
wireless, and physical. A system hack assumes the attacker already has access to a low level, a
privileged user account on the system. Remote hacking is when an adversary attempts to
penetrate a system remotely across the network or internet. Wireless Hacking, or whacking, is
eavesdropping on wireless networks like a radio or Bluetooth interception. Finally, physical
hacking is when the attacker enters a facility to access the network or sensitive data by social
engineering and tricking a person into revealing a password or other valuable information.
Additionally, dumpster diving is messy, but a very successful technique for acquiring trade

secrets and other valuable information.

IRREGULAR AND UNCONVENTIONAL WARFARE RELEVANCY

The Correlates of War Project at the University of Pennsylvania maintains a compiled data set
that captures all conflicts of various types of war for the last 200+ years. Based on that data and
its historical trend, the next major conflict that the U.S. will face will be irregular.’® From the
Department of Defense’s perspective, cyber warfare is a subset of Operations in the Information
Environment (OIE) that shapes both traditional and irregular warfare (IW) within pre or post-
crisis or to likewise to influence enduring operations.!” Cyber operations as a low-cost, high pay
off, small footprint capability that can have strategic effects can handily find a home among
special operations elements of warfare and the domains that they cross to shape the battlefield.

The National Defense Act of 2016 defines Unconventional warfare (UW) as, “activities



conducted to enable a resistance movement or insurgency to coerce,
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sector company could use the concept of UW and the resistance that it supports, to

expel a cyber infiltrator from a network

For the UW concept in private cyberspace network to be effective the leadership and users of
that system would require an organizational culture change in planning, preparation, and
execution. In the Department of Defense (DoD), UW is a pillar of irregular warfare, which is
defined as a violent struggle among state and non-state actors for legitimacy and influence over
the relevant population(s).?’ (FIGURE 1) In the case of a cyber network attack, the relevant
population would be the users of that system and their ability to conduct their service on that
system. The opposite type of warfare is characterized as traditional warfare, which is a violent
struggle between nation-states or coalitions and alliances of nation-states or force. This form of
warfare exists as a military force on the force with both conventional forces and special

operations force (SOF) across all domains but does not successfully reflect the state on a non-



state actor, or state on proxy forces. The DoD Joint Publication 3-05.1 Unconventional Warfare
manual states that UW are activities conducted to enable a resistance movement or insurgency to
coerce, disrupt, or overthrow a government or occupying power by operating through or with an

underground, auxiliary, and guerilla force in a denied area.?

LEGALITY OF CYBER RESISTANCE

The Computer Fraud and Abuse Act (18 U.S. Code § 1030. Fraud and related activity in
Connection with Computers) states that anyone accessing a computer without authorization even
in active cyber defense (ACD) against hackers is illegal.??> Hack-backs present a challenge since
effective forensics and attribution are necessary to ensure that the actual adversary is targeted
and not an innocent network user. There are a few ACD techniques that are less invasive that do
not violate U.S. code like honeypots and beacons. These can identify the attacker or embedded
links in documents that the intruder can use to gather false information. In 2017, Congress
proposed the Active Cyber Defense Certainty Act (ACDCA) that enables the private sector to

conduct ACD with FBI oversight and protect companies against prosecution.?

ELEMENTS OF A RESISTANCE

Not all elements of a military doctrinal or traditional resistance are necessary to develop a cyber
network resistance, but understanding the traditional elements ensures the full range of concepts
within that framework is successful in regaining network sovereignty after a breach. Indigenous
populations that engage in a traditional resistance employ critical elements that increase the
probability of success against an occupying force. The underground conducts operations in

areas that are inaccessible to guerrillas, such as urban areas under the control of adversary forces.



In the cyber domain, the underground operator could be a specialized forensic analyst that
facilitates the establishment of pathways to honeypots or beacons to increase the probability of

adversary identification.

The auxiliary is a portion of the civilian population that provides active clandestine support
(logistics, intelligence, communications, etc.) to the guerrilla force or the underground. Within
the cyber network, this group would be a trained information technology specialist with access to
conduct maintenance, execute relevant cyber threat training, and able to educate the population if
necessary. The public components negotiate with the nation-state government or occupying
power on behalf of resistance movement objectives, and will typically make overt appeals for
external support. The C-Suite would fill the role to communicate with the adversary if they
make overt contact, or interface with an external support organization like the Department of
Homeland Security to facilitate the expulsion of an intruder. A traditional guerrilla force
organizes to conduct military and paramilitary operations in enemy-held, hostile, or denied
territory. In a private sector network, the individual(s) conducting an ACD against the adversary
would be the most comparable to the guerilla force or guerilla operator. The capabilities of the
auxiliary and guerilla forces could be similar, but a separation of forensics and attribution creates
improved delineation of responsibilities. This would increase the depth of friendly capabilities
and ensure that one operator is not the single point of failure on the outset of an adversary
incursion. The shadow government habitually is an element and activity performed by an
irregular organization that replaces the governance functions (security, health services, and

taxation), and operates in the denied area of an occupied territory. The C-Suite would also act in



this capacity until they reestablish friendly network integrity and likewise perform as a

government-in-exile displaced from its country [organizational network] of origin.?

UNCONVENTIONAL CYBER WARFARE CONCEPT (UCWC)

A persistent adversary will ultimately penetrate a cyber network with any one or combination of
capabilities. With suitable preparation grounded in a UW mentality and resistance framework,
an organization can reduce the malign influence, the risk to the system, and set conditions for

regaining network integrity.

The first stage is planning. One issue with an Unconventional Cyber Warfare approach within
the resistance context is the defender must acknowledge occupation is conceivable by the
attacking adversary and ultimately lose network integrity. Unfortunately, this realization is
necessary to effectively plan with an uninitiated or untrained employee population, but accepting
that they are planning to fail by not taking action is not appealing and will quickly be remedied.
There are planning stages to progress from a current state to the desired state for the network.
Conducting a baseline assessment on a network, employee, and leadership capabilities can be
uncomfortable to conduct, but necessary to establish a baseline assessment for insider threat.
Leadership messaging, internally and externally, that cybersecurity processes are changing and
becoming a focus of the organizational culture can act as a deterrent to insider and outsider
adversaries. Building external cyber support relationships to address a crisis response situation is
critical since the worst time to make friends is during a crisis. A private sector organization
partnering with the National Cybersecurity and Communications Integration Center (NCCIC)

from the Department of Homeland Security (DHS) which the Nation’s flagship cyber defense,



incident response, and operational integration center creates a layer of defense.?® Since the DHS
is responsible for reducing the Nation’s risk of systemic cybersecurity and communications
challenges, a cyber contact team could provide an assessment to the leadership of the
organization on vulnerabilities and establish a partnership for continued integration with the

company.

The second stage is the preparation. Private sector enterprise training is necessary to establish a
starting point for a common understanding of the potential adversaries, internal cyber processes,
policies, and employee accountability. Currently, multiple cyber organizations provide training
and certification to companies that seek to improve their cyber knowledge and understanding of
various adversaries. Private sector companies like Cyber Intelligent Partners (CIP)?® and
FireEye?’ conduct network assessments, provide planning and facilitate preparation to establish a
baseline for network and employee integrity. The private organization should canalize an
adversary attack to the network in the designated area that is favorable for the defense. In so
doing, the resistor is creating a defense not only in depth but also under conditions that are
favorable to the defender to mass capability to isolate or defeat an adversary. Private sector
continual assessment on network, employee, and leadership capabilities to identify high-risk
employees can mitigate the risk of internal attacks. Conducting organizational rehearsals to
certify with senior leadership, and validating network procedures with an external organization
like DHS can create confidence in the system and deter adversaries. The organization can
develop a BOT (automated application used to perform simple and repetitive tasks that would be
time-consuming, mundane, or impossible for a human to perform) capability to defend network

at various contact layers to disrupt adversary penetration. Finally, the company can create

10



pathways and pits (honeypots and beacons) of deceptive data for an adversary to exploit which

have no value but provides the intruder a place in the network.

The third stage is the adversary contact. This does not have to be physical contact, but
identification that there is an indicator of a possible insider or outsider attack. This is where the
training of employees pays off in early intervention of a network or coworker behavioral
anomaly. The employee is the private sector’s first line of resistance to an attack and
penetration. Thwarting an adversary intrusion by notifying the Security Division to organize
resistance capabilities and messaging to employees and external partners of possible attack are

first steps to crisis management.

The fourth stage is adversary penetration and exploitation of the network. The adversary will
attack to circumvent, co-op, or destroy the primary firewall to establish freedom of network
movement and exploit that penetration. Within a traditional foreign occupation, an adversary’s
objective is to displace the [executive] leadership and force them to act as an element in exile;
subsequently, they no longer have control of their nation [network]. Concurrently, through the
adversary exploitation of the system, they impose their will on all users of that system whether it
is a denial of service or malign employee influence. During the preparation stage, the resistance
capabilities to disrupt the adversary exploitation with defending bots are tasked with forcing a
path of least resistance to the adversary. The end of that path appears to be the original
penetrated network but is a separate mirrored network without valuable data. With the adversary
isolated but still attached to the system, the government/leadership in exile can now request

support from outside organizations.
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The fifth stage is the transition. An internal or external network crisis capability that should be
trained, exercised, and coordinated in the preparation stage can now assert itself from within the
system over the top of the occupying adversary or externally from a supporting effort. Forensics
and attribution to determine the origin of the adversary are critical to ensuring that future threats
are not only reduced within an attacked system but also prevented throughout the cyber

ecosystem.

CONCLUSION

A change in private sector resistance posture creates a deterrence effect for both an internal and
external adversary, which allows for preparation of the digital environment in disrupting an
adversary’s capabilities, and thus increases the prospect of regaining network integrity.
Unfortunately, looking into history does not provide a ready-made plan of action to defend a
sovereign network that must maintain global connections while still providing a service to its
users and customers. However, the application irregular warfare can stimulate innovation to
create depth and engage an adversary from a position of advantage even when the enemy
infiltrates a private network. Protection of critical information can mean the difference between
victory and defeat on the battlefield, or revenue and cost in the dynamic private sector, but only
if it is guarded with effective unconventional planning and preparation to cause the adversary to
rethink about swallowing a jagged pill by entering a network with a strong resistance to create

conflict.
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