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@[ Continuing Laser Strike Threat to US Aviation

N
Laser can disorient pilot,
degrade night vision or
cause permanent injury.
Safety & security erosion.
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]@[ Laser Pointers Commercially Available Online

Gorilla Gadgets
50mW, $35
90mW total

40mW green

8 inches
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Dragon Lasers

Dragon Lasers
200mW, $200
545mW total
525mW green

55mW, $110 100mW, $10 Q"

120mW total 30mW total 500mW, $70

100mW green 15mW green 75mW total
65mW green
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Laser Strike Mitigation Options

Laser : : :
Approach Mitigation Pilot Effects UEEIEE! Selilmelze [REEE
PP g Risk US-Wide Cost
Effectiveness
> Legislation, May encourage
(3) {| Public Aware- y 9 None Available today O-low (laws already exist)
) : perpetrators
o ness Campaign
— r . .
L Passive . Reduces ambient -
< ) : :
& Glasses/ EIEEIE il light, pilot non- | Available today $1OOS_ '.“'”"?”S
common lasers . (all certified pilots)
%_ Goggles compliance
zZ . . 5 . oMo
0 Cockpit Window Effective for Reduce_s ambient Available today $b|II|_on _
x Treatment common lasers light (all commercial aircraft)
T ) s _
x Alrborn_e Effective only if Available today SRS [l e (polee el
o Geolocation aircraft struck None (military) illi i
E Sensor $billion (all aircraft)
E ] Demonstrated $10s millions (total for
rd Ground-Based : technical top 30 airports,
L : No aircraft g L :
= Geolocation strike required viability: needs individual airport cost
= Sensor Network operational $250k-750k depending
demo on # sensors needed)

Need for ground-based sensor system to support rapid, targeted law enforcement response
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Sensor 1

1
2
3
4.
5
6

Note: aircraft does not
have to be struck for

\ LASSOS to work
. i ~ r /;."- \\

Perpetrator shines laser at airplane
Laser light scatters off air molecules and particulates \
Two ground sensors detect scattered light

Sensor imagery processed to geolocate sourbe

Location sent to law enforcement for rapid, targeted response

Evidence collection for post-event analysis & prosecution
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Laser Aircraft Strike Suppression

Optical System (LASSOS)

Intersection of the planes through

the streak detected in each

sensor is a vector that points to

laser source

Sensor 2
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@[ LASSOS Initial Sensor Prototype

Minimum
i enhancements for
b operational prototype

Power & Network

Connections
* Enables long duration
unattended operation
« Communication to
centralized law
enforcement
command center

wd OT/ydul ¢

Rugged Enclosure
* All-weather operation

Real-time
Processing
* For rapid geolocation
Camera : estimates
* Andor astronomy- Star Tracker Lens
grade cooled CCD * Kodak low noise . Large commercially Filter
camera Giio), WL Ve available aperture (10 * Filter blocks all irrelevant
* Very low noise and e cm) to capture more wavelengths (e.g., sky
high sensitivity (single et iEen light onto camera background light), thereby
photons) lowering the noise in the image
* 94% US laser incidents are green
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]@[ LASSOS Prototype Testing at Lincoln

\ 7
Tewksbury 4 \

.‘ R ‘ D LASSOS Prototype Display
‘ Laser test S|tﬁ§ V..« ,bury Recreation ” ;
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Geolocation algorithms

4

-] Lincoha Lab,

Laser streak detection algorithms
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]:[ LASSOS Prototype Testing at Lincoln
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0@ Figure 1: Live Sensor Feed
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]:[ LASSOS Prototype Testing at Lincoln
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]:[ LASSOS Prototype Testing at Lincoln
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Perpetrator

Latitude
Longitude: 9.250" E
Altiude: 28.0 m ASL

Laser Azimuth: 235.0° E

Laser Elevation: 40.8°

Time: Scp 30, 2016 at 12:11:20 AM
EST

Baseline Azimuth: 21.1° E
Baseline Range: 16.1 km (8.7 nmi)

Directions: To here - From here

Perpetrator

Signin

Laser Strike Detected
at 12:11:30 AM EST
lassos@Il.mit.edu

Sent: 10/19/16 12:12 AM

Lat: 42° 35' 52.259" N

Long: -71° 12' 19.050" E
Nearest address: 286
Livingston St, Tewksbury MA
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]@[ LASSOS Prototype Testing at Lincoln
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Laser at — '
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Location

. ™ assos [0
. | geolocation

Colors indicate

Sensor image
Range: 8.9 nmi
Exposure: 1s

Geolocation accuracy <10 m (30 ft) at 9 nmi range within 15 secs
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]@[ USAF Funded Program Objectives

USAF funding Lincoln to develop and demonstrate ruggedized,
portable LASSOS for field deployment

* |Increase sensor field of view
— Increase camera sensor size and/or decrease |
lens focal length

« Explore options for multi-spectral
capability
— Existing multiple filters = multi-line
filters/wheel
* Environmental protection for sensors
— Enclosures & cooling

* Develop/demonstrate software control of
sensors

— Camera control, image acquisition,
calibration = more automation

« System integration & testing
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]@[ Ruggedized Sensor Testing at
Boston Logan Airport

Laser streak detection &
geolocation algorithms

Post-event analysis

.. "+ ¢ | Ruggedized Sensar.1 ggedized S& A 4
: ©© | Massport parkifig® .. |
T 4 p _.; > R AL -

. .7
>
o

« Performed live laser testing
at locations 5-7 nmi south
of the airport
— Tests conducted in early

hours of morning when
traffic was minimal

— Conditions more taxing
than previous tests (high
ambient light background)

« Extensive support from
Massport, MA State Police
& Federal Aviation
Administration
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Boston Logan Airport

@ Ruggedized Sensor Testing at

Sensor 1 Processed Imagery Sensor 2 Processed Imagery
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Demonstrates performance under low Signal-to-Noise Ratio conditions
and 10 Hz updates allowing time domain analysis
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Ruggedized Sensor Testing at
Boston Logan Airport

Successful laser

streak detections at

all test sites (5-7 nmi

range)

— Green & blue lasers

— Some detections
depended on laser

streak orientation
relative to sensor

« Similar geolocation
accuracy as Lincoln
tests
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Demonstrates viability of LASSOS system in operationally realistic conditions
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]@[ Summary & Planned Next Steps

Prototype ground-based laser strike geolocation system developed

— Current testing shows very promising results (<10 m geolocation
accuracy in less than 15 secs)

— Operational airport testing confirms viability in field conditions

Seeking to conduct longer term deployment, testing and refinement
at US airport location

— In discussions with FAA, FBI & airport authorities about support
— Keen for new stakeholder engagement

Ultimately plan to transition to federal government or industry for
widespread deployment

Contacts: Brian Saar (saar@ll.mit.edu) & Tom Reynolds (tgr@ll.mit.edu)
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