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1. SUMMARY

In this report, we present our work for more robust and secure satellite navigation: i) designing
optimal Pseudo-Random Noise (PRN) codes; and receiver design using future Chimera Signals.

For optimal PRN code design, we developed a Gaussian policy gradient-based reinforcement
learning algorithm which constructs high-quality families of spreading code sequences. We have
demonstrated the ability of our algorithm to achieve better mean-squared auto- and cross-
correlation than well-chosen families of equal-length Gold codes and Weil codes.

For receiver design using future Chimera Signals, we designed a method to provide continuous
GPS signal verification between Chimera authentication times by using stochastic reachability
analysis. We demonstrated that our spoofing detector probabilistically satisfies a user-defined
false alarm requirement throughout the trajectory during nominal conditions, while
demonstrating its ability to successfully detect spoofing during a simulated attack.

2. OPTIMAL PRN CODE DESIGN

2.1.INTRODUCTION

On January 13th of 2020, the U.S. Air Force 2nd Space Operations Squadron (2 SOPS) issued a
statement that the first GPS III satellite was marked healthy and available for use [1]. This
announcement officially marked the birth of the next-generation GPS constellation. In addition
to broadcasting the new L1C signal, the modernized constellation is distinguished by its
reprogrammable payload, which allows it to evolve with new technologies and changing mission
needs. Furthermore, with the upcoming launch of the Navigation Technology Satellite-3 (NTS-3)
testing platform in 2022 [2], the United States Air Force (USAF) seeks to explore technologies
which will help shape future GPS constellations [3]. NTS-3 will demonstrate the agility of the
next-generation satellite-based navigation architecture and the ability to rapidly deploy new
technological advancements and capabilities via the reprogrammable nature of the upcoming
GPS system. Indeed, this is the third Navigation Technology Satellite (NTS) mission, with the
previous two, NTS-1 and NTS-2, developed in the 1970s in order to validate technologies,
including the rubidium and cesium atomic clocks [4], that were integrated into the first
generation of GPS satellites launched later that decade [5]. The NTS-3 program will further test
several new technologies, including new signal designs for improved GPS security and
interference mitigation [3]. According to a Request for Information announcement [6], the AFRL
has expressed interest in exploring modifications to all layers of the GPS signal in order to
enhance PNT resiliency and performance. We are indeed entering a new era of satellite
navigation. However, many of the GPS spreading codes are based on linear shift feedback
registers (LFSRs) [7], which were designed decades ago before personal computers. As a result,
it is time to revisit the design methods of the GPS spreading code families.
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2.2. METHODS, ASSUMPTIONS, AND PROCEDURES

In our work, we seek to explore using reinforcement learning techniques for the application of
navigation spreading code design. To the best of our knowledge, this is the first work which
explores using a machine learning approach for designing navigation spreading code signals. In
particular, the key contributions of our work are the following:

1. We develop a policy gradient reinforcement learning algorithm which constructs high-quality
families of spreading code sequences.

2. We utilize a Gaussian policy to represent a distribution over the action space which designs
the binary codes.

3. We incorporate a baseline to reduce variance in the policy gradient estimate and to improve
the agent’s rate of learning.

4. We use a maximization evaluation metric to ensure the algorithm minimizes both the auto-
correlation and crosscorrelation characteristics of the spreading codes simultaneously. With our
algorithm, we demonstrate the ability to achieve low auto- and cross-correlation side peaks
within the family of spreading codes. We further compare the correlation performance of the
learned spreading codes with those of well-chosen families of equal-length Gold codes and Weil
codes as well as with an analogous genetic algorithm implementation assigned the same code
evaluation metric as our proposed algorithm.

2.2.1. Proposed Reinforcement Learning Framework

For the spreading code design application, the reinforcement learning agent is a code generator
which takes in an initial set of spreading codes and follows its policy to output a modified code
sequence. The resulting action is then evaluated and assigned a reward value by a code evaluator,
which is utilized to update the policy parameters of the agent in order to improve its policy.

initial code set

| | "| Code Generator

. (agent) modified code set
update policy [ |

pameLss Optimizer Code Evaluator
(improves policy) (reward)

Figure 1. Proposed reinforcement learning framework for spreading code generation

2.2.2 GAUSSIAN POLICY FUNCTION REPRESENTATION

Using a neural network architecture, we represent the policy function as a distribution over the
set of bits to toggle from the initial code set. Thus, the policy parameters correspond to the
hidden layers of the network. As depicted in Fig. 2, for the agent to output a set of binary codes,
it must sample from this toggle distribution provided by its currently learned policy function.
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Figure 2. Illustration of policy network representation

2.2.3 SPREADING CODE EVALUATION METRIC

In order to learn a useful set of spreading codes, the agent must learn to minimize both the auto-
correlation and cross-correlation characteristics of the generated code set. The evaluation metric
provides the agent feedback to improve its policy function for code generation. We utilize the
mean-square non-central auto-correlation and the mean-square cross-correlation as the two
objectives to minimize.

2.3.  RESULTS AND DISCUSSION

We validate the ability of our algorithm to devise low-correlation spreading code sequences and
further compare its performance with that of well-chosen families of equal-length Gold codes
and Weil codes. We compare the performance of our algorithm with Gold codes of length-63,
127, and 511. Similarly, since Weil codes only exist for sequence lengths that correspond to a
prime number length, we compare our algorithm with Weil codes of length-67, 127, 257, and
521. From our policy gradient method, we generate sequences for family sizes of 3 codes up to
31 codes. We additionally compare our proposed algorithm with the best performing code set
across 10, 000 sampled families of Gold codes and Weil codes. In few of the sample runs of
Gold and Weil codes, we observed a large deviation in the auto- and cross-correlation cost
components which frequently leads to worse performance on the overall objective. In these
instances, we would resample the conventional code families, leading to an improvement in the
performance metric of the Gold and Weil codes.

Fig. 3 shows the converged normalized mean-square auto- and cross-correlation performance of
our policy gradient algorithm after training, comparing it with the best equal-length Gold and
Weil code families of equal-length. We plot the final performance as a function of the code
family size, with the normalized auto-correlation component RAC represented by the dashed
lines and the normalized cross-correlation component RCC indicated by the solid lines. Because
we conducted the experiments on a laptop with 16 GB of RAM, for sequences of greater than
500 bits in length, we only conducted tests for family sizes of up to 15 codes. However, by
porting this algorithm on a system with more extensive computational resources, with access to
GPU devices and increased RAM, we would be able to perform optimization for larger code
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family sizes. Indeed, for each of the conducted tests, we observe in Fig. 3 that for all code
lengths, the proposed policy gradient method in violet outperforms the best Gold code (in
gold) and Weil code (in blue) families for both the auto- and cross-correlation objectives.
We additionally observe in Fig. 3 that to perform well on the reward function, the policy
gradient method learns to equalize the auto- and cross-correlation objectives, in order to
avoid compromising one objective for the other and perform better on the overall
maximization objective.
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3 CHIMERA RECEIVER DESIGN

3.1. INTRODUCTION

To provide secure navigation for civilian GPS users, the Air Force Research Lab (AFRL) has
developed the Chips-Message Robust Authentication (Chimera) [8] signal enhancement for the
GPS L1C signal [9]. Chimera inserts an encrypted signature within both the navigation message
and the pilot channels of L1C to allow civilian users to jointly authenticate both components of
the signal [10]. Furthermore, the AFRL will broadcast and test this signal enhancement on the
upcoming Navigation Technology Satellite-3 (NTS-3) experimental platform, which will be
launched in 2023 [11, 12]. If incorporated within the GPS L1C signal, the Chimera enhancement
will be the first GPS signal encryption scheme available for civilian users, thereby enabling
secure navigation for all future GPS users. To ensure the GPS signal cannot be forged by a
malicious attacker, the Chimera-enhanced satellite segment will only publish the encryption key
to the user segment after the subsequent key has already been updated. Users with access to only
the GPS L1C signal receive the slow channel encryption key every 3 minutes within the GPS
L1Cnavigation message, while users with access to secure out-of-band channels receive the fast
channel encryption key every 6 seconds. With these encryption keys, users can authenticate their
received GPS signal periodically at the rate of key reception. However, in either case, the
Chimera signal authentication feature is not continuously available. In particular, even fast-
channel users will experience a 6-second latency in signal authentication, whereas GPS position
update rates for moving receivers, such as autonomous vehicles, typically occur at 5-20 Hz. To
address this challenge, the present work develops a method to provide continuously available,
authenticated navigation solutions using the Chimera signal. We utilize measurements from
another self-contained sensor on-board the vehicle, such as an IMU, in order to validate the
received GPS signal, while accounting for measurement uncertainties and unknown, bounded
biases in the self-contained sensor and GPS measurements during authentic conditions.

3.2. METHODS, ASSUMPTIONS, AND PROCEDURES

We propose a spoofing detector to provide continuous GPS signal verification between Chimera
authentication times using stochastic reachability analysis inspired by recent methods such as
[13—-16]. We derive our spoofing detector and state estimator for a generic linear or nonlinear
self-contained sensor model and with GPS positioning measurements. To experimentally
validate our technique, we implement our algorithm for a ground receiver paired with (1) a
linear sensor model of two-dimensional acceleration inputs in the navigation frame of
reference, as well as (2) an on-board IMU sensor. At each time instant when the receiver
position is updated, our formal verification method leverages the previously authenticated set of
Chimera measurements in combination with known bounds on the measurement drift rates of the
IMU sensor to ensure the detector meets a user-defined false alarm threshold on declaring a
spoofing event.

To address the challenges of point-valued spoofing detection methods and leverage the Chimera
signal enhancement, our proposed formal verification technique:
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1. enables continuous GPS signal verification between Chimera authentication times by
validating the received signal against local, self-contained sensors;

2. provides a probabilistic overbound on the set of possible vehicle states for navigation, in
the presence of both stochastic uncertainties and bounded measurement biases for the
self-contained sensor and the GPS sensor during authentic conditions; and

3. evaluates a spoofing detection statistic that satisfies a user-defined false alarm metric,
while accounting for potential biases in the self-contained sensor and GPS measurements
during nominal, unspoofed operation.

The core idea of our proposed method is as follows, with an illustration of our method shown in
Fig. 4 and the high-level architecture depicted in Fig. 4. Recall that, during the 6 second
Chimera authentication period, the receiver obtains a series of unauthenticated GPS
measurements, as shown in Fig. 4(a). Between the Chimera authentication times, we maintain a
pair of receiver position state estimates, one of which is based on the unauthenticated GPS
positioning measurements and the other which is initialized according to the previous Chimera-
authenticated GPS measurements, then updated according to trusted, local, self-contained sensor,
such as an Inertial Measurement Unit (IMU). We similarly maintain a pair of probabilistic
zonotopes (p-zonotopes) on the receiver state error, one based on the variance and bounded
biases from the unauthenticated GPS positioning measurements during authentic conditions, and
the other which is computed via a stochastic reachability-based state estimation Kalman Filter
(KF) using the self-contained sensor information. From the two stochastic reachable sets, we find
the probabilistic set, or EPH, of expected errors between the estimators, under nominal,
unspoofed conditions. To detect spoofing, we test if the current error between the estimators has
sufficiently high likelihood within this EPH with respect to a user-defined false alarm condition,
as shown in the final detector block in Fig. 5. Intuitively, if the received GPS signal is likely
authentic, then we should observe significant overlap between the two p-zonotopes on the state
estimate, as depicted in Fig 4(b). However, if the p-zonotope based on the unauthenticated GPS
measurements is not sufficiently consistent with the p-zonotope based on the self-contained
sensor information, as depicted in Fig. 4(c), then we declare the received GPS measurements as
being likely spoofed. As depicted in Fig. 5, the output stochastic reachable state estimation takes
in the detector decision as an input. While the detector outputs an “authentic” decision, the
output stochastic reachability (SR) state estimator outputs the fused state estimate, based on the
self-contained sensor measurement and the GPS measurements. Once the detector outputs a
“spoofed” decision, the output SR state estimator switches to rely on the self-contained sensor
filter untilit can reauthenticate the received GPS measurements via the Chimera enhancement.
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Figure 4. Core idea and illustration of our Chimera receiver method
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3.3. RESULTS AND DISCUSSION

During the simulated spoofing attack, we observe in 6(a) a low correct detection rate (CDR) in
the initial part of the trajectory, when the bias is too small with respect to the expected, nominal
GPS measurement errors and the self-contained sensor errors to be detected. Correspondingly,
we observe a high missed detection rate (MDR) in the initial part of the trajectory. Once the bias
is large enough, the CDR increases toland the MDR decreases to 0. Once a spoofing event is
detected, the Chimera SR-KF switches from using the fused state estimates and error p-
zonotopes to the self-contained state estimates and error p-zonotopes. When the GPS
measurement bias is small, the fused state estimate and3cerror zonotope bound the true state. As
the bias grows, the spoofing attack is detected by our proposed approach, and eventually the
fused state estimate and 36 zonotopes no longer bound the true state. In this case, the Chimera
SR-KF switches to using the state estimates and error p-zonotopes of the self-contained SR filter,
and we observe in Fig. 6(c) that the Chimera SR-KF continues to bound the true state during this
spoofing scenario over the 1000 Monte Carlo trajectories.

1 120

Self-Contained Position Estimate —— Chimera SR-KF

09 ——MDR —— GPS Position Estimate i ——Naively Fused SR-KF
% 08 ——CDR 100 —— Chimera Estimate 1
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(a) Ratio of MDR and CDR. (b) Bird’s eye view of the trajectory. (c) Ratio of states bound by 3¢ error zonotopes.
Figure 6. Monte Carlo validation of the Chimera SR-KF estimator and detector during spoofed
conditions for the linear, double-integrator system

4. CONCLUSIONS

For the optimal PRN code design work, we developed a reinforcement learning framework to
devise a family of high-performing spreading code sequences which achieve low mean-square
periodic auto- and cross-correlation objectives. We utilize a Gaussian policy gradient method to
directly optimize the agent’s bit-toggling reinforcement learning policy, and we believe this is
the first work to develop a machine learning method to design navigation spreading code signals.
We further demonstrated the ability of our algorithm to construct higher performing codes than
well-chosen conventional codes, including Gold codes and Weil codes, as well as the spreading
sequences obtained from a genetic algorithm with incorporated elitism. In particular, we observe
that the policy gradient method outperforms these code sequences in both the auto- and cross-
correlation objectives across various sequence lengths and code family sizes.

For the Chimera receiver work, we derived a stochastic reachability-based filter and spoofing
detector to provide continuously authenticated navigation solutions between Chimera
authentication times. In particular, we derived the detector to satisfy a user-defined false alarm
requirement in nominal GPS operation while operating with stochastic errors and unknown,
bounded biases in the measurements from the GPS and self-contained sensor measurements. We
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further extended our state estimation filter and spoofing detector for a nonlinear propagation
model by conservatively modeling the linearization error in the state propagation. We
empirically validated, via Monte Carlo simulations, that our Chimera SR-KF and SR-EKF
detectors satisfy the user-defined false alarm requirement, while detecting spoofing during
simulated trajectory-drifting spoofing attacks. Additionally, we demonstrated that our Chimera
SR-KF and SR-EKF estimators successfully bound the vehicle state during both authentic and
spoofing conditions.
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