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Introduction 

Refer to DevSecOps Platform-Independent Model: Requirements and Capabilities, CMU/SEI-2021-

TR-010, for an Executive Summary and Introduction to the DevSecOps Platform-Independent Model.  

The referenced technical report covers the Dictionary, System Requirements and Strategy elements of 

the platform-independent model (PIM).  The purpose of this paper is to cover the remaining PIM ele-

ments, which are Operational and Personnel. A summary of the PIM elements is shown in Figure 1 

below.  

 

Figure 1:Platform-Independent Model Content Diagram 
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Operational 

Operational Structure 

 

Figure 2: Operational Structure 
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Figure 3: Operational Taxonomy 

Table 1: Performers Library 

# Name Attribute 
1 Analysis Domain analysis Tools : Analysis Tools 

analysis Platform : Analysis Platform 
analytics Engineers : Analytics Engineer 
monitoring Environment : Monitoring Domain 
cyber Security Environment : Assurance Domain 
governance Domain : Governance Domain 

2 Analysis Platform analysis Environment : Analysis Domain 

3 Analysis Tools analysis Environment : Analysis Domain 
4 Analytics Engineer analysis Environment : Analysis Domain 

5 Architect plan and Design Environment : Design Domain 

6 Architecture and Mod-
eling Environment 

plan and Design Environment : Design Domain 

7 Assurance Domain cyber Security Tools : Cyber Security Tools 
cyber Security Platform : Cyber Security Platform 
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cyber Security Engineers : Cyber Security Engineer 
development Environment : Development and Test Domain 
operational Environment : Operational Domain 
monitoring Environment : Monitoring Domain 
analysis Environment : Analysis Domain 
design Domain : Design Domain 
governance Domain : Governance Domain 

8 Business Expert governance Domain : Governance Domain 

9 Collaboration Tools governance Domain : Governance Domain 
10 Configuration Manage-

ment 
development Environment : Development and Test Domain 

11 Cyber Security Engi-
neer 

cyber Security Environment : Assurance Domain 

12 Cyber Security Plat-
form 

cyber Security Environment : Assurance Domain 

13 Cyber Security Tools cyber Security Environment : Assurance Domain 
14 Deployment Engineer operational Environment : Operational Domain 

15 Deployment Tools operational Environment : Operational Domain 
16 Design Domain development Domain : Development and Test Domain 

assurance Domain : Assurance Domain 
architects : Architect 
requirements Repository : Requirements Repository 
architecture and Modeling Environment : Architecture and Model-
ing Environment 
governance Domain : Governance Domain 

17 Development and Test 
Domain 

configuration Management : Configuration Management 
version Control : Version Control 
developers : Software Engineer 
building Tools : Product Building Tools 
cyber Security Environment : Assurance Domain 
design Domain : Design Domain 
testing Environment : Testing Environment 
unit Testing Tools : Unit Testing Tools 
policy Validation Tools : Policy Validation Tools 
automated Testing Tools  : Product Validation Tools 
staging Environment : Staging Environment 
release/Delivery Tools : Release/Delivery Tools 
testers : Tester 
release Engineers : Release Engineer 
operational Environment : Operational Domain 
development Environment : Development Environment 

18 Development Environ-
ment 

version Control : Version Control 
development and Test Domain : Development and Test Domain 

19 Governance Domain project Planning Tools : Project Planning Tools 
planning Ticketing Tool : Planning Ticketing Tool  
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knowledge Management : Knowledge Management 
collaboration Tools : Collaboration Tools 
business Experts : Business Expert 
design Domain : Design Domain 
assurance Domain : Assurance Domain 
analysis Domain : Analysis Domain 
planning Team : Planning Engineer 
product Management : Product Management 

20 Infrastructure Engineer operational Domain : Operational Domain 
21 Knowledge Manage-

ment 
governance Domain : Governance Domain 

22 Monitoring Domain monitoring Tools : Monitoring Tools 
monitoring Platform : Monitoring Platform 
monitoring Engineers : Monitoring Engineer 
operational Environment : Operational Domain 
analysis Environment : Analysis Domain 
cyber Security Environment : Assurance Domain 

23 Monitoring Engineer monitoring Environment : Monitoring Domain 

24 Monitoring Platform monitoring Environment : Monitoring Domain 
25 Monitoring Tools monitoring Environment : Monitoring Domain 

26 Operation Engineer operational Environment : Operational Domain 
27 Operational Domain deployment Tools : Deployment Tools 

operational Platform : Operational Platform 
deployment Engineers : Deployment Engineer 
operation Engineers : Operation Engineer 
testing and Integration Environment : Development and Test Do-
main 
monitoring Environment : Monitoring Domain 
cyber Security Environment : Assurance Domain 
infrastructure Team : Infrastructure Engineer 

28 Operational Platform operational Environment : Operational Domain 

29 Planning Engineer governance Domain : Governance Domain 
30 Planning Ticketing Tool governance Domain : Governance Domain 

31 Policy Validation Tools development and Testing Domain : Development and Test Domain 
32 Product Building Tools development Environment : Development and Test Domain 

33 Product Management governance Domain : Governance Domain 

34 Product Validation 
Tools 

testing and Integration Environment : Development and Test Do-
main 

35 Project Planning Tools governance Domain : Governance Domain 

36 Release Engineer testing and Integration Environment : Development and Test Do-
main 

37 Release/Delivery Tools testing and Integration Environment : Development and Test Do-
main 
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38 Requirements Reposi-
tory 

plan and Design Environment : Design Domain 

39 Software Engineer development Environment : Development and Test Domain 

40 Staging Environment testing and Integration Environment : Development and Test Do-
main 

41 Tester testing and Integration Environment : Development and Test Do-
main 

42 Testing Environment testing and Integration Environment : Development and Test Do-
main 

43 Unit Testing Tools testing Domain : Development and Test Domain 

44 Version Control development Environment : Development and Test Domain 
IDE : Development Environment 

Table 2: Operational Connectivity 

# Exchange 
ID 

Operational Exchange 
Item 

Sending Operational Per-
former 

Receiving Operational 
Performer 

1 OE1 IE3 Code Development Environ-
ment 

Version Control 

2 OE6 IE8 Strategic Vision Business Expert Business Expert 

3 OE7 IE9 Strategic Objectives Business Expert Business Expert 
4 OE8 IE10 Business Require-

ments 
Business Expert Business Expert 

5 OE12 IE11 Product Concept Product Management Architect 
6 OE14 IE11 Product Concept Product Management Business Expert 

7 OE15 IE12 Business Plan Business Expert Planning Engineer 
8 OE16 IE12 Business Plan Business Expert Business Expert 

9 OE18 IE5 Business Needs Business Expert Business Expert 

10 OE19 IE13 Business Risks Business Expert Business Expert 
11 OE23 IE21 Program Plans Planning Engineer Planning Engineer 

12 OE24 IE19 MVP Specification Product Management Business Expert 
13 OE26 IE20 DevSecOps Architec-

ture 
Architect Product Management 

14 OE27 IE17 Product Architecture Architect Product Management 

 

Figure 4: Operational Information – Conceptual Data Model 
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Operational Processes 

Operational Activities and Flow Diagrams 

 

Figure 5: DevSecOps Capability Deliver Model 

 

Figure 6: Plan DevSecOps 
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Figure 7: Product Under Development Main Flow 
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Figure 8: Plan Product 

 

Figure 3: Plan for Security Assurance 
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Figure 9: Design Product 

 

Figure 10: Plan for Measurement 
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Figure 11: Plan Backlog and Tasks 
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Figure 12: Develop Product 
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Figure 13: Execute Dev Test 

 

Figure 14: Validate Product 
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Figure 15: Perform Static Analysis 

 

Figure 16: Perform Static Source Code Analysis Level 1 
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Figure 17: Perform Static Source Code Analysis Level 2 

 

Figure 18: Deploy Product 
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Figure 19: Monitor Product 

 

Figure 20: Derive Data 
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Patch Software Scenario 

 

Figure 21: Patch Software Scenario 
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Figure 22: Patch Determination 

 

Figure 23: Patch Triage 

 

Figure 24: Patch Acquisition 
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Figure 25: Patch Security 

 

Figure 26: Patch Test Deployment 
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Figure 27: Patch Production Deployment 

 

Figure 28: Post-Deployment Monitoring 

 



 

SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY  21  

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see 

Copyright notice for non-US Government use and distribution. 

Personnel 

 

Figure 29: Personnel Structure – Posts 

Table 2: Critical Roles – Responsibilities, Goals and Questions 

# Name Attribute Goals and Questions 

1 Architect  Analyze, design, and implement strat-
egies for continuous deployment of 
production and pre-production sys-
tems, and development and test pipe-
lines 

 Document how the implementation of 
a new system or new interface be-
tween systems impacts the current 
and target environment including but 
not limited to security posture. 

 Generate and implement plans for in-
tegrating new systems into existing in-
frastructure and employ secure con-
figuration management processes. 

 Ensure that acquired or developed 
system(s) and architecture(s) are con-
sistent with organization's cybersecu-
rity architecture guidelines. 

Goals: 
1) Ensure continuous development 
and deployment including technol-
ogy stack  
2) Ensure test coverage and auto-
mated testing   
3) Ensure pipeline infrastructure in-
cludes all required tools and pro-
cesses to test system requirements 
(i.e., ATO)  
4) Ensure that necessary records for 
Authority to Operate (ATO) support 
an audit.  
5) Ensure that latencies (i.e., lead 
times) are not excessive for each 
pipeline stage  
6) Ensure pipeline doesn’t introduce 
defects  
7) Ensure pipeline is secure  
8) Ensure known vulnerabilities do 
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 Identify and prioritize critical business 
functions in collaboration with organi-
zational stakeholders. 

 Provide advice on project costs, de-
sign concepts, or design changes. 

 Analyze candidate architectures, allo-
cate security services, and select secu-
rity mechanisms. 

 Develop enterprise architecture or 
system components required to meet 
user needs. 

 Document and update as necessary all 
definition and architecture activities. 

 Integrate results regarding the identi-
fication of gaps in security architec-
ture. 

 Plan implementation strategy to en-
sure that enterprise components can 
be integrated and aligned. 

 Translate proposed capabilities into 
technical requirements. 

 Capture and integrate essential sys-
tem capabilities or business functions 
required for partial or full system res-
toration after a catastrophic failure 
event. 

 Analyze user needs and requirements 
to plan architecture. 

 Analyze system requirements 

 Assess effectiveness of existing sys-
tems 

 Recommend alternative technologies 
and improvements 

 Write detailed functional specifica-
tions that document the architecture 
development process. 

 Lead design and review of new sys-
tems 

 Evaluate security architectures and 
designs to determine the adequacy of 
security design and architecture pro-
posed or provided in response to re-
quirements contained in acquisition 
documents. 

not escape into deployment  
9) Ensure pipeline is robust and 
available  
10) Ensure new system(s) and sys-
tem interface(s) can be easily inte-
grated into pipeline 
11) Ensure all policies and guidelines 
are followed 
12) Ensure user / business needs are 
adequately captured in require-
ments and met by the architecture 
and the capabilities 
13) Ensure architecture is safe and 
secure and evolves to meet future 
needs 
 
Questions: 
1) What are the workflow stage lead 
times? 
2) What workflow stages are fully 
automated?   
3) Are people adequately trained in 
the continuous development and 
deployment processes and tooling?  
(Staffing)  
4) Are there sufficient people and 
resources to support the infrastruc-
ture activities? (Staffing)  
5) Where are the bottlenecks or 
slowdowns in process/pipeline flow?   
6) What is the reliability/availability 
of operational capabilities?   
7) How long does it take to restore 
the system after a failure? (MTTR)  
8) What steps were taken to remove 
vulnerabilities? 
9) How many vulnerabilities were 
found prior to release? 
10) How many vulnerabilities are 
discovered in each release? 
11) How many vulnerabilities are es-
timated to escape? 
12) How effective is each step in 
finding and removing vulnerabili-
ties/weaknesses? 
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 Define appropriate levels of system 
availability based on critical system 
functions and ensure that system re-
quirements identify appropriate disas-
ter recovery and continuity of opera-
tions requirements to include any 
appropriate fail-over/alternate site re-
quirements, backup requirements, 
and material supportability require-
ments for system recovery/restora-
tion. 

13) What is the marginal cost (and 
lead time) to remove vulnerabilities? 
14) What are the Supply Chain re-
ported vulnerabilities (quantity, se-
verity)  
15) What is the attack surface? Is it 
increasing or decreasing?  
16) How much margin exists for fu-
ture growth? (scalability)  
17) Is the system safe to operate?   
18) How long does it take to conduct 
a full regression test?  
19) How much change is there in re-
quirements, capabilities, supply 
chain, tools, etc.?  
20) How easy is it to integrate a new 
system or system interface? 
21) Are all the policies and guide-
lines being followed? 
22) Are the requirements and capa-
bilities sufficient to meet the user / 
business needs? 

2 Business 
or Mission 
Domain 
Expert 

 Define the overall need in which the 
product under development is in-
tended to satisfy 

 Analyze the need in order to describe 
it in sufficient details that a solution 
can be engineered. 

 Develop and track indicators of suc-
cess and taking corrective actions 
when needed based on available in-
formation 

 Develop and maintain budgeting and 
forecasting 

 Perform variance analysis when actu-
als deviate from plan in order to de-
termine if corrective actions are 
needed 

 Plan and monitor all activities within 
scope of authority 

 Share information between relevant 
stakeholders based on given stake-
holder's needs 

 Document and maintain business pro-
cesses 

Goals: 
1) Ensure timely Authority to Oper-
ate (ATO) 
2) Ensure customer/business need is 
well understood. 
3) Ensure a balance between cus-
tomer expectations and prioritized 
needs and system capacity. 
4) Predict market direction and fu-
ture needs 
5) Ensure the best promotion and 
marketing of the product 
6) Ensure customer/business needs 
are translated into the development 
plan. 
 
Questions: 
1) Is the customer/business need 
satisfied? 
2) What is the ROI on each product 
release?  
3) What is the ROI on improve-
ments?   
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 Lead continuous reviews of processes 
and develop optimization strategies 

 Anticipate changes to market and user 
needs 

 Coordinate the sharing of ideas and 
findings among relevant stakeholders 

 Allocate resources and maintain cost 
efficiency 

 Prioritize initiatives based on business 
needs and available resources 

 Ensure that all contractual obligations 
are met 

 Coordinate with government regula-
tors 

 Ensure compliance with applicable 
laws and regulations 

 Ensure that audit discoveries and 
compliance violations are addressed 

 Plan, implement, and oversee risk 
identification and mitigation activities 

 Coordinate training needs of work-
force 

 Develop, maintain, and enforce poli-
cies 

 Address relevant stakeholder con-
cerns regarding legal compliance 

 Review contracts to prevent disputes 
and financial risks 

 Develop and use appropriate contract 
provisions and amendments which 
comply with legal requirements and 
policies 

 Review, negotiate, and approve con-
tract terms and conditions 

 Process payments in accordance with 
agreed to payment structures 

 Report on revenue and expenditure 
 Create, maintain and execute sound 

business, program, and project plans 

 Manage the demands of stakeholders 

 Maintain financial records for all 
transactions and changes 

 Coordinate financial audits 

 Monitor all deposits and payments 

4) What other products / innova-
tions would satisfy the cus-
tomer/business need? 
5) Where is the market heading? 
What are the trends? 
6) How good is communication 
among stakeholders? 
7) Is the contract being met? Are all 
laws and regulations being met? 
8) Does the contract need to be 
modified? 
9) What is the best market strategy 
and how to implement it? 
10) Is the system capacity adequate 
to deliver the product as promised? 
11) Are actual personnel resources 
knowledgeable and trained to per-
form their tasks? 
12) What are the significant risks 
and what are their mitigations? 
13) Are the policies and guidelines 
adequate and are they being fol-
lowed? 
14) How can market share be in-
creased? 
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 Process invoices 

 Organize activities in accordance with 
the mission and goals of the organiza-
tion 

 Increase brand or mission awareness 

 Optimize marketing strategies 

 Analyze the competition and prepare 
forecasts 

 Develop and manage long-term goals 

 Obtain funding for uninterrupted de-
livery of services 

 Evaluate user needs and promote 
products and services 

 Coordinate user needs 
3 DevSecOps 

Champion 
 Provide leadership and vision to de-

liver the changes necessary in adopt-
ing DevOps practices. 

 Work with organizational units to re-
move barriers to communications and 
information exchange 

 Determine which tools or processes 
are best suited for solving long-term 
needs 

 Improve processes in order to better 
serve the customer 

 Determine obstacles faced by organi-
zational units 

Goals: 
1) Maximize DSO Process Perfor-
mance  
2) Maximize Customer/User Satis-
faction  
 
Questions: 
1) Is the DSO process optimized?  
2) Is the customer happy?  
3) Is the system/product easy to 
use/operate?  
4) What is the cost to release and 
maintain products?  
5) What is the ROI on process im-
provements?  
6) What is the ROI on alternative 
processes, tools or products?   
7) How does DSO compare to the 
previous methodology or other pos-
sible methodologies? 

4 Release 
Engineer 

 Provide technical support of a product 
from development to production and 
maintenance. 

 Perform as technical liaison for Engi-
neering and Operations on every as-
pect associated with final builds and 
control baseline issues. 

 Prepare, evaluate and maintain tools 
supporting and process automation 

Goals: 
1) Ensure the capability is delivered 
in each release;   
2) Ensure capability is high quality in 
each release  
3) Ensure capability is delivered as 
planned (e.g., cost, resources, peo-
ple/team) per increment/release.  
4) Ensure all issues during builds are 
addressed identified and there is a 
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for software or hardware product re-
lease. 

 Ensure capability to compile and as-
semble software through source code 
and store tools in source control. 

 Design, manage and execute tools and 
scripts to develop different versions of 
products on wide-range operating sys-
tems. 

 Develop dashboards to quantify inter-
nal processes efficiency continuously. 

 Develop library of tools for automat-
ing manual workflows in development 
process. 

 Interact with release engineering and 
QE to debug and also resolve identi-
fied issues. 

 Respond constantly and aggressively 
to automated test and build issues. 

 Support integration of new technolo-
gies along with companies. 

 Develop and present general releases, 
service packs, web products and beta 
products. 

 Correct build errors working with de-
velopment engineers. 

 Perform with others for analysis, eval-
uations along with design options and 
execute process improvements. 

 Perform with project teams to identify 
apt build schedule and initiate packag-
ing and build process. 

path to closure (including security is-
sues).  
5) Prioritize work for competing 
stakeholders (managing the backlog 
including new requirements, defect 
fixes, tech refresh changes, etc.)  
6) Ensure efficient and effective ATO 
and testing is complete and docu-
mented  
7) Ensure all requirements have 
been satisfied, presented to author-
izing agents and captured in a repos-
itory.  
 
Questions: 
1) What percent of the require-
ments/capabilities are planned, 
modified, and delivered for each re-
lease? 
2) What percent of current release is 
allocated to new requirements, 
backlog, rework, security certifica-
tions? (Release Content)  
3) How many defects (by severity) 
and related rework items were in-
jected/created in each release? (De-
fects/Escapes)  
4) Are defects being worked off at a 
sufficient rate? (defect backlog/in-
ventory – shrinking/growing)  
5) Does the delivered baseline meet 
the functional and performance re-
quirements of the end user?  
6) Is the user satisfied which each 
release? 
7) Do features/capabilities work as 
expected?  
8) How many teams/people were re-
quired to deliver each release com-
pared to the plan (i.e., balancing the 
planned work load with the team’s 
ability to produce it; backlog man-
agement)? (Staffing by Release)  
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5 Security 
Engineer 

 Understand security sensitivities and 
how they affect the design, implemen-
tation, configuration, and delivery as-
pects of the software development 
lifecycle, and ensure that security con-
siderations affect every phase of this 
lifecycle. 

 Define and prioritize essential system 
capabilities or business functions re-
quired for partial or full system resto-
ration after a catastrophic failure 
event 

 Define appropriate levels of system 
availability based on critical system 
functions and ensure that system re-
quirements identify appropriate disas-
ter recovery and continuity of opera-
tions requirements to include any 
appropriate fail-over/alternate site re-
quirements, backup requirements, 
and material supportability require-
ments for system recovery/restora-
tion. 

 Develop/integrate cybersecurity de-
signs for systems and networks with 
multilevel security requirements or re-
quirements for the processing of mul-
tiple classification levels of data pri-
marily applicable to government 
organizations (e.g., UNCLASSIFIED, 
SECRET, and TOP SECRET). 

 Document and address organization's 
information security, cybersecurity ar-
chitecture, and systems security engi-
neering requirements throughout the 
acquisition life cycle. 

 Employ secure configuration manage-
ment processes. 

 Ensure that acquired or developed 
system(s) and architecture(s) are con-
sistent with organization's cybersecu-
rity architecture guidelines. 

 Identify and prioritize critical business 
functions in collaboration with organi-
zational stakeholders. 

Goals: 
1) Ensure comprehensiveness of se-
curity requirements (based on cus-
tomer need and environment) 
2) Ensure knowledge of and minimi-
zation of attack surface  
3) Ensure critical business functions 
are identified and prioritized  
4) Ensure the pipeline and all its pro-
cesses are secure 
5) Provide restoration processes and 
procedures are available in the 
event of catastrophic failure  
6) Ensure working knowledge of 
candidate architecture options and 
their associated security concerns    
7) Ensure security incidents are de-
tected and resolved  
8) Ensure supply chain is secure  
9) Minimize security incidents  
10) Ensure certifications and accred-
itations are performed as required  
11) Understand normal usage pat-
terns and recognize abnormal usage 
patterns  
 
Questions: 
1) What is the attack surface? Is the 
attack surface increasing or decreas-
ing?  
2) What can be done to reduce the 
attack surface?   
3) What are the likely threats?  
4) What types of attacks have been 
successful? By whom?   
5) Are patches delivered as commit-
ted?  
6) Are there any new CVEs that 
could be in the product?  
7) What is the rate of security re-
lated incidents and which types oc-
cur most often?  
8) How much of the backlog is secu-
rity related?  
9) Are preparations for ATO on 
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 Perform security reviews, identify 
gaps in security architecture, and de-
velop a security risk management 
plan. 

 Provide advice on project costs, de-
sign concepts, or design changes. 

 Provide input on security require-
ments to be included in statements of 
work and other appropriate procure-
ment documents. 

 Provide input to the Risk Management 
Framework process activities and re-
lated documentation (e.g., system life-
cycle support plans, concept of opera-
tions, operational procedures, and 
maintenance training materials). 

 Define and document how the imple-
mentation of a new system or new in-
terfaces between systems impacts the 
security posture of the current envi-
ronment. 

 Analyze candidate architectures, allo-
cate security services, and select secu-
rity mechanisms. 

 Develop a system security context, a 
preliminary system security Concept 
of Operations (CONOPS), and define 
baseline system security requirements 
in accordance with applicable cyberse-
curity requirements. 

 Evaluate security architectures and 
designs to determine the adequacy of 
security design and architecture pro-
posed or provided in response to re-
quirements contained in acquisition 
documents. 

 Write detailed functional specifica-
tions that document the architecture 
development process. 

 Analyze user needs and software re-
quirements to determine feasibility of 
design within time and cost con-
straints. 

plan/complete? Is the evidence 
available?  
10) What is needed for continuous 
ATO?  
11) Are there any abnormal usage 
patterns? How quickly are abnormal 
patterns detected? 
12) What are the findings from code 
scans?  
13) How long does it take to suc-
cessfully complete penetration test-
ing?  
14) What is the lead time to com-
plete security testing?  
15) Are incidents being detected and 
resolved?  
16) Is the supply chain secure?   
17) How long does it take to se-
curely recover from an attack? 
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 Develop enterprise architecture or 
system components required to meet 
user needs. 

 Document and update as necessary all 
definition and architecture activities. 

 Determine the protection needs (i.e., 
security controls) for the information 
system(s) and network(s) and docu-
ment appropriately. 

 Translate proposed capabilities into 
technical requirements. 

 Assess and design security manage-
ment functions as related to cyber-
space. 

6 Site Relia-
bility Engi-
neer 

 Define appropriate levels of system 
availability based on critical system 
functions and ensure that system re-
quirements identify appropriate disas-
ter recovery and continuity of opera-
tions requirements to include any 
appropriate fail-over/alternate site re-
quirements, backup requirements, 
and material supportability require-
ments for system recovery/restora-
tion. 

 Capture and integrate essential sys-
tem capabilities or business functions 
required for partial or full system res-
toration after a catastrophic failure 
event. 

 Recommend alternative technologies 
and improvements 

 Define best practices to ensure soft-
ware releases are consistent and re-
peatable 

 Plan and coordinate incident re-
sponses 

 Respond to incidents that impact rele-
vant stakeholders 

 Monitor system infrastructure to en-
sure that all service and operational 
level agreements are met 

 Develop and maintain response play-
books to address incidences 

Goals: 
1) Ensure latencies are minimized 
for each pipeline stage  
2) Ensure the pipeline doesn’t intro-
duce defects  
3) Ensure the pipeline is safe and se-
cure  
4) Ensure the pipeline is robust and 
available  
5) Ensure all critical resources and 
functions are identified and priori-
tized  
6) Ensure releases are deployed on 
time and with high quality 
7) Provide restoration processes and 
procedures in the event of cata-
strophic failure  
8) Ensure security incidents are de-
tected and resolved  
9) Ensure the supply chain is secure  
10) Minimize security incidents  
11) Ensure changes don't break pre-
vious functionality 
12) Ensure service level agreements 
are satisfied 
 
Questions: 
1) Are there sufficient people and 
resources available to support the 
business needs? (Staffing)  
2) Where are the bottlenecks or 



 

SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY  30  

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see 

Copyright notice for non-US Government use and distribution. 

 Conduct post-incident reviews, docu-
ment findings, and take action based 
on what was learned in order to bol-
ster the reliability of the service. 

 Develop software to make system and 
product under development infra-
structure more resilient, automated, 
and self-healing over time 

 Increase reliability and performance 
of the system and product under de-
velopment 

 Plan and implement disaster mitiga-
tion, prevention, and response activi-
ties 

 Improve the system and product un-
der development in order to maximize 
effectiveness based on defined service 
level objectives 

 Reduce the time required to resolve 
incidents and restore service (i.e. re-
duce mean time to repair) 

 Continuously test the operational 
readiness and efficiency of the infra-
structure 

 Conduct chaos experiments to see 
how the system and product under 
development infrastructure will be-
have under emergent behavior during 
runtime 

 Meet the system and product under 
development computing needs 

 Collect and monitor infrastructure 
performance data 

 Coordinate software and hardward in-
stallations, testing, and transitions 

 Introduce alternative technologies to 
improve or enhance infrastructure in 
support of system or product under 
development requirements 

 Manage the underlining security of all 
infrastructure components and inter-
component information transfers  

slow downs in process/pipeline 
flow?   
3) What are the critical resources 
and functions? 
4) What is the reliability/availability 
of the pipeline and each stage in it?   
5) How long does it take to restore 
the system after a failure? (MTTR)  
6) How much margin exists for fu-
ture growth? (scalability)  
7) Is the system safe to operate?    
8) What is the rate of security re-
lated incidents and which types oc-
cur most often?  
9) Are incidents being detected and 
resolved in a timely manner? 
10) Is the supply chain secure?   
11) How long does it take to se-
curely recover from an attack?  
12) How often do changes break ex-
isting functionality? 
13) What parts of the system fail the 
most often? 
14) Are disaster mitigation plans ad-
equate and available? 
15) How long does it take to install 
new components or technologies? 
16) What can be done to prevent 
defect injection in the pipeline? 
17) What are the root causes of de-
fects in the product? 
18) Are all QA activities being per-
formed as planned? 
19) Are all security assurance activi-
ties being performed as planned? 
20) Has all the code been tested and 
gone through code analysis/peer re-
views as planned? 
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7 Software 
Developer 

 Turn requirements into code, build 
unit tests, consider initial deployment 
issues, develop application monitoring 
strategies, and review application 
monitoring events. 

 Perform secure programming and 
identify potential flaws in codes to 
mitigate vulnerabilities.  

 Analyze user needs and software re-
quirements to determine feasibility of 
design within time and cost con-
straints. 

 Capture security controls used during 
the requirements phase to integrate 
security within the process, to identify 
key security objectives, and to maxim-
ize software security while minimizing 
disruption to plans and schedules. 

 Compile and write documentation of 
program development and subse-
quent revisions, inserting comments 
in the coded instructions so others 
can understand the program. 

 Apply cybersecurity functions (e.g., 
encryption, access control, and iden-
tity management) to reduce exploita-
tion opportunities. 

 Identify and leverage the enterprise-
wide security services while designing 
and developing secure applications 
(e.g., Enterprise PKI, Federated Iden-
tity server, Enterprise Antivirus solu-
tion) when appropriate. 

 Determine and document software 
patches or the extent of releases that 
would leave software vulnerable. 

 Translate security requirements into 
application design elements including 
documenting the elements of the soft-
ware attack surfaces, conducting 
threat modeling, and defining any 
specific security criteria. 

Goals: 
1) Ensure the stories (i.e., require-
ments) are properly implemented 
(i.e., develop secure code)  
2) Ensure users are satisfied  
3) Ensure coding standards and or-
ganizational process guidelines are 
followed 
4) Ensure interfaces are properly de-
fined and implemented  
5) Ensure software knowledge and 
skills are sufficient for role and pur-
pose  
6) Ensure weaknesses / vulnerabili-
ties are not injected into the soft-
ware   
7) Ensure that testing is comprehen-
sive and effective  
8) Ensure changes don’t break previ-
ous functionality  
 
Questions: 
1) How many stories were planned 
versus completed (velocity)?   
2) How many integration events that 
were planned were completed?   
3) How much rework is for security 
related issues?  
4) What was the code coverage in 
testing? (Code Coverage)  
5) How much of the testing is auto-
mated?  
6) How much rework is generated by 
test? (rework)  
7) How many tests were performed 
for learning vs. for validation/verifi-
cation? (test metrics)  
8) What is the size of the test cases 
compared to the new code?  (test 
metrics)  
9) What is the provenance of librar-
ies and are they free of vulnerabili-
ties? How many vulnerabilities and 
weaknesses are inherited from third 
party software? (Vulnerabilities)  
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 Identify and leverage the enterprise-
wide version control system while de-
signing and developing secure applica-
tions. 

 Identify security issues around steady 
state operation and management of 
software and incorporate security 
measures that must be taken when a 
product reaches its end of life. 

 Confer with systems analysts, engi-
neers, programmers, and others to 
design application and to obtain infor-
mation on project limitations and ca-
pabilities, performance requirements, 
and interfaces. 

 Apply coding and testing standards, 
apply security testing tools including 
"'fuzzing" static-analysis code scan-
ning tools, and conduct code reviews. 

 Design countermeasures and mitiga-
tions against potential exploitations of 
programming language weaknesses 
and vulnerabilities in system and ele-
ments. 

 Store, retrieve, and manipulate data 
for analysis of system capabilities and 
requirements. 

 Conduct trial runs of programs and 
software applications to ensure that 
the desired information is produced 
and instructions and security levels 
are correct. 

 Correct errors by making appropriate 
changes and rechecking the program 
to ensure that desired results are pro-
duced. 

 Perform risk analysis [e.g., threat, vul-
nerability, and probability of occur-
rence] whenever an application or sys-
tem undergoes a major change. 

 Direct software programming and de-
velopment of documentation. 

 Evaluate factors such as reporting for-
mats required, cost constraints, and 

10) What is the lead time to imple-
ment a change? (Especially a High 
Urgency change) (Lead Time)  
11) Do changes break existing func-
tionality? (Change Failure /  Roll-
back)  
12) Do implemented stories pass 
test cases? (test metrics)  
13) How much rework is due to 
badly implemented stories or misun-
derstood stories? (rework)  
14) What parts of the code (archi-
tecture) are likely to break? (includ-
ing feature/subsystem maturity)  
15) What knowledge or skills are 
needed to perform better?  (staff-
ing)  
16) What is the acceptance rate 
from user representatives (e.g., sto-
ries accepted, refined, and/or re-
jected). How many changes are re-
quested?   
17) How many external dependen-
cies are associated with each story?   
18) What are application usage pat-
terns? (Customer Satisfaction)  
19) What is the application uptime?  
20) What features/capabilities have 
unresolved defects/vulnerabilities?  
21) What coding errors occur most 
often and how can they be pre-
vented? 
22) Are coding standards being fol-
lowed and updated with lessons 
learned? 
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need for security restrictions to deter-
mine hardware configuration. 

 Develop strategies for application 
monitoring and event analysis. 

 Identify basic common coding flaws at 
a high level. 

 Consult with customers about soft-
ware system design and maintenance. 

 Consult with engineering staff to eval-
uate interface between hardware and 
software. 

 Develop software system testing and 
validation procedures, programming, 
and documentation.  

 Apply secure code documentation. 
 Identify security implications and ap-

ply methodologies within centralized 
and decentralized environments 
across the enterprise’s computer sys-
tems in software development. 

 Address security implications in the 
software acceptance phase including 
completion criteria, risk acceptance 
and documentation, common criteria, 
and methods of independent testing. 

 Supervise and assign work to pro-
grammers, designers, technologists 
and technicians, and other engineer-
ing and scientific personnel. 

 Modify and maintain existing software 
to correct errors, to adapt it to new 
hardware, or to upgrade interfaces 
and improve performance. 

 Perform integrated quality assurance 
testing for security functionality and 
resiliency attack. 

 Develop secure code and error han-
dling. 

 Analyze information to determine, 
recommend, and plan the develop-
ment of a new application or modifi-
cation of an existing application. 

 Design, develop, and modify software 
systems, using scientific analysis and 
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mathematical models to predict and 
measure outcome and consequences 
of design. 

8 User  Use the product under development 
on a constant or regular basis 

 Provide feedback on how well the 
product under development functions 

 Determine the amount of value the 
product under development provides 

 Identify and report defects not recog-
nized by the engineering process 

 Identify and request enhancements to 
the product under development that 
will increase value 

Goals: 
1) Ensure their needs are met with 
the best product possible 
2) Ensure their desired changes and 
future needs will be met as soon as 
possible 
 
Questions: 
1) What products will best satisfy 
my needs? 
2) What are my future needs and 
what products will best satisfy 
them? 
3) Am I happy with the product and 
product support? 
4) Are my changes and recommen-
dations being addressed in a timely 
fashion? 
5) What is the cost of delaying a 
change or need? 
6) What is the value proposition for 
a change or need? 

9 User Expe-
rience 

 User experience design, user feedback 
acceptance, and user experience vali-
dation of the development product 
outputs. 

 Create innovative solutions for a wide 
variety of product design challenges, 
including mobile, desktop, hardware 
interfaces, physical environments, and 
person-to-person interactions. 

 Lead the design for new experiences 
and improvements of existing experi-
ences. 

 Plan and define strategy for the direc-
tion of future iterations. 

 Quickly iterate on multiple interactive 
design solutions and work through de-
tails. 

 Advocate for design solutions, high-
lighting inputs that influenced the de-
cisions including business and user 

Goals: 
1) Ensure User Satisfaction 
2) Ensure the features / capabilities 
that the user most desires are deliv-
ered as quickly as possible 
3) Ensure future user needs are 
identified and can be satisfied 
 
Questions: 
1) Is the user satisfied with delivered 
products & services?  
2) What features/capabilities are 
most used and valued by the user?  
3) Does the system provide the de-
sired functionality when needed?  
4) How long does it take to incorpo-
rate a user desired feature/capabil-
ity? 
5) Is user feedback sufficient and 
how could it be improved? 
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goals, demographic and usage data, 
and research findings 

 Assess and optimize the performance 
of new and existing features by ac-
tively participating in user research 
and assessing performance metrics 

 Contribute to the group’s shared 
knowledge of user-centered design 
and research methodologies 

 Deliver work that’s not only user-
friendly, aesthetically engaging, but 
which also produces results 

 Develop and maintain detailed user-
interface specifications 

 Develop high level, detailed story-
boards, mock-ups, and prototypes to 
effectively communicate interaction 
and design ideas 

 Present design work to multiple teams 
and senior leadership for review and 
feedback 

 Work alongside engineers and prod-
uct managers throughout all stages of 
the production cycle 

6) What are the future user needs 
and how can they be met? In what 
timeline? 
7) How easy is the system/product 
to operate by the user? 

 

Table 3: Roles and Responsibilities Table 

# Name Uses Resource 

1 Architect  Analyze, design, and implement strategies for continuous deployment of 
production and pre-production systems, and development and test pipe-
lines 
Document how the implementation of a new system or new interface be-
tween systems impacts the current and target environment including but 
not limited to security posture. 

 Generate and implement plans for integrating new systems into existing 
infrastructure and employ secure configuration management processes. 

 Ensure that acquired or developed system(s) and architecture(s) are con-
sistent with organization's cybersecurity architecture guidelines. 

 Identify and prioritize critical business functions in collaboration with or-
ganizational stakeholders. 

 Provide advice on project costs, design concepts, or design changes. 
 Analyze candidate architectures, allocate security services, and select se-

curity mechanisms. 
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 Develop enterprise architecture or system components required to meet 
user needs. 

 Document and update as necessary all definition and architecture activi-
ties. 

 Integrate results regarding the identification of gaps in security architec-
ture. 

 Plan implementation strategy to ensure that enterprise components can 
be integrated and aligned. 

 Translate proposed capabilities into technical requirements. 

 Capture and integrate essential system capabilities or business functions 
required for partial or full system restoration after a catastrophic failure 
event. 

 Analyze user needs and requirements to plan architecture. 
 Analyze system requirements 

 Assess effectiveness of existing systems 

 Recommend alternative technologies and improvements 
 Write detailed functional specifications that document the architecture 

development process. 

 Lead design and review of new systems 

 Evaluate security architectures and designs to determine the adequacy of 
security design and architecture proposed or provided in response to re-
quirements contained in acquisition documents. 

 Define appropriate levels of system availability based on critical system 
functions and ensure that system requirements identify appropriate dis-
aster recovery and continuity of operations requirements to include any 
appropriate fail-over/alternate site requirements, backup requirements, 
and material supportability requirements for system recovery/restora-
tion. 

2 Business Ana-
lyst 

Business or Mission 

3 Compliance Business or Mission 

4 Contract Spe-
cialist 

Business or Mission 

5 Executive Business or Mission 

6 Financier Business or Mission 

7 Legal Business or Mission 

8 Marketing Business or Mission 

9 Owner Business or Mission 

10 Program Man-
ager 

Business or Mission 

11 Project Man-
ager 

Business or Mission 

12 Sales Business or Mission 
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13 Supplier Business or Mission 

14 Systems Ana-
lyst 

Business or Mission 

15 Relevant 
Stakeholders 

Business or Mission 
Operational Users 
Engineering 

16 Site Reliability 
Engineer 

 Define appropriate levels of system availability based on critical system 
functions and ensure that system requirements identify appropriate dis-
aster recovery and continuity of operations requirements to include any 
appropriate fail-over/alternate site requirements, backup requirements, 
and material supportability requirements for system recovery/restora-
tion. 

 Capture and integrate essential system capabilities or business functions 
required for partial or full system restoration after a catastrophic failure 
event. 

 Recommend alternative technologies and improvements 

 Define best practices to ensure software releases are consistent and re-
peatable 

 Plan and coordinate incident responses 

 Respond to incidents that impact relevant stakeholders 
 Monitor system infrastructure to ensure that all service and operational 

level agreements are met 

 Develop and maintain response playbooks to address incidences 

 Conduct post-incident reviews, document findings, and take action based 
on what was learned in order to bolster the reliability of the service.  

 Develop software to make system and product under development infra-
structure more resilient, automated, and self-healing over time 

 Increase reliability and performance of the system and product under de-
velopment 

 Plan and implement disaster mitigation, prevention, and response activi-
ties 

 Improve the system and product under development in order to maxim-
ize effectiveness based on defined service level objectives 

 Reduce the time required to resolve incidents and restore service (i.e. re-
duce mean time to repair) 

 Continuously test the operational readiness and efficiency of the infra-
structure 

 Conduct chaos experiments to see how the system and product under de-
velopment infrastructure will behave under emergent behavior during 
runtime 

 Meet the system and product under development computing needs 

 Collect and monitor infrastructure performance data 

 Coordinate software and hardward installations, testing, and transitions 
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 Introduce alternative technologies to improve or enhance infrastructure 
in support of system or product under development requirements 

 Manage the underlining security of all infrastructure components and in-
ter-component information transfers  

17 Business or 
Mission Do-
main Expert 

 Define the overall need in which the product under development is in-
tended to satisfy 

 Analyze the need in order to describe it in sufficient details that a solution 
can be engineered. 

 Develop and track indicators of success and taking corrective actions 
when needed based on available information 

 Develop and maintain budgeting and forecasting 

 Perform variance analysis when actuals deviate from plan in order to de-
termine if corrective actions are needed 

 Plan and monitor all activities within scope of authority 

 Share information between relevant stakeholders based on given stake-
holder's needs 

 Document and maintain business processes 
 Lead continuous reviews of processes and develop optimization strate-

gies 

 Anticipate changes to market and user needs 

 Coordinate the sharing of ideas and findings among relevant stakeholders 
 Allocate resources and maintain cost efficiency 
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 Prioritize initiatives based on business needs and available resources 

 Ensure that all contractual obligations are met 
 Coordinate with government regulators 

 Ensure compliance with applicable laws and regulations 

 Ensure that audit discoveries and compliance violations are addressed 
 Plan, implement, and oversee risk identification and mitigation activities 

 Coordinate training needs of workforce 

 Develop, maintain, and enforce policies 
 Address relevant stakeholder concerns regarding legal compliance 

 Review contracts to prevent disputes and financial risks 

 Develop and use appropriate contract provisions and amendments which 
comply with legal requirements and policies 

 Review, negotiate, and approve contract terms and conditions 

 Process payments in accordance with agreed to payment structures 

 Report on revenue and expenditure 
 Create, maintain and execute sound business, program, and project plans 

 Manage the demands of stakeholders 

 Maintain financial records for all transactions and changes 

 Coordinate financial audits 
 Monitor all deposits and payments 

 Process invoices 

 Organize activities in accordance with the mission and goals of the organi-
zation 

 Increase brand or mission awareness 

 Optimize marketing strategies 

 Analyze the competition and prepare forecasts 
 Develop and manage long-term goals 

 Obtain funding for uninterrupted delivery of services 

 Evaluate user needs and promote products and services 
 Coordinate user needs 

18 Cyber Legal 
Advisor 

Engineering 

19 Database Ad-
ministrator 

Engineering 

20 DevOps Engi-
neer 

Engineering 

21 Infrastructure 
Architect 

Engineering 

22 Infrastructure 
Engineer 

Engineering 

23 Infrastructure 
Operator 

Engineering 
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24 Network Op-
erations Spe-
cialist 

Engineering 

25 Quality Assur-
ance Engineer 

Engineering 

26 Security Archi-
tect 

Engineering 

27 System Ad-
ministrator 

Engineering 

28 Systems Engi-
neer 

Engineering 

29 Technical Sup-
port Specialist 

Engineering 

30 Test Engineer Engineering 

31 UI/UX De-
signer 

Engineering 

32 Customer Operational Users 

33 External User Operational Users 

34 Internal User Operational Users 

35 Product 
Owner 

Operational Users 

36 Subject Mat-
ter Expert 

Operational Users 

37 DevSecOps 
Champion 

 Provide leadership and vision to deliver the changes necessary in adopt-
ing DevOps practices. 

 Work with organizational units to remove barriers to communications 
and information exchange 

 Determine which tools or processes are best suited for solving long-term 
needs 

 Improve processes in order to better serve the customer 

 Determine obstacles faced by organizational units 
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38 Release Engi-
neer 

 Provide technical support of a product from development to production 
and maintenance. 

 Perform as technical liaison for Engineering and Operations on every as-
pect associated with final builds and control baseline issues. 

 Prepare, evaluate and maintain tools supporting and process automation 
for software or hardware product release. 

 Ensure capability to compile and assemble software through source code 
and store tools in source control. 

 Design, manage and execute tools and scripts to develop different ver-
sions of products on wide-range operating systems. 

 Develop dashboards to quantify internal processes efficiency continu-
ously. 

 Develop library of tools for automating manual workflows in develop-
ment process. 

 Interact with release engineering and QE to debug and also resolve identi-
fied issues. 

 Respond constantly and aggressively to automated test and build issues. 
 Support integration of new technologies along with companies. 

 Develop and present general releases, service packs, web products and 
beta products. 

 Correct build errors working with development engineers. 
 Perform with others for analysis, evaluations along with design options 

and execute process improvements. 

 Perform with project teams to identify apt build schedule and initiate 
packaging and build process. 



 

SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY  42  

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see 

Copyright notice for non-US Government use and distribution. 

39 Software De-
veloper 

 Turn requirements into code, build unit tests, consider initial deployment 
issues, develop application monitoring strategies, and review application 
monitoring events. 

 Perform secure programming and identify potential flaws in codes to mit-
igate vulnerabilities.  

 Analyze user needs and software requirements to determine feasibility of 
design within time and cost constraints. 

 Capture security controls used during the requirements phase to inte-
grate security within the process, to identify key security objectives, and 
to maximize software security while minimizing disruption to plans and 
schedules. 

 Compile and write documentation of program development and subse-
quent revisions, inserting comments in the coded instructions so others 
can understand the program. 

 Apply cybersecurity functions (e.g., encryption, access control, and iden-
tity management) to reduce exploitation opportunities. 

 Identify and leverage the enterprise-wide security services while design-
ing and developing secure applications (e.g., Enterprise PKI, Federated 
Identity server, Enterprise Antivirus solution) when appropriate. 

 Determine and document software patches or the extent of releases that 
would leave software vulnerable. 

 Translate security requirements into application design elements includ-
ing documenting the elements of the software attack surfaces, conduct-
ing threat modeling, and defining any specific security criteria.  

 Identify and leverage the enterprise-wide version control system while 
designing and developing secure applications. 

 Identify security issues around steady state operation and management 
of software and incorporate security measures that must be taken when 
a product reaches its end of life. 

 Confer with systems analysts, engineers, programmers, and others to de-
sign application and to obtain information on project limitations and ca-
pabilities, performance requirements, and interfaces. 

 Apply coding and testing standards, apply security testing tools including 
"'fuzzing" static-analysis code scanning tools, and conduct code reviews. 

 Design countermeasures and mitigations against potential exploitations 
of programming language weaknesses and vulnerabilities in system and 
elements. 

 Store, retrieve, and manipulate data for analysis of system capabilities 
and requirements. 

 Conduct trial runs of programs and software applications to ensure that 
the desired information is produced and instructions and security levels 
are correct. 

 Correct errors by making appropriate changes and rechecking the pro-
gram to ensure that desired results are produced. 
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 Perform risk analysis [e.g., threat, vulnerability, and probability of occur-
rence] whenever an application or system undergoes a major change. 

 Direct software programming and development of documentation. 
 Evaluate factors such as reporting formats required, cost constraints, and 

need for security restrictions to determine hardware configuration. 

 Develop strategies for application monitoring and event analysis. 

 Identify basic common coding flaws at a high level. 
 Consult with customers about software system design and maintenance. 

 Consult with engineering staff to evaluate interface between hardware 
and software. 

 Develop software system testing and validation procedures, program-
ming, and documentation.  

 Apply secure code documentation. 

 Identify security implications and apply methodologies within centralized 
and decentralized environments across the enterprise’s computer sys-
tems in software development. 

 Address security implications in the software acceptance phase including 
completion criteria, risk acceptance and documentation, common crite-
ria, and methods of independent testing. 

 Supervise and assign work to programmers, designers, technologists and 
technicians, and other engineering and scientific personnel. 

 Modify and maintain existing software to correct errors, to adapt it to 
new hardware, or to upgrade interfaces and improve performance. 

 Perform integrated quality assurance testing for security functionality and 
resiliency attack. 

 Develop secure code and error handling. 
 Analyze information to determine, recommend, and plan the develop-

ment of a new application or modification of an existing application. 

 Design, develop, and modify software systems, using scientific analysis 
and mathematical models to predict and measure outcome and conse-
quences of design. 
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40 Security Engi-
neer 

 Understand security sensitivities and how they affect the design, imple-
mentation, configuration, and delivery aspects of the software develop-
ment lifecycle, and ensure that security considerations affect every phase 
of this lifecycle. 

 Define and prioritize essential system capabilities or business functions 
required for partial or full system restoration after a catastrophic failure 
event 

 Define appropriate levels of system availability based on critical system 
functions and ensure that system requirements identify appropriate dis-
aster recovery and continuity of operations requirements to include any 
appropriate fail-over/alternate site requirements, backup requirements, 
and material supportability requirements for system recovery/restora-
tion. 

 Develop/integrate cybersecurity designs for systems and networks with 
multilevel security requirements or requirements for the processing of 
multiple classification levels of data primarily applicable to government 
organizations (e.g., UNCLASSIFIED, SECRET, and TOP SECRET). 

 Document and address organization's information security, cybersecurity 
architecture, and systems security engineering requirements throughout 
the acquisition life cycle. 

 Employ secure configuration management processes. 

 Ensure that acquired or developed system(s) and architecture(s) are con-
sistent with organization's cybersecurity architecture guidelines. 

 Identify and prioritize critical business functions in collaboration with or-
ganizational stakeholders. 

 Perform security reviews, identify gaps in security architecture, and de-
velop a security risk management plan. 

 Provide advice on project costs, design concepts, or design changes. 

 Provide input on security requirements to be included in statements of 
work and other appropriate procurement documents. 

 Provide input to the Risk Management Framework process activities and 
related documentation (e.g., system life-cycle support plans, concept of 
operations, operational procedures, and maintenance training materials).  

 Define and document how the implementation of a new system or new 
interfaces between systems impacts the security posture of the current 
environment. 

 Analyze candidate architectures, allocate security services, and select se-
curity mechanisms. 

 Develop a system security context, a preliminary system security Concept 
of Operations (CONOPS), and define baseline system security require-
ments in accordance with applicable cybersecurity requirements. 

 Evaluate security architectures and designs to determine the adequacy of 
security design and architecture proposed or provided in response to re-
quirements contained in acquisition documents. 
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 Write detailed functional specifications that document the architecture 
development process. 

 Analyze user needs and software requirements to determine feasibility of 
design within time and cost constraints. 

 Develop enterprise architecture or system components required to meet 
user needs. 

 Document and update as necessary all definition and architecture activi-
ties. 

 Determine the protection needs (i.e., security controls) for the infor-
mation system(s) and network(s) and document appropriately. 

 Translate proposed capabilities into technical requirements. 

 Assess and design security management functions as related to cyber-
space. 

41 User  Use the product under development on a constant or regular basis 

 Provide feedback on how well the product under development functions 

 Determine the amount of value the product under development provides 
 Identify and report defects not recognized by the engineering process 

 Identify and request enhancements to the product under development 
that will increase value 
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42 User Experi-
ence 

 User experience design, user feedback acceptance, and user experience 
validation of the development product outputs. 

 Create innovative solutions for a wide variety of product design chal-
lenges, including mobile, desktop, hardware interfaces, physical environ-
ments, and person-to-person interactions. 

 Lead the design for new experiences and improvements of existing expe-
riences. 

 Plan and define strategy for the direction of future iterations. 
 Quickly iterate on multiple interactive design solutions and work through 

details. 

 Advocate for design solutions, highlighting inputs that influenced the de-
cisions including business and user goals, demographic and usage data, 
and research findings 

 Assess and optimize the performance of new and existing features by ac-
tively participating in user research and assessing performance metrics 

 Contribute to the group’s shared knowledge of user-centered design and 
research methodologies 

 Deliver work that’s not only user-friendly, aesthetically engaging, but 
which also produces results 

 Develop and maintain detailed user-interface specifications 

 Develop high level, detailed storyboards, mock-ups, and prototypes to ef-
fectively communicate interaction and design ideas 

 Present design work to multiple teams and senior leadership for review 
and feedback 

 Work alongside engineers and product managers throughout all stages of 
the production cycle 
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