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• A United States Department of Defense Federally 

Funded Research and Development Center (FFRDC)

• Vision: leading and advancing software engineering and 

cybersecurity to solve the nation’s toughest problems

• Mission: to advance the technologies and practices 

needed to acquire, develop, operate, and sustain 

software systems that are innovative, affordable, 

trustworthy, and enduring

The Software Engineering Institute
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Insider Risk at The CERT Division of Carnegie Mellon 
University's Software Engineering Institute

Conducting research, modeling, 

analysis, and outreach to develop 
socio-technical solutions to 
combat insider threats since 2001

Mission: enable effective insider 

threat mitigation, incident 
management practices, and 

develop capabilities for deterring, 
detecting, and responding to 
evolving cyber and physical

threats

Action and Value: conduct 
research, modeling, analysis, and 

outreach to develop & transition 
socio-technical solutions to 
combat insider threats

Splunk Qu ery Na me: La st 30 Days - Possi ble Th eft of  IP

Terms: 'h ost=HE CTOR [ search  host= "zeus. corp.m erit.l ab" Me ssage= "A use r acco unt wa s  dis abled.  *" 

| eval Ac count_ Name=m vindex (Accou nt_Nam e, -1)  | fie lds Ac count_ Name |  strca t Acco unt_Na me

"@corp.me rit.la b" sen der_ad dress | fiel ds - A ccount _Name]  total _bytes > 500 00 AND  

recipient _addre ss!="* corp.m erit.l ab" st artday sago=3 0 | fi elds c lient_ ip, se nder_a ddress , 

recipient _addre ss, me ssage_ subjec t, tot al_byt es'
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The Insider Threat Defined

The potential for an individual 
who has or had authorized access 
to an organization’s assets to use 
their access, either maliciously or 
unintentionally, to act in a way 
that could negatively affect the 
organization.
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Untangling Insider Taxonomy

Insider: An insider of an organization is an employee, contractor, or other business 

partner who has or had authorized access to the organization’s critical assets.

Insider Threat: Insider threat for an organization is the potential for an insider to use their 

access, either maliciously or unintentionally, to act in a way that could negatively affect the 

organization.

Insider Risk: Insider risk is the potential for loss associated with the realization of an 

insider threat.

Insider risk is unique in organizational security in that the potential threat agents play 

fundamental roles in accomplishing the organization's mission. 

• Insider goodwill is essential to both keeping intentional insider risk to a minimum and 

ensuring organizational success generally.
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Individuals

Current or Former

Ful l-Time Employees

Part-Time Employees

Temporary Employees

Contractors

Trusted Business Partners

Organization’s 
Assets

People

Information

Technology

Faci lities

Intentionally or 
Unintentionally

Fraud

Theft of Intellectual 
Property

Cyber Sabotage

Espionage

Workplace Violence

Social Engineering

Accidental Disclosure

Accidental  Loss or 
Disposal of Equipment or 

Documents

Negatively Affect 
the Organization

Harm to Organization’s 
Employees

Degradation of 
Confidentiality, Integrity, 

or Avai lability of 
Information or Systems

Disruption of 
Organization’s Ability to 

Meet i ts Mission

Damage to Organization’s 
Reputation

Harm to Organization’s 
Customers

who have or 
had authorized 

access to 

Scope of the Insider Threat

use that access to act in a way 
that could
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What percentage of organizations experienced an 

insider incident?

Sources: 2004-2018 U.S. State of Cybercrime Survey, in partnership with KnowBe4, CSO, U.S. Secret Service, and CERT Division of Software Engineering Institute at Carnegie Mellon University
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The Goal for an Insider Threat Program…

https://insights.sei.cmu.edu/insider-t hreat/2020/01/maturing-your -insider -threat-program-into-a n-insider-risk-manage me nt-progra m.ht ml

Is to reduce insider risks to critical assets to acceptable levels

https://insights.sei.cmu.edu/insider-threat/2020/01/maturing-your-insider-threat-program-into-an-insider-risk-management-program.html
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Best Practices from the CERT Common Sense Guide to 
Mitigating Insider Threats

1 - Know and protect y our critical assets. 12 - Deploy  solutions f or monitoring employ ee actions and correlating 
inf ormation f rom multiple data sources.

2 - Dev elop a f ormalized insider threat program. 13 - Monitor and control remote access f rom all endpoints, including mobile

dev ices.

3 - Clearly  document and consistently  enf orce policies and controls. 14 - Establish a baseline of  normal behav ior f or both networks and 

employ ees

4 - Beginning with the hiring process, monitor and respond to suspicious or

disruptiv e behav ior.

15 - Enf orce separation of  duties and least priv ilege.

5 - Anticipate and manage negativ e issues in the work env ironment. 16 - Def ine explicit security  agreements f or any  cloud serv ices, especially 

access restrictions and monitoring capabilities.

6 - Consider threats f rom insiders and business partners in enterprise-wide 

risk assessments.

17 - Institutionalize sy stem change controls.

7 - Be especially  v igilant regarding social media. 18 - Implement secure backup and recov ery  processes.

8 - Structure management and tasks to minimize unintentional insider stress 

and mistakes.

19 - Close the doors to unauthorized data exf iltration.

9 - Incorporate malicious and unintentional insider threat awareness into 

periodic security  training f or all employ ees.

20 - Dev elop a comprehensiv e employ ee termination procedure.

10 - Implement strict password and account management policies and 

practices.

21 - Adopt positiv e incentiv es to align the workf orce with the organization.

11 - Institute stringent access controls and monitoring policies on priv ileged 

users.
http://resources.sei.cmu.edu/library/asset-view.cfm?assetID=540644

http://resources.sei.cmu.edu/library/asset-view.cfm?assetID=540644
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Key Components of an Insider Threat Program
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The Critical Path to Insider Risk

•Personal or Social Skills

•Previous Rule Violations

•Social Network RisksPersonal Predispositions

•Personal

•Professional

•FinancialStressors

•Interpersonal            Personnel

•Technical                   Counter-productive Behaviors

•Security                     Social Network

•Financial                    Travel

Concerning Behaviors

•Inattention

•No risk assessment process

•Inadequate investigation

•Summary dismissal or other actions that escalate risk

Problematic 
Organization 

Responses

Harmful            
Act

Adapted from Shaw, Eric, and Laura Sellers. "Application of the Critical-Path Method to Evaluate Insider Risks."Studies in Intelligence 59.2 (Extracts, June 2015)
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The Importance of Positive 

Deterrence to Insider Risk 

Management
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Balanced Deterrence is Key
Balanced deterrence combines traditional security controls (command-and-control) with 

practices to increase employees’ perceptions of organizational support (positive deterrence) 

• Command-and-control alone can exacerbate the threat it is intended to mitigate

• Positive deterrence shown to reduce insider misbehavior through organizational justice, 

performance-based rewards/recognition, respectful communication, supervisor support

• Both positive and negative deterrence needed in balance that is right for organization

BUT organizational culture can be a significant barrier to adoption.

Command-and-Control Positive Deterrence

Workforce management practices that 
attempt to attract employees to act in 
the interests of the organization

Workforce management practices that 
attempt to force employees to act in 
the interests of the organization

Employee Constraints, 
Monitoring, Punishment

Value Employee Contributions, 
Care about Well-Being, Treat Fairly
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Why Augment Command-and-Control with Positive Deterrence?

1. Workforce management and security practices can undermine 

workforce goodwill

2. Positive deterrence can reduce insider incident rates over command-

and-control alone

3. Promoting positive deterrence can significantly enhance the IRMP 

mission

4. Positive deterrence improves job performance generally
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Three Categories of Positive Deterrence-Related Practices
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What Can Orgs Do Now to Implement Positive Deterrence
S

IRMP

1. Engage and coordinate 
with stakeholders across 
the organization, 
especially HR

2. Work with stakeholders 
to implement practices 
proven to increase 
organizational support

3. Fine-tune practices by 
eliciting employee per-
spectives on IRMP and 
working environment

4. Bundle positive 
deterrence with 
command-and-
control practices

POS

practices

C&C

practices

bundled 

practices
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“A digital twin is a virtual 

model designed to 

accurately reflect a 

physical object.”

“The object being studied 

— for example, a wind 

turbine — is outfitted with 

various sensors related to 
vital areas of functionality.”

Real-world application: 

Reconstruction of Notre 
Dame cathedral

Digital Twins of Organizations – Future Research 
Direction

Sources: “What Is a Digital Twin?” https://www.ibm.com/topics/what-is-a-digital-twin
“Reconstructing Notre Dame Cathedral” https://www.cbsnews.com/news/reconstructing-notre-dame-cathedral/

https://www.ibm.com/topics/what-is-a-digital-twin
https://www.cbsnews.com/news/reconstructing-notre-dame-cathedral/
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Digital Twins of Organizations – Future Research 
Direction

Parmer et al. suggests “that the concept of digital twins can be extended from digital 

representations of physical objects to digital representations of whole organizations” 

(2020)

“…data that flows from organizational assets, people, activities, and their interactions can 

be combined into a holistic digital model of the organization: an organizational digital 

twin.”

Research questions: 

• Can a digital twin of an organization (DTO) afford the ability to facilitate what-if 

assessments of organizational policy changes and insider risk outcomes as a result of 

balanced deterrence strategies?

• How do digital twin modeling languages and technologies need to evolve to support 

such a capabilities?

Source: Parmar, R., Leiponen, A., & Thomas, L. D. (2020). Building an organizational digital twin. Business Horizons, 63(6), 725-736.
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Case Studies from the CERT 

Insider Threat Incident Corpus
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Insider Threat Incident Scenario
A contractor was unofficially working for the company’s TBP, a document 
imaging company. The victim organization was a high technology company. 

The TBP was hired to copy trade secrets in preparation for litigation. The 

insider was hired informally by a family member, to assist with the high 

workload. The insider stole and posted trade secrets, design notes, and 

correspondence between the victim organization and a collaborator. 
The incident related loss was approximately $25 million.



22
Understanding Insider Risk
© 2022 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Insider Threat Incident Scenario
A contractor was unofficially working for the company’s TBP, a document 
imaging company. The victim organization was a high technology company. 

The TBP was hired to copy trade secrets in preparation for litigation. The 

insider was hired informally by a family member, to assist with the high 

workload. The insider stole and posted trade secrets, design notes, and 

correspondence between the victim organization and a collaborator. 
The incident related loss was approximately $25 million.



23
Understanding Insider Risk
© 2022 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

True Story: Theft of IP

The insider was 
authorized to 
access sensitive 
trading data at a 
financial firm. 

The insider planned to 
take trade secrets to 
either start a new 
financial firm or work for 
a competitor.

• The insider 
methodically bypassed 
the organization’s 
network security 
controls.

• Installed multiple 
virtual machines to 
send data outside of 
the network

The IT department 
discovers unusual 
amounts of files on and 
transfers from the 
insider’s machine.

• Copied sensitive 
information to a local hard 
drive

• Copied data to multiple 
removable media devices

• Sent data to personal email 

The IT department 
works with 
management and 
legal to confront 
the insider.

• The organization 
performs a forensic 
analysis.

• The insider tried to 
erase multiple hard 
drives.

• The insider attempted 
to have an accomplice 
dispose of the hard 
drives. 

The insider had violated policies regarding data 
exfiltration, encryption, and password settings at a 
financial firm. The victim organization had over $1 
million in damages, but was only awarded $750,000 in 
restitution.
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TRUE STORY: Theft of IP

Simulation software for the reactor control room in a U.S. nuclear power plant was 
being run from a country outside the U.S. …

A former software engineer born in that country took it with him when he left the 
company.
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Information was valued at 
$400 Million. 

TRUE STORY: Theft of IP

Research scientist downloads 38,000 documents containing his company’s trade 
secrets before going to work for a competitor…
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Insider Theft of IP Example

Insider claimed to 
have tuberculosis 
and meningitis

• Took medical L.O.A.

While on medial leave

• Remotely downloaded 
proprietary documents 
from outside the US

• Met with foreign firms 
outside the US and was 
hired by one firm to 
develop telecomm 
software

Returned from leave 
and requested access
to future product 
information

• Downloaded over 200 
technical documents 
that were outside their 
scope of work

• Physically removed 
two large bags full of 
proprietary 
information (security 
cameras captured this 
event)

Insider resigns the 
day after stealing 
the information

• Returned again to the 
site after submitting 
resignation to download 
even more information

• Subject was arrested 
during a random search 
at  the airport with 
$600,000,000 worth of 
company trade secrets 
just prior to boarding a 
flight out of the US

Computer engineer accesses their company’s 
systems while on medical leave and 
downloads many documents in an attempt to 
transfer IP to foreign competing firm.
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Cyber Security Researcher, CERT Division

Software Engineering Institute

Carnegie Mellon University

losterritter@sei.cmu.edu

https://www.sei.cmu.edu/our-work/insider-threat/index.cfm

mailto:losterritter@sei.cmu.edu
https://www.sei.cmu.edu/our-work/insider-threat/index.cfm


28
Understanding Insider Risk
© 2022 Carnegie Mellon University

[Distribution Statement A] Approved for public release and unlimited distribution.

Featured Research from the CERT Insider Risk – 1

The Common Sense Guide to Mitigating Insider Threats, Sixth Edition – a collection of 21 

best practices for insider threat mitigation, complete with case studies and statistics

• https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644

Balancing Organizational Incentives to Counter Insider Threat – a study on how positive 

incentives can complement traditional security practices to provide a better balance for 

organizations’ insider threat programs

• https://ieeexplore.ieee.org/abstract/document/8424655

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
https://ieeexplore.ieee.org/abstract/document/8424655
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Featured Research from CERT Insider Risk – 2

Navigating the Insider Threat Tool Landscape: Low Cost Technical Solutions to Jump-

Start an Insider Threat Program – an exploration of the types of tools that organizations 

can use to prevent, detect, and respond to multiples types of insider threats

• https://resources.sei.cmu.edu/asset_files/WhitePaper/2018_019_001_521706.pdf

Insider Threats Across Industry Sectors – a multi-part blog series that contains the most 

up-to-date statistics from our database on sector-specific insider threats

• https://insights.sei.cmu.edu/insider-threat/2018/10/insider-threat-incident-analysis-by-

sector-part-1-of-9.html

https://resources.sei.cmu.edu/asset_files/WhitePaper/2018_019_001_521706.pdf
https://insights.sei.cmu.edu/insider-threat/2018/10/insider-threat-incident-analysis-by-sector-part-1-of-9.html
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Featured Research from CERT Insider Risk – 3

Effective Insider Threat Programs: Understanding and Avoiding Potential Pitfalls

• https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=446367

Analytic Approaches to Detect Insider Threats

• https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=451065

Spotlight On: Insider Theft of Intellectual Property Inside the United States Involving Foreign Governments

• https://web.archive.org/web/20170122065908/http:/resources.sei.cmu.edu/library/asset-
view.cfm?assetid=48668

Workplace Violence & IT Sabotage: Two Sides of the Same Coin?

• https://resources.sei.cmu.edu/asset_files/Presentation/2016_017_001_474306.pdf

An Insider Threat Indicator Ontology

• https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=454613

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=446367
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=451065
https://web.archive.org/web/20170122065908/http:/resources.sei.cmu.edu/library/asset-view.cfm?assetid=48668
https://resources.sei.cmu.edu/asset_files/Presentation/2016_017_001_474306.pdf
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=454613

