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ABSTRACT

Military personnel are subjected to prolonged operations in harsh and undesirable conditions characterized
by severe environmental exposures, resource scarcity, and physical and mental encumbrance. Prolonged
military operations under these conditions can degrade the already limited perceptual, cognitive, and
emotional resources necessary to sustain performance on mission-related tasks. The complex multi-domain
operations of the future battlespace are expected to further increase demands at even the lowest levels of the
military echelon. These demands will be characterized with increasingly prolonged operations of small units
in austere environments with limited resupply and degraded technological capabilities. It is therefore critical
to identify new training and technological approaches to enable sustained, optimized, and/or enhanced
performance of military personnel. Research in the international defence science community, academia, and
industry has developed several promising neuroscientific strategies for pursuing this goal, including
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neuromodulatory and neurofeedback techniques. The present paper reviews the state of the art in cognitive
neuroenhancement research and development from six participating nations: Canada, Germany, Italy, The
Netherlands, United Kingdom, and the United States of America. Six neuromodulation techniques are
reviewed, including transcranial magnetic stimulation (TMS), transcranial focused ultrasound stimulation
(tFUS), transcranial electrical stimulation (tES), transcutaneous peripheral nerve stimulation (tPNS),
photobiomodulation, and cranial electrotherapy stimulation (CES). Three neurofeedback techniques are
considered, including the use of electroencephalography (EEG), functional magnetic resonance imaging
(fMRI), and functional near-infrared spectroscopy (fNIRS) for monitoring brain states, with feedback loops
enabled through machine learning and artificial intelligence. Participating nations summarize basic and
applied research leveraging one or more of these neuromodulation and neurofeedback technologies for the
purposes of enhancing Warfighter cognitive performance. The report continues by detailing the inherent
methodological challenges of cognitive neuroenhancement and other considerations for conducting
research, development, and engineering in this domain. The report concludes with a discussion of promising
future directions in neuroenhancement, including biosensing, improved mechanistic and predictive
modelling and software tools, developing non-invasive forms of deep-brain stimulation, testing emerging
theoretical models of brain and behavior, and developing closed-loop neuroenhancement and human-
machine teaming methods. Emphasis is placed on the conceptual and methodological promises and
challenges associated with planning, executing, and interpreting neuroenhancement research and
development efforts in the context of Warfighter selection, training, operations, and recovery.

Keywords: perception, cognition, cognitive neuroscience, neuroenhancement, human performance,
transcranial magnetic stimulation, transcranial electrical stimulation, transcutaneous peripheral nerve
stimulation, transcranial focused ultrasound, cranial electrotherapy stimulation, photobiomodulation,
electroencephalography, functional magnetic resonance imaging, machine learning, artificial intelligence,
biosensing, human-machine teaming, neurofeedback

1.0 PURPOSE AND OBJECTIVE

Cognitive neuroenhancement tools and techniques hold potential to increase mental capacity and
revolutionize the effectiveness and efficiency of military personnel engaged in demanding operational tasks.
Academic, defense, and industry research and development efforts have resulted in several cognitive
neuroenhancement technologies with highly varied effectiveness, reliability, safety profiles, and readiness
levels for military application.

The NATO Human Factors and Medicine panel activity titled Cognitive Neuroenhancement: Techniques
and Technology (HFM-311) was organized to collate and examine the state-of-the-art research, techniques,
and technologies in cognitive neuroenhancement including (but not limited to) neuromodulation and
neurofeedback. The group reports on recent research and development efforts, lessons learned, strengths and
weaknesses (including undesirable side effects) of each approach and combinations of approaches, best
practices among the NATO participants, scientific/technological challenges, and other important
considerations for eventual deployment of neuroenhancement technologies to training and operations.

The objective of this report is to summarize research activities and scientific perspectives of the HFM-311
group, with an emphasis on some of the successes and inherent challenges associated with cognitive
performance enhancement, optimized readiness and resilience, and accelerated recovery and reset.

2.0 INTRODUCTION

Neuroenhancement involves the application of neuroscience-based techniques and technologies to alter
central and/or peripheral nervous system activity and enhance mental function [1], [2]. Mental functions are
diverse and dynamic and include the brain mechanisms and processes involved in perception, cognition, and
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emotion. Enhancement is distinct from optimization. Enhancement involves accelerating or amplifying
individual and/or team performance beyond peak capability, whereas optimization involves maintaining
peak performance in the face of adversity [3]. Herein we consider two specific forms of neuroenhancement:
neuromodulation and neurofeedback.

3.0 NEUROMODULATION

Neuromodulation involves introducing exogenous energy into the central or peripheral nervous system to
alter nervous system activity, neurotransmitter and hormonal activity, and affect and behavior. Across
participating NATO countries, five primary methods of neuromodulation have been considered: transcranial
magnetic stimulation (TMS), transcranial electrical stimulation (tES), transcranial focused ultrasound
stimulation (TFUS), transcutaneous peripheral nerve stimulation (TPNS), and cranial electrotheraphy
stimulation (CES).

3.1 Transcranial Magnetic Stimulation (TMS)

Transcranial Magnetic Stimulation (TMS) uses time-varying magnetic fields to generate a powerful
electrical field in the brain through the process of electromagnetic induction, resulting in suprathreshold
modulation of neuronal activity [4].

The ability to alter rTMS parameters to reliably inhibit or excite neural circuitry suggests its potential value
for selectively altering cortical activity to enhance cognitive performance [5]. Furthermore, the ability to
target relatively medial brain regions critically involved in a multitude of cognitive processes, such as the
medial prefrontal cortex, insula, and anterior cingulate cortex, presents exciting opportunities for modulating
a range of perceptual, cognitive, and affective processes relevant to military operations. These include the
ability to quickly detect and discriminate threats, comprehend information, solve problems and make
decisions, and regulate emotional responding under conditions of stress and adversity.

A review of TMS and rTMS for cognitive enhancement applications revealed sixty-one published papers
suggesting enhancement of a broad range of processes including “perceptual discrimination and motor
learning, faster eye movements, speeded visual search and object identification, and superior performance on
tasks involved in attention, memory, and language,” [5]. In that review, the authors speak to three classes of
potential enhancement mechanisms with TMS: non-specific effects, direct effects, and addition-by-
subtraction.

Non-specific effects pertain to psychological effects of the stimulation methodology that are not due to any
direct influence of the induced electromagnetic field. Specifically, intersensory facilitation and arousal due to
the vibration and clicking of the TMS device can enhance performance on concurrent (or even offline) tasks
[6]. In forthcoming sections, it will be noted that non-specific effects of neuromodulation also pervade other
stimulation methods.

Direct effects pertain to stimulation-induced effects on brain regions ostensibly involved in the successful
performance of a cognitive task. Direct effects of brain stimulation on cognitive task performance have been
found with both offline (prior to task performance) and online (during task performance) protocols. For
example, offline excitatory rTMS targeting the left dorsal premotor cortex can reduce movement errors and
enhance new motor skill consolidation [7]. Similarly, online excitatory rTMS targeting the parietal cortex
can reduce response times during a spatial working memory task [8].

Addition-by-subtraction [5], also termed enhancement through diminishment [9], pertains to attempts to
interfere with the function of brain regions that are less essential or counter-productive to task performance.
By suppressing the activity of one or more nodes in a functional brain network, researchers can indirectly
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upregulate the function of a task-critical brain region. Such a pattern could emerge for a variety of reasons,
including a release from the inhibitory effects of one node upon another [10], the freeing up of metabolic
resources for a critical node [11], or degrading automatic processes that are not essential to learning or task
performance [12], [13].

Thus, there is evidence that TMS can induce cognitive performance enhancement through at least three
mechanisms, lending support for TMS in military applications. Potential applications include accelerating
knowledge acquisition, facilitating memory retention or retrieval, or accelerating motor skill training. Given
the size and limited portability of TMS devices, and the need for highly trained technicians for its proper
operation, TMS may be most suitable for military educational and training contexts. It may also be suitable
for accelerating recovery from traumatic event exposure.

For instance, military personnel are required to learn several general and specialized motor skills, including
patterns of whole-body movement (e.g., tactical maneuvering, preparation for aiming, coordinated
movement during load carriage), and fine and gross motor skills (e.g., weapon handling, vehicle and aircraft
piloting, equipment rigging). Training of complex motor skills is typically conducted at or close to a training
facility and may thus be amenable to the introduction of TMS for accelerating the acquisition of new motor
skills. A series of studies from the Saitama Medical University (Japan) suggests that rTMS targeting the
ipsilateral primary motor cortex can improve motor skill learning [14]-[16]. These results are considered an
example of the addition-by-subtraction mechanism, with a release from contralaterally-sourced
interhemispheric inhibition facilitating ipsilateral-dependent processes, and could have direct application to
military training.

There are at least five challenges associated with the successful adoption of TMS (or rTMS) in military
training settings. First, TMS devices will pose prohibitively expensive to purchase, training to operate, and
maintenance costs for most military units. Second, TMS administration involves the employment of trained
and certified specialists to ensure appropriate system targeting and use. Third, while many of the cited
reports offer compelling evidence for potential performance-enhancing effects of TMS, there are also many
studies demonstrating that slight and ill-defined changes in stimulation parameters (e.g., location, coil type,
frequency, intensity, duration, timing) can reduce or even reverse expected stimulation effects. Fourth, we
found no compelling evidence that any learning or training acceleration induced by TMS is maintained over
the long-term and/or transferred to similar but unlearned tasks. Indeed, TMS effects on the brain are highly
transient; even with high frequency rTMS any neural effects are limited to approximately 1 hour after
stimulation. Finally, while TMS is very unlikely to induce harm to brain tissue at typical charge densities (<
40uC/cm3/phase), TMS can induce rare but sometimes serious side effects such as headache, seizure, and
hearing loss [17].

3.2  Transcranial Electrical Stimulation (TES)

Transcranial Electrical Stimulation (tES) uses direct or alternating current to create diffuse electrical fields
on the brain, resulting in subthreshold modulation of neuronal membrane potentials. There are three primary
approaches to tES administration: transcranial direct current stimulation (tDCS), transcranial alternating
current stimulation (tACS), and transcranial random noise stimulation (tRNS). A relatively recent
advancement combines tACS with a direct current (DC) offset to create oscillatory tDCS (osc-tDCS).

A multitude of parameters is manipulated in tES, including characteristics of the electrodes themselves (e.g.,
surface area, shape, number), the arrangement of electrodes on the scalp, and the frequency, polarity,
intensity, timing and duration of stimulation. Each of these parameters has been demonstrated to modulate
the robustness and/or reliability of tES effects on brain function and/or behavioral outcomes [18]-[22].

The ability to induce subthreshold modulation of neuronal potential and prime or entrain populations of
neurons suggests the potential value of tES for coarsely modulating cortical activity and enhancing cognitive
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performance [23], [24]. While tES is thought to primarily modulate relatively superficial cortical layers [25],
[26], many critical nodes of distributed neural networks are positioned in relatively superficial regions, such
as nodes of the frontoparietal control network, default mode network, and dorsal attention network [27].
These networks are responsible for diverse perceptual, cognitive, and affective processes, suggesting that
modulating nodes of these networks will carry diverse downstream neuronal, and even behavioral, effects.

Several reviews have been published [23], [24], [28] detailing the potential utility and limitations of tES for
cognitive performance enhancement. These reviews largely arrive at the following conclusions. First, many
well-designed and high-powered experiments demonstrate positive effects of tES on a range of cognitive
tasks. Second, meta-analytic approaches to understanding tES effects on cognitive performance, such as
vigilance, working memory, or executive function, find mixed results [19], [29]-[34]. Third, experimental
methodologies are highly varied and may underlie disparate tES effects on cognitive performance. Research
examining tES effects on cognitive functions uses myriad parameters, including the stimulation devices
themselves, electrode type and quantity, stimulation polarity, intensity, and duration, and online versus
offline stimulation [35]-[37]. Fourth, the research community lacks a generally accepted mechanistic theory
to account for tES effects on brain and behavior. Many theories have been proposed to detail the molecular,
cellular, and electrophysiological effects of tES, and how they might link to improvement in behavioral
function [38], but each model is only able to account for a portion of extant tES research findings, pointing to
a need for more comprehensive mechanistic understandings through experimentation and computational
modeling. Fifth, combining tES with other enhancement interventions, such as pharmaceuticals, exercise and
cognitive training, is an exciting yet under-researched topic [39].

Thus, there is some evidence that tES can alter cognitive performance, though the effect sizes are small to
moderate, and results are highly heterogeneous across studies and laboratories. There are several challenges
associated with the successful adoption of tES in military training or operational settings.

First, extant research has not shown consistent or compelling enough results regarding the influence of tES
on cognitive performance to warrant near-term adoption in non-research settings; in many cases, tES may
prove ineffective at modulating behavior, and at worse it could significantly degrade performance [40]-[44].
Second, long-term safety and sensitization profiles are unknown, with a risk that long-term, repeated use of
tES may induce unknown effects on brain structure, function, and disease [45]. Any such risk may be
compounded by intensity or duration increases that might result from neuronal desensitization to repeated
tES. Third, while many consumer-grade devices are becoming available on the open market, the vast
majority of tES research uses research- and/or clinical-grade devices that conform to higher manufacturing
and regulatory guidelines. Thus, without compelling scientific data demonstrating the reliability and
robustness of effects induced by consumer-grade devices, their adoption is premature and potentially
dangerous [46]-[48]. Fourth, no formal clinical certifications exist for safely and reliably preparing and
administering tES protocols, introducing the risk that tES administration will suffer from high heterogeneity,
poor quality control and reliability, and unintended and potentially dangerous outcomes such as skin
irritation, electrical burns, headaches and migraines [45].

Challenges notwithstanding, the international military community has begun adopting tES in research and
training settings. In the United States, the Army, Air Force, and Navy have published extensively on the
topic of tES for performance enhancement, acknowledging both potential gains associated with its acute and
prolonged administration during laboratory tasks, and the many challenges associated with its future
application to training and operations [3], [41], [49]-[60].

3.3  Transcranial Focused Ultrasound Stimulation (TFUS)

Transcranial focused ultrasound stimulation (tFUS) uses a pressure wave of ultrasonic frequencies to induce
a non-invasive yet highly localized (millimeter-level) stimulation of underlying tissue, resulting in
suprathreshold neuromodulatory effects [61]. The possibility that the transcranial application of ultrasound
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can excite and suppress neuronal firing rates is not entirely new, demonstrated with cats in the middle of the
20th century [62]. Since that time, the influence of tFUS on neuronal activity has been investigated in several
animal models, including rats, rabbits, and monkeys [63], [64].

Research using tFUS in humans is very limited, and largely constrained to measuring sensory effects in
response to tFUS administration. For example, targeting the primary somatosensory cortex (S1) with tFUS
can improve sensory discrimination [65], directly evoke sensory responses on the fingers and hand [66], and
alter sensory evoked potentials [67]. More recent research has also demonstrated effects of tFUS targeting
the primary visual cortex (V1) can produce visual phosphenes, activate brain networks (as recorded via
functional magnetic resonance imaging; fMRI), and alter EEG activity [68]. tFUS can also be used at deep
focal lengths suitable for targeting subcortical brain structures; in one study, researchers were able to target
the thalamus and alter sensory-evoked potentials and performance on a sensory discrimination task [69].

Given the nascence of tFUS for performance enhancement, considerable barriers exist for its near-term
adoption to military applications. While safety guidelines exist for diagnostic ultrasound, no formal
guidelines exist for tFUS, and no systematic and rigorous studies have outlined the safety profile of tFUS for
human applications. Indeed there are many parameters associated with tFUS administration that likely
interact with both its safety profile and influence on neuronal activity; these include the frequency, intensity,
duration, inter-stimulation interval, and pulse repetition period of tFUS administration, along with its
resulting mechanical index (M), thermal index (TI), and thermal index for cranial bone (TIC) [70]. These
parameters have not been comprehensively defined or modeled in their independent and interactive effects
on mechanical and thermal effects on human brain tissue, regardless of their influence on neuronal activity or
behavior. For these reasons, to our knowledge tFUS has not been pursued to date in military research.

3.4  Transcutaneous Peripheral Nerve Stimulation (TPNS)

Whereas TMS, tES, and tFUS are intended to directly modulate central nervous system activity,
transcutaneous (also called transdermal) peripheral nerve stimulation (tPNS) targets peripheral nervous
system activity with the intent of directly and indirectly modulating peripheral and central nervous system
activity, respectively [71]. Two primary forms of tPNS exist, including transcutaneous vagus nerve
stimulation (tVNS) and transcutaneous trigeminal nerve stimulation (tTNS). Both techniques involve
affixing two electrodes, typically near major sensory branches on the forehead or ear, and administering low-
intensity (e.g., 2-4 mA) alternating (e.g., 8 Hz) current. Via vagus and trigeminal innervation of brainstem
nuclei, stimulating afferent projections of these peripheral nerves may induce upstream effects on cortical
brain areas relevant to cognitive function, such as the locus coeruleus (LC) and reticular formation [3], [71]-
[73].

To test cognitive effects of such a mechanism, one study administered taVVNS and assessed its effect on post-
error slowing, a psychological phenomenon whereby participants generally slow down after committing an
error [74]. Results demonstrated increased post-error slowing with taVNS relative to sham, and the authors
suggested this was evidence for taVNS modulating a cognitive process thought to be dependent on NE
release. Since the post-error study, additional studies have complemented that work by demonstrating
positive effects of taVNS on face-name associative memory in older adults [75], conditioned fear extinction
latencies [76], divergent creative thinking [77], and multi-tasking and inhibitory control [78]. There is also
some evidence that even short successions of taVNS administration can reliably decrease heart rate at
specific pulse widths (500us) and frequencies (10-25 Hz) [72], and reduce sympathetic nervous system
activity as indicated by increased heart rate variability [79].

While these neurophysiological and behavioral results are not as numerous as with tES, they provide
compelling preliminary data that taVNS may offer utility in contexts when NE modulation may prove
advantageous such as during reward learning [80], in mediating stress-induced cognitive performance
declines [81], [82], and in many clinical disorders [83]. Not surprisingly, taVNS has been pursued for its
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potential in military performance enhancement, particularly by the U.S. Army Research Laboratory [72],
[72]. Most of this research is relatively foundational, affording new understandings of how taVNS affects
resting brain activity and cardiac physiology. Given the potentially advantageous effects of taVNS in
modulating sympathetic nervous system activity, it is worth considering its potential for mitigating
performance decrements seen under conditions of stress.

Transcutaneous trigeminal nerve stimulation (tTNS) has received substantially less attention than taVNS, but
holds potential to alter stress responses and anxiety. The trigeminal, or fifth, cranial nerve has multiple
afferent projections in the scalp and several facial and oral regions [84, p. 197]. The trigeminal nerve
innervates the locus coeruleus, reticular formation, thalamus and multiple cortical regions, and can be
stimulated by administering low-intensity transcutaneous alternating current to afferent nerve projections
around the face or scalp. Stimulation of the trigeminal nerve has received substantial attention for treating
neuropsychiatric disorders [85], [86], migraine [87], and epilepsy [88].

In the U.S., to our knowledge only one program is examining tTNS effects on nervous system function and
behavior, sponsored by the Defense Advanced Research Projects Agency (DARPA) titled Targeted
Neuroplasticity Training (TNT). This project is examining the effects of tTNS on NE and dopamine
responses, human learning and memory, threat detection ability, and marksmanship training.

3.5  Cranial Electrotheraphy Stimulation (CES)

Cranial electrotherapy stimulation (CES) is a neuromodulation tool used for treating several clinical
disorders, including insomnia, anxiety, and depression. It is administered by way of two electrodes
positioned on the surface of the skin at bilateral anatomical positions, such as the temples or ear lobes. Like
tPNS, CES likely induces subthreshold modulation of peripheral nerves, indirectly modulating central
nervous system activity [89]. Studies examining CES effectiveness in treating these disorders are generally
poorly designed or show high potential for conflict of interest; results from these studies are generally
inconsistent in providing support for CES, though no studies have shown CES to exacerbate symptoms of
these disorders [90], [91].

More recently, a very limited number of studies have examined CES for altering affect, physiology, and
behavior in healthy, non-clinical samples. These studies suggest CES can alter subjective feelings of anxiety
in response to acute stress, but there is no compelling evidence that these changes are accompanied by the
expected endocrine responses, such as reduced alpha-amylase or cortisol levels during or following a stressor
[92]-[96]. The physiological, neurochemical, and metabolic mechanisms underlying CES effects are
currently unknown. Computational modeling suggests that electrical current administered with CES at the
earlobes can reach cortical and subcortical regions at very low intensities, and studies using
electroencephalography (EEG) and magnetic resonance imaging (MRI) show some effects on alpha band
EEG activity, and modulation of the default mode network during CES administration [89], [97]-[102].

In our review of studies using CES in clinical and non-clinical populations, we found severe methodological
concerns, including potential conflicts of interest, risk of methodological and analytic biases, issues with
sham credibility, lack of blinding, and a severe heterogeneity of CES parameters selected and employed
across scientists, laboratories, institutions, and studies. These limitations make it difficult to derive consistent
or compelling insights from the extant literature, tempering our enthusiasm for CES and its potential to alter
Warfighter brain or behavior in meaningful or reliable ways. The lack of compelling evidence also motivates
well-designed and relatively high-powered experiments to assess how CES might modulate the
physiological, affective, and cognitive responses to stress.

Ongoing U.S. defense sciences research is assessing whether CES provides any reliable or robust modulation
of brain activity, endocrine responses, physiological activity, or behavior during simulated Warfighter-
relevant cognitive tasks. Establishing reliable empirical links between CES administration and Warfighter
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performance is critical for supporting the use of CES during military training, operations, or recovery,
ensuring that any benefits of CES outweigh the risks of adverse events and are not solely due to placebo
effects. For example, the U.S. Army CCDC Soldier Center is pursuing this research in the context of the
Measuring and Advancing Soldier Tactical Readiness and Effectiveness (MASTR-E) program.

4.0 NEUROFEEDBACK

Neurofeedback is a form of biofeedback involving the real-time monitoring of a neural signal, such as via
EEG or fMRI, and the presentation of that signal to participants (e.g., visually, aurally) to assist them in
regulating their own neural signal and behavior [103]. Through the closed-loop process of neurofeedback
participants come to learn how to volitionally modulate their own neural activity and behavior, with potential
applications to clinical rehabilitation [104], [105], therapy [106], and human performance [107].

Scientists have not settled on a single mechanistic explanation for neurofeedback effects, and debate remains
regarding the state of the science and application. For example, some question the small sample sizes (i.e.,
many under n < 20) found in existing neurofeedback research, inconsistent sham and control procedures,
unknowns regarding the ideal number of sessions, session duration, or inter-session timing to elicit effects, or
the durability and generalizability of neurofeedback effects [103], [108]-[111]. Furthermore, some research
demonstrates that neurofeedback can prove effective even with non-veridical closed-loop feedback (e.g.,
random signals, or another participant’s signals), suggesting that merely believing in neurofeedback and/or
engaging cognitive control networks might underlie some neurofeedback effects [112], [113].

Despite the uncertainty of the science, international defense research has pursued neurofeedback for several
applications including attention training and accelerating knowledge acquisition. For example, in the U.S,,
DARPA and the Army Research Office (ARO) and Army Research Laboratory (ARL) have funded
neurofeedback research examining whether EEG-generated neurofeedback regarding arousal states can
influence physiological signals (pupil diameter and heart rate variability) and alter performance on a stressful
boundary-avoidance task [114]. The authors found evidence for reduced arousal responses in the veridical
(versus sham) neurofeedback condition, and higher performance in the boundary-avoidance task. ARO and
ARL have also funded research attempting to develop more comprehensive mechanistic models of
neurofeedback on the brain and behavior [115]. The Air Force Research Laboratory has funded research
using fTMRI neurofeedback for the training of working memory capacity, demonstrating significantly higher
improvements on an n-back task relative to a control group [116], [117].

5.0 METHODOLOGICAL CHALLENGES FOR NEUROENHANCEMENT

As with any nascent scientific discipline, several methodological and conceptual challenges exist that make it
difficult to envision near-term application to military training or operations. This section details some of
these challenges.

5.1 Side Effects and Adverse Events

Experimental and meta-analytic research have demonstrated varied side effects and adverse events
associated with different neuroenhancement techniques. Transcranial and transcutaneous electrical
stimulation commonly induces the cutaneous perception of tingling, itching, burning, pain, and fatigue. Most
participants experience at least one symptom of skin irritation with tES [118], with substantially fewer
participants experiencing them with taVNS [119]. Adverse effects of tES tend to be short-lived and mild to
moderate in subjective intensity [45], [120]-[122].

With TMS, risks include seizure induction, hypomania , headache or local pain, hearing changes, burns from
electrodes, or excessive brain tissue heating [123]. The risk of seizure induction with high frequency rTMS is
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estimated at lower than 1% in non-epileptic samples, hypomania is rare but possible with left prefrontal high
frequency rTMS, transient headache or neck pain are frequent with rTMS [124] and the other risks are
negligible or otherwise unreported [123].

With tFUS, a review of participant (N = 64 across 7 experiments) reports of side effects experienced
following tFUS administration demonstrated no serious adverse effects, but an approximately 11% rate of
mild to moderate side effects [125]. These included sleepiness, anxiety, muscle twitches, attention
challenges, and neck pain, similar to some side effects seen with tES or TMS. Another review demonstrated
that brain microhaemorrhages can occur when stimulation intensities exceed safety criteria, as can
unintentional opening of the blood-brain barrier, and neuronal damage or death [70].

With CES, the most frequently reported side effects are vertigo, skin irritation, and headaches [126], which
are estimated to occur about 1% of the time [127]. In user manuals and reports published by device
manufacturers, the guidance is to reduce stimulation intensity to mitigate any reported side effects; of course,
in a research setting this strategy leads to differences in stimulation intensity across participants. In studies
not conducted or published by authors associated with a CES device manufacturer, frequency of side effects
is mixed. In one study, 25% (3/12) participants self-withdrew due to discomfort with side effects of dizziness
or headache. In two other studies, there were no significant differences in reported side effects between
active and sham CES groups [128], [129].

With any device using magnetic or electrical fields to alter neuronal activity, there is also a risk that long-
term, repeated use of these devices may permanently alter brain morphology or functional connectivity in
unknown ways. Long-term epidemiology studies may prove valuable in elucidating these risks, especially as
devices continue to increase in consumer availability and home and occupational use.

5.2 Risk of Bias

The Cochrane Risk of Bias (RoB 2) tool provides a mechanism for formalizing risk of bias that may be
present in randomized trials [130]. Five key domains are included when assessing risk of bias, including bias
arising from the randomization process, deviations from intended interventions, missing outcome data,
measurement of the outcome, and selection of the reported result.

The randomization process involves the allocation of participants into intervention groups randomly and in
an adequately concealed manner, and assesses and controls for baseline differences between intervention
groups. For example, in a study examining the effects of rTMS over the primary motor cortex on motor
sequence learning, participants were assigned to intervention groups without reported random assignment
[131]. Similar reporting deficiencies were found when examining studies using tDCS, taVNS, and CES [19],
[79], [132].

Deviations from intended interventions involves participants and/or researchers not adequately blinding
assigned interventions. Most tDCS studies are single- rather than double-blinded, increasing the likelihood
that the intervention was not adequately concealed from participants [19]. Even with participant blinding,
differences in skin irritation between active and sham tDCS conditions can cause participants to become
aware of their assigned intervention [133]. This is not unique to tDCS; designing adequate sham procedures
to effectively blind participants is challenging for any neuromodulatory technique. For example, active tFUS
can elicit visual phosphenes which are absent in sham conditions [68], and sham TMS procedures can induce
sensory and motor side effects that can selectively and reliably alter task performance [134].

Missing outcome data involves a report not covering all participants, manipulations, measures, and outcome
data. A review of neuroenhancement studies using terms such as “published elsewhere,” “reported
separately,” “participants were excluded,” “part of a larger study,” and “data were excluded” was conducted
to assess the frequency of participant and/or data omission in published works. Thousands of studies were
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identified across the tES, TMS, taVNS, tTNS, CES, and Neurofeedback domains. Critically, many of these
instances either did not adequately justify omission of participants, measures, or data, or missing aspects
were ultimately not published elsewhere (to date). Examples include reporting behavioral and neuroscientific
outcomes of tES in separate publications with different exclusion criteria [135], reporting subjective and
objective measures of neurofeedback effects in separate publications [136], and excluding participants from
analysis without ample statistical justification [137].

Measurement of the outcome assesses whether the chosen method for measuring outcomes was appropriate
and consistent across intervention conditions. For example, one criticism of neurofeedback research is the
extent to which outcome measures adequately reflect transfer of knowledge or skills [103], [138], [139].
Indeed, selecting appropriate measures of near-, medium-, and far-transfer through formal taxonomy is
important but also very challenging [140], [141].

Selection of the reported result assesses whether analysis and reporting of outcomes are comprehensive and
followed an a priori plan and are not “cherry-picked” from the outcomes of multiple analyses. It is
unfortunately not uncommon to see neuroenhancement publications selectively reporting response times or
accuracy on a task, while omitting analysis of the other measure [142]. One method for encouraging
reporting in accordance with a pre-specified plan is registered reports, which involve submission of a
manuscript detailing all hypotheses and analyses prior to data collection [143]. Neuroenhancement research
would benefit from this mechanism that helps reduces the inherent disincentivizing of null or unexpected
results.

5.3 Reproducibility

Scientists have considered the disproportionately positive results published in the psychological sciences,
leading to what some have considered a “replication crisis” [144]. In its most extreme form, scientists have
argued that current institutional incentives for publishing positive results leads to an estimate that “most
current published research findings are false” [145]. At the other extreme, some scientists have argued that
replication attempts are a waste of time and stifle creativity (and perhaps result from stifled creativity) [146],
[147]. Between these two is a more progressive perspective that suggests that even apparent failures to
replicate might be informative for advancing experimental methods and theory [146].

One theory of how science progresses is through phases of initial enthusiasm about exciting and innovative
methods and results, the proposal of several mechanistic and conceptual models and theories, an
accumulation of overall ambiguous results surrounding a methodology, and then a slow loss of interest in a
phenomenon and its associated theories [148]. In the long run, many of these theories are disregarded rather
than formally falsified, and there is a trend (called the decline effect) for the strength of a phenomenon to
diminish over time with subsequent study or replication attempts [149].

Neuroenhancement research is not immune to the replication crisis, and scientists and practitioners must use
caution when interpreting strong claims about innovative techniques derived from low-power or possibly
biased research. In the neurofeedback domain, research has been criticized for having insufficient
methodological detail to support replication attempts [150], excessively small sample sizes [151], and limited
reproducibility [152]. Similar criticisms have arisen in the context of tES [11], [31], [32], TMS [153]-[155],
CES [132], [133], and transcutaneous peripheral nerve stimulation [76], [156]. It is likely that newer
neuroenhancement techniques, such as tFUS, will encounter such criticisms as more replication attempts and
original research are conducted.

There are a few things that neuroenhancement research can do to improve the reproducibility of research.
First, scientists and publishers should promote and enforce sample sizes that maximize power and minimize
the likelihood of a Type | error. Small sample sizes and low statistical power undermine our ability to
identify true effects: it is well-established that low power studies are unlikely to find a true effect, hold low
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predictive value when an effect is found, and the magnitude of any identified effects is likely inflated [157, p.
201]. Second, scientists, institutions, and publishers should assign equal value to manuscripts reporting null
or counter-intuitive results, assuming sample size criteria are met [158], [159]. A publication bias towards
positive findings occurs not only in original science, but also in replication attempts, and contaminates theory
development and the systematic aggregation of results via meta-analysis [160]. Third, registered reports and
open access data sharing are an effective tool for reducing publication bias and increasing the transparency
and reproducibility of science [159, p. 20].

5.4 Parameter Heterogeneity

Each neuroenhancement technique has myriad parameters that are often selected and manipulated
inconsistently or without ample justification; instead, in many cases neuromodulatory parameters are
selected due to familiarity or convenience. Furthermore, few computational models exist that attempt to
characterize and predict the effects of independent and interactive parameter manipulation on human
performance outcomes.

With TMS and rTMS, parameters include the number and duration of trains (the successive repetitions of
stimulation within a block), the intertrain interval, stimulation site and intensity, and the number of applied
pulses [161, p.]. With tES, parameters include the number and type of electrodes, the stimulation sites, and
the timing, intensity, frequency, and duration of stimulation [19], [30], [121]. Similarly complex parameter
spaces exist for all other neuroenhancement techniques identified in this report.

The result is a highly heterogeneous literature that not only limits reproducibility but also makes it
challenging to optimize the parameter space to facilitate reliable and robust performance outcomes. Meta-
regression modeling efforts by the United States Army are aimed at better characterizing and optimizing this
parameter space for tES, affording a more targeted selection of parameters to suit contexts and tasks and
increase the likelihood of realizing positive effects on human performance.

5.5 Conflicts of Interest

When professional judgments or activities, such as selecting experimental conditions or which data to
analyze and report, are affected by a secondary interest such as financial gain, conflicts of interest (COI) can
occur [162]. For example, when research is sponsored by the manufacturer or retailer of a neuroenhancement
technology, this can interfere with a primary interest to conduct research in an honest, methodical, or sound
manner. Furthermore, COIls can occur when a scientist or practitioner partners with or is otherwise involved
in establishing, sustaining, or managing any entity that benefits from the outcome of the research.

The proliferation of consumer-grade neuroenhancement technologies has made COIl a considerable risk for
the integrity of reported science. For example, in our review of the CES literature we found that at least half
of the reported CES research was either funded by a CES manufacturer, or authored by the founders, owners,
management, or board members of CES manufacturers or retailers [126], [127], [163]-[166]. Of course,
these authors stand to benefit from positive research outcomes, increasing the likelihood that study results
are influenced (intentionally or unintentionally) by potential COI.

6.0 ADDITIONAL CHALLENGES FOR NEUROENHANCEMENT

The group identified several additional important considerations for the development and application of
cognitive neuroenhancement techniques in military settings. This section summarizes these considerations.
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6.1 Ethical Considerations

Neuroenhancement research and technological developments have inspired many scientists, practitioners,
and philosophers to question the ethical foundations of altering brain structure or function, thought
processes, and behavior [167]. One way to think about the ethical implications of neuroenhancement is, in
addition to safety, to focus on the following principles: beneficence, autonomy, and justice [168].

Beneficence involves actions with the goal of benefitting the good of other persons, such as through kindness
or generosity. In research, beneficence is associated with maximizing benefits and minimizing risks, and
doing no harm, and is a cornerstone of research protocol reviews [169]. Calculating cost-benefit analyses
associated with neuroenhancement techniques can be difficult when long-term effects of any given technique
are relatively unknown. Just as with stimulant administration having long-term risks of addiction and misuse,
neuromodulatory techniques may carry long-term negative consequences for well-being, which may be
bolstered by the availability of commercial devices and lack of FDA oversight.

Autonomy involves respecting and avoiding undue influence on each person’s ability and right to self-
govern. Military personnel present a unique case for autonomy, given that choosing to serve involves
limiting some self-governance [167]. This situation increases the likelihood of coercion and exposes military
personnel to undue safety risks. While in some cases neuroenhancement might be expected to reduce risk of
injury or death [170], in other cases the outcomes might be unknown. Indeed, any intervention designed to
exogenously alter brain activity, thought, character, and behavior is also possibly decreasing the individual’s
ability to self-govern. This possibility is not unique to military populations, but the risk may be amplified
given a desire to conform and excel.

Justice, specifically distributive justice, dictates that inequities in access and availability with
neuroenhancement techniques should be minimized [167]. In other words, if performance can indeed be
reliably and robustly enhanced, who should have access to such capabilities? One can easily imagine the
situation where only those who can afford consumer neuroenhancement technologies will benefit from their
effects on performance, widening disparities and reducing distributive justice. On the other hand, some
believe that increasing consumer access to neuroenhancement will ultimately better society overall as all
levels of the socio-economic status eventually reap the benefits [171, p. 200].

In addition to beneficence, autonomy, and justice, there are several additional ethical considerations. These
include the legal implications associated with reduced self-governance under the influence of
neuroenhancement techniques [167], [172], distinctions between excellence in process versus outcome
[173], and potential threats to society’s notions of personhood. There is also a gap in regulatory oversight of
neuroenhancement techniques, particularly relative to other stimulants and pharmaceuticals intended to
enhance performance [174, p. 20], demonstrating the relevance and need for comprehensive frameworks to
understand and model the ethics of neuroenhancement and inform regulation in this domain.

Policies and procedures for the selection and deployment of neuroenhancement techniques in military
contexts are sorely needed to support safety and beneficence, and protect individual autonomy.

6.2 Net Zero-Sum Gains

Many theoretical models attempt to capture the mechanisms that may explain and predict neuroenhancement
effects on cognitive performance. In the transcranial electrical stimulation domain, these include theories of
balance effects, sliding scale, input specificity, stochastic resonance, activity-selectivity, and enhancement
through entrainment of oscillatory patterns [11], [38]. Many modern theories rely on sliding scale models,
which postulate that anodal stimulation increases neuronal excitability (depolarization), and cathodal
stimulation does the opposite (hyperpolarization).
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One sliding scale model, the zero-sum model, suggests that stimulation causes a net zero-sum gain through
antagonistic modulation of various brain regions [11]. The idea is that the finite metabolic resources and
inherent interdependence of brain regions will produce a situation where activations in one area may be
entirely compensated for by deactivations in another area; in other words, any gains experienced through
neuroenhancement may involve the redirection of shared energetic resources towards the upregulated region
or network. Reviews on this topic suggest that up to nearly half of results using non-invasive brain
stimulation may be explained by the zero-sum model [5], [175]. If so, many existing studies examining the
effects of neuroenhancement approaches within a single domain such as working memory, emotion
regulation, or motor output, may be overestimating the extent to which any enhancement can be achieved in
more realistic contexts that demand more diverse central processing.

Indeed, military operations involve the interaction between numerous perceptual, cognitive, and emotional
processes over time to enable sustained and accurate performance. It could be the case that any identified
advantages, for example in inhibitory control, may be accompanied by yet unknown negative effects in a
different domain. For example, upregulation of the fronto-parietal control network [176], [177] via tES
targeting the dIPFC could induce a redirection of metabolic resources away from other brain networks, such
as the salience network [178]. In this manner, neuroenhanced performance may indeed induce enhanced
processes reliant upon executive control, such as flexibly shifting between task sets, or inhibiting prepotent
responses; however, this enhancement may be accompanied by a decreased ability to detect and attend to
salient, goal-relevant events. Such trade-offs could prove detrimental to operational performance in military
contexts: while this type of neuroenhancement might improve, for example, the ability to flexibly switch
between radio communications and attending to interactions with a crowd of civilians, it could theoretically
result in concurrent increased latencies to detect important changes in the environment (e.g., appearance of a
weapon). At this point, it is unknown how any net zero-sum effects will be realized at the macro-level (e.g.,
neural networks) or micro-level (e.g., intracellular mechanisms), whether any neural costs will prove costly
for behavior, how long any such costs might last, and whether they are reversible in all situations.

Continuing research at the intersection of cognitive and defense sciences must consider these parameters
when calculating cost-benefit analyses; to do so, such calculations must be informed by empirical research
outcomes. This points to the benefit of research aimed at understanding not only the effect of a
neuroenhancement strategy on a targeted process of interest, but also on processes that may not be of direct
interest but possibly important to real-world functioning and eventual military application.

6.3 Undefined Biological Limits of Human Performance

The concept of human enhancement has engendered some controversy in the literature related to its
measurement and promotion. The group discussed one specific controversy, namely that if
neuroenhancement aims to enhance human capacity beyond previously achievable levels, then we must
reliably quantify previously achievable levels. Without establishing this important performance baseline
there is no meaningful way of ascertaining whether enhancement has occurred as a function of any
neuroenhancement intervention. There are two primary ways of conceptualizing performance enhancement.
First is simple improvement of performance relative to a non-enhanced state; for example, administering
active tDCS to the prefrontal cortex may accelerate working memory capacity training relative to sham.
Some might consider this a form of performanceenhancement, improving a metric such as accuracy,
response times, and/or sensitivity over time relative to a control condition.

A second way to conceptualize performance enhancement is improvement relative to human biological
norms. In this case, performance enhancement would necessitate exceeding biological norms [179, p. 201].
Biological norms can be assessed at the population level by defining theoretical limits to human
performance, at the group level by understanding peak team performance, and at the individual level. We
argue that peak performance has not been adequately defined at any of these levels of analysis.

STO-MP-HFM-334 1-13



ili
Neuroenhancement in Military Personnel: \\‘AI_/

Conceptual and Methodological Promises and Challenge organization

Let us consider the case of simple reaction times. In a simple reaction time task, a stimulus is presented in
one or more sensory modalities, and a participant is tasked with responding as quickly as possible to the
onset of the stimulus [180]. For example, a visual stimulus (a dot) might be presented on a computer monitor
at pseudo-random intervals, and the participant might respond as quickly as possible to its presentation by
pressing the spacebar on a keyboard.

What is the biological limit of human simple reaction time? For the current example, let us disregard issues
with timing and latency inherent to computer hardware and software, the effects of stimulus onset
asynchrony (SOA), the potential influence of incentives, motivation, attention, preparatory motor responses,
and practice [181], [182], and any other experimental parameters. Instead, let us solely consider the human
biological system, which provides a few ways of approaching the question of biological limits to reaction
time.

One method is by considering models of the human visual and motor systems, and the lowest latency with
which a human could theoretically sense and react to a visual stimulus. In these models, a visual sensation
would begin with light hitting the retina and activating photoreceptors, triggering a cascade of neural activity
through the lateral geniculate nucleus of the thalamus, and to the primary visual cortex. Information would
then be carried through higher levels of the visual cortex and through dorsal stream pathways to parietal and
frontal regions of the cortex. From retina to primary visual cortex, magnetoencephalography (MEG) studies
have demonstrated neural latencies averaging 71 milliseconds [183]. Further along, indirect inhibitory
connections between the primary visual cortex and primary motor cortex are relatively low-latency and
thought to be on the order of approximately 15-20 milliseconds [184]. Thus, theoretically it should take less
than 100 milliseconds for visual information to be sensed and information to propagate to the primary motor
cortex and potentially play a role in an efferent motor command. Studies using MEG and limb
electromyography (EMG) recordings demonstrate that it takes approximately 160 milliseconds from a visual
stimulus onset to an EMG onset (e.g., an arm movement), suggesting that the motor command takes
approximately 60 milliseconds to initiate [185]. That same study shows that it takes another 70 milliseconds
for movement to occur after the onset of EMG activity. Together these findings suggest that the human
visuomotor system takes approximately 230 milliseconds, on average, to sense, interpret, and motorically
respond to visual input (i.e., to traverse the phases of stimulus coding, stimulus-stimulus translation,
stimulus-response translation, and response selection [186]). Classic reviews of simple reaction times find
similar results, averaging about 220 milliseconds [187, p. 1]. Of course, the estimate of 220-230 milliseconds
for a visual reaction time is simply the mean of a larger distribution with left and right tails; the left tail is
particularly interesting as it potentially speaks to the biological limits of speeded reaction time.

Unfortunately, most reported simple reaction time data is subjected to outlier removal, which typically
removes data falling below and/or above criterion values; for example, exploring the extant literature, one
example study used a response window of 110-1000 milliseconds, removing any reaction times falling below
(considered premature) or above (considered delayed) these criteria [188]. Others have used windows of
100-1000 [189], [190], 100-500 [191], or only a lower limit of 150 ms [192]. Selecting variable thresholds
for data exclusion introduces uncertainty in attempting to define the distribution surrounding a theoretical
minimum latency for reaction times.

A second major challenge is reliably dissociating premature versus valid responses at the lower end of any
response window. For example, if a participant responds in 110 milliseconds to a visual stimulus onset,
should that response be considered valid or premature (i.e., a false alarm)? What if the response occurs 99
milliseconds after visual stimulus onset? We did encounter one study that attempted to define categorical
boundaries of reaction times corresponding to very good, good, normal, not bad, or bad latencies [193]. At
the peak of performance on a simple reaction time task, the authors suggested that reaction times would fall
below 190 ms. However, this suggestion was derived from a study of only 10 college athletes performing a
total of about 20 minutes of testing.
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An alternative technique is to attempt measuring optimal performance of an individual or group, and then
asking whether neuroenhancement reliably causes deviation from that baseline. For example, scientists could
measure an individual's response time in myriad circumstances, at varied times of day, temperatures,
hydration and nutritional status, stimulant consumption levels, motivational states, and sleep status. Only by
identifying the optimal combination of contextual variables will the scientist be able to measure the
individual's true peak performance. Of course, one would need sufficient samples at peak performance to
characterize the nature of that distribution and afford statistical comparison to performance during a
neuroenhanced state. Enhancement, in this case, would only occur when a neuroenhancement method causes
individual peak performance to significantly (in a statistical sense) exceed identified peak performance.

Even within the domain of simple reaction time, identified peak performance baselines will likely be
considerably different across sensory modalities. For example, the auditory system is generally faster than
the visual system, and the tactile system is generally faster than the auditory system [191], [194].
Multisensory inputs are even faster than single modalities, a phenomenon referred to as redundancy gain
[195]. Thus, even for the seemingly most basic of human behaviors, simple reaction time, there is
considerable complexity in adequately defining peak performance. The situation likely only becomes more
complex when considering tasks involving relatively high central processing demands. For example,
response inhibition and problem-solving tasks are particularly heterogeneous in parameters, elicit highly
variable performance, and are impacted by many endogenous and exogenous factors.

7.0 FUTURE DIRECTIONS FOR NEUROENHANCEMENT

The group identified several additional important considerations for the development and application of
cognitive neuroenhancement techniques in military settings. This section summarizes these considerations.

7.1 Improved Mechanistic Models and Software Tools

Existing mechanistic models of neuroenhancement, including non-invasive brain stimulation and
neurofeedback, are very limited. For example, a cursory literature review indicated that over the past year
alone, hundreds of published papers refer to anodal tES as excitatory, and cathodal as inhibitory. This simple
and intuitive dichotomy between anodal and cathodal stimulation eschews the inherently complex
interactions between neurons, electric field potentials, neural circuits, and behavioral outcomes [196], [197],
and has been repeatedly falsified through modeling and empirical work. For example, neuronal orientation
relative to an induced electric field can differentially produce depolarization versus hyperpolarization of
neuronal membranes [198], [199]. The same challenges arise when considering polarity influences on
neurons with varied morphology and function [200]. The fact that scientists continue to rely on such
outdated mechanistic models points to a need for newer and more broadly disseminated models that attempt
to leverage the apparently intuitive aspects of sliding scale models.

The possibility that brain stimulation, including at least TMS [201] and tES [200], can induce non-linear
effects on brain and behavior, introduces challenges for existing mechanistic models. Of course, it also
introduces challenges for identifying potential stimulation intensities and durations for real-world
application, particularly if different individuals show varied non-linear effects of stimulation [202]. Non-
linear models, such as the ones using neural network attractor models [200], carry potential for helping to
define and optimize stimulation protocols to individuals, contexts, and tasks. To the extent that such models
are biologically plausible, they can guide validation efforts with optimized stimulation protocols in
laboratory and field contexts, helping to bridge the gap between model-based simulation and real-world
behavior.

Once more robust and validated mechanistic models of neuroenhancement effects on brain and behavior are
developed, there is an opportunity to develop software tools to guide the use of neuroenhancement tools in
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military contexts. Such tools could be used by end users, trainers, and commanders seeking to enhance the
competitive edge of military units. Existing software tools distributed with research- and consumer-grade
tES devices typically provide basic parameter manipulation; for example, the consumer-grade Foc.us v3
device allows users to select various tES waveforms (tDCS, tACS, tRNS), intensities (0.1 to 2.0mA), and
stimulation durations (up to 40 minutes). Research-grade devices, such as those from Neuroelectrics
(Barcelona, Spain) and Soterix Medical (New York, NY), provide highly flexible parameter manipulation,
and accompanying software can predict and optimize electrical current propagation for specific montages
and cortical and subcortical targets. However, no guidance is provided to customize parameters as a function
of the individual, context, or task. Current mechanistic models of tES effects on brain and behavior do not
afford any such customization, but given evidence that subtle alterations in parameters such as intensity and
duration can alter, if not reverse, tES effects, advancing models and transitioning them to intuitive software
tools is essential for successful application to military training and operations.

7.2 Addition by Subtraction and Subtraction by Addition

One emerging but under-researched theory of how neuroenhancement may induce effects is through
addition-by-subtraction [5]. This theory emphasizes research demonstrating that reducing activity in brain
regions that compete with a process of interest can lead to performance gains. This method is of
neuroenhancement contrasts the typical targeting of brain regions ostensibly involved in supporting task
performance, instead targeting other regions that may be disruptive to task performance. There is some
compelling evidence for addition-by-subtraction effects occurring in the TMS literature. For example, in a
visual search study, TMS targeting a motion processing region of the occipital cortex produced increased or
decreased response times as a function of whether task required processing or not processing motion-based
information, respectively [13]. When the task only involved processing form and color information,
inhibiting the motion processing regions enhanced task performance, suggesting that they were interfering
with parallel processes occurring in adjacent regions of the occipital cortex. Similar addition-by-subtraction
effects were found in an object discrimination task with TMS targeting the temporal cortex [203], studies
examining the reduction of cross-hemispheric inhibition [204], [205], and a study showing reduced costs of
incongruent Stroop trials with rTMS targeting the anterior cingulate cortex (ACC) [206]. A more complete
tabulation of TMS studies suggesting feasibility of an addition-by-subtraction mechanism can be found in
the original theoretical position paper [5].

We propose that similar results may be found with tES. For example, downregulating inhibitory regions or
conversely upregulating facilitatory regions that are functionally connected with task-critical regions, could
prove advantageous to task performance. If so, this would open the door to new methodologies that
indirectly target functionally connected regions with the intent of altering activity in distant regions. Such a
methodology could prove advantageous, for instance, by using a superficial neuroenhancement method such
as tDCS or tACS to indirectly modulate functionally-connected subcortical regions [52], [207].

From a scientific perspective, as we continue to research neuroenhancement in academic and the defense
science community, we have come to understand that brain stimulation may be just as likely to do nothing or
negatively influence performance as it is to enhance performance.

In contrast to addition by subtraction, the concept of subtraction by addition pertains the possibility that
neuroenhancement tools can be used to negatively influence performance. We term this a neurodiminishing
effect, and envision that such a strategy could be used in the future by adversarial forces. Indeed the very
same technologies that are intended to enhance performance on a set of processes and tasks, may be used to
diminish performance by selectively tweaking various parameters (such as stimulation polarity, intensity,
frequency, location, duration). In other words, the devices that are intended to make Warfighters smarter,
faster, and stronger, can be modified to produce neurodiminishment — maybe lower intelligence, slow down
reactions, or weaken the body.
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In some scenarios, neurodiminishment might be advantageous from a military perspective. For example, one
might find that impairing executive function can improve the effectiveness of interrogation, that impairing
memory consolidation can reduce the likelihood of developing a stress disorder, or shutting down rumination
under stress can improve sleep quality. We can also imagine how neurodiminishment can be used in the
opposite manner by adversaries to directly exert power and influence over our Soldiers. There are two
primary things to think about here.

First, neuroenhancement technologies will likely become a target for electronic warfare, at a minimum
rendering them temporarily ineffective, or at an extreme causing them to administer frequencies or intensities
that effectively degrade performance. In other words, electronic warfare may be able to exert its influence
directly upon the nervous system of individual Warfighters.

Second, we are currently at the point in neuroenhancement technology that devices are becoming
increasingly portable, untethered, and remotely controlled. While current technologies require Warfighters to
wear devices on or about their heads, future technologies will very likely be able to induce neurodiminishing
effects using stand-off directed energy sources. At a gross level, such stand-off neurodiminishing
technologies could temporarily immobilize Soldiers, and at a more refined level, such approaches could
selectively alter brain activity and behavior in undesirable ways and alter the strategic advantage.

Given that many neuroenhancement technologies can be used in ways that are imperceptible to the user (in
other words, they may not hear, see, or feel it working), neurodiminishing effects could be administered
without the awareness of the agent. In this manner, neuroenhancement technologies may be used against
military forces in future warfare, potentially causing them to become less intelligent, slower, or weaker, but
now at range, and possibly unbeknownst to them.

7.3 Closed-loop Neuroenhancement

By combining neural sensing, machine learning, and neurostimulation modalities, closed-loop
neuroenhancement devices are designed to dynamically modulate stimulation parameters as a function of
sensed and inferred mental and/or physical states. In contrast to neurofeedback, closed-loop
neuroenhancement does not involve conveying information about mental or physical states to the user. In the
motor rehabilitation domain, closed-loop neurostimulation systems have resulted in tremendous gains for
patients suffering from diverse mental or physical impairments due to stroke, injury, epilepsy, Parkinson’s
disease, and other disorders [208], [209]. Through real-time sensing and adaptive neurostimulation, typically
via implanted stimulation devices, physicians can exert unprecedented control over the symptoms of these
disorders.

Closed-loop neuroenhancement techniques have also begun to receive attention in the domain of human
performance enhancement. In the sleep domain, researchers have developed closed-loop sleep optimization
systems that measure sleep spindles and phases and adaptively trigger tACS to augment endogenous slow-
wave oscillations [210], [211]. The idea is that by enhancing slow-wave oscillatory activity, users can
achieve improved sleep (onset latency, quality, duration) and reap more of the sleep-related advantages seen
in recovery trajectories and memory consolidation [212]. This is one exciting avenue for closed-loop
neuroenhancement, being pursued by the U.S. Army Walter Reed Army Institute of Research’s (WRAIR)
Sleep Research Center, which is working to validate the effects of closed-loop tACS on the quality of sleep
achieved during overnight rest and tactical napping; they are also working with a device manufacturer to
prototype portable closed-loop neurostimulation devices to enhance sleep in military operational contexts.

Closed-loop neuroenhancement may also prove valuable for acutely enhancing task performance in other
military contexts and tasks, such as counteracting fatigue and drowsiness effects in prolonged vigilance tasks
[213], mitigating sleep deprivation effects on diverse mental functions , preventing acute stress-related
effects on performance and memory, or dynamically altering motivational states to suit task demands . Of
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course, closed-loop neuroenhancement relies upon success in solving several research and development
challenges. First, it requires sensitive and specific sensing and inference of brain and mental states that are
relevant and causally-linked to successful task performance [214], [215]. Change point estimation is a
challenging modeling problem, especially when considering brain dynamics that will likely have very low
signal to noise ratios in real-world environments [216]. Second, closed-loop neuroenhancement requires high
fidelity targeting of brain regions that are reliably linked to modulating relevant task outcomes [217].

Given the inherent challenges related to identifying suitable parameters that are individualized and catered to
the context and task, accomplishing this goal will likely necessitate several decades of continuing research.
Finally, given evidence that even short bouts of neurostimulation can produce long-lasting effects on brain
and behavior [218]-[221], and that repetitive neurostimulation can sometimes produce paradoxical effects
[222], the potential influences of repeatedly and briefly triggering stimulation need to be better elucidated.

8.0 CONCLUSIONS

Non-invasive brain stimulation (NIBS) carries potential to help warfighters accelerate training and
knowledge acquisition, and sustain, optimize, and enhance task performance. Enthusiasm for this potential,
however, is tempered by several theoretical, ethical, mechanistic, and practical limitations that slow the
eventual adoption of NIBS in military contexts. These are not insurmountable challenges, though they do
slow scientific progress and increase the uncertainty of research outcomes. We presented several directions
for continuing research that can help push the boundaries of science and application, increase scientific and
technical knowledge, and elucidate near- and far-term applications of NIBS to military settings.
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