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Email data set spans 1993-2020
O 434k messages
I 46k vulnerability cases
Y. 250 vendors

Coordinated
Vulnerability
Disclosure (CVD)
at CERT/CC
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Portion of Total Messages
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70% of the cases account for the other 20% of the message traffic.
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Data from 1/1/2010 through 5/4/2012
Total Vuls: 1479 -
Total Msgs: 16,345

10%

20%

30%

40%

50% 60% 70% 80% 90%

Portion of Vulnerabilities

100%



‘ )
Sharing Analysin
) arity Information & pos
( Y‘*:““ “(' 'mt yus of Coordinated Vulnerabiiit)
oa EmaiH Disclosure

than Spring.
Qridhar, AMles \luewlmhw Jomal
Kiwn *

do 4o Naqwd W01 (.
- ..‘Q (% Al ?
e ‘.u . v et -
~ ot TR |
ad wamlon

o Yaprve . o
e - '.".A B wheldidarl =
R Prarnal eliiie

L e "-.a- - - sty

Lynad #*
O bt
o e-alis wend Wt

'
T L
o “:«.‘w o pwermalis .A:.:: i
e ‘!“c’ln,«ll on ol A vl
S v \

"
Caad
[ oy L -
\ e whe!

A B b inms
Newing. oW
o el i

el
T T (R T
hundd wn ¥
harhatam &
it o of W
i ey

Rl
e A...--r-d et T L
—

{ { Introduction -
\

)
B by wpntem At A

iy W Alfer et WS
\ wsh Som W

v [m—

capuh B )&
pory: .'lo-‘:‘n.\c-u\-lm il
T Senaend] o e
“‘“'“‘:"“. :l— IO'A—vuulv Laew
A4e
L Tos

Py UTT S e 1) &
anl T et |

ol partheguiine .

Damed W, Woeds

gy st

3 ), veles aliBly T
» b )
| o

e .

10'1- ."\;-..‘

\\\ \_";.7
10-4 q \\\ "\\
N
W s 1 ]
AN 1077 \ ;
23 ~ Empirical \ ;
Q. 10'10 | Power law \ .
Lognormal
10-13 4
10!

102 10

10
Messages per case

107214

\\
\‘ N \
Trunc' power law 1 s Trunc' power law
---- Exponential / e | (e Exponential Bl 4
1 !
10° 10*

—_cos.
w2 TR
\\ \\"’\
1073 4 \
\
10'8 g \

— Empirical
Power law
Lognormal

10! 102
Unique recipients per case

100

=

Al

2 ~ Empirical

¢ -2 ' Power law
o Lognormal

Trunc' power law
=== Exponential

2%10° 3x10% x10°
Case Length in Days

6% 103

Figure 6: Number of messages and recipients follow a heavy-tailed distri-
bution, whereas the case length in days is much closer to an exponential

distribution.
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Why is this gap here?

1. Structural Limits

2. Limited Observations
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Structural Limit #1
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Section 4.2 suggests information sharing volume and participation are
heavy tailed, which means the majority of information is shared about a
minority of vulnerabilities. This is unlikely down to intrinsic properties of
the vulnerabilities, such as those captured by CVSS, but rather because of
how the software products are deployed in the world, specifically the winner
takes all dynamics of software markets [67]. Tuverson and Ruffle [68] note
that certain IT vendors are “systemically important technology entities” for
whom a security bug could impact thousands of businesses.

Indeed this can be seen in comparing the effect of proxies for severity
on information sharing volume (Table 3) with the effect on CERT/CC’s
decision to coordinate (Table 4). While vulnerabilities with higher CVSS
impact scores and publicly available exploit codes are more likely to become
the focus of CERT/CC attention, they do not lead to more information
sharing volume. In contrast, upstream supply chain vulnerabilities do seem
more difficult to coordinate. Communications about these bugs appear to
be more protracted than communications about other vulnerabilities, ceteris
paribus, because it takes longer to understand their full scope and all of the
end-users they afflict. Indeed, this is consistent with multiple noted supply
chain attacks.
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Observation Limit #1 &
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But they never notice the following
Inconsistency:
this so-called worst-case event, when it
happened, exg - the worst [known] case
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Observation L|m|t #2
Assumptlons about Scale
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Understand the limits of your
observations and what they imply
for predictions based on them

VD i
Don’t build ﬁegmwﬁ%ra—gét—gggt/—m

based on average rainfaH
case workloa
Build for worse than you’ve seen.

Accept that sometimes you might
still be wrong.
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For more:
CERT Guide to CVD

Ubiquity
Mark Buchanan

Antifragile
Nassim Nicholas Taleb



