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EXECUTIVE SUMMARY

This report documents the first year of a Karle’s Fellowship research project investigating applications
of machine learning to enhanced spacecraft operations. The first year of the fellowship was primarily
comprised of research scope determination, literature review, data collection, and algorithm selection and
development. In recent years the United States (U.S.) Department of Defense (DoD) has placed an increased
emphasis on the development of autonomous capabilities, and this has been echoed in U.S. Navy research
and development strategy. Machine learning technology represents a near-term opportunity to incrementally
improve autonomous capabilities through the augmentation of existing technology. In the longer term, it
is an investment opportunity into new technology which may drastically improve the capabilities of DoD
systems. Practical approaches to the autonomy problem must focus on removing the most significant
barriers to autonomy before more sophisticated technology becomes realistic. In the context of space system
operations, health monitoring and fault management has been identified by both government and commercial
entities as one of the largest inhibitors to space system autonomy. The increasing size and complexity of
space systems as well as the rapid adoption of satellite constellations has quickly made it impractical for
traditional ground-based human monitoring to be sustainable. This work primarily investigates the use of
machine learning for automated anomaly detection in satellite telemetry. Anomaly detection is one of the
foundational responsibilities of autonomous health monitoring because the detection of off-nominal state
is typically the first step in the operational fault detection and remediation process. Near-term automated
anomaly detection can assist human operators by sorting through large amounts of telemetry and flagging only
the data which requires investigation. In the long term, it may be used as part of an integrated autonomous
health monitoring system. The field of machine learning for anomaly detection has been the subject of
extensive research and as a result, the technology is mature enough to be applied to current health monitoring
systems. Additionally, anomaly detection has a number of potential applications to other Naval interests
including Maritime Domain Awareness (MDA) and Command, Control, Communications, Computers,
Intelligence, Surveillance and Reconnaissance (C4ISR) efforts. The second year of the fellowship will focus
on conducting experiments, establishing a proof of concept, and integrating the technology into existing
space systems.
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APPLYING MACHINE LEARNING ANOMALY DETECTION TECHNIQUES TO
U.S. NAVY SPACE SYSTEM OPERATIONS

1. INTRODUCTION

This report documents the first year of a two-year Karle’s Fellowship research project on the topic of
machine learning (ML) for enhanced spacecraft operations. It is intended to provide a comprehensive
review of all research thus far, including United States (U.S.) Department of Defense (DoD) and Navy need,
research scope determination, background domain knowledge, literature review, data collection, algorithm
selection and development, experiment design, and other findings. Further, it should serve as a motivator
and foundation for the final year of research and subsequent follow-on projects.

1.1 The Jerome and Isabella Karle Fellowship Program

The U.S. Naval Research Laboratory (NRL) established the Jerome and Isabella Karle Distinguished
Scholar Fellowship Program in honor of Drs. Jerome and Isabella Karle, whose outstanding contributions to
the chemistry field earned them recognition within the United States and internationally, including a Nobel
Prize award for Dr. Jerome Karle. The program provides researchers the opportunity to perform independent
research projects lasting between 12 and 24 months which are funded internally by NRL. The Naval Center
for Space Technology (NCST) at NRL accepted a Karle’s Fellowship beginning July 2020 and ending July
2022, entitled "Machine Learning for Enhanced Spacecraft Operations." The primary focus of this fellowship
is the identification, adaptation, and application of promising ML algorithms to spacecraft operations, and
the creation of a proof of concept to evaluate how ML may improve space system performance. The provided
stipulations for this proof of concept are as follows:

1. A ML algorithm

2. A data set for training the algorithm

3. A spacecraft simulation test bed for evaluating the algorithm

4. Analysis results quantifying any change in performance

There are many potential applications of ML to space missions, introducing the possibility for improve-
ments to both operations and mission performance [1]. In order to align this research with U.S. Navy need 
and maintain a tractable scope for the proof of concept, the project began with a survey of the Navy’s needs 
and goals in the space domain. This was succeeded by a review of general spacecraft operations and existing 
technological gaps to identify promising areas for ML application. The remaining introductory content and 
background outline this refinement in research scope and direction.

Manuscript approved January 21, 2022.
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1.2 U.S. Navy Need for Enhanced Space System Autonomy

The U.S. Navy conducts numerous activities in the space domain, including Maritime Domain Awareness
(MDA), Positioning Navigation and Timing (PNT), and Command, Control, Communications, Computers,
Intelligence, Surveillance, and Reconnaissance (C4ISR) [2]. These activities provide the infrastructure for
critical decision-making information to be collected, analyzed, and distributed worldwide. The importance
of these systems is reflected in DoD investment strategy. For example, the 2018 National Defense Strategy
(NDS) and the Naval Research and Development Framework each cite resilient and persistent C4ISR as
an investment priority [2, 3]. As the systems which provide these capabilities continue to increase in
size and complexity in response to increased operational demand, it becomes necessary to integrate more
autonomous functionality in order to maintain the maximum possible level of system performance. The DoD
has recognized this need, and as a result the 2018 NDS and a number of other strategic documents explicitly
outline the advancement of autonomous capabilities as a key technological investment [2–5]. It is therefore
necessary for the U.S. Navy to continue developing autonomous technology so that critical systems are able
to scale with the needs of the force.

Developing autonomous capabilities in U.S. Navy space systems will help to improve the quantity, quality,
and timeliness of actionable information. Autonomy can be applied to multiple aspects of space systems,
including spacecraft operations and mission performance. From a purely operational perspective, greater
autonomy allows space systems to scale up without overwhelming human operators. For example, autonomy
becomes necessary when the time scale of decision-making or magnitude of information processing precludes
manual control [6]. This is becoming increasingly commonplace as distributed multi-satellite missions
become more prevalent. Additionally, autonomy offers the opportunity for greater system performance at a
lower cost due to more robust and efficient operations [7]. From a missions perspective, increased autonomy
can take the form of improvements in data collection, processing, analysis, and transmission, increasing
mission efficiency and effectiveness. Improvements to operations and mission execution both result in
reduced strain on human-in-the-loop systems and in some instances may eliminate the need for a human
entirely, allowing operators to take on higher-level tasks [5, 8].

While the Navy should continue to invest in a variety of autonomous capabilities in the long-term,
near-term efforts must focus on removing the most significant barriers to autonomy. Multiple authorities
have identified spacecraft fault management (FM) as one of the largest space system autonomy inhibitors,
including the Defense Science Board (DSB) and National Aeronautics and Space Administration (NASA)
[4, 9–11]. In general, FM is an enabling technology for autonomous systems because it allows a system to
continue operating in the event of off-nominal conditions [12]. For the Navy, autonomous FM, and more
broadly health monitoring, offers several benefits including increased resiliency and reliability. Systems
with the ability to predict, prevent, isolate, and recover from faults are inherently more likely to remain
operational during critical periods. Additionally, autonomous health monitoring can help alleviate the
difficulty of assessing the health state of space systems which are becoming increasingly large and complex.

1.3 Research Questions

There is a clear U.S. Navy need for continued investment in autonomous space system capabilities. For
this reason, the current scope of work is concerned with determining how ML may be applied to space system
autonomy. Specific consideration is given to spacecraft FM systems because of the significant challenge
and opportunity they pose as an autonomy enabler. This research seeks to obtain answers to the following
questions:
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1. What are the most promising applications of ML to autonomous space system operations?

2. How can ML be integrated into spacecraft FM systems?

3. What FM tasks are appropriate for ML?

2. BACKGROUND

To motivate and provide context for subsequent chapters, this chapter includes information on autonomy
and automation, ML fundamentals, space system operation, and spacecraft FM. Each section is intended to
provide sufficient background information in each relevant topic such that its role may be understood within
the larger context of the report.

2.1 Automation, Autonomy, and Artificial Intelligence

Automation, autonomy, and artificial intelligence (AI) are three distinct concepts which are often conflated
due to their conceptual similarities. When creating a system which operates at least partially outside of
human control, care must be taken to consider which of these concepts should be employed. For example, a
process which must be strictly repeatable and deterministic is a much stronger candidate for automation than
autonomy or AI. Conversely, a system which must be able to adapt to unforeseen circumstances and make
decisions must employ some measure of autonomy. These concepts can also be leveraged to work together;
for example, an autonomous system may rely on automated components to perform repetitive functions and
AI-based components to assist with decision-making tasks. It is important to emphasize that a given system
may employ one or more of these concepts while still utilizing some form of human-in-the-loop control. To
provide a clear delineation, this report adopts the following definitions from [6]:

Automation is the automatically-controlled operation of an apparatus, process, or system which takes the
place of human labor. Though automated processes may be sophisticated, they are strictly deterministic
and all actions taken by the system are chosen through predetermined decision criteria. In other words,
automated processes function by following explicit instructions and cannot operate outside of those
instructions.

Autonomy is the ability of a system to achieve goals while operating independently of external control.
Two key characteristics of an autonomous system are self-direction and self-sufficiency. Note that the
operational boundaries - limits to what the system may and may not do - can and should be implemented
by the system designers. Further, specific autonomous capabilities can exist in a larger system which
operates under human control. For a more in-depth treatment of this topic, see [4].

Artificial Intelligence is the capability of computer systems to perform tasks that normally require human
intelligence. A system which uses AI may use it to aid in decision-making at a number of different
levels of autonomy, and can be implemented to work alongside human operators within well-defined
operational bounds. While AI is a common component of systems which have some measure of
autonomy, it is important to note that an autonomous system does not necessarily require an AI
component.
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2.2 Fundamental Machine Learning Concepts

Machine learning can be defined as a subset of AI in which computer algorithms automatically improve
at a given task given repeated exposure to data. Modern deep learning techniques which utilize large artificial
neural networks are among the most prevalent ML methods. Figure 1 shows the relationships between AI,
ML, and deep learning. This report uses the term machine learning in reference to present-day practices
employing algorithms which work best at targeted tasks; this is known as "weak AI," or AI that performs
a single task which is narrow in scope. Common applications of this include classification and regression
tasks. In contrast, artificial general intelligence, "strong AI," and related terms broadly refer to the type of
cognitive intelligence possessed by humans. Although research is being performed in this area, this type of
AI is unlikely to be applicable in the near term and will not be discussed further.

Fig. 1—A common Euler diagram of the AI field [13]

While ML models may vary greatly in their architecture, most employ the same fundamental implemen-
tation pattern. In general, a ML model maps some input data to a corresponding output. Training data is used
during the model optimization process to determine the optimal model parameters. It is therefore imperative
that the data used to train a ML model represents the problem as holistically as possible. Any biases, absent
modalities, or other problem representation errors in the data can cause a model to give biased predictions
or simply perform poorly. Furthermore, the metrics used to optimize and evaluate a model must be carefully
chosen such that they accurately portray the model’s performance. This is true regardless of whether a given
algorithm works in isolation or is part of a larger integrated system. It is also true regardless of learning
paradigm.

This report broadly defines learning paradigm as the manner in which a ML model’s parameters are tuned.
Figure 2 shows the three main paradigms: supervised learning, unsupervised learning, and reinforcement
learning. These basic paradigms may serve as constituents for other derived paradigms such as semi-
supervised learning. Supervised learning is the most well-studied and is used most often in practice. In this
paradigm, each training data sample is labeled: it includes model input data as well as the corresponding
ground truth, or target output. Models are optimized by tuning the model parameters to minimize the value
of some arbitrary loss function which compares model output with ground truth. In contrast, unsupervised
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learning algorithms search for patterns and structure in the input data without without leveraging explicit
feedback from labeled ground truth data. Finally, reinforcement learning uses a feedback system to train an
intelligent agent to take actions in its environment which maximize a reward scheme tailored to the agent’s
desired performance [14].

Fig. 2—The three basic machine learning paradigms [15]

2.3 Space System Anatomy and Operation

Post-launch, satellite systems consisting of unmanned spacecraft typically are comprised of three main
operational segments: a space segment, a ground segment, and a user segment. The typical space system
segments and their role in the system are shown in Figure 3. This section focuses on the space and ground
segments because they serve as the foundational infrastructure for the user segment, which in turn provides
end users with the products of the satellite system.

2.3.1 Space Segment

The space segment encompasses all spacecraft in the satellite system; this may consist of a single space-
craft or a constellation of many spacecraft. Satellites may vary greatly in their specific construction, but the
prototypical satellite can be deconstructed into two main components: the bus and payload. While payloads
serve a specific mission-dependent function, the primary objective of any spacecraft bus is to facilitate the
in-space portion of the mission by providing the infrastructure necessary to support the payload(s). Though
the presence and importance of specific subsystems may vary by mission, this discussion includes the typical
subsystems for Earth-orbiting satellites which are pictured in Figure 4.

For brevity, these subsystems will not be discussed in detail. However, it is important to note that
each serves a specific role in the spacecraft’s infrastructure. As such, telemetry data is typically collected
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Fig. 3—Typical space system segments [16]. Operationally (i.e., post-launch), the three relevant segments
are the ground, space, and user segments.

from each of these subsystems to assess the state of health of the spacecraft, often at multiple levels of
hierarchy such as the component, subsystem, and system level. The number of telemetry channels recorded
for a spacecraft may range from the dozens to thousands. Typically, the type and quantity of telemetry
data collected is determined by subject matter experts who decide what level of information is necessary to
support a given mission.

2.3.2 Ground Segment

The main responsibility of the ground segment is to interface with the space segment and distribute
various types of data throughout the rest of the system. A typical ground segment consists of several elements,
including a Mission Control Center or Mission Operations Center, ground stations, ground networks, and
remote infrastructure. An overview of typical ground segment components is given in Figure 5. The ground
segment interfaces with the space and launch segments and takes over control of the mission from the Launch
Control Center post-launch. The primary functions of each element are given in Table 1 [17]. The primary
operational role of the ground segment is to facilitate communication with the space segment, allowing for
data to be up-linked to and down-linked from the spacecraft. Any space segment functionality which is not
implemented onboard the spacecraft must be monitored and carried out by the ground segment via command
and control communications. The types of data transmitted to the ground include mission data, telemetry
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Fig. 4—A satellite is typically comprised of a bus, which provides the infrastructure for the mission, and
the payload, which performs the mission task(s). Typical bus subsystems are pictured.

or housekeeping data, and tracking data. Typically, the data transmitted to the spacecraft is command and
control data. Telemetry and tracking data is used by mission operators to perform various housekeeping
activities such as orbit calculation and maintenance, mission planning, and spacecraft health assessments
[17].

Table 1—High-level Ground Segment Functions

Element Function
Ground Stations Telemetry, tracking, and command interface with the spacecraft

Ground Networks Connection between multiple ground elements
Control Centers Management of the spacecraft operations

Remote Terminals User interface to retrieve transmitted information for additional processing

2.4 Spacecraft Fault Management

Spacecraft FM is still a maturing discipline. Although FM practices have existed as long as spaceflight
itself, it is still common for FM to be implemented on an ad hoc, mission-by-mission basis. Within the past
decade, however, multiple members of the space industry have acknowledged the need for standardization
and have begun to organize FM into a formal systems engineering discipline [18]. As a result there has
been significant progress in the formalization of FM activities as well as the aggregation of best practices
and lessons learned from previous missions. Part of this effort has included definitions for FM terminology.
With regard to FM practices this report adopts the definitions from the NASA Fault Management Handbook
[19]. Some important definitions are repeated here:

Anomaly - The unexpected performance of intended function.

Failure - The unacceptable performance of an intended function.
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Fault - A physical or logical cause, which explains a failure.

Fault Diagnosis - Determining the possible locations and/or causes of a failure.

Fault Management - The engineering discipline that encompasses practices which enable an operational
system to contain, prevent, detect, isolate, diagnose, respond to, and recover from conditions that may
interfere with nominal mission operations.

Nominal - An intended, acceptable state or behavior.

Off-Nominal - A state or behavior beyond the boundaries of possible expected states or behaviors. There
are three off-nominal states: anomalous, degraded, and failed.

Prognosis - Prediction of future states or behaviors.

Fig. 5—Simplified overview of ground segment components and their interfaces with the space and launch
segments [20].

2.4.1 Fundamental Requirements and Responsibilities

As with other disciplines, the specific requirements for a given FM system are derived from the basic
mission objectives. Particular consideration must be given to the mission’s goals, importance, and risk
tolerance, which aid in determining the mission’s risk posture. Requirements flow down from the mission
level to the system, subsystem, and component levels in a manner similar to other disciplines. Once the
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overall FM requirements are established, it is the job of the engineering team to determine how to satisfy the
requirements while also adhering to mission resource limitations. Both bottom-up and top-down analyses
are performed to obtain the most complete view of the system possible. Common analyses performed include
Failure Mode and Effects Analyses (FMEA), success tree analyses, fault tree analyses, and event sequencing.
Similarly to other space system tasks, any FM functionality which does not exist onboard the spacecraft must
be implemented on the ground. A specific FM function may be assigned to the space segment, the ground
segment, or a mixture of both [21].

NASA’s FM handbook subdivides FM strategies into two approaches: prevention and tolerance [19].
Whereas prevention strategies work to avoid failures altogether, tolerance strategies seek to enable the
mission to continue in the presence of failures. Prevention can be further divided into design-time prevention
and operational prevention. Design-time prevention refers to the engineering practices which minimize
the likelihood of a failure of occurring. Operational prevention works by first performing prognosis on an
operating system and then taking preventative actions to avoid any anticipated failure. Tolerance strategies
can be divided into masking, recovery, and goal change approaches. Masking approaches seek to minimize
the effect of a failure by preventing it from propagating further in the system’s function. Examples of
masking include redundancy and error correction which allow a failure to occur but "hide" it from the rest
of the system by correcting it before it propagates. Recovery approaches seek to diagnose the root cause
and location of a fault and subsequently take actions to restore nominal system operation. This process is
often referred to as Fault Detection, Isolation (location), and Recovery/Response (FDIR). Lastly, the goal
change approach responds to a failure by modifying the mission goals to accommodate any change in system
capability caused by the failure.

Fig. 6—Organization of the five main FM strategies according to NASA’s FM Handbook [19]

In general, the specific capabilities of a mission’s FM system depend on requirements which derive from
the mission’s objectives, complexity, and overall reliability expectations. It is typical in practice for a given
mission to employ some combination of the approaches shown in Figure 6 when creating a FM system and
strategy. For critical missions, most or all of the listed strategies may be employed to maximize the likelihood
of mission success.

2.4.2 Current Operational Approaches

Once the system is operational there are a number of fundamental tasks which a FM system must perform.
An overview of the operational FM process is given in Figure 7. Though not pictured, prognosis is also
a common step in the process. The distribution of functionality between the space and ground segments
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depends on several factors including mission criticality, budget, resources, and operational constraints.
However, the same fundamental tasks apply regardless of the system configuration. Traditionally, FM tasks
have been biased toward the ground segment due to the increased analysis capability it affords [22]. While
modern spacecraft operations typically employ some functionality in both the ground and space segments,
it is still common for the only onboard FM functions to be those which cannot practically be performed on
the ground due to timing or communication constraints: when time-critical actions must be taken to ensure
the safety of the spacecraft, the onboard system must be able to take the appropriate action independently of
external aid. Additionally, there has historically existed a cultural bias against the extensive use of spacecraft
flight software due to the perceived risk [4, 23].

Fig. 7—Operational FM process overview (prognosis not pictured) [19]

Telemetry monitoring and analysis is the primary method of conducting operational FM efforts such as
prognosis and FDIR. Telemetry is used to predict, diagnose, and isolate faults, as well as aid in determining
appropriate response actions. In the event of anticipated or actual off-nominal conditions, response actions
take the form of command sequences which are intended to preserve or restore a nominal operating state.
These command sequences may be automatically generated if a response to a specific fault has been
predetermined, or they may be constructed manually by engineers in the event of a novel or unknown fault.
Monitoring often takes place on the ground via down-linked telemetry data as well as onboard through
some combination of hardware and software. Some examples of onboard FM integrated into hardware
include watchdog timers and built-in tests, as well as various subsystem-specific measures such as over-
voltage/under-voltage monitors in the electrical system. In software, the most common onboard FM fault
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response is a safe mode procedure which suspends all non-essential functionality until mission engineers
can command the spacecraft back into a nominal state [21].

Out-of-limits (OOL) approaches are perhaps the simplest and most common method of telemetry mon-
itoring [23]. The approach relies on the assumption and expectation that each telemetry channel has
well-defined nominal and off-nominal ranges. These ranges are typically determined by or with assistance
from spacecraft engineers who have subject matter expertise. Additionally, OOL approaches often employ
tiered systems wherein multiple limits are established and each successive limit signifies a transition into a
more severe off-nominal state. Tiered OOL systems have remained extremely popular due to their ease of
implementation, use, and interpretation. The limits themselves are determined by experts, the system is easy
to implement, and the results are straightforward to interpret. Additionally, the established limits can be
used to aid with prognosis through the use of telemetry trend analyses. Limit checking is the most common
telemetry monitoring method both on the ground and in space, and often serves as the foundation for more
advanced methods [24].

Most current FM systems which incorporate some degree of automation rely on a rule-based approach
within the monitor-response paradigm [12]. The basic premise of a rule-based approach is straightforward:
for each rule, one or more conditions are continuously monitored, and if all conditions are met, a predefined
response is executed. The rules can be simple or complex, both in terms of the number of conditions and
their complexity. Similarly, responses may be simple or may be comprised of an extended sequence of
commands. A valid response may also be to alert a human operator in the event of an off-nominal condition
not solvable by the system. Rule-based systems provide for powerful automation when fault conditions and
the appropriate responses are known. However, they are typically not suited to handle unknown faults unless
a reasoning component is included, such as in a formal expert system [25].

2.4.3 Challenges and Opportunity

The traditional FM approach has a number of drawbacks which have been highlighted by the FM
community. This extends to both the fundamental concept of operations as well as specific methods.
Culturally, the lack of standardization and recognition of FM as a formal engineering task has made it nearly
impossible for mission-to-mission practices to be put in place. Additionally, there is rarely effective reuse
of tools or resources [18]. From a systems engineering perspective, FM is a challenging task because it
is impossible to model or predict in advance every possible failure mode of a complex system. No matter
how thorough, analyses such as FMEA cannot anticipate all possible faults. This large failure space "makes
comprehensive testing infeasible," posing significant challenges to reliable Verification and Validation (V&V)
[26]. While analysis and testing remain critical steps to any FM approach, it has been recognized that they
cannot be considered fully exhaustive from a V&V perspective.

There are also operational challenges, especially for high-reliability missions. Notably, the current
monitor-response paradigm has several shortcomings. The ground segment is inherently limited in its ability
to perform FM because it does not have physical access to the spacecraft. Additionally, not all telemetry
collected by a spacecraft can be down-linked and monitored, complicating ground-based FDIR efforts. This
phenomenon has begun to compound as constellations become more prevalent. Safe mode, the most common
automated FM function, can lead to extended periods of mission downtime while operators diagnose and
recover the spacecraft. Failed spacecraft recovery attempts can result in a "recovery loop" in which other
faults are induced and must be resolved [22]. Most limit checking systems are fairly rigid and limits must be
manually changed over time as natural degradation of spacecraft function occurs. Rule-based systems can
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provide for sophisticated automation but are typically based on traditional FM analyses and thus suffer from
the same limitations regarding failure space. Moreover, rule-based systems become increasingly complicated
to verify and validate as the number and complexity of rules increases [12].

The existing challenges to effective spacecraft FM have led to several responses by the FM community
of practice. Engineering improvements are concerned with requirements development and assignment,
cost drivers, risk assessment, and V&V throughout the product development life-cycle. Operationally, the
primary topic of interest is creating FM practices which can scale to meet the increasing demands of space
missions [27]. As with other aspects of spacecraft operation, human-in-the-loop practices are becoming less
sustainable as the number and complexity of spacecraft increases. At NRL, this has led to the development
of automated functionality in the Neptune ground system software [28]. More broadly, it has driven
increased interest in areas such as Model-Based Systems Engineering (MBSE) and Integrated System Health
Management (ISHM) [29].

3. APPROACH

Spacecraft FM is a broad discipline and some of its constituent tasks are not suitable candidates for
autonomy or ML. Fundamentally, ML-enhanced systems never find practical use unless it can be quantitatively
shown that the ML component does not pose a risk of reduced system performance, and this will prove
especially true for spacecraft operations. In the near-term, certain FM tasks may be too sophisticated for
current technology. For some tasks, the addition of ML may never offer a legitimate benefit over simpler
methods and in fact should be deliberately avoided. This can be demonstrated in the recovery portion of the
FDIR process; if a response strategy is known for a given fault or failure mode then automation is the only tool
necessary. Replacing deterministic automation with non-deterministic ML in this scenario likely introduces
more risk to the system than it removes. A more suitable task for ML in this situation may be to suggest
recovery commands in the event of an unknown fault. Therefore, the most promising ML applications are
those which never bring the system into a worse state, to within some quantifiable measure of certainty.

Efforts to apply ML to system health monitoring are ongoing in multiple domains, including significant
research in structural and industrial health monitoring as well as network and IoT systems [30, 31]. Applying
ML to spacecraft FM and health monitoring is also an active area of research spanning back multiple decades
[32]. Some of the original attempts at autonomous FM were rule-based ML expert systems [11, 25].
Historically, anomaly detection in telemetry has been one of the most common applications of ML to
spacecraft health monitoring [7, 24, 33, 34]. A variety of techniques for anomaly detection have been used
including clustering and distance-based approaches, neural networks, support vector machines, and spectral
techniques, among others [23]. More recently, modern deep learning techniques have become a popular
research area [30, 35]. In general, the vast majority of research focuses only on the prognosis and detection
portions of the operational FM cycle because they are the most straightforward applications. However, there
is a substantial opportunity to integrate these approaches into a complete FM system.

Anomaly detection is a foundational building block for autonomous health monitoring because off-
nominal state detection is often the first step in the prognosis and FDIR process. An automated telemetry
anomaly detection system offers benefits to both present-day space system operations as well as future in-
space autonomous health monitoring. In either case, the maximum benefit will be achieved via integration
into an operational system. In the near term, automated anomaly detection offers the opportunity to alert
operators to anomalous behavior before failures occur. Additionally, an automated system can distill large



Applying Machine Learning Anomaly Detection Techniques to U.S. Navy Space System Operations 13

amounts of telemetry down to a small number of events which bear human investigation, drastically improving
efficiency [7]. Near-term systems can be integrated into ground stations as well as onboard spacecraft for
high-priority missions. As part of an integrated autonomous FM system, the detection of anomalous behavior
can be passed on to a higher-level reasoner which may execute the next FM task, depending on context.

The general anomaly detection problem can be broadly segmented into purely data-driven and integrated
model approaches. Data-driven approaches rely on the model input data to provide all information necessary
to solve the problem. Even without explicitly incorporating domain knowledge, successful anomaly detection
systems have still been created in this way. Additionally, data-driven methods may be the only viable approach
when it is not possible or realistic to create other types of models. There are inherent drawbacks, however, in
attempts to characterize the nominal behavior of a complex system via purely data-driven methods. This is
especially true for spacecraft whose telemetry values are dependent on a wide variety of internal and external
factors such as spacecraft operating mode, command sequences, environmental conditions, and physical
phenomena. In practice, even extremely high-capacity models are incapable of capturing all of this context.
As a result, many approaches in the literature construct a new model for each individual telemetry channel
[23]. This is impractical at a systems level which may require dozens of channels to be monitored.

As with other fields, domain knowledge can be leveraged to create a more targeted task to be solved.
In the context of spacecraft anomaly detection, the notion of nominal performance is often captured during
the system design through modeling and simulation. Just as these tools are used to help inform limit-
checking and rule-based approaches, they can also be used to further inform ML methods. The integrated
model approach seeks to enhance the ability of the algorithm by applying domain knowledge. This may
be accomplished in a variety of ways, but in the context of space systems the most common method is
typically through physical or procedural models which characterize the intended behavior of the system. As
a motivating example, consider the signal decomposition in Figure 8; by modeling the trend and cyclical
portions of the signal it is possible to extract any un-modeled effects in the form of a residual. In this way,
the residual provides a direct measure of deviation from expected behavior. Applying an anomaly detection
technique to the residual rather than to the entire signal is therefore a much more targeted problem because it
is directly characterizing the deviation from modeled nominal behavior. In general, "black box" (i.e., purely
data-driven) ML methods must learn a more sophisticated function mapping because they fail to explicitly
incorporate any sort of domain knowledge about the system. By using non-ML models of a given system to
account for easily characterized nominal behavior, it is possible to frame a ML problem which may be easier
to solve.

3.1 Practical Considerations

Due to the fact that the current research is being performed at a proof-of-concept technology readiness
level (TRL), many practical implementation considerations of the conceptualized system have not been
explored in depth. Size, Weight, Power, and Cost (SWaP-C) concerns are not addressed in this research, nor
are computational limitations such as computational cost, complexity, or memory. While these limitations
may be less severe for a ground-based FM system, they are critical considerations for implementing any ML
system in space. The required hardware is often large, massive, and power-intensive, and algorithms consume
significant computational resources. Additionally, the behavior of ML hardware in the space environment
is not well understood and requires further research before widespread use is realistic [37]. Spacecraft are
resource-constrained systems which operate in a demanding environment; therefore, once a proof of concept
has been established, an assessment must be performed of the implementation practicality of the system and
the compromise between resource usage and system performance. The assessment will help identify the
engineering challenges for a space-ready product.
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Fig. 8—Time series decomposition of a univariate signal [36]

3.2 Data Collection, Aggregation, and Preparation

While there are a plethora of open-source anomaly detection data sets, there are comparatively fewer
telemetry data sets. In an effort to build models on domain-specific data, the data collection effort has
included open-source data, NRL-sourced data, and outreach to government and industry. This has yielded
multiple telemetry data sets which vary in size, complexity, format, and anomaly type. Government and
industry data collection efforts are in progress. In accordance with best practices, all test data is reserved for
final evaluation and is not used or viewed in any manner for training purposes. Regardless of the learning
paradigm used for training, all test data must contain ground truth information so that a quantitative evaluation
of results can be performed.

3.2.1 Open-Source Data

The most promising result of the open-source data search has been an anomaly detection repository from
NASA. As part of a project investigating the use of ML in telemetry anomaly detection, a research team from
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NASA’s Jet Propulsion Laboratory (JPL) has released a data set containing a total of 82 telemetry channels
from the Soil Moisture Active Passive (SMAP) and Mars Science Laboratory (MSL) missions [23]. The data
contains both point and contextual anomalies. Each telemetry channel contains the telemetry value as well as
command information at each time step. An example training telemetry channel from the SMAP spacecraft
is shown in Figure 9. No ground truth labels are provided in the training data, meaning that supervised
learning methods cannot be used to directly predict anomalies. The test data is labeled with ground truth
information providing the indices of any anomalies present in the channel’s telemetry values. In addition to
the data itself, the developed algorithm was released concurrently and can be used as a baseline performance
benchmark. It should be noted that channel A-3 was arbitrarily chosen to serve as a purely developmental
data set; that is, both the training and test sets were used to assist development of models, test harnesses, and
experiments. A channel from this data set was chosen because it was previously cleaned, normalized, and
formatted for model ingestion as a byproduct of NASA’s research. Because the test data from this channel
has been used multiple times, the channel cannot be used for evaluation. Instead, an evaluation will be
performed on the remaining channels.

Fig. 9—SMAP A-3 Telemetry Channel Training Data

3.2.2 NRL-Sourced Data

The WindSat payload is the "first fully polarimetric space-borne microwave radiometer" [38]. Launched
as part of the Coriolis mission in 2003, the payload provides space-based ocean wind speed and direction
measurement. Though the mission is no longer active, the satellite has far exceeded the original mission
lifetime of three years and is still operational. The spacecraft is currently operated by NRL’s Blossom
Point Tracking Facility (BPTF), which records and stores Coriolis telemetry in a records database. The
WindSat telemetry database contains a record of multiple years of operational telemetry data. This offers
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an excellent opportunity to evaluate algorithms on a real-world data set which, like most anomaly detection
problems, contains anomalies as the extreme minority class. A record of known faults can be used during
evaluation as ground truth but will not be used for training any algorithms. Final evaluation on this data set
can be corroborated by operations engineers at BPTF. In addition to WindSat, several other data collection
efforts are ongoing at NRL. As part of various development projects, NCST has developed tools capable of
generating telemetry data. These tools can be leveraged to simulate spacecraft operation and inject synthetic
fault data; importantly, this offers the opportunity to rapidly create large-scale data sets with variable types
and quantities of faults and anomalies. In addition, these tools can be directly used to generate corresponding
ground truth data.

3.3 Machine Learning Anomaly Detection Methods

A general definition for anomaly detection offered by [39] is the detection of patterns which "[do] not
conform to expected normal behavior." It is an expansive field which is constantly evolving, fueled in large
part by IoT big data mining efforts. Machine learning approaches for anomaly detection have become an
extremely popular research topic due to their application to tasks such as financial fraud detection, network
intrusion detection, medical diagnosis, and industrial health monitoring [40]. Common to all of these
domains is the need for automated data processing techniques to assist with the detection of off-nominal
patterns in ever-increasing quantities of data. In some contexts, anomaly detection may also be referred to as
outlier detection or novelty detection, although these terms have slightly different semantic meaning [41].
Other related problems include concept drift and change detection, which broadly refer to detecting emergent
or changing behavior in data. Concept drift and change detection both pose challenges to anomaly detection.
The potential for concept drift requires effective algorithms to continuously update their notion of nominal
behavior, and a change in data may represent an anomaly or merely the beginning of a new nominal pattern
[42].

Fig. 10—Anomalies in different types of data [43]

The literature typically specifies three basic anomaly types: point, collective, and contextual. Point
anomalies are the simplest and refer to a single data point which is anomalous with respect to the rest of
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the data. Collective anomalies refer to groups of data points which together are anomalous, but may not
be in isolation. Contextual anomalies are those which cannot be identified without the knowledge of some
spatial or temporal context. Both point and collective anomalies can also be framed as contextual anomalies
if some form of context was used to identify them [39]. Figure 10 illustrates some examples of anomalies.
The top-left and top-right graphs both show point anomalies, and the bottom-left and bottom-right both
show collective anomalies. Note that both collective anomalies may also be considered contextual anomalies
because they are anomalous in the context of the surrounding data.

There are many challenges facing anomaly detection, especially for applications with large multivariate
data spaces. Creating a model which encompasses all possible nominal and off-nominal behavior of a
system is difficult, especially when using real-world data which contains noise and often evolves with
time. In the context of ML models, procuring training data sets is often difficult or prohibitive due to the
limited availability of labeled nominal and off-nominal data [39]. These challenges have led to a variety
of approaches across domains. Detailed herein are the types of anomaly detection algorithms which were
inspected as part of the literature review. Specific algorithms will not be discussed in detail; rather, classes of
algorithms will be discussed for motivational purposes and to highlight potential strengths and weaknesses.
This review should not be considered exhaustive due to both the scope restrictions of this research as well as
the rapidly evolving nature of the field. For a more comprehensive treatment of anomaly detection techniques
and challenges, see [39–41, 44, 45].

3.3.1 Supervised Methods

Supervised approaches for anomaly detection work in much the same way as for other ML tasks. If
labeled data is available containing both nominal and anomalous samples, an arbitrary model can be built
and trained to make predictions on new input samples. In general, most anomaly detection problems suffer
from a severe class imbalance in which the nominal data far exceeds the off-nominal data. For this reason,
fully supervised approaches are uncommon because the typical class imbalance prohibits the collection of a
comprehensive training data set. In some cases, it is possible to synthetically generate a data set containing
nominal and off-nominal samples, though it is generally difficult to synthesize a data set which accurately
represents all possible nominal and off-nominal behavior [39]. Partially supervised learning may be useful
in support of active or interactive learning schemes which utilize human-in-the-loop feedback to help train
the system in a semi-supervised manner [46]. See [47, 48] for in-depth reviews of active and interactive
learning.

3.3.2 Semi-Supervised Methods

The classic interpretation of semi-supervised learning is a combination of supervised and unsupervised
learning wherein a limited amount of labeled data and a large amount of unlabeled data is used to create a
model which has better predictive power than its purely supervised or unsupervised equivalents [49]. In the
context of ML anomaly detection, semi-supervised learning often refers to the practice of training a model
in a supervised fashion on a single class - nominal or off-nominal - and then using that model to differentiate
between the training class and the opposite class [40, 50]. This is most often performed by training a model
on nominal data due to the greater availability of nominal data and the difficulty in creating an anomaly data
set which contains all possible anomalous behavior.
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3.3.3 Self-Supervised Methods

In self-supervised learning, a model is created to solve a "pretext" task which can be formulated as a
supervised learning problem using unlabeled data. In this way, the trained model learns a representation of
the data itself, which can then be used on a "downstream" task [49]. In the context of anomaly detection,
the pretext task is typically to learn a representation of nominal behavior which can then be used to perform
the downstream task of differentiating between nominal and off-nominal samples. This is often used in the
creation of one-class (i.e., nominal or off-nominal) classifiers.

Prediction

Prediction-based anomaly detection techniques are a form of self-supervised learning which may also be
semi-supervised depending on the nature of the input data. The pretext task uses a predictive model to predict
a future data point. By characterizing the error between the model and reality - often termed the residual - a
downstream technique can be used to identify an anomalous sample by comparing the nominal residual with
that of the sample. If the model is not explicitly trained on nominal-only data, it is typically assumed that the
off-nominal class is sufficiently rare as to not affect the model’s ability to learn nominal behavior [39]. An
example of regression-based anomaly detection is shown in Figure 11. The pretext task is the generation of
the "expected" curve from the modeled nominal system behavior, and the downstream task is to characterize
the nominal residual to determine what level of discrepancy is anomalous [51]. Regression-based anomaly
detection is best suited to problems for which the residual exhibits clearly different characteristics for nominal
and off-nominal samples. Intuitively, the approach is not well-suited to systems which cannot be reliably
modeled, as is the case for highly stochastic or otherwise unpredictable systems.

Fig. 11—Prediction-based anomaly detection: large discrepancies between predicted and actual behavior
suggest the presence of an anomaly [51]

Reconstruction

Reconstruction models seek to learn a representation of the input data by forcing the model to reconstruct
the input from a latent representation [52]. The most common version is under-complete reconstruction
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wherein the model must reconstruct the input from a compressed, lower-dimension latent representation.
This is in contrast to over-complete models whose latent space is larger than the input. In the context of
anomaly detection, reconstruction techniques typically use under-complete models. This is based on the
observation that in order to form the best possible reconstruction from a limited latent representation, a
model must learn only the most relevant attributes of the data, ignoring irrelevant or erroneous information.
In this way, it learns a representation of nominal behavior. When applied to anomaly detection, the method
operates on the presumption that if trained to learn a nominal representation of behavior, the model will have
low reconstruction errors on nominal data and high errors on off-nominal data. Then, in a manner similar to
that of other semi-supervised approaches, some downstream technique(s) can be used to identify anomalies.
Modern reconstruction models are most often implemented as neural networks and are referred to in the
literature as auto-encoders because they can be viewed as a special case of the general encoder-decoder
network architecture. A general representation of an under-complete auto-encoder is shown in Figure 12.
Replicator networks have been extensively studied in the literature and are often the basis for a variety
of complex anomaly detection techniques such as adversarial auto-encoders and Generative Adversarial
Networks (GANs) [53, 54].

Fig. 12—An under-complete auto-encoder, where x̂ is the reconstruction of input x [55]

3.3.4 Unsupervised Methods

Statistics

While many statistical anomaly detection techniques do not strictly belong to the field of ML, their
ubiquity in anomaly detection tasks bears mention. In multi-step anomaly detection pipelines they are often
used as one of the final processing steps. Statistical tests may be used to determine the anomaly scores
themselves, and they may also be used to determine an estimate of confidence in those scores. Statistical
anomaly detection relies on the assumption that nominal and off-nominal data exists in the high probability
and low probability regions of a stochastic model, respectively. The types of approaches can be segmented
into parametric techniques which make an assumption about the distribution of data, and non-parametric
techniques which make no assumption about the underlying distribution. A popular parametric approach
is to assume a Gaussian distribution of data so that a variety of techniques - such as the Z-score pictured
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in Figure 13 - can be used to obtain an anomaly score for the data samples. Due to empirical success, the
assumption of normality is often made even when it does not hold in reality. The largest advantage and
disadvantage of statistical techniques is the assumption that the data fits an arbitrary distribution. If the
assumption holds true, then the results are statistically justifiable and easy to interpret; however, if it does
not, the technique may yield invalid or erroneous results. For a review of statistical anomaly detection and
formal statistical outlier detection, see [39, 56].

Fig. 13—The Z-score can be used to find outliers in Gaussian-distributed data [57]

Clustering and Neighborhood-Based

Though they are distinct classes of techniques, clustering and neighborhood approaches for anomaly
detection both work on the premise that anomalous data can be identified by some distance metric which
distinguishes it from nominal data. Clustering approaches make an assumption that the nominal and off-
nominal data spaces can be grouped into a number of well-defined clusters. Neighborhood approaches
detect anomalies by calculating their relative distance or density with respect to a local neighborhood.
While the learning itself is often performed in an unsupervised fashion, the overall approach may often be
considered semi-supervised because of the implicit assumption that effectively all of the training data is
nominal. Alternatively, some approaches also try to form explicit clusters for anomalies. Due to the fact
that the pretext task for these approaches is often a straightforward application of a preexisting unsupervised
technique, a large variety of clustering, neighborhood, and density-based anomaly detection algorithms exist.
For an overview, see [39].

Isolation-Based

Whereas many anomaly detection methods work by first profiling nominal behavior and subsequently us-
ing that profile to discriminate between nominal and off-nominal samples, isolation-based anomaly detection
methods take a fundamentally different approach by explicitly attempting to isolate anomalies from the rest
of the data. Intuitively, this approach can be explained by the observation that an anomaly should be signifi-
cantly easier to separate from the rest of the data than a nominal data point. The original ML isolation-based
anomaly detector is the Isolation Forest (IF or iForest) algorithm, which has served as the motivating basis
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for related approaches such as Extended Isolation Forest (EIF) and Half-Space-Trees (HS-Trees) [58–60].
The IF algorithm works by building an ensemble of random decision trees. Each tree makes random splits in
the data until every data point is isolated (i.e., separated from the rest of the data). The average path length
- the number of splits required to isolate the data point, averaged across all trees - is used as the basis for
determining an anomaly score. Empirically, anomalous points have a markedly shorter path length. The EIF
algorithm removes an inherent bias present in the original IF algorithm. Half-Space-Trees (HS-Trees) take
a partitioning approach similar to IF and can be applied to streaming data. A representation of an Isolation
Forest is shown in Figure 14.

Fig. 14—The Isolation Forest uses isolation path length as the basis for anomaly detection [61]

3.3.5 Other Approaches

Various other techniques for anomaly detection have been proposed. Information-theoretic techniques
operate on the assumption that anomalies can be identified by measuring their contribution to the information
complexity of a data set. Spectral techniques try to find anomalies by projecting the data onto a subspace of
a different dimension where anomalies are more easily found. Some versions of replicator and adversarial
models implicitly perform this type of data projection during the data compression phase. More recent
contributions to the field include the application of deep reinforcement learning to the active semi-supervised
anomaly detection approach [62].

3.3.6 Combination Methods

It should be noted that various algorithms may be used as constituents for an ensemble method or a
multi-step algorithm. For instance, the classical ensemble approach can be applied to anomaly detection
by combining the predictions of a number of different models in an effort to create a composite prediction
which is better than any of its constituents. Additionally, some techniques lend themselves to the creation of
a pipeline of algorithms, wherein the output of a given step is used as the input to another. For example, a ML
model may be used to perform representation learning such as feature extraction or dimensionality reduction,
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and the output of the model may be used in a subsequent step for further processing or determination of
anomaly scores. This is a common processing technique for methods which operate on complex high-
dimensional data and for approaches which utilize ML as a pre-processing step in the overall detection
pipeline.

3.3.7 Considerations for Spacecraft

The nature of the spacecraft telemetry anomaly detection problem imposes certain restrictions on the
algorithms which may be used. Telemetry is typically time series data, meaning that temporal context
is important when determining anomalies. Intuitively, telemetry values which are normal at one point in
time may be abnormal in another. Therefore, algorithms which do not incorporate temporal information
may be disadvantaged. Some methods incorporate temporal information as a byproduct of the model used,
such as those based on Long Short-Term Memory (LSTM). Other methods attempt to extend non-temporal
algorithms by applying a sliding window across the sequence. Additionally, telemetry is typically high-
dimensional and multivariate. For example, a thermal control system may be comprised of a number of
telemetry channels for multiple other subsystems. In order to form a comprehensive view of the system, some
level of system hierarchy and abstraction is needed. Therefore, algorithms which are limited to univariate
data are more limited in their applicability then their multivariate counterparts.

Learning paradigm is also a primary consideration, especially for spacecraft telemetry. For most anomaly
detection problems, examples of nominal behavior far exceed off-nominal examples. This is especially true
for spacecraft. Because spacecraft faults and anomalies are typically quite rare, it is often implausible to use
supervised learning to directly train a model. Thus far, approaches which operate in a semi-supervised or
unsupervised fashion have empirically shown better performance for tasks which do not have large amounts
of labeled data. While semi-supervised and self-supervised approaches are far more common, they are
typically not capable of improving detection capability over time through the use of explicit feedback on
whether a given detection was correct. In the longer term, active learning and other associated paradigms
may allow these methods to incrementally improve via a small number of expert-labeled examples.

3.4 Evaluation Principles

Evaluation of an integrated system requires the ability to quantify both the system’s overall performance
as well as the individual contribution of each constituent element. This is a difficult task for FM systems
in large part due to the V&V challenges which already exist in the field. In general it is not feasible to
predict all possible failure modes for a complex system, and therefore all analyses and tests are intrinsically
non-exhaustive [26]. Within the more narrow scope of telemetry monitoring and anomaly detection, it is
possible to simplify the evaluation problem through a comparison with other baseline telemetry monitoring
methods which are already used in practice. In the simplest case, a baseline method can be directly compared
with one or more ML methods. However, in the event that the ML component is integrated into a larger
system, it becomes necessary to demonstrate its specific contribution to the overall system.

3.4.1 Evaluation of Anomaly Detection Algorithms

For each input sample, the final output of an anomaly detection algorithm typically takes one of two
forms: an anomaly score measuring how anomalous the sample is, or a binary label which classifies the
sample into either the nominal or off-nominal class. In general, scores are regarded as a more flexible
and informative approach because they allow for a continuous spectrum of anomaly levels rather than two
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discrete states. Scores can also be converted to binary labels at any time by applying a threshold. However, it
becomes difficult in practice to directly compare algorithms which use differing scoring methods because the
scores themselves are often derived from fundamentally different concepts and assumptions. Additionally,
choosing a threshold for converting scores to labels can be challenging and often relies on a domain-specific
assumption about the data [39]. These challenges make it critical to establish well-defined evaluation criteria
and explicitly state any assumptions which may affect the results.

Careful selection of metrics is needed to ensure a complete and objective assessment. The typical
class imbalance inherent to the anomaly detection problem means that many traditional measures such as
accuracy, F-Measure, Average Precision (AVPR), and Area Under the Receiver Operating Characteristic
curve (AUROC) may artificially inflate performance [63]. One such example of this is binary accuracy;
a binary classifier which naively assigns each and every sample in a given data set to the nominal class
will likely score relatively well due to the high class imbalance [64]. It is commonplace to use the binary
True-False-Positive-Negative (TFPN) metrics - True Positive (TP), True Negative (TN), False Positive (FP),
and False Negative (FN) - as a basis for evaluation because they can be used to compute a multitude of other
derived metrics. A confusion matrix is a common way of using the TFPN metrics to characterize overall
performance both visually and numerically. An example layout of an anomaly detection confusion matrix is
shown in Figure 15. Each sample in a given evaluation data set is assigned to one of the four quadrants, and
the totals from each quadrant are used to determine performance. The general consensus in the literature is
that while some values such as the Matthews correlation coefficient are more objective than others, no single
quantity derived from the TFPN metrics is capable of a complete and objective characterization. Additional
consideration must be taken when comparing results across data sets which may have different statistical
qualities. In general, metrics with known biases may be used only if their bias can be explicitly quantified
and noted in the analysis. For an in-depth discussion of two-class classification metrics and their associated
strengths and weaknesses, see [63–66].

Anomaly detection in time series data is further complicated by the temporal dependence between data
samples. Notably, the classic confusion matrix does not account for a time dimension, so while it may offer a
global view of performance, it provides no insight into how a given algorithm performs locally in time [67].
This is an inherent drawback because time series data is often highly non-stationary and as a result a model’s
performance may differ drastically depending on temporal context. Additionally, the presence of contextual
and collective anomalies spanning multiple points in time leads to ambiguity regarding what constitutes a
"hit" for each of the TFPN metrics. Numerous approaches have been offered in the literature; for example,
a predicted detection which partially overlaps with a collective anomaly window may be scored as a true
positive, a false negative, or some combination of the two [23]. In general, application-specific definitions
of the TFPN metrics should be created which are tailored to the priorities of the detection problem [65, 67].

3.5 Software Products

A number of software packages are being developed which facilitate ML and anomaly detection research.
Python was chosen as the main development language due to its open-source licensing, ease of development,
flexibility, and preexisting support and infrastructure for ML and data science. Though it has been developed
to support this research, every reasonable effort has been made to create software which is highly modular and
supports a well-documented Application Programming Interface (API) such that it may be easily extended
to other similar or related problems.
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Fig. 15—Anomaly detection confusion matrix

3.5.1 General Software Tools

Several tools have been created in support of this research which may be broadly applicable outside
the domains of anomaly detection or ML. Tools identified as such during development have been moved to
separate repositories where they can be developed, tested, and released as standalone products either within
the NRL community or as open-source software. A Python utilities repository has been created which hosts
various common convenience and utility functions. For larger-scale tools, dedicated repositories have been
created. Currently, the two main tools are an ensemble builder and a statistical analysis repository.

Ensemble Builder

Ensemble ML methods form a composite model by combining the predictions of multiple individual
models. This is done in an effort to produce composite predictions better than that of any constituent model.
The ensemble builder developed as part of this code base is API-agnostic and can combine predictions
from arbitrary numbers and types of models, allowing for cross-library combinations. Batch processing
is supported for large models or data sets. It also supports model deactivation functionality so that the
contribution of any given model to the overall ensemble can be easily determined. While most common
prediction combination schemes are pre-implemented and readily available, it is possible to implement a
custom combination strategy if necessary.

Statistical Tools

Exploratory Data Analysis is a common initial step in many ML projects. Several tools were created to
help automate the EDA process, including computation and plotting of data set statistics, as well as statistical
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report generation. The reporting tool can also compare the statistics of multiple sets of data; this can be
used to detect concept drift within a single data stream or to compare the characteristics of different data
sets. In terms of anomaly detection, many algorithms assume a Gaussian distribution of data to justify
statistical conclusions about the nature and quantity of anomalies in a given data set. To test the validity
of this assumption, a tool was developed which performs a Kolmogorov-Smirnov test on a sample of data
to determine whether the assumption of normality is valid. Because the test can support any continuous
distribution, the tool was extended to all continuous distributions in the Scipy package [68]. The tool can
be used to quickly fit over 100 candidate statistical distributions to a sample of data to determine which
distributions, if any, are plausible fits of the data.

3.5.2 Anomaly Detection Code Base

The main software development effort has consisted of the creation of an anomaly detection code base
which serves as host to a large number of anomaly detection algorithms as well as experimentation and
evaluation tools. Where possible, open-source implementations of algorithms were leveraged to reduce
development time. Otherwise, algorithms were manually implemented as needed. Certain types of models
such as neural networks allow for extensive customization and architecture tuning; for these, model-building
tools were created to allow for rapid model creation and testing. Currently, the code base supports over 50
anomaly detection models, including open-source models from the PyOD [69] and PySAD [70] libraries,
individually-released open-source algorithms, and custom models. Custom-implemented models include
traditional and variational auto-encoders based on the LSTM architecture. Models and algorithms will
continue to be added to the repository as needed.

Packages such as TensorFlow, Keras, and Scikit-Learn each host an expansive set of metrics which can
be used interchangeably within the anomaly detection code base through the use of API-agnostic interfaces
[71–73]. For simple evaluations, stateless metrics can be used. For larger data sets, the code base supports
stateful metrics which can update in batches. Custom metrics can be derived from these or implemented
as needed for evaluation. In addition to metrics, an evaluation and ranking tool was created which is able
to automatically compare the performance of an arbitrary number of algorithms on a given problem. The
evaluation process is similar to and inspired by AutoML, which automatically tunes a number of models to
their best possible performance on the training data and subsequently evaluates them on the test data [74].

A suite of plotting tools has been developed in tandem with the rest of the code base on top of the
Plotly library [75]. The plotting module serves a number of functions for development, demonstration,
and deployment. Firstly, it aids Exploratory Data Analysis (EDA) as well as algorithm development and
debugging by providing data visualization. Secondly, it allows for presentation and analysis of detection
results. Thirdly, it is intended to allow for real-time data and algorithm monitoring in an application setting.
An ongoing effort is the creation of a near real-time dashboard which displays streaming data as well as the
detection of any anomalies. This dashboard may be used for human-in-the-loop feedback-based learning,
operational monitoring, and technology demonstrations.

4. CONCLUSION

Autonomous capability development continues to be an investment priority for the DoD and the U.S.
Navy. Health monitoring and FM are some of the most significant challenges standing in the way of more
resilient, reliable, and autonomous Navy space systems, and automated anomaly detection represents a single
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Fig. 16—Anomaly plotter highlighting the SMAP A-3 channel test anomaly

step toward that end. The first year of research established that ML methods offer an opportunity to rapidly
improve existing spacecraft anomaly detection efforts, and may potentially be applied to other areas of system
health monitoring. The second year of research will focus on the the proof of concept through the continued
development of the anomaly detection code base and the completion of experiments evaluating various
algorithms on telemetry data. In addition, integrated model approaches will be further investigated and
compared with data-driven methods. Health monitoring represents one of the most promising applications
of ML to U.S. Navy space system operations. This type of technology is mature enough to be extended
to existing systems, and stands to benefit the near-term Navy’s ground infrastructure and the future Navy’s
onboard satellite systems.
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Appendix A

ADDITIONAL APPLICATIONS OF ANOMALY DETECTION

The first year of research exposed several applications of anomaly detection to spacecraft operations
which extend beyond spacecraft FM. Though they have not been explored in-depth thus far, the Navy can
benefit from automated anomaly detection in multiple domains; one such application is the detection of both
nominal and off-nominal behavior as part of the Navy’s C4ISR efforts. As data processing needs continue to
expand, it becomes increasingly important for automated methods to be applied. In the near term, automated
anomaly detection can serve as a preliminary step in the C4ISR data processing pipeline, assisting human
operators by distilling massive amounts of data down to only the data which bears further investigation.
This may be applied to signal of interest detection in communications, situational awareness efforts, and
environmental monitoring. All of these applications will help shorten the latency between the collection of
raw data and the availability of actionable information.

Fig. A1—Global AIS data

As a motivating example, consider that anomaly detection algorithms may assist with ML-based MDA
efforts by modeling normal vessel behavior and flagging anomalous behavior for further analysis. Given that
millions of vessels must be accounted for by the U.S. Navy, there exists a substantial opportunity for anomaly
detection to drastically reduce the amount of data which must be inspected by humans. Figure A1 shows an
example of global Automatic Identification System (AIS) data which may be used as the basis for training
models. In the near term, vessel track data such as that from NRL’s Sea-Link Advanced Analysis (S2A)
system can be used to model normal vessel behavior and help reduce the processing load for human operators.
In the longer term, these models may work alongside humans and provide advanced decision-making insight
via learned pattern recognition.
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Acronyms

AI Artificial Intelligence.

AIS Automatic Identification System.

API Application Programming Interface.

BPTF Blossom Point Tracking Facility.

C4ISR Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance.

DoD Department of Defense.

DSB Defense Science Board.

EDA Exploratory Data Analysis.

FDIR Fault Detection, Isolation, and Recovery/Response.

FM Fault Management.

FMEA Failure Mode and Effects Analysis.

IoT Internet of Things.

ISHM Integrated System Health Management.

LSTM Long Short-Term Memory.

MBSE Model-Based Systems Engineering.

MDA Maritime Domain Awareness.

ML Machine Learning.

NASA National Aeronautics and Space Administration.

NCST Naval Center for Space Technology.

NDS National Defense Strategy.

NRL Naval Research Laboratory.

OOL Out-Of-Limits.

PNT Positioning, Navigation, and Timing.

TFPN True-False-Positive-Negative.

V&V Verification and Validation.
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