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Layered Graph Model for Cyber Resilience
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Example Data Sources
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CyGraph Analysis Dashboard
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Queries via Dashboard Interaction
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Saved Queries
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Inputs for Finding Vulnerable Paths
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Noel et al, “CyGraph: Graph-Based Analytics and Visualization for

Cybersecurity,” in Cognitive Computing: Theory and Applications Elsevier, 2016.
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Network Vulnerability Paths
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Prioritizing Alert Clusters
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Graph Query Analytics
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Mission Dependencies
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S. Musman, A. Turner, “A Game Theoretic Approach to Cyber Security Risk Management,” The Journal of Defense
Modeling and Simulation: Applications, Methodology, Technology, 2017.
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Mission Impacts
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© 2017 The MITRE Corporation. All rights reserved.

Approved for Public Release; Distribution Unlimited. Case Numbers 17-2332, 16-2764, 16-0800.

Level | (total mission failure)

wB SATC.OMcom prom ised

MITRE



14

CyGraph Roles in Cyber Resilience
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» Bodeau and Graubart, Cyber Resiliency Design Principles: Selective Use Throughout the Lifecycle and
in Conjunction with Related Disciplines, MITRE Technical Report MTR17001, 2017.

» Bodeau, Graubart, Heinbockel, and Laderman, Cyber Resiliency Engineering Aid — The Updated Cyber
Resiliency Engineering Framework and Guidance on Applying Cyber Resiliency Techniques, MITRE
Technical Report MTR140499R1, 2015.
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Questions?

Steven Noel
snoel@mitre.org
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