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Lie: “Experts do not need usability”

Security experts have a variety of specialties1

• Event monitoring

• Incident management

• Situational awareness

• Vulnerability management

Although the details change, systems used by experts almost never have the 

usability for the expert considered. 

1 https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2.1

https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2.1
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Areas of concern

• Intelligibility of measurements 

- Hinders inter-organizational communication, especially experts across sectors

• Consistency of human scoring 

- usability of the scoring system, gets into issues of language, non-native English 

speakers, etc.

• Timely delivery of scoring 

- For example, for CVSS humans need to create the scores
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Example

Common Vulnerability Scoring System (CVSS)

• “an open framework for communicating the characteristics and severity of 

software vulnerabilities.” (https://www.first.org/cvss/specification-document)

Example: CVE-2019-0708 Base Score: 9.8 CRITICAL

Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Assignment is inconsistent, standardization is opaque, target is one-size-fits-all

The general tone is that if the scoring system doesn’t work for you, it’s your fault

I’m working on a more usable alternative (https://github.com/CERTCC/SSVC)

• Stakeholder-specific Vulnerability Categorization

https://www.first.org/cvss/specification-document
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2019-0708&vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H&version=3.0&source=NIST
https://github.com/CERTCC/SSVC
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Discussion

Thanks very much!

spring [@] cmu [dt] edu [dt]   


