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ABSTRACT

ESTIMATING AND DEPICTING RISK DURING LARGE SCALE COMBAT
OPERATIONS, by MAJ Derek E. Taylor, 164 pages.

Risk management is an operational research area that has received increased attention
over the last few decades. Civilian organizations use risk management frameworks to
help supervisors make informed operational decisions. Army risk management doctrine
lacks techniques needed to facilitate operations process decision-making during large
scale combat operations. This thesis employed a qualitative methodology and content
analysis design to compare civilian risk management frameworks and adapt techniques
applicable to Army operations. Adapted techniques include framing, treatment options,
and risk matrix tailoring. These adapted techniques can more accurately estimate and
depict risk during large scale combat operations in a manner which facilitates commander
decision-making.
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CHAPTER 1

INTRODUCTION

Background

Risk management (RM) is an operation’s research area which has received
increased attention over the last few decades. This thesis defines RM as “the process to
identify, assess, and control risks and make decisions that balance risk cost with mission
benefits.” ! While most RM publications focus on areas such as manufacturing or finance,
RM equally applies to military operations.? Most military planners do not have RM
knowledge outside published Army doctrine. As a result, planners rely on doctrinal RM
techniques and tools to assess risks and make recommendations to supervisors.?

Casualty data after Operations Desert Shield and Desert Storm (1990-1991) drove
the need for RM doctrine. In these conflicts, accidents accounted for seventy-five percent
of Army losses. Only five percent resulted from fratricide, and only twenty percent from
enemy action.* As depicted in Table 1, Desert Shield and Desert Storm accidental loss

percentages far exceeded accidental loss percentages from Vietnam, Korea, and World

! Joint Chiefs of Staff (JCS), Joint Publication (JP) 3-0, Joint Operations
(Washington, DC: Government Printing Office, 2017), GL-14.

2 Jon W. Meredith, “Operational Risk and the American Way of Warfare”
(monograph, School of Advanced Military Studies, U.S. Army Command and General
Staff College, Fort Leavenworth, KS, 2011), 11.

3 F. L. Smith, “A History of the U.S. Army in Operations Research” (master’s
thesis, U.S. Army Command and General Staff College, Fort Leavenworth, KS, 1967), 2.

4 Headquarters, Department of the Army (HQDA), Field Manual (FM) 100-14,
Risk Management (Washington, DC: Government Printing Office, 1998), 1-2.

1



War II.° Senior leaders decided integrating RM into operations would help preserve
combat power.® This led to the Army’s first RM publication, FM 100-14 Risk

Management (1998), which introduced the RM framework still used today.

Table 1. Battle and Non-battle Casualties

Desert Shield!

Army World War Il Korea Vietnam Storm’
194219435 15501953 196315972 15501991

Accidents 5% 44% 54% T5%
Friendly Fire 1% 1% 1% 5%
Enemy Action 43% 55% 45% 20%

These numbers include the relatively long buildup time and short
period of combat action

Source: Headquarters, Department of the Army, Field Manual 100-14, Risk Management
(Washington, DC: Government Printing Office, 1998), 1-2.

NOTE: Casualty percentages due to accidental causes rose dramatically during
Operations Desert Shield and Desert Storm.

FM 100-14 defined RM as a process used to identify, assess, and control risks.
The manual introduced a RM framework containing three principles and a five-step
process. FM 100-14 articulated principles included: (1) integrating risk management into
mission planning, preparation, and execution, (2) making risk decisions at the appropriate
level in the chain of command, and (3) accepting no unnecessary risk. FM 100-14 steps

included: (1) identifying hazards, (2) assessing hazards to determine risks, (3) developing

>HQDA, FM 100-14, 1-2.

% Ibid., ii.



controls and making risk decisions, (4) implementing controls, and (5) supervising and

evaluating.’ Figure 1 depicts the five-step process.

Step 1. Identify Hazards

Apply METT-T

MISSIONS ’:|

New
Hazards Step 2. Assess Hazards
Lessons Estimate
Leamed probability
Estimate
Step 5. Supervise and Evaluate SEVerity

Supervise # Evaluate

Determine risk level for
each hazard and owerall
mission risk

New
Controls

S5tep 4. Implement Controls

Step 3. Develop Controls and
Make Risk Decision

Devel
controls

Determine residual risk
lewel for each hazard
and overall residual
mission risk

Make
decision

45 controls for hazards are identified and selected the hazards are
reassessed as in Step 2

Figure 1. Army Risk Management Cycle

Source: Headquarters, Department of the Army, Field Manual 100-14, Risk Management
(Washington, DC: Government Printing Office, 1998), 2-19.

NOTE: Army’s first RM process contained five cyclical steps. RM helped commanders
identify hazards and develop controls throughout mission execution. RM also provided
lessons learned to future mission planning.

"HQDA, FM 100-14, 1-1.



FM 100-14 characterized risk by a hazard’s severity and probability. Hazards,
according to FM 100-14, may result from an enemy, adversary, or environmental
condition.® More recent publications made a distinction between “hazard” and “threat”
with hazard referring to environmental conditions and threat referring to enemy actions.’
As used in this thesis, “hazard” encompasses both environmental conditions and enemy
actions.

In 2001 the Air Land Sea Application Center published FM 3-100.12 Risk
Management, a multiservice tactics, techniques, and procedures manual. This manual
emphasized RM as a means to facilitate interoperability. FM 3-100.12 introduced a
framework with four RM principles and a slightly modified five-step process. These
principles include: (1) accepting no unnecessary risk, (2) making risk decisions at the
appropriate level, (3) accepting risk when benefits outweigh costs, and (4) anticipating
and managing risk by planning. !° The five-step process replaced “hazard” with “threat”

and included minor adjustments to sub-steps. Figure 2 depicts these modifications.

8 HQDA, FM 100-14, 1-1.

? Headquarters, Department of the Army (HQDA), Army Doctrine Reference
Publication (ADRP) 3-0, Operations (Washington, DC: Government Printing Office,
2017), 1-2; Chairman of the Joint Chiefs of Staff (CJCS), Chairman of the Joint Chiefs of
Staff Manual (CJCSM) 3105.01, Joint Risk Analysis (Washington, DC: Government
Printing Office, 2016), B-3.

19 Headquarters, Department of the Army (HQDA), Field Manual (FM) 3-100.12,
Risk Management: Multiservice Tactics, Techniques, and Procedures (Washington, DC:
Government Printing Office, 2001), I-2 — I-3.

4
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Threaks
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Eeverty

¥

Azsess Theat
Frobabiity

L 2

Detemine risk leve for
each threat and overal

mission rsk

Develop Confrois and
Miake Risk Decisions

Develop Controls
amd Determine
FResidual Risk

Maikes Risk
Decisions

As controls for threats are identified and selected. the
Assess Threats Process is repeated

Figure 2. Revised Risk Management Cycle

Source: Headquarters, Department of the Army, Field Manual 100-14, Risk Management

(Washington, DC: Government Printing Office, 1998), 1-4.

NOTE: 2001 revisions replaced “hazard” with “threat” and made minor adjustments to

process sub-steps.

In 2006, the Army updated its RM doctrine with FM 5-19 Risk Management. FM
5-19 broadened RM’s applicability to include garrison operations and off duty activities.

Additionally, “composite risk management” replaced “risk management” to reflect a

holistic approach.




Currently, two publications comprise Army doctrinal RM: DA PAM 385-30 Risk
Management (2014) and ATP 5-19 Risk Management (2014). DA PAM 385-30 provides
administrative RM guidance and supports ATP 5-19. ATP 5-19 provides operational RM
guidance. Both publications retain FM 100-14’s five-step RM process and FM5-19’s
holistic approach. However, “composite risk management” reverted back to “risk
management” to align with joint doctrine. These publications also introduced Form 2977
Deliberate Risk Assessment Worksheet (DRAW), which replaced Form 7566, Composite
Risk Management Worksheet. !

When implementing RM, planners implement either a real-time or deliberate
approach. A real-time approach takes less time, but relies on intuition and experience. A
deliberate approach requires more time, but produces a more in-depth and accurate risk
depiction. When time permits, planners should use a deliberate approach, collecting data
and standardizing risk analysis using charts, codes and numbers. !? This thesis framed

discussions using a deliberate approach.

Purpose

The Army published its current RM doctrine in a post 9-11, counterinsurgency
era. As aresult, the Army’s renewed large scale combat operations (LSCO) emphasis

requires a RM doctrinal compatibility assessment. This thesis investigated RM doctrine

' Headquarters, Department of the Army (HQDA), Army Techniques Publication
(ATP) 5-19, Risk Management (Washington, DC: Government Printing Office, 2014);
Headquarters, Department of the Army (HQDA), Department of the Army Pamphlet (DA
PAM) 385-30, Risk Management (Washington, DC: Government Printing Office, 2014).

2HQDA, ATP 5-19, 1-1 — 1-2.



and approaches to provide LSCO planners with adequate tools to estimate, depict, and
treat operational risks. This investigation highlighted shortfalls and provided

recommendations adapted from other RM frameworks.

Problem Statement

Current Army RM doctrine fails to provide sufficient operational risk estimation
and depiction instructions. Furthermore, Army RM doctrine fails to provide a process
which illuminates risk prioritization and treatment options. To investigate current
doctrinal RM shortcomings, this research leveraged a single primary research question

and four associated secondary research questions.

Research Question

How can planners better estimate and depict operational risk during large scale

combat operations?

Secondary Research Questions

1. How does the Army conduct risk management?
2. Where does risk management fit into mission planning?
3. What LSCO elements must an operational risk management model address?

4. What techniques can assist in estimating and depicting risk?

Methodology

This thesis used a qualitative research methodology with a document analysis
design. Research document selection began with references listed within ATP 5-19.

These documents provided historical context to Army RM. ADP 3-0 contains the Army’s



most recent LSCO guidance. As a result, ADP 3-0 provided valuable insight and
additional references for assessing RM and LSCO.

RM concepts within ATP 5-19 served as initial codes to analyze ADP 3-0. These
codes included themes related to risk, hazards, probability, consequence, success, and
failure. Extracted passages provided additional doctrinal references. Analyzing these
doctrinal documents revealed insufficient operational risk estimation and depiction
instructions. To address the ATP 5-19 and ADP 3-0 shortcomings, non-doctrinal RM
frameworks were analyzed. Chapter three describes the research methodology in more

detail.

Limitations

The research in this thesis represents a thorough, but not exhaustive RM
discussion. Nearly every military doctrinal publication discusses risk. Time limitations as
well as publication classification prevented an exhaustive doctrinal consolidation and
analysis. However, research in this thesis includes all current doctrinal publications
governing RM and LSCO.

Likewise, innumerable civilian RM publications prevented an exhaustive analysis.
However, chosen primary publications influenced many government and industrial RM
programs worldwide. Other cited publications were chosen based on applicability and
clarity in addressing the research problem. This thesis draws upon techniques found in
credible non-doctrinal RM frameworks, however, information concerning their

applicability and credibility in combat does not exist.



Delimitations

One can find many different risk management processes. Although these
processes differ slightly from one another, they generally share conceptual steps. The
U.S. Army has a five-step RM process. This thesis used the five step process as a
discussion baseline. Thesis discussion considered deliberate RM. A real-time RM
approach which applies to crisis response or condensed planning processes was not

discussed.

Summary

Army RM doctrine resulted from high accidental casualty percentages during
Operations Desert Shield and Desert Storm. Senior leaders emphasized RM as a means to
conserve combat power. Currently ATP 5-19 and DA PAM 385-30 together, comprise
Army RM doctrine. Their publication in 2014 predates current doctrine emphasizing
LSCO. As aresult, a doctrinal compatibility assessment is warranted.

Chapter one provided background information to Army RM and issues related to
a renewed LSCO emphasis. Chapter two provides a literature review and addresses each

secondary research question in preparation for analysis.



CHAPTER 2

LITERATURE REVIEW

Introduction

This literature review draws upon Army doctrine, civilian RM frameworks, and
research from several other authors both within and outside the military. Chapter two
begins with a problem statement and research question review. Each secondary research
question will then be addressed in a literature review. Information discussed here

establishes a foundation for chapter four analysis.

Problem Statement

Current Army RM doctrine fails to provide sufficient operational risk estimation
and depiction instructions. Furthermore, Army RM doctrine fails to provide a process
which illuminates risk prioritization and treatment options. To investigate current
doctrinal RM shortcomings, this research leveraged a single primary research question

and four associated secondary research questions.

Research Question

How can planners better estimate and depict operational risk during large scale

combat operations?

Secondary Research Questions

1. How does the Army conduct risk management?
2. Where does risk management fit into mission planning?
3. What LSCO elements must an operational risk management model address?

4. What techniques can assist in estimating and depicting risk?
10



In answering secondary research question one, this chapter drew upon the Army’s
capstone RM publications, ATP 5-19 and DA PAM 385-30. ATP 5-19 provided
operational RM guidance. DA PAM 385-30 focused on administrative RM. !* Material
from other joint and Army publications provided context and clarity. Understanding
Army RM set the foundation for subsequent analysis.

To address secondary research question two, this chapter reviewed Joint and
Army planning methodologies. Comparing methodologies, RM planning responsibilities
were outlined. Joint and Army operations process and LSCO doctrine provided necessary
background material.

Answering secondary research question three required reviewing historical Army
RM doctrine and current LSCO doctrine. Doctrine revealed common RM considerations
among several doctrinal publications.

To address secondary research question four, this chapter drew upon non-Army
RM frameworks. These frameworks include techniques to better estimate, depict, and
treat risk. Frameworks used include the International Organization for Standardization
(ISO), International Risk Governance Council (IRGC), Institute of Risk Management,
and Joint Risk Analysis Framework. Commentary from other authors whose writings
reference these organizations also contributed. This section’s information establishes the

foundation for chapter four’s analysis.

3 HQDA, ATP 5-19, iii.
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Secondary Research Question 1:
How does the Army conduct Risk Management?

Army Risk Management

The Army defines RM as “the process of identifying, assessing, and controlling
risks arising from operational factors and making decisions that balance risk cost with
mission benefits.” ¥ ATP 5-19 serves as the Army’s capstone operational RM reference.
It aligns with joint doctrine to facilitate joint operations. !> The Army RM framework
contains four RM principles and five steps.

The four principles include: (1) integrating RM into all phases of missions and
operations, (2) making risk decisions at the appropriate level, (3) accepting no
unnecessary risk, and (4) applying RM cyclically and continuously. Implementing these
principles properly during operations helps maintain combat power, thus improving a
commander’s ability to accomplish current and future operations. '¢

When implementing RM, planners use either a real-time approach or a deliberate
approach. A real-time approach takes less time, but relies on intuition and experience. A
deliberate approach employs analytical methods within an established process.!” A
deliberate approach produces more in-depth, accurate risk depictions. When using a

deliberate approach, planners implement five RM steps. '*

“HQDA, ATP 5-19, 1-1.
5 Ibid., v.

16 Ibid., 1-1.

7 Ibid.

¥ Ibid., 1-2.
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The five RM steps include: (1) identifying the hazards, (2) assessing the hazards,
(3) developing controls and making risk decisions, (4) implementing controls, and (5)
supervising and evaluating. Steps 1 and 2 comprise the assessment phase and steps 3

through 5 comprise the management phase.

1.
ldentify the
hazards

Supervise and
evaluate

Assessment 2.
Assess the

~ hazards

Management ™

4, -
=
Implement ~
controls
3.
Develop controls
and make -
risk decisions AR

Figure 3. Assessment Steps and Management Steps
Source: Headquarters, Department of the Army, Army Techniques Publication 5-19 Risk
Management (Washington, DC: Government Printing Office, 2014), 1-4.

NOTE: Current Army RM doctrine reverted back to using “hazard” within step titles.
Doctrine also divided steps into two phases: assessment and management.

Assessment Phase

During assessment, planners identify hazards and make initial estimates

concerning their likelihood and consequence to mission accomplishment. When

13



identifying hazards, planners use mission and operational variables. !° Mission variables
include: mission, enemy, terrain and weather, troops and support available, time
available, and civil considerations. Operational variables include: political, military,
economic, social, information, infrastructure, physical environment, and time. >
Depending on mission objectives, certain mission variables or operational variables
increase operational risk.

Hazard identification methods include considering mission variable second and
third order effects or connecting loss scenario elements. Loss scenarios contain three
elements: source, mechanism, and outcome. A source is a mishap prerequisite.
Mechanisms are how sources manifest themselves. And outcomes are undesired events
resulting from mechanisms occurring due to source presence. Repeated questioning
concerning why an undesired event might occur leads to hazard root cause
determination. ?! Planners create a consolidated hazard list prior to assessing hazards.

When assessing hazards, planners consider likelihood and mission
accomplishment consequences. Likelihood and consequence are also referred to as
probability and severity, respectively. ?? Probability and severity are independent of one

another. Estimating one has no direct impact on the other. ?* Planners use probability and

9 HQDA, ATP 5-19, 4-3.
20 Ibid., 1-2.
21 Ibid., 1-4.

22 Joint Chiefs of Staff (JCS), Joint Publication (JP) 5-0, Joint Planning
(Washington, DC: Government Printing Office, 2017), A-2.

2 HQDA, ATP 5-19, 1-6.
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severity together with a risk assessment matrix (RAM) to determine each hazard’s risk
level.

ATP 5-19 divides probability into five levels: Unlikely, Seldom, Occasional,
Likely, and Frequent. A hazard’s occurrence likelihood ranges between 0 (will not occur)
and 1 (will definitely occur).?* When possible, planners use numerical probability values.
Items such as mission type, scheme of maneuver, similar occurrence frequency, and
historical data can help planners more accurately estimate probability. *°

Exposure intervals make probability more meaningful. Exposure intervals
represent how often and for how long personnel and equipment encounter a hazard.
Longer hazard exposure increases risk. 2

During decision briefs, planners paint a clear picture by describing risk using
mission success likelihood, objectives timelines, and force impact. Since this process
depends on perspective and experience, planners must be able to explain their resultant
military risk probability evaluation. ?’

Severity refers to mission-impairing factors including injury and property
damage. ATP 5-19 divides severity into four categories: catastrophic, critical, moderate,

or negligible. ?® Planners use historical data, intuitive analysis, and personal judgement to

2 HQDA, DA PAM 385-30, 6.
23 HQDA, ATP 5-19, 1-7.

26 Tbid., 1-8.

27JCS, JP 5-0, V-14.

2 HQDA, ATP 5-19, 1-6.
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determine hazardous event impact on overall mission outcome. 2’ Table 2 depicts ATP 5-

19 severity levels and associated sample consequences.

Table 2.  ATP 5-19 Severity Levels with Example Consequences

Level Sample consequences
+ Complete mission failure or the loss of ability to accomplish a mission.
+  Death or permanent total disability.
! +  Loss of major or mission-critical systems or equipment.
Catastrophic +  Major property or facility damage.
+«  Severe environmental damage.
+ Unacceptable collateral damage.

+  Significantly degraded mission capability or unit readiness.
+ Permanent partial disability or hospitalization of at least 3 personnel.

i + Extensive major damage to equipment or systems.

Critical
+ Significant damage to property or the environment.
+  Significant collateral damage.
W + Degraded mission capability or unit readiness.
Moderate +  Minor damage to_eqmpmgnt or systems, property, or the environment.
+ Lost days due to injury or iliness.
+«  Minimal injury or damage.
w + Little or no impact to mission or unit readiness.
Negligible »  First aid or minor medical treatment.

. Little or no property or environmental damage.

Source: Headquarters, Department of the Army, Army Techniques Publication 5-19 Risk
Management (Washington, DC: Government Printing Office, 2014), 1-9.

NOTE: Doctrinal example severity levels account for numerous risk categories.
Categories include: mission accomplishment, soldier injury or death, property damage
and environmental damage.

DA PAM 385-30 provides quantitative severity level definitions. These severity

levels reflect an administrative focus. Each level has distinct quantifiable definitions and

2 JCS, JP 5-0, V-14.
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units tailored to categorize personnel and equipment loss or damage in a garrison or

training environment. >* Table 3 depicts these severity levels.

Table 3.

DA PAM 385-30 Severity Levels

Severity

Symbol

Cuantitative
value —
Injury or lliness!

Cuantitative
value —
Dollars!

Definition

Catastrophic

1 or more death or perma-
nent total disability

Loss equal to 32 million or
more

Death, unacceptable loss or damage,
mission failure, or unit readiness elimi-
nated

! Quantitative values are based on definitions for Class A through D accidents. See AR 385-10.

Critical 1 1 or more permanent pariial | Loss equal to or greater | Severe injury, iliness, loss, or damage;
disability or hospitalization of | than $500 thousand but significantly degraded unit readiness or
at least 3 personnel less than $2 million mission capability

Moderate m 1 or more injury or iliness Loss equal to or greater | Minor injury, iliness, loss, or damage;
resulfing in lost fime than $50 thousand but degraded unit readiness or mission ca-

less than $500 thousand | pability

Megligible v 1 or more injuries or ilinesses | Loss less than 50 Minimal injury, loss, or damage; litfle or
requiring first aid or medical |thousand no impact to unit readiness or mission
treatment capability

Motes:

Source: Headquarters, Department of the Army, Department of the Army Pamphlet 385-
30, Risk Management (Washington, DC: Government Printing Office, 2014), 7.
NOTE: Quantitative definitions allow planners to easily and objectively determine

severity levels for different asset categories.

The RAM breaks down probability level and severity level intersections into four

risk levels. These risk levels include extremely high, high, medium, and low. Frequent

events with catastrophic consequences fall into extremely high risk levels. Unlikely

events with negligible consequences fall into low risk levels. Each identified hazard risk

level in step two is an initial assessment; planners re-assess each hazard during step three

3" HQDA, DA PAM 385-30, 7.
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after they develop controls and commanders make risk decisions.>! Table 4 depicts the

ATP 5-19 RAM with its associated severity, probability, and risk levels.

Table 4. Risk Assessment Matrix

Probability (expected frequency)
Frequent: Likely: Occasional: Seldom: Unlikely:
. - Continuous, Several or Sporadic or Infrequent Possible
R'SR Assessment Mat"x reqular, or numerou s intermittent QCCUITENCES OCCUMTENCes
inevitable QICUrrences QCCUITences but imprebable
QCCUITENces
Severity (gxpecled conseguence) A B (4 D E

Catastrophic: Mission failure, unif readiness eliminated;
death, unacceptabie loss or damage

Critical: Significantly degraded unif readiness or mission
capability; severe injury, fliness, loss or damags

Moderate: Somewhaf degraded unit readiness or mission
capability, minor infury, liness, foss, or damage

Negligible: Litle or no smpact to unit readiness or mission
capabiiity, minimal infury, lbss, or damage

Legend: EH - Extremely High Risk H - High Risk M - Medium Risk L - Low Risk

Source: Headquarters, Department of the Army, Army Techniques Publication 5-19 Risk
Management (Washington, DC: Government Printing Office, 2014), 1-7.

NOTE: The Army RAM contains four severity levels and five probability levels. Severity
and probability intersections determine hazard risk levels. The Army RAM contains four
risk levels.

The Management Phase

The management phase involves RM steps three through five: (3) developing
controls and making risk decisions, (4) implementing controls, and (5) supervising and

evaluating. A control is a method to eliminate or reduce risks. Making risk decisions

S'HQDA, ATP 5-19, 1-9.

18



involves deciding which risks to accept and which to control. Risk severity and available
resources impact risk decisions. >

During step three, planners develop controls and commanders make risk
decisions. This step begins with appropriate echelon commanders determining mission
risk tolerance and making initial risk treatment decisions. Risk tolerance is a “level of
risk the responsible commander is willing to accept.”** ATP 5-19 and DA PAM 385-30
advise using controls to treat every risk. However, ATP 5-19 and DA PAM 385-30 also
indirectly discuss four treatment options: accepting, avoiding, transferring, or reducing
risk. >4

Reducing hazard risk requires one or more controls. A control is an “action taken
to eliminate a hazard or to reduce its risk.”3* Preferably, planners control hazards at their
sources. *® When seeking to reduce a specific risk, one can lower probability value,
consequence value, or both.3” One can even increase one variable’s value,
correspondingly lower the other value, and still lower overall risk. Figure 4 depicts

possible risk reduction paths.

32 HQDA, ATP 5-19, 1-1.

3 bid., 1-2 — 1-10.

3 HQDA, ATP 5-19, 1-2 — 1-16, 4-13; HQDA, DA PAM 385-30, 9.
3 HQDA, ATP 5-19, 1-2.

3 Ibid., 1-11.

37.CJCS, CICSM 3105.01, B-5.
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Probability (expected frequency)
Frequent: Likely: Occasional: Seldom: Unlikely:
. - Continuous, Several or Sporadic or Infrequent Possible
Risk Assessment Matrix regular, or numerous intermittent | occurrences | occurrences
inevitable oCCurrences occurrences but improbable
OCGUITENCES
Severity (expected consequence) A B c D E

Catastrophic: Mission failure, unif readiness eliminafed;
death, otabie foss or d

Critical: Significantly degraded unit readiness or mission
capability; severe injury, iliness, loss or damage

Moderate: Somewhat degraded unit readiness or mission
capabllity; minor injury, liness, loss. or damage

Negligible: Litie or no impact fo unit readiness or mission
capablfiity, minimal injury, loss, or damage

Legend: EH - Extremely High Risk H - High Risk M - Medium Risk L - Low Risk

Figure 4. Risk Reduction Paths

Source: Adapted from Risk Assessment Matrix, Headquarters, Department of the Army,
Army Techniques Publication 5-19 Risk Management (Washington, DC: Government
Printing Office, 2014), 1-7.

NOTE: Path (A) reduces probability only. Path (B) reduces severity only. Path (C)
reduces both probability and severity. Path (D) lowers severity, but raises probability.
Path (E) lowers probability, but raises severity.

Figure 4 depicts five risk reduction paths. Understanding risk reduction options
provides planners flexibility. A commander may influence risk levels by weighting
probability or consequence more heavily. Furthermore, a commander may also choose
not to accept lower residual risk levels if either probability or severity increase. *8

After identifying controls, a RAM helps planners re-assess each respective risk

level. Leftover risk is called “residual risk.”3° Current doctrine does not limit risk

38 CJCS, CICSM 3105.01, B-5.
3 HQDA, ATP 5-19, 1-10 — 1-13.
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reduction. Therefore, with proper controls, hazards with extremely high initial risk levels
can have low residual risk levels.

If residual risk exceeds tolerance, planners have three options: (1) repeat step
three and further develop controls to lower residual risk levels; (2) choose another
treatment method, which may mean altering the plan; and (3) recommend a change to
risk tolerance levels. Ultimately, commanders make decisions regarding residual risk

acceptability. Figure 5 depicts this process using a risk treatment decision tree.

Identify
Hazards

Identify Hazard fe=—

Assess Initial
Risk Level

Assess
Hazards

YES |
| Initial risk acceptable? I > Accept

o] NO =
=
a ] ) 1 ]
= >
£ - @ Reduce Transfer Avoid =
£ ﬁ 0| | (Probability or Severity) (In full or in part) &
= 1]
L% § g 1 Part Part 2
@ . j
g o3 Develop Retained | Transferred éa_
Controls vlv &
I Assess
- Residual Risk
S Level
I
8 g NO | d YES
g3 | Residual risk acceptable?

Implement
Controls

Figure 5. Risk Decision Tree

Source: Created by author. Adapted from Jan Emblemsvag, ed., “The Structure of Risk
Treatment Stage,” in Risk Management for the Future: Theory and Cases (Rijeka,
Croatia: InTech, 2012), 16, accessed 17 January 2019, https://doi.org/10.5772/1809.
NOTE: Planners follow a planning and decision cycle to bring hazards within acceptable
risk levels.
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The five step RM process guides planners through risk treatment decisions.
Ultimately, each known hazard’s residual risk levels is tolerable. Planners begin by
identifying a hazard and assessing its initial risk level. If acceptable, planners simply
supervise and evaluate. If initial risk is deemed unacceptable, planners choose to either
reduce, transfer, or avoid the hazard. For any part still retained, planners assess residual
risk. If deemed acceptable, planners implement controls, then supervise and evaluate. If
deemed unacceptable, planners continue to make risk decisions and implement controls
until residual risk is acceptable. This process continues for each identified hazard.

After planners have identified optimal treatment methods and controls, they
recommend an overall mission risk level to the commander. Residual risk levels may
differ for each hazard. Nevertheless, overall risk level is at least equal to the highest
residual risk level. Commanders determine overall mission risk level and may decide
multiple lower level risks combined warrant a higher overall risk level. *

During step four, planners and Soldiers implement controls. Implementing
controls normally coincides with the Army operations process preparation phase.
Determining, implementing, and managing each control is crucial to ensure accurate
residual risk levels. As listed in ATP 5-19, controls include overlays and graphics, drills,
training, additional communications links, personal protective equipment standards, and

safety briefs. 4!

0 HQDA, ATP 5-19, 1-13 — 1-14.
4 Ibid., 1-14.
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In step five, commanders supervise and evaluate the mission. Commanders and
planners ensure each control is implemented and performed to standard. ** Post-mission
subordinate feedback helps commanders and planners identify effective controls and
where unforeseen hazards arose.* Commanders make risk decisions, develop controls,

and implement additional controls as needed throughout mission execution. **

The Deliberate Risk Assessment Worksheet

Form 2977 Deliberate Risk Assessment Worksheet (DRAW) is a tool to document
RM step outputs. An Army DRAW has fifteen sections. Sections one through three
contain administrative items to include mission description, worksheet preparation date,
and preparing individual contact information. Sections four through eleven contain
information pertaining to RM steps one through four. And sections twelve through fifteen
contain information pertaining to RM step five.

Planners record RM step one through four information in DRAW sections four
through eleven. Section four through fifteen descriptions follow. Section four contains
mission phases or subtasks warranting RM. Section five contains identified phase or
subtask hazards. Using a RAM, planners record initial risk levels for each hazard in
section six. Section seven contains control descriptions. Section eight contains

implementation instructions and responsibility. Section nine contains residual risk levels.

“2HQDA, ATP 5-19, 1-15.
+ Ibid., 1-16.
4JCS, JP 3-0, I11-20.
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Section ten contains overall residual risk level.*> DRAWs can expand to accommodate as

many hazards as needed. Figure 6 depicts sections four through ten.

Five steps of Risk Management: (1) Identify the hazards (2) Assess the hazards (3) Develop confrols & make decisions
(4) Implement conirols (5) Supervise and evaluate (Step numbers not equal fo numbered items on form)
4. SUBTASK/SUBSTEP OF | 5. HAZARD 6. INITIAL 7. CONTROL 8. HOW TO IMPLEMENT/ 9. RESIDUAL
MISSIONITASK RISK LEVEL WHO WILL IMPLEMENT RISK LEVEL
How:

Who:
10. OVERALL RESIDUAL RISK LEVEL (Al controls implemented).
EXTREMELY HIGH HIGH MEDIUM Low

Figure 6. Form 2977 Sections 4-10
Source: Department of Defense, Form 2977, Deliberate Risk Assessment Worksheet
(Washington, DC: Government Printing Office, 2014).

NOTE: Figure 6 depicts DRAW sections four through ten. Planners record information
from RM steps one through four in these sections.

Planners determine overall risk levels based on control complexity and potential
synergistic and cumulative effects. Even if each individual hazard is lower than a certain
level, raising overall risk may be appropriate. For example, even if all assessed hazards

range between low and moderate, a commander may select an overall high risk level. To

4 Department of Defense (DoD), Form 2977, Deliberate Risk Assessment
Worksheet (Washington, DC: Government Printing Office, 2014), 3.
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help visualize appropriate risk levels, planners sort hazards and controls by residual risk

level with highest on top. *® Figure 7 depicts DRAW sections eleven and twelve.

11. OVERALL SUPERVISION PLAN AND RECOMMENDED COURSE OF ACTION

12. APPROVAL OR DISAPPROVAL OF MISSION OR TASK Approve Disapprove

a. Name (Last, First, Middle Initial) b. Rank/Grade c. Duty Title/Position d. Signature of Approval Authority

e. Additional Guidance:

Figure 7. Form 2977 Sections 11-12
Source: Department of Defense, Form 2977, Deliberate Risk Assessment Worksheet
(Washington, DC: Government Printing Office, 2014).

NOTE: Figure 7 depicts DRAW sections eleven and twelve. Planners summarize the RM
plan in section eleven and commanders give formal approval in section twelve.

Planners use section eleven to summarize the RM plan, specify concern areas, and
make commander recommendations. The risk approval authority, often a commander,
approves or disapproves a DRAW based on staff recommendations. *’ Section twelve
annotates formal approval. This approval gives planners and subordinate units a tangible,

consolidated, and validated mission planning and execution RM reference.

4 HQDA, ATP 5-19, 1-13 — 1-14.
47 DoD, Form 2977, 3.
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During mission preparation and execution, planners may identify additional
hazards. Previously identified hazards may also change. Planners review and revise
mission DRAWs regularly. A designated RM officer (usually from the protection cell)
will annotate worksheet changes. Commanders make additional risk decisions when
overall risk level rises. *® Following mission execution, planners collect RM feedback
which helps evaluate hazard identification accuracy and control effectiveness. Sections
thirteen through fifteen document feedback information. Documented feedback serves as
a future planning reference. Figure 8 depicts sections thirteen through fifteen which

record RM review data and lessons learned.

13. RISK ASSESSMENT REVIEW (Reguired when assessment applies to ongoing operafions or aclivities)

a. Date b. Last Name ¢. Rank/Grade d. Duty Title/Position e. Signature of Reviewer
—

14. FEEDBACK AND LESSONS LEARNED

15. ADDITIONAL COMMENTS OR REMARKS

Figure 8. Form 2977 Sections 13-15

Source: Department of Defense, Form 2977, Deliberate Risk Assessment Worksheet
(Washington, DC: Government Printing Office, 2014).

NOTE: Planners conduct periodic risk assessment reviews and record lessons learned in
DRAW sections thirteen through fifteen.

8 DoD, Form 2977, 3.
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Summary

Army RM contains four principles and five cyclical steps. Adherence to these
principles and steps enables planner and commander operational risk understanding.
Armed with this understanding, planners and commanders make informed risk treatment
decisions. The Army provides the RAM and DRAW as tools to help planners organize

RM process outputs. Table 5 lists several RM tool benefits.

Table 5. RAM and DRAW Utility

RM Tool Utility

Provides flexibility and allows for intuition and personal judgement
Specifies commander approved risk tolerance

Worksheet accounts for risk controls

Rapidly assesses hazards

Defines hazard probability, consequence, and risk levels
Incorporates mission and operational variables

Allows for intuition and personal judgement

Consolidates and prioritizes identified risks

Determines risk costs and mission benefits by phase

Identifies risk areas for each involved domain

Provides control measures, management, and prediction accuracy feedback

Source: Created by author.
NOTE: Army RAM and DRAW are useful tools which facilitate RM. Table 5 depicts
consolidated doctrinal RAM and DRAW utility descriptions.
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Secondary Research Question 2:
How does risk management fit into mission planning?

LSCO represents combat’s most extreme and complex form. Corps and higher
echelons command LSCO operations and campaigns.*’ To answer the research question,
this thesis addresses planning methodologies used at Corps and higher echelons.

The Army subscribes to three mission planning methodologies: Army design
methodology, military decisionmaking process (MDMP), and troop leading procedures.
The commander and staff integrate “RM throughout these methodologies.” > MDMP
serves as the Army’s battalion and above planning methodology. MDMP is an iterative
process which enables situation and mission understanding, course of action
development, and operations plan or order production. !

Corps and higher echelons often conduct joint operations. When planning joint
operations, commanders and staffs use the joint planning process (JPP).>? JPP aligns

activities and resources to achieve objectives. JPP also enables cost-benefit relationship

4 Headquarters, Department of the Army (HQDA), Field Manual (FM) 3-0,
Operations (Washington, DC: Government Printing Office, 2017), 1-1; JCS, JP 3-0, II-4.

59 Headquarters, Department of the Army (HQDA), Army Techniques Publication
(ATP) 3-92, Corps Operations (Washington, DC: Government Printing Office, 2016), 2-
2.

3! Headquarters, Department of the Army (HQDA), Army Doctrine Reference
Publication (ADRP) 5-0, The Operations Process (Washington, DC: Government
Printing Office, 2012), 2-4 —2-11.

52 Headquarters, Department of the Army (HQDA). Army Doctrine Publication
(ADP) 5-0, The Operations Process (Washington, DC: Government Printing Office,
2012), V-1.
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and risk examination to determine preferable courses of action (COA).>* This section
establishes RM’s relationship to JPP and MDMP. Because JPP and MDMP steps nearly
mirror one another, these methodologies are discussed together.

This section leads to a consolidated RM output list applicable to either planning
methodology. Where joint and Army term definitions differ, this thesis defaults to Army
terminology. This thesis follows a deliberate RM approach and does not discuss RM as it
relates to crisis response or when formal planning processes are condensed. Figure 9

depicts RM and planning methodology integration.

I. Identify the Hazard

Il. Assess the Hazard | WARNORD
COA COA T )
Iil. Develop Controls & Development Development
Make Risk Decisions
COA Analysis COA Analysis
and Wargaming (War Game)
COA COA
Comparison Comparison
COA Approval COA Approval

IV. Implement Controls

Planning
Initiation

Receipt of
Mission

—

| WARNORD

Mission Analysis

Mission Analysis

WARNORD

Orders
Plan or Order Production,
. Development Dissemination,
V. Supervise & Evaluate Teanshion

Figure 9. Military Planning and RM Processes

Source: Created by author using Joint Chiefs of Staff, Joint Publication 5-0, Joint
Planning (Washington, DC: Government Printing Office, 2017), V-2; Headquarters,
Department of the Army, Army Techniques Publication 5-19, Risk Management
(Washington, DC: Government Printing Office, 2014), 4-1.

NOTE: Each RM step corresponds to a planning methodology step.

33 JCS, JP 3-0, 11-5.
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Step 1: Planning Initiation and Receipt of Mission

JPP step one and MDMP step one differ more than each other step. In MDMP, a
commander and staff receive an order prior to mission planning. Joint operations often
involve planning with limited strategic leader and policy guidance.>* This section

separately describes RM as it applies JPP and MDMP.

JPP Step 1: Planning Initiation

Planning initiation involves a detailed operational environment analysis. It
incorporates operational art and operational design elements to identify ways to shape
battlefield environments. > During planning initiation, commanders use operational
design to answer the following questions: >

(1) What are the objectives and desired military end state? (Ends)

(2) What sequence of actions is most likely to achieve those objectives and

military end state? (Ways)

(3) What resources are required to accomplish that sequence of actions? (Means)

(4) What is the likely chance of failure or unacceptable results in performing that

sequence of actions? (Risk)

Two foundational risk resources available to aid joint planners during step one

include the Chairman’s Risk Assessment and combatant commanders’ strategic

>4 JCS, JP 5-0, V-4.
>3 Ibid.
6 Tbid., 11-4.
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estimates. >’ The Chairman of the Joint Chiefs of Staff updates the Chairman’s Risk
Assessment annually. This assessment includes risks to national interests, risks to
military, and resource requirements to address those risks. Furthermore, it facilitates
meeting targeted policy objectives by aligning strategic ends, ways, and means. This risk
assessment represents combatant commanders’ views. >

Combatant commanders’ strategic estimates include regional national interests,
national interest vulnerabilities, and capabilities to protect those interests. Combatant
commanders work closely with senior DOD leaders to reach shared strategic and military
risk understanding. Together they determine acceptable risks and establish risk controls
to minimize accepted risk effects. >’

During JPP step one, commanders provide planners their initial commander’s
intent. A commander’s intent includes a purpose statement, end state, and associated risk
statement. A risk statement defines where and when commanders willingly accept risk. %
Joint planners must understand accepted risks and higher commander directed risk

controls prior to initiating planning.

MDMP Step 1: Receipt of Mission

MDMP step one is receipt of mission. With regard to RM, planners in this step

identify hazards and acknowledge higher headquarters’ accepted risks. When identifying

S7.CJCS, CICSM 3105.01, A-2; IJCS, JP 5-0, I1I-14.
38 CJCS, CICSM 3105.01, A-2 — A-3.

2]CS, JP 5-0, 11I-14.

% Tbid., IV-19.
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risks, planners consider mission variables, operational variables, risk tolerance, higher
headquarters’ directed controls, and adjacent unit controls. If organic assets cannot
mitigate risks posed from mission and operational variables, commanders request
additional assets. Commanders must know higher commanders’ risk tolerances and risk
level decision authorities. Each warning order (WARNORD) and operations order
(OPORD) should contain this information. Additionally, each WARNORD and OPORD
should specify controls implemented by higher headquarters. ®!

Upon receipt of mission, commanders and staffs assess how controls impact or
detract from the primary mission and begin control coordination along unit boundaries. %
MDMP outputs, which help commanders and staffs begin RM, include updating running
estimates, issuing commander’s initial guidance, and establishing time allocations. Step
one concludes with WARNORD one publication. %

Each staff section maintains a running estimate. ** Running estimates identify and
prioritize issues, risks, and deficiencies. Estimates also include mitigation
recommendations and sourcing requirements. *> RM is often perceived as solely a safety

officer responsibility. However, Army doctrine integrates RM into all Army processes

S HQDA, ATP 5-19, 4-2 — 4-3.

62 Ibid.,

63 Ibid., 3-3.

%4 Headquarters, Department of the Army (HQDA), Field Manual (FM) 6-0,
Commander and Staff Organization and Operations (Washington, DC: Government
Printing Office, 2014), 8-1.

%5 Ibid., 8-2.
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and activities. % RM goes beyond safety and includes risks which affect mission
outcomes. While “conduct risk management” is a protection warfighting function task,
proper integration and synchronization throughout the Army operations process requires
all staff sections incorporate RM into running estimates and provide risk mitigation
control recommendations. %’ A designated officer, normally within the protection cell,
consolidates staff risk assessments. A consolidated assessment helps commanders and
staffs integrate risk management throughout mission planning and execution. %

Army doctrine lists three integrating processes: RM, targeting, and intelligence
preparation of the battlefield (IPB). RM, targeting, and IPB synchronize staff functions
throughout the Army operations process. ® Protection officers or operations officers
ensure staff sections integrate RM throughout the Army operations process.’® Figure 10

illustrates how RM, targeting, and IPB nest within the Army operations process.

% HQDA, FM 100-14, iii.

87 Headquarters, Department of the Army (HQDA). Army Doctrine Publication
(ADP) 3-37, Protection (Washington, DC: Government Printing Office, 2018), 2-1;
HQDA, ADRP 5-0, 1-12.

% HQDA, ATP 3-92, 1-26.

% HQDA, ADRP 5-0, 1-11.

" HQDA, ADRP 5-0, 1-12; HQDA, ATP 5-19, 4-8.
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Prepare

Commander

Figure 10. Operations Process with Integrating Processes
Source: Created by author. Adapted from Headquarters, Department of the Army, Army
Doctrine Reference Publication 5-0, The Operations Process (Washington, DC:
Government Printing Office, 2012), 1-2, 1-11.

NOTE: The Army operations process contains three integrating processes: targeting, IPB,
and RM. Each integrating process enables mission planning, preparation, and execution.

Key step one outputs include commander initial guidance and time allocations. ”!
Initial guidance and time allocations determine whether planning employs a deliberate or
real-time RM approach. “A deliberate approach is more analytical, but takes more time; a
real-time approach is more intuitive and tends to take less time”. > When time permits,
planners use a deliberate approach. A deliberate approach involves gathering data,

analyzing hazard probability and consequences, then depicting risks.

""HQDA, FM 6-0, 9-3.
"2HQDA, ATP 5-19, 1-2.
3 Ibid., 1-1.
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With regard to RM, WARNORD #1 includes, at a minimum, commander’s
overall risk tolerance, each risk level’s decision authority, higher command implemented
controls, commander’s initial guidance, and time allocations ”*. WARNORD #1 RM

items provide planners information necessary to begin mission analysis.

Step 2: Mission Analysis

JPP and MDMP step two is mission analysis. Commanders and staffs conduct
mission analysis to gain an operational environment and mission requirement
understanding. 7> RM begins during JPP and MDMP planning step two. RM is a
deliberate mission analysis sub-step and continues throughout mission planning and
execution. ’® During mission analysis, commanders and staffs use operational and mission
variables to assess conditions and events which may impact mission accomplishment.
Commanders and staffs assign risk levels to potentially impactful conditions and
events.’’ Assessment continues throughout planning as new conditions and events

arise. 8

74 HQDA, ATP 5-19, 4-2 — 4-3; HQDA, FM 6-0, 9-3.
7S HQDA, FM 6-0, 9-6.

76 Ibid., 9-9.

77 HQDA, ATP 5-19, 4-3.

78 bid., 1-6.

35



IPB also serves as an opportunity to identify high and low risk areas within each
operational domain and environment. ” Proper operational and mission variable
assessments identify potential risk areas.®® Enemies generally prefer COAs offering the
greatest advantage with minimized risk. However, enemies may accept greater risk when
pursuing a desired end state. 8! To help planners identify vulnerabilities and analyze risks
to units and assets, ATP 3-60 Targeting, Appendix C suggests using a target value
analysis tool.

ATP 3-60’s target value analysis tool helps planners identify vulnerabilities.
Enemies are more likely to target vulnerabilities. %> Known as CARVER, this tool
evaluates unit and asset criticality, accessibility, recuperability, vulnerability, effect, and
recognizability. Evaluated units and assets are ranked to help planners appropriately
allocate security and protection assets. *> Commanders use evaluation results to develop

operation phase protection priorities. Integrating protection capabilities helps

7 Joint Chiefs of Staff (JCS), Joint Publication (JP) 2-01.3, Joint Intelligence
Preparation of the Operational Environment (Washington, DC: Government Printing
Office, 2017), I1I-12.

80 Headquarters, Department of the Army (HQDA), Army Techniques Publication
(ATP) 2-01.3, Intelligence Preparation of the Battlefield (Washington, DC: Government
Printing Office, 2014), 9-1 — 9-12.

81 Ibid., 6-6.
82]JCS, JP 2-01.3, C-1.

83 Headquarters, Department of the Army (HQDA), Army Techniques Publication
(ATP) 3-60, Targeting (Washington, DC: Government Printing Office, 2015), C-1.
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commanders make informed risk decisions concerning identified and prioritized
vulnerabilities. %

Risk assessment notes are an IPB output which aids control identification.® To
capture risk assessment notes, planners use a DRAW. Each staff section maintains and
updates a DRAW with their running estimates. % A consolidated staff DRAW enables
commander mission analysis risk decisionmaking.®’ During mission analysis, staff
sections assign identified hazards an initial risk level. Staff sections also make risk
mitigation recommendations, however, control feasibility and acceptability is not known
until COA development and COA analysis. 3 Therefore, preliminary risk assessment
worksheets do not estimate residual risk levels. Table 6 depicts a consolidated

preliminary risk assessment example.

8 HQDA, ADP 3-37, iv — 1-2.
8SHQDA, ATP 5-19, 4-5.

8 HQDA, ATP 5-19, vi.

87 Ibid., 4-8.

8 Ibid., 4-13.
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Table 6. Sample Consolidated Preliminary Risk Assessment Worksheet

Sfaff estimates Hazards identified Initizl sssessment level Proposed confrols
Movement and
maneuver estimate High water levels and High risk: Water levels Consider making

swift curment make are not expected to drop bridge security a key
Mohility and fording the Usee River for the next 48 howrs. enabler and evaluating
countermobility extremsaly dangerous. sites for deplaying

three armored vehicle-
launched bridges
durimg phase | of the

operation.
Intelligence estimate
Host mation 125th High risk: Intelligence Consider designating
Synchronization plan infantry brigade lacks ocollection of enemy forces | 2056th Militany
electronics intelligence im 125th Infantry Intelligence Battalion
collection capability Brigade’s sector is under operational
extremely limited. contrel of, arin primary
Confidence in knowledge support of, 125th
of enemy force size, Infantry Brigade until
capability, and intention is | phase lll of the
low. aperation.
Fires estimate TEP (to be prepared) TEP TEP
Sustainment estimate TEPF TEF TEF
Protection estimate TEPR TEPR TEF

Source: Headquarters, Department of the Army, Army Techniques Publication 5-19, Risk
Management (Washington, DC: Government Printing Office, 2014), 4-9.

NOTE: Each staff section provides RM estimates. RM estimates include identified
hazards, initial assessment levels based on probability and severity, and proposed
controls to mitigate potential hazard effects.

Concluding JPP and MDMP step two, staffs provide commanders a mission
analysis brief, which includes identified hazards, proposed controls, and how those
controls might affect mission objectives.® Identified hazards and proposed controls play
an important role during COA analysis.

Mission analysis ends with WARNORD #2 publication. WARNORD #2 includes
detailed risk guidance, higher headquarters directed controls, initial consolidated DRAW
with overall risk level, and commander risk tolerance. Because exact COAs have not

been developed and hazard controls not finalized, WARNORD #2’s overall risk level

reflects commander risk tolerance. *°

8 HQDA, ATP 5-19, 4-10.
% Ibid., 3-4, 4-2.
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Step 3: Course of Action Development

JPP and MDMP step three is COA development. During COA development,
staffs create options to accomplish mission objectives. COA development risk outputs
include updated staff estimates, updated risk assessment, concept narrative, and COA
evaluation criteria. Staff estimates capture common and unique COA risks. Each COA
must meet the following five validity criteria: feasible, suitable, distinguishable,
complete, and acceptable. Acceptable COAs balance risk costs with potential advantages.
Risk costs may include force ratios, time, tactical positioning, and opportunity. *!

Concept sketches include narratives which address significant risk considerations.
Narratives also recommend treatment methods and residual risk levels. Residual risk may
warrant inclusion as an evaluation criterion. °2

Arraying forces is critical to COA development. Arraying forces establishes
relative relationships between friendly and enemy units.>* Historical planning ratios
assist friendly unit to anticipated adversarial unit alignment. Historically, planning ratios
provide a fifty percent success probability. ** Using planning ratios does not guarantee
success, but serves as a starting point upon which planners add combat power or enablers

to improve success probability. Doctrinally, historical planning ratios are the only

°1]CS, JP 5-0, V-20 — V-28.
22 JCS, JP 5-0, V-30 — V-36.

% David R. Hogg, “Correlation of Forces: The Quest for a Standardized Model,”
(monograph, School of Advanced Military Studies, U.S. Army Command and General
Staff College, Fort Leavenworth, KS, 1993), 4.

% HQDA, FM 6-0, 9-19.
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analytical tool to help planners array forces and weigh mission success probability. Table

7 depicts doctrinal historical planning ratios.
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Table 7. Historical Minimum Planning Ratios

Friendly Mission | Posifion Friendly : Enemy
Delay 1:G

Defend Prepared or fortified 1:3

Defend Hasty 1:2.5

Attack Prepared or fortified 31

Atftack Hasty 2.5:1
Counterattack Flank 1-1

Source: Headquarters, Department of the Army, Field Manual 6-0, Commander and Staff
Organization and Operations (Washington, DC: Government Printing Office, 2014), 9-
20.

NOTE: Historical planning ratios provide planners an arraying forces guideline.
Depending on the friendly mission and battle position type, planners estimate a fifty
percent success rate using friendly to enemy ratios.

After initial arraying, planners determine specific unit types and adjust force
quantities and other variables to increase or decrease relative combat power. Should
ratios fall below minimum planning recommendations, planners either request additional
resources, accept risk, or change task sequencing.”> ADP 3-90 Offense and Defense
advises tailoring reconnaissance, surveillance, security, tempo, distributed operations,
and reserve force size, based on risk. Commanders should never risk mission failure to
enhance force protection. Experience, reasoning, situational awareness, and unit
familiarity help commanders make prudent risk decisions.*® Figure 11 depicts risk based

reduction factors.

%S HQDA, FM 6-0, 9-20.
% HQDA, ADP 3-37, 1-2, 1-7, 2-15.
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o

Less information More information
and intelligence and intelligence
/ \
More uncertainty Less uncertainty
More risk to force Less risk to force
Commander employs - Commander employs -
* More reconnaissance and » Less reconnaissance and

surveillance. surveillance.

Smaller reserve.

Fewer security formations.
Faster speed of operations.
More distributed operations.

» Larger reserve.

* More security formations.

+ Slower speed of operations.
» Less distributed operations.

Figure 11. Risk Reduction Factors
Source: Headquarters, Department of the Army, Army Doctrine Publication 3-90,
Offense and Defense (Washington, DC: Government Printing Office, 2018), 1-7.

NOTE: Commanders tailor unit size, speed, security, and distribution based on risk and
information available.

One common non-doctrinal tool to help array forces is a correlation of forces
(COF) calculator. A COF objectively compares opposing force combat power ratios to
estimate engagement outcomes. >’ Subjective variables such as terrain, weather, recent
successes, leadership, morale, and equipment may impact ratios needed to improve

success probability. °® Some tacticians make a distinction between “correlation of forces’

(COF) and “correlation of forces and means” (COFM) where COF refers strictly to

7 Dale Spurlin and Matthew Green, “Demystifying the Correlation of Forces
Calculator,” Infantry (January-March 2017), 14-15, accessed 14 February 2019,
http://www.benning.army.mil/infantry/magazine/issues/2017/JAN-
MAR/pdf/7)Spurlin_CoFCalculator.pdf.

%8 Hogg, “Correlation of Forces,” 6; HQDA, FM 6-0, 9-20.
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objective combat force ratios and COFM accounts for subjective variables.® With this
distinction COF better corresponds with COA development and COFM with COA
Analysis.

Assigning headquarters to arrayed forces and including risk in the COA
statement, briefing, and modifications concludes COA development. COA statements
should address overall risk. Specific risks may warrant COA decision brief discussion.
Staffs use running estimates and a compiled risk assessment to address specific

commander questions. Commander modified COAs require staff risk reassessment. '%

Step 4: Course of Action Analysis

Following COA development planners conduct COA analysis, or wargaming.
Army doctrine considers COA analysis and wargaming synonyms while joint doctrine
considers wargaming a means to analyze COAs. During COA analysis, planners examine
advantages and disadvantages. Wargaming analyzes COA critical events to help
operation visualization and force comparison. Done correctly, wargaming provides
planners further COA advantage and disadvantage insights. To help evaluate these
advantages and disadvantages, planners use commander approved evaluation criteria.
While not necessary for wargaming, modeling and simulation tools can aid friendly and

enemy action adjudications. '°! One such tool is the COFM calculator.

% Hogg, “Correlation of Forces,” 6.
100 HQDA, ATP 5-19, 4-13.
101 5CSs, JP 5-0, V-31 — V-35.
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A COFM calculator is an analytical tool used to estimate engagement outcomes.
COFM calculators consider both objective relationships between opposing forces and
subjective variables. !> Subjective variable identification occurred during mission
analysis using operational and mission variables. Planners record resulting risks in
preliminary risk assessments. Prior to wargame commencement, intelligence operations
officers discuss wargaming parameters and subjective variables. Most planners will not
have access to a COFM calculator which numerically incorporates subjective variables. If
no COFM calculator is available, adjudicators use experience and sound judgement to
adjust engagement outcomes. '>* Doctrine acknowledges mathematical and analytical
tool utility, but advises sound judgement and experience weigh higher than calculated
outcomes. '

COFM calculators have drawbacks. Modern combat materiel specialization and
diversity, combined with innumerable battlefield variables, cause drastic COF
variations. ' Additionally, COFM calculators do not accurately compare functionally

dissimilar systems and units. '° Furthermore, because no calculator accounts for every

12 Hogg, “Correlation of Forces,” 6.
103 Ibid., 37.
104 HQDA, ATP 5-19, 1-14.

105 James K. Womack, “Soviet Correlation of Forces and Means: Quantifying
Modern Operations” (master’s thesis, U.S. Army Command and General Staff College,
Fort Leavenworth, KS, 1990), 36.

106 Womack, “Soviet Correlation of Forces and Means,” 34; Spurlin and Green,
“Demystifying the Correlation of Forces Calculator,” 16.
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subjective variable, including only a few does not necessarily provide more accurate
results. 197

Planners should not use mathematical and analytical tools to precisely predict
engagement outcomes. Nor should planners use these tools to facilitate “winning” the
war “game.” Mathematical and analytical tools strictly facilitate estimates within COA
analysis. ' Estimates allow planners to accomplish four things. First, estimates
synchronize friendly plans across each warfighting function for each COA. Second, they
identify strengths and weaknesses, new decision points, and risks. !%° Third, they
determine commander’s critical information requirements, potential branches, and
sequels. ' Forth, they estimate battle losses, casualties, and how one engagement
outcome might impact future engagements. '!!

Understanding how one engagement outcome might impact future engagements is
critical to future operations planning. Decisions made to mitigate short term risks may
affect future risk exposure. Likewise, mitigating potential future risks may increase short
term risk exposure. ''? After considering engagement outcomes, planners consider

transitions.

107 Hogg, “Correlation of Forces,” 38.

1% Ibid., 6.

109 HQDA, ATP 2-01.3, 2-4.

195Cs, JP 5-0, V-33.

"1 Spurlin and Green, “Demystifying the Correlation of Forces Calculator,” 16.
2. CJCS, CJCSM 3105.01, B-6.
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Transitioning from one operation type to another is a formation’s greatest risk
period. Phasing and transitions refer to operation arrangement and control over time,
distance, and terrain. '3 Transitions incur risk because they require changing guidance,
orientation, or focus. Introducing new variables gives rise to new risks. !'* Transitions
occur when commanders assess a need to change from one decisive action element to
another. ' COA analysis identifies which COA best accomplishes mission objectives
while best positioning forces for future operations. '

Planners consider transitions when evaluating COAs. A COA which unfavorably
positions units for future transition may be a higher risk mission despite achieving
overwhelming short term success. All offensive tasks which do not achieve complete
victory reach a culminating point when combat power balance shifts. !!7 Operational
reach and risk cannot be separated. !'® Planners deliberately plan for transitions, branches,

and sequels. ' Information gained from COA analysis allows planners to update the

'3 HQDA, FM 3-0, 6-17.

114 Meredith, “Operational Risk and the American Way of Warfare,” 8.

115 Headquarters, Department of the Army (HQDA), Army Doctrine Publication
(ADP) 3-90, Offense and Defense (Washington, DC: Government Printing Office, 2018),
3-18.

1% JCS, IP 5-0, V-33.

"HQDA, ADP 3-90, 3-18.

18 Meredith, “Operational Risk and the American Way of Warfare,” 7.

19.5CS, JP 3-0, V-13.
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DRAW with revised controls and residual risk levels. Following DRAW updates,

planners begin COA comparison. 2

Step 5: Course of Action Comparison

COA comparison facilitates commander decision-making. During COA
comparison, staffs compare each COA using predetermined and approved evaluation
criteria. 12! Joint Publication 5-0 Joint Planning, Appendix G, provides planners several
analytical methods to conduct COA comparison. '*? Planners should remember COA
comparison’s subjective nature and should not strictly rely on numerical results.
Comparison serves as a means to inform commanders why one COA is preferred over
others. Planners explain preferences based on evaluation criteria and risk. '*

During COA comparison, planners identify and discuss risks associated with
COA assumptions. Planners consider repercussions should any assumption prove
false. '2* COA comparison enables the following: future operation force positioning,

subordinate unit latitude, and flexibility to respond to unexpected threats and

120 5CS, JP 5-0, V-36.
121 Ibid., V-42 — V-43.
122 Ibid., G-1.

123 Ibid., V-45.

124 Ibid., C-6.
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opportunities. !> COA comparison key risk outputs include revised staff estimates and

refined critical commander information requirements. 26

Step 6: Course of Action Approval

After comparing COAs, staffs seek COA approval. Commanders receive a
wargaming results brief and choose or modify a preferred COA. '*” Commanders may
want more information prior to committing to a COA. Providing planners additional time
and resources may compensate for increased mission risk. '2® Nevertheless, effective
commanders do not postpone a COA decision to pursue a perfect solution. Commanders
balance satisfactory COAs with acceptable risk as timely as possible. ' Key COA
approval risk outputs include staff estimate updates based on COA modifications and a
refined commander’s intent. A refined intent includes each operational phase’s

acceptable risk level. 13® COA approval concludes with WARNORD three publication.

Step 7: Orders Production, Dissemination, and Transition

JPP and MDMP conclude with step seven, orders production, dissemination, and

transition. Step seven involves taking the approved COA, refining it based on

125 Thid., V-45.

126 JCS, JP 5-0, V-42.

127 Tbid., V-45 — V-46.

128 HQDA, ADP 3-90, 1-7.
129 HQDA, ATP 3-92, 3-37.
130 JCS, JP 3-0, 11-19.
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commander’s guidance, and publishing the final plan or OPORD. Final OPORDs include
overall mission risk levels and risk guidance. '*!

Published orders indicate an Army operations process phase transition. Planners
and commanders transition from plan and prepare to execute and assess. Execute and
assess corresponds to the final RM step. Planners and commanders implement feedback
systems to ensure effective control implementation while supervising and evaluating.
Complacency, lackadaisical standard enforcement, poor control implementation, or
unanticipated hazards may require commander intervention and a return to RM step
three, develop controls and make risk decisions. !*> When constrained for time,
commanders may dictate planners use a real-time RM approach to rapidly assess and
treat risk.

Battlefield events may present opportunities. Effective mission execution involves
seizing initiative through action and accepting prudent risk to exploit opportunities.
Battlefield conditions change frequently. As a commander gains understanding, he or she
may redirect risk mitigation resources to strengthen the decisive operation. '** Following
a mission, planners use feedback systems to determine risk forecast accuracy and risk
controls effectiveness. !** Feedback facilitates more objective assessments during future

mission planning.

BIHQDA, ATP 5-19, 4-4.

132 1bid., 1-15.

133 HQDA, ADRP 5-0, 4-1 — 4-2.
134 HQDA, ATP 5-19, 1-16.
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Summary

Nearly every joint and Army doctrinal publication contains information related to

RM. Chapter two RM information thus far presented explain RM’s role within the Army

operations process and, more specifically, within mission planning. Figure 12 overlays

RM with JPP and MDMP and adds each planning step’s key RM outputs.

I. Identify the Hazard
Il. Assess the Hazard
lil. Develop Controls &

Make Risk Decisions

IV. Implement Controls

V. Supervise & Evaluate

| T | DMP
Planning Receipt of
Initiation Mission

OUTPUTS

+ Higher Risk Tolerance Level
+ Controls from Higher
* CDR Initial Risk Guidance

Mission Analysis

Mission Analysis|

[ WARNORD

* Consolidated DRAW

* Identified Hazards/Risk Levels

* Initial Overall Risk Level
WARNORD

* Rec: ded Treat| t

Plan or Order
Development

Production,
Dissemination,
Transition

COA COA * CDR Risk Tolerance Level
Development Development | + Concept Narrative
" * Known Risks
COA Analysis COA Analysis | E * Rec ded Tr t
and Wargaming (War Game) E * Evaluation Criteria
= Revised DRAW
COA COA 8 * Revised Treatment/Controls
A . L * Revised Overall Risk Level
Comparison Comparison % . RefinedCCR
B - Revised DRAW
COA Approval COA Approval | D * Revised Treatment/Controls
* Revised Overall Risk Level
Orders * Refined CDR Intent

WARNOROD |

* Acceptable Risk Levels

Signed DRAW
* Final Treatment/Controls OPLAN or
* Final Overall Risk Level OPORD
CDR’s Risk Guidance

Figure 12. Military Planning & RM Processes with RM Outputs

Source: Created by author using Joint Chiefs of Staff, Joint Publication 5-0, Joint
Planning (Washington, DC: Government Printing Office, 2017), V-2; Headquarters,
Department of the Army, Army Techniques Publication 5-19, Risk Management
(Washington, DC: Government Printing Office, 2014), 4-1.

NOTE: Each planning step results in RM outputs. RM outputs feed subsequent planning
steps. Planners include RM plans in published orders.

Updated running staff estimates and a DRAW are consistent mission planning

step requirements. Running staff estimates include prioritized issues, risks, and

deficiencies with recommended mitigations. A DRAW quantifies and consolidates
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identified risks using a RAM to determine overall risk level. DRAW and RAM provide
planners a means to estimate and depict risk.

Doctrine asks RM to enable mission planning and execution. As an integrating
function within the operations process, RM feeds all planning aspects. Doctrinal RM
discussion broadens ATP 5-19 RM context. Consolidating common doctrinal RM themes
revealed four broad RM requirements as depicted in Table 8. These RM requirements

served as evaluation criteria in chapter four analysis.

Table 8. Doctrinal Risk Management Requirements

Risk Management Requirements

Requirement . N
q Evaluation Criteria
Category

Provides flexibility and allows for intuition and personal judgement

Tailorable Determines risk tolerance
Process guides control development
Rapidly assesses hazards
Numerically estimates hazard probability and consequence
Standardized  Accounts for risk exposure
Incorporates mission and operational variables
Consolidates and prioritizes identified risks

Determines the same risk levels, given the same initial data

Consistent
Users can explain the process and reasoning behind results
Provides accurate mission success probability
Determines risk costs and mission benefits by phase
. Identifies risk areas for each involved domain
Insightful

Provides insight to potential branch plans and sequels
Provides control measures, management, and prediction accuracy feedback

Provides insight to possible treatment options

Source: Created by author.
NOTE: Current LSCO doctrine lists several reasons why planners should use RM and
what RM should contribute to the operations process. RM reasons and expected
contributions are listed as Table 8 evaluation criteria. Evaluation criteria were grouped,
resulting in RM requirement categories. These RM requirement categories facilitated
chapter four thematic and framework comparisons.

51



Doctrine lists RM as an Army operations process supporting tool. Doctrine
reiterates RM’s importance through inclusion as an operational art element, a command
and control task, and a mission command principle. '** RM is a command function and
key planning consideration. '** RM doctrine provides an institutional standard to facilitate
decision making and prudent risk acceptance. >’ Notwithstanding, commanders and
planners may institute or tailor RM to their mission. '*® However, prior to RM tailoring,
commanders and planners must understand how RM fits within the Army operations
process. Failure to incorporate RM into planning equates to removing targeting or IPB
from the operations process.

Understanding doctrinal RM requirements enhances RM incorporation into
planning. However, simply understanding RM steps and requirements does not provide
sufficient RM context. Context is critical to ensure planners identify and assess
appropriate hazards. LSCO hazards differ from training hazards. To identify and assess

appropriate LSCO hazards requires investigating LSCO risk driving elements.

35S HQDA, ADRP 3-0, 2-4; JCS, JP 3-0, 11I-2; Headquarters, Department of the
Army (HQDA), Army Doctrine Reference Publication (ADRP) 6-0, Mission Command
(Washington, DC: Government Printing Office, 2014), 2-1.

136 JCS, JP 3-0, 11I-19.

BTHQDA, ATP 5-19, v.

138 JCS, JP 3-0, 11I-19.
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Secondary Question 3:
What LSCO elements must an operational risk management model address?

Risk Considerations

LSCO is inherently a joint venture. As a contribution to this joint venture, the
Army conducts unified land operations through decisive action. When deployed abroad,
decisive action is the “continuous, simultaneous combination of offensive, defensive, and
stability tasks.” '** During LSCO, commanders primarily focus their efforts on offensive
and defensive operations. ADP 3-90 Offense and Defense, lists several offensive and
defensive planning considerations arranged by warfighting function. '4° Plans which
address these items will have a higher success probability. Table 9 summarizes the ADP

3-90 planning considerations.

139 Headquarters, Department of the Army (HQDA). Army Doctrine Publication
(ADP) 3-0, Operations (Washington, DC: Government Printing Office, 2017), iv.

140 HQDA, ADP 3-90, 3-1 — 4-27.
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Table 9. Offensive and Defensive Planning Considerations

ADP 3-90 Planning Considerations

Offense Defense
Mission Command
Operations process Operations process
Team development between commanders Team development between commanders
Degraded communications Degraded communications
Movement and Maneuver

Armored and Stryker Forces Exploit terrain advantages
Dismounted Infantry Forces M aintain security
Rotary-Wing Aviation and Unmanned Aircraft Disrupt the enemy attack at every opportunity
Combat Formations Mass combat power effects
Soldiers' Load Armored and Stryker Forces
Assured M obility Dismounted Infantry Forces
M obility Rotary-Wing Aviation and Unmanned Aircraft
Countermobility Ensure mutual support
Obscuration M obility

Countermobility

Enemy airborne and air assault attacks

Obscuration

Inteligence
IPB IPB
Targeting Targeting
Army Indirect Fires and Joint Fires Army Indirect Fires and Joint Fires
Air and missile defense Air and missile defense
Sustainment
Logistics Logistics
Health service support Health service support
Personnel services Personnel services
Protection

Survivability Survivability
Detention Activities CBRN Defense

Risk M anagement

Physical Security and Antiterrorism

Population and resource control

Transitions

Source: Created by author using Headquarters, Department of the Army, Army Doctrine
Publication 3-90, Offense and Defense (Washington, DC: Government Printing Office,
2017).

NOTE: ADP 3-90 lists offensive and defensive planning considerations by warfighting
function. Planning considerations help planners identify potential risk categories and
drivers.

While colloquial LSCO discussion focuses on offense and defense, ignoring

stability operations altogether may incur unnecessary risk. Stability tasks conducted early
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in an operation support follow-on phases and strategic success. '*! “All operations
morally and legally require forces to conduct minimal-essential stability tasks.” '4?
Commanders determine how to best conduct each minimal-essential stability task based
upon resources available and risks they are willing to accept. '*> ADRP 3-07 Stability,

lists four broad stability considerations applicable to LSCO. '** Table 10 lists these

stability considerations.

Table 10. Stability Planning Considerations

ADRP 3-07 Planning Considerations
Recognize complexity
Balance resources, capabilities, and activities
Recognize planning horizons

Avoid planning pitfalls

Source: Created by author. Adapted from Headquarters, Department of the Army, Army
Doctrine Reference Publication 3-07, Stability (Washington, DC: Government Printing
Office, 2012).

NOTE: ADRP 3-07 lists four general stability planning considerations. Stability planning
considerations remind planners to broaden their planning aperture.

141 Headquarters, Department of the Army (HQDA), Army Doctrine Reference
Publication (ADRP) 3-07, Stability (Washington, DC: Government Printing Office,
2012), 3-1.

142 Ibid., 2-5.

143 Tbid., 2-6.

144 Ibid., 4-1.
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Accepting risk is a mission command principle and a consideration critical to
planning. FM 3-0, Appendix B contains additional risk considerations oriented on staff

actions and leadership. Table 11 lists these staff and leadership risk considerations.

Table 11. FM 3-0 Risk Considerations

FM 3-0 Risk Considerations

Combat power

Command and support relationships

Sufficient guidance

Comander location

Relationships with unified action partners and
local authorities

Product classification

Understanding terrain

Parallel planning

Staff interaction with commander

Staff rehearsals

Feedback mechanisms

Mutual support between special staff, scheme of
maneuver, and information narrative

Simulations and gaming techniques to refine
operations

Synchronization across domains

Operational Security (OPSEC)

Military deception

Source: Created by author. Adapted from Headquarters, Department of the Army, Field
Manual 3-0, Operations (Washington, DC: Government Printing Office, 2017),
Appendix B.

NOTE: FM 3-0 lists numerous questions planners should ask while executing the
operations process. Table 11 consolidates these questions by risk consideration topic.

Commanders and staff planners must also consider available information. Better
situational awareness and factual historical data leads to more accurate risk

estimations. 143 Subordinate feedback helps commanders analyze previous forecast

1S HQDA, DA PAM 385-30, 6; HQDA, ATP 5-19, 1-7, 4-10.
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completeness and accuracy. Feedback processes lead to more effective controls and
identifying previously unanticipated risks. '*® When lacking information and unable to
perform information collection activities, commanders and planners compensate using

experience and initiative. !4’

Summary

Most doctrinal LSCO risk considerations focus on warfighting functions,
leadership, and information. These three areas constitute the elements of combat power.
Successful decisive action requires continuous combat power generation and
application. 148 Combat power in this context goes beyond individual soldier safety and
encompasses organizational strength. RM should address items which potentially inhibit

leadership, information collection, or warfighting function tasks.

Secondary Research Question 4:
What techniques can assist in estimating and depicting risk?

RM plays an important role outside the Army and military. From financial
investments to manufacturing, RM helps organizations improve performance and make
informed decisions. '* This section summarizes four alternative RM frameworks. The

four frameworks include the International Organization for Standardization (ISO),

146 HQDA, ATP 5-19, 1-16.
1“7THQDA, DA PAM 385-30, 6; HQDA, ADP 3-90, 3-1.
1“8 HQDA, ADRP 3-0, 5-1.

149 International Organization for Standardization (ISO), “ISO 31000: Risk
Management,” 2019, accessed 04 March 2019, https://www.iso.org/iso-31000-risk-
management.html.
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International Risk Governance Council (IRGC), Institute of Risk Management (IRM),

and Joint Risk Analysis Methodology (JRAM).

International Organization for Standardization
ISO 31000:2018 Risk Management — Guidelines outlines ISO RM standards.
While oriented toward business risks, it contains principles, a framework, and a RM

process applicable and customizable to any organization. !>

ISO RM principles center on
value creation and protection. These principles include: integrated, structured and
comprehensive, customized, inclusive, dynamic, best available information, human and
cultural factors, and continual improvement. Following these principles enables effective
and efficient RM. 3!

The ISO RM framework assists organizations with integrating RM into all
activities. Effective RM depends on RM integration into organizational governance. To
support this integration, framework tenets center on leadership and commitment. ISO RM
tenets include integration, design, implementation, evaluation, and improvement. '%2
ISO RM follows a systematic and iterative process. It applies across the

management and decision-making spectrum, from strategic to project level. Figure 13

depicts the ISO RM process.

150 International Organization for Standardization (ISO), ISO 31000:2018, Risk
Management: Guidelines, 2nd ed. (Geneva, Switzerland: ISO, 2018), 1.

151 Ibid., 2-3.
152 1bid., 4.
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Risk Assessment
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Figure 13. ISO Risk Management Process
Source: International Organization for Standardization (ISO), ISO 31000:2018, Risk

Management: Guidelines, 2nd ed. (Geneva, Switzerland: ISO, 2018), 9.
NOTE: ISO RM follows a six step iterative process.

This process begins with communication and consultation. After all relevant
stakeholders understand associated risks, decision-making methods, and action
requirements, risk practitioners customize the process. Customization occurs in the scope,
context, and criteria phase. Customization enables effective assessments and appropriate

treatment techniques. 1>

153180, ISO 31000:2018, 10.
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Risk assessment contains three sub-steps. Sub-steps include: risk identification,
analysis, and evaluation. During risk identification, practitioners find, recognize, and
describe risks which may prevent objective achievement. Risk analysis involves
comprehending each risk’s nature and characteristics. This includes considering an
event’s likelihood, consequence, complexity, and volatility. It also includes considering
time-related factors and current control effectiveness. During risk evaluation,
practitioners compare analysis results to the established risk criteria. This comparison
helps determine future actions. Actions include doing nothing, treating the risk,
conducting further analysis, maintaining controls, or reconsidering objectives. >

When risks warrant treatment, practitioners use an iterative process to select the
appropriate option, implement that option, assess its effectiveness, evaluate the residual
risk, and make further treatment decisions. ISO RM lists the following treatment options:
avoid, take the risk to pursue and opportunity, remove the risk source, change either the
likelihood or consequence, share the risk, and retain the risk. The stakeholders should
understand the options and have a part in the treatment discussions prior to
implementation. '

Once a treatment option is determined, a treatment plan is required. Treatment
plans outline plan reasoning and designate implementation responsibilities. A treatment

plan includes proposed actions, required resources, performance measures, reporting

134150, ISO 31000:2018, 11-12.
155 Ibid., 13.
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requirements, and timeline. '°° After implementation, treatments require monitoring and
reviewing.

Planners integrate monitoring and reviewing into each RM process phase.
Monitoring enforces plan quality and effectiveness while also enabling accurate
recording and reporting. Recording and reporting provides decision-makers information
needed to improve RM activities and future decisions. !>’

The International Electrotechnical Commission (IEC) 31010: 2009 Risk
Management — Risk Assessment Techniques, supplements the ISO 31000. It describes
several risk assessment options available to planners. These options range from strictly
qualitative, such as brainstorming and using checklists, to strictly quantitative, such as
Monte-Carlo and Bayesian analysis. !*® When possible, defining consequence and
probability in quantitative terms leads to more accurate hazard categorization. Small to
mid-size organizations often find quantitative RM data collection too intensive. However,
qualitative RM usually meets their needs. > One recommended technique for small to
mid-size organizations is the consequence-probability matrix. The consequence-
probability matrix determines risk levels by combining qualitative and semi-quantitative

consequence and probability ratings. Organizations often use the matrix method to screen

156 1SO, ISO 31000:2018, 14.
57 Tbid.

158 International Electrotechnical Commission (IEC), IEC/FDIS 31010:2009, Risk
Management: Risk Assessment Techniques (Geneva, Switzerland: IEC, 2009), 23-26.

159 Jan Emblemsvag, ed., Risk Management for the Future: Theory and Cases,
(Rijeka, Croatia: InTech, 2012), 470, accessed 17 January 2019,
https://doi.org/10.5772/1809.
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many risks at once and the format facilitates tailoring based “on the context in which it is
used.” 160

Consequence-probability matrices contain customized scales that cover the
possible consequence and probability ranges. Practitioners define these terms as
unambiguous as possible to provide matrix clarity and simplicity. '¢! The consequence
and probability definitions impact the risk levels.

Risk matrices may be symmetric or weighted. Weighted matrices indicate how
organizations perceive and tolerate risk. An organization may use risk levels as a broad
determinate to treat or not treat a risk. !9

Risk matrices have several advantages and disadvantages. Advantages include
ease and speed. Matrices are relatively easy to use compared to other assessment tools.
They also help rapidly rank risks by risk level. These advantages, especially for smaller
organizations, often outweigh the disadvantages. '¢*

Disadvantages include applicability, ambiguity, subjectivity, aggregation, and
comparison. Matrix applicability is limited to the circumstances for which it was
designed. A single matrix may not apply to all circumstances within an organization.

Defining unambiguous scales may prove difficult. Raters presented with ambiguous

terms may rate the same hazards with different risk levels. This subjectivity leads to less

10 [EC, IEC/FDIS 31010:2009, 82.
161 Ibid., 83.

162 Ibid., 83-85.

163 Ibid., 85.
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reliability. Risks presented in a matrix cannot be aggregated. Because many risk areas are
not directly related, defining overall risk levels by lower risk level quantities will mislead
decision-makers. Furthermore, detailed analysis led to more identified risks, often with
lower risk levels. Aggregating these may underestimate the overall risk level. This
concept ties into the comparison disadvantage. Risk levels in one risk area cannot be
directly compared to similar risk levels in another area. Practitioners must consider

hazards in different risk areas separately. '®*

International Risk Governance Council

IRGC provides evidence-based risk governance recommendations to diverse
organizations. !9 The IRGC risk governance framework contains four elements and three
cross-cutting aspects. Elements include: (1) pre-assessment, (2) appraisal, (3)
characterization and evaluation, and (4) management. Cross-cutting aspects include: (1)
communication, (2) stakeholder engagement, and (3) context. Figure 14 depicts this

framework.

164 TEC, IEC/FDIS 31010:20009, 86.

165 International Risk Governance Center (EPFL IRGC), Introduction to the IRGC
Risk Governance Framework, rev. ed. (Lausanne, Switzerland: EPFL IRGC, 2017),
preface, accessed 08 February 2019. https://dx.doi.org/10.5075/epfl-irgc-233739.
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Deciding Understanding
Decision-making and management Generating and evaluating knowledge
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