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Abstract

Cyber resiliency — the ability to anticipate, withstand, recover from, and adapt to adverse
conditions, stresses, attacks, or compromises on cyber resources — is increasingly an explicit
concern at varying scopes or scales, ranging from components to critical infrastructure sectors,
regions, and nations. Systems engineers and architects need ways to evaluate the relative
effectiveness of architectural alternatives, as well as new technologies, products, or processes,
for improving cyber resiliency and mission assurance. Nearly 500 representative cyber resiliency
metrics have been captured in a searchable catalog, which is described in this report.
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1 Introduction

Cyber resiliency — the ability to anticipate, withstand, recover from, and adapt to adverse
conditions, stresses, attacks, or compromises on cyber resources [1] — is increasingly an explicit
concern at varying scopes or scales, ranging from components to critical infrastructure sectors,
regions, and nations. Cyber resiliency for systems, missions, and programs is one aspect of
trustworthiness to be addressed by systems security engineering [2]. To provide trustworthy
systems, systems engineers and architects seek ways to apply cyber resiliency concepts and to
integrate resilience-enhancing technologies into architectures, designs, and operational systems
[3] [4] [5] [6]. As they do so, they need to evaluate the relative effectiveness of architectural
alternatives, as well as new technologies, products, or processes, for improving cyber resiliency
and mission assurance. Cyber resiliency metrics create evidence that can be used in an assurance
case, as described in NIST SP 800-160 Vol. 1 [2].

This report presents a catalog of cyber resiliency metrics that can be used by systems engineers
and cyber defenders to describe how well their efforts enable the cyber resiliency objectives to
be achieved. The catalog presented in this report supersedes the earlier cyber resiliency metrics
catalog published by The MITRE Corporation in 2012 [7]. The catalog also is captured in an
Excel workbook. Section 2 briefly describes the fields in the catalog. Each entry in the metrics
catalog — each generic or tailorable metric — is intended to serve as the starting point for a more
complete definition (e.g., using the template in [8]).

The catalog is provided in Appendix A. It was produced by the Measuring the Effectiveness of
Cyber Resiliency (MECR) research project team funded by the MITRE Innovation Program.

This report is not intended to provide background. For information about cyber resiliency,
including the Cyber Resiliency Engineering Framework (CREF), see [1]. For discussion of how
cyber resiliency metrics can be characterized and derived, and how the cyber resiliency metrics
catalog can be used, see the report on Cyber Resiliency Metrics, Measures of Effectiveness, and
Scoring [8].



2 Fields in the Cyber Resiliency Metrics Catalog

A catalog entry includes identification of the cyber resiliency constructs to which it relates, the
types of systems for which it can be used or tailored, the types of decisions it can be used to
support, the domain to which it relates, and how it can be evaluated. The information in a catalog
entry is intended to help catalog users determine which generic metrics are potentially relevant
to, and tailorable for, a specific system or set of circumstances. A tailored metric can be more
fully specified by using the Cyber Resiliency Metric Template [8]; a complete definition may
include, for example, identification of specific tools that are used to gather or process data used
in the evaluation of the metric, as well as how frequently the metric is evaluated. This section
briefly describes the fields (identified in bold italics) of fields in the catalog.

2.1 Metric Identification

2.1.1 Metric Identifier

Each metric in the catalog has a metric identifier. Most of the metrics derive from Appendix B
of [8], in which sub-objectives are defined for each cyber resiliency objective, activities which
support achieving sub-objectives are identified, and representative metrics for those activities are
then identified. These have identifiers of the form OO-S#-A#-#. OO refers to the cyber resiliency
objective: PA for Prevent / Avoid, PR for Prepare, CN for Continue, CS for Constrain, RE for
Reconstitute, UN for Understand, TR for Transform, and RA for Re-Architect. S# indicates the
sub-objective, A# indicates the activity. (Note that a given metric can relate to multiple
objectives, sub-objectives, or activities; the identifier comes from the first of these for which the
metric was identified.) A final number is assigned to identify the metric; for example, RE-S1-
A3-1 is the first metric defined for the third activity supporting the first sub-objective for the
Reconstitute objective.

A few metrics in the catalog were defined from cyber resiliency techniques and approaches.
These have identifiers of the form TE-AP-#, where TE is a two-letter abbreviation of the
technique and AP is a two-letter abbreviation of the approach. Similarly, a few metrics in the
catalog were defined from the cyber resiliency design principles [3]; these have identifiers of the
form ST-#-#, where ST indicates the metric is motivated by a structural design principle and the
first number is the number of that design principle.

Some metrics have been carried forward from the 2012 cyber resiliency metrics catalog [7]; the
identifiers for these are of the form MT-#. Gaps in the numbering of metrics with identifiers of
the form MT-# are primarily due to the fact that the 2012 catalog was populated by multiple
individuals. However, some of the metrics in the 2012 catalog have not been carried forward, as
experience showed that more detailed specification or practical evaluation was problematic.

2.1.2 Metric Descriptor

Each metric in the catalog has a metric descriptor. This is a short phrase describing what is being
measured. The description suggests the form of the metric, e.g., number, percentage, time,
degree. Note that any such description needs to be amplified. The Cyber Resiliency Metrics
Template provides fields for the form of the metric, as well as how and where the metric is
evaluated. That description of “how” can include definitions of terms in the metric descriptor as
well as explanations of how terms apply to a given system or environment.



2.2 Relationship to Cyber Resiliency

2.2.1 Cyber Resiliency Objective

For each metric in the catalog, at least one cyber resiliency objective is identified. The metric
serves as an indicator of how well that objective is achieved. Note that many metrics can serve as
indicators of multiple cyber resiliency objectives.

2.2.2 Cyber Resiliency Sub-Objective and Activity

For most metrics in the catalog, at least one sub-objective of the identified cyber resiliency
objective(s) is identified. The metric serves as an indicator of how well that sub-objective is
achieved. For most metrics in the catalog, one or more activities that support achieving the
identified sub-objective are also identified. When this is the case, the metric supports assessment
of how well the activity is performed. The format of the field is “Sub-Objective” or “Sub-
Objective: Activity.” Multiple values are separated by commas or semi-colons.

2.2.3 Cyber Resiliency Technique or Approach

For each metric in the catalog, at least one cyber resiliency technique is identified. For most
metrics in the catalog, at least one implementation approach is identified for each identified
technique. The metric serves as an indicator of how well (how effectively or with how much
assurance) the technique or approach is applied, or the extent of its application (e.g., to a subset
of relevant resources vs. all relevant resources, at a single layer vs. at all relevant architectural
layers). The format of the field is “Technique” or “Technique: Approach.” Multiple values are
separated by commas or semi-colons.

2.2.4 Cyber Resiliency Design Principle

For each metric in the catalog, at least one structural cyber resiliency design principle is
identified. (See [3] or Appendix F of [1] for more information about cyber resiliency design
principles.) The metric serves as an indicator of how well (how effectively or with how much
assurance) the design principle is applied, or the extent of its application (e.g., to a subsystem vs.
the system as a whole, at a single layer vs. at all relevant architectural layers). As noted in [3],
more specific restatements of structural cyber resiliency design principles can aid in their
application to a given system or environment. If a metric relates to a restatement, that is also
captured. The format of the field is “Design Principle” or “Design Principle: Restatement.”
Multiple values are separated by commas or semi-colons.

2.3 Metric Use
2.31 Type of System

For each metric in the catalog, the type or types of systems for which it can meaningfully be
defined are identified. The type of system implicitly indicates a generic set of architectural
elements, as well as the aspect of governance which influences or determines what information
can be collected. Metrics in the catalog relate to one or more of the following types:

e Enterprise information technology (EIT). EIT typically includes a network; servers for
mission or business applications; servers and user endpoint devices for communications
applications (e.g., email, instant messaging), Internet-facing applications (e.g., Web
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browser), and data manipulation applications (e.g., word processing, spreadsheets,
database management systems); enterprise services such as identity and access
management (IdAM) and domain name service (DNS); and firewalls between the
enterprise and the Internet. Data can typically be gathered for each of these architectural
elements, and can be shared with enterprise-level security monitoring and performance
management services. However, for some enterprises, EIT sufficiently large and complex
that it may more closely resemble federated EIT.

e Federated EIT. Federated EIT consists of enclaves of EIT, with defined communications
and control paths between them. The different enclaves can have different technical
architectures (e.g., conforming to different suites of technical standards).

e Large-scale processing environment (LPSE). An LSPE is a system which enables large
numbers of events to be handled (e.g., transactions to be processed) with high confidence
in service delivery. The scale of such systems makes them highly sensitive to disruptions
in or degradation of service. [1]

Note: An enterprise architecture may include one or more instances of LSPES, which
typically involve high-volume transaction processing and/or big data analytics [9].

e Cyber-physical system (CPS). A CPS is a smart system that includes engineered
interacting networks of physical and computational components [123]. As discussed in
[10], CPSs range from devices to systems to systems-of-systems. Unless otherwise
specified (e.g., CPS device, stand-off CPS), the term CPS is interpreted to refer to a
system-of-systems which includes as constituent systems both CPS devices and
information technology (IT) [11] [12].

e Federated CPS. A federated CPS is a system-of-systems consisting of multiple
constituent CPSs owned and/or operated by different organizations or mission / business
process owners. A federated CPS usually includes some general-purpose system elements
typical of EIT.

e Platform information technology (PIT). PIT is IT, both hardware and software, that is
physically part of, dedicated to, or essential in real time to the mission performance of
special-purpose systems [13] [14]. Platform IT is part of a platform in the sense of [15];
that is, a platform is a vehicle (terrestrial, airborne, space, or maritime). A PIT
architecture typically combines elements of CPS and EIT architectures. However, a
distinguishing characteristic of a platform is that it is mobile, and may need to operate
with limited or no network connectivity during the execution of specific mission tasks.

Metrics which assume a common governance structure and selected general security measures
(e.q., firewalls or other boundary protections, identification and authorization, access control,
auditing) generally apply to EIT, LPSE, CPS, and PIT. For federated systems — either federated
EIT or federated CPS — metrics generally rely on external observations (e.g., externally visible
performance characteristics), or on information sharing across organizational boundaries. Some
metrics may be inapplicable to PIT (or applicable only under specific operational conditions,
e.g., in garrison vs. in the field), due to network or staff limitations.

2.3.2 Intended Uses

For each metric in the catalog, its possible intended use or uses — i.e., the types of decisions it is
intended to support — are identified. Metrics in the catalog are intended for the following uses:
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e Engineering (e.g., whether and how to apply a cyber resiliency design principle; whether
and how to use a cyber resiliency technique, approach, or solution; whether to configure a
solution in a specific way). Engineering uses can include setting a threshold or target
value, and evaluating technical alternatives to determine whether that target can be met.

e Administrative / Management (e.g., whether to change operational procedures or
practices). Administrative / Management uses can include setting a threshold or target
value, and evaluating alternative administrative or management processes, procedures, or
practices to determine whether that target can be met.

e Investment / Programmatic (e.g., whether to acquire a new or different technology;
whether to re-design or re-implement a specific component or sub-system; whether to
apply resources to training). ). Investment / Programmatic uses can include setting a
threshold or target value, and evaluating investment alternatives to determine whether
any of them enable that target to be met.

e Tactical Operations (e.g., whether to take a specific cyber course of action or CCoA,
whether to change system settings or configuration parameters in order to change the
system’s security or resilience posture). Tactical Operations uses typically consider the
values of cyber resiliency metrics in conjunction with information about mission status
and system performance.

e COA Analysis (e.g., whether existing CCoAs or cyber playbooks are meeting operational
needs or whether they need to be updated). COA Analysis can use trends in metrics
related to Tactical Operations.

Many of the metrics in the catalog can be used to support multiple types of decisions. A metric
for which a specific evaluation process is specified may only be suitable for a single type of
decision. For example, the average time to perform a damage assessment (AM-DA-1) can be
measured in a laboratory, via modeling and simulation (M&S), or at a cyber range, or it can be
computed or derived from operational experience. If the evaluation is in a laboratory or M&S
environment, the results relate to the technical capabilities provided by the system and support
Engineering decisions. If the evaluation is in a cyber range or an operational environment, the
results relate to how well the technical capabilities can be used in practice. That information
supports COA Analysis (new or modified COAs may be needed to provide timely and useful
damage assessments) and may also support Tactical Operations (the choice of a CCoA may
depend on how quickly a damage assessment can be performed). Thus, a fully specified metric
(i.e., the populated Cyber Resiliency Metric Template) may identify only one or two of the
multiple types of decisions identified in the catalog entry.

2.3.3 Domain

For each metric in the catalog, the domain or set of domains which the metric describes is
identified. For more information, see [16] [17] [18] [19]. Metrics in the catalog can relate to one
or more of the following domains:

e Physical (e.g., hardware properties, communications speed).



¢ Information / Technical (information about the configuration of, posture or status of,
and/or relationships among components, systems, or systems-of-systems).*

e Cognitive (information related to alternative courses of action). The catalog entry can
identify whether the metric relates to mission operations, cyber operations (including
security administration as well as defensive cyber operations), and/or resource allocation
(including staff time allocation as well as allocation of cyber resources, e.g., for
performance management).

e Social / Organizational (information related to organizational structure, communications,
and business processes to support Cognitive decisions).

Most of the entries in the catalog relate to the Information / Technical or Cognitive domains,
although some relate to the Social / Organizational domain.

2.4 How Metric Values Are Obtained

For each metric in the catalog, the how obtained field identifies (in general terms) how the
metric can be evaluated. (The Cyber Resiliency Metric Template enables details about how data
is collected, if applicable where in the system data is collected, what formulas or algorithms are
used, etc. to be captured.) Metrics in the catalog can be evaluated using one or more of the
following methods:

e Measured, using hardware or software tools.
e Observed, by an individual or team.

e Computed or Derived, using an algorithm or a set of heuristic rules, possibly guided by
expert judgment or interpretation, using measurements or observations as input.

e Judged, by an individual subject matter expert (SME) or team of SMEs.

In general, time between system-internal events can be measured or observed; time between
events involving human activities (e.g., exercises) can be observed; percentages are observed or
computed (but if a judgment call is needed, can be judged); counts or numbers can be measured,
observed, or judged. Levels of performance or degrees of confidence are judged.

! Note that in [17], this domain is referred to as Informational.



3 Concept of Use for the Catalog

The cyber resiliency metrics catalog can be used in a variety of ways. This section provides a
few notional examples.

3.1 Evaluate a Proposed Solution

Frequently, a change to an existing system is proposed, based on promulgation of a new
technology or product, awareness of a new attack pattern, or negative experiences with system
operation. In order to evaluate the potential benefits (or increased risks) of that proposed change,
metrics can be selected from the catalog based on the system type and the domain in which the
change is made (e.g., Information / Technical for introduction of a new product, Cognitive for a
change in CCoAs). If the proposed change is claimed to improve how well a given cyber
resiliency objective is achieved or how well a given cyber resiliency technique or design
principle is applied, these fields can also be used in metric selection.

3.2 Metrics for a Cyber Resiliency Use Case

A cyber resiliency use case is a notional worked example of how cyber resiliency concepts and
constructs can be interpreted and applied to a specific situation, cyber resiliency solutions can be
defined for that situation, and the relative effectiveness of alternative solutions compare in that
situation. Use cases illustrate how cyber resiliency can be applied in a variety of ways,
depending on the situation (i.e., the mission, system architecture, threat model, risk management
strategy, and programmatic constraints). The use case process is illustrated in Figure 1 below.

For the MECR project, a use case is also intended to illuminate how cyber resiliency metrics,
measures of effectiveness (MOESs) or measures of performance (MOPs), and scoring can be used
to inform decisions. More detail on the use case methodology can be found in [20]. As illustrated
in Figure 1, cyber resiliency (CR) metrics are identified in a use case to evaluate how well a
potential solution fills a functional gap, improves mission performance, or reduces risk
associated with a threat. Metrics in the catalog relate to functional gaps.

The developer of a use case looks at which activities cannot be performed to a satisfactory
degree, and searches the catalog for metrics which relate to those activities. That set is further
refined based on the type of system and the type of decision posited by the use case. The
developer of the use case complements these with metrics and MOEs related to mission
performance and/or risk. Depending on the scope of the use case, some metrics may be fully or
notionally specified, using the Cyber Resiliency Metric Template.
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Figure 1. Use Case Process

3.3 Organizational Metrics Program

An organization can create a cyber resiliency metrics program, as part of its larger cyber risk
management, cyber resiliency, or cybersecurity metrics program. To identify metrics the
organization might track, program staff would search the catalog for metrics in the Social /
Organizational domain. They would select a few of these for further definition, evaluation, and
tracking. To gain more insight into the effectiveness of the organization’s cyber risk
management, cyber resiliency, or cybersecurity program, they could also identify the types of
systems the organization operates, and search for metrics for each type of system. (In general,
different sub-organizations are responsible for different types of systems. For example, a critical
infrastructure provider might have one sub-organization responsible for CPS and another for
EIT.) This would produce an initial set, from which down-selection would be needed. To down-
select, program staff would execute the first two steps of the Situated Scoring Methodology for
Cyber Resiliency (SSM-CR) [8], focusing on interpreting the cyber resiliency objectives, sub-
objectives, and activities in terms From those, they could focus on metrics which provide
evidence of how well the highest-priority activities can be performed. A variety of metrics —
supporting different decisions, in different domains, and evaluated in different ways — can be
selected for specification using the Cyber Resiliency Metric Template, evaluated, and tracked.

Because it is in the form of a table or Excel workbook, the catalog is easily extensible. Therefore,
if an organization defines new metrics, or finds ways to reuse existing performance, system
resilience, or security metrics to describe cyber resiliency, these can be added.
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Appendix A Catalog

Identifier

AM-DA-1

DP-FR-1

DP-FR-2

Cyber
Descriptor / Name Resiliency
Obijective(s)

Elapsed time for Continue
[mission / system /
asset] damage
assessment
Percentage of Prevent /
services which can Avoid,
be relocated virtually ~ Continue,
(e.g., to another Constrain
virtual machine)
Percentage of Prevent /
resources which can Avoid,
be virtually relocated  Continue

automatically

Table 1. Cyber Resiliency Metrics Catalog

Sub-Objectives and
Activities

Minimize degradation
of service delivery:
Perform mission
damage assessment;
Minimize interruptions
in service delivery:
Perform mission
damage assessment

Limit exposure to
threat events:
Dynamically relocate
processing randomly
orin response to a
triggering event;
Minimize degradation
of service delivery:
Relocate resources to
minimize service
degradation; Move
resources to limit
future or further
damage: Relocate
targeted resources
Limit exposure to
threat events:
Dynamically relocate
processing randomly
orin response to a
triggering event;
Minimize degradation
of service delivery:
Relocate resources to
minimize service
degradation

Cyber Resiliency
Technique(s) or
Approach(es)

Analytic Monitoring:
Monitoring and
Damage Assessment;
Dynamic
Representation:
Mission Dependency
and Status
Visualization;
Substantiated Integrity:
Integrity Checks,
Behavior Validation
Adaptive Response:
Adaptive Management;
Dynamic Positioning:
Functional Relocation
of Cyber Resources

Adaptive Response:
Adaptive Management;
Dynamic Positioning:
Functional Relocation
of Cyber Resources
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Cyber Resiliency Type(s) of
Design Principle(s) System
Leverage health EIT,
and status data Federated

EIT, LSPE,
CPS,
Federated
CPS, PIT
Manage resources EIT, LSPE
(risk-)adaptively,
Leverage health
and status data
Manage resources EIT, LSPE,
(risk-)adaptively, CPS, PIT

Leverage health
and status data

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Domain

Information /
Technical,
Cogpnitive
(Cyber
Operations),
Social /
Organizational

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

How Obtained

Measured or
Observed,
Computed or
Derived

Judged, Observed

Judged, Observed,

Computed or
Derived



Identifier

DP-FR-3

DP-AM-1

DP-AM-2

Descriptor / Name

Average time to
complete the virtual
relocation process
(latency or lag)

Percentage of
resources which can
be relocated
physically (e.g., to a
backup facility)

Percentage of
resources which can
be physically
relocated
automatically

Cyber
Resiliency

Obijective(s)
Prevent /
Avoid,
Continue,
Constrain

Prevent /
Avoid,

Continue,
Constrain

Prevent /
Avoid,
Continue

Sub-Objectives and
Activities

Limit exposure to
threat events:
Dynamically relocate
processing randomly
orin response to a
triggering event;
Minimize degradation
of service delivery:
Relocate resources to
minimize service
degradation; Move
resources to limit
future or further
damage: Relocate
targeted resources
Limit exposure to
threat events:
Dynamically relocate
processing randomly
orin response to a
triggering event;
Minimize degradation
of service delivery:
Relocate resources to
minimize service
degradation; Move
resources to limit
future or further
damage: Relocate
targeted resources
Limit exposure to
threat events:
Dynamically relocate
processing randomly
orin response to a
triggering event;
Minimize degradation
of service delivery:
Relocate resources to
minimize service
degradation

Cyber Resiliency
Technique(s) or
Approach(es)

Adaptive Response:
Adaptive Management;
Dynamic Positioning:
Functional Relocation
of Cyber Resources

Adaptive Response:
Adaptive Management;
Dynamic Positioning:
Asset Mobility

Adaptive Response:
Adaptive Management;
Dynamic Positioning:
Asset Mobility

12

Cyber Resiliency
Design Principle(s)

Manage resources
(risk-)adaptively,
Leverage health
and status data

Manage resources
(risk-)adaptively,
Leverage health
and status data

Manage resources
(risk-)adaptively,
Leverage health
and status data

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Domain

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

How Obtained

Judged, Observed,
Computed or
Derived

Judged, Observed,
Computed or
Derived

Judged, Observed,
Computed or
Derived



Identifier

DP-AM-3

PV-DP-1

PV-DP-2

PV-DP-3

Descriptor / Name

Average time to
complete the
physical relocation
process (latency or
lag)

Percentage of cyber
resources for which
privileges can be
modified dynamically

Percentage of users
for whom privileges
can be modified
dynamically

Percentage of
system services for
which privileges can
be modified
dynamically

Cyber
Resiliency

Obijective(s)
Prevent /
Avoid,
Continue,
Constrain

Prevent /

Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Limit exposure to
threat events:
Dynamically relocate
processing randomly
orin response to a
triggering event;
Minimize degradation
of service delivery:
Relocate resources to
minimize service
degradation; Move
resources to limit
future or further
damage: Relocate
targeted resources
Limit exposure to
threat events: Modify
privilege restrictions
unpredictably

Limit exposure to
threat events: Modify
privilege restrictions
unpredictably

Limit exposure to
threat events: Modify
privilege restrictions
unpredictably

Cyber Resiliency
Technique(s) or
Approach(es)

Adaptive Response:
Adaptive Management;
Dynamic Positioning:
Asset Mobility

Privilege Restriction:
Dynamic Privileges;
Unpredictability:
Temporal
Unpredictability,
Contextual
Unpredictability

Privilege Restriction:
Dynamic Privileges;
Unpredictability:
Temporal
Unpredictability,
Contextual
Unpredictability

Privilege Restriction:
Dynamic Privileges;
Unpredictability:
Temporal
Unpredictability,
Contextual
Unpredictability
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Cyber Resiliency Type(s) of
Design Principle(s) System
Manage resources EIT, LSPE,
(risk-)adaptively, CPS, PIT

Leverage health
and status data

Manage resources  EIT,
(risk-)adaptively Federated
EIT, LSPE

Manage resources EIT,
(risk-)adaptively Federated
EIT, LSPE

Manage resources EIT,
(risk-)adaptively Federated
EIT, LSPE

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Domain

Cognitive
(Cyber
Operations)

Information /
Technical,
Cognitive
(Cyber
Operations)

Information /
Technical,
Cognitive
(Cyber
Operations)

Information /
Technical,
Cognitive
(Cyber
Operations)

How Obtained

Judged, Observed,
Computed or
Derived

Judged, Measured,
Observed (tool
settings)

Judged, Measured,
Observed (tool
settings)

Judged, Measured,
Observed (tool
settings)



Identifier

RD-RE-1

RD-RE-2

RD-RE-3

SI-PT-1

SI-PT-2

SI-PT-3

Descriptor / Name

Percentage of
resources for which
an alternative exists

Percentage of critical
resources for which
multiple (more than
one) alternatives
exist

Percentage of
processes or services
for which an
alternative version
can be instantiated

Average, median, or
maximum time
required to validate
the provenance of
mission-critical and
system control data

Percentage of
mission-critical and
system control data
for which
provenance can be
validated

Average, median, or
maximum time
required to validate
the provenance of
security-critical data

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid

Prevent /

Avoid

Continue

Continue

Sub-Objectives and
Activities

Limit exposure to
threat events: Switch
to an alternative
resource randomly or
in response to a
triggering event

Limit exposure to
threat events: Switch
to an alternative
resource randomly or
in response to a
triggering event

Limit exposure to
threat events: Create
and switch to an
alternative version of
process or service
randomly orin
response to a
triggering event

Ensure that ongoing
functioning is correct:
Validate provenance of
mission-critical and
system control data

Ensure that ongoing
functioning is correct:
Validate provenance of
mission-critical and
system control data

Ensure that ongoing
functioning is correct:
Validate provenance of
mission-critical and
system control data

Cyber Resiliency
Technique(s) or
Approach(es)
Redundancy:
Replication

Redundancy:
Replication

Redundancy:
Replication

Substantiated Integrity:
Provenance Tracking

Substantiated Integrity:
Provenance Tracking

Substantiated Integrity:
Provenance Tracking
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Cyber Resiliency
Design Principle(s)

Maintain
redundancy

Maintain
redundancy

Maintain
redundancy

Limit the need for
trust, Determine
ongoing
trustworthiness

Limit the need for
trust, Determine
ongoing
trustworthiness

Limit the need for
trust, Determine
ongoing
trustworthiness

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Domain How Obtained
Information /
Technical,
Cognitive
(Cyber
Operations),
Social /
Organizational

Judged

Information /
Technical,
Cognitive
(Cyber
Operations),
Social /
Organizational

Judged

Information /
Technical,
Cognitive
(Cyber
Operations)

Judged

Cognitive Judged, Measured,

(Cyber Observed,

Operations) Computed or
Derived

Information / Judged, Measured,

Technical, Observed,
Cognitive Computed or
(Cyber Derived

Operations)

Cognitive Judged, Measured,

(Cyber Observed,

Operations) Computed or
Derived



Identifier

SI-PT-4

SI-IC-1

SI-IC-2

Cyber
Descriptor / Name Resiliency
Objective(s)
Percentage of Continue
security-critical data
for which
provenance can be
validated
Average, median, or Continue
maximum time
required to validate
the integrity and/or
quality of mission-
critical data
Percentage of Continue

mission-critical data
assets for which data
integrity / quality can
be validated

Sub-Objectives and
Activities

Ensure that ongoing
functioning is correct:
Validate provenance of
mission-critical and
system control data

Minimize degradation
of service delivery:
Perform mission
damage assessment;
Minimize interruptions
in service delivery:
Perform mission
damage assessment;
Ensure that ongoing
functioning is correct:
Validate data integrity
/ quality to ensure it
has not been
corrupted

Minimize degradation
of service delivery:
Perform mission
damage assessment;
Minimize interruptions
in service delivery:
Perform mission
damage assessment;
Ensure that ongoing
functioning is correct:
Validate data integrity
/ quality to ensure it
has not been
corrupted

Cyber Resiliency
Technique(s) or
Approach(es)

Substantiated Integrity:

Provenance Tracking

Substantiated Integrity:

Integrity Checks

Substantiated Integrity:

Integrity Checks
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Cyber Resiliency
Design Principle(s)

Limit the need for
trust, Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Type(s) of

System

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS
EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Domain

Information /
Technical,
Cognitive
(Cyber
Operations)

Information /
Technical,
Cogpnitive
(Cyber
Operations)

Information /
Technical,
Cognitive
(Cyber
Operations)

How Obtained

Judged, Measured,
Observed,
Computed or
Derived

Measured,
Observed,
Computed or
Derived

Measured,
Observed,
Computed or
Derived



Identifier

SI-IC-3

SI-IC-4

SI-IC-5

SI-IC-6

Descriptor / Name

Average, median, or
maximum time
required to validate
the integrity and/or
quality of security-
critical data

Number of points in
a mission thread
where mission-
critical data is
validated in support
of an operation

Percentage of
mission-supporting
data assets for which
data integrity /
quality is validated

Data validation
includes data format,
data types, and
ranges [yes/no]

Cyber
Resiliency
Obijective(s)

Continue

Continue

Constrain

Constrain

Sub-Objectives and
Activities

Minimize degradation
of service delivery:
Perform mission
damage assessment;
Minimize interruptions
in service delivery:
Perform mission
damage assessment;
Ensure that ongoing
functioning is correct:
Validate data integrity
/ quality to ensure it
has not been
corrupted

Minimize degradation
of service delivery:
Perform mission
damage assessment;
Minimize interruptions
in service delivery:
Perform mission
damage assessment;
Ensure that ongoing
functioning is correct:
Validate data integrity
/ quality to ensure it
has not been
corrupted

Identify potential
damage: Identify
potentially corrupted
or falsified information

Identify potential
damage: Identify
potentially corrupted
or falsified information

Cyber Resiliency
Technique(s) or
Approach(es)

Substantiated Integrity:

Integrity Checks

Substantiated Integrity:

Integrity Checks

Analytic Monitoring:
Monitoring and
Damage Assessment;

Substantiated Integrity:

Integrity Checks

Substantiated Integrity:

Integrity Checks
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Cyber Resiliency
Design Principle(s)

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Type(s) of
System

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Domain

Information /
Technical,
Cognitive
(Cyber
Operations)

Information /
Technical,
Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

How Obtained

Measured,
Observed,
Computed or
Derived

Judged, Measured,
Observed,
Computed or
Derived

Judged, Measured,
Observed,
Computed or
Derived

Judged, Measured,
Observed,
Computed or
Derived



Identifier

SI-IC-7

SI-IC-8

SI-IC-9

SI-BV-1

SI-BV-2

Descriptor / Name

Frequency of
hardware / system
integrity check

Hardware / system
integrity check
performed on
operational systems
[ves/no]

Percentage of
hardware
components to
which tamper-
evident technologies
have been applied

Average, median, or
maximum time
required to validate
the integrity and/or
behavior of mission-
critical services or
processes

Percentage of
mission-critical
applications for
which integrity /
behavior can be
validated

Cyber
Resiliency
Obijective(s)

Continue

Continue

Constrain,
Reconstitute

Continue

Continue

Sub-Objectives and
Activities

Ensure that ongoing

functioning is correct:

Validate hardware /
system integrity /
behavior to ensure it
has not been
corrupted

Ensure that ongoing

functioning is correct:

Validate hardware /
system integrity /
behavior to ensure it
has not been
corrupted

Identify potential
damage: Identify
potentially faulty,
corrupted, or
subverted
components; ldentify
damage and
untrustworthy
resources: Identify
damaged, corrupted,
or subverted
components

Ensure that ongoing

functioning is correct:

Validate software /
service integrity /
behavior to ensure it
has not been
corrupted

Ensure that ongoing

functioning is correct:

Validate software /
service integrity /
behavior to ensure it
has not been
corrupted

Cyber Resiliency
Technique(s) or
Approach(es)

Substantiated Integrity:

Integrity Checks

Substantiated Integrity:

Integrity Checks

Substantiated Integrity:

Integrity Checks

Substantiated Integrity:

Integrity Checks,
Behavior Validation

Substantiated Integrity:

Integrity Checks,
Behavior Validation
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Cyber Resiliency
Design Principle(s)

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Domain

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

How Obtained

Judged, Measured,
Observed,
Computed or
Derived

Judged, Measured,
Observed,
Computed or
Derived

Judged, Computed
or Derived

Judged, Measured,
Observed,
Computed or
Derived

Judged, Measured,
Observed,
Computed or
Derived



Identifier

SI-BV-3

SI-BV-4

SI-BV-5

SI-BV-6

PA-S1-
Al-1

Cyber

Descriptor / Name Resiliency

Obijective(s)

Average, median, or
maximum time
required to validate
the integrity and/or
behavior of security-
critical services or
processes

Percentage of
security-critical
systems or system
elements (e.g.,
cryptographic
components) for
which integrity /
behavior can be
validated

Number of locations
where checks for
faulty processes or
services occur

Continue,
Constrain

Frequency of check Constrain
for faulty processes

or services

[continuously, on

demand]

Prevent /
Avoid

Performance level
for "Restrict access
to resources based
on criticality and
sensitivity (i.e., on
resource
attractiveness to
adversaries)"

Sub-Objectives and
Activities

Ensure that ongoing
functioning is correct:
Validate software /
service integrity /
behavior to ensure it
has not been
corrupted

Ensure that ongoing
functioning is correct:
Validate software /
service integrity /
behavior to ensure it
has not been
corrupted

Ensure that ongoing
functioning is correct:
Validate software /
service integrity /
behavior to ensure it
has not been
corrupted; Identify
potential damage:
Identify potentially
compromised or faulty
processes or services

Identify potential
damage: Identify
potentially
compromised or faulty
processes or services

Apply basic hygiene
and risk-tailored
controls: Restrict
access to resources
based on criticality and
sensitivity (i.e., on
resource attractiveness
to adversaries)

Cyber Resiliency
Technique(s) or
Approach(es)

Substantiated Integrity:

Integrity Checks,
Behavior Validation

Substantiated Integrity:

Integrity Checks,
Behavior Validation

Analytic Monitoring:
Monitoring and
Damage Assessment;

Substantiated Integrity:

Behavior Validation

Analytic Monitoring:
Monitoring and
Damage Assessment;

Substantiated Integrity:

Behavior Validation

Privilege Restriction:
Trust-Based Privilege
Management,
Attribute-Based Usage
Restriction;
Segmentation:
Predefined
Segmentation
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Cyber Resiliency
Design Principle(s)

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Determine
ongoing
trustworthiness

Control visibility
and use

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

All

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Tactical
Operations,
COA Analysis

Engineering,
Investment /
Programmatic

Domain

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

How Obtained

Judged, Measured,
Observed,
Computed or
Derived

Judged, Measured,
Observed,
Computed or
Derived

Judged, Measured,
Observed

Judged, Measured,
Observed

Judged



Identifier

PA-S1-
Al-2

PA-S1-
Al-3

PA-S1-
Al-4

PA-S1-
Al-5

PA-S1-
A2-1

Descriptor / Name

Percentage of cyber
resources to which
access is controlled
based on criticality

Percentage of cyber
resources to which

access is controlled
based on sensitivity

Percentage of users
with privileged /
administrator access

Percentage of
[administrative,
operational]
activities
[procedurally,
Information /
Technically] enforced
by 2-person controls
Percentage of users
for which behaviors
are restricted based
on assigned degree
of trust

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Apply basic hygiene
and risk-tailored
controls: Restrict
access to resources
based on criticality and
sensitivity

Apply basic hygiene
and risk-tailored
controls: Restrict
access to resources
based on criticality and
sensitivity

Apply basic hygiene
and risk-tailored
controls: Restrict
access to resources
based on criticality and
sensitivity

Apply basic hygiene
and risk-tailored
controls: Restrict
access to resources
based on criticality and
sensitivity

Apply basic hygiene
and risk-tailored
controls: Restrict
behaviors of users and
cyber entities based on
degree of trust

Cyber Resiliency
Technique(s) or
Approach(es)

Privilege Restriction:
Trust-Based Privilege
Management,
Attribute-Based Usage
Restriction;
Segmentation:
Predefined
Segmentation

Privilege Restriction:
Trust-Based Privilege
Management,
Attribute-Based Usage
Restriction;
Segmentation:
Predefined
Segmentation

Privilege Restriction:
Trust-Based Privilege
Management,
Attribute-Based Usage
Restriction

Privilege Restriction:
Trust-Based Privilege
Management,
Attribute-Based Usage
Restriction

Privilege Restriction:
Trust-Based Privilege
Management,
Attribute-Based Usage
Restriction
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Cyber Resiliency
Design Principle(s)

Control visibility

Control visibility

Limit the need for

Limit the need for

Limit the need for

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
Investment /

Programmatic

Engineering,
Tactical
Operations,
Investment /

Programmatic

Tactical
Operations,
Investment /

Programmatic

Tactical
Operations,
Investment /

Programmatic

Tactical
Operations,
Investment /

Programmatic

Domain

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Judged, Measured,
Computed or
Derived

Judged, Measured,
Computed or
Derived

Judged; Measured,

Observed

Judged; Measured,
Observed



Identifier

PA-S1-
A2-2

PA-S1-
A3-1

PA-S1-
A3-2

PA-S1-
A3-3

PA-S1-
A3-4

PA-S1-
A3-5

PA-S1-
A3-6

Descriptor / Name

Percentage of types
of cyber entities for
which behaviors are
restricted based on
assigned degree of
trust

Percentage of cyber
resources which can
be placed in a single
enclave

Percentage of cyber
resources which
have been placed in
a single enclave

Percentage of cyber
resources which can
be discovered,
accessed or used, or
otherwise reached
from another
enclave

Number of dedicated
operational enclaves
defined

Number of dedicated
administrative
enclaves defined

Number of dedicated
security/audit
enclaves defined

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Apply basic hygiene
and risk-tailored
controls: Restrict
behaviors of users and
cyber entities (e.g.,
components, services,
processes, interfaces)
based on degree of
trust

Apply basic hygiene
and risk-tailored
controls: Enforce clear
boundaries on sets of
cyber resources

Apply basic hygiene
and risk-tailored
controls: Enforce clear
boundaries on sets of
cyber resources

Apply basic hygiene
and risk-tailored
controls: Enforce clear
boundaries on sets of
cyber resources

Apply basic hygiene
and risk-tailored
controls: Enforce clear
boundaries on sets of
cyber resources

Apply basic hygiene
and risk-tailored
controls: Enforce clear
boundaries on sets of
cyber resources

Apply basic hygiene
and risk-tailored
controls: Enforce clear
boundaries on sets of
cyber resources

Cyber Resiliency
Technique(s) or
Approach(es)

Privilege Restriction:
Trust-Based Privilege
Management,
Attribute-Based Usage
Restriction

Segmentation:
Predefined
Segmentation,
Realignment: Purposing

Segmentation:
Predefined
Segmentation,
Realignment: Purposing

Segmentation:
Predefined
Segmentation,
Realignment: Purposing

Segmentation:
Predefined
Segmentation,
Realignment: Purposing

Segmentation:
Predefined
Segmentation,
Realignment: Purposing

Segmentation:
Predefined
Segmentation,
Realignment: Purposing
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Cyber Resiliency
Design Principle(s)

Limit the need for
trust

Contain and
exclude behaviors

Contain and
exclude behaviors

Contain and
exclude behaviors

Contain and
exclude behaviors

Contain and
exclude behaviors

Contain and
exclude behaviors

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT
EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

Type(s) of

Decisions

Supported
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic
Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Domain

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Judged; Measured,
Observed

Judged; Measured,
Observed

Judged; Measured,
Observed

Measured,
Observed (network
mapping / resource
inventory tools)

Judged

Judged

Judged



Identifier

PA-S1-
A3-7

PA-S1-
A4-1

PA-S1-
A5-1

PA-S1-
A5-2

PA-S1-
A5-3

PA-S1-
A5-4

Descriptor / Name

Percentage of
enclaves associated
with a single
operational function

Percentage of critical
cyber resources to
which multiple
defenses are applied

Percentage of
external
communications
which are encrypted

Percentage of
internal
communications
which are encrypted

Percentage of
information stores
which are encrypted

Percentage of
processing which is
encrypted or
obfuscated

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Apply basic hygiene
and risk-tailored
controls: Enforce clear
boundaries on sets of
cyber resources

Apply basic hygiene
and risk-tailored
controls: Enforce clear
boundaries on sets of
cyber resources

Apply basic hygiene
and risk-tailored
controls: Protect data
in different states (e.g.,
at rest, in transit, in
processing)

Apply basic hygiene
and risk-tailored
controls: Protect data
in different states (e.g.,
at rest, in transit, in
processing)

Apply basic hygiene
and risk-tailored
controls: Protect data
in different states (e.g.,
at rest, in transit, in
processing)

Apply basic hygiene
and risk-tailored
controls: Protect data
in different states (e.g.,
at rest, in transit, in
processing)

Cyber Resiliency
Technique(s) or
Approach(es)

Segmentation:
Predefined
Segmentation,
Realignment: Purposing

Coordinated
Protection: Calibrated
Defense-in-Depth,
Orchestration

Deception: Obfuscation

Deception: Obfuscation

Deception: Obfuscation

Deception: Obfuscation
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Cyber Resiliency
Design Principle(s)

Contain and
exclude behaviors

Layer defenses
and partition
resources

Control visibility
and use

Control visibility
and use

Control visibility
and use

Control visibility
and use

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Domain

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Judged

Judged

Measured (network
analysis tools)

Measured (network
analysis tools)

Measured (analysis
tools)

Measured (analysis
tools)



Identifier

PA-S1-
A5-5

PA-S2-
Al-1

PA-S2-
Al-2

PA-S2-

Al-3

PA-52-
Al-4

PA-S2-
A2-1

Descriptor / Name

Strength of
encryption
mechanism for
[external
communications |
internal
communications |
information stores |
processing]

Percentage of
configuration
parameters for
which allowable
ranges have been
defined

Percentage of CCoAs
which make changes
within allowable
ranges

Percentage of
automated change
mechanisms for
which changes can
be restricted to
allowable ranges

Percentage of
change parameters
permitted to control
unpredictability,
outside of a schedule

Percentage of
resources for which
an alternative exists
for which switching
is performed

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid,
Constrain

Sub-Objectives and
Activities

Apply basic hygiene
and risk-tailored
controls: Protect data
in different states (e.g.,
at rest, in transit, in
processing)

Limit exposure to
threat events: Identify
and implement a set of
change parameters

Limit exposure to
threat events: Identify
and implement a set of
change parameters

Limit exposure to
threat events: Identify
and implement a set of
change parameters

Limit exposure to
threat events: Identify
and implement a set of
change parameters

Limit exposure to
threat events: Switch
to an alternative
resource randomly or
in response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Switch to an
alternative resource

Cyber Resiliency
Technique(s) or
Approach(es)
Deception: Obfuscation

Coordinated
Protection: Consistency
Analysis

Coordinated
Protection: Consistency
Analysis

Coordinated
Protection: Consistency
Analysis

Coordinated
Protection: Consistency
Analysis

Adaptive Response:
Dynamic Reallocation;
Redundancy:
Replication
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Cyber Resiliency

Design Principle(s)

Control visibility
and use

Limit the need for
trust

Limit the need for
trust

Limit the need for
trust

Limit the need for
trust

Change or disrupt
the attack surface

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

COA Analysis,
Investment /
Programmatic

Engineering,
Tactical
Operations,
COA Analysis

Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Domain

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Judged

Judged

Judged

Judged

Judged

Judged



Identifier

PA-S2-
A2-2

PA-S2-
A2-3

PA-S2-
A2-4

Descriptor / Name

Percentage of

resources switches
enabled by random
vs. triggered events

Average time to
complete the
switching process
(latency or lag)

Average frequency of
switches to an
alternative resource
per unit time

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid,
Constrain

Prevent /
Avoid,
Constrain

Sub-Objectives and
Activities

Limit exposure to
threat events: Switch
to an alternative
resource randomly or
in response to a
triggering event

Limit exposure to
threat events: Switch
to an alternative
resource randomly or
in response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Switch to an
alternative resource
Limit exposure to
threat events: Switch
to an alternative
resource randomly or
in response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Switch to an
alternative resource

Cyber Resiliency
Technique(s) or
Approach(es)

Adaptive Response:
Dynamic Reallocation;
Redundancy:
Replication;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability

Adaptive Response:
Dynamic Reallocation;
Redundancy:
Replication;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability

Adaptive Response:
Dynamic Reallocation;
Redundancy:
Replication;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability
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Cyber Resiliency
Design Principle(s)

Change or disrupt
the attack surface

Change or disrupt
the attack surface

Change or disrupt
the attack surface

Type(s) of
System

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Domain

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Judged

Measured,
Observed

Measured,
Observed



Identifier

PA-S2-
A3-1

PA-S2-
A3-2

PA-S2-
A3-3

Descriptor / Name

Percentage of
processes or services
for which an
alternative version
can be instantiated
for which
instantiation is
performed

Average time to
complete the
process of
instantiating and
switching to an
alternative version of
a process or service

Average frequency of
switches to an
alternative version of
a process or service
per unit time

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Limit exposure to
threat events: Create
and switch to an
alternative version of
process or service
randomly orin
response to a
triggering event

Limit exposure to
threat events: Create
and switch to an
alternative version of
process or service
randomly orin
response to a
triggering event

Limit exposure to
threat events: Create
and switch to an
alternative version of
process or service
randomly or in
response to a
triggering event

Cyber Resiliency
Technique(s) or
Approach(es)

Adaptive Response:
Adaptive Management;
Diversity: Synthetic
Diversity;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability

Adaptive Response:
Adaptive Management;
Diversity: Synthetic
Diversity;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability

Adaptive Response:
Adaptive Management;
Diversity: Synthetic
Diversity;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability
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Cyber Resiliency
Design Principle(s)

Maintain
redundancy,
Change or disrupt
the attack surface

Maintain
redundancy,
Change or disrupt
the attack surface

Maintain
redundancy,
Change or disrupt
the attack surface

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations

Tactical
Operations

Domain

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Judged

Measured,
Observed,
Computed or
Derived

Measured,
Observed



Identifier

PA-S2-
A4-1

PA-S2-
A4-2

PA-S2-
A4-3

Descriptor / Name

Percentage of
resources for which
configuration
changes can be
made

Percentage of
resources to which
configuration
changes can be
made randomly or in
response to a
triggering event

Percentage of
resources to which
configuration
changes can be
made dynamically
for which changes
are made randomly
or in response to a
triggering event

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid,
Constrain

Prevent /
Avoid,
Constrain

Prevent /
Avoid,
Constrain

Sub-Objectives and
Activities

Limit exposure to
threat events:
Reconfigure
components and
services randomly or in
response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Reconfigure
components and
services

Limit exposure to
threat events:
Reconfigure
components and
services randomly or in
response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Reconfigure
components and
services

Limit exposure to
threat events:
Reconfigure
components and
services randomly or in
response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Reconfigure
components and
services

Cyber Resiliency
Technique(s) or
Approach(es)
Adaptive Response:
Dynamic
Reconfiguration

Adaptive Response:
Dynamic
Reconfiguration;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability

Adaptive Response:
Dynamic
Reconfiguration;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability
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Cyber Resiliency
Design Principle(s)

Manage resources
(risk-) adaptively

Manage resources
(risk-) adaptively

Manage resources
(risk-) adaptively

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Investment /
Programmatic

Engineering,
Tactical
Operations

Engineering,
Tactical
Operations

Domain

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Judged, Computed
or Derived

Judged, Measured,
Observed

Measured,
Observed



Identifier

PA-S2-
Ad-4

PA-S2-
A4-5

PA-S2-
A5-1

Cyber

Descriptor / Name Resiliency
Objective(s)

Average time to Prevent /
complete the Avoid,
dynamic Constrain
reconfiguration
process
Frequency of Prevent /
configuration Avoid,
changes per unit Constrain
time
Percentage of Prevent /
resources which can Avoid,
be relocated virtually ~ Constrain

which are relocated

Sub-Objectives and
Activities

Limit exposure to
threat events:
Reconfigure
components and
services randomly or in
response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Reconfigure
components and
services

Limit exposure to
threat events:
Reconfigure
components and
services randomly or in
response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Reconfigure
components and
services

Limit exposure to
threat events:
Dynamically relocate
processing randomly
or in response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Dynamically
relocate processing

Cyber Resiliency
Technique(s) or
Approach(es)

Adaptive Response:
Dynamic
Reconfiguration;
Segmentation: Dynamic
Segmentation &
Isolation

Adaptive Response:
Dynamic
Reconfiguration;
Segmentation: Dynamic
Segmentation &
Isolation;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability

Adaptive Response:
Dynamic
Reconfiguration;
Dynamic Positioning:
Asset Mobility,
Functional Relocation
of Cyber Resources;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability
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Cyber Resiliency
Design Principle(s)

Manage resources
(risk-) adaptively

Manage resources
(risk-) adaptively

Make resources
location-versatile

Type(s) of Type.:(.s) of
System Decisions
Supported
EIT, LSPE, Tactical
CPS, PIT Operations
EIT, LSPE, Tactical
CPS, PIT Operations
EIT, LSPE, Engineering,
CPS, PIT Tactical
Operations

Domain

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Measured,
Observed,
Computed or
Derived

Measured,
Observed,
Computed or
Derived

Judged; Measured,
Observed



Identifier

PA-S2-
A5-2

PA-S2-
A5-3

PA-S2-
A6-1

PA-S2-
A6-2

PA-S2-
A6-3

Descriptor / Name

Percentage of
resources which can
be relocated
physically which are
relocated

Frequency of
relocation events per
unit time

Percentage of
communications
paths to which
lifespan conditions
are applied

Percentage of
mission services to
which lifespan
conditions are
applied

Percentage of
supporting services
to which lifespan
conditions are
applied

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid,
Constrain

Prevent /
Avoid,
Constrain

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Limit exposure to
threat events:
Dynamically relocate
processing randomly
orin response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Dynamically
relocate processing

Limit exposure to
threat events:
Dynamically relocate
processing randomly
or in response to a
triggering event;
Change or remove
resources and how
they are used to limit
future or further
damage: Dynamically
relocate processing

Limit exposure to
threat events: Retain
resources in an active
or “live” state for a
limited lifespan

Limit exposure to
threat events: Retain
resources in an active
or “live” state for a
limited lifespan

Limit exposure to
threat events: Retain
resources in an active
or “live” state for a
limited lifespan

Cyber Resiliency
Technique(s) or
Approach(es)

Adaptive Response:
Dynamic
Reconfiguration;
Dynamic Positioning:
Asset Mobility,
Functional Relocation
of Cyber Resources;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability

Cyber Resiliency

Design Principle(s) System

Make resources
location-versatile

EIT, LSPE,
CPS, PIT

Make resources
location-versatile

Adaptive Response:
Dynamic
Reconfiguration;
Dynamic Positioning:
Asset Mobility,
Functional Relocation
of Cyber Resources;
Unpredictability:
Contextual
Unpredictability,
Temporal
Unpredictability

EIT, LSPE,
CPS, PIT

Maximize
transience

Non-Persistence: Non-
Persistent Connectivity

EIT, LSPE,
CPS, PIT

Maximize
transience

Non-Persistence: Non-
Persistent Services

EIT, LSPE,
CPS, PIT

Maximize
transience

Non-Persistence: Non-
Persistent Services

EIT, LSPE,
CPS, PIT
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Type(s) of

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
Investment /
Programmatic

Domain

Information /
Technical

Tactical
Operations

Information /
Technical

Engineering, Information /

Tactical Technical,
Operations Cognitive
(Cyber

Operations)

Engineering, Information /

Tactical Technical,
Operations Coghnitive
(Cyber

Operations)

Engineering, Information /

Tactical Technical,
Operations Cognitive
(Cyber

Operations)

How Obtained

Judged; Measured,
Observed

Measured,
Observed,
Computed or
Derived

Judged; Measured,
Observed

Judged; Measured,
Observed

Judged; Measured,
Observed



- . Cy!)er Sub-Objectives and Cyber Besnllency Cyber Resiliency Type(s) of Type.:(.s) of . .
Identifier Descriptor / Name Resiliency Activities Technique(s) or Design Principle(s) System Decisions Domain How Obtained
Obijective(s) Approach(es) Supported
PA-S2- Percentage of Prevent / Limit exposure to Non-Persistence: Non- Maximize EIT, LSPE, Engineering, Information / Judged; Measured,
A6-4 information Avoid threat events: Retain Persistent Information transience CPS, PIT Tactical Technical, Observed
resources to which resources in an active Operations Cognitive
lifespan conditions or “live” state for a (Cyber
are applied limited lifespan Operations)
PA-S2- Percentage of Prevent / Limit exposure to Non-Persistence: Non- Maximize EIT, LSPE, Tactical Information / Judged
A6-5 lifespan conditions Avoid threat events: Retain Persistent Services, transience CPS, PIT Operations Technical,
determined based on resources in an active Non-Persistent Cognitive
threat intelligence or or “live” state for a Connectivity, Non- (Cyber
known adversarial limited lifespan Persistent Information Operations)
TTPs
PA-S2- Maximum or average  Prevent/ Limit exposure to Non-Persistence: Non- Maximize EIT, LSPE, Engineering, Cognitive Judged, Measured,
A6-6 lifespan of a Avoid, threat events: Retain Persistent Services, transience CPS, PIT Tactical (Cyber Observed,
communications Constrain resources in an active Non-Persistent Operations Operations) Computed or
path or “live” state for a Connectivity, Non- Derived
limited lifespan; Persistent Information
Change or remove
resources and how
they are used to limit
future or further
damage: Retain
resources for a limited
lifespan
PA-S2- Maximum or average  Prevent/ Limit exposure to Non-Persistence: Non- Maximize EIT, LSPE, Engineering, Cognitive Judged, Measured,
A6-7 lifespan of a mission Avoid, threat events: Retain Persistent Services, transience CPS, PIT Tactical (Cyber Observed,
service Constrain resources in an active Non-Persistent Operations Operations) Computed or
or “live” state for a Connectivity, Non- Derived

limited lifespan;
Change or remove
resources and how
they are used to limit
future or further
damage: Retain
resources for a limited
lifespan

Persistent Information
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Identifier

PA-S2-
A6-8

PA-S2-
A6-9

PA-52-
A7-1

Descriptor / Name

Maximum or average
lifespan of a
supporting service

Maximum or average
lifespan of an
information resource

Amount of
information which
can be retrieved or
reconstructed by a
Red Team after an
information resource
is deleted

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid,
Constrain

Prevent /
Avoid,
Constrain

Prevent /
Avoid,
Constrain

Sub-Objectives and
Activities

Limit exposure to
threat events: Retain
resources in an active
or “live” state for a
limited lifespan;
Change or remove
resources and how
they are used to limit
future or further
damage: Retain
resources for a limited
lifespan

Limit exposure to
threat events: Retain
resources in an active
or “live” state for a
limited lifespan;
Change or remove
resources and how
they are used to limit
future or further
damage: Retain
resources for a limited
lifespan

Limit exposure to
threat events, Change
or remove resources
and how they are used
to limit future or
further damage:
Ensure that
termination, deletion,
or movement does not
leave residual mission
critical or sensitive
data or software
behind

Cyber Resiliency
Technique(s) or
Approach(es)

Non-Persistence: Non-
Persistent Services,
Non-Persistent
Connectivity, Non-
Persistent Information

Non-Persistence: Non-
Persistent Services,
Non-Persistent
Connectivity, Non-
Persistent Information

Dynamic Positioning:
Functional Relocation
of Cyber Resources;
Non-Persistence: Non-
Persistent Services,
Non-Persistent
Information
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Cyber Resiliency
Design Principle(s)

Maximize
transience

Maximize
transience

Layer defenses
and partition
resources,
Maximize
transience

Type(s) of
System

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

EIT, LSPE,
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations

Engineering,
Tactical
Operations

Tactical
Operations

Domain How Obtained
Cognitive Judged, Measured,
(Cyber Observed,
Operations) Computed or

Derived

Cognitive Judged, Measured,

(Cyber Observed,

Operations) Computed or
Derived

Information /
Technical,
Cognitive
(Cyber
Operations)

Judged, Computed
or Derived



Identifier

PA-S2-
A7-2

PA-S2-

A8-1

PA-S2-
A8-2

PA-S2-
A9-1

PA-S2-
A9-2

Descriptor / Name

Amount of [mission
critical, sensitive]
information which
can be retrieved or
reconstructed by a
Red Team after a
service is moved or
terminated

Percentage of
mission-critical cyber
resources which can
be discovered or
reached from each
enclave, sub-system,
or network nodes

Percentage of high-
sensitivity
information stores
which can be
discovered or
reached from all sub-
systems or network
nodes

Percentage of high-
sensitivity or high-
criticality
information stores
which are
fragmented across
multiple locations

Number of
geographically
diverse locations
included in the
fragmentation set

Cyber
Resiliency
Obijective(s)

Prevent /
Avoid,
Constrain

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Limit exposure to
threat events, Change
or remove resources
and how they are used
to limit future or
further damage:
Ensure that
termination, deletion,
or movement does not
leave residual mission
critical or sensitive
data or software
behind

Limit exposure to
threat events:
Separate cyber
resources based on
criticality and/or
sensitivity

Limit exposure to
threat events:
Separate cyber
resources based on
criticality and/or
sensitivity

Limit exposure to
threat events: Split or
distribute cyber
resources across
multiple locations to
avoid creating high-
value targets

Limit exposure to
threat events: Split or
distribute cyber
resources across
multiple locations to
avoid creating high-
value targets

Cyber Resiliency
Technique(s) or
Approach(es)

Dynamic Positioning:
Functional Relocation
of Cyber Resources;
Non-Persistence: Non-
Persistent Services,
Non-Persistent
Information

Segmentation:
Predefined
Segmentation

Segmentation:
Predefined
Segmentation

Dynamic Positioning:
Fragmentation,
Distributed
Functionality

Dynamic Positioning:
Fragmentation
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Cyber Resiliency
Design Principle(s)

Layer defenses
and partition
resources,
Maximize
transience

Control visibility
and use

Control visibility
and use

Make resources
location-versatile

Make resources
location-versatile

Type(s) of

System

EIT, LSPE,
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT,
Federated
EIT, LSPE

EIT,
Federated
EIT, LSPE

Type(s) of

Decisions

Supported
Tactical
Operations

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Administrative /
Management,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Administrative /
Management,
Tactical
Operations,
Investment /
Programmatic

Domain

Information /
Technical,
Cognitive
(Cyber
Operations)

Information /
Technical

Information /
Technical

Information /
Technical

Information /
Technical

How Obtained

Judged, Computed
or Derived

Measured,
Observed (network
mapping / resource
inventory tools)

Measured,
Observed (network
mapping / resource
inventory tools)

Judged, Computed
or Derived

Judged



Identifier

PA-S2-
A9-3

PA-S2-
A10-1

PA-S2-
A10-2

PA-S2-
A10-3

PA-S3-
Al-1

PA-S3-
Al-2

Descriptor / Name

Percentage of
mission-critical
functions which are
executed by
distributed rather
than centralized
services

Percentage of cyber
resources for which
privileges can be
modified randomly
for which privileges
are modified
randomly

Percentage of users
for whom privileges
can be modified
randomly whose
privileges are
modified randomly

Percentage of
system services for
which privileges can
be modified
randomly for which
privileges are
modified randomly

Percentage of
sensitive data stores
that are encrypted

Strength of
encryption used to
protect sensitive
data stores

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Limit exposure to
threat events: Split or
distribute cyber
resources across
multiple locations to
avoid creating high-
value targets

Limit exposure to
threat events: Modify
privilege restrictions
unpredictably

Limit exposure to
threat events: Modify
privilege restrictions
unpredictably

Limit exposure to
threat events: Modify
privilege restrictions
unpredictably

Decrease the
adversary’s perceived
benefits: Conceal

resources an adversary

might find attractive

Decrease the
adversary’s perceived
benefits: Conceal

resources an adversary

might find attractive

Cyber Resiliency
Technique(s) or
Approach(es)

Dynamic Positioning:

Distributed
Functionality

Privilege Restriction:
Dynamic Privileges;
Unpredictability:
Temporal
Unpredictability,
Contextual
Unpredictability

Privilege Restriction:
Dynamic Privileges;
Unpredictability:
Temporal
Unpredictability,
Contextual
Unpredictability

Privilege Restriction:
Dynamic Privileges;
Unpredictability:
Temporal
Unpredictability,
Contextual
Unpredictability

Deception: Obfuscation

Deception: Obfuscation
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Cyber Resiliency
Design Principle(s)

Make resources
location-versatile

Limit the need for
trust, Contain and
exclude behaviors,
Make the effects
of deception and
unpredictability
user-transparent

Limit the need for
trust, Contain and
exclude behaviors,
Make the effects
of deception and
unpredictability
user-transparent

Limit the need for
trust, Contain and
exclude behaviors,
Make the effects
of deception and
unpredictability
user-transparent

Control visibility
and use

Control visibility
and use

Type(s) of
System

EIT,
Federated
EIT, LSPE

EIT,
Federated
EIT, LSPE

EIT,
Federated
EIT, LSPE

EIT,
Federated
EIT, LSPE

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT
EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Administrative /
Management,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Administrative /
Management,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Administrative /
Management,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Investment /
Programmatic

Domain

Information /
Technical

Information /
Technical,
Cognitive
(Cyber
Operations)

Information /
Technical,
Cognitive
(Cyber
Operations)

Information /
Technical,
Cognitive
(Cyber
Operations)

Information /
Technical

Information /
Technical

How Obtained

Judged

Judged, Measured,
Observed (tool
settings)

Judged, Measured,
Observed (tool
settings)

Judged, Measured
or Observed (tool
settings)

Judged,Measured,
Observed (network
mapping / resource
inventory tools)

Judged



Identifier

PA-S3-
Al-3

PA-S3-
Al-4

PA-S3-
Al-5

PA-S3-
A2-1

PA-S3-
A2-2

PA-S3-
A2-3

Descriptor / Name

Percentage of data
streams used for
sensitive data that
are encrypted

Strength of
encryption used to
protect sensitive
data streams

Time for a Red Team
to identify which
critical resources are
involved in mission
processing

Number of external
venues in which
misleading or false
information is
presented

Number of internal
venues in which
misleading or false
information is
presented

Frequency of
updates to
misleading or false
information

Cyber
Resiliency
Obijective(s)
Prevent /

Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Prevent /
Avoid

Sub-Objectives and
Activities

Decrease the
adversary’s perceived
benefits: Conceal
resources an adversary
might find attractive

Decrease the
adversary’s perceived
benefits: Conceal
resources an adversary
might find attractive

Decrease the
adversary’s perceived
benefits: Conceal
resources an adversary
might find attractive

Decrease the
adversary’s perceived
benefits: Present
misleading information
about information,
resources, and
capabilities

Decrease the
adversary’s perceived
benefits: Present
misleading information
about information,
resources, and
capabilities

Decrease the
adversary’s perceived
benefits: Present
misleading information
about information,
resources, and
capabilities

Cyber Resiliency
Technique(s) or
Approach(es)
Deception: Obfuscation

Deception: Obfuscation

Deception: Obfuscation

Deception:
Dissimulation,
Misdirection

Deception:
Dissimulation,
Misdirection

Deception:
Dissimulation,
Misdirection
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Cyber Resiliency
Design Principle(s)

Control visibility
and use

Control visibility
and use

Control visibility
and use

Control visibility
and use

Control visibility
and use

Control visibility
and use

Type(s) of

System

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT
EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

EIT,
Federated
EIT, LSPE,
CPS,
Federated
CPS, PIT

Type(s) of

Decisions

Supported
Engineering,
Tactical
Operations,
Investment /
Programmatic

Engineering,
Investment /
Programmatic

Tactical
Operations,
Investment /
Programmatic

Tactical
Operations,
Investment /
Programmatic

Tactical
Operations,
Investment /
Programmatic

Tactical
Operations,
Investment /
Programmatic

Domain

Information /
Technical

Information /
Technical

Information /
Technical,
Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

Cognitive
(Cyber
Operations)

How Obtained

Judged, Measured
or Observed
(network mapping /
resource inventory
tools)

Judged

Judged, Measured,
Observed

Judged, Observed

Judged

Judged, Measured,
Observed (tool
settings)



Identifier

PA-S3-
A2-4

PA-S4-
Al-1

PA-S4-
Al-2

PA-54-
A1-3

Cyber

Descriptor / Name Resiliency
Obijective(s)

Time since last Prevent /
update of misleading  Avoid
or false information
Percentage of Prevent /
resources to which Avoid
changes to privileges
and access / usage
restrictions can be
made dynamically
Percentage of Prevent /
resources for which Avoid
changes to privileges
and access / usage
restrictions are made
dynamically+B206 in
response to I&W
Time to propagate Prevent /
modifications to Avoid

privileges and access
/ usage restrictions
to all resources
which should be
affected

Sub-Objectives and
Activities

Decrease the
adversary’s perceived
benefits: Present
misleading information
about information,
resources, and
capabilities

Modify configurations
based on threat
intelligence: Modify
allocation of resources
and assignment of
privileges and access /
usage restrictions
based on threat
indications and
warning (I&W)

Modify configurations
based on threat
intelligence: Modify
allocation of resources
and assignment of
privileges and access /
usage restrictions
based on threat
indications and
warning (I&W)

Modify configurations
based on threat
intelligence: Modify
allocation of resources
and assignment of
privileges and access /
usage restrictions
based on threat
indications and
warning (I&W)

Cyber Resiliency

Technique(s) or Cyber Resiliency

Design Principle(s)

A