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Executive Summary

Deploying data and applications to a cloud computing environment, whether proratauaity,
or public, changes an organization’s information technology (IT) security agikepiThis is not
to say that risk goes up in the cloud. However, the outsourcing of operationales;ttiiei
relinquishment of control over infrastructure components, and the sharing of enviterané
systems with untrusted entities modifies the threat vector domain and thelnefasks.

All cloud environments utilize new software layers, such as virtualization texfies) within

the IT infrastructure. While community and public offerings may employain@chnologies to
private environments, the security implications of community and public clouds are more
complex. Use of these offerings changes the risk profile because somey/sespansibility is
transferred to the cloud service provider (CSP), and the organization’s seeuirtgter is
extended to include the provider's computing resources and personnel. Given thgss,chan
organizations need to understand the risks and appropriate mitigations. This paper seeks t
highlight the Federal perspective and considerations for moving from on-prprivate to off-
premise public/community clouds.

Key to ongoing risk management of cloud-based applications and data is the abéity 40
have continuous situational awareness of network status and cyber events. tetetdidn and
response will be a coordinated effort, requiring data exchange between thespartne

In order to appropriately assess the risks, an understanding of the threatrattoesra
techniques is needed. The ability to share indicators of compromise and coordiigztions
will be necessary to prevent and interrupt attacks.

Resiliency and business continuity are key considerations that all applicatiensawust
consider. Cloud deployments can offer some advantages in this area. CSPs naayaffated
data replication and back-up, and the ability to rapidly restore applications artbatatave
been compromised. To protect the availability of the data, Federal IT lesdubersl ensure they
have out-of-cloud backups or backups provided by multiple cloud vendors for critical data,
ensuring no single point of failure with a given cloud provider. [1]

While vendors have many platform specific security controls unique to their owimgée
encryption provides a consumer-controlled mechanism to protect data moved outside the
organization’s security perimeter to a public or community cloud. Effectivgicens for
encryption -in-transit and -at-rest are available. However, processitagaotvill continue to
require decryption for the foreseeable future, opening a window of opportunity fggressive
attacker. Regardless, organizations should verify that either the CSP’stemcoapabilities
meet their data protection needs or that additional encryption capabilities peoviged. To
support encryption capabilities, a secure key management and restoratioritgapabilbe
provided. In some cases, legacy applications must be modified to employ or eteitfac
encryption modules.

For applications accessed from a community or public cloud, the organizatiantisylded
Access Management (IdAM) capabilities will need to be extended to supporidgplayed
applications. The cloud provider may offer IdAM capabilities that can intettaor federate
with the organization’s capabilities. In this case, the cloud provider capbitity readily meet
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the needs of government organizations. However, if the CSP’s capabilitinadequate,
organizational capabilities will need to be replicated or extended into the cloud.

While there are risks with moving capabilities to an external cloud, thera@potential
advantages. Cloud providers may be able to better manage infrastructurg seagetns such
as system configuration and patch management. In addition, economies of scale and
homogeneity of infrastructure can give providers advantages in terms afioparcost. They
may also have more highly skilled security operations personnel, and a more seatuity
operations center.

Despite the advantages that the CSP gains through scale and homogeneity, gav&rnme
monitoring of community and public cloud-based applications is complicated by shaf los

direct control. Organizational security operations and incident response teameeaddyp

develop new approaches to monitoring cloud-deployed systems and learn to combingatheir da
with data from service providers. Government IT teams will need to partnerlauth @roviders

and adjust their detection and response procedures to include this relationship.

Contract Terms and Conditions (T&Cs), Service Level Agreements (SDAganizational

Level Agreements (OLAS), and Privacy Level Agreements (PLAS) caisdx to manage the
relationship between IT organizations and cloud service providers. But actionstrethe
provider away from promises made in their standard user agreements easenmwst and cause
migration delays.

Given the security changes that result from deploying a cloud-based apprateshl He
leadership should understand the risks and potential mitigations. While private clouds
incorporate new technologies into the IT stack that need to be secured, community &nd publ
clouds additionally introduce risks due to reduced control and visibility. With theseyaegib
models, the key to secure use of cloud computing is shared understanding of the division of
security responsibilities between provider and government client, and thy t@bvlerify that

both are meeting their responsibilities. The Federal Risk and Authorizatioagdiaent

Program (FedRAMP) provides information and services to assist government atigasiro
understand and verify cloud service provider security practices.
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1 Introduction

This paper examines some of the consequences of cloud technologies, shared security
responsibilities, and virtual boundaries. It describes issues that organizatiomagla use
cloud-based computing resources should consider. While it does not offer specifansdiuti
these challenges, it does provide pointers to cloud service provider guidance agudkctiad F
Risk and Authorization Management Program (FedRAMP) which aid in addressurgyse
challenges. Some of the challenges discussed are unique to cloud computinghshslaply
to both cloud computing and information technology (IT) outsourcing generally.

From the perspective of information security, cloud computing elicits one of sponses:

» Security issues make cloud computing very risky.
» “Security issues are more perceptual than prohibitive [2].”

Paradoxically, both positions have merit. Along with the potential benefits, this wiodel
computing resource delivery presents Federal IT leaders and seathitg@s with new risks
that must be understood and addressed. A better understanding of risks associateddvith cl
computing can help in identifying appropriate ways to use this IT approach.

The paper begins with a brief description of cloud computing. It considers informatianity
in the clouds from three perspectives—protecting data, protecting systehugfansive
operations.

1.1 Controlling Environments

Moving IT systems to the cloud doesn’t necessarily increase risk. But twoenotetshcteristics
of public and community cloud computing alter the security posture of an organizafion’s |
program:

» Sharing of security responsibility between the Cloud Service Provider @@RjJient.
» Expansion of the enterprise security perimeter to the CSP.

Public and community cloud deployment models cede direct control of computing resousace
CSP in exchange for the potential of reduced costs and/or additional caafihigtransfer of
control also transfers some information security responsibilities to theHiBFver, the
information owner retains ultimate responsibility and accountability fpraggiately protecting
the information. The National Institutes of Standards and Technology (NIST)rex{hies
situation in Special Publication 800-53 “Organizations are accountable fosklecurred by
use of services provided by external providers ... [3].”

Public and community cloud computing also impact the enterprise’s computing gerimet
extending it into the cloud of shared resources and making it difficult to define bosndarie
Physical boundaries are replaced by virtual boundaries, eliminating the aftpihysical
separation as risk mitigation and opening the door to attacks from collocated adsersa

In contrast, consider an organization with poor cybersecurity defense sgstémpgerations. If

a move to the cloud results in improved vulnerability mitigations, risk can very wedtoeed.
Applications and data vary widely in terms of their sensitivity and vulneatoliattack. For

this reason, a risk based approach to determining which applications to migratddadhartd
which cloud model, cloud service, and CSPs are acceptable, is recommended. ThesNIST R
Management Framework [22] provides a structured process for this evaluation.

1
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1.2 Cloud Computing Defined
NIST defines cloud computing as [4]:

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, serages, st
applications, and services) that can be rapidly provisioned and released withlminima
management effort or service provider interaction. This cloud model is composed of five
essential characteristidhree service models, and four deployment models.”

NIST has identified five essential characteristics of cloud computing:

On-demand service: Allows government IT organizations the ability to provision
resources as they need them without provider intervention.

Broad network access: Provides access to resources via standard network mechanisms.
Resour ce pooling: Allows providers to use the same physical resources to provide
service simultaneously to different clients.

Rapid elasticity: Allows clients to increase or decrease resources allocated to them
possibly without human intervention.

Measured service: Monitors and controls the delivery of resources to consumers
ensuring they “get what they pay for” and “pay for what they get.”

Broad network access and resource pooling are of particular interest $&xurdy perspective.
Both contribute to modifying the enterprise perimeter and potentially inogetss exposure of
data and applications.

NIST describes three servio®dels: Software as a Service (SaaS), Platform as a Servicg,(PaaS
and Infrastructure as a Service (laaS).

SaaS provides the consumer use of applications and information storage in a cloud.
Google’s Gmail email application and Google Docs office automation appfisare
examples of SaaS.

PaaS provides the consumer an application-hosting environment for consumer-created or
acquired applications. The environment may provide a programming languagef a set o
application services, data storage, and network connectivity. Google’s Google Apps
Python-based Web application platform and Microsoft's Azure .Net-basedatjuplic
platform are examples of PaaS.

| aaS provides consumers virtual computing infrastructure, networks, and access to
persistent data storage. Consumers can configure the virtual infrastaradungn custom
software on top of virtual instances of operating systems such as Microsoft VEindow
Linux. Amazon’s Elastic Cloud Computing (EC2) service is an example of laaS.

The cloud service model affects where the line is drawn in transferringtgeesponsibilities
to the cloud service provider. With laaS, responsibility for the security centrtilin the
physical infrastructure and the virtualization layer are transfear¢he provider. Responsibility
for client operating systems, middleware, and application security revithithe consumer.
With PaasS, the provider assumes responsibility for the physical infrasgruttervirtualization
layer, and any provided middleware (e.g. .net framework) but responsibilitggbcation
security controls remains with the consumer organization. With SaaS, the pgeideally
assumes all responsibility for security controls offering only apjicaiser accounts to the
consumers.
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Additionally, consumers may be able to lever age application program interfaces (APls) made
available by laaS and PaaS provider sto implement system security. APIsallow consumers an
ability to interact with or integrate provider serviceswith deployed systems.

Table lillustrates how ownership of security controls varies by service model

Table 1. Ownership for Security ControlsVariesby Service M odel

Infrastructure Application Security Security APIs
Security
Cloud Provider Cloud Provider N/A

Cloud Provider Cloud Provider and Potential client use of
Government Consumer | provider’s application
security APls

Cloud Provider Government Consumer Potential clieset of
provider’'s application
security APIs

Deployment of the three service models is possible in any of four differeitydegit models:
public cloud, community cloud, private cloud, or hybrid cloud.

* Public cloud services are available to the public from a cloud services provider.

» Community cloud services are available to a specific community. These services may be
provided by a cloud services provider or offered collectively by the communityperem

» Privatecloud services are available only to a single organization. These services may be
provided by the organization itself or by a third party.

* Hybrid cloud services are a combination of two or more of the other deployment
models.

The deployment model determines both degree of control over changes and how piisenter
perimeter is affected. In moving from a traditional model of organization owned aradezper
resources to a cloud model, public clouds represent the largest change in risk postaeranéubl
community clouds extend the enterprise perimeter to include the provided sendaestaork

paths to those services. A private cloud may not alter the enterprise perimeteru@tym

clouds vary depending on the number and type of community members. Community clouds with
a small number of members with similar characteristics may resgmdge clouds, while those

with large numbers of diverse members will closely resemble a public cloud.

Although private cloud technologies expose new security issues, they refpessaiitange from
a security perspective than community and public clouds. As a result, manyyssmoucirns
discussed in this paper are relevant for community and public clouds, but may not bg directl
applicable to private clouds. For more information on private cloud security prodiéetsore
[39].
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2 Protecting Data in the Cloud

As data is moved into public and community clouds, physical control over the location of the
agency’s data is reduced to that which can be contractually specified, sequiasg that data
only be stored within national boundaries. Authentication and authorization of identities
accessing the data, requires a federated approach. Further, many difesaid employ the
CSP’s resources concurrently. As a result, there are increased thseaiated with colocation

of attackers and the malicious insiders. However, use of encryption and Identitgcess A
Management (IAM) systems represent effective mitigations to thtieat would act to
compromise confidentiality and integrity.

2.1 Encode the Data at Rest

Encryption provides a form of encoding that renders data indecipherable by anyone not
possessing the encryption key. Many cloud providers offer some form of encryptiotafor da
stored or transmission within their clouds. For example, the Microsoft Windows Azag P
offering makes Cryptographic Service Providers available through the .NigTefsork APIs
[5]. In Amazon Web Services’ laaS offering, both Elastic Block Storage (vdisiadrives) [23]
and Simple Storage Service (S3) [24] provide options to encrypt stored data.

It is important to understand the exact type of protection that is offered by the psovide
encryption and how it is administered, before accepting it as adequate. Kegtigerend
management is typically addressed in one of three ways: 1) keys can beegealrdatnanaged

by the consumer, 2) keys can be generated by the consumer but managed by the G8P, 3) Ke
can be generated and managed by the CSP. Each approach has its risk profiléoinsgtiaat

the goal of encryption is to limit exposure to adversaries. Today, we arelbyealelato cost
effectively employ encryption-at-rest and encryption-in-transit teclgnegdo However, there is

still no practical means of processing encrypted data. This means teastakvays a window,
although potentially small, where data must be unencrypted to be processed.

The ability to control encryption processes also varies by service datngztgl.

» With Saas, clients rely upon the cryptographic capabilities the CSP and tipplica
developers have built into the application. Clients need to verify that either a SaaS
application provides appropriate cryptographic capabilities or confidengabtgction is
not needed for the data that the application will process.

* With PaaS, clients rely primarily upon the cryptographic capabilitieitadain the
CSP’s application hosting environment. A PaaS hosting environment may allow
installation of third-party products such as encryption software and public key
certificates. If not, clients need to verify that the encryption capasilitf the hosting
environment will meet the needs of their applications.

» laaS offers the most flexibility with respect to encrypting data. Sime€SP supplies a
virtual machine running an operating system, the client can install and naspatty
encryption software.

For example, the government client organization needs to understand how keysagedaand
who has access to the keys. The need for effective key management is not unique to cloud
computing but is important any time encryption is used. Keys used in laaS and &S se
models should be unique to each client and only accessible by client personnelaseslkey
management plans need to ensure keys are adequately protected when used and include

provisions for key escrow to protect against data loss due to loss of encryption\R&ys. A
4
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provides a key management service [25] and dedicated hardware security modules¢46]
consumers manage encryption keys. Additionally, for Federal government cliem{gt®n
and digital signature capabilities need to use cryptographic algorithms appyovedMIST and
the implementations need to be Federal Information Processing Stand&y X&#0P2 validated.

For added security, key management can be performed by a FIPS 140-2 comgiagement
system located outside of the CSP in eithef a&@ty or on-premises within the agency. Issues
associated with the transmission of keys and the effect of associateg @teaqplication
operations would then need to be addressed.

2.2 Encode the Data in Transit

Data traversing back and forth between the consumer’s security boundaheacloud provider
will need to be protected while in transit. It may cross multiple network preyvishetuding the
public Internet. Encrypting data in transit is the primary means of providing ttecpon. For
connections between cloud-deployed applications and users, Transport Layey $ECB)itas
the successor to Secure Sockets Layer (SSL), should be used. For connectiomsdretwee
organization’s datacenter and the cloud, or between internal applications and clouedleploy
applications, more persistent encrypted connections such as virtual privabeksefMPNs) can
be used.

Despite the protection provided by encryption, organizations may not be comfortdbteenrt
data traversing the public Internet or multiple network providers. Additionally, podtveork
based communications paths may introduce unacceptable latency in communicatexhdreEs
these concerns, some cloud providers offer direct connections between an orgamdatien a
cloud resources the organization uses. For example, Microsoft's ExpressRoute [3fHgrovi
layer 3 connectivity between an organization’s network and Azure via a conrygatoxtder.
This provides a dedicated connection in addition to encryption.

It is also important to note that public and community cloud providers will typicallygeaan
array of services to their consumers through Application Program Inteifabés). API servers
are quite often accessible via the Internet. CSP’s build them like this bebaysvant to
provide the broadest access and highest availability possible to their cotmssmer
Unfortunately, this renders the API servers vulnerable to Internet-basatktiApplication
developers may assume such communications are private and neglect the negd to sec
communications to the CSP’s API servers.

Encryption-in-Transit services, such as HTTP Secure (HTTPS), can be useddbguoass to
API server end-points and are typically offered and supported by cloud provideesalrgule,
AWS provides API server end-points that run HTTPS. Directing calls to the AW® ST
enabled API servers provides server authentication by the calling amditestablishment of a
Transport Layer Security (TLS) encrypted tunanel

2.3 Narrow the Attack Window

Even with encryption, data always will have a window of vulnerability becausentyrite
cannot be processed while it is encryptédrisk assessment is needed to determine the data and

2 Making Secure Requests to Amazon Web Servibétws://aws.amazon.com/articles/1928
3 |BM research [7] has discovered a technique thighteventually allow computation on encrypted datavever, the
technique is not likely to be practical for manysse[8].
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applications for which this exposure is acceptable and are candidates for gtnyheat. The
degree of exposure is dependent on the cloud deployment model, the relative sophistication of
the cloud provider’s security controls, and the client’s ability to augment thelpr®vcontrols.
Assuming equivalent security capabilities, public clouds represent thesjregtesure and

private clouds the least. This is a result of a reduced ability to control agaeefadtructure and
computing resources. When you have little control regarding who can shareténessysu use

to process data, as is the case with community and public clouds, your exposue&tembl!
attacker or malicious insider threats is a function of tenant compaosition

Applications that process information requiring cryptographic protection ndezldesigned to
control exposure. This is accomplished by using techniques such as minimizingetilatanms
decrypted and clearing storage locations after use. Applications cumeatlyinside an
organization may need a security review and enhancement of security dedfieeitire
deployment to a public or community cloud.

2.4 .... And Throw Away the Key

Having secured the data stored in the cloud to the best degree possible through data handling
security controls, the next question to address is, what happens to persistent datéswhen it
deleted? For example, when deleting data in a commercial cloud, there istheeapility for

the data owner to verify that the deletion has occurred across the entire systagh tanich it

was distributed. Additionally, the data owner has little control or insight intdwdnasure
technique is used, unless specified contractually.

It is important then to understand if and how the cloud provider clears the data whereted de
or when the client stops using it. For laaS and PaaS deployments, applicationedayahear
persistent storage themselves when deleting data or releasing sttnageovider does not
perform this adequately. However, this is not possible for all types of petssieage. In AWS,
for example, applications can overwrite data stored in Elastic Block Stora§g jiiEgB as they
would overwrite data on a physical disk. Simple Storage Service (S3), howeverjts-ange,
read-many storage service and cannot be overwritten. Hence, consumers are depdhdent
Amazon to effectively clear S3. With SaaS, the only options are those provideddogiuer.

If the provider-supplied data clearing capabilities are not sufficierat fser organization, user-
controlled encryption may be sufficient if the encryption keys can be sedalelgd.

However, note that key deletion remains an option only until computing capabilities and
resources necessary to crack today’s cryptography remain unavailablainaiglet or overly
expensive. On the forefront is Quantum Computing which may render today’s cayitgg
more vulnerable.

2.5 Manage Access

Moving data and applications to a cloud means the ldentity and Access Manaddadeit (
capability must expand to encompass cloud-based resources. Unlike the privatk networ
environment offered by the traditional data center, generation and managenteati of ¢
consumer account credentials must be performed using the CSP’s IdAMsystéra CSP’s
IdAM systems typically offer consumers the ability to configure fir@ined controls that
implement least privilege, role-based access (RBAC), and multi-fadtoeratication (MFA)

4 Section 4.1.1 of this paper discusses maliciosisi@rs.
5 https://www.washingtonpost.com/world/national-sétwmsa-seeks-to-build-guantum-computer-that-catrck-most-types-
of-encryption/2014/01/02/8fff297e-7195-11e3-8de8@B1492df2_story.html
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policies. But while consumers can generally only provision and configure thesesédovic
their accounts and environments, consumers do not control the CSP’s IdAM system. The
consumer must therefore trust that the CSP is managing their IdA&frsgsturely.

Most organizations will have a fairly robust enterprise IdJAM capabilitgfeating user
accounts, providing authentication credentials, and managing user authorizagipesiofm
these functions with a community or public cloud, either enterprise IdAM céaabmhust be
integrated with cloud provider IdAM capabilities, or enterprise capasilitiest be exposed to
the cloud.

Cloud providers offer the ability to federate cloud-based IdAM with enterpnsbididies using
standards-based mechanisms such as Security Assertion Markup Largiside (okens. In
federated IdAM, cloud-based services depend on existing enterprise ladkesdo
authenticate users and authorize the use of services. Decisions from thesenserpices are
sent via SAML tokens to and enforced by cloud-based services. Other providersuelopate
“connectors” that link to client enterprise directories to provide IdAM services

If a provider does not offer federation or connector capabilities, clients maymexend
portions of their enterprise IdAM functionality into the cloud or manage idenfitiesoud
services directly in the cloud. Care must be taken in making this extension, simpasnte
IdAM infrastructure data is sensitive. For example, an organizationve atitectory
environment could be replicated to support cloud-based IdAM, but doing so would expose more
information than necessary. Identity, credential, and authorization informét@may be
exposed during provisioning and use in public or community clouds. A carefully controlled
extension of enterprise IdAM will need to be implemented to control and minimsze thi
exposure. Microsoft's Office 365 SaaS offering, for example, provides support fagplenult
IdAM approaches including federation, replication of some identity data to the cfaudiract
cloud-based management of identities [29].

Another solution for IdAM federation is the use &f@arty providers that act as Identity Brokers
or a Cloud Access & Security Brokers (CASBThese entities assist in bridging the IdAM
divide and are well suited for handling the integration of multiple CSPs.

2.6 Lock Up the Root Credential

The first set of credentials received from a CSP to open an account, effqutoxetie the
equivalent of unfettered physical and logical access in a traditional dé¢a. da a traditional
data center, personnel such as system administrators and software devedypeesgiven
physical access to resources. Logical access controls linmibthikiy to modify server and
application configurations. In cloud computing, the initial credential provided to aroenss
able to create new virtual resources, and modify or delete existing virtualaesour
Additionally, this is the only account that generally cannot be restrictedvitege. Some have
called this the “god” account because it allows for the provisioning of all G8ieeseand
systems.. Holders of associated account credentials are very powerfuharianzdicious,
cause considerable damage.

6 https://www.skyhighnetworks.com/cloud-university/ths-cloud-access-security-broker/
7
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AWS provides an IAM Best Practices Guidé he first best practice prescribed by AWS is to
lock away account root access. There are ways to do this that range fromtsiogoteplicated.
Simply guarding and protecting the log-in and password is the simplest, but atroagers
approach can be implemented by enabling Multi-Factor Authentication (MFA)ecectount
and then diligently controlling access to the one-time password (OTP) devicaphahents
the second factor. In this way, the root account cannot be employed until access to the OTP
device is gained. AWS also provides an IAM service that allows the definitionesffial within
the virtual environment. Using IAM, developers and system administratssacae be limited
to only those actions needed to perform their jobs (least privilege). Thesprie#stie user
roles must be defined ahead of time for all possible actions. Otherwise, the WdéRvideneed
to be unlocked regularly to accomplish development and operational tasks.

2.7 Integrate Privacy

In addition to the concerns for protecting sensitive data in the cloud, if persaieaitifiable
information (PII) is stored or processed, it is important to consider the prsypacyfic protection
requirements that must be met. The American Institute of Certified PulidimuAtants,
Generally Accepted Privacy Principles, defines privacy as, “The ragtatobligations of
individuals and organizations with respect to the collection, use, retention, and disofosure
personal information [6].” For example, the Health Insurance Portability acouAtability Act
(HIPAA) requires the protection and confidential handling of protected hedttmation.
Initially, it would seem that data protection should address any differencecetineeinternal
processing of Pll and cloud-based processing. However, privacy issuesigaialize in
unexpected ways. The cloud vendor’s terms of use might grant the vendor some rights t
information stored or processed in their cloud. For example, the AWS Customem&gtesays
“We will not access or use Your Content except as necessary to maintain or pro\Bdevibe
Offerings, or as necessary to comply with the law or a binding order of engusetal body”

Hence, if Pll is stored or processed, it is important to review the privacy watec
responsibilities and how they are met by the CSP. Privacy overlays to Nd&Ttysbave been
developeedlto provide guidance. But if there is any uncertainty, be sure to specify agiseme
privacy related roles and responsibilities in the contract with the CSP. Tenthishe Cloud
Security Alliance (CSA) has developed the Privacy Level Agreerm&){. Think of it as a
Service Level Agreement (SLA) for privacy.

Additionally, it is important to understand the geographic location where stanagerocessing
of your data will occur. Privacy policies and regulations vary acrossatienal boundaries
Jurisdiction over the data tends to reside within the municipality, state, or couwtnich the
data is stored regardless of the reach or operations of the CSP. Understandirigttbesvand
limitations when it comes to data retrieval for forensic or legal purp@seget complicated.
Moreover, related regulation continues to change as the industry takes shapebafahte
between consumer and citizen rights to privacy are weighed against safgyldic interest.

7 http://docs.aws.amazon.com/IAM/latest/UserGuidefpesctices.html#lock-away-credentials
8 https://aws.amazon.com/agreement/
9 https://www.cnss.gov/CNSS/openDoc.cfm?WAYxsitMb 784EPT7m+g=

10 https://cloudsecurityalliance.org/group/privacydéagreement/
11 hitps://techcrunch.com/2016/08/24/encryption-urfiterin-europe-as-france-and-germany-call-for-detiaw/
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The best rule of thumb in this regard is to specify allowable geographimlos®br data storage
and processing by selection of provider, configuration of resources by geogeapbit and in
the contract with the CSP. In this way, you can specify your comfort zonesrightulliwell the
level of effort you may need to expend to protect or retrieve your data.

2.8 Key Considerations

The key considerations identified in this section for protecting data in cloud depits/are:

* Encryption and digital signatures are the primary confidentiality and itytggotection
for data stored in or transmitted to a public or community cloud.

» While being processed, data may be vulnerable while being processed in a public or
community clouds because it must be unencrypted.

* Unless cleared by the consumer, data may remain in persistent storage vdterage
service is released.

» Existing internal applications may need analysis and enhancement to operaly secur
a public or community cloud.

» Data replication provided by a cloud provider may not be a substitute for backing up
critical data to another independent provider or out of the cloud.

* Privacy protection responsibilities should be reviewed if considering movirgy PHI
to the cloud. The contract, SLAS, and PLAs can be effective CSP contracting tools for
specifying related data handling requirements.

* Cloud IdAM capabilities vary widely. Integration or federation of provider Id&lth an
organization’s exiting IdAM capabilities must be considered.

» CSPs IdAM solutions can be leveraged to provide fine grained control for the
implementation of least-privilege RBAC over provider managed systemsasdmer
migrated data.

» The initial credentials used to establish the cloud service account possgs#vileges.
Special care should be taken to controls and securely manage them.

3 Protecting Systems in the Cloud

Protecting the data moved to the cloud is but one element of an effective secuuitg. st a
move to a public or community cloud is tantamount to extending the organization’s petonete
include the cloud systems and services of the CSP. As such, consideration for the timapact
perimeter expansion brings is also vitally important.

3.1 Consume Authorized Clouds

FedRAMP2 was created to reduce the challenges of cloud computing Assessment and
Authorization (A&A). It is not cost-effective and efficient for every angation deploying
applications to a CSP to define security requirements for the CSP and las$eS®1s success
in satisfying the requirements. Because AWS has over a million customensoitgractical to
individually address each customer’s need to assess AWS security. Fediéwties an
approach to assessing a cloud service provider’s security once, then sha@isge¢hament
across the federal government.

12 hitp://www.fedramp.gov/
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The FedRAMP approach begins with defined security control baselines [20] fantmerate,
and high impact cloud services. These baselines are security controls chosHiiSfo8P 800-
53, with FedRAMP-assigned values for any control parameters. Cloud service providers
document how their services satisfy these baseline security controls.ovigeps’ claims are
then validated by independent third-party assessment organizations (3PAQO). Tiseofesul
assessment are documented and reviewed by the FedRAMP Joint AuthorizationJBBaudf(
in the judgement of board members, a provider has met or, through preparation of a Plan of
Actions and Milestone (POA&M), has demonstrated sufficient planning totimeet
requirements of the baseline security controls, the provider is granteéRAM&dProvisional
Authority to Operate (P-ATO). Results of the independent assessment éablavaicloud
consumers to help them understand how a provider secures their services. Eepatt
agencies use the FedRAMP assessments and the P-ATO as evidence iregwiteagsand
authorization programs.

Agencies need to clearly understand what is addressed by a FedRAMP asteBsen
FedRAMP security controls baseline defines the controls a CSP must implenpeotect their
infrastructure and services. The assessment examines these controlaViPedés not
determine the security services that a CSP should offer to clients for te& iapplications.
NIST defines three categories of security control in SP800-53 [4], common sphirbfid
controls, and system-specific controls. In the context of cloud computing, common cargrols
security controls implemented by the CSP and common to all consumers. Hybrid cmetrols
controls that are partially implemented by the CSP and patrtially implechbegtthe cloud
consumer. System-specific controls are implemented by the cloud consumeus&atihn may
help clarify these concepts.

NIST SP800-53 security control AC-3 requires an information system to “erdppeved
authorization for logical access to information and system resources in awsovadth

applicable access control policies.” Figure 1 illustrates four layers fountyjmical laaS

application deployment. In each layer, there are users whose accessmatiofoand resources
must be controlled to implement AC-3. In the bottom layer, AC-3 is implementea IGSR as

a common control. The CSP both defines the applicable access control policies aresenforc
approved authorizations. In the layer above this, AC-3 is a hybrid control. The cloud consumer
defines the applicable access control policies and the CSP enforces approvezibéiotigrin

the top two layers, AC-3 is a system-specific control with the cloud consespamnsible for

both defining access control policies and enforcing approved authorizations.
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FedRAMP assessments primarily address common d¢eniieey may also address the CSP-
provided portion of some hybrid controls. Whendines to understanding the common and
hybrid controls delivered with the cloud servicegdmentation provided in the CSP’s
assessment package can help. The Controls ImplatenSummary (CIS), provides
information on how the CSP has implemented a cbrtiee Customer Responsibility Matrix
(CRM) provides information on how the CSP’s clowthsumers are expected to employ the
security capabilities delivered as a service. Rewéboth of these documents prior to
development is quite useful.

Beyond the initial assessment of a service protdderplementation of baseline security
controls, FedRAMP also provides guidelines for cardus monitoring [21]. These guidelines
define the frequency of reporting and evidence ireguor continuous monitoring of the
FedRAMP baseline security controls.

In addition to technical information, FedRAMP progs information agencies can use in writing
contracts for cloud services. Cloud computing, @ea earlier, involves ceding some security
responsibilities to the CSP. A cloud consumer’stiar with a CSP determines the services
being purchased, including security. Therefores dritically important that the contract contain
appropriate security clauses. Unfortunately, ageacyracting offices often lack experience
with cloud computing and security. To help additbss FedRAMP provides templates for
standard contract clauses and security controldispeontract clauses [36, 37]. Additionally, the
federal CIO Council and the Chief Acquisition O#ffs Council have jointly published best
practices for acquiring information technology aseavice [38].
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3.2 Use Secure Connectivity

3.2.1 Trusted Connections

To both manage costs and improve security monitoring of network connections between U.S.
government departments and agencies and the Internet, the Office of Managemertgatd B
directed the creation and use of Trusted Internet Connections (TICs). Adirfaktonnections”
carrying network traffic between government systems and exteritg@gnncluding the

Internet, business partners, and state, local and tribal agencies, must fFéDsithach is
monitored by the Department of Homeland Security’s (DHS’s) National (Btodection

Program (NCPP). The Trusted Internet Connection (TIC) provides a setiafyseapabilities
designed to protect government networks from Internet-sourced attackdirde &3) phased
initiative defined by National Security Presidential Directive 54/HamelSecurity Presidential
Directive 23, DHS rolled out TIC standards and policies to allow Federal ageodeliver TIC
solutions as an Access Provider (TICAP). Third Party Commercial emiiiedo essentially the
same under the concept of Managed Trusted Internet Protocol Services (MT@PS)lulions

can be built and operated by individual agencies for their own purposes, known as a Single-
Service TICAP, or delivered as a broader multi-agency service known asi<skhite

TICAP.

TIC solutions provide network segmentation, intrusion detection and prevention, and deep
packet inspection. The Big Data Cyber Analytic capabilities known as Emstes most often
associated with TIC systems because a standard TIC implementation Habtyhi deed raw
traffic flows to Einstein for processing and analysis.

When the TIC initiative began in 2005, gover nment or ganizations did not use cloud service
providersas part of their information technology infrastructureand the T1C ar chitecture could be
represented very simply as shown

Figure 2.

13 https://mww.dhs.gov/einstein
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The introduction of cloud services into organizaidT infrastructure has significantly
complicated this picture. To address the comphbeatversion 2.0 of the TIC reference
architecture [31] includes an appendix on cloudsaderations. This appendix defines four
criteria that determine when interactions betweelvad-deployed application and a federal
department or agency must transit a TIC. Additipnahe appendix provides four use cases that
describe typical scenarios for interaction betwaepartment or agency systems and cloud-
provided services. The discussion around eachaseprovides guidance on how the TIC
reference architecture applies to the use casegiidance requires careful consideration of the
D/A’s authorization and accreditation boundary, aotential exposure to other tenants and
external connections at the CSP.

3.2.2 TIC Ready Providers

DHS and the FedRAMP Program Management Office (Pk&©gntly released the FedRAMP-
TIC Overlay (in drafty. The Overlay provides a selected set of FedRAMIargy controls that

if achieved, a CSP can be accredited as “TIC Really'a result, Federal agencies will be
allowed to place private application systems artd darrently protected by a TIC into the
authorized CSP environment. Users of the systenuddwm longer be required to authenticate
into the Agency'’s private network to gain accesadgency systems and data. This would allow
direct access to systems in the Cloud by the Agemagbile work force.

FedRAMP-TIC Overlay enables the building of loginatwork extensions into off-premise
commercial cloud environments. Its implied topol@gys to reduce the traffic load on the
agency’s private network and traffic bottle-neckprgsent within the current TIC service
structure. A pilot of the FedRAMP-TIC Overlay wamnducted with AWS to assess viability of
the proposed overlay. As result of this pilot, AWi8vides guidance on TIC readiness [33]. If

1 https://www.fedramp.gov/draft-fedramp-tic-overlay/
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the FedRAMP-TIC Overlay is adopted, providers that implement the ovellayffer services
that greatly simplify meeting the requirements of the TIC referemtétacture, which should
lower cost and improve performance.

3.3 Built-In Resiliency

Data and applications stored and processed in a public or community cloud may need to be
copied periodically outside the cloud or to another cloud provider with a different KT $tas

will provide backup availability in the event of cloud provider failure or loss of irfedue to a
malicious attack. Since CSPs charge for transporting data out of the cloud, the cogidaigr

an out-of-cloud backup must be considered against the costs of data loss. When planning a
solution deployment, it is important to consider how applications and data will beedigrthe
provider fails or can no longer meet an agency’s needs.

Most, but not all, cloud-based storage includes transparent replication by thi B&§Pbe
tempting to think of this replication as a fail-safe backup that will proteatlidgvat in all
circumstances, but it is not. Replication is intended to preserve the “illusionrofamésource”
[1] by ensuring the availability of client data during disruptions to the progiderastructure.
However, it may not protect the client against significant technical probleatsuat provider
business failure. The University of California at Berkley summed it up vi&len if the
company has multiple datacenters in different geographic regions usingrdiffeterork
providers, it may have common software infrastructure and accountingisystethe company
may even go out of business. Large customers will be reluctant to mg@leud Computing
without a business-continuity strategy for such situations. We believe thénbasedor
independent software stacks is for them to be provided by different companies sdseieiha
difficult for one company to justify creating and maintain two stacks imanee of software
dependability [1].”

An example of a cloud storage failure is a lightning-related incident at &e@&gint Ghislain,
Belgium datacenter in August 2009 [27]. Four lightning strikes to the power grid that supplie
the datacenter resulted in the reported permanent loss of 0.000001% of the disk spaee. Googl|
accepted full responsibility for the loss but reminded customers that, whilel#t@centers are
designed to prevent such incidents, those protections are “no match for Mother Naitoee.”

large cloud service providers have also experienced data loss incidents attéicemtées. These
events help illustrate the need for an appropriate backup strategy fwal ctétta. This strategy

may involve replicating data across multiple storage services withigke ££SP, replicating to
multiple CSPs, or backing up to an on-premises data store. Every solution has costssand ri
For non-critical data, the cost may favor accepting the risk.

Recognizing the value in uptime, CSPs are building in redundancy via implemeatati
multiple hardware and software stacks, power and communication suppliers, anehtiata ¢
instances. For example, with a geographic region, AWS may have multiplal#tgi Zones
(AZ). Each AZ represents an isolated data center. Consumers can build apsisatutions in
AWS to take advantage of multiple regions or AZs to manage availability armtmparfce for
their users.

Additionally, many CSPs provide auto-scaling capabilities that take adeamitagultiple
distributed data center resources. For example, AWS provides servicesothatpglications to
automatically scale horizontally. If load increases, new applicatioanoss are created. If load
decreases, application instances are terminated. If application indi@hdegy are replaced
with new instances. Special care should be taken when applying auto-scalingtisegptabi
14
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applications that depend upon the persistence of transaction or communication s&gsion st
information. When state persistence is important, migrated applicationsemase refactoring
to take advantage of auto-scaling.

Cyber resiliency is defined as the ability to continue operations and recoeklyguithe face of
failures or attacks. Commercial cloud service providers such as AWS, Gagjlslicrosoft
design their service to operate 24 hours a day, seven days a week, three hundred farel sixty-
days a year with no scheduled down time. Because of the scale of these servizesjdbes
know that failures will occur constantly so their architectures and operatinglpreseare
designed to ensure availability to consumers despite equipment failuréerfFime providers
offer consumers services that allow them to create failure-toleysieinss. The SLA is the best
place to record CSP uptime commitments.

Netflix uses AWS to deliver content to its customers. In porting its seiviB®VS from its own
data center, Netflix“... found that the best defense against major unexpected failures is to fail
often.” Netflix developed a tool, Chaos Monkey, that causes failures within thégeseforcing
them to design for failure and thereby making their services more resiliemiining the
resilience provided by a cloud service provider’s infrastructure withigeell use of services
offered to consumers can result in very resilient cloud-based applications.

For the government client organization, cloud computing can both simplify and camplica
disaster recovery planning. Because most major cloud providers operate gevgraphically-
dispersed data centers, a single natural disaster is unlikely toaffeetters. For example,
Amazon EC2 describes its geographic resiliency, “By launching instancqsanatee
Avalilability Zones, you can protect your applications from failure of glsitocation. Since
mobility of execution and replication of data are core capabilities undetlyaigesiliency of
cloud services, cloud applications remain available [15].” Some level of disasteery is
inherent in a well-designed, large-scale, cloud computing infrastructure

That said, circumstances might force a cloud provider to discontinue operatiors néthil
technically a disaster, the impact on a consumer is similar — applications ame:edtto be
reconstituted. To protect themselves, consumers are urged to limit CSP vendar lock-i
Currently, most cloud service offerings are unique to each provider and are natybe eas
portable. An application built for the Google App Engine platform will not run on Microsoft’s
Azure Cloud Services platform. Hence, clients may need to develop alteimadiveg strategies
for applications deployed to the cloud. Software tools such as Terraform, Chef, Pagpet, a
Ansible provide cross-CSP orchestration capabilities that can help with catesrpl
deployments.

For a private cloud, technologies such as virtualization can be employed to hefjisaster
recovery. Given that virtualized images frequently can be deployed independenploysical
hardware, virtualization provides an inherent continuity of operations capabdity(itualized
applications can be easily moved from one data center to another). Of coursguinesrdata
centers in multiple geographic locations and replication of virtual machine sraageng
locations.

Finally, when using cloud services, the possibility that the CSP may go out ofdsusinoaild be
considered as a potential risk. To address this risk, an exit plan should be developed prior t
contracting with a CSP. Such plans should address continuity of operations and tdata

15 hitp://techblog.netflix.com/2012/07/chaos-monkeleased-into-wild.html
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stored with the CSP. Processes to continue operations without access to comnpuruliy or
clouds can be built and contract terms and conditions can specify the right to data and the
processes and procedures to retrieve it.

3.3.1 Because Resources are Finite

To provide the “illusion of infinite resources,” cloud providers must have adequate physica
resources. A basic hypothesis is that the peak resource demands of differéstnall not occur
simultaneously. For a public cloud provider with thousands of clients worldwide, this hsigothe
is likely true. However, when constructing community and private clouds, it will tessary to
consider the validity of this assumption. A community cloud built and operated for thelFedera
Government or Department of Defense could be subject to simultaneous peak usage by all
clients, should a significant national emergency occur. Clients of communityigatelouds

with highly focused availability concerns must consider and plan for this pagsibil

3.4 Key Considerations

The key considerations identified in this section for protecting computing and cooatnoims
infrastructure in cloud deployments are:

» Security controls can be classified as Common (aka “Inheritable”), Hiymud CSP
gives you the capabilities but you have some operational responsibility), aethSys
Specific (you get to bring it as part of the system you deploy on top of the CSleeservi
Use of the FedRAMP Customer Responsibility Matrix (CRM) provides a dedoder r

* Cloud infrastructures typically provide 24/7/365 availability and services to support
application resilience.

* Many large-scale cloud providers operate multiple, geographically deshetsta
centers. While this provides resiliency and may improve system availaibitiyy make
tracking the physical location of your data more difficult at retriéivaé

» Unique cloud service offerings that are not easily portable can make retmvery
provider failure challenging.

» Cloud service providers, through their homogeneous environments and economies of
scale, may be able to provide better infrastructure security than mamnigeve
organizations currently achieve.

* FedRAMP helps consumers understand provider security practices and provides
assessments of cloud service security controls that can be leveraged irtraetepar
agency’s security assessment and authorization process.

» Service providers offer dedicated network connections from a consumer’s looation t
their virtual resources, eliminating the need to traverse the public Internet.

* NCPP provides important monitoring capabilities and should be planned into the
architecture via use of a Trusted Internet Connection. Architecturamgrecand
examples are available in the TIC 2.0 reference architecture anddmenctoud service
providers.

4 Operating Defensively in the Cloud

Protecting data moved to the cloud and using the CSP’s protection services, si#i,aasl
part of your organization’s broader cyber defense solution is the first part oélgacsing cloud
services. Operating within this new environment of outsourced capabilitiebaned s
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responsibility is a new dimension not typically considered in a consumer’sepdiate center..
Becoming effective will take due diligence and practice.

4.1 Understand the Threats

Effectively defending systems requires an understanding of the threatstothdisystem is
exposed. With that knowledge, defenders can take meaningful action at appropesté&sran
example, consider defending property against the impact of a hurricane. \Webasts

provide good information about the magnitude and timing of a hurricane, allowing people to plan
and act. To defend cloud-deployed services, an organization needs to know what threats are
being experienced by cloud providers, how those threats relate to their servidepravd what
defensive actions are available. The Cloud Security Alliance (CSA) haarpdea report on the

top twelve threats to cloud computing in 2016. This report can be used to understand risks
associated with cloud computing and take targeted defensive aetions.

Additionally, as public clouds become increasingly popular, the migration and conealidat
effect that leads to commaodity pricing of IT systems and services alatesrthe high value
target. Public clouds become a point at which an attacker can more likely prafé.gsiblic
clouds connect to the Internet, they are exposed to Internet-based threai® &fetve
Technology Stack

The hardware and software stack—whether it is commercial off-the-gbgtrnment off-the-
shelf, or proprietary—has an impact on the soundness of the provider’s security piautice
how readily the government can understand them. For example, both Google and AWS use
proprietary hardware and software to implement their clouds [13, 31]. The propcietzd
infrastructure may be as secure as, or more secure than, the cloud otirestanstructed of
commodity hardware and commercial software. However, there is no standeodhfzarison. If
a cloud vendor is using a proprietary infrastructure, it may be difficult fagdkiernment to
assess the platform’s vulnerabilities, and determine security best gsactialnerability
scanning is not typically part of the FedRAMP Assessment Package. Tkas ihdifficult to
verify CSP vulnerabilities. As a potential mitigation and best practice oiergment client
should understand the provider’s disclosure policy regarding known vulnerabilities,
administrative practices, security events, etc. They also should have re&paiting
contractually specified. (Refer to Cloud SLA Considerations for the Governmestu@er by
Buck and Hanf for more information on contractually specifying this infoomdfi4].)

Use of virtual resources simplifies many aspects of software maictaad configuration
management. CSPs create these virtual resources by adding a virtuel&@ger, known as a
hypervisor, to the software stack. Like any software layer, the virttiahiziayer must be

securely configured and maintained. Vulnerabilities and configuratiorsenrtine hypervisor

create greater risk than vulnerabilities and configuration errors on indiydysical servers

because all virtual resources using the virtualization layer’s semeesffected. Cloud

consumers depend on the CSP to configure the hypervisor and perform maintenancedo addres
vulnerabilities.

Vulnerabilities have been uncovered that directly relate to the resoanegstapabilities
inherent in virtualization; as an example, consider VMware Transpareat3baging (TPSY.
Unfortunately, the CSP and its consumers can receive great performanceftmenefptimized

16 hitps://downloads.cloudsecurityalliance.org/aseessarch/top-threats/Treacherous-12 _Cloud-Compufiop:Threats. pdf
17 http://vsphere-land.com/news/why-the-vmware-vspiigsevulnerability-is-a-big-deal.html
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resource sharing. In many ways, CSPs may be forced to make a risk-dagesion in this

regard that may not be understood or published by the CSP for consumer review. Abgatding
is important to do the research necessary to understand the CSP’s configuration of the
virtualization layer to be a party to the risk-reward decision as it pettaymir organization.

The hypervisor itself can also be used in an attack. If the guest opesygieg on a virtual
machine is compromised, that virtual machine can then be used to attack other ctiales
that share the same underlying physical resources. One such technique, knowe-abansiel
attack, uses a compromised virtual machine to observe the behavior and resource usage of
another virtual machine. Through these observations, sensitive information ctezkbg the
malicious virtual machine from the observed virtual machine. [34]

4.1.1 Recognize the Malicious Insider

Clouds, whether public, community, or private, create an opportunity for a malicicdesr ingih
potentially broad access to resources. All three cloud deployment modedsacreat class of
highly privileged insiders—the cloud infrastructure administrators. Opersystgms have long
had privileged users such as the UNIX root user or the Microsoft Windows adnbimistitze
risk associated with these users often has been managed using a variety of te¢argque
limiting the number of platforms on which a person can have privileged accessoddhe c
approach to providing computing resources may create users with broad piategss to the
entire underlying cloud infrastructure. Given this risk, mitigating contrudsagcess restrictions
must be maintained—an unchecked, malicious cloud infrastructure administratioe has
potential to inflict significant damage. For public and community clouds, it is impdda
understand how the vendor reduces the risk posed by cloud administrators. Organizations
operating private clouds need to consider what operational and monitoring coetrbks gsed
to reduce this risk.

Public and community laaS clouds significantly increase the number of peopleenhsiders
or “near insiders.” Multiple organizations will have virtual machines running on the sam
physical machine. Administrators of these “neighbor” virtual machinésaie privileged
access to those virtual machines—an excellent starting point for launchitigckn a

Using Amazon’s EC2 laaS offering, [16] demonstrated the ability to map the cloastintture
and locate specific target virtual machines. Having located the targetséaeateers were able
to reliably place a virtual machine that they controlled on the same phyesizat.sThis
capability enables a variety of virtual-machine-escape or “side chattaaks to compromise
the target. Hence, in multi-tenant laaS, cloud neighbors are like maliciougsnside

One approach to mitigating this risk is to use a community cloud service witriategl tenant
population. Some CSPs now offer government-only community clouds that provide tlae simil
services to their public clouds but have only government customers. For example, AWS
GovCloud and Microsoft Azure Government are community versions of their public cloud
services that are restricted to government customers.

Understanding cloud specific threats such as these, makes it easier to detighdpns. For
example, NIST has published a set of Virtual Machine security referenesS\(ST SP 800-
125, -125A, and -125B) to give guidance to cloud consumers and providers engaged in
configuring and operationally monitoring for security threat in the vizaabn layer of the
technology stack. These guides should be referenced when building and deployaigrivate
cloud (VPC) systems.
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4.2 Monitor Continuously

The challenge of monitoring and defending cloud-based systems depends on the sel®ice m
and may increase due to shared control of the IT stack. Monitoring and defendinggsyste
consists of detecting and responding to inappropriate or unauthorized use of information or
computing resources. Much like Microsoft Windows, which has been the dominant desktop
operating system and target of choice for malware, large public cloudsmntuaity clouds

also are high-value targets. Penetrating the substrate of a public or comciaudtgan provide

a foothold from which to attack the applications of all the organizations running on the cloud.

Audit trails from network devices, operating systems, and applications aresttsofirce of
information used to monitor systems and detect malicious activity. Some orlabkefsources
may not be available to a cloud client. With SaaS, all audit trails are edllegtthe cloud
provider. With PaaS, application audit trails may be captured by the client, buirapsyatem
and network audit trails are captured by the provider. With laaS, the governigemtzation
may capture audit trails from the virtual network, virtual operating systand applications.
The provider collects the audit trails for the physical network and the vidtiahzayer.

While providers cannot make all of the actual physical resource monitoringvddedbke to
clients, some providers do make filtered data available. For example, AMI&TCail, provides
client organizations a log of all AWS service API calls. Coupled with a cliemt'smonitoring
of its virtual resources, this can provide a fairly complete picture of thevioelod the client’s
cloud-based services.

4.3 Maintain Secure Configurations

Protecting software infrastructure in the cloud is an essential actvitgdintaining an
appropriate security posture. For cloud providers and traditional IT alike, it in\axtiggies
such as securely configuring operating systems and network devices, enprensoftware
patches in a timely manner, and tracking the discovery of new vulnerabilities.

The good news in terms of basic infrastructure security such as configuaat patching is that
cloud providers may do a better job than what most client organizations currently ashompl
The European Network and Information Security Agency (ENISA) observes, “urityec
measures are cheaper when implemented on a larger scale. Thereforeethmesant of
investment in security buys better protection [1D&ige cloud providers will benefit from these
economies of scale.

Cloud providers have an additional benefit—their systems are likely to be homoggtidous
which is fundamental to delivering commodity resources on demand. Hence, the cloudrprovide
can configure every server identically. Software updates can be depépyedly across the
provider’s infrastructure. As a contrasting example, one large Federalduenobserved that

each of its servers is unique. Every server has at least one deviation from defiingaat @tion
standards. This heterogeneity adds to the complexity of maintaining inftastraecurity.

Homogeneity also has a potential down side. Homogeneity ensures thénératsteucture has
the same vulnerabilities. An attack that exploits an infrastructure vulngyatili affect all
systems in a homogeneous cloud. The characteristic that makes routine magnéaissgrcmay
increase the impact of a targeted attack.
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Although it may be easier for CSPs to maintain infrastructure securitgrrgoent clients

should ensure that they understand the CSP’s standards for configuring and mgititaini
infrastructure used to deliver cloud services. While some security informapoopisetary and
sensitive, many CSPs share more information in response to customer needsnpta, exa
Google publishes a white paper providing general information about its sexpergtions and
procedures [12]. AWS publishes a series of security operations compliance regodisg the
ISO/IEC 27001:2013 and SOC 3. To maintain authorization, the FedRAMP requires a monthly
reporting by CSPs holding Provisional Authorization to Operate (P-ATO) [2i¢ monthly

report includes vulnerability scan summaries and notes on configurationsathaeve changed the
security posture of the CSP.

4.4 Respond to Incidents

The government client’s incident response team will need to learn the resppabdities

offered by the cloud provider, ensure appropriate security SLAs are in place, alogp ceve
response procedures that couple the cloud provider information with its own data. Given the
challenge with obtaining provider infrastructure information, a governmient’sl incident
response team may need to rethink how it detects some types of malicieity. &cir example,
an incident response team that provides proactive services such as vulnerahitiggmay

not be allowed to perform these functions on systems and applications deployed in the cloud. A
cloud provider’s terms of use may prohibit these activities, as it would be ditbadiltinguish
legitimate client scanning actions from malicious activities. Stahidardent response actions
may not be possible in the cloud. For example, a government client’s incident responteate
proactively deletes known malicious e-mail from users’ inboxes may not haabiiitis in a
cloud-based SaaS e-mail system. Given these challenges, it is essdrihal dpgpropriate
contractual relationship with SLAs be established. However, maintainingteeseith the
FedRAMP Program Management Office (PMO) can help government clienésy/ tatseast of
their CSP’s security posture and relevant incident response activities.

Additionally, since incident response can become a shared operation between cansumer
provider, government clients are turning to Operational Level AgreemelfsjCActing in

addition to contract terms and conditions and SLAs, OLAs are intended to define operational
roles and responsibilities of IT entities interacting procedurally towardron operational
objectives. They should specify activities, responsible and support organizatiorns; speci
standards and guidelines, and human points of contact. OLA’s can go beyond the basit incide
reporting specified by the FedRAMP. They can be used to further specifyimgmirannels and
procedure event triggers for cyber defense.

4.5 Key Considerations:

The key considerations identified in this section for monitoring and defending syistetoud
deployments are:

» Large public clouds are high-value targets.
* Incident response teams must develop procedures (with contractual backimgjkiog
with a cloud provider.

» Cloud virtualization technology may create a new class of highly privileges w#ér
broad access to the cloud infrastructure.

* Cloud neighbors pose a similar threat to malicious insiders.
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» Security operations centers must understand the technologies used to virtualize
processing, storage, and communication and develop effective ways to monitor these
technologies.
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5 Conclusions

Public and community models of cloud computing cede direct control of computing resources to
cloud service providers and extend the enterprise perimeter to include the progsimrses.
Therefore, as with any IT outsourcing to a third party, it is essential toahelear understanding
of a provider’s security obligations when moving capabilities to the cloud. Diiigations,
along with reporting and SLAs, should be codified in a contractually binding amangeT he
key to secure use of cloud computing is a clear, shared understanding of the divisionityf sec
responsibilities between the provider and client, and the ability to verify that feothegting

their responsibilities. The contract between an agency and a CSP is the keystanddey and
verifying security responsibilities. FedRAMP helps government cloud conswtoéhis. The
FedRAMP Security Controls [20] matrix defines the security responsbilitia CSP.
Assessment of a CSP’s implementation of the security controls, by a thiycapsessor,
provides the initial verification that the CSP is meeting its security regjpldies. FedRAMP’s
continuous monitoring strategy [21] helps ensure the CSP continues to meet itg securit
responsibilities over time. FedRAMP contract templates assist agemaiesrporate

appropriate security clauses in their cloud service contracts.

Multiple options for cloud usage exist in the marketplace with a variety of shamédlcand

security characteristics. For systems that are moderate risk and prdeidesition for public
consumption, a public cloud may be a viable option because the cloud platform can meet system
requirements and provide adequate security. In these cases, the scale anddignodgen

resources of the public cloud also may improve infrastructure security posturesmeerent
instantiation. A community cloud may be an option for capabilities that cannae iasa public

cloud. The community cloud can provide some of the system and financial chatiastefia

public cloud, while providing enhanced security characteristics. Some CSPs now offer
government community clouds that provide the similar services to their public clouasvieut

only government customers.

In summary, there are challenges to public and community cloud deployment budnefti c
planning and appropriate mitigations, significant benefits are possible.
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