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Abstract

One important enabler of a comprehensive cyber defense approach is unifoqnigticie.
Uniformity of practice reduces complexity and ambiguity in multi-component@mwients. It
can also enable concentration of cyber defenses in areas where suchsprantioe most
effective. Technical standards support uniformity of practice through aser@escription of that
activity. There is an ongoing need to develop new technical standards to reflectttheazs
creation of new practices and technologies.

However, the development of technical standards is fraught with challerm®gpfmwvhich can

be unintuitive to those new to the process. This paper identifies major factorsithrapeat a
standardization effort’'s chances of success and offers some guidancesss addh roadblocks.
It includes guidelines covering activities before, during, and aftemalatd is developed, as

well as advice on navigating the cultures and operations of standards development bodies.
Special emphasis is given to the role the US government can play in theseaciiis

guidance is based on input from over a dozen experts who, combined, have over a hundred
person-years of experience working in standards bodies. Together, this indoroaatiimprove
the chances of successful engagement in a standardization effort.
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Executive Summary

This paper looks at the important role that technical standards can play ingecuerprises,
with a special focus on how and why the US government can play a role in the crettigseof
standards. Technical standards support the unification of practice with regaranicae
activity through a precise description of that activity. For example, a sthreld representation
of some class of information provides a common means for different applicationseésand
potentially exchange that information. Technical standards offer many ageamtadefenders.
For example, if applications and services all utilize a particular networiqmiatr data format,
then defensive tools can focus on monitoring that network traffic or data for sigrdicibos
behavior. By contrast, if applications employ custom protocols and formats, theregqaces a
separate security monitoring and enforcement capability. That makeselefere complicated
(number of solutions required) and more expensive (cumulative costs) for adriarsstra
Security standards (a special type of technical standard focused on cyhigrsetivities) can
allow security tools to share information and coordinate activities, possibly digalhgato
detect and respond to threats. In these and other ways, the use of standards iseenterpri
applications and services makes the enterprise easier to manage, monitor, and kdefens.a
constant need for new technical standards for IT systems. Whenever a new tgcbhntiend
leads to a flurry of new products, there are vendors who create their own, prgpeetaiques
to address critical questions of implementation. For the reasons described alseve, the
proprietary techniques can complicate the task of monitoring, managing, and defaeding
enterprises that include these devices. The Internet of Things (loT) and Cloud Dgyrtput
name just a few recent IT trends, both provide plentiful examples of this behavomavity
incompatible products currently on the market.

Many of the technical standards used today evolved over decades of experimenthation a
revision. Given the rate of innovation in IT, it is unsurprising that, for many newsfenologies
and capabilities, standards are in short supply and that many products todayacklyamor
proprietary protocols, formats, and interfaces. While existing IT standardse, and generally
are, employed in new products and branches of IT, many new products and tremestbrin
them unique operational constraints and use cases, which might not be addresseshby curr
standards. For this reasons, many product vendors are forced to develop custonssoluti
order to get their products to market. While these custom solutions put new technalogies
hands of consumers quickly, the resulting lack of uniformity across similar itemnslass of
products, or across classes of products in a larger category, complicatey &mceniterprises
that use such devices. While new standards will not immediately remove thiegdynf@ue to
presence of legacy devices), as new products adopt more standards-based oesatitins t
gradually reduce the complexity and improve the automation and security dagsadgsociated
with these products.

The creation of technical standards is a challenging process and contaarsumsipitfalls that
can hobble those unaware of how best to proceed. At their simplest level, technaaidsta
attempt to encapsulate, in a relatively concise document, the detailsangtesnable
uniformity of practice across a diverse range of implementations. Waildastds creation
shares many aspects with other technical engineering efforts, ité\dgampose unique
requirements and challenges. This paper contains input compiled from avatsdaech as well



as conversations with over a dozen veteran practitioners in the development of technical
standards. The result is a set of recommendations to navigate some of thé rigkates
successful standardization efforts. These recommendations are sumraariakolvs:

A patrticipant in a standardization effort should have a clear understanding of what
constitutes a successful outcome of their engagement in that effort, veodgmizng that
other participants might have different, but not necessarily incompatible, ibefsnotf
success.

When possible, convene a workgroup within a standards body around a draft solution
rather than around a problem.

Avoid having an initial solution “rubberstamped” by a standards body. Instead, use
engagement with a standards body to evolve an initial solution so that it betteitimeee
needs of a broad set of stakeholders.

In any standard development effort, attempt to recruit engaged partigipprasenting a
diverse set of end users, vendors/implementers, technical solution expertsndardista
experts.

Agree upon and ensure that sound engineering practices are observed in the development
of technical standards.

Understand the values of the standard’s target market and align design deadions a
tradeoffs with those values.

Avoid attempting to codify a high degree of detail in support of a highly diverse
community. Detail in a standard should be balanced against the diversity in poéctice
the communities it serves.

Be conservative in the number of use cases and features (optional or requirecgrd stand
supports.

Understand how a standard supports customized use by vendors and users. If appropriate,
support customization via well-defined extension points and procedures.

Smaller, more narrowly scoped standards have a greater chance of sucoesgfetion

and adoption than large, multi-part standards. If possible, start with the fardhef a
desired, build the latter through the composition of those smaller component standards
rather than attempting to engineer directly to the larger vision.

Be prepared to support efforts to raise awareness, advocate for adoptiontefacilita
interoperability, develop reference implementations and other resources, amdsather
provide support of a new standard for a period of time after the standard is published.

Before proposing a new standardization effort in a standards body or consoltiateeva
the group to verify, among other things, that the group is a good fit for the proposed
work, that the group can bring appropriate participants to the process, that thatjoublic
of the proposed standard by the group will impact the desired audiences, and that the
procedures and culture of the group are acceptable.

Vi



» For standards bodies in which participant reputation and social credit play a ligkdyact
seek to build this credit and consider supporting long-term participation in that bady as
way to improve the participant’s effectiveness in supporting efforts of imuata

» Actively build support for proposals within standards groups rather than relying on the
technical merit of that proposal to speak for itself.

» Organizations seeking to represent their interests within a standardshioodty select
participants who have a mix of technical competence as well as diplomd#idakil
improve the reception to proposals from that participant.

» Allocate sufficient resources to actively participate in the writinggaesh, editing,
and/or prototyping work undertaken in the course of a standardization effort.

» Expect that any standard creation effort will take longer than scheduleticadeaan
appropriate level of resources.

* When actively participating in the development of a particular standard,talloca
sufficient resources to allow physical attendance at in-person meetitigsstandards
body.

Standards development invariably involves multiple parties and, as such, alwayssralidrs
beyond the control of any single participant. For this reason, no list of guidedinggiarantee
success, nor will deviation from one of these guidelines necessarily doom atoefifdure.
However, following the recommendations provided in this paper helps participants rieisce r
commonly encountered in standardization efforts.

Vii
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1 Context

Technical standards support the unification of ficacwith regard to some technical activity
through a precise description of that activity.sThaper argues that the creation and support of
technical standards are necessary to make IT $gamanageable. Technical standards can
involve communication protocols, data formats, psses, architectures, and similar aspects of
cyber systems. Without standards, this paper cdstdrat the resulting use of custom and
proprietary behaviors in IT products would requareoperationally and economically
unsustainable number of customized security saigtio

The US government has a compelling interest in acing the state of IT security through
technical standards. It also has a great dealttbah contribute to standardization efforts due to
its experience and subject matter knowledge. Theeafogovernment provides it with
perspectives and insights that commercial entepii® not have. To this point, a recent AFCEA
report notes, “Government plays a unique, but aibtg valuable role in facilitating — but not
owning — this portion [standards development] ef thission.” (Folk, et al. 2015) For these
reasons, this paper argues that government suapainvolvement in IT standardization is an
important part of its larger mission to enhancedyieersecurity of the US government
operations, critical infrastructure, and the nat@sra whole.

However, the creation of successful technical saedtglis challenging. In the past, many

attempts to create standards failed or produceanaard that had little impact on commercial
products. A range of factors influence how (orif§tandard is developed and adopted, including
market forces, vendor buy-in, and individual peedities of participants, as well as technical
aspects of a proposed standard itself. When deaiditignew technologies and trends, the

novelty and diversity of uses to which this teclogyl is applied further complicates the process
of creating standards that meet the practical wé@dplementers and adopters. To assist readers
with navigating these challenges, this paper inetual discussion of risk factors and best
practices for engagement with standards bodiedsdtincludes several recommendations that
can help improve the chances of success of a stiindaon effort.

Audience

While the basic concept of a technical standaglite simple (i.e., a technical standard supports
the unification of practice with regard to somehtgical activity through a precise description of
that activity), there is a great deal of complexityringing this concept to reality. Some of this
complexity might not be readily apparent to thosemeut prior experience in standards. One of
the goals of this paper is to provide a set of mo@ndations that can help those new to
standards development better prepare for and @perate effectively within a standards
development effort.

The US government is not new to the topic of stasgldevelopment. There are many examples
of successful US government involvement in standatitn efforts, and many government
employees who have been valuable participantsithéffbese people are hardly new to
standards development, but they too should dedwgesenefit from the recommendations
presented in this paper. At minimum, it offers arse of consolidated information and
references that they can share with those workintbeir areas of interest who are less
experienced with standards. The paper may also pféetices that these practitioners might not



have considered. Moreover, since this paper provides reasons for the recommendations it
contains, it strives to provoke new ways to think about already adopted practices, #irslly
paper can help experienced practitioners defend good practices to managéeagueshvith
less experience, who might see those practices as unnecessary or ihefficien

The recommendations in this paper cover activities prior to the convening of a staatdardi
effort, the process of standards creation itself, and activitiesaastandard is published. The
recommendations are intended to help the reader avoid pitfalls and situations thathave be
observed to increase the risk that a standardization effort will fail. Byitiefi, any technical
standard involves multiple parties (a “standard” used by only one party isjusaléylocal
customization), which means that no one group is able to single-handedly elimlinhtaees

of failure. However, by observing the recommendations presented in this pageicipgnt can
increase the value of their contributions to the group and help reduce some of therefksrt
faces.

Sources

In addition to looking at existing research on standards and standardizatiosy gffoduthor

held discussions with over a dozen subject matter experts, from within The MITRE &iompor

and from commercial industry, who have extensive experience in both the development of
technical standards and participation in standards bodies and industry consof& MIT

personnel have engaged in dozens of standards development efforts, usually under government
sponsorship, and the MITRE subject matter experts who provided input to this paper have direct
experience in the intersection between US government interests and statidareiforts.

Together, these experts represent over a hundred person-years of egpersgandards
development across over a dozen different organizations. The practices of standdagsrot

vary across different standards groups, as well as between individualppatsdn such groups,

and each of these experts has their own approach to standards development. Howeeer, despit
these variations, there was broad agreement about many factors and paactice® they

influence the success of a standardization effort. The recommendationsqutésehis paper

reflect the general consensus of these subject matter experts.



2 Technical Standards and the Securing of IT

Protecting any connected computing device aga@msbte attack is a significant challenge, as
evidenced by the regular news reports of data hiesaim corporate and government networks.
Modern enterprises are distributed, complicated, faghly connected, all of which complicates
cyber defense. Standardization of practice is oag a¥ reducing some of this complexity.

Uniformity of practice allows defenders to concatgrtheir efforts on a small number of
defensive products and tools that then are aljeaict multiple types of devices, applications,
and functional roles within the enterprise. Withaantformity of practice, it becomes necessary
to support a separate solution for each type arprnise component. For example, consider how
difficult network traffic monitoring would be if eary application used its own network protocol.
One way to enable uniformity of practice is throdlgé use of technical standards. By reducing
the diversity of protocols, data formats, and pcast used within an enterprise, complexity is
reduced, attack vectors are decreased, and seitwdstment can be concentrated where it will
create the greatest return.

In addition, security standards, which are stansléitdt focus specifically on security practices,
make it easier for security products from differeahdors, as well as custom-built tools, to
interact with each other as part of a more holsgicurity solution. Without such standards, each
defensive tool effectively becomes an informatiad aapability island, limited in what it can
observe and what it can share. This not only m#aissuch security tools are unable to utilize
wider context in their understanding of the infotioa and events they collect, but that it is up to
the security analysts to manually bridge thesermétion islands, necessarily a tedious and
time-consuming task, prone to human error. By @stif these same tools employ standardized
interfaces, then tools have the potential to shargext and data that can be correlated
automatically before it is shown to analysts. Segwstandards also allow analysts to more easily
develop custom tools that automate repetitive, rabtasks and allow analysts to spend more of
their time and attention on challenges that regexgert knowledge and human insight.
Together, protocol, data, interface, security, aifetr types of standards limit attackers’ options,
make attacks easier to detect, and can improvaecelerate the enterprise response to attacks.

In theory, creating uniformity of practice also medhat, if an attacker finds vulnerabilities in
that practice, as codified by a standard, theyusanthat vulnerability against a diverse set of
targets. In practice, unification of practice hagb found to be far more beneficial to the
defender for two reasons. First, it is relativehcammon for vulnerabilities to exist in a
technical standard itself and far more commontient to manifest in specific implementations
of that standard. Because of this, attackers’ tffosually need to be directed at individual
applications rather than all implementations ofeedard. Secondly, unlike physical terrain
where the concentration of defenses can sometimesibfied by having an attacker
circumnavigate them, in cyberspace the only vecwaslable to an attacker are those that are
created by the defender’s infrastructure. If a gipeotocol or data format is not used by any
application or device in a defender’s enterpriserd is no opportunity for an attacker to use that
protocol or format to compromise the enterpriseeffct, the attacker is dependent on the
defender to provide the attack paths, such asdaheyinto the defender’s enterprise. Given this
premise, it is clearly to the defender’'s advantagenit the number of attack paths and to
concentrate defenses along those attack pathddhetist. Technical standards facilitate this by



allowing multiple devices to use a common protawadiata format, effectively reducing the
number of attack paths into the enterprise andvatip a common point of defense. For these
reasons, the uniformity of practice facilitatedtbghnical standards is deemed strongly
beneficial for defenders.

Of course, technical standards alone are not entmudéfend connected devices and
infrastructure. Limiting an attacker to a small henof attack vectors does little good if those
vectors are undefended and the targets are opatatk. For this reason, standardization must
be accompanied by other protections at the netvdata, and application layers of the
enterprise. However, such protections are easigesan, as well as more commercially viable
and thus of greater interest to vendors, if theseeptions can focus on a small number of attack
vectors with broad applicability. Since standartd@aof practice will reduce attack vectors and
broaden adoption of a single practice, it is bexaffor such standards to be created sooner
rather than later to give focus to the developnoérippropriate defenses. The bottom line is that
standardization of practice will often need to lel@selopment of defensive technologies.

3 US Government Role

Having noted the important role technical standatdyg in the securing of IT devices and the
networks to which they connect, what should thegd@ernment'’s role be in the development of
such standards? In the modern US, standards dewefdpefforts tend to be dominated by
industry and most are created “with little or novgmment involvement”. (Chopra, Sapiro and
Sunstein 2012) Given that observation, it is reabtanto question whether it makes sense to
deviate from this general practice and have thegbl#®rnment be more active in the generation
of IT standards.

In fact, there are multiple reasons for the US goweent to play an active role in the
development of IT standards. The following sectilmak at some of the most important reasons
for government involvement in the creation of l[arslards where those standards play a role in
cybersecurity capabilities.

3.1 Expertise

The US government possesses significant IT expgesiltiple groups within the US
government, including but not limited to the DHSe®ce and Technology Directorate (US
Department of Homeland Security 2015), the NSA/&&Search Directorate (US National
Security Agency/Central Security Service 2015), stredComputer Security Division of NIST’s
Information Technology Laboratory (US National Ihge of Standards and Technology 2015),
all perform cutting-edge IT research that coulgpheform standardization efforts. This general
expertise and the forward outlook of these resemsctan help in the creation of standards that
help advance IT and cybersecurity capabilities.

Beyond this technical expertise, the US governntead,significant prior experience with the
creation of IT and cybersecurity standards. Theoli$T standards in which the US government
has played an important role is very large, stgniuith the Defense Advanced Research Projects
Agency’s (DARPA) work on the original ARPANET pratols. (Defense Advanced Research
Projects Agency n.d.) Some examples of recent atdsdn which the US government has had



an important role include, but are not limited to, GVEBPMz, OVAL3, CWE, XCCDBP, STIX,
CYBEX?, TAXIIs, and SWID tags Many of these efforts have been adopted by formal
standards bodies, although some represent “de facto” standards — broadly used but lacking
formal adoption by a recognized standards body. For reasons elucidated in sectiotuélly, vir
no standard is published without its detractors and this paper is not asserting tifahase
efforts were perfect. However, the US government’s familiariti wie process of technical
standard creation make it one of the most experienced organizations in IT.

3.2 An Important Stakeholder

The US government has a direct interest in the overall security of USinffastructure, both

in private industry and in the government itself. Cyber attacks, espebiadly tirected against
major economic activities or critical infrastructure, could be severelymtise to the nation.

The Office of the President of the United States notes that, “in limited poiag avhere a

national priority has been identified ...a convening role by the Federal Govermanebe

needed to accelerate standards development...” (Chopra, Sapiro and Sunstein 2012)déhadequa
secured IT devices can be both targets of attacks and vectors through which othetedonne
systems are attacked. Consequently, the US government has a strongimseisg that

security solutions for IT, including the development of new IT and cybersecdianigyasds, are
initiated.

The US government has the responsibility to protect US citizens and interesiifeats both
domestic and foreign. This includes threats that operate in cyber space. &3 ddese
challenges, the US government undertakes efforts that include, but are reat tomimproving
cyber defenses, coordinating responses to attacks, and identifying newheghes to US
interests. In the course of performing these duties, the US government enghgasarray of
organizations in order to better understand their security needs. Within the USpallisdooss
sector perspective is arguably unique to the US government. As such, this tpersoetstitutes
an invaluable asset to standards development efforts that seek to create ausaiadly
standard. This means that the US government not only has strong interests in tlezoybeos
the country in its own right, but insight into the interests of others as well.

1 CVE = Common Vulnerabilities and Exposures (hitpge.mitre.org/index.html)

2TPM = Trusted Platform Module (http://www.trustedeputinggroup.org/work-groups/trusted-platform-miedu
3 OVAL = Open Vulnerability and Assessment Langu@égtps://oval.cisecurity.org/)

4 CWE = Common Weakness Enumeration (https://cweernitg/)

5 XCCDF = eXtensible Configuration Checklist Destiop Format
(http://lwww.iso.orgl/iso/iso_catalogue/cataloguecdtdlogue_detail.htm?csnumber=61713)

6 STIX = Structured Threat Information Expressiottfb://www.oasis-open.org/committees/tc_home.php2bgrev=cti-stix)
7 CYBEX = Cybersecurity Information Exchange Techug (http://www.itu.int/en/ITU-
T/studygroups/com17/Pages/cybex.aspx)

8 TAXII = Trusted Automated eXchange of Indicatofommation (https://www.oasis-
open.org/committees/tc_home.php?wg_abbrev=ctijtaxii

9 SWID tags = Software Identification tags (httpww.iso.org/iso/catalogue_detail?csnumber=65666)



3.3 AnImportant User of IT

In addition to its interest in the overall cybensety of the nation, the US government is a direct
user of IT products to manage and defend its owwar&s. As a user of IT products, the US
government is invested not just in the ends ofeachg improved IT security (as discussed in its
role as a stakeholder), but in operational aspEdtse solutions available to and their
compatibility with US government internal requiremee With regard to these requirements,
government interest in certain standards servassagmal to vendors who are deciding whether
support of a given standard in their productswsahwhile financial investment. For these
reasons, the US government not only brings a védyadrspective to the design of a standard
(reflecting their operational requirements), but gacrease vendor interest in the standard
simply by being seen as a likely customer for tdoé adopt that standard. This latter role
should not be overstated — for major vendors thegbi®rnment constitutes a small percentage
of their customer base, and the government maskast a tiny fraction of the overall IT sector.
Nonetheless, customer interest is an importantideretion for vendors in standard adoption,
and the US government is a sizable customer.

Beyond protection of its own systems, the US gavemt is actively involved in the protection
of important non-government systems, such asfisstefto protect critical infrastructure. These
too can influence IT usage in these industries.example, the “Risk Based Performance
Standards Guide” (US Department of Homeland SecRB€09) includes cybersecurity
requirements that apply to all “high-risk chemitadilities”. While this guide does not name
individual technical standards, US government imgolent in a standardization effort related to
one or more of these requirements would be ofasten chemical facilities seeking to ensure
compliance with US government guidelines. As altethe government’s role as the source of
regulations and requirements that apply to certaarkets beyond the government means that
government interest in specific IT standards casdsn as carrying extra significance.

4 Technical Standards - An Overview

A technical standard attempts to create unifornmity specific activity employed by a particular
community of practice. Some standards are “de faoteaning that they are broadly adopted in
products without being officially recognized bytarglards body. These stand in contrast to
“formal” standards which do have the endorsemeiat rgicognized standards body (although the
definition of “recognized standards body” is notuansally agreed upon). While these are both
forms of technical standardization that implementamn use in designing their products, for
many implementers and users the distinction is imanb and almost always comes in the form
of a preference for formal standardization. Itngportant to note that de facto standards do have
value to users and implementers, can see wide iadppnd (as discussed in section 5.2) can be
a more effective route to the eventual creatioa ffrmal standard than starting that effort within
a standards body.

A technical standard itself is a specialized fofnd@cument that has its own conventions and
rules. Its goal is to describe, usually in prosgh@r than, for example, through computer code),
a set of technical behaviors in such a way thakealllers come to the same understanding of
those behaviors using only the standard itself@si@e. This is a daunting challenge. As the
Scottish philosopher Thomas Reid observed, “Thermmigreater impediment to the



advancement of knowledge than the ambiguity of words." To compensate, standaloigeisv
need to be both precise and thorough in their descriptions. Specialized expertisertnegd
standards authors, as well as the rigor and review imposed by the processssstanaards
bodies, are necessary (and sometimes, even then, not completely sufficisotissedi in
section 5.5) to produce a document that can create consistent, uniform practigeatint®n
readers.

4.1 Types of Technical Standards

Technical standards support a range of activities and roles, and different tgpssdaids
attempt to support different types of outcomes within the communities they supporpl&sain
standards types include:

Interface standards- These define how two components are expected to interact with each
other. The goal of such standards is to allow these components to interoperate iiilca spec
activity using only the standard as a guide. Examples of this type of standadkilnternet
Protocol v4 (IPv4, RFC 791), Transmission Control Protocol (TCP, RFC 793), and as well as
many Application Programming Interfaces (APIs).

Data format standards- These define how particular types of information are represented. The
goal of such standards is to allow common understanding of the structure and meangg of thi
data. Examples of this type of standard include the number encoding portion of the IEEE
Standard for Floating-Point Arithmetic (IEEE 754-208), ITU’s X.509 certiéicahd the Comma
Separated Value format (CSV, RFC 4180).

Vocabulary standards— These provide standardized names or “controlled vocabularies” within
a particular topic. The goal of these standards is to provide a set of termsre#ti-agon
meanings. Examples include country codes (ISO 3166-1); language codes (ISQe3HCHI
(ANSI X3.4-1986), Unicode (ISO/IEC 10646:2014), and other character sets; and Common
Vulnerabilities and Exposures (CVE) names.

Process standards These define how to perform a specific activity. The goal of such standards
is to ensure that different parties reach the same results when given thamaseEixamples of

this type of standard include the operation handling procedures of the IEEE Standard for
Floating-Point Arithmetic (IEEE 754-208), hash algorithms such as SHA256, and emcrypt
algorithms such as 3DES.

Framework standards - These define roles and relationships within multi-component
architectures. The goal of these standards is to create a common understaradasgvathin a

larger framework in order to help vendors develop products that align with those roles, and thus
the framework itself. Examples of this type of standard include the Open Gr@gpsridability
through Assuredness Framework” (O-DA), the Trusted Computing Group’s “Trustediket
Connect Architecture for Interoperability”, and NIST’s “Frameworklfoproving Critical
Infrastructure Cybersecurity”.

Note that these are general categories and an individual standard could esasppats of
multiple types of standards. For example, IEEE’s Standard for FloatingAaimnetic defines
both a data format and a process. There are other ways one might categuiterel $yg@es, but
the important point with regards to this paper is not the categories themselués, but



observation that different standards can play défieroles in unifying practices. These different
roles mean that the different types of standargsire different types of expertise in their
creation, and different criteria need to be usgddge their effectiveness. For example, a
standard’s ability to facilitate immediate interogiglity among products is a critical criterion for
success for interface and data format standardss bess applicable to more high-level
framework standards.

In summary, “technical standards” are a relativ®lyad genre of technical literature and, as with
all literary genre, there can be disagreement erctiteria for inclusion. For example, some
argue that only recognized standards bodies cteatmical standards, thus excluding de facto
standards and publications by parties other thasetfbodies. This paper is primarily concerned
with standards that are created within formal, pubtganizations, but does not limit itself to
organizations that are universally recognized tentsards bodies”. Similarly, different types of
technical standards have different objectives. Hameall technical standards share a need for
rigor and precision in their contents if they avdhaive the desired impact of unifying practice
among disparate parties.

4.2 Standards and New Technologies

There are many existing standards developed fditivaal endpoints such as workstations and
servers. Many of these standards can be, andrapoyed by new technologies. Standards like
XML, HTTP, and TCP/IP networking are employed immarous new technologies such as
medical devices, I0T, and similar. However, nevhtedogies can introduce new domains of
operation that have not previously undergone staizkgtion, such as new types of information
structures. Even when there are standards thatdenar roles, often new technologies have
different requirements and priorities than trasiibendpoints, and these differences can make
the use of existing standards impractical. For goamoT devices might have limited
processing capacity or limited memory (at leastgemvbompared with traditional endpoints).
They might have limited bandwidth or lack persistegtwork connectivity, and might need to

be frugal with power consumption. In addition, some& technologies bring new operational
constraints. For example, by their nature, mostioa¢devices have a significant role in human
safety. This impacts the level of failure toleratizat these devices can support. These factors or
constraints were often not considered, or onlyigirtconsidered, when standards were
developed for traditional endpoints. As a resulijl&zsome existing standards can (and generally
should) be used within new technologies, the sfizedconstraints and circumstances of these
technologies can sometimes make those standardahieuwithout modification. Attempting to
shoehorn an existing standard into a new situatiaas not designed to handle can lead to poor
performance or require so many proprietary exterssio the standard that the benefits of
standardization are lost. As a result, existingdaads might need to be modified or new
standards created to deal with the different nesdeciate with new technologies.

5 Creating a Technical Standard

This section considers the process by which teehstandards are created. It includes
observations collected from individuals with extgasexperience in the development of
technical standards. Their observations includef&etors that can impact the odds that a



specific standardization effort will reach fruition, resulting in a useful anpéctful technical
standard. It should be no surprise that many factors influence the success ofrdigtditaa

effort, and not all these factors are under the control of any one individual or group. Given this
observation, it should be recognized that no prescriptive set of actions or behavioraritgcess
guarantees the success or failure of a given standardization effort. Thaes&iin factors and
decisions can increase the risk of failing. This section identifies sevehasef pitfalls.

5.1 A Successful Technical Standard

Most participants in a standards engineering effort want the effort andutsg standard to
succeed? However, as observed by Carl Cargill, determining what constitutes sdoces
standard can be difficult. (C. F. Cargill 2011) Certainly adoption by vendors and impact on
practice could be viewed as success criteria, but either can happen withathethe

Adoption without impact occurs when vendors adopt the standard in their products, but it ends
up seeing little or no operational use. Impact without adoption is rarer, but can also oecur. O
example was the effort to create the Open Document Format (ODF). Theneféanitiated by

Sun Microsystems in an attempt to compete with Microsoft's proprietarfpfiteats. While the

ODF standard was ultimately endorsed as a formal standard by both the @ASEO/IEC
standards bodies, it saw little adoption. However, ODF was arguably one factorasdft's

move to create an open standard for its own file format, Open Office XML itBEQOwhich

had a significant impact on available capabilities for implementers. (Gargill011)

It is also the case that two groups can look at the same standardization effodrseouiith a
completely divergent assessment of that effort’s success. A partreanidor might feel a
standard fails to fit with their product models, while another vendor feels itdltswith theirs.
End users can also reach different conclusions if a standard meets thieogenatds of one
party, but fails to meet the needs of another. A corollary of this observattat tsvo
participants in a standardization effort, both firmly invested in the effar€sess, can have
diverging opinions of what success looks like.

The important lesson to take from this is that, when initiating participation imai¢at

standards creation effort, an organization should give thought to what its own understdiading
successful outcome looks like. This outcome needs to go beyond the mere publication of a
standard and should include who they desire to be impacted by this standard and how that impact
should manifest. This understanding of success might differ from other partigipdmssame

effort, but it is important to note that differences do not necessarily meamihtgse

understandings are in opposition. Recognizing that others might have differentugdal

priorities in the effort is useful to keep in mind when negotiating consensus oncsfaatiires

and capabilities.

10 0On occasion, standardization efforts include memiadose goal is to ensure that no standard gedsect or that any created
standard is ignored. This might occur in responggetrceived competition between the standardsteffat existing products or
standards the member favors. Such opposition caultiée and might take the form of reasonable sstgyes that ultimately
stall forward progress, create scope creep, mis#tig work with its target market, or otherwisergase the effort’s risk of
failure. (C. F. Cargill 2011) The best responsstich attempts is to have a leader who is able iotaia the effort’s scope,
timetable, and focus, and keep the work aligneti thie interests of a majority of participants.



Recommendation: A participant in a standardization effort should have a clear understanding of
what constitutes a successful outcome of their engagement in that effort, whgeizéeng that
other participants might have different, but not necessarily incompatible, idefsnif success.

5.2 The Sources of Standards

New standards can arise in a number of ways. This section looks at three of themmmeshc
sources for new technical standards.

Revision of Prior Standards

Some efforts seek to amend or expand an existing formal standard. This might be&kenderta
update a standard to support new conditions that arose after its initial publicaticanonéic
manage post-publication feature requests and error fixes in a way that dqa# tie standard
along separate paths. Numerous standards have undergone revision during the course of the
lifetimes including the Internet Protocol (IP), Network Time Protocol (N'P®st Office

Protocol (POP) and many others.

The advantage to this approach is that, because the process starts fromranstaistard, there
is already a written document to work from. There is also usually an exagstingrunity of
interest to guide development, including both vendors and consumers. The disadvantage of
starting from an existing standard is that often there is a strong dedwackawards
compatibility, which can limit the amount of change possible and might forceised
standard to retain unwanted aspects. A “major revision” implicitly sugggstsval of the need
for backwards compatibility, but such drastic changes can be more disroptisers of the
existing standard, complicating adoption. For example, the transition from IPRd&owhich
are not interoperable with each other, has been ongoing for over a decade, akelywill |
continue for an indeterminate time into the future. Until the transition is camplatdors are
sometimes forced to support both protocols to ensure network connectivity.

Codification of Existing Practice

In some cases, a standardization effort seeks to codify a set of priwicae already used in
existing products but which have not undergone formal standardization. This can includg turnin
a de facto standard into a formal standard, or could involve a vendor offering an influential,
proprietary practice for standardization. This can help increase adoption anal predpent

multiple incompatible variations of the practice from arising due to a lackarhanonly

recognized authority defining the standards of that practice. One examplefuiatiodi of an

existing practice was the standardization of the Ethernet protocol, which wasecdaily

deployed years before it was standardized under IEEE 802.3.

The advantage to this origin for a standard is that, since the behaviors being stadderiz
already been deployed in products, the standard is often well tested and denyopistciichl.
The disadvantage to this origin is that it often relies on a vendor’s willingnesse¢aistia
proprietary work with a standards body. If the specification is the product ofle gerglor,
they may be reluctant to give up control and may oppose any deviations from their own
practices. On the other hand, if there are already multiple vendors inmpilegnglightly
different versions of the de facto standard, unifying around a common model carebeebxt
difficult as each vendor has a strong financial interest in standardizinggdattoeir own variant.



Something like the latter situation happened when IEEE attempted to develop atsindéd
for Local Area Networks (LANSs), but was faced with three different teldgies each backed
by a different, significant vendor. Ultimately, reconciliation proved impossibt IEEE was
forced to create multiple LAN standards, each with their own niche use. (CrgHl 2@11)

Addressing Emerging Needs

Other times standards might arise because of an unmet need that can bediligia thr
standardization of practice. The need could arise from a range of factors sustoasecs
seeking greater transparency or interoperability in the tools they purchasedors seeking to
create or expand markets. The advantage of this origin is that it does not requies¢negof
pre-existing work, nor are the authors beholden to align with prior work. In other weeds, t
standards development team is able to work from a clean slate. However ahislate also
leads to significant disadvantages in that it requires recruiting knovakligénvested parties to
help design the standard. It requires these parties come to a consensus, not just alotiowl a s
that meets the noted need, but around what needs are to be met in the first placeequiresn r
market forces to encourage adoption of the resulting standard so that it has @&n impac
Development of a new standard from existing standards or de facto pracacescalires these
factors, but their challenge is usually just to coalesce existing groups, desmjnsarkets
around the revised/codified standard. A standardization effort that starts &daulaust grow

all of these interest groups from nothing. As a result, starting from only arvedsneed is
arguably the riskiest beginning for a development effort.

It is for this reason that standards bodies are often not the best place to peefomtied design

work of solution creation. While there are numerous examples of successful dsathdadid, in
fact, begin within standards body working groups, it can often be more effective t@abring
standards group anitial solution that has already undergone some degree of review rather than
to convene that group aroungbr@blem. Starting a standardization effort with a proposed

solution helps to concentrate the group, not only in development of a consensus solution, but in
its understanding of the core problem to be solved and the goals of the solution. Manygstanda
groups make modifications to a proposed solution. These include changes that attaogtyt
goals or address different needs, but those changes have a better chancectddrfing

articulated in the presence of an initial solution that acts as a baselineuttich a baseline,
groups can find it more difficult to come to a consensus regarding the underlychgrnee

ultimate goal of the effort. Even worse, groups can operate for months but ébgmize that

they are operating without the benefit of such a consensus. For these reasoifisheveitial
proposal does not meet the ultimate needs of the group to which it is submitted, itpstill he
accelerate consensus by providing a concrete subject for revision. Finallypitth noting that

a common complaint against standards bodies is that “they take too long to ameddedst’ and
starting with a draft solution is an effective way to reduce the amount of texdeaéo produce

a published standard. Ideally, development of an initial solution is done with a soogllajr
knowledgeable, invested parties who can then support further refinement of this sohdrom w

is offered to a standards body.

Recommendation: When possible, convene a workgroup within a standards body around p draft
solution rather than around a problem.




Of course, when one already has an initial solution that meets most of one’s owenneqtss,
there can be a temptation to shop around for a standards body willing to “rubberstawp’khis
without modification. Doing so is almost always counterproductive in the long run.

One important requirement for the generation of a successful, widely adopidardtes to have
a diversity of perspectives represented in its design. Doing so helps to crteatdaadsthat
meets the needs of a broad group of users, which incentivizes adoption by vendoosn ES&cti
goes into more detail about the different perspectives that should be included veliag ere
technical standard.) In most instances, the creation of an initial solution, wiaikeadle first
step in the standards creation process, does not include input from a sufficiently skverfse
stakeholders necessary to create a broadly useful standard. Attempting to @omvdal effort
into a final standard without additional input risks creating a standard théntewseful and
that fails to achieve broad adoption. It does make sense to “shop for” a standardeajrizup t
aligned with the overall vision and market interests under which the initialcsoluas
developed (as is discussed in more detail in section 6.1). However, the objectivegufgenga
with a standards body should include using that body to increase the diversityaaizoti.
These diverse viewpoints can then be employed to evolve the initial solution sac#maineet
the needs of more than just a small subset of stakeholders.

Recommendation: Avoid having an initial solution “rubberstamped” by a standards body.
Instead, use engagement with a standards body to evolve an initial solution sbettat meet$
the needs of a broad set of stakeholders.

It is important to note that, even when dealing with very new technologies, allctieaion

methods are possibilities when creating standards that support that technolegistiug

standard that was designed for IT practices might undergo a revisioridhet iako be more

easily applied to the needs of new technologies. Ad-hoc and proprietary solutjmogezhby

new products could be offered for standardization and evolved to meet the broader needs of a
developing community of practice. And, of course, some new needs, especially thase that
more unique to a new technology, might need to be addressed through the engineering of new
solutions.

The important thing to remember is that just because the context of the standardoes@ot
mean that existing solutions, be they existing formal standards, de facto staodaxes
proprietary, cannot serve as a basis for addressing this new context.

5.3 Important Roles in Standard Creation

When developing a technical standard, it is important to include a diversity ofgants in the
process. Participants need to represent a recognizable community oepradtitius have some
uniformity in their perspectives on the standard’s area of operation. Howeveg hawioad
group of active contributors within such a community helps to ensure that any prddbets o
standardization effort reflect the needs and perspectives of, and thus are usalele by, t
community as a whole rather than just a subset thereof.

Any standards development effort requires knowledgeable, invested paitieky goarticipating
in the standard creation process. These participants must be knowledgeable in ooderce gor
standard that works and which reflects the realities of current needs anddgasiarhey must



be invested in the outcome in order to ensure that the effort is focused on producingtlatesult
they are willing to use rather than just indulging in an academic exdrasdly, the effort
requires active participants who will help develop drafts and provide specifiteddéedback

on those drafts.

While there are different ways to categorize participants in a standtodi effort, this paper
identifies four broad types and generalizes as to the role they play in desigt@andac

End Users- These are the groups and individuals that are trying to solve operational problems
using the proposed standard. Most end users are primarily focused on the capaimbiied in

the standard and the degree to which those capabilities meet their operatideaEnédeusers

tend to get involved in standardization efforts because they have a need that cannot be
adequately met with existing products and they believe standardization wilsadaaé need.

Implementers/Vendor - These are the groups that create the products that conform to the
standard. Vendors tend to focus on practicality (sometimes voiced as “ff)galihe standard

to ensure that it can be incorporated usefully into their products without making thosegproduc
overly expensive. Vendors tend to get involved in standardization efforts becaussethbgtf
supporting the standard can create or enhance markets for them, or that the stdnedrcey
current production costs.

Technical Solution Experts- These are groups and individuals skilled in technical solution
development. They might not necessarily be experts in the domain that the standesdTdus
group helps develop technical solutions to reflect user desires and vendor cdncatires.
words, they help synthesize the higher-level capabilities and constrainrdsseghby end users
and vendors and translate those attributes into technical mechanisms and models.

Standards Experts- These are experts in the creation of standards documents in general, and in
the procedures and methodologies of the standards body where the work is oaturring

particular. Members of this group focus on the codification of agreed-upon tedulidadns

into a suitably expressive and precise document or documents. They also help the standards
development team comply with any special requirements that the standardtselbayight

impose. Additionally, they help ensure that the result is acceptable to asigbvéhe standards

body requires prior to formalizing a specification as a standard.

It is important to have a balance of these groups in any standards creatiomgraigy to
achieve optimal results. If vendors and implementers are excluded, the soluti@pdéd\ezn
easily become a capability wish list that is too impractical dopéon. A group of only

technical solution experts can end up creating an elegant standard desigts ttratfeet real-
world, operational needs. Both NISTIR 8074 (Hogan and Newton 2015) and OMB M-12-08
(Chopra, Sapiro and Sunstein 2012), while primarily concerned with the role of staatiandiz
to meet US government needs as standards users, recognize that theseaefiotteffectively
occur without support from vendors as well. Moreover, because not all end users and vendors
have the same requirements, and because no single technical solution expert alsstapear

is capable of performing all corresponding work in a standards developmentief$or
necessary for there to be multiple instances of each participant type. Vifeilerdisituations
might call for different balances of each role, having multiple represezgdtom all roles
increases the chance of creating a standard that meets real needide immusal products, and




which facilitates the level of common understanding that is ultimately theofaaly
standardization effort.

Although it is uncommon for a single party to represent both an implementer/vendor aad an e
user of a single standard, a single party could embody virtually any othbmation of

participant types. Conversely, participants who represent only one of these tygal ca
contribute valuable insight into a standards development process. In particulastaodaeds
development groups manifest a subtle prejudice against participants who ar&mottec

solution experts, reflecting a bias towards technical engineering skills amippats who can
participate in solution development. However, collecting user and vendor requirenegititsails

in developing a standard that meets operational needs and can be practicaljyednipputs

from multiple users and vendors, even those who are not highly technical, can help hddeess t
aspects of standards development.

The objectives of some participants can appear to be or actually be in céofliekample,
users might want a capability that vendors feel is not cost effectivdaByna design that is
practical in one vendor’s implementation might be deemed impractical in anotikrge
implementation. While this can create conflicts, it is not necessarilypasmen situation. If a
compromise can be reached that addresses the more critical of each rg@pieements, and
partially benefits both participants, the result is often a more robustem¢sitandard that meets
the needs of a broader community of practice.

When developing standards in support of newer technologies, the relative immattirély of
technology makes the need for broad participation in developing standards espepiaitant.
Many aspects of traditional IT have developed norms of practice that havegu@dievel of
uniformity. For newer technologies, similar norms of practice are lesy tikdélave formed and
those that have formed are likely to be less mature. This means that commuipitaegio
formed around newer technologies often have less uniformity when compared tortehdiii
communities. Capturing this greater diversity of current practice (anduilypariifying it
around a common set of activities) requires that this diversity be representegtderstandards
development process. This requires broader participation of end users and impkethante
might be needed when developing traditional, better established IT standardstiémaddi
sometimes new technologies touch on sectors or practices with which trdditibaa had little
contact. For example, some classes of 10T devices bridge between cybereredtdithsses of
physical systems. As a result, when creating standards supporting sutdvicds, communities
of users and implementers whose interests are primarily in the physicaf dieldce operation
might need to participate in the development of certain types of standards. fpiextone
were creating a standard for communicating with network-connectedabist It would be
important to have someone familiar with building fire codes, physical vulnigeof the
locking mechanisms, handicap access, and other physical considerationg/ih&tare an
impact on the developing technical standard. This is a perspective that masg €distputer
standards development organizations likely do not normally include. Accordinglyy reaaire
special efforts to bring such participants into the standardization proceb<dses, when
standardizing around new technology, extra effort should be taken to ensuregiatidy
representatives of the technology’s whole community, rather than just the portienftitaised
on the IT aspects of the technology.



It is worth emphasizing that the US government has the ability to repres@etspectives of all
categories of participant. As noted earlier, the US government is a mammeu®f cyber and
cybersecurity products and thus represents an influential user perspectigevét, because
government agencies have channels of communications to certain industry, sspiecslly
within critical infrastructure, it is able to experience a broader petispeof user needs than
virtually any other organization. The US government sometimes directly preedases to the
private sector and different parts of the government, thus filling the role of a veitlior w
certain contexts. The US government also includes engineers who have extgpesiienee
developing and evaluating technical solutions to some of today’s most challenigargenurity
problems. These technical solution experts would constitute a boon to any standards
development effort. Finally, US government representatives with experieneadasis
development can serve as standards experts in support of a development effort. Md&over,
government representatives can fulfill these roles in a way that is vendotiagibsle vendors
can also provide technical solution and standards experts, they are generalepéatten
accurately) as having a bias towards their own company’s solutions. Bwesalreasons, the US
government and its representatives can play a unique and highly valuable role in the
development of standards. This does not obviate the need for other participantstiegresd
users, lest the result be a standard that meets only government needs andhtikedyiso see
adoption except in expensive, custom implementations for government buyers.

u Likewise, other technical solution and standards experts should be involved, both to avoid
having the government end up paying for all the work of the standards group, and alsar to bet
capture other technical perspectives. This said, the US government remalinstde

contributor, and its significant investment and focus in the protection of the national cyber
ecosystem, argues strongly for active government representationdarsts: creation.

Recommendation: In any standard development effort, attempt to recruit engaged participgnts
representing a diverse set of end users, vendors/implementers, technicah xpérts, and
standards experts.

5.4 Technical Standard Design Considerations

Once a body of participants is convened, either as part of a standards body @cassaipto
the involvement of such a body, the technical work begins. This includes: collecting
requirements from participants, identifying a mutually acceptable seadiges around which
to unify, and engineering a technical solution that will become the basis of a &ctalard.
This section looks at this process and provides recommendations to increase tbge chanc
successful outcomes.

11 Some in the government have suggested the crezti&tandards built around government requiremasts way to avoid the
need to pay for custom software, but this benefiy occurs if vendors adopt those standards irr tegular commercial
products. This only happens if the vendors semamfial reason for this adoption, which almost gkia based on perceived
customer demand. If a standard fails to addreseaehds of all but government users, regular uséiraet demand it and
vendors will not adopt it. While it might be easiemwrite purchase requirements around a formaldsted, if that standard has
seen no adoption, this is just another way of retijjug customized functionality, along with its aii@nt costs.



5.41 Sound Engineering Practices

Engineering a technical standard shares similarities with other engme#orts, including
sharing the benefits achieved by following sound engineering practices. ayhiseem obvious,
but standards workgroups, even within respected standards development organizatss®s, ca
uneven adherence to such practices.

There are multiple factors that can contribute to an incomplete or flawed &pplicksound
engineering practices in standards development efforts. One factor is teaenane involved
is necessarily an engineer who has been trained in such practices. As notédnrbsg, end
user and vendor representatives, who are not necessarily experienced sehgioesrs, can
make valuable contributions to an effort in terms of identifying user needs and praskiges.
However, these participants might not necessarily be familiar with sounteengig practices
or their importance to the standardization effort. Moreover, even the dedicatedezaguithin a
standardization effort will ideally represent a diversity of perspectwiigh often means they
come from a variety of different cultures. These cultures can be corpaogaeizational, or
even national. These cultural differences are reflected in the differentesagach participant
understands as important to an engineering process. Some participatingrengigeeengage
in certain practices only because they are required by their emplogiegrmre them when left
to their own devices. This means that while the benefits of sound engineering pragicebe
“apparent” to all, their use is not necessarily automatic or even considergatayli

Formal standards bodies usually include procedures to support sound engineericespladt
informal bodies (such as might be used to create initial solutions prior to engagjengdards
body) might need to be more deliberate in identifying and supporting thesegsaEtren
within established standards bodies, the degree to which sound engineering @eetices
followed often depends on the preferences of the workgroup’s leadership. Morever, it
important that the group explicitly agree upon the required practices in orderdcsduations
where different groups are following different practices to different @sgtéworkgroup
leadership does not initially suggest such practices, participants may need t@ grapos
practices to the group at large.

Some engineering practices that of special interest to standardiz&bids iefclude, but are not
limited to:

» Careful scoping of the problem and solution spaces to keep the work manageable and
constrain scope creep. (See section 5.4.4 for more on the risks of over-featuring.)

» Setting achievable and measurable milestones for progress with defineidniiiséo
help drive and maintain forward progress.

» Creating document trails of decisions to reduce revisiting of resolved issli&s a
facilitate reconsideration of a decision should new information arise.

» Recognizing the need to balance capability with practicality, and iagvi#ss to
compromise in order to achieve that balance.

Recommendation: Agree upon and ensure that sound engineering practices are observed|in the
development of technical standards.




5.4.2 Market Awareness

Another consideration that technical standards development shares with mamgngtheering
efforts is a need to understand the market that the result (be that a new produet tecnieal
standard) will serve. In the same way that a great product can faildeeit@oes not fit with
market needs and expectations, a new technical standard can fail if it isaabdaalignment
with market expectations. Carl Cargill, citing a 1990 study by Martin WaeidsMarvin Sirbu
(Weiss and Sirbu 1990), observed that an understanding of a standard’s market was one of two
factors most associated with standard success (the other factor leaingitingness by
participants to provide written contributions to the workgroup, as described in maréndeta
section 6.4). (C. F. Cargill 2011) For a (somewhat clichéd) example of this, cahsideks and
cassettes. In theory, 8 tracks had the ability to record sound with greaiéy fided cassette
tapes due to their faster play speed. However, 8 tracks suffered from a host of other
disadvantages that impacted the quality of their playback and made them |lessertrive
users. The market valued convenience and playback quality over recording fide(ityrahs
and other reasons) cassettes displaced the 8 track.

New technologies represent a new “market” for standards and the spquia¢ments of their
markets need to be recognized, especially as they can differ from the ngedgiohal IT
systems. For example, while traditional protocols might favor fidelity aadadbility of a

service, 0T device manufacturers might be far more interested in mingriandwidth and
power consumption in a protocol’s use. While fidelity, availability, low bandwidth, and low
power consumption are all desirable capabilities, what constitutes an ated@tde-off

between these capabilities differs across markets. In fact, diffle¥gntents of the broad
category of 10T devices have different priorities - the capability piesrin a home refrigerator
or dishwasher differ from those of industrial control system devices. Asll§ res important to
have an understanding of a proposed standard’s target market and where the wadulestise.
Part of the goal of a standardization effort can include evolving this mark&aterdut design
decisions must still align with the market’s values. This understanding shoulglwétlgx
captured by the working group since it is directly related to questions of sudpesture
requirements for the developing standard. Failure to do so can lead to unproductive agument
about features and requirements caused by participants’ differing undergsaoicthe target
market. Unfortunately, such disagreements, focused as they are on technicalatetaihlikely
to resolve the underlying issue of identifying core market values, and thlilselréo be
repeated. Understanding of the market can be difficult to gain, but that understamdbey c
assisted by ensuring that end users and vendors who are embedded in that markehpubvide
into the design process.

Market awareness is typically an area where US government partichzard a great deal to

add, but where it also has great need of input from others. The US government itssémspa
significant market in its own right, and its requirements carry signifiwarght in the
development of a standard. Organizations which have regular engagement witantmport
commercial enterprises, such as government agency engagement wahiofrastructure
sectors, can also help to devise requirements that reflect the needs ohtbgsgses as well.
However, US government requirements often differ in important ways from camaiiadustry
requirements. As big as it sometimes seems, the US government generafigmepmerely a
niche of the total market many vendors support. To have a standard that meets thehseed of t



broad market, and thus is more likely to see adoption, it is critical to include input frem non
government entities. This increases the chances that any standard prodetsettheéneeeds and
values of both government and the private sector.

Recommendation: Understand the values of the standard’s target market and align design
decisions and tradeoffs with those values.

5.4.3 Detail and Diversity

There is often a desire to “create the one standard that meets all needsvVeHa@ttempting to
create a standard that meets the needs of many different practicesfleathge different set
of interests, priorities, and market values, can create a standard tloat@mllnities see as
overloaded and poorly suited to their specific needs, assuming it is even possiktdto re
consensus around a standard in the first place.

In general, experience shows that that there is an inverse relationship béisvdmesity of a
standard’s target communities of practice and the degree of detail thetrttierd can prescribe
in data and procedure. (Mann, Shapiro and Bodea 2014) By “diversity of communities of
practice” consider the following continuum: hand surgeons, all surgeons, all medical
professionals, all parties interested in patient health (i.e., medical poofass patients,
insurance adjustors, etc.). All members in this continuum have an interest inlthe hea
information of a patient, but the nature of that interest is more uniform among haednsurg
than it is among all parties with an interest in patient health. When considergrgéd#

detail”, one can think of another continuum: database instances, schemas, repogeioenas,
classifications, and nominal IDs. Database instances require a gakat detail in field names,
data types, lookup keys and pivots, and precise understandings of most field values in order to
support their typical operations. At the other end of the spectrum are nominal IDis,amdhi
assigned specific meaning but themselves encode little or no detail. [Egarhpominal IDs
include IP addresses, license plates, and product serial numbers.

Experience suggests that attempting to support a diverse set of pratiieesimultaneously
providing highly detailed codification of process and data is intractable. (Maapir§ and

Bodea 2014) In the previous example, the types of information a hand surgeon needs to record
differ from the information needed by an oral surgeon, to say nothing of the differéweeie
those and the details of interest to an insurance adjuster. A data structsmatiftaheously
standardized all the information needed by hand surgeons, insurance adjusters, andgpatients f
their individual activities would be bloated and unwieldy at best. Some types ohation,

such as a patient identifier or an agreed-upon name for a particular medical grpcadure

usable across the entire spectrum of those interested in patient health, buetleesenates of
nominal IDs and contain little or no encoded detail. (They might serve as a look-ugtckey i

more detailed information records, but those records are not inherent in the 1Bslttesnand

the records could change without any alteration of the ID.)

The implication to be drawn is that when developing a standard to support a community that
covers a diverse set of practices, care should be taken to focus development asdbtaviare
shared across the community. While creating uniformity of practice wiose existed before is
a common goal of standardization, that uniformity needs to be created around sativitiech

all members of the served community engage, albeit potentially in diffeegtst W a



standardization effort starts focusing on activities that are not of interastignificant body of
the community, this is a strong indication that the effort is attempting to inclode detail in
the standard than community diversity supports.

Of course, just because one has created a standard codifying a levell @ipgetgriate to the
diversity of a community, doesn’t mean that this standard is sufficient for aticgumunities
therein. Some sub-communities may need to standardize their own practicesateradggree
of detail to meet their own specific needs. However, codifying around that partietitaf
practice should be an effort undertaken by that sub-community rather than witlargtre |
community of practice. The sub-community might create a separate standakt themmeneeds
or codify specific use of extension points in the broader community standard totatbgra
specific needs. (See section 5.4.5 for more on the important role of extension pointiserin ei
case, it should be the sub-community that codifies a mechanism to meet theic speds,
rather than imposing those needs on a broader community that does not share them.

Recommendation: Avoid attempting to codify a high degree of detail in support of a highly
diverse community. Detail in a standard should be balanced against the dingps#gtice of
the communities it serves.

5.4.4 Over-Featuring

Related to the previous point on detail vs. diversity, there can be a desirerseeingi teams to
identify and try to support multiple use cases in the standards they produce. The general
reasoning is that, because different use cases have overlapping needs, ienskes add the
features needed to support additional use cases rather than create a S@palaie that has
overlapping aspects or capabilities. This is often a reasonable and benpficiaich and can
help bolster adoption by making the standard more capable. However, it is possikéettost
too far and create a standard that becomes overloaded and difficult to use.

The typical way in which multiple use cases are supported by a standard is it® segport for
a common set of core features and then make features associated with individaptiosak
The reasoning is that users and vendors can support the use cases appropriate¢ddtaidne
business model and ignore the others. This can be a reasonable approach, but it needs to be
understood that optional features are not zero-cost. Optional features compléerajeenability
by allowing multiple “conformant” tools that have different capabilitigasTtomplicates the
lives of end users by making it more difficult to determine whether the tools thelyagerare
interoperable with regard to the optional features they want. This, in turn, cano kead t
perception that the standard does not actually create interoperable dapabiittcombat this,
some vendors feel compelled to support all optional features of the standard, butehsemcr
the vendor’s implementation costs - cost that are difficult to justify if sortfeeadptional
features are not aligned with their product’s core capabilities. As &, nebile including a large
number of optional features in a standard can appear to be an efficient and lotwvanptx
make a standard more useful, these optional features can ultimately work sigasestsful
adoption and deployment of the standard.

Of course, if one makes support for all use cases mandatory this addresseseingecbtl
interoperability, but it also all but guarantees that both users and vendors end up supporting
aspects of the standard that they do not need or want. The result is a gréavengadementers



(which is then passed on to customers) as well as a greater managemenis@st who need
to ensure that their enterprise can support all mandatory aspects of thedstanda

In addition to creating too many features by trying to make a standard byealy, one can also
over-feature a standard by making the requirements overly deep. This invelksgcr
normative requirements that are too closely bound to one way of supporting a giveseuse ca
Doing this makes the standard more complicated (due to the increased number efnetsir
and makes it less flexible as well. An example of this could be a situation winengpa
standardizes a data representation, but then goes further and creates eatgimbout how that
representation gets used. While the additional requirements might make seéhsddoyeted

use case, they would preclude conformant implementations from meeting the use case
different ways, and could prevent support for other, valid use cases of the standards@ficour
some cases, it might be appropriate to bind representation and use, so situations need to be
examined on a case-by-case basis. Standard development teams should cansidiy each
normative requirement to verify that it serves the central goal of the stiaradiaer than

codifying one of potentially multiple valid uses or implementations of the standard.

Standards development efforts should be conservative in the number of use cases, supported
feature variations, and other requirements that a standard supports. In soma<aggdyt
beneficial to support closely aligned use cases and avoid the need for redumdiantista
Likewise, the ability to support some level of variability through optional feaisimast just
beneficial but necessary in some cases (as is discussed in the followimig) s&atilarly, it can

be necessary to tie a standard to certain details of use cases to ensyperatigity. However,

care must be taken with regard to the overall requirement footprint of the reswatidgrst It

might be necessary to prune some use cases or use case details which, sehiglean an
individual level, cannot justify the additional cost they invariably bring to thosenget® adopt
and/or use the standard.

Recommendation: Be conservative in the number of use cases and features (optional or
required) a standard supports.

5.4.5 Extensibility

As has been stated before, the primary goal of a technical standard is toparifigwiar
practice within a specific community. However, the practice in question doezkeqtlace in a
vacuum. While there might be agreement about a standard’s practice, vendors migahevan
their customers might demand, additional features and capabilities beyond wichtded in
the standard. These additional capabilities might represent specializedheedain sub-
communities or vendor’s efforts to distinguish their product from their competit@mndlard
that precludes such tailored use can be viewed as more of an obstacle than aybeotsfit b
vendors and end users. For reasons described earlier, attempting to codifyild# poss
customizations of a standard in the standard itself creates a standard thateatoved and
difficult to use and adopt, and often such an enumeration of customizations cannot be known in
advance.

The solution to this challenge is built-in extensibility. This can be accomplished different
ways. For less detail-based standards, such as nominal IDs, or for more ynacayed
standards where the specific practice it codifies has little variatieh @s timestamps),



customization is usually supported by ensuring that the standard can be used wéthety of
contexts. For example, a timestamp is frequently embedded in other data sroictnessage
formats. This is done by keeping the standard compact and relativel\sfaifdased to
hierarchical) in its representation.

The other way to address the needs of customization is to build extensibility istaridard
itself. This is generally the approach for more detailed or complicated slangach as data
records or protocols that are intended to support a diversity of uses (such gs HigBan be
accomplished by providing dedicated fields that different vendors and applicationsecto

add their own additional data and instructions. Commonly, these fields incorporate a
customizable identifier, whose format is constrained by the standard soyastcettuce the
chance of two vendors claiming identical identifiers, and a field value. Toolbeiggentifiers

to determine which of the extension fields they can understand and correctlyspioe header
fields in HTTP messages are examples of this approach. The use of altypedigport an
extensible list of payloads or data formats in some segment of a recoesgaga can be viewed
as a variation of this strategy where the identifier is recorded in a detlioattion (i.e., the
type field) and the payload is provided in another dedicated location. HTTP mesgaiges
provide an example of this in their Content-Type field, which identifies the yaaot the
message body.

When designing extensibility into a standard, it is important to ensure thaxtdmsibility does
not compromise interoperability. Typically, this is accomplished by includinguei&ins as to
how tools are to handle customizations that are not recognized, and including regtsrérat
prevent dependency on such customizations for correct processing. In manyocésdsat
receive a message or process a data record ignore customized fields thexedogmize. As
part of this process, it is generally considered to be a good practice tatkyxgdiestrain
extension by limiting where customization can occur, and requiring that theqeese
customization be clearly identifiable, even to those that do not understand or suppdctiEapart
vendor or product’s customization. Incorrectly designed extensibility can leaigtoperability
problems that compromise the utility of the standard, so it is vital that points nfiextde
carefully designed and their use tightly controlled.

One of the side benefits of incorporating extensibility is that it makesigrto revise the
standard in a backwards compatible way. If the standard needs to be revised, kihera wil
transition period, sometimes for many years, when both the old and the new version of the
standard are in use in operational products. During this time, tools often need to support both
versions of the standard in order to ensure interoperability. If revisions can reabdeexssting
points of extensibility, effectively treating the revision as a codiboadf specific extensions
within the initial version of the standard, then tools that only support the initial versilba of
standard will be able to operate without error when presented with a data starahessage

from the revised standard, even if they are unable to support the new feature. Thishmake
revised standard much easier and less expensive for vendors to adopt, which encodrages sai
adoption. By allowing extensibility in a way that makes backwards compigtidisier to

maintain when the standard is revised, the standard’s capabilities can be expataeecb(a
corrected) while naturally accommodating existing product deployments



Recommendation: Understand how a standard supports customized use by vendors and users. If
appropriate, support customization via well-defined extension points and procedures.

5.4.6 Quick Wins

Technical standards range in scope from small, narrowly scoped effortdjitecures covering
multiple roles and activities. There are successful examples of staradimmliefforts across the
full spectrum of scope sizes. However, efforts that are both broad in scope andttenng &
codify a high-detail a high degree of detail across that scope are at & gs&atéfailure than
their simpler counterparts.

A distinction needs to be drawn between broadly scoped standards that are writtghat a
abstract level, and broad standards that are written at a low, detailedrtavexample, many
framework and architecture standards focus on defining roles and high-leviekeador

multiple components in a system. Such standards can be largely abstract whes itcctiva
details of how certain interactions occur. However, a similarly broad difmrattempted to
define the technical interfaces and data structures used in such an amehremiires far greater
detail to realize. It is the latter that represents a more sigmifitellenge.

This first reason for this is the inherent engineering challenge ofajengla detailed solution
for a large, complex system. It is almost invariably easier to engansaution to a small,
narrowly scoped problem then to create a solution to a larger, more complex set ehgroble
This impacts both the chances of eventually creating a solution that is acceptdso dnel a
chance that the solution has a flaw that is only discovered after the standardsisgalibli

In addition, a large scope that touches on multiple actors usually means that iirtornestact
with multiple communities of practice. While these communities might beealigvith each

other in general, the communities can differ in their understanding of low levetdbtdh in
terms of what details are needed, and even in the meaning and role of “commits” (déita
challenge of reconciling detailed information among differing commsnitigoractice was
discussed at greater length in section 5.4.3.) All of this can make it difficulvétogeconsensus
on any solution, and can drive the group towards solutions that attempt to meet too easny ne
and thus become laden with numerous features that most sub-communities do not need.

Finally, complicated, multi-part standards face another challenge inggatiopted. Both

vendors and users can become overwhelmed when faced with a large, complicaectaehit

or procedure. Customers might fixate on the degree to which their existirgjrindtare needs

to change in order to comply with the practices of the standards. Vendors whose pradects
significant overlap in scope with the standard might feel that the standard cenvjibttheir

existing market and oppose the standard in the marketplace. On the other hand, a vendor whose
products only overlap with a relatively narrow slice of the described archéegillionly realize

the benefits of adopting their portion of the standard if other vendors’ products also adopt
corresponding parts of the standard - a factor over which they have littlelcdht result is

that it can become harder to convince both vendors and their customers that the new standard is
worth the effort to adopt and deploy.

Instead of attempting to standardize details for the totality of a lang@e;part procedure via a
top-down effort, it is often more effective to take a bottom-up approach. In thealgpierach,
efforts focus on developing detailed standards for specific, narrowly scopedpsaidenmonly



seen within the larger overall vision. For the reasons outlined above, these mondyrscoped
standards are usually easier to design, easier to build consensus around, and easiacéo c
both users and vendors to adopt. Later, after some of these more narrowly scujmdste
published and see adoption, additional standards that define how to integrate the operations of
those smaller, detailed standards can be built, thus enabling standardizationrgethenalti-
part procedure. This “integrating standard” not only becomes easier to buildt $énloased on
existing capabilities, but since both vendors and users have seen value in the component
standards and might have already adopted some of them, the idea of the larger &iion its
becomes a more attractive proposition. In addition, because the more naraveg standards
are created first and must be usable independently, one avoids creating unynecessar
interdependence between components in the larger vision. All of this makesntneasust to
create useful component standards, but ultimately to realize the largerthiat drove them.

With regard to newer technologies, there is another reason to favor smaltiardsa With
newer technologies there can be a great deal of variation in how those teawategised in
an enterprise and marketed by vendors. Simpler standards often can support aveuisigy df
deployment models and usage scenarios than ones that require the presencel®ef multi
cooperating roles. For example, the timestamp format defined in RFC 3339 is usedtin a
array of activities and operations. Had the authors created the standardphiih lexkages to
some larger vision, such as adding features associated specifically tmitrkngaffic or with
computer file systems, those linkages would have been a hindrance to this broaobntdizie
standard. As the use of newer technologies matures and norms of use are developedn“c
models” can develop and be standardized. In the nearztéwsnmewer technologies it might
make sense to focus on more narrowly scoped standards that that are better abigeto pr
benefit across a diverse set of uses.

Of course, in order to identify narrowly scoped standards that can be readitgtedeigto a
larger vision, it is useful to have a codification of the larger vision as a guidaitéature
standards written at a higher level of abstraction can be useful to identifyiglatentponent
standards and can help identify points of connection those standards should support. However, it
is recommended that those component standards be able to stand alone and provide utility
without any dependency on the rest of the vision. Moreover, designers should beryesf wa
features that, while in line with the larger vision, provide little direct valukgspecific
capabilities the component standard is intended to support. Either of these situations are
indicators of scope creep for the component standard that can complicate its dexékmn
damage its chances for adoption. Use the larger vision to identify needechddttsiaroles,

but be careful that development of those parts does not morph into an attempt to develop
technical capabilities for the whole vision.

Recommendation: Smaller, more narrowly scoped standards have a greater chance offaligcess
completion and adoption than large, multi-part standards. If possible, start withrttez &ind, if
desired, build the latter through the composition of those smaller component staniti@rds rg
than attempting to engineer directly to the larger vision.

12“Near-term” in technical standards design is andider of magnitude of about 5 years.



5.5 Follow-Up

One of the more common misperceptions about standardization is that, once the standard is
published, the work is done. Many people incorrectly believe that once the standattrs wri

and published, that adoption of and conformance with that standard will handle itself. Some go
so far as to believe that the degree of adoption and conformance of a standtdydcdimetate

to the quality of the standard and that attempts to encourage adoption and conformdace inter
with “natural selection” that allows better standards to thrive while |ésstiefe standards are
naturally displaced. This is not the case and actions taken after publicatioreana the

difference between a standard receiving widespread adoption or fading igtdficence.

5.5.1 Marketing

Standards require marketing and support in much the same way any other product dugs. Pote
end users and product vendors need to be made aware of its existence and “sold” ontits benef
them. Customers need to see the capabilities and other benefits the stantesdaréeem.
Vendors need to be convinced that use of the standard protects or increases th€hesales
former often facilitates the latter as vendors frequently look at custommamdieto determine
whether support for a given standard is a good investment. Ultimately, venddte see some

sort of commercial benefit for them to implement a standard, be that through thdigeradra

new markets, the ability to market to a demonstrated community of customersewho ar
demanding the feature, or simply to avoid losing customers to competitors who imipéeme
standard customers see as beneficial.

Different messages are necessary for these different communitcessgrs are unlikely to be
convinced by technical descriptions of the standard and are generally moteecicep
demonstrations of how the standard solves their problems. Vendors are likely to respond to
demonstrable customer demand as well as evidence that support for the standardrdgasenot
a major investment or production changes on their part. The bottom line is that the pyodsiabilit
any standard being adopted is increased by active outreach to build awafeéhestandard

and to market the benefits of the standard to its could-be users and adopters.

5.5.2 Interoperability

It is an unfortunate truth that, for all but the simplest of standards, it issetyadiasy for two
parties to comply with the standard without having completely unified understarafitize
standard’s operation. Cargill notes that this is a common problem in technical dizataar
efforts. (C. F. Cargill 2011) For interfaces and data formats, this can cadsetsrto fail to
interoperate under certain circumstances. For processes, this caredgsatases where the
same initial conditions lead to different results.

To address this problem, it can be strongly beneficial to support efforts to enceemages not
merely to be conformant with the standard, but to be interoperable with each othan érdg
Newton 2015) Such efforts are extremely important when a standard is first published.
Thereatfter, they become gradually less critical due to the existing baatg@perable products
against which a new implementation can be tested. The Wi-Fi Alliance (Wli&née n.d.) was
formed to address this particular need in wireless networking protocols. Eadlycts
supporting wireless networking suffered from frequent incompatibility prabléngroup of



wireless product vendors formed the Wireless Ethernet Compatibilignati (WECA), which
later became the Wi-Fi Alliance, in 1999 to test and certify interoperabflityeir products.

Today there is far greater interoperability of wireless networking ptedeeen among those

that do not have formal Wi-Fi Alliance certification. In most cases, it is ragssary to set up
something with the level of organization created by the Wi-Fi Alliancetiltpsome “interop
days” under non-disclosure agreements, where vendors can test intertapéretoreen their
products and address incompatibilities without fear of generating bad pyldanitye a simple,
inexpensive way of facilitating interoperable standard adoption. Some staddaetispment
organizations support such events as part of their normal operations, but other orgamedgitions
on outside groups to fill this need.

5.5.3 Reference Implementations and Documentation

Another way to facilitate interoperability and adoption in general is the priodwdtreference
implementations and similar tools that vendors can use to bootstrap and test develdpnent ef
These tools do not need to be sophisticated, and bare-bones implementations might even be
preferable so as to avoid the perception of competing with vendor products. Theseeaeferenc
tools help clarify the expected behavior described by the standard. If thesareoatleased

under appropriate licenses, the tools themselves or components thereof canlgend@ecited
into vendor products, reducing the investment cost, and therefore the risk, of adoption and
accelerating adoption efforts. For standards that rely on multiple partiesasgommunications
protocols between two different roles, having a reference implementation fiocdomunicants
can be a big help to implementers by giving them a correspondent against weatitheit own
implementation. As such, simple implementation efforts can have a signidam

encouraging interoperability and adoption.

Additionally, following the release of a new standard with supporting docunmentatn help
boost adoption. This documentation can help clarify questions that frequently arise ndven a
standard is first integrated into products and procedures. Documentation can alsteetetbora
expected practices and use cases that, while generally not codified byivene@iirements,
help to clarify the role the standard’s authors expect the standard to play. This, iretps
implementers better plan their adoption strategies. Finally, publicatiomppbdding material,
especially in the first year or so after a standard is published, can halpreecadopters that they
are not on their own and that there is an active community of support. Encouraging the
perception that the standard has a living community behind it can make it far trexctvatto
would-be adopters.

It should be noted that there are standards that are widely adopted, implemented, and
interoperable, yet never enjoyed any formal effort to market them orilitateanteroperability
among products. That said, standards that are supported by such efforts havehareteof
being adopted and usefully deployed in tools. A marketing effort cannot compensat&ios s
flaws in a standard. However, a flawless standard can still be ignoredtordallver
interoperable capability if it remains obscure within its target comiypiufor this reason, it is
advisable that groups that invest in the time and effort to create a new testaridard protect
this investment by allocating time and funding to support the new standardsafteblication,
at least until achieving a critical mass of interoperable adopters.



Recommendation: Be prepared to support efforts to raise awareraesscate for adoption,
facilitate interoperability, develop reference implentations and other resources, and otherwise
provide support of a new standard for a periodmétafter the standard is published.

6 Working in Standards Bodies

A standard from a recognized standards body, eglheone with an international scope, is
usually more attractive to both potential impleneestand to end users. Often end user
organizations are more willing to set purchase irequents around formal standards than de
facto standards. Similarly, a vendor with an inétional market is usually more interested in a
technical standard from an international standboity since the standard is recognized in
international markets and can lead to sales tfidrere is also often a perception (not always
fair) that when compared to de facto standardedstals published by standards bodies have
undergone a more stringent quality review, refteetneeds of a broader user community, and
are more likely to be managed in the best interasaédl members of the user community. For all
of these reasons, endorsement by a recognizedatitgnal standards body gives a technical
standard a boost in its chance of broad adoption.

As noted in section 5.1, a standards body is nedyd the best place to begin designing a
standard. That said, for the reasons noted abbesetseeking to create broad adoption of a
standardization effort might wish to eventually agg with such a body to create a formally
recognized standard. Standards bodies represenothe challenges above and beyond the
technical challenges of developing the standasdfit¥his section looks at some aspects of
standards bodies and provides general guidancewridhwork within them. The
recommendations in this section can increase kieéHpbod that engagement with a given
standards body produces a satisfactory outcome.

6.1 The Anatomy of a Standards Body

Some of the main international standards bodies baen in existence for many decades, but
new industry consortia appear on a regular baSisCérgill 2011) While all of these groups are,
to some extent, open and include the developmestbofiards among their activities, each of
these groups is ultimately unique. Below are séweags in which standards bodies tend to
differ from each other.

Who can be a member? Typical options include individuals, companigsmnilar institutions
(e.g., government agencies, academic institutietes), nations, or some combination of these.
In some cases, membership in the group is not tipdrose outside of a specific organization,
but non-members can provide feedback and sometssst in the writing of standards.

How do you become a member?Typical options include simply showing up (i.eg
membership fee), paying a membership fee, nomimdyoexisting members, or appointment by
some other organization.

How is consensus on a design decision measuredi/pical options include formal votes or
determination by the working group lead.

Who can participate in formal votes (if any)?- Full voting rights might be given to all
members or voting rights might be limited. In th#&ér case, it might be that voting rights are



given only to members who have purchased a certain tier of membership, only tpgrdgic
who have participated in some number of prior meetings, or some combination of tleese crit
In some cases every eligible participant can case a vote, while in othps gamh member
institution only gets one vote regardless of its number of participants.

What is the process for adoption of a standard? Differences include if oversight bodies must
sign off on a standard, how many such sign-offs are needed, and how much tiotees atior

to each sign-off. One of the implications of this is the amount of time a bodytteggesrom a
“finished” proposal to a published standard.

How are finished standards published? Typical options include making the standard freely
available or selling the text of the standard but providing a free license to alteuld
implementers. Some standards bodies allow standards that include the use ofpyopriet
technologies, meaning that adopters might need to pay license fees to someydaropder to
implement the standard.

What is the group’s volume of publication?- Some groups publish dozens of standards each
year, while other groups might only publish one or two.

How are published standards received by users/vendors/other standartiedies?- The
publications of some standards groups are universally recognized as autho@tare might
only be recognized as authoritative within a nation, within a particular comnairptactice, or
some other subset of the world. In some cases, one’s own organization might have a list of
standards bodies that are viewed as preferable.

What is the typical member composition? Some groups draw members exclusively from
certain interest groups, while others draw from a broader set of communitiesg®upe
receive more participation from the open source community, from national govesnfmemit
specific global regions, from academia, or from other classes of pantisip

How does the group “meet” to develop standards? Groups can do most of their work over
ongoing email discussions, periodic telephone calls, in-person meetings, anetheds. Even
when groups support multiple methods, some will remain more important than others.

What are the typical types of standards created? Groups might produce primarily standards
for interfaces, data formats, processes, frameworks, or some combinatewt. tGeoups might
also focus on certain types of technology, such as hardware, networking, appsicatiother
classes of technology.

What is the culture of the group?- Groups can be formal or informal, can be collegial or
adversarial in their discussions, can be highly technical or highly politicalyerdtler cultural
characteristics.

These are some, but by no means all, of the ways in which standards development desups dif
from each other. This large amount of variation between standards groups is dantrfpotor

for consideration by those seeking to create or formally adopt a proposed standgrdg B2
proposal to the wrong standards body can doom an effort to failure from the stants For t
reason, it is important to evaluate a potential standards development grouplaghitis¢ needs

of the standard development effort itself as well as the submitter’s owsfgoéthe

development effort.



Recommendation: Before proposing a new standardization effort in a standards body or
consortia, evaluate the group to verify, among other things, that the group is a goothét
proposed work, that the group can bring appropriate participants to the process, that the
publication of the proposed standard by the group will impact the desired audiences, dr&d |that t
procedures and culture of the group are acceptable.

6.2 Participant Reputation

The reputation of a given participant can play a significant role how their ptspoeaeceived,
as well as their ability to recruit other participants to assist ifngriediting, and prototyping
efforts. A participant who has a reputation for technical competence and/origntatihd
compromises and solutions that meet diverse needs usually finds more pditiggawjive
their ideas consideration and support. By contrast, those who show a lack of technical
understanding, an unwillingness to listen to other ideas, or a constant bias towatidsilampa
vendor and technology regardless of counterarguments, can find it more difficult todpatts
for their proposals and activities. One corollary of this is that long-ternctiparis in a body
generally enjoy a greater degree of support due to having an establhiatioa within the
group. (Those who have bad reputations generally do not remain as long-teripgrdsticAs
NISTIR 8074 observes, “...long-term participation of the same USG representaitive an
SDO: establishes trust and builds the credibility of those representatives. Thisa for
effective communication and information-sharing and ultimately wilkagsiadvancing the
USG'’s strategic objectives in each SDO.”

Similarly, there is often a quid-pro-quo at work in standardization efforts. longg, one
participant might agree to review or edit a specification that is only of pesiphterest to them.
Later, that specification’s author can return the favor by assistihgweitk important to the first
participant. This concept of social credit within standards bodies should not be undégdstima
and investing time and effort to build such credit can pay off when one later needsmthers t
support one’s own high-priority efforts. Again, long term participation in a standards body
rather than showing up for specific efforts and then disappearing when thegkasdc h
participant build social credit that can help when the participant has a parstfatathat is
important to them. The combination of positive reputation and social credit can improve the
chance of a participant receiving the support necessary for their pritoitis €0 be completed

in a timely manner.

Reputation and social credit are more important in some groups than others. Iy dd¢apds
to be a larger factor when participants are seen as having some degree oidedep their
activities. This is due both to the greater association of the individual with ¢mgitzitions,
and because participants have greater discretion to pay back any sodi@ared. By
contrast, in organizations where participants are explicitly just repedses of larger
organizations, social credit tends to play a smaller role. For example, inzati@ms such as
ISO and the ITU, where participants are representatives of nationsraerdlbejust represent
decisions already made within national bodies, the reputation of individual parscipads to
play a smaller role. Would-be participants in a body should look at the practicestmidizdo
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evaluate whether investment in building social capital in the group is justibedréups where
participants are seen as having individual discretion in their activitiest{witludes many
organizations where members participate on the behalf of companies or othezatigas), the
relatively small investment needed to support regular meeting partciggatd occasional
editing of documents can have a payoff when the participant (or their organitetsoa)strong
interest in an effort or topic.

It is important to emphasize that the reputation of a participant is not the sareegsutation
of the organization that they represent. In most situations, individual reputatisragbrger
role. Even if a particular organization is held in high regard, any benefit thapzant receives
from this association is likely to be probationary and can easily be lost. Bpsipat participant
from an organization with a negative reputation (such as a company with a histgagking
standards with proprietary, incompatible extensions) can have an uphill baie tgoodwill in
a group, but this can also be done. The US government always brings a reputatiqreithgr it
positive or negative depending on the predilections of the group they join. In either case,
participants representing US government interests need to activéhateudt positive reputation
in that group as any positive associations can be fleeting, and any negstigitzons need to
be overcome.

Recommendation: For standards bodies in which participant reputation and social credit plpy a
role, actively seek to build this credit and consider supporting long-term partinipathat
body as a way to improve the participant’s effectiveness in supportingsegfomportance.

6.3 Diplomacy

NIST’s guidance on engaging in standards bodies (NISTIR 8074) observes:titeeff

negotiation in standards development requires not just technical expertise at Bgdacy
participants, but a thorough knowledge of an SDO’s standards development process &% polici
as well as soft skills in negotiating with stakeholders with a range of oftersdiand

conflicting positions.” (Hogan and Newton 2015) As noted before, participants can have
differing, and sometimes even opposing, goals with regard to the objectiveswoflardization
effort. When one proposes a particular feature, solution, or other aspect of a proputaad sta
factors beyond the technical merits of the proposal can influence community rmember
responses.

Because of this, rather than allowing a proposal’s technical merits tofepd¢lagmselves, it is
important to engage members of the development group to proactively build support. Adtempt
identify allies who are willing to speak positively about the proposal rétharsimply not-
objecting to it. Talk to those who have expressed opposition and attempt to understand their
reasons as it might be possible that their objections can be assuaged withhamgeasdo the
proposal. Many standards bodies employ a voting system to decide issues, butdisisubeon
ahead of that vote that determines the vote’s outcome. A representative wholfdly shidke

the case for a particular proposal is arguably more valuable than having \ghiisgnithin the
group — the latter only gives one vote, while the former can deliver a maioprdfyort, proposed
solutions can benefit from the application of diplomacy as much as from the te@xpeeise
that underpins those solutions.



Some caveats should be raised here. First, while most groups accept and encollinaye “ha
conversations”, some groups want important discussions to occur via regular chartmei$heo t
process can be open and recorded. In these cases, one needs to be careful notdadappear t
trying to undermine this process through too many backroom deals. Second, as with all
diplomatic efforts, one must pick one’s battles. A proposal which most parties feeflawed

is unlikely to be accepted regardless of one’s diplomatic skills, and pushing tootiésd f
acceptance can backfire. While all standards development groups have d psfiggca to them,
there almost always remains a strong pride in technological abildpguparticipants, and
groups can react negatively to any perceived attempt to overcome a teghpiga political
maneuvering.

The ability to both provide solid technical proposals and apply diplomacy can be a powerful
combination within a standards group. When an organization is selecting a repiresnta
participate in a standardization effort on their behalf, the ideal candidate moigoe the party
with the greatest technical depth, but the one who can combine technical competiersoftwi
skills such as diplomacy and negotiation. An impolitic presenter has doomed more than one
otherwise technically acceptable proposal within standards bodies. This is notHatsay
everyone participating in a standardization effort is likely to be diplamaliere are plentiful
examples of the opposite. Social credit and reputation, as discussed earlier, @@me®m
compensate for a lack of diplomatic skills when working within a group. Howeagiafly

when one is new to a standards group, soft skills can be an invaluable asset foipamartic

Recommendation: Actively build support for proposals within standards groups rather than|
relying on the technical merit of that proposal to speak for itself.

Recommendation: Organizations seeking to represent their interests within a standards bofy
should select participants who have a mix of technical competence as well asatdgsixilis to
improve the reception to proposals from that participant.

6.4 Active Participation

The two greatest factors in the perceived success of a standardizatigrasfidentified by Carl
Cargill using the 1990 study by Martin Weiss and Marvin Sirbu, were an understadie
standard’s intended market (as discussed in section 5.4.2), and “the willingness od firm
commit written technological contributions to the standards committee”. (Cr§illQal1) The
latter underscores a critical aspect of standardization effomstastds groups, almost without
exception, suffer from a dearth of available workers. At the same timessuafdbe group
hinges on members writing, editing, and otherwise actively producing content anctess
Simply calling for others to work on a standard without demonstrating tangibté @fone’s
own is not only unhelpful, but can be seen as a lack of commitment by the party makaadl that
If one is invested in the outcome of a standardization effort, this investment needs to be
supported by active participation in producing content for this effort.

There are many ways in which this participation can manifest. Obviousiyygrgections of a

draft specification is highly helpful, as is editing such work by others. Opeetssof a standard

are codified, writing simple test implementations is another way the effo be supported.

Finally, many efforts involve some amount of research into related practiezhoology, and
someone needs to perform this research and report back to the group. While it should not be the



job of any single party, even one strongly invested in the success of a staridareéifart, to
do all of this work, supporting the effort through active contributions not only moves the
standardization process forward, but it demonstrates a commitment to the effisrhibee
likely to lead others to assist as well. In short, active participation bretds participation.

Recommendation: Allocate sufficient resources to actively participate in the writiaggarch,
editing, and/or prototyping work undertaken in the course of a standardization effort.

6.5 Schedules

The process of formal, open standards creation is often compared unfavorably to tladpeed
efficiency of “closed-shop” solution engineering. Indeed, any open standaed®woreffort is
likely to take longer and be less well aligned with any one organizatiapgeenents than a
small internal solution engineering effort. However, this comparison is wisteas the two
activities have different goals. The goal of a standards development effort isynta engjineer

a solution - it is to create a standard. A given engineering solution mighsaddparticular
technical problem or create a new capability, but only a standard offers utyfofmractice

and enables bridging the gap between capability and information islands.

Solution engineering is only one part of the standard development process. Statidardi

efforts require building consensus around a solution among multiple parties, many of whom
approach the effort from different perspectives. Once consensus around a solubiearhas

achieved, group members must craft a document that can be universally understood and produce
identical behavior in highly complicated technical systems. This document then ussall/to

be submitted to a (sometimes lengthy) formal vetting process. All of ttegselsave an impact

on both the timeliness and agility of standards bodies, but are necessary for thequradact

usable technical standard. While solution engineering may be the activilytdrasts some
participants most it is only through all of the described steps that a proposed solution is turned
into a viable technical standard.

The steps described above are one reason that standardization efforts can havelloag.t
However, there are other factors that can further delay these effodspiltticipants in a
standardization effort have competing calls for their time, which meank@sean slip as
milestone are missed. Consensus building is often a source of uncertainty in préiduging
estimates and it can be difficult to predict which issues are likely to be dongeriWoreover,
the discovery of a problem in a standard draft during vetting can force the standaeshto re
review steps, adding months to the timeline. As a result, the time needed faati@noof a
standard can vary significantly, often for reasons that are difficult ta@att¢ and almost
always is longer than scheduled.

Participants need to be aware of the probability that timelines will sbdegtanes by many
months. There is usually little any individual participant can do about this slippagees that

14The author is aware of a few instances where alatdization effort was convened by someone onbréasted in the
development of an engineering solution and who aatandardization effort as a way to cheaply “cr@eodrce” the solution
design. Invariably, the convener rapidly becamstfated by the pace of work and repeated divergiooetheir own priorities.



are dedicated to the successful completion of a standardization effort should bedpf@par
deadlines to slip and allocate sufficient resources to remain engaged iffuhkagpens.

Recommendation: Expect that any standard creation effort will take longer than scheduledjand
allocate an appropriate level of resources.

6.6 In-Person Meetings

One aspect of active participation that deserves attention is the importaigesically
attending in-person meetings. Standards bodies usually host a small number of in-person
meetings each year. For international standards bodies, these meetingisadlly physically
dispersed around the world to avoid regularly inconveniencing participants frtaimcer
regionss This usually means that attending a group’s meetings can require partediaiional
travel, accompanied by commensurate costs.

When actively engaged in a standardization effort, the ability to attendsarpmeetings is
important. In addition to enabling direct participation in scheduled discussions, ragtémese
meetings allows participants to engage in hallway conversations, whioftearenvaluable in
developing technical solutions, creating strategies for progress, and for aliiglsopport
building. Virtually all groups attempt to accommodate participants who cannotalhysittend
meetings through remote meeting technology, but today such technology is sduabto
physical presence. Remote participants cannot participate in discus#iersame degree as
their present colleagues and generally are unable to participate inyhedimgersations at all.
While the cost of international travel can produce “sticker-shock”, that prexsrie be placed
in the context of the overall investment in supporting the effort and seeing it toessiut
conclusion. Compared to one’s total investment in a standard creation effort, andheoting t
generally high productivity and value achieved during in-person meetingscadhatsendance in
these meetings is not only justifiable, but can provide very high return on investment.

Of course, not all levels of participation justify the cost of physical pocesainthese meetings.
As noted earlier, it is beneficial to build reputation and social credit in stanglanagss through
ongoing involvement, even when there is no activity in which the participant or their spogsor
specifically invested. During such interludes, remote participation in in-persetings can be
sufficient to maintain engagement while minimizing costs. There is usatdipst one meeting
that is relatively close to any given participant and physicahd#ince of a local meeting can
further demonstrate commitment and engagement to the body’s activities, winiahilda
reputation. However, when supporting a priority effort (rather than just mangdow-level
involvement), this support requires some level of investment in travel to padioigagrson.

Recommendation: When actively participating in the development of a particular standard,
allocate sufficient resources to allow physical attendance at in-peesstmgs of the standardq
body.

15 with regard to the often-voiced assertion thas¢hmeetings are primarily an excuse for membevisibexotic locations, it
should be noted that all exotic locations look ¢dyghe same from the inside of hotel conferencen®where participants end
up spending most of their time. Standards bodieemgdly run very full schedules at these meetingsaximize productivity.



7 Conclusion

Technical standards can play an important rolesfertding today’s complex, distributed IT
infrastructures from attack. The use of standands attackers’ options, while allowing
defenders to concentrate their attention and resswn a smaller number of attack vectors and
to develop more cooperative and sophisticated defersolutions. New technologies and
practices are constantly arising, forcing vendomespond with ad-hoc mechanisms. This
hampers not only those who must defend enterptfisgsnclude such devices, but hampers
those who develop products and technologies tetassihat defense. As a result, there is an
ongoing need to identify the cases where non-stdruazhavior leads to security challenges and
seek to address them through the development otewical standards.

The US government has an important role to plagdaressing this gap. The US government is a
uniquely capable participant in standards developragorts due to its market leverage, its

broad perspective, its deep expertise in cyberggcand its responsibility in several sectors
where security, safety, and reliability are critissues. Engagement by the US government in
the creation of standards is not only beneficidhtostandards development process, but can
contribute significantly to the creation of a meexure, safe, and reliable national cyber
infrastructure.

Of course, it is not practical for the US governi@rengage in every standardization effort or
have participants in every standards body and ingasnsortia. Instead, government agencies
need to be selective in their engagements to mptmmal use of their resources. Towards this
end, it can be beneficial to consider existing fiies and use these to guide participation in
standardization effort, be they joining existinfpefs or proposing new ones. In the case of the
latter, care should be taken in identifying a bodgonsortia that aligns with the proposer’s
understanding of the problem that needs to be addde and which can help bring a usefully
broad and engaged set of participants to the tHldeparticular body or consortia is engaged
with some frequency, this likely indicates a goethwe in which to continue low-level
participation even between specific efforts of iast so as to build social credit in that group. In
short, representatives of the US government shoandider their own priorities and then
identify situations where the development of a déaid is an appropriate and beneficial tool to
meet that priority. This paper cannot speak to 0%&gment priorities, but does provide
recommendations that can help inform where stamziidn can be practical and beneficial, and
then help that standardization effort to succebsfuket US government needs.

The creation of standards is similar to many o#drgjineering efforts, but also has some unique
requirements and challenges. Moreover, workingoenostandards creation bodies requires
different skills and practices than those requbgd private engineering effort. This paper looks
at some of the characteristics that are of pa#dicsignificance in standard creation and, through
the consolidation of input from multiple, highlygerienced participants in standards
communities, provides recommendations that can fieelpce the risk of failure in such efforts.
Many factors in standards creation remain beyordtmtrol of any one participant, and thus no
checklist is capable of guaranteeing the succesaadf endeavors. However, through the
guidance captured in this paper, US governmenttsffo create a more secure cyberspace
through the creation of technical standards willeha greater chance of success.
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