





































































































the foreign fighter problem reactively. Specifically, they fail to address the elements that
contribute to radicalization, but rather work to control radicalized individuals instead of
preventing radicalization.

Table 7. Results.

Grievances Networks Ideologies Enabling
Environments
and Support
Structures
Military Action Poor Fair Poor Good
Legislation Poor Fair Poor Fair
Website Poor Fair Poor Fair
Removal and
Blocking Social
Media Handles
Active Social Fair Good Good Good
Media
Campaign
Social Media Poor Good Fair Good
Denial
Positive Paths Good Good Poor Good
and
Opportunity

Western deterrence tends to address issues from the Western culture’s point of view
rather than taking the thoughts and beliefs of their opponent into mind. Consequently, coalition
strategy makes the assumption that the possibility of becoming a battlefield casualty provides
sufficient motivation to deter trained foreign fighters and Islamic State recruits from traveling
into the conflict zone. This is not the case. Despite coalition forces conducting thousands of
sorties that produced an estimated 10,000 casualties by the end of 2015, foreign fighter numbers
continued to increase. There are multiple reasons these methods are ineffective. First, collateral
damage contributes to grievances, one of radicalization’s driving factors. Second, military

actions only addressed the enabling environment portion of radicalization’s precursors
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successfully. Meanwhile, the Islamic State leveraged technology to produce a global media
campaign directed towards skewing perceptions of coalition actions and gaining support. The
scale of their efforts worked to counteract combat related losses.

Changes in legislation have concentrated on limiting previously unrestricted travel within
Europe, a significant contributor to the foreign fighter issue in Irag and Syria, while
simultaneously making terrorist associations illegal and punishable. These changes have
permitted the detention, trial, and deportation of those with suspected ties to the Islamic State;
however, they also managed to shift the foreign terrorist fighter problem from the conflict zone
to Europe and abroad. Meanwhile, anti-terrorism laws in Europe struggle to distinguish the
differences between terrorism and the religion of Islam. Thus, some countries in Europe and the
Middle East have developed laws accused of being Islamophobic which criminalize Islamic
practices common within extremist branches of Islam. These actions cause further issues by
alienating Muslims in Europe, increasing grievances which lead to radicalization, and driving
Muslims to desire an Islamic state.

The internet and social media provide a virtual soap box to globally distribute
information. Attempts to squash extremist activity online have been inadequate. The drawback
of this emerging technology is that regulation can only reactively address new capabilities and
subsequent abuses once they emerge. As new capabilities are developed, regulations to restrict
their abuse must follow. Consequently, the ability to prosecute illegal activities aren’t
immediately available. Regulatory processes and means must be developed to regain control,
meanwhile technology continues to outpace their efforts. The lack of resources to impede the
Islamic State allows them unrestricted access to propagate extremism, groom potential recruits,

and facilitate travel. Even social media accounts and websites with obvious ties to terrorism
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cannot be mitigated. As accounts and websites are shutdown, new ones are created to take their
place. Additionally, messages in cyber space spread like a virus. Once posted, they can be
saved, reposted, and shared in a multitude of public and private ways at an exponential rate.
Similarly, techniques aimed at restricting social media use are ineffective because they fail to
address radicalization at its origin.

This analysis shows that previous endeavors failed to address radicalization and
sometimes actually contributed to increasing the driving factors behind it, thus producing results
opposite of their objectives. Once radicalization occurs, the power of the Islamic State’s
ideology provides the momentum to push recruits to travel and commit terrorist acts at home or
abroad. A solution to this problem is to take actions which influence the components that
motivate people to join the Islamic State. Successful applications need to address the underlying
causes behind grievances and ideologies which should both deter radicalization and delegitimize
the Islamic State’s rhetoric. To deter future terrorist acts, the United States should implement a
proactive social media information campaign to counter the Islamic State’s recruitment efforts.

Social media is a platform with the ability to reach far and wide. The Islamic State’s
success and the challenge of regulating social media suggest that strategic advantages should be
leveraged to prevent such success. Popular social media applications provide a powerful
platform to counter the Islamic State’s message. With the ability to reach nearly half of the
world’s population anywhere at any time, a well-designed campaign could have lasting strategic
effects and transform counterterrorism. An active social media campaign was the only proposed
solution that showed the capacity to address all four pieces of the evaluation criteria,

radicalization’s driving factors.
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The challenge with a social media focused approach is overcoming the credibility issues
of similar programs in the past. Previously, there have been significant problems with state-
sponsored social media programs and campaigns. Specifically, these efforts failed to establish
credibility which ultimately led the Muslim community to question the legitimacy of state-
sponsored messages. This solution would need to differ from past techniques by utilizing

sources less likely to be called into question.

Recommendations

There is a tendency to focus on applying solutions to address symptoms rather than
curing the problem. When culture is a factor, social and ethnic differences and their
consequences must play a predominant role in strategic decisions. Research must be conducted
to determine how to make government and military approaches to social media more credible
which will ultimately make counterterrorism efforts more successful. Credibility can be gained
with Counter-Islamic State and anti-extremist messages from organizations and individuals the
Muslim culture trusts. Currently, this is not the American government. Adding credibility starts
with identifying spokespeople that have authenticity with the Islamic State’s target audience and
then utilizing them to distribute messaging that degrades the Islamic State and their messages.

Energy must be put into capturing and broadcasting the realities of the Islamic State,
specifically the destruction left in their wake. The goal is to remove government affiliation from
the message to where the communications presented come from a genuine source the Muslim
population can relate to. One such source is their peers, elders, and societal leaders.
Disillusioned Islamic State defectors and survivors must be encouraged to openly speak out
about their experiences and human rights violations witnessed at the hands of the Islamic State.

These messages need to focus on the contradictions between their ideology, messages, and
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actions while specifically publicizing their atrocities. Reintegration actions will vary
significantly for foreign fighters vice extremists and these individuals must be identified and
addressed separately. Law enforcement endeavors must balance punitive and non-punitive
approaches to maximize reintegration and encourage foreign fighters to become productive

members of society while showing extremists the flaws in their ideology.
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