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ABSTRACT

Sensor management lies at the crux of engagement support, and effective deployment of
sensors is an important component of a battle management system. Sensors need to be properly
placed to provide sufficient coverage for detection, tracking, and threat identification capabilities.
This becomes particularly challenging in scenarios where the available sensor resources are strained
by a large number of concurrent threats. However, many such difficult scenarios can be dealt
with if sensors can cooperate and information can be effectively combined. Thus, selection and
placement of sensor resources for complex scenarios should be done at a system level (i.e., where
information from all sensors is available) to account for potential performance gains enabled by the
fusion of data from multiple sensors. To this end, this work constructs a mathematical framework
for the analysis of effective deployment of multiple sensors with the objective of supporting weapons
systems. In addition, it is assumed that the defense is posed against a large number of concurrent
threats characterized by uncertain a priori information.

In the development of a sensor placement strategy, there exist two main steps: analysis and
optimization. Analysis is the construction of meaningful metrics of performance, i.e., objective
functions, to quantify the desirability of a given sensor layout. Ideally, the metrics chosen should
accurately reflect the relative success or failure to meet design objectives and also impart intuition
on the sensitivity of the performance to deviations from what is expected. Optimization is the
efficient search over sensor parameters to maximize/minimize the analysis objective functions, and,
thus, cannot be performed until the analysis step has been executed. As the specific problem of
optimizing sensor placement for defense against a raid of ballistic threats has not been addressed
previously, an analysis framework needs to be developed before optimization takes place—that is
the main contribution of this work. Specifically, an analysis methodology is built using two novel
mechanisms:

e Sensor placement objective functions based on the quality system-level tracking,

e Probabilistic model for a raid of ballistic threats that allows the calculation of any chosen
statistic of system performance.

Sensor placement grounded in system-level tracking enables straightforward evaluation of the ca-
pability to meet track-quality-based engagement constraints. Further, it encapsulates many joint
sensor effects such as geometric diversity when employing track fusion. A probabilistic threat model
creates the capability to inject confidence into the threat model, i.e., higher probability mass con-
veys higher confidence. In some cases, founding the threat model in probability can also allow
for sensitivity analysis without the need to run Monte Carlo trials that may require significant
computation time. Also, describing the enemy courses of action in a Bayesian sense facilitates
the definition of uncertainty in threat aspects, i.e., high variance is equivalent to low certainty.
Simulations are provided to show operating area analysis using a system-tracking-based objective
function and probabilistic threat definition.
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1. INTRODUCTION

The intelligent emplacement of sensor resources is a key component of engagement support,
and the deployment of sensors is a critical function of a battle management system. To provide
sufficient coverage for detection, tracking, and threat identification capabilities, sensors need to
be properly placed. This becomes particularly challenging in scenarios where the available sensor
resources are stressed by a large number of concurrent threats. However, many difficult scenarios
can be addressed if sensors cooperate and information is effectively combined. Thus, preplanning
the allocation of sensor resources for complex scenarios should be done at a system level (i.e., where
information from all sensors is available) to exploit the potential performance gains enabled by the
fusion of data from multiple sensors. This problem is important as it arises in many different mission
areas with complex scenarios; for example, the preplanning of sensors is an important component
used in many facets of air and missile defense.

In recent years, the mission objectives of air and missile defense have evolved to incorporate
the need to handle large numbers of simultaneous threats. However, much of the currently-used
preplanning theory and software was developed under the assumption that few threats will be
present concurrently. Thus, there lies an inherent theoretical gap between existing planning ca-
pabilities and the requirements of air and missile defense. This gap presents the main issue at
hand: a planning system is needed to effectively manage sensor resources in the presence of many
concurrent threats. The goal of this report is to develop a framework to address this issue.

In this report, the examples and results focus on the missile defense mission, i.e., a strong
emphasis on the deployment of sensor systems used by the Ballistic Missile Defense System (BMDS)
including maritime sensors, airborne sensors, land-based sensors, radio frequency (RF) sensors, and
electro-optical /infrared (EO/IR) sensors. Algorithms used for planning the emplacement of these
sensors are developed as part of the Command, Control, Battle Management, and Communications
(C2BMC) program and the Ground-based Midcourse Defense (GMD) program.

1.1 SENSOR PREPLANNING ANALYSIS

Due to computational constraints, the management of sensor resources is generally divided
into different subproblems (see Figure 1). This division arises due to the inherent trade-off between
the time horizon for analysis and how often control decisions are made. For example, if one
was practically limited to the analysis of 100 control decisions, then this could be used either to
investigate the performance of a system with control decisions every 1 second for 100 seconds or
a system with control decisions every 0.01 seconds for a second. As is shown in Figure 1, for a
fixed computational limit, the time horizon must vary inversely with control frequency. Thus, two
separate sensor management regimes are introduced, preplanning and dynamic sensor management.
In the preplanning component, slow-time variables, i.e., variables that require many hours to days to
change, such as sensor location and orientation, are analyzed and subsequently optimized (typically
by an operator) for expected performance. Due to the limited frequency of control in this stage,
performance can be calculated over long time horizons or entire scenario timelines. In contrast,
dynamic sensor management deals with real-time control of the sensing systems, e.g., radar beam



scheduling and optical sensor slewing, which can make changes on the order of seconds. Due to
the number of control decisions possible, dynamic sensor management can only be analyzed and
optimized for a limited time horizon. In this document, the focus will be on preplanning and the
deployment of sensors for supporting weapons systems. Note that this objective falls under a class
of problems known as sensor placement or sensor deployment problems.

Additionally, it is important to note the difference between performance analysis and op-
timization for sensor resource management. The key function of analysis is the development of
meaningful measures of effectiveness to objectively quantify the performance of a system of sen-
sors. Further, it should be able to impart intuition on the driving factors for success or failure of
a particular sensor management doctrine. Optimization is the efficient search over possible sensor
configurations to maximize (or minimize) the measures of effectiveness constructed in performance
analysis. As there are many new aspects to the problem under consideration in this report, analysis
must be approached first, and, accordingly, will be the chosen focus. Therefore, the major product
of this work will be the construction of measures of effectiveness for the placement of sensors in
support of weapons systems.
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Figure 1. Relationship between preplanning and dynamic sensor management.

The preplanning of sensor placement has been addressed for many different applications.
Much of the sensor preplanning literature studies the deployment of sensors in a network for moni-
toring applications [1,2]. There is most often an emphasis on finding a sensor deployment strategy
that maximizes sensor coverage [3-5] or the probability of detecting some event or object, such as
a chemical attack or a foreign ship headed toward local ports [6,7]. Some work [8-12] has also
been focused on the deployment and control of sensor networks based on track quality metrics;
however, the targets modeled in these works do not lend themselves easily to the application of
missile defense. Additionally, in the breadth of research for sensor networks, the sensors tend to be
inexpensive, low-precision, readily available, and easily dispensable—assumptions that do not lend
themselves to planning for military applications like defense against ballistic missiles. This division
is highlighted by the fact that sensor placement for a typical wireless sensor network usually deals
with networks of 50 to 100 relatively inexpensive sensors whereas missile defense has fewer than
10 extremely sensitive, high-precision, very expensive sensors to place. Furthermore, the objective



function for missile defense preplanning is much more sophisticated than the typical objective func-
tions used for general sensor networks; this stems from the need to model and analyze multiple
sensor objectives supporting the missile defense mission as opposed to just single event detection.

1.2 OPTIMIZING THE KILL CHAIN

A successful engagement of a threat in a battle scenario relies on the careful execution of
four main steps called the kill chain (see Figure 2). The role of the sensor is predominant in the
first three tasks and can thus be divided into three main objectives: (i) detect, (ii) track, and (iii)
discriminate. To accomplish these goals, sensors take measurements during a time-limited duration
referred to as sensor access; the sensor access period is limited due to the measurement restrictions
of the sensor, e.g., sensitivity and range from target. In Figure 3, the sensor access region has been
denoted in relation to the timeline of a ballistic missile launch.

Detect —> Track —> Discriminate —> Engage

Figure 2. Order of system operations for successful engagement of a threat.

Also in Figure 3, one can see a duration called weapon access; this is the period in which
it is feasible for the weapon to commit on the intended threat, i.e., to command to launch the
intercepting missile. Therefore, the sensor must carry out its detection and tracking objectives
before or during the weapon access window. Note that the discrimination task is not confined to
the denoted weapon access window as that information can be communicated to the interceptor
after interceptor launch.

Because the sensor and weapon systems are often managed independently, there exists a
common handshake method to verify that the sensor is effectively supporting the needs of the
weapon. This handshake method is based on a metric known as quality-of-service that provides
a quantitative measure of the sensor data’s capability to satisfy the tracking and discrimination
requirements of the weapons system. For example, a commonly used metric for tracking quality-
of-service is a measure of the track error volume of the sensing system. For the purposes of this
report, the focus will be on tracking quality-of-service, although there can also be quality-of-service
measures for discrimination.

Thus, from the perspective of the sensor, ensuring engagement support to the weapons is
equivalent to providing data that meet a given quality-of-service. Therefore, to interface with the
sensor system, the weapon system decides a suitable tracking quality-of-service requirement that
needs to be achieved during the weapon access window. With this sensor-weapon architecture,
one can observe that an appropriate measure of performance for the sensor is how well it achieves
the desired tracking quality-of-service within the weapon access period. In fact, that is the exact
objective of this report—to describe a method to properly place and orient a set of sensors such
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Figure 3. Interaction between sensor and weapons systems in ballistic missile defense.

that the system-level tracking quality-of-service for a raid of threats meets a given set of thresholds
within a desired set of time windows.

In previous literature addressing missile defense, a main focus for sensor placement has been to
maximize coverage and probability of detection. This would correspond to designing a sensor layout
that best optimizes for just one of the kill chain objectives—detection. This is sufficient for many
applications, but one can see that this can prove nearsighted in terms of improving performance
of the entire kill chain. In fact, optimizing probability of detection or coverage does not reflect
many joint sensor effects like geometric diversity and past measurement history. System-level track
quality does, however, encapsulate these joint effects through mature techniques like Cramér-Rao
lower bound analysis. Note that one could go a step further and optimize based on discrimination,
but this report will not address that topic due to the complexity and variety of discrimination
algorithms.

1.3 PLANNING UNDER UNCERTAINTY

An inevitability encountered in missile defense is that a priori information about threat char-
acteristics is uncertain and can often be given with varying levels of confidence. This presents the
problem of planning the allocation of sensor and weapon resources against a random threat. In
particular, one faces the challenge of defining a meaningful measure of effectiveness against a non-
deterministic threat. A common approach is to analyze the possible parametric space of the threat
and use worst-case performance to measure the effectiveness of a specific layout of sensors; this
approach guarantees a bottom-line performance against all of the possible enemy courses of action
but is pessimistic and restrictive to the model of the threat. Another approach that many current
planning systems employ is to perform Monte Carlo analysis over many different initial scenario
parameters, e.g., launch location, intended impact point, and generate estimated probabilities of



events of interest. This method is less constraining than worst-case but only partially illustrates
the sensitivities of the defense design to the threat parameters.

The sensitivity of a system-level measure of effectiveness is better encapsulated in a complete
histogram or probability distribution, e.g., probability mass function, probability density function
(see Figure 4). As is evident from the figure, event probabilities and worst-case performance can
be derived from the single probability distribution. Thus, having access to this function allows
for complete flexibility in terms of objective function definition, i.e., average, worst-case, best-case,
variance. It is therefore a design objective that the planning algorithm constructed in this report
generates a probability distribution of a chosen measure of effectiveness.

Defining the uncertainty in the threat is an initial, key step in analyzing the sensitivity of
performance to variations in enemy behavior. As mentioned above, this is typically done by defining
a possible threat parameter space and testing performance over this space or samples of this space.
However, without further sophistication, there are two main limitations: (i) one cannot reflect the
relative confidence of a parameter value, and (ii) one cannot define or measure the uncertainty of
a parameter or a set of parameters. To this end, a probabilistic model of a raid of ballistic threats
is proposed in this work. First, by founding the threat models in probability, relative confidence in
threat characteristics can be represented through probability mass, i.e., higher probability reflects
higher confidence. The distributions of each threat parameter also reflect how strictly each threat
aspect is known, e.g., low variance distributions reflect high certainty in parameter values. In
addition, if it is possible to directly map the threat probability distributions to the performance of
the system, one can completely sidestep the need for Monte Carlo analysis.

A
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Figure 4. Example probability density function (pdf) of a chosen system measure of effectiveness with various
sensitivity metrics.

This report is structured as follows. A methodology for analyzing a layout of sensors against
a random threat is defined in Section 2. The proposed analysis requires the construction of a
probabilistic model for a raid of ballistic threats and the definition of a metric for system-level



performance. In Section 3, a parametric model for a raid of ballistic threats is proposed with a
subsequent definition in probability space. Following this, Section 4 defines the preliminaries for a
track-quality-based performance metric. Section 5 selects a system performance metric, describes
the sensor placement problem, and provides results for sensor placement analysis.



2. PLANNING FOR UNCERTAIN ENEMY COURSES OF ACTION

The main objective of this work is to analyze the effectiveness of a placement of a set of
sensors to handle a set of incoming threats. It is unrealistic to assume that a priori knowledge of
the threat characteristics is perfect. Therefore, threat behavior is perceived to be random to the
defense, although some aspects of the threat may be more uncertain than others. Thus, not only is
absolute system performance relevant when constructing a blue force laydown, but also robustness
of the sensor layout to deviations in the perceived enemy course of action.

In this work, the performance of a network of sensors against an uncertain raid of threats
is quantified using probabilistic measures of performance. To describe this process, let the flyout
of threats be completely described by a set of parameters, ©, e.g., launch times, launch velocities,
number of threats, etc. The set of parameters lies within a known parameter space, Sg, and, due
to the uncertainty in the enemy course of action, is assumed random. More specifically, the threat
parameter set © is drawn according to a given probability density function (pdf), p(6), where 6 is
a realization of ©. In addition, it is assumed that the joint placement of the network of sensors is
uniquely defined by a control vector, u, lying within a control space S,; this vector can be used to
describe sensor aspects such as location, orientation, and sensing mode.

Now, it can be observed that a scenario is completely described by both a realization of the
threat parameters, 6, and the defense design information, u, as the enemy course of action and
appropriation of defenses has been defined. With the scenario given, one can calculate a measure of
performance, Perf(f,u), using an appropriate performance measurement function, Perf(-,-), such
that

Perf : (Sp x Su) — R.

Note that the performance measurement function can take on many different forms, e.g., the prob-
ability of engagement success, number of successful engagements, number of targets detected, and
can be quite complex as it will typically rely on analyzing significant portions, if not all, of the kill
chain.

An important aspect implicit to the definition of the performance function is that the perfor-
mance of the sensor network is assumed deterministic given the specific realization of the threat.
Realistically, this assumption is untrue as sensor performance depends on many random quantities
such as measurement noise and sensor scheduling. However, the main difference between the un-
certainty in the threat and the uncertainty in the sensor system is that the defense has the ability
to test and accurately characterize the performance of the network of sensors. Further, one can
create conservative bounds on the performance of each sensor such that an assumed performance
is obtained with high confidence and, thusly, model the efficacy of the sensor as deterministic. For
example, one can functionally model the tracking accuracy of a sensor as the accuracy achieved
with 97 percent confidence over random measurement noise and sensor scheduling.

Now, it can be seen that the probabilistic nature of the threat parameters induces random
behavior in the system performance. This can be observed by defining a new random variable
M € R representing the performance of the system such that

M = Perf(O,u).



To be able to characterize the statistics of M, it is necessary to calculate its corresponding prob-
ability distribution. In general, both the control space, S,, and the threat parameter space, Se,
can be of mixed type, i.e., consisting of both continuous and discrete variables. This can be seen
by noting a sensor may depend on a continuous parameter such as location, but also a discrete
parameter like sensing mode. Due to the mixed nature of the threat parameters and/or control
variables, the probability distribution of the performance measure may also be of mixed type and
difficult to calculate. However, in many practical applications (and in this work), the parameter
space, Sg, and control space, &, are assumed to be discrete. This can be done by appropriately
sampling the continuous threat and sensor variables, e.g., using a grid of possible locations instead
of allowing it to be continuous. So, noting that the product space Sy x S, (along with its image)
is now also discrete, the performance measure, M, lies in a discrete space. Thus, the behavior of
M can be described using a probability mass function (pmf) defined as

Pr[M = m;u] = Z Pr[® = 0], (1)
0 € R(m,u)
where the region of summation R(m,u) is

R(m,u) = {6 € Se : Perf(6,u) = m}. (2)

This formulation can be derived from the fact that the probability of an event E for a discrete
random variable X (with corresponding realization x) can be written as

Pr(E] = > Pr[X =a].
zel

The distribution of M in (1) or a portion of it is commonly approximated by drawing threat
parameter samples 6y for k = 1,2,. .., nyias from p(f) and using Monte Carlo analysis to obtain

Ntrials

{Perf (0, u) = m},

PriM = m;u| =~
r[ i ] TNtrials el

where I{z} is an indicator function such that

Iz} = {1, x is true,

0, =« is false.

However, this method of approximating Pr[M = m;u] can require many trials to get an accurate
estimate of the distribution. This can be costly in terms of computation time, especially if the
calculation of the performance measure Perf(©, u) requires significant time. In subsequent sections,
it is shown that under certain assumptions Monte Carlo analysis can be sidestepped in favor
of directly calculating the probability mass function, although, in some cases, the system and
performance measure may be too complicated for this technique; in those cases, Monte Carlo
analysis must be used.



Intuitively, if the threats are completely known, the system performance as defined would
be deterministic. Thus, the performance of the sensor layout (i.e., the control vector, u) could
be analyzed directly. However, since both the threat and system performance are random, one
cannot simply obtain a single value but, instead, analyze the sensor layout based on a statistic of
the measure of effectiveness, e.g., worst-case, best-case, average. With this, the objective function
for the placement of sensors, O(u), can be generally stated as

O(u) = E[g(M); u], (3)

where the expected value is written as E[ - ; u] to emphasize dependence on the control vector, u,
and ¢(-) is a function chosen to represent a desired statistic of the performance—this is described
further below. In the case of a discrete performance metric space, the objective function can be
expanded to give

O(u) = g(m)Pr[M = m;ul.
m
Note that this form of objective function can be used to employ many common statistics, e.g.,
e Tail probability, g(M) = I{M < mg} or g(M) =I{M > myg} for some threshold my,

e Average, g(M) = M,

e Variance, g(M) = (M — E[M])?.
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3. PARAMETRIC MODEL OF A RAID OF BALLISTIC THREATS

It is important to remark that, for simplicity, it is assumed throughout this report that
threat trajectories can be approximated by ballistic trajectories, i.e., the threat has reached a
burnout velocity at the launch point and travels in a vacuum with constant gravity. However, the
methodology presented in this report is not limited to this assumption. Due to the invocation of
pure ballistic threat dynamics, the set of threat parameters, ©, will be constructed to represent the
degrees of freedom in a raid of ballistic threats. To start, one can intuitively look at what it takes
to define a single ballistic trajectory.

3.1 SINGLE BALLISTIC THREAT

In this section, it will be shown that the trajectory and timing of a ballistic threat can be
uniquely determined using the following:

e Launch time
e Time of flight
e Launch location

e Impact location

This parameterization will prove convenient when describing the threat probabilistically. However,
to show that these aspects uniquely describe a ballistic trajectory, one must look at the traditional
state space definition of ballistic motion.

Let the time-varying, real-valued dynamic state of the single threat be denoted as x(t). As
is commonly done, the threat state vector consists of position and velocity components such that

where p(t) is the position of the threat and v(¢) is the velocity. The key defining aspect of a ballistic
trajectory’s shape and impact location is the kinematic state at launch, x(T), where T is the launch
time. Therefore, a more detailed model is constructed for this aspect. More specifically, the launch
state can be parameterized by the launch location, the impact location, and the time of flight.
Note that the launch velocity is not listed as a parameter due to the constraints of ballistic flight.
Once the launch location, impact location, and time of flight have been chosen, the launch velocity
is uniquely determined [13] (known as orbit determination or Gauss’ problem). This particular
parameterization of the launch state is driven by the application of ballistic missile defense and will
also prove convenient when investigating different enemy launch doctrines or intended targeting.
To formally introduce these parameters, let the time of flight for a ballistic threat be denoted as I’
then, the launch location and impact locations are simply p(T) and p(T + I'), respectively.

It is now possible to state the set of parameters necessary for describing the flight of a single
ballistic trajectory: the launch time, T; the launch location, p(T); the time of flight, I'; and the

11



impact location, p(T + I'). Thus, the shape and timing of each threat’s flight in a raid can be
summarized with these four degrees of freedom—this is illustrated further in Figure 5. To this end,
it will be convenient to group these degrees of freedom as a single threat parameter set, A, such
that

A ={p(T),p(T +T), T,I'}. (4)
Therefore, a ballistic threat can be completely described by a corresponding set A. The total set
of parameters for a single ballistic trajectory are summarized in Table 1.

p(T) T r ‘lf[)('l' + F)

= 1

Figure 5. FExample ballistic trajectory with launch location p(T), time of flight, T, and impact location
p(T+T).

TABLE 1

Summary of Parameters for a Single Ballistic Trajectory

Parameter Description
T Launch time
r Time of flight
p(T) Launch location
p(T+7T) Impact location
A Set of all parameters for
a single threat

3.2 RAID OF BALLISTIC THREATS

Now, consider describing the joint flight of a set of ballistic threats, which instills the need to
characterize launch times and launch states for each threat. This task can be somewhat simplified
by introducing structure. Initially, one can describe a group of threats launching from a common
region. For instance, let a set of threats be launched from a given launch area L, where ¢ €
{1,2,...,L} and L is the total number of launch areas. Due to the assumption of a discrete threat
parameter space, each launch area is uniquely defined as a finite set of geographic points; more
specifically, let launch area £; be defined as

ﬁg:{wg,j :j:1,2,...,ﬂg},

where wy ; is the 4t geographic point in the launch area, and Qy is the total number of geographic
points describing the launch area.

12



Each threat now has a unique subscript index such that x,,(t) is the kinematic state of the
n' threat from the ¢! launch area. It also follows that n € {1,2,..., N;} where N is the number
of threats originating from the ¢ launch area (although there can also be zero threats in a launch
area—this is discussed later). Likewise, each threat also has its own unique launch time T} ,,, time
of flight I'y ,,, and threat parameter set Ay ,. The main constraint imposed by a launch area is that
the launch location of each threat within launch area L, is constrained such that py,(T) € £, for
all n. An example launch area is given in Figure 6.

Wi,5 gl,j

Launch area £4 Impactarea 7,

SN

Impact area 7o

Figure 6. Example scenario with one launch area, L1, and two impact areas, I, and Iy. Also illustrated are
the geographic points making up each area. For instance, wy ; is a point in the launch area Ly, and & 5 is a
point in the impact area L.

The launch area forms a fundamental building block for the definition of a possible raid.
After constructing a model for a launch area, one can build a raid using multiple instances of the
launch area model and also define relationships on a launch area level instead of an individual
threat level—this will be the path taken in this work. The set of parameters defining the threats
of a launch area, ©,, can be written as

O = { Ne, {Aea}hsy } (5)

which includes the number of threats originating from the launch area and their respective launch
locations, impact locations, launch times, and times of flight. To allow for the special case of Ny =0
threats, it will be necessary to define A/ £ @. Note also that the geographic region £; is not
included in the launch area parameter set as it is assumed to be deterministic, i.e., the geographic
points in the launch area are not random.

In addition to the concept of a launch area, it is also essential to define the idea of an impact
area. Intuitively, these are the regions in which the impact locations for threats may be allocated.
Similar to the definition of a launch area, let an impact area Z; be described by a corresponding
finite set of geographic points defined by

I’L:{gl,] :j:1727"’75i}7

where §; ; is the 4t geographic point in the impact area, and Z; is the total number of geographic
points describing the impact area. Example impact areas are shown in Figure 6.

The notion of the impact area is introduced to constrain the space in which impact locations,
Pen(Ten + Typ), can be placed. Thus, for each threat, it is assumed that its impact location
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lies within at least one of the impact areas (possibly multiple if impact areas overlap), i.e., Ji €
{1,2,...,1I} such that py,,(T¢, +T'y) € Z;. Constraining the impact space will prove convenient
when describing possible targeting doctrines for a given launch area. All parameters for the threats,
launch areas, and impact areas are summarized in Table 2. Now, viewing a complete raid as the
total set of threat parameters, © can then be constructed as

L
e=|]Jo.. (6)
/=1

It is also important to remark that as each threat belongs to one and only one launch area [due to
the (£,n) indexing convention of the threats], the following is true:

0/NOy =, for £ 1. (7)

TABLE 2

Summary of Launch Area, Impact Area, and Threat Parameters

Parameter Description
Ly Set of geographic points describing the ¢** launch area
Wy j A point in the launch area Ly
Z; Set of geographic points describing the " impact area
&ij A point in the impact area Z;
Ton Launch time for the n' threat from launch area ¢
Ly Time of flight for the n'"* threat from launch area £
Pen(Ten) Launch location for the n** threat from launch area ¢
Pen(Ten +T0y,) | Impact location for the nt" threat from launch area ¢
Ao Set of threat parameters for the n** threat from launch area ¢
Ny Number of threats originating from launch area £
Oy Set of all threat parameters for threats launching from launch
area /

The disjoint nature of the launch area parameters in (7) will be helpful in describing the joint
probabilistic behavior of the launch areas as it provides a straightforward method of describing
independence and/or correlation at the launch area level.

3.3 PROBABILISTIC DESCRIPTION OF THREATS

Having defined the threat parameter set ©, one can now define the corresponding probability
distribution over ©. For this report, it will be assumed that the threat parameter space, Sg, is
discrete, and, thus, the distribution of interest is the probability mass function (pmf) Pr[© = 6].
Note that this pmf can be expanded in terms of the launch area parameter sets, O, by using (6)
as

Pr[© = 0] =Pr[©; = 60,,02 = 02,...,0 = 0], (8)
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where, as in (6), it follows that 6§ = Uf:l ©y. At this point, it will be convenient to invoke a launch
area independence assumption that

L
Pr(© = 0] = [ Pr[© = 6. (9)
/=1

Equation (9) implies that there is no assumed coordination of launch processes from one launch
area to another. Further, the launch area independence assumption (9) not only simplifies the form
of the pmf (8) but also can be seen as a pessimistic measure by assuming ignorance of coordinated
launches from one launch area. Something also to notice in the form of (8) and (9) is the absence of
the variable L within the probability distribution as the number of launch areas is assumed to be
known deterministically. It is straightforward to consider the case in which the number of launch
areas is also random, but that will not be considered in this work.

Looking more closely at the launch area pmf Pr[©; = 6/], one could further expand the pmf
using (5) and the definition of conditional probability as

Pr(©; =0, =Pr[Ar1 = X1, Moo = N2, oo, Mgy, = Aoy | Ne = ng] Pr[Np = ny). (10)

If it can be assumed that threat characteristics within a launch area are drawn independently or,
in other words, no threat level coordination is to be modeled, then (10) can be simplified as

g
Pr[0; = 0] = Pr[N; = ng] [ [ Pr[Aen = Ao | Ne = ng). (11)

n=0

With the form of the pmf in (11), one can see that the probability distribution of the launch area
depends on the distribution of the number of threats and the individual threat parameter sets, Ay,
which describe how launch times, times of flight, launch locations, and impact locations are drawn.

Briefly narrowing focus and studying the individual threat parameter distribution, Pr[A = A],
more carefully, one can rewrite it using (4) as

Pr[A =\ =Pr[T =7,T' = v,p(7) = p, p(T + ) = 0], (12)

where 1 and 7 are realizations of the launch and impact locations, respectively. For this work, it
will be assumed that the launch times and times of flight are drawn independently of each other
and the launch/impact locations. This implies that (12) can be further decomposed as

Pr[A = A] = Pr[T = 7] Pr[I" = 7] Pr[p(7) = p, p(7 + ) = 1. (13)

The probability distribution Pr[p(7) = u,p(7 + ) = n] is worth studying in further detail.
To do this, consider a single threat launching from the (£*)** launch area, £y [and briefly dropping
the (¢,n) subscript]. The launch and impact locations will be drawn according to the following
process:

1. The launch location is drawn from within the launch area L« dictated by Prp(7) = pu].
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2. The intended impact area is chosen using the probability Pr[i = i*; £ = ¢*], i.e., the probability
that the impact area is Z;« when the launch area is Ly~. The notation Pr[i = i*; ¢ = ¢*] is used
to emphasize that / is a deterministic parameter and not a random quantity. An example set
of distributions can be seen in Figure 7.

3. The impact location is randomly selected within the impact area Z;+ according to Pr[p(t+7) =
nli =i

Thus, the total probability Pr[p(7) = p, p(7 + ) = 1] for a threat launching from launch area L
can be written as

1
Pr[p(r) = p,p(r +7) = 1] = Prlp(r) = u] Y Pr[p(r +7) =nli = "] Prli =i 0= 0. (14)

*=1

An illustration of the full targeting process is given in Figure 8.

Launch area £,

Impact area Z;

Launch area £»

Impact area 7,

Launch area £3

Figure 7. Example targeting probabilities. Note that geographic points within each area are not depicted at
this scale.

Now, it is possible to describe the complete threat pmf Pr[© = 0] using lower-level probability
distributions. This can be observed by noting that (9) can be rewritten using (11), (13), and (14)
as

L ny
Pr(© = 0] = [ [ Pr[Ny = ng] [[ Pr[Ten = 7] PrTem = o] Prlpen(ten) = pen)-
/=1 n=0

I
(Z Pr(prn(Tom + Yen) = Mo | = i*] Pr[i = i*; 4 = e*]) : (15)
i*=1

The necessary low-level distributions are summarized in Table 3.
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) Selection of launch (b) Random draw of impact area.

locatlon

) Selection of impact (d) Total realization of launch and impact locations.
locatlon within selected
impact area.

Figure 8. Example random targeting realization; all parameter realizations are shown in green. The location
probability mass functions are illustrated in grayscale where darker represents higher probability mass and
lighter conveys low probability mass.

TABLE 3

Summary of Threat Low-Level Probability Distributions Used to Define Pr[® = 0]

Distribution Description
Pr[N; = ny] Number of threats launched from the ¢ launch area
Pr[Ty,, = 70 Launch time for the n'® threat from the ¢** launch area
Prly, = ven] Time of flight for the n” threat from the ¢** launch area
Prpen(T) = e n) Launch location of the n'? threat within the ¢** launch area
Pr[i = i*;0 = ¢ Probability that a threat originating from the (¢*)!"* launch area
will land in the (i*)™* impact area
Pr(pen(T +7) =nen|i =14*] | Impact location given the threat is landing in the (i*)™ impact
area
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4. SENSORS AND TRACKING

Observing the impending threats is a set of sensors that are controllable in terms of placement
and orientation. It is assumed that there are a total of S sensors, each with a time-invariant state
vector ug for s = 1,2,...,S5. The sensor state vector, ug, contains sensor location and other
parameters such as orientation, boresight information, and sensing modes. More specifically, all of
the parameters in the sensor state vector are assumed to not vary over the course of the scenario.
The total control vector (as mentioned in Section 2) can be constructed by concatenating the sensor

state vectors such that
up

u2

us

Each sensor has the capability to take measurements of the kinematic states of visible targets
at discrete time instances. For instance, sensor s can take measurements at times t5; for £ =
1,2,..., K, where K, is the total number of possible measurements for sensor s. The number K
can be derived based on sensor and threat specifications like sensitivity and possible measurement
periods. It will be assumed that the measurements for each sensor have been cued, meaning that
another entity has given prior spatial information of the threat to the sensor to avoid having to
search for the threat before tracking. Although it is possible to also include a search operation
into the model (i.e., reduction in measurement update rates due to resource usage), it will not be
explored in this work.

At each measurement time, ik, sensor s takes measurements on one or more apparent threats
depending on the capabilities of the sensor. However, it is assumed that the sensor has a known,
fixed limit on the number of targets on which it can collect simultaneous measurements. Thus, at
each discrete measurement opportunity the sensor has to select which visible targets it will measure.
This process invokes a scheduling mapping from measurement times to threats. More specifically,
let the mapping

B : {1,2,...,Ks} —=A{{,n):0=1,2,....,Lin=1,2,..., Ny},
—_———

measurement time indices threat indices

be the scheduling function for sensor s. An example illustration of the scheduling function is
given in Figure 9. The f,(-) function directly maps each measurement time to the observed threat
or threats—the specific method with which each sensor schedules threat observations will not be
optimized in this work but should be considered in preplanning.

Note that in real-time operation this mapping would not be known as the true threat in-
dices are not available to the sensors. However, it will be assumed that, for the purposes of this
work, data association is perfect, i.e., the mapping from measurement to threat, B4(-), is known.
The assumption of perfect data association is made for multiple reasons. First, simulation of the
data association process, e.g., using a multitarget tracking algorithm on multiple random draws
of trajectories, process noise, and/or measurement noise, can be computationally expensive and
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impractical for the amount of possible trajectories considered in preplanning. Secondly, the track-
ing performance under the perfect data association assumption can be used as an accurate upper
bound on real-time performance.

Scheduling function, 5, (k) @ @ @

T Time instance, k&
Possible measurement times, ¢, 5,

Figure 9. Ezample scheduling function for a sensor with a mazimum of two concurrent measurements and
three threats present.

As mentioned in the introduction (see Section 1), this work will focus on defining a measure
of performance for the system based on a system-level track quality. At the system level, it is
assumed that all of the collected measurements from the sensors are available with negligible de-
lay. With these measurements, the system generates state estimates for each threat, Xy ,(t), with
corresponding state covariance matrices, Py, (t). The quality of a track is often defined based on
its uncertainty; thus, the quality of the track on n' threat from the ¢** launch area at time ¢ will
be defined as

Gen(t) = QPen(t)), (16)

where g7, (t) > 0 and Q(:) is a chosen function that maps covariances matrices to nonnegative
real numbers, e.g., tr((-)71), logdet(I + (-)71). Usually, it is assumed that track quality, gz, (t),
increases with decreasing track uncertainty. It will now be useful to describe how one models the
state covariance evolution over the scenario.

4.1 TRACKING A SINGLE THREAT

As it is assumed that the threats undergo the deterministic dynamics of ballistic motion,
the uncertainty in the state estimates can be tightly bounded by the Cramér-Rao lower bound as
derived in [14]. This will be the primary method used for predicting tracking accuracy in this work.
To describe this, one can focus on the multisensor tracking of a single ballistic threat with dynamic
state x(t). Now, by definition, the dynamics of a ballistic target are deterministic, meaning that
there is no process noise or unknown state input. In this case, the state of the threat evolves
according to the following differential equation:

x(t) = f(x(t)), (17)
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where f(-) is a known, nonlinear function. Assuming that the state of the threat is fixed in position
before a launch time T, the trajectory at any point in time can be found using

X(t) _ {Xo, t<T,
x(T) + [pf(x(¢))d¢, t>T,

where x( is some constant state of the target before launch. Thus, as the dynamics function f(-)
is known, the trajectory x(¢) after launch is completely determined by the threat state at launch
x(T) (as was observed in Section 3).

Now, for example, assume that all S sensors observe a threat and the measurements are
aggregated at a system fusion node. Each measurement can be written in the following form:

Zs ) = hs (X(ts,k)) =+ Wi ks (18)

where z, j, is the real-valued measurement vector obtained at sensor s at time ¢, 5, hs(-) is a known
(and possibly nonlinear) measurement function, and wyj is a sample of white Gaussian measure-
ment noise distributed as w5 ~ N(0, R ;). The measurement noise is assumed independent from
sensor to sensor and time to time. Note also that the measurement covariance model encapsulates
many sensor aspects like sensitivity and resolution.

The state covariance, P(t), can be lower bounded as

P(t) = JL(1),

where A > B if A — B is a positive semidefinite matrix and J(¢) is the Fisher information matrix
associated with the state estimation problem [15]. In fact, for this report, it will be assumed that
P(t) £ J71(¢) (which is true for linear Gaussian problems). Now, it was shown in [14] that the
matrix J(¢) can be built using the following quantities:

e The Jacobian of the measurement function in (18) evaluated at the true state at the time of
measurement,

e The state transition matrix of the threat from time t' to t, ®(¢,t'), can be obtained by
integrating the differential equation

d_. /
0t 1) = F(x(0)@(1,1),

from time ¢’ to t with the initial condition that ®(¢',¢') = I.
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With these definitions, the Fisher information matrix J(¢) can be written as

J) = Tt, )P HT)®'(t, T)+ (A1), Ax(t),...,Ag(t)) (19)

propagated initial information accumulated measurement information

where K,(t) is the total number of measurement times at sensor s until time ¢, ¢(-) is a desired
track fusion function, and A(t) is the gain in information due to the measurements from sensor s
up until time ¢ defined as

Ka(t)

& T (t, b ) HL R H 1@ (¢, 1) (20)
1

S?
k=

The fusion function ¢(-) allows for different methods of integrating tracks from different sensors.
Some special cases would include [16]:

e Ideal track-to-track fusion,

S
G(AL(L), Ag(t), ..., Ag(t)) =Y Au(t), (21)
s=1
e Track-quality-based selection,
S(A1 (1), Aa(t), ..., Ag(t)) = max QAT (1)), (22)

4.2 TRACKING MULTIPLE THREATS

Fortunately, extending the calculation of the Cramér-Rao lower bound in (19) to the case
of tracking multiple threats is relatively straightforward. In fact, the general form is very similar
except that a (¢,n) index is required to reference the threat. This can be observed in the following
equation for the Fisher information matrix for the n'* threat from launch area ¢:

Jé,n(t) = QiT(tv Tl,n)PZ}l(Tﬁ,n)Qil(ta T(,n) + (b (Al(t, Ev n)’ AQ(t7 Ea TL), ey AS(t7 ga ’IZ)) ) (23)
The main difference lies in the definition of As(t;¢,n),

Ks(t)
s(t;0,n) & (t,ty) HI R, H, @ (¢, 6 0){Bs(k) = (£,1)}, (24)
k=1

which now requires an indicator function to sum over only the sensor measurements scheduled
for that specific threat. It is worth restating that data association is assumed perfect not only
at the measurement-to-track level, as in (19), but also at the track-to-track level in (23). Thus,
these bounds are achievable yet practical data association complexities are not represented in these
expressions.
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5. SYSTEM PERFORMANCE AND ANALYSIS

Having now defined the threat parameter set © and the control vector u in Sections 3 and
4, respectively, one can now define the performance measure function Perf(©,u). In this case, the
performance measure will be constructed to reflect the sensor network’s capability to achieve a
given tracking performance on each threat during some desired time window. To describe this, let
the desired track quality for the n** threat from the £** launch area be denoted as Q¢ - In addition,
define a window wy, C [0,T',] in which it is required that the track quality of the threat surpasses
the threshold @y ,,; this is illustrated in Figure 10. An important implicit assumption of the window
wy,, is that it is defined relative to the launch time as it is defined from zero to the threat time
of flight. This makes intuitive sense for if the launch time were shifted by some delay, you would
expect the window for the track quality constraint to also move by the same delay. Explicitly, the
windowed track quality constraint can be written as

Qen(t) > Qg for some t € wyy,.

A
— Window, wy ,,
Na
] < >
S
E Desired track quality, Q¢.»
3
o
X
o
o
: /\
| I >
Launch time, Ty, Time, ¢ Impact time, Ty ,, + L',

Figure 10. Ezxample track quality plot with window, we ., and desired track quality Q¢ . It can be seen in
this example that the track quality threshold is met during the window.

With the type of track quality constraint depicted in Fig. 10, one can define the following
performance metric, Perf(©,u):

L N

Perf(@7 u) = Z Z I{Q&n(t) > Qﬁ,nv S wf,n}v (25)

/=1 n=1

Note that both N, and ¢, (t) implicitly depend on both the threat parameters, ©, and the sensor
control vector u. The performance metric in (25) can be perceived as a total number of threats
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that meet the track quality constraint. This will be the primary performance measure used in the
simulations presented later in this report.

Now that the performance metric M = Perf(©, u) has been defined in (25), one can calculate
the objective function value for a given sensor control vector (as in Section 2):

O(w) = Y g(m)Pr[M =m;ul, (26)
= D gm) > Pre=9), (27)
m 0 € R(m,u)

where R(m,u) is
R(m,u) = {6 € Se : Perf(6,u) = m}.

For the purposes of this report, it will be assumed that the statistic of interest is the expected value
of the performance, i.e., g(M) = M. Therefore, the final version of the sensor placement objective

function can be stated as
O(u) = Zm Z Pr[© = 6]. (28)
m 0 € R(m,u)

In general, the probability ), € R(m,u) Pr[© = 0] can be difficult to calculate. In the next section,
a simplification is introduced so that this probability can be reasonably generated.

5.1 SIMPLIFICATION USING WORST-CASE SENSOR SCHEDULING

For the necessary calculation of the performance metric probability mass function in (25),
one has to be able to calculate

Z Pr[@ =6] = Z Pr[© = 0]I{Perf(6,u) = m}, (29)
0 € R(m,u) 0cSe
= Pr[Perf(0O,u) =m], (30)
L N
= Pr Z ZI{ngn(t) > Qunyt € w&n} =m|, (31)
/=1 n=1

where (29) is possible due to the definition of R(m,u) in (2). Equation (30) is possible due to
the definition of the indicator function, I{-}, and (31) can be obtained using the definition of the
performance metric in (25).

Something important to notice is that, in general, the track quality constraint events, {q¢,(t) >
Qun,t € wyy}, are not necessarily independent. This is due to the fact that sensor schedules can be
expected to change depending on how many targets are currently visible. However, this dependence
can be mitigated if a specific scheduling doctrine is assumed at each sensor. More specifically, if
it is known ahead of time the maximum number of targets that could be seen simultaneously, the
sensor schedule can be constructed employing a worst-case measurement frequency to guarantee
that all objects are measured in the given measurement interval. For example, a sensor may have
an ideal measurement frequency of 3 Hz (i.e., one measurement opportunity every 0.33 seconds)
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with a maximum of one concurrent measurement. But if it is known that a maximum of 5 threats
can be seen, the sensor scheduling can be approximately modeled as having an update rate of % Hz
with a maximum of 5 concurrent measurements. An illustration of this scheduling method is given
in Figure 11.

Original scheduling function @ @ @

Time instance, k

Possible measurement times, ¢

Approximated scheduling function @ @ @

Time instance,k

Possible measurement times, ¢,

Figure 11. FExample scheduling function with its corresponding approrimated worst-case scheduling function.

The scheduling approximation allows for the decoupling of track quality constraint events as
the sensor schedules are constant and no longer depend on how many targets are present at each
measurement time. Thus, for a given set of launch times, it can be observed that no matter how
many threats are launched, each sensor will schedule the same set of measurements for each threat.

With the decoupling of track qualities afforded by approximated, worst-case scheduling, the
pmf (31) can be rewritten as

L N
Pr [Z ZI{QK,n(t) > Qﬁ,n’ le wf,n} =m| =Pr

(=1 n=1

L
> A= m] , (32)

(=1

where A, = Zﬁfil H{qen(t) > Qun,t € we,} are independent random variables. This follows from
the fact that functions of sets of independent random variables are also independent, i.e., if random
variables X and Y are independent, then u(X) and v(Y') are also independent for some functions
u(-) and v(-). Now, using the form of the pmf of a sum of independent random variables [17],
Equation (32) can be rewritten as

L L
Z Ay = m] = Z H Pr[Ay = ay]. (33)

/=1 a1,a9,..., ar: p—1

Pr

25



It can be shown that the sum over a; in (33) is equivalent to the L-fold convolution of the pmfs
Pr[A, = ay].

Looking more closely at the pmf Pr[A; = ay], one can expand this probability as

o0 «
Prld;=a) = » Pr !ZI{qz,nu) > Qunot € W} = ae\Ne = a] Pr[N,=a],  (34)
a=0 n=1
= [a
= > < > [t (1 = vg)*~ %] Pr[Ng = o, (35)
a=0 ae
where (34) is obtained by using the definition of A;, the equality (35) can be produced by noting
that Ay is a sum of independent indicator functions that can be modeled as a binomial random
variable, and vy is the probability that a single threat from launch area ¢ will meet the track quality
constraint. This probability can be written as

ve=Y Pr[0 = 0,T{qe1(t) > Qe1.t € wy},
7

where the (¢,1) subscript is used to emphasize that the probability is being defined for a single
isolated threat from launch area ¢. By the earlier observation that the ability to meet the track
quality constraint is invariant to number of targets, the probability v, can be simplified as

ve=> Pr[Toy =701 PrlTo1 = ye1] Prlae(re1) = peg, wea (o1 + ve1) =neal - (36)
0;

Hagea(t) > Qe t € wea}

5.2 RESULTS

In this section, example scenarios are used to illustrate the defined performance measure
and how it varies with sensor layout. This is performed by evaluating the objective function (28)
over many different locations and orientations of a controllable sensor. This procedure can also
be thought of as an illustration of optimization by exhaustive search. To begin, a notional sensor
model is introduced that is subsequently used in the examples.

5.2.1 Sensor Model

For the purposes of this work, it is assumed that the sensor is radar-like. The control pa-
rameters for the radar include its geographic position along with its orientation in the azimuth
and elevation dimensions. The orientation of the sensor needs to be described as it is assumed its
visibility is limited in both in azimuth and elevation (see Figure 12). Thus, the control vector us
for sensor s can be written

us; = [Ps, ¢sa¢s]T )

where ps is the position of the sensor, ¢, is the azimuth boresight angle, and 5 is the elevation
boresight angle of the sensor.
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TN - Elevation limit

: Boresight

_~Azimuth limit

Figure 12. Radar-like sensor visibility model, i.e., azimuth-limited and elevation-limited.

Another required definition for the model of the sensor is the measurement covariance, Ry 1.
In this case, it is assumed that measurements are made in range, azimuth, and elevation. Thus,
the measurement covariance is of the form

o2 0 0
Rs, k= 0 0-35 0 )
0 0 ai

where o, 04, 0y are the standard deviations of range, azimuth, and elevation, respectively. For
this notional sensor model, these values are chosen to be o, = 5 m, o4 = 1 milliradian, and
oy = 1 milliradian. The measurements are limited to be within 60° of azimuth boresight, above
2° elevation, and within a maximum range of 1000 km from the sensor. Additionally, the nominal
measurement rate of the sensor is 10 Hz.

5.2.2 Track Quality

For the following scenarios, the measure of track quality, Q(-), is split into two components:
position track quality Q,(-), and velocity track quality, Q,(-). These are defined for a track covari-

ance matrix P as
Qp(P) =3 max \/ij,

§=1,2,3
Q,(P) =3 max /Py,
j=4,5,6

where Pj; is the (3, j )" entry of P. These track quality measures equate to the worst 3-o dimension

of the covariance in position and velocity, respectively. For the notional examples, the track quality
constraints will be defined as Q,(P) < 2 km and Q,(P) < 12 m/s for a window of [300, 370] seconds
after launch.

5.2.3 Example Scenarios

In the first set of scenarios, the effect of increasing uncertainty in your threat parameter space
is studied. Initially, the scenario in Figure 13a is assumed. In this case, every aspect of a single
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threat launch is completely determined with probability one, i.e., the launch location, the impact
location, the number of threats (one). For this point case, the distribution of the number of threats
serviced is given in Figure 14a. It can be seen that the track quality constraint is met for the single
threat with probability one. Now, it is assumed that the launch and impact locations are uncertain.
Due to this uncertainty, the launch and impact areas have grown; this can be seen in Figure 13b.
Due to the variation in trajectory shape from launch to impact, there is now a nonzero probability
of not meeting the track quality constraint on the threat. This is shown in the pmf in Figure 14b.
Finally, the number of threats is now allowed to be uncertain. In Figure 14c, one can see the effect
of now assuming that the number of threats launched in the scenario in Figure 13b is a uniform
random variable from one to seven.

Sensor

Launch area £, Impact area 7, Launch area £, Impact area 7,

(a) Scenario 1a (b) Scenario 1b and 1c

Figure 13. Scenarios 1a, 1b, and 1c.

In the second scenario, there are two launch areas and two impact areas as depicted in Figure
15. Each of the two launch areas consist of {21 = s = 16 geographic points. The two impact
areas are both made of 21 = Z9 = 4 points each. Launch area £q draws the number of threats N
as a uniform random variable from 1 to 7. Launch area Lo draws its number of threats, No, as a
uniform random variable from 1 to 10. Launch area locations and impact locations are all drawn
uniformly, e.g., the launch location of a threat from launch area Ls is equally likely to be from one
of its Q29 = 16 geographic points. To simplify analysis, worst-case scheduling will be employed; this
implies that the effective rate of the sensor will be 10/17 Hz ~ 0.6 Hz as 17 is the maximum number
of concurrent threats. In this scenario, it is chosen that targeting probabilities are symmetric. To
see this, the target probabilities can be written compactly as a matrix

0.7 0.3

P ) = .*’ = * =
=i e=1] [0.3 0.7]’
where the rows correspond to launch area index ¢* and the columns correspond to impact area index
1*. It can be seen that written this way the target probabilities exhibit symmetry; the probability
of targeting the further impact area is equal for each launch area. This imposes a spatial symmetry

as seen in Figure 15.
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Figure 14. Probability mass functions for Scenarios 1a, 1b, and Ic.

The position and orientation of a sensor is varied over a given operating area (i.e., geographic
region where the sensor can be placed) in between the two impact areas. A small circle is shown
for every possible sensor position. At each position, an arrow shows the orientation with the best
objective function value, and the color of the arrow shows the objective function value attained at
that position and direction. Red dots indicate sensor positions with identically zero performance
over all possible directions. It can be seen in this example that placing the sensor closer to the
launch areas and the center of the two impact areas tends to give the largest objective function
values with a maximum of 6.3547 serviced on average.

In the third example scenario shown in Figure 16, the target probabilities are no longer
symmetric. More specifically, the targeting probability matrix is now defined as

i-re=ei= [0 03]
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Figure 15. FEzample scenario with two launch areas, two impact areas, and one sensor. The targeting
probabilities are assumed symmetric. The colorbar shows the expected number of threats serviced. The
probability of each trajectory is shown in grayscale—the darker the trajectory, the higher the probability
mass. Mazimum object value is attained by placing the variable sensor at the top-middle of the operating
area with an objective value of 6.3547 number of threats serviced on average.

Now, both launch areas are much more likely to send threats toward impact area Zo. This changes
the sensor placement results from the previous scenario in two ways: (i) the positions of highest
objective value now favor the trajectories toward impact area Zy as can be seen by the rightward
shift of the optimal sensor placements, (ii) the maximum attained objective value increases to
6.7234. The increase in highest objective value is due to the fact that the threats tend to be closer
in space now that they favor an impact area. This allows the sensor to narrow its focus and visibility
to possibly see threats earlier and generate better quality tracks.
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Figure 16. FEzample scenario with two launch areas, two impact areas, and one sensor. The targeting
probabilities are assumed asymmetric. The colorbar shows the expected number of threats serviced. The
probability of each trajectory is shown in grayscale—the darker the trajectory, the higher the probability
mass. Mazimum object value is attained by placing the variable sensor at the top-right of the operating area
with an objective value of 6.7234 number of threats serviced on average.

Finally, in the fourth scenario (Figure 17), the effect of an additional sensor is investigated.
As in the first scenario, the target probabilities are symmetric, i.e.,

0.7 0.3

P ) = i = * = .
=i E=0] [0.3 0.7]
However, now there is an additional sensor to the west of the impact area Z;. It is assumed to be
identical to the variable sensor in terms of measurement rate, visibility, etc. Further, the tracks
from both sensors are combined together using ideal fusion as in (21). As with changing the spatial
symmetry of the threats in the second example, the incorporation of another sensor induces some

changes to the objective function values attained for the variable sensor. First, it largely moves the
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highest objective value toward the threats not seen by the fixed sensor. This illustrates the effects
of cooperation between sensors as the best layouts in this case spread the two sensors to better
accommodate the spatial extent of the raid. Second, it further increases the maximum objective
value obtained by the sensor network to 6.8688. This is intuitive as it is expected that the more
sensors one has available, the better the ability to provide engagement support to the weapons
systems.

Launch area £, Launch area £,

Pa3IAISS S1E31Y] JO Jaquinu pa3dadxy

Impact area 7,

Figure 17. Ezample scenario with two launch areas, two impact areas, and two sensors (one fixed). The
targeting probabilities are assumed symmetric. The colorbar shows the expected number of threats serviced.
The probability of each trajectory is shown in grayscale—the darker the trajectory, the higher the probability
mass. Mazimum object value is attained by placing the variable sensor at the top-right of the operating area
with an objective value of 6.8688 number of threats serviced on average.
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6. CONCLUSIONS

This report investigates the analysis of sensor layout for the purpose of providing engagement
support when defending against large raids of threats. In addition, it is assumed that the a priori
characterization of the threats is described with varying levels of certainty. To perform this task,
an objective function was developed to quantify the best sensor layout against a set of threats that
is random in nature. This was followed by the proposal of a parametric model for a raid of threats
that assume ballistic trajectories. The parametric model was then used to define the threat in
probability space. To quantify the success of the network of sensors in supporting engagements,
a performance metric grounded in system-level track quality is derived and evaluated using the
state estimation Cramér-Rao lower bound for ballistic dynamics. With the probabilistic model and
performance metric defined, sensor placement analysis is performed over a set of chosen scenarios to
illustrate example output. It is also shown that if certain sensor scheduling assumptions are made,
a closed-form probability mass function for the performance metric can be directly calculated.

Although the focus of this work is on the analysis of sensor placement, an equally important
task is that of optimization. The main role of sensor placement analysis is to impart intuition
to the warfighter on how system performance varies within allowable degrees of freedom. With
this knowledge, he/she can enforce high-level system constraints and subsequently optimize on the
defense design accordingly. However, optimization of the sensor placement can also be used to
inform the warfighter as to bounds on performance and illustrate regions of optimality. The topic
of efficient optimization of the system performance over sensor placement is left for future work.
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APPENDIX A: IMPLEMENTATION

The inherent complexity of scenarios grows very quickly in a number of various dimensions,
e.g., number of launch locations, number of targeted defended assets, number of threats. As
the scenarios increase in complexity, the larger the number of required tracking quality-of-service
calculations. In addition, the tracking calculations further depend on the sensor layout; thus, as
the number of possible sensor layouts increase, so does the number of tracking calculations. To
stem the tide of combinatorics, there are a few useful tools and mathematical exploits that are
used to make runtime for the planning process manageable. The first that will be discussed is
a utilization of the fact that information is additive across sensors. The second technique relies
on parallel processing to efficiently calculate tracking quality-of-service. The third is an intuitive
pruning of the feasible solution space in terms of sensor layout.

A.1 INFORMATION ADDITIVITY

For a given combination of sensor locations and orientations, the measurement and measure-
ment covariance matrices for these location/orientation pairs play a role in the track quality for
the threat. It turns out that by switching the order of summation in the computation of the target
information matrix, that the problem can be cast in a more simplified form. Rather than compute
a target information matrix for each combination of sensor positions/orientations, we now com-
pute a target information matrix for each individual sensor position and orientation combination,
and then, find the positions/orientations whose matrices combine in an optimal fashion. The joint
sensor information matrix can be decomposed into a sum of single sensor information matrices.
This allows optimization of sensor positions and bearings to take place in two steps. First, single
sensor information matrices are computed for each position and bearing. Then, if S = 1 sensor is
used, we compute, for each target (¢,n), whether the objective function at a given sensor position
and bearing exceeds the stated threshold. Then, after this is done for each target and sensor posi-
tion/orientation, we choose the position or subset of positions that are able to service the greatest
number of targets. If S > 1 sensors are used, the initial computation of single sensor information
matrices is the same. Now, however, for each target (¢,n), and a given combination of S sensor
positions and bearings, we add the single sensor information matrices and evaluate the objective
function. Then, as before, we pick the joint sensor position/bearing that services the most targets.

We begin this section with some analysis on the computation needed to compute the different
matrices required for analysis and optimization. Because the information gain,

¢ (Al(t7€’ n)’ AQ(ta‘éa n)7 ) AS(t,gan)) )

in (23), includes information from all S sensors, in order to compute the above quality-of-service
metric for all possible combinations of sensor locations, the measurement matrices, Hy ;, and the
measurement covariances, Ry, must be computed for the entire timeline (up to and including
the deadline for each target). This means that for a given sensor, the number of times that these
matrices are computed is

4] K,
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where L; is the discrete of possible locations and 4 is the discrete set of possible boresight angles
for sensor s. Note that if there are S sensors and each sensor s can take one of | L] locations and ¢,
orientations, then there are [],|Ls||¢s| possible combinations of sensor locations and orientations.
In addition to computation of the measurement and measurement covariance matrices, computing
the track quality on a given target requires computation of the target’s dynamics transition matrices.
Also, there is the complexity required in computing a log-determinant of a matrix.

In this section it is shown that the optimization over sensor location and boresight bearing
can be reduced greatly. In fact, the quality-of-service on a given trajectory can be decomposed as
a sum of individual information matrices from the individual sensor locations. In the absence of
process noise, the tracking quality-of-service at the deadline can be analyzed in closed form due to
(23). For a general quality-of-service metric Q(-), the quality-of-service for target (¢,n) at time ¢
can be rewritten as

(H,n(t) = Q ((:D_T(t7 TZ,n)PZ_JlL(TK,n)@_I (ta Tﬁ,n) + ¢ (AI (t; f, 7’L), AQ (t; E, n)7 ERE AS(t; Ea n))) )
(A1)
by using (23), and, for simplicity, it is assumed that the launch time for the target of interest, (¢,n),
will be zero (i.e., Ty, = 0). Note that the only part of (A.1) that can be optimized by controlling
the deployment of the sensors is

O (A1(t;4,n), Aa(t; 4,n), ..., Ag(t; ,n)).

What this result allows is that instead of computing the joint information matrix for target
(¢,m) for each combination of sensor locations and boresight orientations, it is now possible to com-
pute the individual information matrices from each individual sensor location and orientation once.
Then, for a given combination of sensor locations/boresights, it is possible to simply combine the
single sensor information matrices. More specifically, when optimizing over different combinations
of sensor locations and boresight angles, the single-sensor information matrices are computed for
each location/boresight. Then, for each joint configuration, the corresponding matrices are added
and the quality-of-service is computed. Therefore, it is still necessary to consider an exponential
number of sensor configurations; however, the expensive computation of the coordinate conversions,
H, i, and the matrix multiplications in (A.1) are done a linear rather than an exponential number
of times, and it is here where the savings are gained.

Going further, if the trace-inverse quality-of-service is employed such that Q(-) = tr ((-)_1>,
then

Qen(t) = tr (<I>—T(t, Ten)Pyp(Ten)® (8, Ten) + ¢ (A1t 4,n), Dot €,m), ..., Ag(t; £, n))) :

(A.2)
=tr <¢7T(t, T&n)PZTIL(Tg’n)@il(t, Tg,n)> +tr (o (A1(t;4,n), Aog(t;4,m), ..., Ag(t;4,n))). (A.3)

Recall from Section 4, if performing ideal track-to-track fusion, the fusion function becomes

S(AL(E), Aa(t), ..., Ag(t) = > Ay(b).
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With the ideal form of fusion, the second term of (A.3) can be expanded as

¢ (AL(t:0,n), Ag(t; 4, n),. .., Ag(t; £,n)) Ztr s(t:0,m)),
S Ks(t)
= > ot | Y (bt ) HE R H 8 (4 ) 1{Bs (k) = (6,m)} | (A.4)
s=1 k=1
S Ks(t)
- ¥ u«( ttsk)szR;;Hs,kQ—l(t,ts,k)l{,ss(k):(e,n)}). (A.5)
s=1 k=1

Similar to above, an indicator function allows the sums to be interchanged:

Ko (t)

S
S tr ( T(t by ) H ;ﬁkR;;Hs,kQ—l(t,ts,k)) {Bs(k) = (¢,n)}.

k=1 s=1

Note that in the case of a trace-inverse quality-of-service, the interchanging of sums is even more
useful as it can be done outside of the trace operation. Thus, only the quality-of-service values
at the deadline for each sensor have to be stored and later added over sensors to get the overall
quality-of-service.

A.2 PARALLEL COMPUTATION OF COORDINATE CONVERSIONS

Historically, the processing power of a computer was generally related to the computational
speed of the central processing unit (CPU). The need for increased computational performance
drove CPUs to operate at increasingly higher speeds, expanding the number of computations that
could be performed in a limited amount of time. However, even with increasingly capable manufac-
turing techniques, physical limitations prevent single cores from growing their speed ad infinitum.
Recently, additional computational power has been achieved by including multiple CPU processing
cores onto a single chip within the computer, effectively scaling the number of computations it can
perform. Each of the cores in this parallel CPU architecture possess significant speed and process-
ing power; but as the number of these cores grows, so does the cost and power consumption of the
computing hardware. Most recently, the growing popularity of three-dimensional high-definition
video gaming has driven an increasing need for affordable and low-power computers capable of
performing a large number of independent calculations in real time. To meet this challenge, video
card manufacturers designed the graphics processing unit (GPU), and later extended the cards
capabilities to allow for general purpose computing on graphics processing units (GPGPU).

The raw power of the GPU arises from the sheer number of independent calculations it can
perform in parallel as the result of having hundreds of processing cores on a single card. Although
each of these cores processes the data at a slower rate than a CPU core otherwise would, the
computations can be done in parallel over hundreds of cores rather than serially on just a handful. A
possible limiting factor, however, is the time that is required to transfer data between the computers
memory and the GPU memory (and back). This transfer takes place over a PCle interface that is
much slower than the CPU-RAM interface and consumes a significant amount more data transfer
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time. To maximize the power of the GPU and reduce total processing time, data transferred to the
GPU should remain within the units memory until all computations on the data are completed.
The more parallel computations performed on a single dataset and fewer data transfers between
the CPU memory and the GPU memory, the more time will be gained from using the GPU.

For our application, the calculations that best lent themselves to GPU processing were the
coordinate conversions from a global three-dimensional Cartesian coordinate system to a localized
spherical coordinate system. These calculations are highly parallelizable and are comprised of
simple arithmetic and trigonometric calculations. The provided MATLAB GPU computing toolbox
employs an impressive range of overloaded functions to support many existing functions to be run
on the GPU, so no special coding was required within the coordinate conversion toolbox to make
it GPU-compatible.

As mentioned before, GPU computations only outperform powerful parallel CPUs when per-
forming many parallel computations on large datasets. In our case, our planner design was designed
and built for the purpose of operating on a large number of threat trajectories over large spans of
space and with numerous sparsely dispersed sensors. This problem inherently possesses the quali-
ties perfect for GPU computation. As seen in Figure A.1, as the number of trajectories grows and
the sampling interval falls, the number of computations required increases rapidly. This problem
is exacerbated when additional sensors, and thus additional sensor-threat geometries, are included
in the analysis. The number of computations versus the number of trajectories is shown in Figure
A.l.

Number of Computations Required

4 Hz
1Hz
1

IZHZ

I Hz vd

v

Number of Coordinate Conversions (Million)
Total Number of Calculations (Million)

]
—

0 50 100 150 200

Number of Trajectories

Figure A.1. Number of computations required versus number of trajectories.

Because of the large number of calculation operations required on a fixed set of data, and on
such a highly parallelizable dataset (each coordinate conversion is independent from other coordi-
nate conversions), we would expect a noticeable speed-up in the total time to perform this function.
Comparing the time required to perform the same number of six-state coordinate conversions (1
million) with associated covariances, we see that the GPU performs the same operations, resulting
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in the same answer as the CPU in a fraction of the time (1.6x speed-up). A comparison of GPU
and CPU runtimes for coordinate conversions is illustrated in Figure A.2.
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Figure A.2. Comparison of runtimes for GPU and CPU coordinate conversions with double precision.

A.3 SOLUTION SPACE PRUNING

The single sensor pruning function takes as input the initial set of azimuth values ¢s and
the set of possible sensor locations £, and determines for each location, the subset ¢ C ¢4 of
valid azimuth angles for that sensor location. How a particular angle ¢ € ¢, is determined to be
valid or not is based on whether the sensor would be able to observe the threat trajectory at any
point during its flight. This is done by comparing the field of regard of the sensor with the angle
subtended by the geodesic line connecting the launch and impact points with the sensor position.
For each sensor position, the set ¢} of valid azimuth angles for location is constructed by testing
each angle ¢ € @, at that position. Initially, we let ¢ = ;. Illustrations of the algorithm and its
pseudocode can be seen in Figures A.3, A.4, and A.5.

(a) Sensor location grid with azimuth angles (b) Sensor location grid with azimuth angles after
pruning

Figure A.3. Illustration of solution space pruning.
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Figure A.4. Illustration of pruning based on measurement feasibility.

Input: list of sensor locations L£s and default list of azimuth angles ¢,
Output: sets {¢% : s € S} of valid azimuth angles for each sensor location
for sensor position x5 do
compute geodesic angle (wrt to due North) from sensor position to launch site
compute geodesic angle from sensor position to impact site
let 1 be the angular extent spanned by these two geodesic lines
for boresight angle ¢ € ps; do
Let F' be the field of regard with boresight angle ¢
if F' intersects v then
include ¢ in ¢}
end if
end for
end for

Figure A.5. Algorithm for single-sensor pruning.
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