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Abstract 

 

Rogue states and non-state actors have consistently launched cyber-attacks against 

Department of Defense (DoD) program offices, information systems, networks, and contractor 

facilities. In response to this, the DoD has made cybersecurity a requirement for all defense 

acquisition programs. Thus, according to the DoD, cybersecurity must be fully considered and 

implemented in all phases and aspects of a program’s acquisition life cycle. To enforce this 

obligation on contracting organizations that do business with the DoD, Software Professionals 

(SPs) from the Defense Contract Management Agency (DCMA) have to be technically proficient 

to ascertain if the contractors' performance and management systems are in accordance with 

DoD’s cybersecurity requirements. This study will examine, under the FY 18 Air Force Space 

Command research priority, “Cyber resilience, Cyber Assurance, and the Third Offset,” how 

DCMA can assess the effectiveness of its Cybersecurity Awareness Training (CAT) and will 

provide recommendations on how to continually improve this training program. As a 

government agency, DCMA exists to ensure that defense contract requirements are correctly 

implemented by contractors. Consequently, by failing to address the current cybersecurity 

knowledge gap of DCMA’s Software Professionals, this particular workforce will be unable to 

positively influence contractor performance, in this case, compliance with governmental 

cybersecurity requirements, which would ultimately result in mission failure for the Agency. 
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Introduction 

Since 2006, “the unauthorized access to and installation of malicious software on US 

government computers have increased by 650 percent”.1 Furthermore, the Department of 

Homeland Security reported an alarming total of “198 cyber-attacks on critical US infrastructure 

during 2012 — a 52 percent increase over those that occurred in 2011.”2 With the ever-growing 

reliance on weapon systems on networks and information systems, the importance of having 

effective cybersecurity cannot be emphasized any stronger.  On November 18, 2013, to buttress 

the cybersecurity posture of DoD networks and information systems, the DoD announced 

Defense Federal Acquisition Regulation Supplement (DFARS) Clause 252.204-7012, 

Safeguarding Covered Defense Information and Cyber Incident Reporting, to supplement the 

Federal Acquisition Regulation (FAR). DFARS Clause 252.204-7012 requires contractors to 

implement National Institute of Standards and Technology (NIST) Special Publication (SP) 800-

171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and 

Organizations”, to safeguard covered defense information that is processed or stored on 

contractors’ internal information systems or networks.3  The clause is effective upon contract 

award, but contractors have until December 31, 2017, to implement NIST SP 800-171. 

Initially, the NIST published SP 800-171 security requirements in June 2015. SP 800-171 

is a subset of requirements taken directly from the NIST SP 800-53, “Security and Privacy 

Controls for Federal Information Systems and Organizations”, that specifically apply to 

Controlled Unclassified Information (CUI) shared by the federal government with a nonfederal 

entity.4  The controls protect CUI in nonfederal IT systems from unauthorized disclosure.  

According to the NIST SP 800-171, CUI is “any information that law, regulation, or 

governmentwide policy requires to have safeguarding or disseminating controls, excluding 
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information that is classified under Executive Order 13526, Classified National Security 

Information, December 29, 2009, or any predecessor or successor order, or the Atomic Energy 

Act of 1954, as amended”.5 Simply stated, CUI is “information that is sensitive and relevant to 

the interests of the United States, but not strictly regulated by the Federal government”.6 CUI 

encompasses web and electronic mail services, credit card and other financial data, healthcare 

data, background investigative data for security clearances, data required to provide cloud 

services, and data associated with developing communications, satellite, and weapons systems.7 

  Evidently, the controls specified in SP 800-171 are meant as guidelines to successfully 

address compliance with the CIA (confidentiality, integrity, and availability) triad. Thus, 

safeguards must exist to counter possible threats to the confidentiality, integrity, and availability 

of CUI and the systems that permit access to it. The CIA triad is the three main principles which 

guarantee the security of an information system. Confidentiality certifies that “the necessary 

level of secrecy is enforced at each junction of data processing and prevents unauthorized 

disclosure”.8  While integrity is maintained “when the assurance of the accuracy and reliability 

of information and systems is provided and any unauthorized modification is prevented”.9 

Whereas, availability guarantees “reliability and timely access to data and resources” to 

authorize processes.10  

 Accordingly, contractors who need access to CUI must implement and verify 

compliance and create security protocols for fourteen key areas. Per the SP 800-171, the fourteen 

families of security requirements for protecting the confidentiality of CUI in nonfederal 

information systems and organizations include 

- Access Control – Who is authorized to view data? 

- Awareness and Training – Are contractor personnel properly trained to treat CUI? 
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- Audit and Accountability – Are records appropriately maintained?  

- Configuration Management – Are security protocols configured and documented? 

- Identification and Authentication – Are users verified before given access to CUI?  

- Incident Response – Are processes in place to cope with a security breach? 

- Maintenance – Are maintenance responsibilities delineated?    

- Media Protection – How secure are electronic and hard copy records? 

- Personnel Security – How well is the screening process for personnel who need 

access to CUI? 

- Physical Protection – Is access to systems and storage environments controlled? 

- Risk Assessment – Are operations or individuals verified consistently? 

- Security Assessment – Are current processes and procedures still effective?  

- System and Communications Protection – Is data regularly monitored and controlled 

at key internal and external transmission points? 

- System and Information Integrity – How quickly are possible threats detected, 

identified and corrected? 11  

To document implementation of the SP 800-171 security requirements, contracting companies 

should have a system security plan in place, “in addition to any associated plans of action to 

describe how and when any unimplemented security requirements will be met, how any planned 

mitigations will be implemented, and how and when they will correct deficiencies and reduce or 

eliminate vulnerabilities in the systems.”12 

Truly, cybersecurity has exponentially grown in importance for the DoD as “nearly 100 

percent of day-to-day operations are completed on some type of information system”.13 Recently, 

at a Senate Select Committee on Intelligence hearing held on February 13, 2018, the Director of 
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National Intelligence stated that because of the growth of the growth of the cyber domain and 

America’s increasing vulnerability, cyber tops the list of threats to the US.14 As a DoD 

component, DCMA needs to contribute to improving the country’s posture with regard to 

cybersecurity. In its pursuit of ensuring that cybersecurity requirements are sufficiently executed 

by defense contractors, DCMA fulfills one of its software acquisition mission by safeguarding 

CUI in nonfederal IT systems.  

In this study, the research problem that will be explored is “How to continually improve 

DCMA’s Cybersecurity Awareness Training in order to eliminate the cybersecurity knowledge 

gap of DCMA’s Software Professionals?” To address this question data from an online survey on 

SPs who have completed DCMA’s Cybersecurity Awareness Training will be examined to 

evaluate the effectiveness of this training program. By using data from this online survey, the 

following metrics will be taken to gauge progress and impact: 

Reaction: How did the SPs respond to the training program? 

Learning: Did the training improve the SPs’ knowledge and skills? 

Behavior: Did the SPs’ behavior change positively as a result of the training? 
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Improving DCMA’s Cybersecurity Awareness Training Program 

It's now clear this cyber threat is one of the most serious economic and national security 

challenges we face as a nation. We're not as prepared as we should be, as a government 

or as a country. 

– President Barack Obama 

Within the DoD, DCMA, an independent combat support agency, has been promptly 

making preparations for the implementation of DFARS Clause 252.204-7012.  As DoD’s 

contract manager, DCMA strives to be the “independent eyes and ears of DoD and its partners, 

delivering actionable acquisition insight from the factory floor to the front line … around the 

world.”15  As the DoD’s watchdog on contractual compliance on software requirements, DCMA 

recently evaluated the technical competence of its SP personnel to assess the readiness of this 

workforce in administering DFARS Clause 252.204-7012. 

While SPs have been entrusted with DCMA’s Software Acquisition Management (SAM) 

mission, they are not part of DoD’s Information Assurance (IA) workforce. Hence, these 

employees are not subject to the stringent requirements stipulated in DoD Directive 8570.01-M 

Manual Information Assurance Workforce Improvement Program. However, they own the 

responsibility of ensuring that DoD “customers receive software products and/or systems with 

embedded software that meet or exceed contractual specifications/requirements, and provide our 

customers with the knowledge to allow them to make informed milestone and other on-going 

decisions relative to software cost, schedule, and technical performance.”16  Consequently, it is 

imperative that SPs attain a certain level of cybersecurity technical competency to enforce 

properly DFARS Clause 252.204-7012. 
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The Federal Information Security Modernization Act (FISMA) of 2014 specifically 

requires that the heads of all federal agencies, ensure that all users are held accountable for their 

responsibilities in complying with agency policies concerning information security risks 

associated with their activities. In addition to the FISMA, DoD agencies have to comply with 

DoD Instruction 8500.01, “Cybersecurity,” dated March 14, 2014. DoD requires its components 

to provide additional cybersecurity orientation, training, and awareness programs to reinforce the 

objectives of the DoD Enterprise cybersecurity awareness programs to authorized users of 

information systems (IS). To comply with both, IS users have to complete the mandatory DoD 

Cyber Awareness Challenge annually. In addition to providing baseline knowledge in 

cybersecurity, the objectives of the DoD Cyber Awareness Challenge include 

- enhancing the physical security of computer hardware and software 

- limiting access to computer equipment to authorized users only 

- preventing computer fraud, waste, and abuse 

- implementing effective contingency planning 

- prompt reporting of security problems to the chain of command 

- protecting computer files from infection by malicious logic17 

Annual security awareness training, like the DoD Cyber Awareness Challenge, helps employees 

to recognize and respond to threats. This not only reduces the number of threats that are 

prevented before materializing, but it also reduces the damage done by any undetected threat in 

terms of data losses, downtime, or other interruptions caused by an attack or another incident. 

Unquestionably, the DoD Cyber Awareness Challenge suitably emphasizes cyber 

hygiene techniques, i.e., how to stay safe from phishing attacks, how to keep your email safe, 

and how to properly configure a wireless network.18 However, it is still woefully inadequate in 



 

 10 

providing the knowledge required by SPs when performing contract surveillance on a software 

project. Per the NIST SP 800-171, in order to effectively protect information system resources, 

contractors are required to have a system security plan. Thus, when DFARS Clause 252.204-

7012 takes effect, SPs will have to ascertain if a contractor has a documented system security 

plan. As pointed out, the DoD Cyber Awareness Challenge falls short in providing the 

knowledge required by the SPs to execute their tasks effectively. 

Accordingly, DCMA focused on the need to fill this training gap. Thus, in January 2017, 

the Software Division of DCMA’s Technical Directorate established a cybersecurity working 

group to ascertain cybersecurity contractual requirements that SPs will have to incorporate in 

their contract surveillance plans. Since the existing training program of the SPs, the Software 

Professional Development Program (SPDP), centers exclusively on software development 

activities, the cybersecurity working group was also assigned to formulate a training plan that 

will supplement SPDP which will augment cybersecurity knowledge into their surveillance 

skillset. The working group was composed of several cybersecurity subject matter experts 

(SMEs) from the Software Division and representatives from field offices where contract 

surveillance is actually performed. The virtual weekly meetings held by the cybersecurity 

working group were open, which allowed any SP to listen in and to provide inputs. 

Survey of Training Methodologies 

A training methodology, also known as an instructional design model, is used to outline 

the events that will steer the development of eLearning projects. It allows training developers to 

convey the objective and reason behind a chosen strategy. Thus, a training methodology is a 

framework that offers a high-level perspective of all the main components that have to be 
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included in the training program.19 The following are the most widely used methodologies that 

training developers use to structure and plan their eLearning courses: 

ADDIE 

The ADDIE model, widely used for designing and developing training programs,  

is an “adaptation of the systems engineering process to problems of workplace training and 

instruction.”20 ADDIE stands for Analysis, Design, Development, Implementation, and 

Evaluation. The ADDIE model process assumes that “alternative solutions to instructional 

problems will be more or less cost-efficient depending on the instructional need and 

environmental constraints and that using a systems approach intelligently to choose among 

alternative solutions will produce the most effective results.”21 Analogous to the waterfall model 

of software development, the ADDIE model prescribes following a repeatable series of steps, 

fine-tuned for the scope and context of the project in order to drive speed and quality. When the 

ADDIE process was initially specified, it represented the then prevailing specification for the 

design and development of systematic training utilized in a military environment of imparting 

the skills for highly specified job tasks by a continuous stream of homogeneous learners.22 

 

Figure 1. ADDIE Process23 
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AGILE 

The AGILE Learning Design, an iterative model of instructional design, focuses on 

collaboration and rapid prototyping. According to its proponents, AGILE is “the new alternative 

to the old – and some have argued outdated – ADDIE model.”24 Introduced by Conrad 

Gottfredson, the AGILE design approach is a project-oriented approach which encompasses the 

five stages involved when designing eLearning courses: Align, Get set, Iterate and implement, 

Leverage, and Evaluate.25  AGILE allows the insertion of new technologies and more rapidly 

evolving ideas; it permits adjustment on the fly, the demonstration of mockups, prototypes, and 

early suggestions with the end users. By using AGILE, the end users can provide feedback 

during the development of the training. Notably, proponents of AGILE tout its greatest benefit, 

its ability to produces quality eLearning courses more rapidly.26 

 

 

Figure 2. AGILE Learning Design Process27 

Successive Approximation Model (SAM) 

According to its creator, Michael Allen, SAM provides “a clear pathway to success, 

measurable and obtainable milestones for marking completion, and targeted moments to reach 

agreement and consensus”.28 SAM’s most prominent feature is that it offers the training 
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developers opportunities to make changes by executing small steps and multiple iterations. SAM 

begins with a brief Preparation phase, where material for the eLearning project is collected.29 

Afterwards, the project moves to the Iterative Design and Iterative Development where the 

design is generated and appraised.30 Because this training methodology consists of repeated 

small steps or iterations, SAM provides a design approach that addresses most of the usual 

instructional design pain points, i.e., meeting deadlines, keeping on budget, and working with 

SMEs.31 

 

Figure 3. SAM Process32 

 

Cybersecurity Awareness Training Program 

After the formation of the cybersecurity working group in DCMA’s Technical 

Directorate, the working group members began developing DCMA’s Cybersecurity Awareness 

Training (CAT) Program (see appendix A). The first task was to select the methodology to 

develop the training program. Even though critics of ADDIE point out that its biggest weakness 

is that “it assumes that developers know all of the training requirements before the content is 

developed”.33 Unanimously, the cybersecurity working group chose the ADDIE model as the 

framework for the proposed cybersecurity training. The working group members preferred 

ADDIE’s benefit of offering “a dynamic, flexible guideline for building effective training and 
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performance support tools”.34 Moreover, ADDIE’s ongoing feedback throughout all its phases 

allows design flaws to be recognized while they are still easy to fix.35 

By using the ADDIE methodology, a cybersecurity knowledge gap within the SP ranks 

was discovered during the Analyze phase. Even after completing the mandatory DoD Cyber 

Awareness Challenge, SPs still require additional cyber knowledge in order to perform their 

duties proficiently. 

Faced with the constraint of diminishing training funds, DCMA’s cybersecurity working 

group made a deliberate effort during the Design and Develop phases to come up with a cost-

effective means to train the SP workforce.  Because of fiscal constraints, the cybersecurity 

working group leveraged existing online courses provided for free by the Defense Acquisition 

University (DAU), Department of Homeland Security’s (DHS) Federal Virtual Training 

Environment (FedVTE), and Defense Security Service’s (DSS) Center for Development of 

Security Excellence (CDSE). From these free resources, members of the cybersecurity working 

group registered and completed each training module. Upon completion of all the modules, the 

cybersecurity working group evaluated these modules for relevance and applicability to the 

prospective Cybersecurity Awareness Training. The evaluation resulted in the exclusion of 

unnecessary courses. While appropriate modules were selected to comprise the Cybersecurity 

Awareness Training, which will eventually address the SPs’ cybersecurity knowledge gap.   

Then, in the Implement phase, required announcements, instructions, and various 

administrative functions were completed in order to launch the training. In the future, when there 

is a sizable number of graduates, the CAT will enter the Evaluate phase. During this phase, the 

working group members will determine the effectivity of the CAT.  It should be noted that even 

though this is the last phase of the ADDIE model, evaluation has to take place throughout each 
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phase of the training process, not as the last step. At the Evaluate phase, the training program is 

continuously monitored. Feedback has to be obtained from training participants to determine the 

training program’s effectiveness and to identify any weaknesses. By sustaining a continuous 

feedback loop, the quality and relevance of the training material will be maintained. Moreover, 

doing this will allow for a suitable action plan to be created in order to address the identified 

deficiencies. 

Advantages and Disadvantages of Using Surveys 

Conducting an informal survey offers the following advantages: 

 Cost-efficiency – Online surveys incur a negligible cost per participant as 

resources, such as a computer and network connectivity, are readily available.36 

 Ease of Data Collection – Surveys done online facilitates data compilation and 

analysis.37 

 Sample Size – Hosting the survey on DCMA’s website offers scalability and 

allows reaching out to scores of possible participants. This advantage will ensure 

a more accurate sample from which to draw conclusions.  

 Candid Responses – Completion of the survey will be done anonymously to allow 

graduates to feel more candid with their responses. By letting respondents be as 

honest as possible with their answers will yield more reliable data.38 

However, informal surveys also suffer from shortfalls. These disadvantages include:  

 Inflexible Design – After the survey is developed, the method of administering it, 

along with the survey questions, cannot be changed during data collection.39  



 

 16 

 The absence of an interviewer – If respondents are willing to share more details 

on their answers, not having an interviewer to capture this information or probe 

for more particulars will somehow affect data analysis.40 

In spite of these disadvantages, the feedback gathered from the survey will be critical in 

improving DCMA’s Cybersecurity Awareness Training. Consequently, it will be relatively easy 

to determine if the SPs are taking the newly-gained knowledge and skills from the training and 

applying them where they count.  

Evaluating Effectiveness 

As in all endeavors, progress cannot be considered until after an objective review and a 

full analysis of the results are performed.41 Thus, in order to assess the effectiveness of 

Cybersecurity Awareness Training program, a method of tracking progress and appraising 

impact has to be instituted. According to the NIST, “metrics monitor the accomplishment of the 

awareness and training program goals and objectives by quantifying the level of implementation 

of awareness and training and the effectiveness and efficiency of the awareness and training, 

analyzing the adequacy of awareness and training efforts, and identifying possible 

improvements”.42 Remarkably, gauging the effectiveness of an awareness program can be 

challenging.43 Since metrics show progress and impact to the organization, training developers 

use these metrics “as a guide for making adjustments to the program and reporting progress to 

senior management”.44 To evaluate the effectiveness of an awareness program, the NIST 

recommends the following metrics: “percentage of users completing required awareness session 

or exposure and percentage of users with significant security responsibilities who have been 

trained in role-specific material”.45 For DCMA, the following metrics will be used: 

Reaction: How did the SPs respond to the training program? 
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Learning: Did the training improve the SPs’ knowledge and skills? 

Behavior: Did the SPs’ behavior change positively as a result of the training? 

 

Lessons Learned and Best Practices from External Organizations 

DCMA’s cybersecurity working group purposefully chose the ADDIE model to take 

advantage of its primary feature, that of allowing iterative improvements to a training program. 

Since this study attempts to extract best practices and lessons learned from outside organizations, 

DCMA’s Cybersecurity Awareness Training will be enriched by incorporation of innovative 

techniques. The following organizations have been researched about their homegrown 

cybersecurity awareness programs. 

Application Software Assurance Center of Excellence (ASACoE) 

Located at Maxwell Air Force Base, the Air Force’s Application Software Assurance 

Center of Excellence stood up in 2007.46 Following an embarrassing exploitation of an Air Force 

information system, ASACoE was launched to “raise awareness about the criticality of 

application security, implement Web- and database-level application monitoring, and train and 

mentor software developers to identify and repair existing software vulnerabilities and/or 

incorporate security into coding practices”.47 ASACoE has “trained 332 personnel, identified 

more than 750,000 weaknesses in 190 applications, provided fixes for more than 200,000 of 

them, and helped to eliminate or mitigate 25 of the most serious application vulnerabilities”.48 

According to Maj. Michael Kleffman, ASACoE’s Chief Technology Officer, the center’s 

mission “is to foster security in every step of the software development lifecycle (SDLC) and in 

software acquisitions through tools, techniques, and education”.49 ASACoE partners “with the 

acquisition community to educate it about software assurance and to better understand the 



 

 18 

importance of including software assurance in software acquisitions”.50 Upon request, the 

ASACoE team provides program offices with software development training. The training 

includes secure software development, the vulnerabilities of programming languages, the use of 

a source code analysis tool, the use of a database analysis tool to analyze database configuration, 

and a brief of the management and shielding tools.51 By fostering security into the software 

development lifecycle (SDLC) and software acquisitions through techniques, tools, and 

education, ASACoE has leveraged information technology through the deployment of practices 

and automated tools that supported and imid Air Force software development processes.52 

Throughout the establishment of the center, selecting its tools, instructing developers, and 

evaluating and repairing databases and applications, ASACoE has identified a number of lessons 

learned, such as: 

1. realizing that security is an unceasing activity that must be continuously addressed 

and readdressed53 

2. having an active awareness campaign that reminds program and acquisition managers 

of the security risks54 

3. all echelons of management, to include the program manager, should grasp the 

significance of software assurance and be ready to shoulder the extra upfront 

expenses of integrating software assurance in the SDLC; by instilling software 

assurance from the start, management will realize cost savings as software 

weaknesses are corrected earlier in the development lifecycle55 

4. education is critical in forming a rigorous software-assurance framework in any 

organization56 
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Truthfully, ASACoE, with its wealth of knowledge in implementing software security and 

preventing compromises in software applications, would have been a great resource that DCMA 

could have used to further its quest of improving its CAT program. However, lack of funding 

caused the disbandment of ASACoE in 2015.57    

Defense Information Systems Agency (DISA) 

The ballooning volume of network breaches, the increasing sophistication of cyber-

attacks, and the advancing talents of adversaries are among the cybersecurity challenges that are 

of utmost importance to Roger Greenwell, DISA’s Chief of Cybersecurity.58 So, to keep up with 

evolving cyber threats, DISA’s training tactics have also changed. Greenwell acknowledges that 

training lays the foundation for successful cybersecurity in any organization.59 Charged with 

cybersecurity training for the Defense Department, DISA is revamping its approach by 

emphasizing continual training.60 Recognizing that taking an annual course and completing its 

test is inadequate, DISA has embarked on delivering smaller sessions of more frequent training. 

For this reason, in 2015 DISA created Cyber Defender to provide continual cybersecurity 

awareness through virtual learning questions, tips, interactive videos, and referential 

cybersecurity material. Cyber Defender is used to prepare the DISA authorized users against the 

evolving cyber threat landscape.61 Weekly, the Cyber Defender tool delivers new training 

information that addresses emerging cyber trends, threats, and issues that affect the workforce at 

the Defense Information Systems Agency.62 The program consists of virtual learning questions, 

tips, and interactive videos to supplement the annual DoD Cyber Awareness Challenge.   

On a pre-determined workday, Cyber Defender presents a short quiz to a computer user 

after a successful log-in. The cybersecurity questions vary from week to week. If a user answers 

questions carelessly or incorrectly will land that user some additional reading to brush up on the 
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topic.63 Currently, DISA’s question bank includes over 64 questions covering topics such as 

Phishing, Credentials/Passwords, Acceptable Use, Email, Emerging Threats, Social Networking, 

Mobile Devices, Physical Security, Removable Media, Insider Threat, and Personally 

Identifiable Information (PII).64 

By providing a constant reminder, DISA ensures that its workforce is thinking about 

cybersecurity every week.65 According to Cyber Defender’s Program Manager, Tiffiney Benton, 

her most important lesson learned is to make participation in Cyber Defender’s mandatory to 

increase the current 40% voluntary participation.  Additionally, she plans to acquire a COTS 

product for improved capability, to increase question types, and to add scenario-based options 

and videos.66  

Symantec 

Headquartered in Mountain View, California, Symantec provides cybersecurity software 

and services. For a fee, Symantec offers its Security Awareness Service, video-based educational 

courses, to customers who need to meet industry-related compliance mandates, as well as the 

security standards required for certain positions within an organization. According to Symantec, 

its Security Awareness modules cover key training required by every employee at every level of 

an organization. Its video modules include 1) Acceptable Use, 2) Phishing, 3)Passwords, 4) 

Privacy, 5) Insider Threats, 6) Access Control and Provisioning, 7) Media Handling, 8) 

Information Security for Program Management, 9) Information Security Program for IT 

Security, 10) Vulnerabilities, Threats, and Controls, 11) Payment Card Industry Data Security 

Standard (PCI DSS), 12) HIPAA and HITECH, 13) Data Protection and Destruction, 14) 

Working Remotely, 15) Physical Security, 16) Backups, 17) SDLC Security Awareness, 18) 

System Policies, 19) Securing Network Communications, 20) Partnering with the Information 
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Security Department, 21) The Role of the Help Desk in an InfoSec Program, 22) Network 

Security Overview, 23) Information Security Risk Basics, 24) Information Security Risk 

Management, 25) Audit Overview, 26) Information Security Roles, 27) Overview of Operational 

Security, 28) Contracting and System Acquisition, and 29) Disaster Recovery and Business 

Continuity. In the future, Symantec will release the following modules: Internet of Things (IoT), 

General Data Protection Regulation (GDPR), Cloud Access Awareness, and Ransomware.67 

Additionally, Symantec introduced a capability that would allow any organization the 

ability to carry out simulated phishing attacks on its employees.68 Symantec’s Phishing 

Readiness gives organizations the ability to deploy targeted emails and to keep track of how well 

employees recognize a phishing attack.69 Upon failing a test, an employee is forced to take a 

remedial cybersecurity training on the spot.70 Symantec maintains that its Security Awareness 

Service promotes proactive employee behavior to protect information better and helps decrease 

the risk of loss of vital data.71 

Recommendations 

During a preliminary review of the completed forms to the CAT completion survey, 

participants gave high marks to the adequacy and relevance of the training modules. 

Additionally, the three responding participants claimed that there was a significant increase in 

cybersecurity knowledge that they could apply in the execution of their surveillance duties. 

Although, all three acknowledging participants complained about the lengthiness and the 

excessive time expended to complete some of the modules.  

From the SP population of 500, choosing a 90% confidence level and a 10% margin of 

error yields a sample size of 60 (see appendix B). Since only 22 SPs have completed the CAT as 

of December 2017 and only three have completed the survey,72 performing an analysis will be 
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premature. As the sample size determines the level of confidence, attempting to draw a precise 

and accurate conclusion from an inappropriate sample size will surely provide an invariably 

inconclusive result.73 Hence, before conclusions are drawn from the review of collected feedback 

for the CAT, the sample size has to be at least equal to or greater than 60. 

In light of the preceding information presented, the following are the recommendations 

that have to be implemented in order to improve DCMA’s Cybersecurity Awareness Training 

program:  

1. Continuously review data results from training feedback surveys. In order to be  

effective at their jobs, SPs have to be properly trained. Thus, the Cybersecurity 

Awareness Training program has to be relevant and flexible at all times. Relevance will 

ensure that superfluous information will be deleted from the program; flexibility will 

guarantee that changes to the FAR and DFARS will be reflected almost instantaneously 

in corresponding changes to the training modules. Furthermore, in order to effectively 

assess the CAT, SPs have to be exhorted to complete the training program and the 

corresponding training feedback survey. The Software Division, as the 

responsible organization, has to devote the requisite manpower and resources to this end. 

2. Constantly monitor external agencies for innovative and cost-effective Cybersecurity 

Awareness programs.  In today’s fiscally-constrained environment, training dollars are 

hard to come by. Thus, it is advantageous to assess training programs developed by 

outside agencies for best practices and lessons learned. After such an assessment, if a 

program is found to be applicable and relevant to the needs of the SPs, then arrangements 

should be made for its incorporation into DCMA’s CAT. From DISA and Symantec, the 

recurring theme was that mandatory smaller sessions of frequent training are more 
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effective in improving awareness. With regard to this particular lesson learned, the 

Software Division, as the responsible organization, has to investigate the feasibility of 

making the CAT compulsory and offering CAT sessions in smaller chunks on a recurring 

basis.   
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Conclusion 

As the DoD evolves from the industrial age to the information age, correcting 

cybersecurity weaknesses and maintaining adequate cybersecurity takes more importance.74 

Imperatively, for DCMA, its Cybersecurity Awareness Training Program has to effectively train 

SPs in order to fulfill its Software Acquisition Management mission. While DCMA strives to 

continuously improve, the SPs within the Software Division are presently in a state of transition 

as they prepare to meet the future challenges of administering DFARS Clause 252.204-7012. 

With this transition comes the requirement for training agility and adaptability necessary for SPs 

in order to execute their tasks effectively.  The difficulty of operating in an environment 

characterized by an enormous flow of information and constant change will become more 

manageable with employment of learning science, experience, and the application of realistic 

training. Furthermore, stuck in a resource-constrained environment, fulfilling the SP workforce’s 

training needs to equip them in their future enforcement of DFARS Clause 252.204-7012 will 

definitely be challenging.   
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Appendix A 

Cybersecurity Awareness Training Program Guide75 
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Appendix B 

Sample Size Calculator76 
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