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Preface

Researchers from the Homeland Security Operational Analysis Center
(HSOAC) conducted a research study on the feasibility of using social
media information to aid U.S. Coast Guard (USCG) response opera-
tions. The aim of this project was to contribute to the mission of the
U.S. Department of Homeland Security (DHS) to ensure resilience to
disasters by helping DHS understand whether and how social media
might be better leveraged to improve situational awareness during
response operations. The HSOAC team found that, for decades, the
USCG and other boaters have relied on communication channels that
are intended specifically for maritime safety. As such, these channels
provide specific information that can be used to locate mariners in dis-
tress. Yet we also found that a significant proportion of distress calls
now come to the USCG through other means, such as cell phones and,
indirectly, from 911 calls. This raises several concerns about poten-
tial hindrances to the USCG’s search-and-rescue mission, including
lack of location information, uncertainty about overwater cell cover-
age, and lack of organizational capacity to collect and analyze social
media information. Informed by these findings, we recommend that
DHS develop policies and procedures to facilitate sharing cell phone
distress location data with the USCG, that the USCG work to ensure
that an organization—itself or another—assumes responsibility for
understanding cell coverage over water, and that the USCG identify
other missions in which social media information could help increase
maritime safety and security and enhance environmental protection
and response operations. Although the primary focus of this research
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was response operations of the USCG, we anticipate that the findings
and recommendations could hold benefits for other mission sets of the
USCG, such as prevention-oriented missions. Additionally, we antici-
pate benefit for other components of the DHS enterprise that conduct
response operations—principally, the Federal Emergency Management
Agency and the U.S. Secret Service.

This research was sponsored by the USCG and conducted within
the Strategy, Policy, and Operations Program of the HSOAC federally
funded research and development center (FFRDC).

About the Homeland Security Operational Analysis
Center

The Homeland Security Act of 2002 (Section 305 of Public Law 107-
296, as codified at 6 U.S.C. § 185) authorizes the Secretary of Homeland
Security, acting through the Under Secretary for Science and Technol-
ogy, to establish one or more FFRDC:s to provide independent analysis
of homeland security issues. The RAND Corporation operates HSOAC
as an FFRDC for DHS under contract HSHQDC-16-D-00007.

The HSOAC FFRDC provides the government with indepen-
dent and objective analyses and advice in core areas important to
the department in support of policy development, decisionmaking,
alternative approaches, and new ideas on issues of significance. The
HSOAC FFRDC also works with and supports other federal, state,
local, tribal, and public- and private-sector organizations that make up
the homeland security enterprise. The HSOAC FFRDC’s research is
undertaken by mutual consent with DHS and is organized as a set of
discrete tasks. This report presents the results of research and analy-
sis conducted under task 70RSAT18FR0000127, Integration of Social
Media and Response Operations.

The results presented in this report do not necessarily reflect offi-
cial DHS opinion or policy.

For more information on HSOAC, see www.rand.org/hsoac. For
more information on this publication, see www.rand.org/t/RR4296.
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Summary

Social media can play multiple roles in response operations, includ-
ing enhancing situational awareness, meaning that they can be used
to provide access to information that translates to actionable cues in a
timely fashion to facilitate effective and efficient decisionmaking. But
using social media poses several challenges. The aim of this project
was to contribute to the mission of the U.S. Department of Home-
land Security (DHS) to ensure resilience to disasters by helping DHS
understand whether and how social media might be better leveraged
to improve situational awareness during response operations. The pri-
mary focus of this research was response operations of the U.S. Coast
Guard (USCG). To accomplish these tasks, we performed several types
of analyses. First, to examine the social media tools currently used to
improve situational awareness during disaster response operations,
we conducted interviews with stakeholders and briefly reviewed aca-
demic literature on how social media data have been used in the past
to gather information that could be relevant to situational awareness
during response operations. We also reviewed after-action and lessons-
learned reports from recent USCG documents, such as mission analysis
reports. Second, we conducted semistructured interviews about social
media use with subject-matter experts from the USCG and other gov-
ernment and nongovernment agencies involved in disaster response.
Third, we analyzed search-and-rescue (SAR) data from the Marine
Information for Safety and Law Enforcement (MISLE) database as an
independent source of evidence to help identify current challenges in

USCG SAR operations.



x U.S. Coast Guard Emergency Response and Disaster Operations

Key Findings

Through this research, we aimed to explore the use of social media in
response operations, such as the extent to which existing social media
aggregation and information extraction tools can help to improve
situational awareness during such operations. In addition, the report
describes current challenges that could constrain the USCG’s ability to
effectively use social media for these operations.

For decades, the USCG and other boaters have relied on com-
munication channels (e.g., marine VHF-FM Channel 16 international
distress frequency') that are intended specifically for maritime safety.
As a result, these channels provide specific information that can be
used to locate mariners in distress. However, we found that a signifi-
cant proportion of distress calls now come to the USCG through other
means, such as cell phones and, indirectly, from 911 calls. This intro-
duces constraints that can hinder the USCG’s SAR mission perfor-
mance, including lack of location information, uncertainty about over-
water cell coverage, and lack of organizational capacity to collect and
analyze social media information.

Recommendations

With these findings, we offer several recommendations that could help
inform the development of social media tools the USCG could use
in SAR operations and emergency first responder operations. These
include, for example, a tool that illustrates a common operating pic-
ture (COP) to visually locate assets and people in distress. Another use
of these recommendations would be to modify USCG guidance and
policies on the use of social media in response operations. The USCG
might be able to implement some of these recommendations directly;
implementation of others will require working with partners.

Specific recommendations include the following. First, we rec-
ommend that DHS develop policies and procedures to facilitate

1 VHF stands for very high frequency. FM stands for frequency modulation.
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sharing cell phone distress location data with the USCG. Inter-
viewees suggested that a significant proportion of distress calls received
and communications with mariners in distress will not include loca-
tion information, whether those are 911 calls in which location infor-
mation is not shared either with law enforcement or with the USCG
or direct calls made with cell phones. The unavailability of location
information for someone in distress constrains the USCG’s ability to
assist them. Developing procedures that enable members of the public
to share global positioning system locations from cell phones if they
are in distress could help remedy this. Several location-sharing options
could help—a messaging app, a mapping app, a dedicated app, and
a web browser. The USCG could start by implementing the messag-
ing and mapping app options almost immediately, by relying on apps
that people are likely to have already. The other option could require
(1) obtaining approval for software that enables text messaging from
computers so that the USCG could send messages to those who have
called for assistance; (2) allowing access to websites to which the most-
common navigation apps (e.g., Google Maps) link, so that USCG com-
mand centers could open links sent to them; and (3) developing basic
guides that someone in a command center could use to walk a caller
through how to send a location if they are unfamiliar.

Second, we recommend that the USCG work to ensure that
an organization—either itself or another—assumes responsibil-
ity for understanding cell coverage over water. Cell phones have
become critical to the USCG SAR mission and are likely to remain so
in the foreseeable future. However, the USCG has no responsibility or
insight into what current cellular coverage is or about the long-term
risks in relying on cellular phones to do the SAR mission. As a result,
the USCG does not have reliable information about where there might
be cellular coverage over bodies of water, either to inform its own mis-
sions or to share with mariners. The USCG bears responsibility for
maintaining certain radio frequencies and systems a certain distance
from shore, but it does not appear that any organization is deliberately
monitoring, overseeing, or advocating cellular coverage over water.
The USCG could seek to directly collect coverage information by con-
ducting tests of cell phone signals at different distances from shore by
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deployed assets and should also consider advocating that it or another
organization be responsible for maintaining oversight of cellular cover-
age over water.

Third, we recommend that the USCG identify other missions
in which social media information could help to increase maritime
safety and security and enhance environmental protection and
response operations (e.g., reporting environmental hazards, such as
oil spills). Although the primary focus of this research was the USCG’s
response operations, the findings and recommendations could hold
benefits for other USCG mission sets, such as prevention-oriented mis-
sions. Social media capabilities could also be useful to support marine
casualty investigations and civil investigations relating to this regula-
tory mission, which the USCG considers a prevention mission rather
than response operations. Passive monitoring of social media activity
could also help the USCG gain awareness of events affecting maritime
safety or security (e.g., protests, facility strikes, large marine events).
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CHAPTER ONE
Introduction

Background

Social Media Can Play Multiple Roles in Response Operations

The use of social media in daily life has grown substantially in the past
decade. A 2019 Pew Research poll found that more than 70 percent of
Americans use social media to connect with one another (Pew Research
Center, 2019). As the user base has grown larger, it has also grown more
representative of the broader population; for example, 69 percent of
50- to 54-year-olds reported that they regularly engaged with at least
one platform—primarily Facebook (Pew Research Center, 2019). One
such use of social media is to share critical information in emergen-
cies. For instance, researchers conducting a 2012 American Red Cross
study found that 40 percent of respondents would use social media to
tell others they were safe, as is seen on Facebook after mass shootings
(American Red Cross, 2012).

During disasters, social media can be used in several ways by both
the public and responding organizations. Individuals can post pictures
of disaster conditions or send calls for help. Disaster response organi-
zations can use social media to enhance situational awareness—that
is, to provide access to information that translates to actionable cues
in a timely fashion to facilitate effective and efficient decisionmaking.
Organizations responding to disasters need to know how to quickly
locate affected areas and people and to allocate response resources
accordingly. Given this, situational awareness is crucial for effective
disaster response operations. Because social media are typically public,
are frequently updated, and are often location-specific, they can pro-
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vide a wealth of potentially valuable information. Social media can be
used for risk and hazard analysis, such as estimating damage based on
calls for help or pictures of an affected area.

One recent example of an organization using social media in
disaster response for situational awareness is the U.S. Coast Guard
(USCG), which uses social media before, during, and after a disas-
ter. For instance, as the 2018 Subtropical Storm Alberto approached
the Gulf Coast, both the Federal Emergency Management Agency
(FEMA) and USCG social media outlets disseminated tailored com-
munications to the public, thus establishing lines of social media com-
munication during disaster response and providing situational aware-
ness for first responders and communities at risk. The USCG uses
multiple social media platforms to do this, including its Facebook,
YouTube, Instagram, Flickr, and WordPress accounts.

Social media can be used to field calls for help, similar to 911
calls. During several hurricanes in 2017, social media were, in some
instances, the only way for survivors to request assistance. The USCG
established a call center based in Washington, D.C., to monitor tagged
social media requests. Requests that arrived via social media and by
phone were triaged by urgency of need and validated when possi-
ble before being routed to operations centers in Texas. The USCG,
although it requested that people call 911 instead of posting on social
media, also set up impromptu capabilities to handle social media calls
for help.

Social media data can also be used to respond to disasters by
facilitating force coordination, relief provision, psychological or medi-
cal assistance, and cleanup coordination. This is important because,
as Earl McKinney explained, disaster response involves urgent deci-
sionmaking that is irrevocable and based on a solid understanding
of the situation, including incomplete or questionable information
(McKinney, 2009, p. 42). In disaster response, social media platforms
have been used to connect the members of a community. They have
also facilitated the aggregation of medical or financial support to
disaster-inflicted communities. Additionally, response organizations
can tap into this resource to be able to better coordinate their support
and relief provision.
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Academic research describes common approaches to gathering,
processing, and analyzing social media data for disaster response and
situational awareness. Twitter is a particularly well-studied disaster
response platform because it is broadly used and provides equal oppor-
tunity, ease, and timeliness of content-sharing. Disaster types that are
often studied include earthquake, flood, tsunami, hurricane, wildfire,
and radiation release. For instance, Peter Landwehr and his colleagues
described the strength and limitations of Twitter for use in disaster
response and identified several features needed to make it more capa-
ble in assisting with planning, warning, and support during disasters
(Landwehr et al., 2016). Geographic information (spatial and tempo-
ral) is often used in case studies of social media for disaster response
(Reuter and Kaufhold, 2018). Typically, images that are shared on
social media, along with qualitative descriptions of disaster instances,
include information on the geographic location that can be harnessed
for disaster response (Tim et al., 2017). Additionally, these qualita-
tive posts can contain information about need in times of disaster.
Thus, another category of information that has been aggregated and
widely used in disaster response is information on rescue needs; miss-
ing people; or food, water, and electricity scarcity. Researchers have
also highlighted social media’s communication functions, emphasizing
that information collection and sharing should be supplemented by
validation with traditional media sources to verify the reliability and
accuracy of social media data (see, e.g., Reuter and Kaufhold, 2018).

The Use of Social Media for Situational Awareness Can Be
Challenging

Despite the ongoing use of social media in such circumstances, effec-
tively using social media for situational awareness remains challenging.
For some agencies, such as the USCG, using response teams to monitor
social media feeds can be labor-intensive, potentially diverting critical
human resources from the response efforts themselves. Furthermore,
because of the sheer volume of social media posts, those monitoring
social media feeds can find it difficult to see all the relevant informa-
tion that is posted. There is not an established, consistent, and efficient
process for first responders to leverage perishable information that is
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readily available from social media sources. One of the greatest impedi-
ments is current U.S. Department of Homeland Security (DHS) policy
on the use of social media in response operations, which is very restric-
tive, primarily because of information security concerns and the overall
leadership risk tolerance of publicly accessible media (DHS, 2012). For
example, because of this low risk tolerance, many Coast Guard opera-
tions centers do not have access to the open internet.

There are also broader challenges to making use of social media
data. Large amounts of data can be gathered from social media, which
must be organized and processed, and frequently also integrated with
data from more-traditional or authoritative sources, such as environ-
mental sensors or satellite data. Organizations in charge of disaster
response may need to develop and manage specific data processing and
integration mechanisms.

Maintaining data quality is another such challenge (Beath et al.,
2012; Kiron, Prentice, and Ferguson, 2014). This includes, for instance,
reducing the uncertainty in social media content. It can be difficult to
identify and deal with inaccurate, misleading, or redundant data, espe-
cially in large volume. Identifying and dealing with shortcomings in
technological infrastructure also cannot be overlooked in that it can
fall outside the technological capacity of a given organization in charge;
an internet outage can completely impede the use of social media in
disasters. In addition to ensuring data quality, another challenge for
use of social media data in disaster response is to address ethical, legal,
and regulatory issues relating to privacy and data security, ownership
and security of data sharing, and accountability and responsibility for
monitoring online data (Marcellino et al., 2017).

Objective and Approach

An improved understanding of how social media access could be
helpful—and where it might not be helpful—could inform future
policy on social media in response operations. The aim of this proj-
ect was to contribute to DHS’s mission to ensure resilience to disas-
ters by helping DHS understand whether and how social media might
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be better leveraged to improve situational awareness during response
operations—specifically for the USCG, one of DHS’s component
agencies that performs response operations daily. These considerations
include the organizational constraints on using social media in this
way, such as identifying whether populations who do not use social
media might be left out or not covered by this capability or be miss-
ing out on a potentially valuable information mode that could be sys-
tematically leveraged to aid in response and recovery operations as a
secondary or redundant source, particularly when conventional means
become unavailable.

To address this overall aim, our specific objectives were to do the
following:

* Identify the social media aggregators and data extraction tools
currently used in disaster response operations.

* Understand how the tools are currently being used, including
what types of information users monitor with the tools and how
the tools fit into the command-and-control structure of response
operations.

* Identify challenges or gaps with the tools from the users” perspec-
tive.

To address these questions, we performed several types of analy-
ses. First, to examine the social media tools currently used to improve
situational awareness during disaster response operations, we con-
ducted interviews with stakeholders, such as representatives from DHS
and other national, state, and local organizations engaged in disaster
response. We also briefly reviewed academic literature on how social
media data have been used in the past to gather information that could
be relevant to situational awareness during response operations. To
identify current informational challenges in situational awareness in
DHS response operations, we reviewed after-action and lessons-learned
reports from recent USCG documents, such as mission analysis reports
(MARs).

Second, we conducted semistructured interviews with subject-
matter experts (SMEs) from the USCG involved in search-and-rescue
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(SAR) operations and from other government and nongovernment
agencies involved in disaster response. (The interview protocol can be
found in Appendix A.) FEMA’s National Response Framework Emer-
gency Support Function (ESF) provides the structure for interagency
coordination for a federal response to an incident (e.g., communication
or public health) (FEMA, 2019b). As a result, it provides useful back-
ground on the multitude of roles required for emergency response and
situational awareness, as well as indicating which agencies are involved.
For instance, it includes information on where the USCG might be
called on to play either a lead or support role. Armed with the ESF
information, we reached out to SMEs at federal and state agencies to
learn about how they were using social media in response operations.
In addition, we spoke with state, local, and private-sector partners to
identify areas in which the USCG could leverage external tools and
processes. Table 1.1 lists the agencies whose personnel we interviewed
and the number of people with whom we spoke from each agency. To
identify themes from the interviews, we used a data abstraction table
to identify whether agencies used similar social media platforms and
analytic tools, what methods they used for compiling and analyzing
information, and whether they found value added from using social
media data.

Table 1.1
Interviews with Emergency Response Subject-Matter Experts

People Monitors
Entity Interviewed Social Media?
Centers for Disease Control and Prevention 1 Yes
U.S. Department of Transportation (DOT) 1 Yes
Maryland Governor’s Office of Homeland Security 1 Yes
Association of Public-Safety Communications Officials 2 No
California Governor'’s Office of Emergency Services 2 Yes
Los Angeles Fire Department 1 Yes
Maryland National Guard 2 Yes

Team Rubicon 1 Yes
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Third, we analyzed SAR data from the Marine Information for
Safety and Law Enforcement (MISLE) database as an independent
source of evidence to help identify current challenges in USCG SAR
operations. We analyzed MISLE data from fiscal year (FY) 2012 to
FY 2018.

Organization of This Report

In Chapter Two, we discuss the ways in which social media are being
used in emergency response and disaster operations. Chapter Three
describes challenges that might constrain the USCG’s abilities to
advance its use of social media to aid in response operations. Finally,
Chapter Four suggests several recommendations to address these
challenges.

This report also includes two appendixes: Appendix A contains
the interview protocol we used, and Appendix B contains more detail
on the methods we used for the MISLE analyses.






CHAPTER TWO

How Are Social Media Being Used in Emergency
Response and Disaster Operations?

Smartphones and mobile applications (commonly referred to as apps)
could change the nature of how emergency response organizations gain
situational awareness during disasters, such as establishing and main-
taining communications. For instance, what information is available
from apps or social media? How might these communication channels
change the role of the command center as the hub of communications
and operations? How might smartphone and cellular communications
change overall SAR unit operations and the command center role?

In our interviews, local law enforcement personnel and other
emergency responders told us that they found value in social media.
These were groups that were equipped with appropriate tools, such as
the ability to reach platforms (e.g., Twitter, Facebook) on local worksta-
tions, and were encouraged to do so by upper leadership. Several cited
the influence of FEMA’s Emergency Management Institute, which
strongly advocated social media as a situational awareness enhancer.
Targeted searches of social media platforms were preferred over aggre-
gators, such as Sysomos, because of the need for greater speed and
accuracy than available tools provide.

This chapter discusses several ways in which public- and private-
sector organizations currently use social media to assist in emergency
response and disaster operations. In it, we describe common ways
in which disaster response agencies use social media for situational
awareness.
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Developing a Common Operating Picture of Ongoing Events
Crowdsourced data, such as from social media, can provide cost-
effective, real-time insight into ongoing incidents. Social media also
offers new opportunities for data collection—for instance, because of
local social media users, this information can also come from places
that were once hard to reach. Social media can also help evaluate
ongoing response operations in real time, such as identifying rumors
or misinformation, and increase awareness of citizen responses and
mobilization.

Response organizations have developed multiple ways to collect
such crowdsourced information. For instance, FEMA built a smart-
phone app with several data-collection functions that allow it to sup-
port situational awareness. The Disaster Reporter feature allows
FEMA to crowdsource photographs and descriptions of disaster areas.
In addition to supporting situational awareness, the FEMA app has
public affairs functions. It can be used to share emergency notifica-
tions, locate emergency shelters, and receive safety tips. In producing its
own crowdsourced mobile application, FEMA maintains control over
content. By amplifying its data with satellite imagery, it can passively
observe social media to strengthen situational awareness (e.g., learn-
ing about localized power outages). Similarly, the Virtual Port project
of the Port of Long Beach analyzes geolocated social media posts to
enhance domain awareness of the port complex, such as the region,
coastline, and critical infrastructure. In both situations, the passive
observation of social media allows the agency to collect information
without actively engaging social media users in a way that might vio-
late privacy or the agency’s social media policies. State departments
of homeland security similarly monitor social media posts in which
content (e.g., hashtags) or embedded location information suggest
their relevance for situational awareness at large public gatherings (e.g.,
parades or festivals). Although continuous monitoring of social media
activity can be prohibitively resource-intensive, social media can be a
useful asset for timely warnings in bounded instances, such as during
disasters.

Interviewees from public health agencies said that they use social
media to amplify their knowledge of emerging crises, with leadership
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briefed daily on these efforts. Manual searches and aggregator tools
are used to identify the public’s questions and concerns and, at times,
rumors and false information. An added benefit is the opportunity to
examine, in near-real time, how public messaging, either from social or
traditional media, is received.

According to an interviewee from Team Rubicon, a nongovern-
mental disaster response organization with a volunteer base that relies
heavily on military veterans, the organization has taken a manual
approach to analyzing social media information for situational aware-
ness. During disasters, Team Rubicon uses a Virtual Operations Sup-
port Team to monitor mass media and social media, such as follow-
ing known Twitter hashtags (Porter, 2018). It also uses crowdsourcing:
Remote volunteers scrape social media and compile information into a
shared database (e.g., posting in a dedicated social media thread).

Yet the lack of a common operating picture between ESF partners
was a recurring theme across our agency interviews, which suggested
that each agency develops its own social media monitoring policy and
shares the findings in an ad hoc manner. For example, DOT combines
Waze and Periscope feeds with Rand McNally mapping software to
determine the size of truck that could travel down an isolated road.
During emergency activations, DOT shares results at national and
regional response coordinating centers. Courses at FEMA’s Emergency
Management Institute have also been integral to agencies promoting
social media use and could be a forum to unify practices and policies.

Receiving Distress Calls and Calls for Aid
Social media can be used to receive messages (e.g., phone calls) and
posts about people in distress or areas in need of aid. As seen in the
2017 hurricane season, these can be either messages that people in dis-
tress, for example, send directly to the USCG or general postings about
a need for assistance, given the frequently public nature of social media.
The result is a two-way communication opportunity for organizations
to directly engage with those affected by disasters and to broadcast
messages to wider audiences as needed.

Yet none of the experts we interviewed felt comfortable receiv-
ing distress calls for aid over social media. Whereas many recognized
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the public’s growing use of social media, such as in previous emergen-
cies when other communication lines were unavailable, none felt that
they had the resources to receive, process, and respond to calls for aid
quickly enough. They did not have sufficient personnel to monitor
social media channels continuously or the technology to quickly aggre-
gate inquiries. Furthermore, each interviewee expressed concern about
possible erroneous reports. Although the 911 system routinely receives
false and incorrect reports,!' interviewees reported believing that such
false or incorrect reports could be more frequent in social media. To
deal with potentially inaccurate information, the Sacramento County
Office of Emergency Services has proposed a decision matrix that
incorporates social media into a traditional incident command system
hierarchy. This system permits validation and allows a variety of par-
ties, from public affairs officers to trained volunteers, to monitor and
transmit social media calls for support.

Facilitating Interagency Coordination
Awareness of other response activities is a critical component of main-
taining overall situational awareness during a disaster (Moroney et al.,
2013). In particular, this requires knowing what other response orga-
nizations are doing. The USCG at the Ports of Los Angeles and Long
Beach, for instance, uses social media for this type of situational
awareness. Increased awareness of other organizational response efforts
affords additional opportunities to coordinate among organizations.
Law enforcement and other agencies with public safety mandates
have used social media to educate themselves on response efforts and
to synchronize public affairs messages. Despite having a sophisticated
coordination protocol, interviewees cited the process of reviewing part-
ners social media pages as a quick way to learn about already-activated
emergency response. One interviewee reported that, regardless of other
infrastructure, the fastest way to learn about a local emergency was to
check the local Twitter feeds.

I Specific data are unavailable.



CHAPTER THREE

Current Challenges in Coast Guard Search-and-
Rescue Operations

In this chapter, we first discuss the USCG’s Guard’s SAR operations
and then examine some challenges that might constrain the USCG’s
abilities to advance its use of social media to aid in response operations.

Coast Guard Search-and-Rescue Operations

The USCG is the primary agency responsible for maritime, coastal,
and waterborne SAR operations that require a coordinated federal
response (DHS, 2016). It performs all operations necessary to locate,
rescue, and aid distressed people while coordinating with emergency
managers at the international, national, local, state, tribal, and terri-
torial levels. In noncrisis operations, the primary ways for mariners
to submit distress calls to the USCG are global maritime safety and
distress systems, digital selective calling (DSC), the National Distress
and Response System (very high—frequency [VHEF] radio), and cellu-
lar phone. Several of these systems are available only to large boats
and ships; captains of small boats are most likely to request assistance
through VHF radio or cellular phone. As of 2013, the USCG encour-
aged the use of VHF radio as the primary method of distress notifica-
tion (USCG, 2013). VHF radios allow for broadcast notification to
other boats in the area, for easy direction finding, and for mariners to
easily receive urgent broadcasts. However, VHF frequency modulation
(EM) range is limited to line of sight or to the VHF antenna heights of
the transmitting and receiving stations.
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The USCG is regarded as a world leader in SAR policy and opera-
tions. The SAR case sequence of events is initiated by a call for assis-
tance, which is usually a voice call over telephone or radio. The initial
notification is regarded as the critical point at which the first responder
or SAR mission coordinator (or both) attempts to ascertain from the
caller the nature of the distress, the degree of danger, location, the
vessel identification, the number of people affected, and what safety
equipment is available.

The commandant of the USCG has promulgated an instruction to
USCG forces detailing the USCG SAR mission coordinator Maritime
Assistance Decision Flow Chart to guide SAR operations and response
policy. This includes determining whether the SAR case is emergency
or nonemergency and what the most-appropriate actions are, given the
totality of the circumstances and risk of property damage, personal
injury, and loss of life. Current and forecast environmental conditions
on the scene, such as weather and sea conditions, heavily influence the
urgency of the response and overall safety risk for both first responders
and the mariners seeking assistance.

The evolving nature of communication technologies has created
both challenge and opportunity for success in the SAR mission. The
near ubiquity of cell phones, for instance, offers an invaluable direct
channel to those in distress. And given its widespread use, social media
could prove a rich resource for situational awareness of disaster con-
ditions. Yet ensuring cell phone accessibility or sifting through and
making sense of the constant stream of social media content requires
specific technical and organizational capabilities. SMEs with whom
we spoke suggested that the office of the USCG Assistant Com-
mandant for Capability—specifically, the Office of C4 [Command,
Control, Communication, and Computers] and Sensors Capabilities
(CG-761)—is interested in leveraging social media, but it is unsure
how much can be gained, whether cell signals can reach far enough
offshore, and whether sufficient funding is available to support new
tools. Interviewees from CG-761 indicated three roadblocks to change:
(1) As DHS increases its cybersecurity requirements, costs increase and
functionality and flexibility decrease; (2) current tools do not exist for
the formal or informal use of social media in command posts; and (3) a
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widespread cultural shift toward adopting social media would be nec-
essary for consistent utilization.

Requests for help have recently evolved from the radio to 911
calls. USCG responses to radio calls can use the Rescue 21 (R21) dis-
tress system, which has direction finders, whereas 911 operators some-
times receive amorphous and less-useful location information (USCG,
2013). Advanced technologies that provide global positioning system
(GPS) coordinates, such as DSC, are available, but they tend to be used
only by professional mariners. Although 911 operators are trained to
connect with the USCG as appropriate, such calls are hard to immedi-
ately locate on the water and frequently require triangulation. Further-
more, depending on the location, coordinating with 911 centers can be
difficult, such as in Sector Long Island Sound, where one region relies
on regional centers and another has separate centers in each municipal-
ity. In addition to distance from shore, interviewees warned, during
emergencies, such as natural disasters, cell signals can be unreliable and
government communications are prioritized. Those in need of help
might be unable to reach the USCG or other first responders. Further-
more, a lost mariner who cannot identify their position might be able
to use their GPS receiver to direct first responders and USCG person-
nel. The robustness of the 911 system is dependent on state and local
authorities, as well as local telecommunication providers. Each public
safety answering point can have a different level of technology. None of
these factors is within the control of the USCG or other first respond-
ers (Gallagher, 2018). Next-generation 911 using internet-based sys-
tems will allow people to text or send pictures to public safety answer-
ing points, but the rollout has been slow and inconsistent, particularly
while local governments await federal funding to support the rollout.

Changes in communication technologies and how they are used
will affect the USCG’s ability to perform the SAR mission. Under-
standing how specific communication technologies, including those
related to cell phones and social media and other platforms, might be
an area in which additional social media capabilities can help.
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Challenges in Coast Guard Search-and-Rescue Operations

Lack of Information on Offshore and Overwater Cell Phone
Coverage
An underlying challenge to the public’s increasing reliance on cell
phones is that they depend on service coverage over water. However,
there is currently no good source of information that details how far
offshore reliable cellular service is available. The Federal Communica-
tions Commission (FCC) leases cell tower space and provides maps of
Long-Term Evolution coverage for the lower 48 states, but it provides
no such coverage map for coastal areas or inland waterways (FCC,
2018). The USCG also lacks cell coverage maps because federal statute
requires that it maintain only VHF radio infrastructure for maritime
communication. One USCG interviewee mentioned asking FirstNet
with AT&T, a communication platform for first responders, for cell
coverage data. The interviewee said that FirstNet’s priority was to cover
land in the lower 48 states and that “supporting shore missions is not
part of [its] mission.” At the time of our research, we could find no fed-
eral agency with a mandate to provide overwater cell phone coverage.
As part of our analysis of MISLE data, we estimated the percent-
age of cases occurring in areas that might have cell coverage. To do this,
we mapped all cases using primary latitude and longitude and used the
notification type field (i.e., the method used to report the incident,
such as R21, VHF, or telephone) to indicate confirmed cases reported
by cell phone. Out of all SAR cases listed in MISLE from FY 2012
to FY 2018, roughly 12,500 (about 10 percent) were confirmed to be
reported through cell phone. Of the cases confirmed reported via cell
phone, roughly 77 percent had a primary location within 3 nautical
miles (nm) of shore; roughly 10 percent had a primary location 3 to
12 nm from shore; and roughly 2 percent had a primary location 12
to 24 nm from shore. This suggests that there might be places offshore
where cell service can persist until the edge of the customs contiguous
zone (24 nm offshore). However, MISLE does not indicate whether a
distress call came from someone on land worried about a vessel that
was eventually located in that zone or whether it came from within
that zone.
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Figure 3.1 shows FY 2018 cases around southern Florida, with
graduated shading showing the three distances from shore. Cases
reported by cell phone are darkly shaded, with small dots indicating
cases in which no lives were lost and larger circles indicating at least
one life lost. Cases reported by all other methods (e.g., R21, VHF)
are lightly shaded. In FY 2018, 257 cases were reported by cell phone
in USCG district (CGD) 7 (Miami), which represented about 8 per-
cent of all cases reported in the district. Of the cases reported by cell
phone, 3.9 percent included a fatality, compared with 2.8 percent of
cases reported by some other method.

Of all 3,001 SAR cases originating from CGD 7 in FY 2018,
roughly 60 percent were within 3 nm of shore, shown as the light gray
band labeled “State/federal concurrent jurisdiction” in the figure. This
district represents the lower end of the range: Overall, 83 percent of

Figure 3.1
Fiscal Year 2018 Search-and-Rescue Cases in Southern Florida

+ No lives lost;
cell notification
@ Lives lost;
cell notification

+ No lives lost; all other
notification types

O Lives lost; all other
notification types
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[ U.S. territorial waters
[0 U.S. customs contiguous zone

SOURCE: MISLE data.
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FY 2018 SAR cases nationwide were within 3 nm of shore. In each of
three districts (CGD 7, CGD 1, and CGD 13), more than 90 percent
of SAR cases were close to shore.

Figure 3.2 shows the trend over time in the percentage of SAR
cases that were closest to shore between FY 2012 and FY 2018. The
thickness of the line is proportional to the number of cases in the dis-
trict for each fiscal year. For all but two districts (7 and 14), more than
60 percent of cases were within 3 nm of shore. With so many cases so
close to shore, it is possible that many of them were within areas where
existing overland cellular infrastructure extended coverage overwater.

Figure 3.2
Search-and-Rescue Cases Within 3 Nautical Miles of Shore, by Federal Fiscal
Year and Originating District
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We were also interested in general patterns in how cases are
reported to the USCG. Tables 3.1 and 3.2 show the top ten methods
used to contact the USCG for SAR cases opened in district 7 (Miami,
Florida) (Table 3.1) and district 9 (Cleveland, Ohio) (Table 3.2) between

Table 3.1

Ten Methods Used Most to Contact the Coast Guard When a Case Was
Opened in the Miami, Florida, Originating District (District 7), Fiscal

Years 2012 Through 2018

Number of Cases, by Federal Fiscal Year

Notification Type 2012 2013 2014 2015 2016 2017 2018 All
Phone call
Any type to the USCG 1,170 1,297 1,338 1,259 869 924 929 7,786
Cellular to the USCG 515 447 460 437 232 172 247 2,510
911 or other 332 312 320 376 194 176 169 1,879
emergency number
R21 or VHF-FM Channel 16
Data 815 709 789 784 555 639 529 4,820
Voice 405 394 402 393 213 164 178 2,149
SAR satellite-aided tracking, 406 megahertz
Alone 444 361 387 314 180 174 139 1,999
With E-Solution 48 47 37 48 23 42 33 278
DSC VHF FM 81 83 46 44 36 32 45 367
Other notification 68 58 57 63 40 52 33 371
method
Unspecified 342 207 233 310 1,061 740 513 3,406
All 4,525 4,256 4,361 4,277 3,572 3,277 3,001 27,269

SOURCE: MISLE data.

NOTE: The numbers do not add up vertically because the “All” row represents all

cases in the district by fiscal year, whereas the rest of the table lists the number of
cases reported via the ten most-frequent notification methods. These ten methods
account for ~94% of cases in district 7 (Miami) (25,565 + 27,269) and ~96% of cases
in district 9 (Cleveland) (17,104 = 17,753) for FYs 2012-2018.
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Table 3.2

Ten Methods Most Used to Contact the Coast Guard When a Case Was
Opened in the Cleveland, Ohio, Originating District (District 9), Fiscal
Years 2012 Through 2018

Number of Cases, by Federal Fiscal Year

Notification Type 2012 2013 2014 2015 2016 2017 2018 All

Phone call
Any type to the USCG 1,266 1,090 1,142 1,298 1,195 1,066 1,068 8,125

Cellular phone call to 338 186 204 256 297 41 355 2,047
the USCG

911 or other 253 139 100 94 131 106 157 980
emergency number

R21 or VHF-FM Channel 16

Data 330 335 290 324 313 336 271 2,199
Voice 364 232 162 199 191 143 143 1,434
Waving arms or hand 57 33 24 27 30 21 16 208
signals
VHF-FM other than 32 12 14 8 10 7 1 94
Channel 16
Other notification 31 43 19 13 19 22 17 164
method
None (an assisting unit 35 14 18 24 20 33 16 160
saw distress)
Unspecified 242 141 121 131 335 360 363 1,693
All 3,062 2,323 2,159 2,474 2,610 2,596 2,529 17,753

SOURCE: MISLE data.

NOTE: The numbers do not add up vertically because the “All” row represents all
cases in the district by fiscal year, whereas the rest of the table lists the number of
cases reported via the ten most-frequent notification methods. These ten methods
account for ~94% of cases in district 7 (Miami) (25,565 + 27,269) and ~96% of cases
in district 9 (Cleveland) (17,104 = 17,753) for FYs 2012-2018.

FY 2012 and FY 2018. These two districts had the highest volumes of
SAR cases during this period, with 27,269 total cases in Miami and
17,753 total cases in Cleveland. Of all SAR cases in the Miami dis-
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trict between FY 2012 and FY 2018, 45 percent were reported via tele-
phone, cellular phone, or 911 call; in contrast, 26 percent were reported
via R21 or VHF radio. In Cleveland, 63 percent of cases came in by
telephone, cellular phone, or 911 call to the USCG; in contrast, only
20 percent of calls came through R21 or VHF radio.

In the two sectors with the most SAR cases, the most frequent
method of reporting distress was by telephone and not by the offi-
cial, federally mandated radio channels the USCG maintains. This
was true across the full period of interest and in each of the seven fiscal
years for which we had MISLE data; this indicates that the boating

public seems to prefer phone calls to radio calls when calling for help.

Lack of Access to the Distress Call Location

Several Coast Guard SMEs pointed to an inability to locate people in
distress as one challenge with which social media could help, noting
that they would talk to people who were using cell phones with GPS
capabilities but whose location the USCG could not determine. MARs
and analysis of MISLE data support the SMEs’ identification of the
problem. They identified two gaps in the MAR: connections with the
911 system and limitations with the R21 system. First, a significant
proportion of distress calls to which the USCG responds are indirectly
received from the 911 system. There is further supporting evidence
about the need for better location information from MISLE. In the
data we analyzed from FYs 2012 through 2018, about 40 percent of
notifications appear to have been from phones. Most of those likely
originated from cell phones, given general statistics about 911 calls
(around 80 percent of 911 calls are from cell phones) (National Emer-
gency Number Association, undated). We did not see significant trends
over time. A large portion of notification types are unknown, but, in
general, it seemed that, for the period we examined, the fraction of
all notifications that were radio- or phone-based remained relatively
steady.

The problem is that the USCG does not have the same technology
that the 911 call centers have. According to the SAR MAR (USCG,
2019), some sectors have outdated phone systems that do not display
cell phone location or caller identification. This means that, even if
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location information is generated when a 911 call comes in, the USCG
might not have access to that information. In an interview, USCG
SAR SME:s confirmed this to be an issue.

Second, the MARs identified the need to sustain the R21 system.
The report on SAR also discusses R21 downtime and the fact that
R21 does not always generate a location (USCG, 2019). Two measures
from the MISLE data—the number of sorties and sortie outcomes (i.e.,
failure to locate)—could suggest the difficulty of locating or concern
about the difficulty of locating. A larger number of sorties could simply
mean that a USCG ship was in the area—that is, this could mean that
a crew was close to the suspected location for the SAR case or that the
situation was determined to be high risk. The USCG commonly sends
multiple units to the location of a distressed mariner, which results in
multiple sorties. The USCG standard is to have some asset (including
state, local, or commercial assets or other mariners) on the scene within
two hours (U.S. Government Accountability Office, 2017).

A caller’s location might also be known at the time of the call
but shift with changing conditions. The USCG uses drift models to
predict the effect of wind and current on mariners’ locations, but these
models might not be accurate. We did not see large differences in
either of these two measures by notification type or distance from cell
tower, with an obvious exception. The rate of failure to locate is low for
direct visual notification methods—that is, if the notification was that
USCG personnel saw someone in distress, they can usually find the
distressed party. The implication is that failure to locate a mariner in
distress is associated with a potential loss of property, personal injury,
or loss of life. The causality likely goes both ways, but it presents at
least circumstantial evidence that having better or faster access to loca-
tion information could ultimately save property or lives.

Lack of Capabilities to Leverage Emerging Communication
Technology

Developing analytic capacity for social media data or other emerging
communication technologies requires a broad set of capabilities. These
include both technical requirements, such as tools and infrastructure,
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and organizational capacity—that is, creating the conditions that make
such analysis feasible.

Technical and Infrastructure Challenges

Emergency services and response organizations can be limited in terms
of both resources and technical infrastructure available to them. The
ESFs provide the structure for coordinating federal interagency sup-
port for a federal response to an incident. They are the mechanisms
for grouping functions most frequently used to provide federal support
to states and federal-to-federal support, both for declared disasters and
emergencies under the Stafford Act and for non—Stafford Act incidents
(FEMA, 2019a). We interviewed active and former representatives of
several of these agencies. After incidents in which authorities provided
updates via social media and members of the public attempted to use
social media to identify the suspects (like with the Boston Marathon
bombing), social media capabilities were no longer considered an
optional tool. Interviewees differed on whether social media was most
useful as a tool for data collection, public communication, or both.
There is promise in using automated systems, such as algorithms for
search terms, but it is possible that no system marketed to ESF partners
is sufficiently sensitive or fast, let alone within government budgets.
For example, one automated system took at least 24 hours to report
positive signals—too late to act on reported information. Furthermore,
automated systems cannot differentiate between relevant information
and sarcasm or jokes.

Nor has infrastructure caught up with the technology or need.
According to an interviewee, one agency purchased 20 months of
tweets to retroactively test whether it could monitor Twitter traffic
for themes, emerging issues, rumors, or misinformation. However, the
agency lacked the computing and human capacity to actually process
the information. Also, quickly identifying keywords for aggregators to
target is a time-consuming task that might not be feasible during an
emerging crisis. Analysis of image-based tools has been more event-
driven: Agencies do not have a way to systematically analyze imagery.

Social media were also used for investigative purposes, including
passive data collection and learning about specific people. Law enforce-
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ment agencies use aggregators, such as TweetDeck and Sysomos to
monitor large public gatherings and the risk of protest. Both USCG
documentation (USCG, 2013) and interviewees suggested that social
media enhance SAR, often providing pertinent information, such as
the make and model of a vessel, pictures of missing people, and pos-
sible routes.! Despite concerns about duplicate reporting, false events,
and nonemergencies, one emergency communication interviewee men-
tioned that the incidence of false social media reporting did not differ
from rates of false reporting via 911 calls. Thus, processing social media
data presents a significant challenge. Although large amounts of data
are available, they must be organized, analyzed, and sufficiently vali-
dated in order to be actionable.

Lack of Current Policies and Authorities on Coast Guard Use of
Social Media

Potential challenges that social media pose include legal issues that
relate to privacy, ownership, and data security, as well as accountabil-
ity and responsibility for using online data. This goes hand in hand
with the challenge of verifying the accuracy and reliability of social
media data and data quality in general. The USCG does not have a
specific process for using social media in response operations; this is
likely partly because of DHS’s restrictive policies on using social media
(DHS, 2012).

In comparison, the 2011 U.S. Army Social Media Handbook lays
out standards for soldiers and officers, as well as several case studies
(Office of the Chief of Public Affairs, 2011). Although many of its
examples remain relevant, it is important to note that social media use
rapidly evolving technologies and that many current tools and utilities
are not discussed in it. The handbook’s checklist for operations secu-
rity for official pages offers replicable guidelines for public affairs offi-
cers and metrics to measure message penetration. The Army recom-
mends that, in crises, one use social media to answer questions, share
information, and encourage observers to send information.

I Interviews with USCG SAR SMEs conducted between May and August 2019 (see Appen-
dix A for the interview protocol).
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Organizational and Cultural Challenges for Use of Social Media

For social media data to be used effectively for disaster response, an
organization’s staff, especially its leadership, need to understand, value,
and support such initiatives. A cultural bias toward relying on exist-
ing workflows or training could inhibit innovation and the adoption
of new tools. Several interviewees expressed concern about their social
media channels being used to propagate false information. Yet simply
reverting back to existing procedures, requiring the 911 system to vali-
date all calls, might not provide the desired validity. Frequently, 911
centers are recipients of disinformation, such as prank calls or swatting
(the false reporting of an emergency, where no emergency exists, to
public safety officials in order to provoke a response from special weap-
ons and tactics personnel) (911.gov, 2015).

To mitigate potential biases that render certain population groups
less visible, such as those who might not use social media, people who
staff response command centers need to be aware of changing demo-
graphics, communication styles, and evolving methods to reach popu-
lations where they are. Emergency response experts we interviewed said
that they envisioned future social media tools that could automatically
collect and identify useful indicators and their reach. As trust in tra-
ditional media erodes, agencies might struggle to communicate to the
public and ensure that their messages are heard. DHS established a
social media working group that has made recommendations on social
media messaging in disasters (DHS, 2018). For instance, using social
media as a public affairs tool, social media managers can frequently
publish updates to help promote transparency and control messaging,.
Information should be free of ambiguity and double-verified when pos-
sible. Central repositories of messages sent and received can be used to
monitor rumors, which can be disputed with links, images, or videos
from reputable sources (e.g., news agencies).






CHAPTER FOUR
Conclusion and Recommendations

With this report, we have aimed to explore the use of social media
in response operations—in particular, the extent to which existing
social media aggregation and information extraction tools can help to
improve situational awareness during response operations. In addition,
we have described current challenges that could constrain the USCG’s
ability to effectively use social media for response operations.

For decades, the USCG and other boaters have relied on com-
munication channels that are intended specifically for maritime safety
(e.g., R21). As such, these channels provide specific information that
can be used to locate mariners in distress. Yet we found that a sig-
nificant proportion of distress calls now come to the USCG through
other means, such as cell phones and, indirectly, from 911 calls. This
raises concerns about potential hindrances to the USCG’s SAR mis-
sion, including lack of location information, uncertainty about over-
water cell coverage, and lack of organizational capacity to collect and
analyze social media information.

Using these findings, we offer several recommendations that
could help inform the development of social media tools the USCG
could use in SAR operations and emergency first responder operations;
these include, for example, a tool that illustrates a common operat-
ing picture to visually locate assets and people in distress. Another use
of these recommendations would be to modify USCG guidance and
policies on the use of social media in response operations. The USCG
might be able to implement some of these recommendations directly;
implementing others will require working with partners.

27
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Recommendation 1: Develop Policies and Procedures to
Facilitate Sharing Cell Phone Distress Location Data with
the Coast Guard

Interviewees suggested that a significant proportion of distress calls
received and communications with mariners in distress do not include
location information, whether those are 911 calls from which location
information is not shared or direct calls made with cell phones. For
instance, the private use of land lines, or wire lines, will continue to
decrease as cell phone technology, affordability, and reliability improve
and as the public increasingly relies on cellular communications.! Yet
location information for those in distress is often not available, which
constrains the USCG’s ability to assist those in need. Developing pro-
cedures that enable people to share their GPS locations from their cell
phones when they are in distress could help to remedy this. In some
cases, these procedures can be as simple as emphasizing existing ways to
share locations. For instance, the USCG could highlight these methods
in existing outreach to the boating public. It could also develop proce-
dures for its operation centers that would run through these possibili-
ties with the caller, increasing the likelihood that the location could be
shared in some way. The USCG could also seek to accelerate imple-
mentation of next-generation 911 systems, which would receive mes-
sages by text, and could share these advances with other first respond-
ers (Gallagher, 2018).

Among several location-sharing options described in the rest
of this section are messaging and mapping options that the USCG
could implement; these rely on apps that people probably already have.
The other options—developing a dedicated app and developing a web
browser capability—should be considered for the longer term; they
would require some resources to implement. These solutions should
also seek to minimize bandwidth and power requirements. This could
require obtaining approval for software that enables text messaging

1 Calls for SAR assistance routinely originate from wire lines for overdue-mariner cases and

flare sightings; however, as more homeowners opt out of wire-line use, reporting via wire
lines will likely decrease commensurately.
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from computers so that the USCG could send messages to those who
have called needing assistance, access to websites to which the most-
common navigation apps (e.g., Google Maps) link so that USCG com-
mand centers could open links sent to it, and developing basic guides
that people in the command center could use to walk callers through
how to send locations.

Messaging Apps

Several widely used messaging apps, such as Facebook Messenger
(Facebook, undated) and Google Hangouts (Google, undated), enable
users to share their location with other users directly within the app.
Some apps allow users to share locations for a specified period of time,
thus enabling the USCG to see where a distressed party might have
moved (i.e., drifted) before they could be reached. In case of an emer-
gency, a user might have limited time or cell coverage, thus making it
more likely that they could use apps with which they were familiar. As
a result, if a device has these apps already, this type of location sharing
would be relatively straightforward. The downside is that these solu-
tions might require the USCG command center to have access to the
same app as the person in distress and be able to tell them where to
send the information. On the other hand, someone concerned about
privacy might have turned off location services for messaging apps.

Mapping Apps

Several popular mapping apps (e.g., Apple Maps, Google Maps, Waze)
allow a user to share a location to a messaging app or through text
message. This option could be useful for emergency response for a few
reasons. First, the adoption rate for map and navigation apps is high
(Panko, 2018). Second, because location can be shared via text message,
the USCG could ask the person needing assistance to reply to a text
message that it would send. And someone with a navigation app would
very likely have location services turned on for that app. However, this
option requires more steps than some of the other options. It should be
straightforward for those who have done it before, but it might be dif-
ficult for those unfamiliar with how to share their locations.
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A Dedicated App

The USCG could create a dedicated app to allow communications
with those in distress. With a well-designed app, sharing a location
could be very easy. This could seek to build on existing public-facing
response organization apps, such as the USCG recreational boating
safety app that a private foundation provided to the USCG and released
in 2015. The USCG’s app has large, red “emergency assistance” but-
tons on every view in the app. The app is intended to supplement—not
replace—a VHF radio, providing boating safety tips and an emergency
call button. When location services are enabled on the device and in
the app, pressing the button has the app contact the closest USCG
command center.

The existing app can be improved in several low-cost ways. First,
uptake has been poor. We did not obtain download numbers from
the USCG, but the USCG app has received approximately 5 percent
as many user reviews on app download stores as Sea Tow, a maritime
safety app that connects to a private marine assistance provider, has.
Furthermore, few marinas promote or recommend using the app. This
suggests low interest in the application. Second, the app’s functional-
ity could be improved. The user interface places the emergency call
button too close to other functions, increasing the likelihood of acci-
dentally requesting assistance. Recommendations from SMEs about
how to improve a dedicated app included allowing a permanent user
profile in which a mariner could describe their boat, easier ability to
log float plans, an option to share float plans with friends and family
and through social media, and improved access to marine support (e.g.,
emergency response, weather, tidal conditions). Promotion of the use of
the app could be propagated through Marine Transportation System
user outreach by the USCG Auxiliary during its boating safety schools;
through national and state safe-boating campaigns; and through ongo-
ing local USCG station engagements with maritime organizations, rec-
reational boating and fishing associations, and yachting communities.
Finally, the app could add social features similar to those in radio com-
munications, on which mariners can talk with the USCG and other
mariners. If a mariner is in a situation that is not immediately critical
(e.g., a disabled vessel), the mariner could use the app’s social features
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to communicate and potentially get assistance from other mariners or
commercial marine assistance companies, thus reducing the burden on
the USCG.

To identify the desired functionality, the USCG could review
other apps, such as Sea Tow, that have push-button capability to
request emergency and nonemergency support. However, devoting
resources to developing a dedicated app that bridges radio, voice, and
social media channels and that could facilitate distress calls might have
some downsides. Specifically, the adoption of limited-use apps can be
low in general, and the adoption rate for the USCG app appears to
be extremely low. Because the USCG would need to invest in initial
development and subsequent updates, the benefits might not justify
the needed resources. An alternative could be to work to connect with
other water-centric apps. Other water activities (e.g., surfing, kayaking,
rafting, paddleboarding) have apps that could allow or already have
an emergency feature, such as Paddle Logger’s Paddler in Trouble. A
final option to explore is the uptake of GPS-enabled, waterproof, and
sometimes cellular-capable wearables that could offer another avenue
to share one’s location.

Web Browsers

Allowing mariners to share locations through web browsers could be
the most universal and usable solution. The USCG could text a website
link to a mariner in distress. Clicking that link would open a browser
with a single button sharing the user’s location with the USCG. Doing
so might require more up-front investment and development than mes-
saging and mapping apps would, but it could require fewer resources

than a dedicated app would.

Recommendation 2: Ensure That an Organization
Assumes Responsibility for Understanding Cell Coverage
over Water

Cell phones have become crucial to the USCG SAR mission. Identi-

fying the means that people can and will use to share their location
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would be one way to help. Another way to help ensure that the USCG
is prepared for trends in how people communicate is ensuring that
cellular coverage is available over water. However, the USCG has no
responsibility or insight into what current cellular coverage is or what
long-term risks exist in relying on cellular phones for the SAR mission.

As a result, the USCG does not have reliable information about
the presence of cellular coverage over bodies of water, either to inform
its own missions or to share with mariners. The FCC has oversight
responsibility for cellular coverage in the United States, at least on
land. Whether this authority extends to water is unclear because cel-
lular coverage maps do not include areas over water. The USCG bears
responsibility for maintaining certain radio frequencies and systems a
certain distance from shore, but it does not appear that any organiza-
tion is specifically responsible for monitoring, overseeing, or advocat-
ing cellular coverage over water.

This lack of specific responsibility can have important implica-
tions for any missions that could depend on the availability of cellu-
lar communications. As next-generation (e.g., 5G) cellular networks
proliferate, there is no guarantee that cellular coverage over water will
improve if those networks focus their coverage areas on land. Moreover,
5G networks will have smaller cells, which could lead to less “spillover”
coverage over water.

The USCG could seek to directly collect coverage information by
conducting tests of cell phone signals at different distances from shore
at deployed assets. Filling in knowledge gaps in this manner would also
allow the USCG to tailor coverage maps that would cover regions that
were important to its mission.

The USCG should also consider advocating that it or another
organization be responsible for maintaining oversight of cellular cover-
age over water. Future analysis of overwater cellular coverage should
consider economic trade-offs between investments in cellular coverage
over U.S. territorial water and those in radio. For example, the USCG
could consider subsidizing cell phone companies to provide coverage
over bodies of water, similar to subsidies available to carriers for provid-
ing rural coverage.
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Recommendation 3: Identify Additional Uses of Social
Media for Other Coast Guard Missions

The USCG could seek to identify other missions for which social
media information could help increase maritime safety and security
and enhance environmental protection and response operations (e.g.,
reporting environmental hazards, such as oil spills). Although the pri-
mary focus of this research was the USCG’s response operations, the
findings and recommendations could hold benefits for other USCG
mission sets, such as prevention-oriented missions; for example, the
USCG’s prevention operations include marine safety (inspections,
investigations, and waterway management). Identifying additional
missions for which social media would be useful could help bolster
the case for investments in developing guidance and capabilities for
response operations. Social media capabilities could be useful in sup-
porting marine casualty investigations and civil investigations relating
to this regulatory mission, which the USCG considers a prevention
mission rather than response operations. Passive monitoring of social
media activity could help the USCG gain awareness of potential regu-
latory noncompliance or social interest in an event affecting maritime
safety or security (e.g., protests, facility strikes, large marine events).

Future Work

In this research, we explored ways in which social media are being
used to provide situational awareness in disaster response and sought to
identify potential challenges that the USCG might face in carrying out
such missions. We anticipate that further research on this topic could
benefit other DHS components that conduct response operations, such
as FEMA and the U.S. Secret Service. For instance, such additional
research could do the following:

* Inform new or modified policies on how DHS should use social
media aggregation or information extraction tools in response
operations.
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* Develop acquisition requirements for social media aggregation or
information extraction tools to aid in response operations.

* Examine the potential roles of social media in DHS operations
beyond response operations.

* Evaluate the current use of social media for information dissemi-
nation during response operations and whether such dissemina-
tion could be made more efficient or effective.



APPENDIX A
Interview Protocol

This appendix provides a copy of the interview protocol used in our
research.

Does your organization currently use information from social
media or monitor social media during response operations?
If organization does use social media, ask these questions:

* How is monitoring of social media done?

e What is the standard workflow for checking social media?

* How frequently do you check social media?

* Which social media platforms do you monitor?

* Do you have policies or structures in place to handle cybersecu-
rity risks?

* Do you have policies or structures in place to evaluate the qual-
ity of information to combat potential disinformation on social
media?

Do you currently use any tools to facilitate social media monitor-
ing (e.g., social media aggregators)?

IFyes

* Which tools are you using?
* What do you like about these tools?
e What gaps in functionality, if any, have you experienced?

35
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If no,
* Why not?

* Have you heard of tools that may be relevant to your mission?

What are they?

In what ways (if any) are your current methods for monitoring
social media working well?

* What metrics do you use to assess this?

In what ways (if any) are your current methods for monitoring
social media during response operations not working well?

e What metrics do you use to assess this?
If the organization does not use social media, ask these questions:

* Have you ever used social media in this way? If yes, why did you
stop?

* Why does your organization not monitor social media during
response operations? (Ask about barriers or relevance to mission
or particular use cases.)

* Have you heard of tools that may be relevant to your mission?

Are there other organizations similar to yours that you know do
use social media in this way?

Ask all:

What types of capabilities (if any) do you think would be useful

in a tool to monitor social media during response operations?



APPENDIX B

Analysis of Marine Information for Safety and
Law Enforcement Data

This appendix provides more detail on our analysis of MISLE data.

The Coast Guard’s Search-and-Rescue Workflow

Each time the USCG receives a distress call or is asked to render assis-
tance when someone or something is at risk of injury or loss, the USCG
opens a SAR case in the MISLE system (USCG, 2013). Generally,
SAR operations move through five stages: awareness, initial action,
planning, operation, and conclusion. During the awareness and initial
action stages, the USCG gathers and records details about the case,
such as the type of incident (e.g., person in water, vessel run aground),
estimated location, and method of notification (e.g., R21, telephone,
911). If the USCG deploys a resource (e.g., cutter, helicopter) to respond
to a case, it logs one sortie for each asset deployed in resolving the case.!
At the case’s conclusion, the USCG records the results of any sortie and
any information on loss of life and damage to property.

What We Did

We acquired one file per fiscal year for 2012 through 2018 of cases
recorded in the USCG MISLE system. We read each file into a data

I A sortie is an “[iindividual movement of a resource in conducting a search or rendering
assistance” (National SAR Committee, 2018, p. xlvi).
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frame, in which we filtered the data to consist of only SAR cases,
then cleaned and concatenated the data into one file for all years. We
exported the data into ArcGIS, in which we mapped all cases. To clas-
sify cases based on distance from shore, we used the buffer tool to
create three different-sized ranges from the boundaries of the United
States:2 3 nm, capturing cases that occurred within the area of state/
federal concurrent jurisdiction; 12 nm, capturing cases that occurred
within U.S. territorial waters; and 24 nm, capturing cases that occurred
within the U.S. customs contiguous zone.

Separately, we acquired a data set of locations of cellular towers
from the Homeland Infrastructure Foundation-Level Data project
(Homeland Infrastructure Foundation-Level Data, 2017), which we
overlaid in ArcGIS, along with the MISLE case data. Using the buffer
tool, we created a 20-mile radius around each tower location. We used
this to construct Figure 3.1 in Chapter Three, the map of SAR cases in
southern Florida in FY 2018. In addition to the base map, we included
three polygon layers (one to indicate each important zone surrounding
the shore) and created four separate point layers to show locations of
SAR cases: (1) those reported via cell phone in which lives were lost,
(2) those reported via cell phone in which no lives were lost, (3) those
reported via all other methods in which lives were lost, and (4) those
reported via all other methods in which no lives were lost.

Despite having access to the Homeland Infrastructure Foundation-
Level Data, we decided to remove cell tower buffer zones from the pub-
lished maps and analyses because we were unable to arrive at range
estimates based on a validated model from the scientific literature. Like
VHEF radio technology, cellular communication involves waves that
are part of the radio spectrum and require line of sight to transmit
a signal from tower to device. Because of this, cellular tower range
can vary based on surrounding terrain (e.g., hills, mountains, forests),
built infrastructure (e.g., height of tower, presence or absence of tall
or densely packed buildings), and weather (e.g., clouds, precipitation,
wind, shade). The FCC publishes a map of overland Long-Term Evolu-

tion coverage, but we were unable to find a shapefile to include in our

2 We included Alaska and Hawaii but excluded small barrier islands.
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analysis; we were also unable to locate any documentation of the model
the FCC uses to estimate tower range for that map.

What We Found

Overall, we found a total of 120,371 total cases from FYs 2012 through
2018. Of those, 81,740 (67.9 percent) occurred less than or equal
to 3 nm from the shore; an additional 13,963 were between 3 and
12 nm from shore; 4,244 were between 12 and 24 nm from shore;
and the remaining 20,424 cases were either missing a coded location
or occurred more than 24 nm from the shore. Around 84.5 percent of
cases were within 20 miles of a cell tower.

Of the total cases, roughly 10.3 percent (12,485 cases) were
confirmed to be reported to the USCG via cell phone; in addition,
31.2 percent of cases (37,567) were reported via telephone, but the data
did not distinguish between calls from cell phones and those from wire
lines. Table B.1 provides our findings.

Table B.1
Percentage of Calls Made from Cell Phones, by Originating Coast Guard
District and Year

Percentage of Calls

Total
District Cases 2012 2013 2014 2015 2016 2017 2018 All

7 27,269 11.5 10.7 10.7 10.4 6.6 5.4 8.6 9.4
9 17,753 11.5 8.3 9.5 10.4 11.5 16.4 14.7 11.9
1 15,819 4.6 6.3 11.0 9.7 5.3 6.5 5.9 7.0
1" 14,617 15.2 1.1 10.9 16.4 10.5 8.6 7.7 1.7
8 13,952 17.7 19.2 18.3 20.6 13.3 16.9 12.9 171
5 12,278 1.3 13.6 8.5 10.0 9.2 10.1 9.7 10.4
13 10,849  13.0 1.7 8.7 7.2 4.3 3.7 8.2 8.2
14 4,078 5.6 8.3 10.0 9.9 9.7 9.9 8.4 8.8

17 3,751 8.4 10.6 1.7 6.1 8.1 6.1 6.5 8.2
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ocial media can enhance situational awareness in
response operations, but using social media this

way poses challenges. The aim of this project was to

contribute to the U.S. Department of Homeland Security

(DHS) mission to ensure resilience to disasters by
helping DHS understand whether and how social media might be better
leveraged for such situational awareness. The primary focus of this
research was on U.S. Coast Guard (USCG) response operations. Using
several types of analyses, the researchers found that, for decades,
the USCG and other boaters have relied on communication channels
(e.g., Rescue 21) that are intended specifically for maritime safety. As a
result, these channels provide specific information that can be used to
locate mariners in distress. Yet the authors also found that a significant
proportion of distress calls now come to the USCG through other
means, such as cell phones and, indirectly, from 911 calls. This raises
concerns about potential hindrances to the USCG’s search-and-rescue
(SAR) mission, including lack of location information, uncertainty about
overwater cell coverage, and lack of organizational capacity to collect
and analyze social media information. With these findings, the authors
recommend that DHS develop policies and procedures to facilitate
sharing cell phone distress location data with the USCG, that the
USCG work to ensure that an organization—itself or another—assumes
responsibility for understanding cell coverage over water, and that the
USCG identify other missions for which social media information could
help increase maritime safety and security and enhance environmental

protection and response operations.
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