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Abstract—The National Insider Threat Center (NITC), part 

of the Software Engineering Institute’s CERT Division, has 

expanded the scope of insider threats to encompass workplace 

violence (WPV) risk including harm to self and/or others. With 

this change, we sought to establish a robust data collection and 

analysis process, like the one we developed for traditional 

insider threats, to facilitate empirical research in this domain 

and help produce reliable, high-fidelity findings and artifacts. 

This work presents our initial analysis and insight. We describe 

the data collection and analysis process and notate our 

preliminary artifacts such as a WPV incident chronology, we 

document initial steps for monitoring and measuring WPV 

indicators, and we discuss the related privacy, ethical, and legal 

considerations. We intend this work to catalyze the empirical 

investigation into the socio-technical problem of mitigating 

WPV risk. We find that this problem requires operational 

controls and buy-in from the human resources, personnel 

security, and legal units as well as from the information 

technology department and the insider threat program. 
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I. INTRODUCTION 

The National Insider Threat Center (NITC), part of the 
Software Engineering Institute’s CERT Division, has been 
researching and providing best practices for the prevention, 
detection, and mitigation of insider threat for over 17 years. 
Until recently, this work has focused on national security 
espionage, cyber sabotage, fraud, and theft of intellectual 
property. As the scope of insider threat has expanded, so too 
has our work. Our definition of insider threat [1] has recently 
expanded to align itself with the shifting government and 
industry definitions and includes harm to others and/or oneself 
within the organizational setting. As discussed below, 
protection of the workforce, a critical asset to the organization, 
is essential and often mandated. 

Several mandates, including the Executive Order (E.O.) 
15387 and Department of Defense (DoD) Workplace 
Violence Prevention and Response Policy Instruction 
1438.06, require that all U.S government and military entities 
and their contractors that employ persons who hold national 
security clearances maintain an insider threat program to 

protect against insider threats to critical assets. These critical 
assets may include facilities, mission, national security secrets 
and employees. The E.O. also established the National Insider 
Threat Task Force (NITTF), whose mission is to “deter, 
detect, and mitigate actions by employees who may represent 
a threat to national security by developing a national insider 
threat program with supporting policy, standards, guidance, 
and training” (The National Counterintelligence and Security 
Center). As part of that mission, NITTF identifies intervention 
in potential suicide and workplace violence incidents, as 
described below: 

It is critically important to recognize that an individual 
may have no malicious intent, but is in need of help. We have 
invested a tremendous amount in our national security 
workforce and it is in everyone’s interest to help someone who 
may feel he or she has no other option than to commit an 
egregious act – such as espionage, unauthorized disclosure, 
suicide, workplace violence, or sabotage. Intervention prior to 
the act can save an employee’s career, save lives, and protect 
national security information (NITTF Fact Sheet) [2]. 

Workplace violence can have serious detrimental 
consequences to critical infrastructure or any critical 
operational environment. For the purposes of this work we 
use OSHA’s definition of work place violence, “any physical 
assault, threatening behavior, or verbal abuse occurring in the 
work setting” [3]. These instances of WPV incidents include: 
shootings, stabbings, suicides, threats, and harassment. It is 
important to note that it is often difficult to ascertain if 
someone is a threat to themselves, others, or a combination,  as 
is frequently seen in murder-suicide incidents [4] . 

Despite the interest in preventing workplace violence in 
both the private and public sectors, there is a lack of technical 
controls and capabilities designed to prevent, detect, and 
mitigate workplace violence risk. Traditionally, technical 
insider threats such as IT sabotage, theft of intellectual 
property (IP), unauthorized disclosure, fraud, and espionage 
are monitored using User Activity Monitoring (UAM) and 
User-Entity Behavioral Analytics (UEBA/UBA) solutions. 
However, despite the volume of data these tools collect, most 
insider threat monitoring solution stacks are still in their 
infancy in terms of utilizing behavioral or non-traditional 
technical data sources such as human resource records. This 
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behavioral data is valuable for technical insider threats and 
essential for workplace violence threats, where the only 
manifestations of predicate indicators may be behavioral [5]. 
It is pivotal for the research community to investigate the 
threats of intended physical harm by employees and report on 
findings related to actionable controls to facilitate incident 
planning and mitigation strategies. Our goal is to address this 
issue by incorporating, aggregating, and codifying known 
precursors of workplace violence. 

We began the project by identifying and evaluating 
literature spanning threat assessment, psychology, clinical 
assessments tools, military standards and reporting, and 
epidemiology. We identified specific indicators within the 
research related to harm to others (potential homicidality) and 
harm to self (self-injurious behaviors or suicide). We further 
identified indicators that were associated with both 
homicidality and suicidality. Once we identified primary 
indicators, they we structured them into a factor tree [6]. This 
factor tree in turn informed both a high-level, hierarchical 
representation of these indicators, called the Pathway to Harm, 
and the development of threat scenarios. After indicators were 
integrated into the pathway, we identified discrete 
manifestations of each indicator and paired them with both 
associated data sources and implementation guidance. We also 
identified which indicators may pose challenges in 
implementation due to regulatory and privacy concerns. 

We begin by discussing the relevant literature on 
suicidality and homicidality, referencing specific assessment 
tools and studies that informed our development of indicators 
and models. Next, in developing the factor tree, we 
complement this research with incident analysis of 26 cases of 
workplace violence. Using both the established literature and 
case analysis, we developed the Pathway to Harm model (see 
Figure 1), a hierarchical depiction of indicators associated with 
homicidality and/or suicidality. In generating threat scenarios, 
we discuss a proposed typology for conceptualizing a subset of 
threats on the spectrum of homicidality to suicidality. 

We then describe technical and socio-technical considerations 
for indicator development and implementation. We examine 
the limitations of this work given our focus on simulated data. 
We lastly propose future work that includes testing of 
indicators and insider threat tools in a virtual network-based 
simulation environment housed in the CERT NITC. 

II. RELATED RESEARCH 

The review of the literature spanning a multi-disciplinary field 
gave us a fuller understanding of what the indicators of 
suicidal ideation and intent are as well as indicators of targeted 
or intended violence. Indicators included both the Columbia- 
Suicide Severity Risk Scale (C-SSRS) [7] for suicidality, the 
Macarthur Violence Risk Assessment Study [8], and the 
Workplace and Violence Risk Assessment (WAVR-21) [9]for 
workplace violence as well as many other works referenced in 
the Department of Defense Suicide Event Report (DoDSER) 
[10] and Army STARRS work on behavioral based predictors 
of workplace violence [10]. 

The difference between clinical and technical tools, when 
attempting to detect if an individual is at risk, is that the latter 
requires the monitoring of technical or cyber systems to gather 
information, rather than an in-person assessment where one 
would gather information directly from the individual and 
require consultation with a mental health professional. Insider 
threat programs should consult their legal, civil rights, and 
behavioral health teams when determining monitoring and 
follow-up protocols. 

There has been a great deal of research on textual analysis 
of social media posts [11] [12] [13]. Linguistic analysis is a 
powerful tool that can augment the capability of insider threat 
detection tools and will be discussed further in the Future 
Research section of this paper. However, due to the breadth of 
this research, we decided to focus strictly on behavioral 
indicators. 

 
III. INCIDENT ANALYSIS [12] 

A. Data Collection 

We reviewed 26 coworker-on-coworker workplace violence 
incidents that took place between 1986 and June 2017. The 
incidents selected were chosen based on the overall impact of 
the incident (in terms of victim count) and availability of 
information on the subject. In every incident, the perpetrator 
was a current or former employee targeting an employing 
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Figure 1: Workplace Violence Timeline 



Figure 2: WPV Factor Tree 

B. Factor Tree 

In the analysis of our collected cases, 
we identified many contributing 
factors that were relevant to different 
case types. In our attempt to 
construct models of various aspects 
and causal components of workplace 
violence and suicidality, we 
organized the contributing factors 
into a factor tree to present the 
relationships and categorize 
dependent factor types [6] 

This factor tree, presented in Error! 
Reference source not  found., shows 
how in analyzing the contributing 
major and minor factors and the 
dependencies between the variables, 
we identified five major categories of 
contributing factors: Personal 
Predispositions, Stressors, Ideation, 
Call to Action, and Planning and 
Preparation. We will describe these in 
detail in the Chronology section. 

 

 
organization and/or its employees. 1 Figure 1 places these 
incidents together on a timeline. In the incidents on the top of 
the timeline, the insider-perpetrator committed suicide. These 
incidents include the perpetrator in the fatality total.2 

Nearly two-thirds (65.4%) of perpetrators identified 
committed suicide after killing coworkers. Four additional 
perpetrators (15.4%) were killed in confrontations with police 
during the incident, which may or may not have been the result 
of attempts to commit “suicide by cop.” Half (50.0%) of all of 
the perpetrators were former employees at the time of the 
incident.3 

We chose not to study or quantify specific workplace  
suicide-only incidents. Considering that not all workplace 
suicides are reported in the public media, we were concerned 
that any incidents that were reported would not be 
representative or have sufficient information. 4 Instead, we 
focused on indicators identified in the relevant literature and 
the frequency of suicide within the sample of workplace 
homicide incidents. 

 

 
 

1 The San Bernardino, CA incident is the only one in which 

the primary perpetrator, a current employee, had an 

accomplice. 
2 For the Atlanta, GA and Goleta, CA incidents, the number 

of victims does not include additional fatalities unrelated to 

the workplace. In both of these incidents, the perpetrator 

killed individual(s) prior to committing work-related 

homicides. 
3 In the Henderson, KY incident, the perpetrator returned to 

attack their coworkers immediately after being removed 

C.Chronology 

In evaluating the factor tree, we observed the temporal 

pattern of the major categories. Upon evaluating the factor 

tree, we found the identified classes align with the related 

literature in the Pathway to Violence [14] and Critical 

Pathway [15] [16]work. Those models capture the temporal 

observations and factors that contribute to an individual 

escalating towards harm or violence. The chronology serves 

as a temporal taxonomy. 

 
In the same vein, we took the factor tree categories and 

chronologically arranged them to formulate the Chronology 
of Harm presented in Error! Reference source not found.. 

 
 

The Factor Tree represent potential risk indicators of WPV 
and are not meant to be visible in this diagram. 

 

D. Pathway to Harm 

The Pathway to Harm was developed utilizing the Critical 
Pathway to Insider Risk [15] [16], which was developed at the 

 
from the premises. It was unclear whether or not the 

perpetrator had actually been terminated. Similarly, in the 

Minneapolis, MN incident, the perpetrator was aware that 

they would be told that they were going to lose their job. 

For that reason, the perpetrator brought a firearm to enact 

revenge against their supervisor and other coworkers. 
4 Suicides tended to be reported in conjunction with 

coworker-on-coworker violence. 



CERT NITC in collaboration with Dr. Eric Shaw. The Critical 
Pathway was not developed to specifically address issues of 
workplace violence or suicidality, so we combined that 
pathway with a well-known pathway for the progression of 
violence called the Pathway to Violence [14]. To further build 
our Pathway to Harm, we also utilized Meloy et. al’s [17] 
warning behaviors for potential workplace violence. Finally, 
we overlaid indicators of self-harm that were not cross-over 
indicators with indicators of violence. In compilation, these 

Figure 3: Pathway to Harm with Scenario Mapping 
 

 
indicators provided the ability to group high-level indicators 

to develop the Pathway to Harm. The Pathway to Harm is not 
all inclusive; however, it provides an ability to observe the 
potential progression of imminence in an insider’s actions. 

The Pathway to Harm is broken into six categories that 
range in imminence from left to right. As with other pathways, 
there can be escalation and de-escalation, and progression 
does not predict an intended act of violence. Personal 
predispositions, or things that might predispose someone to 
suicidal and/or homicidal ideations, are compounded by 
stressors such as divorce, death of a loved one, issues in the 
workplace, and conflicts with friends, family, or coworkers. 
As someone progresses down the pathway, they may have 
ideations, or thoughts that begin to formulate, that they may 
be able to utilize harm to self and/or others to mitigate their 
feelings of unease. This is referred to the “Could Do” stage of 
the pathway. The tipping point to potential action occurs in 
what we refer to as the “Call to Action” or “Would Do” stage, 
where one decides that action to mitigate their situation is 
necessary. During the “call to action” phase, more significant 
changes in behavior and thoughts may occur and may be 
detectable on some level by coworkers. The final stage prior to 
the act of intended harm is a preparatory stage, during which 
one may prepare for death by selling belongs, saying goodbye 
to loved ones, and writing wills or manifestos. Leakage 
behavior, one of Meloy et. al’s [17] warning behaviors, occurs 
when someone communicates to a third party their intent to 
harm a target. This communication is not always forthright; 
however, it often occurs via technological means, which 
enables it to be detected via insider threat detection tools. 
Finally, if one moves to the final phase of the pathway, 
imminent harm is to be expected and may take the form of 
harm to others and/or oneself. 

Figure 3 presents two distinct scenarios of a workplace 

violence event. Scenario 1 (red line) begins with an individual 

with a history of aggression or violence (e.g., domestic 

violence arrest). The subject is then exposed to personal stress 

(e.g., bankruptcy) and begins to express characteristics of 

ideation, such as dramatic changes in personality or behavior 

and expressed grievances. Internal stress and issues begin to 

manifest outwardly in the ideation phase, revealing 

observable markers that are more identifiable. If the ideation 

advances, the subject typically moves through a “Call to 

Action” phase where they decide to carry out harmful 

behavior. This is the tipping point were intervention can take 

place before the individual further escalates and begins 

planning the activity. The subject in Scenario 1 conducts 

probing and breaching activities, such as testing rules to see 

what the subject can get away with doing. The Scenario 1 

subject then prepares for death as part of the plan before 

committing the actual act of violence. 

Scenario 2 (orange line) presents a different hypothetical, 

where the subject with a history of previous self-harm and a 

hostile attributional style is exposed to interpersonal stress, 

which cascades into several manifestations of ideation, 

proceeds to probing and breaching activity, and concludes 

with prior leakage behavior (i.e., incidental disclosure of 

intended harm) before the final violent act. 

These two example narratives of workplace violence 

unfold across a chronology of indicators, illustrating that 

there are known preceding observables that can be identified 

as precursors of violent behavior. These observables present 

opportunities for risk prevention safeguards to impede the 

escalation and prevent the negative outcomes from occurring. 

IV. PRACTICAL FINDINGS 

For our findings, we wanted to operationalize our analysis 
into actionable techniques that can be used to create deterrents 
to prevent workplace violence activity or detection controls to 
identify early warning indications. This process draws upon 
existing work in the insider threat domain of developing 
indicators, planning a monitoring and measurement process, 
and implementing controls to prevent, detect, and respond to 
the malicious activity. There are many data sources for the 
monitoring of employee behavior, performance, and risk in the 
workplace. The Chronology of Harm led to the development 
of indicators, which include methods for monitoring and 
measurement. Indicators are observable events that are 
associated with a potential increased risk. Indicators are 
measurable, actionable, and imperfect, particularly when 
assessing risk employees pose to themselves or others, due to 
the social and kinetic nature of these phenomena. Not all 
indicators are useful or reliable, and a process should be in 
place to evaluate the performance of indicators related to 
measurement objectives. 

In this section, we will present a subset of the indicators 
that we identified in our analysis, discuss considerations for 
incorporating such indicators into a monitoring program, and 
detail how implementation could be operationalized. 

We aim for this discussion to facilitate appropriate and 
valuable monitoring approaches to aid prevention and 



detection of employee workplace violence and self-injurious 
behaviors. (We will briefly discuss the limitations of these 
approaches in Don’t Forget Counsel Considerations). 
Implementation of these approaches should be made at the 
discretion of the organization and based on current workforce 
needs. 

 

A. Indicators 

Indicators facilitate monitoring or assessing features that may 
amplify the threat of harmful activity. Indicators are made 
measurable by monitoring various manifestations—predicate 
observable expressions of an activity associated with a risk 
event (e.g., domestic violence arrest record or frequently 
visiting a darknet market website on a company workstation). 
Manifestations can describe the different representations of an 
indicator, which can be visible through different media such as 
technical-only data sources (web proxy logs), behavioral- only 
data sources (background checks), or technical- behavioral 
data sources such as electronic communications data (e.g., 
email records). 

Measuring indicators facilitates the collection of evidence, 
which, when analyzed in accordance with other information, 
can produce actionable intelligence on the strength of a 
particular risk metric. 

1) Development 

We organized our indicator development through a 

factor tree model to describe indicative markers, using a 

chronological perspective as an incident would unfold. The 

categories of indicators include Predispositions, Stressors, 

Ideation, Call to Action, Planning & Preparation, and 

Intended Violence. For every indicator in each category, we 

elaborated potential manifestations, data sources that can be 

used for monitoring and measurement, and implementation 

details to describe a general specification of how to 

configure generic tools to collect the data. Due to the 

sensitivity of this topic, we will only disclose a brief 

example from our findings. 

a) Example Potential Risk Indicators 

Table 1 shows the potential risk indicators of workplace 

violence we have identified. 

Table 1: Potential Risk Indicators 

 

 performance 
review 

 

Increased 

Alcohol Usage 

Coming to work 

drunk or severely 
hung over 

HR Records 

Concerning Web Attempted visits Web Proxy Logs 
Searches to restricted 

 sites, visits to 
 darknet sites 

 

This table is only a sample of the indicators identified in this 

extensive research. 

 

2) Justification 

Indicators have great impact on high-fidelity risk 

assessment and employee privacy, so they should be 

developed and supported by empirical evidence that 

describes why a specific feature is associated as precursors 

to a risk scenario. This justification should present 

supporting evidence connecting the indicators, and their 

manifestations, to identified attributes of the risk model in 

question—workplace violence in this application. This is 

particularly true of indicators that relate to potential mental 

health concerns, which are bound by the Health Insurance 

Portability and Accountability Act (HIPAA). Documenting 

this connection both helps to prevent “bad science” related 

to spurious relationships or heuristic biases and helps to 

protect organizations worried about infringing on employee 

privacy. 

B. Monitor & Measure 

To monitor and measure indicator strength, we identify the 
associated data sources that can be used to see the indicator 
observables. We also identify an appropriate analytical 
technique that can process the data to generate high-fidelity 
alerts. We can describe this process of monitoring and 
measuring indicator strength as a quadruple statement: 

<indicator><observable><data source><analytical technique> 

We began this mapping process in Table 1, documenting 
the indicator, observables, and associated data sources. These 
relationships are typically one-to-many between indicators 
and between associated implementation techniques to 
monitoring and measurement. 

 

C. Controls 

Controls are the preventive, detective, and mitigation 

safeguards that decrease risk. For workplace violence risk, 

these controls span technical, behavioral, and administrative 

data sources and functions. After identifying indicators and 

associated monitoring and measurement techniques, 

controls can be implemented. In the following section we 

briefly present examples of technical, physical, and 

administrative controls relative to prevention, detection, and 

mitigation functions. 
Table 2: Workplace Violence Controls 

 

 Technical Physical Administrative 

Indicator Observables Data Source 

History of 
Violence 

Battery/assault 
arrest records 

Criminal 
Records Check 

Legal Problems Bankruptcy, 

serious 

indebtedness 

Background 

Check 

Loss of 
Significant Other 

Change in 
status/name 

HR Records 

Conflicts with 
Supervisor or 
Co-workers 

HR complaints HR Records 

Potential/Actual 

Loss of 
Employment 

Demotion, 

temporary 
suspension, poor 

HR Records 

 



 

Prevention Indicator 

Monitoring 

Process to 

Identify 

Precursors, 

Sentiment/ 

Emotion 

Text 

Analytic 

Process, 
Access 
Control 

Metal 

detectors, 

turnstiles, 

CCV 

cameras 

Employee 

Conduct Policy, 

Acceptable Use 

Policies, EAP 

Programs, 

Training and 

Awareness 

Programs, 

Positive 

Incentives 

Programs 

Detection Indicator 

Monitoring 

to Identify 

Precursors 

at the 

“Tipping 

Point”, 

Access 
Control 

Alarm 

systems 

Anonymous 

Reporting 

Mitigation Access 

Control 

Safe 

rooms, 

bullet- 

resistant 
glass 

Crisis 

Counseling, 

Coordination 

with Law 
Enforcement 

 
a) Prevention is the preferred means of dealing with 

incidents of employee intended harm. Organizational 

preventative actions may include implementing positive 

incentives [18] within the organization and providing 

Employee Assistance Programs (EAP) for further employee 

support. 

b) Detection of these types of threats can occur in 

several different ways and when taken in combination pose 

the strongest defense. Detection may come from anonymous 

reporting, human resources, and technical means. 

c) Mitigation occurs when the organization has 

processes in place that facilitate intervention. Behavioral 

threats may require organizations to include behavioral 

specialists in their mitigation teams and require close 

coordination with local law enforcement. 

 
 

D. Don’t Forget Counsel Considerations 

In 1998, the Supreme Court ruled in Faragher v. City of Boca 

Raton and Burlington Industries v. Ellerth that employers are 

liable for the discriminatory actions taken by their 

employees. Both cases cited Title VII of the Civil Rights Act 

of 1964, which states that employers cannot discriminate 

against any individual based on race, color, religion, sex, or 

national origin. The most important component of these 

decisions is that employers are still liable for supervisor 

misconduct even if they did not or could not know about the 

misconduct. The term for this responsibility is vicarious 

liability. Employers are more likely to be held liable when 

supervisors or managers (i.e., those employees that can cause 

employee actions against another employee) are perpetrating 

the harassment. Though these cases specifically involved 

workplace sexual harassment, the issue of vicarious liability 

could similarly apply to incidents that escalate to other forms 

of violence. What remains unclear is an employer’s 

responsibility to employees whom they have reason to 

believe are suicidal. 

No one indicator is definitive evidence of a threat or a 

particular kind of threat. Some of the personal predispositions 

(i.e., criminal history) and stressors associated with harm to 

self or targeted violence may also be associated with technical 

insider threat. Likewise, indicators for harm to self and others 

are in many cases shared [4] . Organizations should consider 

their own risk appetite or tolerance for both technical insider 

threat and workplace violence, which require documented 

policies and procedures for escalating from analysis to 

intervention. In Error! Reference source not found. we 

illustrate the risk environment any organization faces and 

several use cases for consideration. 

Warning behaviors and indicators of violent offenses 

could appear hours, days, months, or even years in advance. 

Indicators may exist or appear across data sources, technical 

tools, and observations by co-workers or supervisors. 

Organizations should be aware of external stressors that may 

impact employees. It is essential to note that the existence of 

personal predispositions, stressors, and even ideations is not 

necessarily a reason to deem someone inappropriate for an 

employment position. If ideation is known, it is suggested 

that further evaluation takes place with appropriate staff. 

 

V. FUTURE WORK 

Future plans for this work include coding and expanding the 

incident corpus of WPV cases, simulating WPV and 

scenarios in a testbed to evaluate the performance of tools 

for monitoring and measuring WPV indicators, and 

developing more efficacious safeguards to prevent, detect, 

and mitigate WPV risk. 
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