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Safety Critical Embedded Software
System Challenge

'

Architecture Centric Virtual Integration
Practice with AADL

Embedded Software System Qualification
and Assurance
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Model Based Engineering (MBE)

Modeling and Simulation have been around for a long time

Continuous and discrete state modeling, verification and code
generation of detailed design (Mathworks Simulink, ANSYS

SCADE)
Software modeling through UML with limited semantics

Early system modeling with SySML | . ] IBM &
Foundational concept 8 o
is exactly nght

Our MBE Focus
Safety-Critical Software Systems

with stringent Safety, Security,
and Performance Requirements

[ Generate any neaded
documentation from
the model repository
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The Safety Critical Embedded Software System
Challenge
Problem:

Software increasingly dominates safety and mission critical
system development cost.

80% of issues discovered post unit test.

Solution: Early discovery of system level issues through virtual
Integration and incremental analytical assurance.

Approach:

International standard based technology matured into practice
through pilot projects and industry initiatives.

Open source research prototyping platform continually enhances
analysis, verification, and generation capabilities.

[ Reduced Defect Leakage through Early Analytical Assurance is Critical ]
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We Rely on Software for Safe System Operation

Quantas Airbus A330-300 Forced to make Emergency
Landing - 36 Injured

o by htbw on Oct-7-08 1:48pn
“rom. soyawannaknow.blogspot.com

i L:‘J Email

Thirty-six passengers and créw were injured, some seriously,
in @ mid-air drama that forced a Qantas jetliner to make an
emergency landing, the Australian carrier and police said on
Tuesday.

The terrifying incident saw the Airbus A330-300 issue a
mayday call when it suddenly changed altitude during a flight
from Singapore to Perth, Qantas said.

ustralian [ranspo afefy Bureau caid yesterday. |He alfcralt droppe
650 feet within seconds, slamming passengers and crew into the cahin
ceiling, b i i ritral,

Embedded software systems
introduce a new class of problems
not addressed by traditional
system safety analysis

- This appears to be a unique event,"” the

Toulaus T T O [ 5 |arge st

E

- FAA says software problem with

aircraft, issued a telex late yesterday to airlines th Boeing 7878 COllld be CataStI'OphiC

fitted with the same air-data computer. The advisd
minimizing the risk in the unlikely event of a similar] By Dan Catchpole

W' @dcatchpole

software problem with Boeing 787

advanced jetliners losing electrical power in

The Federal Aviation Administration says a

[i] The Buzz: Hipster's dilemma

Dreamliners could lead to one of the 1] Boeing & aerospace news

[1] Aerospace blog

flight, which could lead to loss of control.

The FAA notified operators of the airplane Friday that if a 787 is powered continuously for

248 days, the plane will automatically shut down its alternating current (AC) electrical power.
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Importance of System and Embedded Software
System Co-Engineering

Two Crashes In Five Months New control system to compensate
What's Wrong with Boeing's 737 Max 8? for bad engineering decision

Boelng's new alrplane has only been around for two years and already two 737 Max 8s have crashed, killing
346 people. The disasters may be attributable to a design flaw that emerged when engineers began cutting
corners.

One of the reasons the Leap engine is so economical is because its air intake has

an enormous diameter: 198 centimeters (6.5 feet). While the long-legged Airbus

MCAS control system fights flight
control system and is sensitive to
bad sensor input

Boeing's Max 8 is short, limiting ground clearance under the wings. The engine
simply doesn't fit.

‘Pressed to come up with a solution, Boeing's star engineers came up with the idea

of shortening the engine mount structure, which fastens the heavy engines to the The jet’s nose is repeatedly pushed down

The new anti-stall system on the Boeing 737 MAX forced the nose of Lion Alr [T610 down 26 times
In 10 minutes before the pilots lost cantrol and the plane dived into the sea

altering the aircraft's flight mechanics. As a result, the Max 8 tended to

g Pilots Jorcing mose up
dangerously raise its nose. Under certain circumstances - rare and extreme, to be | |- Piotnose up commands T T
< 2 Nose pitch ion
sure, yet possible nonetheless — there was a greater chance of the plane stalling phch pock B e WO,
i Antistoll system forcing mose down Q4
and even crashing. MCAS nose down commands BB ; R
wm ! oy
. 1 - y : - Control colisun PAifot's control codumn shakes
Boeing engineers, in turn, came up with another makeshift solution. They e >
rof colume force
developed a software that would work in the background. As soon as the nose of - ,,wm\,«,«,\mw.wwmw}
et~ =\ PAESAN TraC S v
the aircraft pointed upward too steeply, the system would automatically activate ey Right : = SIS R
Moty depioy flaps
e tailplane and bring the aircraft back to a safe cruising plane. The pilots wouldn Flaps Pilots retroct flops )~ oMot retract flaps
Altitude
- T - = = N i — —— -—
ven notice the software's intervention — at least that was the idea. In fact, Boeing =] PO T e ol e
idn't even consider it necessary to inform pilots about the newfangled MCAS, or . ' .
"Maneuvering Characteristics Augmentation System." Sources: Indonesian safety rogutators, blact box Jgh recarder data MAKK NOWLIN / THE SEATTLE TIMES
_ Architecture-Centric Virtual Integration Practice [DISTRIBUTION STATEMENT A] This material
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Problem: Growth in Complexity and Late Error Discovery in
Cyber Physical Systems is Driving Affordability

Estimated Onboard Software Lines of

Cyber Physical Systems, especially Aviation s oroectsatmte | COHE (SLOC) Growth
Systems, are reaching a software affordability at 27.SMSLOC |
affordability limit, impacting the amount of 18
new functionality we can integrate. 8 ,
\ ‘®
g 16
Q
Software as % of total system development cost ¢ |
1997:45% =+ 2010: 66% =—» 2024:88% & . \/I
10 Syvtemn Arehytacture Virgwal Mmiegration
. e A3008; 4 6K ; A Commercial Aviation
Post unit test software rework currently . | industry Consortium
~50% of total system development cost e 1o W 2w w3
High-level Design Calendar Year System Integration
RFP Response Checks
High-level Req's Changes Target
. . . . Req’s in RFP POR CDR Completion
This represents a significant opportunity for | 1 : | ’ 1

cost reduction and functional enhancement R e
by discovering issues early through virtual
integration and analysis of embedded

software system models and synthesis of
implementation from verified models.

revealed

NIST Manning report 8.3, Mhe Zoawornic (mpects of vevhouote Mfrartructass for
Saftwore Testing, Nay 2052
O Gabe, Saftwore Queity Asruravce. Frove Theary to fmplarentotion,
Pascion &ddsse-Weswy | 1006
B.W. Baahen, Softwove Englewering Lronanves, Prentics Hadl (1041)
NCOSE Sywamu Dngineenng Mancbaok, Verslas 3,12, 20111

F35 generated software had integration problems

Requirements Design Code Unit Test item Test  System Test Acceptance Test
_ Architecture-Centric Virtual Integration Practice [DISTRIBUTION STATEMENT A] This mate
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Technical Challenges in Safety-Critical

Embedded Software Systems AADL Semantics

. Address the Challenges
System Engineer Physical Plant

System Hazards Characteristics

0 System * Control
Under

Control Engineer .
Measurement units

Boolean, integer, real,
vs data abstraction

System User/Environment

_ - System
Control Time-sensitive z
Processing Q =
(o)
Operator Error I =
o
. . :
Compute @ Runtime Application &
: Software <
Platform Architecture )
o
S
I-éard.ware Virtualization & Concurrency & ®
neineer Redundancy Communication
Embedded SW System Engineer
Why do system level failures still Embedded software systems have become a
occur despite best safety practices? major safety and cyber security risk
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Safety Critical Embedded Software
System Challenge

Architecture Centric Virtual Integration
Practice with AADL

Embedded Software System Qualification
and Assurance
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Architecture Analysis & Design Language (AADL) Standard
Targets Embedded Software Systems

‘The Physical System  command

| . & Control
= A

Alrcraft, Car, Train

Platform Component

Physical Interface Deployed on
Utilizes

ALSOSPACE VEMICLE SYSTEMS SN TITUTL

-» SAVe

SAE International
AS 5506 Standard Suite

Standards provide
long-term industry-wide
solutions to support
multi-organization
model-based engineering

ol tteg

In 2008 Aerospace industry initiative
chose AADL over SysML and other
notations as it specifically addresses
embedded software systems

Architecture-Centric Virtual Integration Practice [DISTRIBUTION STATEMENT A] This material
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http://www.sae.org/
http://www.sae.org/

SA& nternational AADL Standard Suite (AS-5506 series)
Core AADL language standard [V1 2004, V2 2012, V2.2 2017]

- Focused on embedded software system modeling, analysis, and generation

- Strongly typed language with well-defined semantics for execution of threads, processes
on partitions and processor, sampled/queued communication, modes, end to end flows

- Textual and graphical notation

- Revision V3 in progress: interface composition, system configuration, binding, type system
unification

Standardized AADL Annex Extensions

* Error Model language for safety, reliability, security analysis [2006, 2015]

* ARINC653 extension for partitioned architectures [2011, 2015]

* Behavior Specification Language for modes and interaction behavior [2011, 2017]
* Data Modeling extension for interfacing with data models (UML, ASN.1, ...) [2011]
* AADL Runtime System & Code Generation [2006, 2015]

AADL Annexes in Progress

* Network Specification Annex

* Cyber Security Annex

* FACE Annex

* Requirements Definition and Assurance Annex
* Synchronous System Specification Annex
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Analysis of System Properties via Architecture Model
A Contribution to Single Source of Truth

Change of Encryption from
128 bit to 256 bit One change drives multiple
Availability

_ system issues
Integrity

Confidentiality

RESOURCE ﬁ SAFETY &
CONSUMPTION / RELIABILITY

Bandwidth
CPU Time
Power Consumption

Hazard Analysis
FMEA
FTA

MTRF
Potential New
Hazard

Higher CPU
Demand

MODEL
SAE AS5506 AADL

Single Source of Truth
Across Analysis Models

, REAL-TIME
PERFORMANCE Affects Temporal
Increased Deadlock/ Starvation Correctness
Latency
Latency Execution Time,/ Deadline Temporal Correctness
Data Precision/ Accuracy
Confidence
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Latency and Jitter Contributors

Control System Engineering View
Processing latency
Sampling latency

Physical signal latency

Software System Latency Contributors

Execution time variation: algorithm, use of cache
Processor speed

Resource contention

Preemption

Legacy & shared variable communication

Rate group optimization

Protocol specific communication delay
Partitioned architecture

Migration of functionality

Fault tolerance mechanisms

System Engineer Control Engineer

Operational

Environment
System “ Control
Under System
Control

Impact of Scheduler Choice

on Controller Stability i
A. Cervin, Lund U. 2 e

CCACSD 2006 —

Flow Use Scenario through Subsystem Architecture

Command

I PC1(60H2)
,."'Nav o ‘—‘ omm
pC2 500 —PCTB0Hz

Processing + ransfer
Independent ciock par

Latency = Pariton hops +
processar

Multiple rates and
Pocessors with
Indepandent clocks
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Demonstrations of Effectiveness in use of ACVIP
with AADL

Finding Problems Early (AMRDEC/SEI)
e  Summary: 6 Week Virtual Integration on CH47 using AADL
e  Result: Identified 20 major integration issues early

e Benefit: Avoided 12-month delay on 24-month program CH47 Chinook
] e o Commercial Aircraft Industry Addresses Embedded Software System Challenge
ome "";:5 « Summary: Industry Consortium Matures Virtual System Integration
-] ® * Result: Proof of virtual integration concept in 2008-09 led to ten year maturation
& =) commitment
- — System Architecture ] ] ) . .
_— ) Virtual Integration - Benefit: ROI study with $2B savings on $10B aircraft through 33% early detection

Transforming procurement (Joint Multi-Role)

/"k‘ D L e  Summary: Industry/DoD mission system architecture

demonstrations using ACVIP
e  Result: Pre-integration fault identification
e Benefit: 10X reduction integration test cost

m High Assurance Cyber
D PA Military Systems (HACMS)

Jl'l
'FECH DEMO

Improving System Security (DARPA / AFRL)
* AADL applied to Unmanned Aerial Vehicles &

Autonomous Truck B
* Result: AADL models enforced security policies and ..' (=]
were used to auto build the system .

Benefit: Combined with formal methods verification,

prevented security intrusion by a red team Unmanned Quadcopter ~ TARDEC Autonomous Truck

Unmanned Little Bird

Architecture-Centric Virtual Integration Practice
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Virtual Integration & Assurance of Safety-
Critical Systems

Integration

Research &
Development

1998: SEl first to
research Virtual

2015-16: Lifecycle assurance

2006-current: AADL and safety analysis based on virtual prototyping

|
2015: AADL in auto code generation
2005-current: Line-funding/ I
sponsored work: ACVIP, based 2016-17: AADL in security policy

on AADL/OSATE workbench enforcement

T —

4+
o
(]
O
=
o
(9]
Y—
o
Y—
o
o
—
[«

2015-current: Virtual Integration in Best

2010-12: Apache Upgrade: System Safety Practice (SAE ARP 4761)

Virtual Upgrade and Reliability

2006-current: Army pilots Validation

ACVIP
(e.g., CH-47F)

—

2004: With SEI technical
leadership, AADL
standard published

—

2015-18: Virtual Prototyping Future

. . . ) Vertical Lift acquisition
2008: International consortium of aircraft makers and suppliers

chooses AADL, OSATE for Virtual Integration initiative

—

Looking Ahead:

Common Safety
and Security
Assurance
Approach

AADL & Virtual
Integration
Reflected in Other
Standards & Best
Practices

JMR and Future
Vertical Lift
Program use of
AADL

1998

2006 2009 2012 2015

AADL= Architecture Analysis & Design Language; OSATE = Open Source AADL Tool Environment; JMR = Joint Multi-Role
ACVIP = Architecture Centric Virtual Integration Practice

———:‘_; Software Engineering Institute
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Safety Critical Embedded Software
System Challenge

Architecture Centric Virtual Integration
Practice with AADL

' Embedded Software System Qualification
and Assurance

Architecture-Centric Virtual Integration Practice
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Assurance & Qualification Improvement Strategy

Assurance: Sufficient evidence that a system
implementation meets system requirements

2010 SEI Study for AMRDEC
Aviation Engineering Directorate

Architecture-led Require 2cture-centric Virtual Static Analysis &
Specification tem Integration Compositional Verificatibn

=

: MMM Repository MMM Op¢-rational &
Requirements il S ieeles
Function ‘ Architecture ‘
Behavior Model
Model
5 ak OCER Performance
\ System Anayysis
Implementation Re liab
9 etyl
configuration j alysis

g

' Data-Driven
High Leverage
Cost Effective
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Assurance & Qualification Improvement Strategy

Assurance: Sufficient evidence that a system implementation meets system requirements

Architecture4{d Architecturecentric Static Analysis & Increlpental Assuranch
Requireme Virtual System Compositiohal Pjans & Cases
Specificatic Integration Verificatic throughout Life Cycle

Model
— Repository
M!ESIGII Operational &
Requirements : i
_ : Architecture failure modes
Function Behavior e
Performance e
Resource, Timing
Component & Performance
Survivability MOdEis Analysis
Requirements
Reliability .Safety System Reliability,
Security Implementation Safety, Security

Analysis

System
configuration

Architecture-centric Virtual System Integration (ACVIP)
Incremental Lifecycle Assurance (ALISA)

2010 SEI Study for AMRDEC Aviation Engineering Directorate
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Achieving Affordability Throughout the Lifecycle

Focus on Embedded
Software System

Costs to Fix

Sustainment _J

S—

Development and Integration

Unverified
Components

H Planning Acquisition Architecture Software Integration Testing, Monitoring & Remediation

: Strategy : Development : Validation User Experience

: :  and

: : : Verification

: Requirements : : Deployment and Operations

freereeernneceenaeneaennannnannaannnaas | BN S dinsssssssssssssssesssssssassssssssnss
1 |

Needed Improvements:
(including malware)

optimization and trust

* Automated code analysis and repair
* Human-machine safety, performance

» Mission assurance — quantified by
analytics and architecture

B Requirements [ Development and Integration Deployment and Operations [ Sustainment

“£= Software Engineering Institute | Carnegie Mellon

Unlmty with AADL Nov 2018
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Benefits of Virtual System Integration &
Continuous Lifecycle Assurance

Requirements ) Architecture ' ) - Acceptance
Engineering €7 |validation Modeling Cr D Test
Analysis &
Generation
< >
System ) stem arge i System
Design 7. | Architecture j;?x- Test |

Valightion

Reduced Cost through Early Discovery

> Integration
Test

Architectural {7}
Design

Component
Software
Design

Build the Code , WY Ar=s Assure the
SYStem Development (1 2 Test System

Increased Confidence through Continuous Verification And Testing
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Systems Design & Challenges with Computing Systems Integration

Systems Design

 Involves multiple engineering
disciplines

+ Each requires different
languages/tools/methods

* Most functionality deployed in
software

» Software V&V does not begin until
integration

Vehicle specs

Design Challenges

« Maintaining consistency across
design elements (units, data,
messages, etc.)

* Inability to detect emergent side Vehicle systems design
affects of limited resources, timing,

Hardware systems design .
Consistency?

scheduling Resources?
 Predicting interaction of Timing? )

requirements change during 5;2‘:\23:3%

development & sustainment Safety?'

Cybersecurity?
Certification?

» Qualifying and certifying the system

Integrated Cyber Physical
System

The growth in system complexity is being partially addressed by various MBSE tools and methods,
but there remains challenges in integration and qualification of integration with software
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DoD Digital Engineering Strategy:
ACVIP as Key for Cyber Physical Systems

Big Data & Human-Machine Computing Digital

Analytics Interface Technologies Manufacturing
{ Cognitive Data Physics-Based £~ - ‘

Technologies Visualization / Models ’ G\

L

Focus on Engineering

nt, ) ' Physical Systems
€, . &

Digital
Twin

Emerging *
Technologies

Artificial
Intelligence

3D Printing

DEVELOPMENT OPERATIONS
N

suRance |
| Cyber Physical Systems
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Summary

Safety Critical Embedded Software Systems are facing
exponential growth in software development cost exceeding
70% of total system development cost

ACVIP is a set of technologies and practices that specifically
have been designed to provide early detection and
continuous verification throughout the life cycle

ACVIP is a key contributor to the DoD Digital Engineering
Strategy
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