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About This Appendix

This appendix accompanies the RAND report Russia’s Hostile Measures: Combating Russian
Gray Zone Aggression Against NATO in the Contact, Blunt, and Surge Layers of Competition and
an additional appendix that presents a historical review of Soviet-era hostile measures. Both
are available online at www.rand.org/t/RR2539. Here, we present findings from our analyses
of the five gray zone case studies of Russian hostile measures that were briefly summarized in
the report. Each case study includes a chronology of Russia’s use of hostile measures, a review
of their implementation and reactions at the local and international levels, and an analysis of
their success. However, we begin with an overview of our case-study approach, including how
we selected the cases and our use of process tracing and the limits of that approach.

Case-Study Approach

These case studies offer comprehensive narratives that provide insights into how and why
Russia used specific hostile measures, as well as how it combines or sequences these measures
in situations of crisis to further its strategic and political objectives. To achieve a sufficient level
of depth, we relied on a small-z case-study method, whose benefits were summarized by Ste-

phen Biddle as follows:

Small-7 case method permits the depth of analysis needed to characterize variables . . . that
have not heretofore been included in large-» datasets. It also allows detailed process tracing
to help distinguish real causation from mere coincidence. This depth of detail, however,
makes it impossible to consider more than a handful of cases.!

While the small-z approach does not offer significant opportunity for quantitative
analyses, we combined this approach with process tracing to increase the value of our results
and to lay the foundation for further empirical research.

Case-Study Selection

The small-z case-study comparison makes case selection particularly difficult. The limited
number of cases gives each considerable weight, and deciding to exclude one case or another
could have important consequences for the observations made—as well as the conclusions

1 Stephen Biddle, Military Power: Explaining Victory and Defeat in Modern Battle, Princeton, N.J.: Princeton University

Press, 2004, p. 10.
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derived from them.? Cases must also be similar enough to allow for comparison but sufficiently
different to provide varied observations and findings that are not self-evident. Ragin, Berg-
Schlosser, and de Meur advised that “a maximum heterogeneity for a minimum number of
cases should be achieved.” This insight guided our selection process.

We defined a case study as any instance of Russia using a combination of measures in or
against a specific country to achieve geopolitical objectives without crossing the line into major
conventional or nuclear confrontation.* Such measures may have been employed gradually
over an extended period, representing a form of “hostile-measures steady state” for the target
country, while others may have happened in response to a specific crisis. Recognizing, however,
that our definition would encompass an inordinate number of potential cases, we scoped the
universe of cases in the following ways:

* confined to post-Soviet Russia to help characterize contemporary behavior
* climinated cases of Russian influence when risks of war were exceptionally limited.

We also gave preference to cases that could provide some variety with regard to the
country on the receiving end of Russian hostile measures:

* Geographic proximity to Russia: Building from our historical analysis, we assumed a Russian
focus on near states. Therefore, these states would offer the most intense application of
hostile measures.

* Presence of Russian minorities: We assumed that this factor would affect Russia’s ability to
employ some hostile measures (e.g., political influence, cultural or religious influence).

* North Atlantic Treaty Organization (NATO) membership: We assumed that this factor
would influence Russia’s cost-benefit calculations when it considered employing hostile
measures. NATO membership makes Russia’s use of hostile measures potentially more
costly.

* Frozen conflict: A frozen conflict is one that has gone on for many years without resolution
and without offering prospects for near-term resolution. We assumed that this factor
would provide Russia with an automatic means of leverage in the afflicted country.

o U.S. strategic interest: We assumed that U.S. strategic interest in a particular country
would influence Russia’s cost and risk calculations when employing hostile measures:
Perceptions of costs and risks would rise along with perceived U.S. strategic interest in
the targeted state.

Table B.1 presents an overview of our case selection criteria. These various profiles reflect
different opportunities for and constraints on Russian hostile measures and the approaches
that the target country and its allies could use to counter them.

2 Charles C. Ragin, Dirk Berg-Schlosser, and Gisele de Meur, “Political Methodology: Qualitative Methods,” in Robert
E. Goodin and Hans-Dieter Klingemann, eds., A New Handbook of Political Science, New York: Oxford University Press,
1996, p. 752.

3 Ragin, Berg-Schlosser, and de Meur, 1996, p. 752.

4 Asdefined by Ben Connable, Jason H. Campbell, and Dan Madden, Stretching and Exploiting Thresholds for High-Order
War: How Russia, China, and Iran Are Eroding American Influence Using Time-Tested Measures Short of War, Santa Monica,
Calif.: RAND Corporation, RR-1003-A, 2016, p. 1.
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Table B.1
Selection of Cases

Differences

Contiguous to Presence of

Russia/Former  Russian Minority NATO Frozen High U.S.
Cases Soviet Republic? Population? Member? Conflict?  Strategic Interest?
Moldova (1992-2016) Yes Yes No Yes No
Georgia (2004-2012) Yes Yes No Yes Yes
Estonia (2006-2007) Yes Yes Yes No Yes
Ukraine (2014-2016) Yes Yes No No Yes
Turkey (2015-2016) No No Yes No Yes

Case-Study Structure

Researchers Alexander L. George and Timothy ]. McKeown state that small-z case studies
should follow a “structured-focused comparison” method, which requires “collecting data on
the same variables across units.” Accordingly, our five case studies share a similar structure to
facilitate comparison and to highlight variations in Russia’s relative success—or lack thereof—
in using similar hostile measures in different situations.

The case studies begin with a background section that outlines the situation that Russia
was trying to change and its objectives in doing so. Each section follows a similar pattern:
(1) a description of hostile measures and how they were implemented, (2) local and interna-
tional responses to the hostile measures, and (3) Russia’s success in using hostile measures
identified (based on our understanding of what Russian intentions might have been). Each
case study concludes with a timeline summarizing the hostile measures employed and the key
events that triggered their use, as well as an assessment of Russia’s overall success and the suc-
cess of local and international countermeasures.

Process Tracing: Its Use and Limitations

Ideally, the cases would have enough similarities to allow replicable findings on Russian hos-
tile-measures tactics. To that end, we traced the emergence of Russian hostile measures in
the context of the cases, tracked the duration of their use (from one instance to a period of
months or years), and mapped these events in the individual case timelines. This mapping is
one component of the method known as process tracing, which political scientist David Collier
described as a “systematic examination of diagnostic evidence selected and analyzed in light
of research questions and hypotheses posed by the investigator.™ The limitations of a small-»
study prevented us from deriving empirical findings from this tracing: Five cases are insuf-
ficient to show empirical evidence of a pattern or patterns. Instead, we discuss our findings
as they apply to these five cases specifically. With this caveat, we argue that process tracing

> Quoted in Gary King, Robert O. Keohane, and Sidney Verba, Designing Social Inquiry: Scientific Inference in Qualitative
Research, Princeton, N.J.: Princeton University Press, 1994, p. 45.

6 David Collier, “Understanding Process Tracing,” Political Science and Politics, Vol. 44, No. 4, 2011, p. 823.
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remains useful in highlighting potential patterns, informing analysis, and setting a baseline for
future case studies. Analyses of a larger set of cases of Russian hostile measures using a similar
approach would likely be able to adopt the process tracing method more completely.

Assessing the Success and Failure of Russian Hostile Measures
in the Five Cases

In Chapter Three of the accompanying report, we presented subject-matter expert ratings of
Russia’s relative tactical and strategic success or failure in each case. Like the ratings presented
in the report, the conclusions about success or failure presented in this appendix draw on a
Western perspective rather than a Russian perspective. Hence, it is possible that Russian leaders
(or other Western analysts) would come to different conclusions about Russian motivations
and levels of success in each of these cases.

After presenting the five case studies, we conclude this appendix with a summary of
the findings and conclusions from the set of cases. A more holistic analysis, accompanied by
findings drawn from the aggregate of our historical, case-specific, and contextual research, can
be found in the accompanying main report, available at www.rand.org/t/RR2539.
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Moldova (1992-2016)

Moldova is a small, landlocked country wedged between Romania and Ukraine that has long
occupied an important geostrategic position (see Figure B.1). The Russian Empire, which
acquired the region from the Ottoman Empire in 1792, saw it as the defense line for its south-
western border and implemented a policy of Russification in Moldova that continued through
the Soviet era.! Moldova’s eastern region of Transnistria declared its independence in Septem-
ber 1990. The Moldovan leadership refused to recognize the claim, and the country declared
its own independence a year later. Still, Russia’s 14th Army, which had been stationed in Mol-
dova, made no move to leave the country.?

Moldova’s independence sparked a brief war in 1992 between Moldovan and separatist
Transnistrian forces, with Russia intervening militarily on Transnistria’s side. The conflict
concluded with a ceasefire and the establishment of a “security zone” policed by a tripartite
peacekeeping force of Russian, Transnistrian, and Moldovan personnel. As of 2016, the self-
proclaimed Transnistrian Moldovan Republic functioned as a quasi-autonomous state with
its own government, parliament, military, police, legislative body, currency, central bank, and
postal system, albeit without international recognition.? The dispute is still widely considered
a “frozen conflict,” alongside other unresolved military and political stalemates in the region,
such as South Ossetia and Abkhazia in Georgia and Nagorno-Karabakh in Azerbaijan.

Since the fall of the Soviet Union and Moldova’s subsequent independence, Russia’s
objectives have been to maintain Russian influence and prevent the former Soviet republic
from taking a pro—EU course and cooperating too closely with the North Atlantic Treaty
Organization (NATO). Toward these ends, Russia has used a variety of hostile measures.*
First and foremost, Russia’s continued military presence in the frozen conflict over Transnistria
allows it to threaten Moldova with internal destabilization and possibly permanent territorial
fragmentation. Beyond Transnistria, Moscow can count on other sources of leverage because
Moldova is highly dependent on Russia as an export market for its agricultural products, a

I Olga Savceac, “Transnistria-Moldova Conflict,” Inventory of Conflict and Environment Case Study No. 182,

Washington, D.C.: American University, May 2006.
2 Savceac, 2006.

3 Florent Parmentier, “Moldova,” in David Cadier, ed., The Geapolitics of Eurasian Economic Integration, London School
of Economics IDEAS Report, 2014, p. 50; Jens Malling, “The Value of a Frozen Conflict,” Le Monde Diplomatique,
March 2015.

4 Jim Nichol, Russian Political, Economic, and Security Issues and U.S. Interests, Washington, D.C.: Congressional Research
Service, RL34618, March 31, 2014, p. 48.
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Figure B.1
Map of Moldova
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major source of foreign investment in Moldova, a job market for Moldovan workers, and a
provider of energy—particularly gas, which is needed to operate Moldovan electricity plants.>

Military Pressure and Frozen Conflict

Content and Implementation
Russia maintains a force of approximately 2,000 personnel in Transnistria.¢ The 14th Army,
which had been present since the Soviet era, was eventually replaced by the Operational Group
of Russian Forces. Approximately 400-500 Russian peacekeepers have also been stationed in
Transnistria since 1992. As a result, Transnistria has been described as a “Russian-garrisoned
exclave.””

The Russian military presence in Transnistria remains open-ended. At the 1999 Istanbul
Summit of the Organization for Security and Co-operation in Europe (OSCE), Russia agreed
to withdraw its military forces by 2002, but Vladimir Putin, then prime minister, decided to

5 Kamil Calus, “Russian Sanctions Against Moldova: Minor Effects, Major Potential,” Warsaw, Poland: Center for East-
ern Studies, November 6, 2014.

¢ Malling, 2015.

7" Vladimir Socor, “Dmitry Rogozin Appointed Special Presidential Representative for Transnistria,” Eurasia Daily Moni-
tor, Vol. 9, No. 59, March 23, 2012.
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make withdrawal contingent on the conflict’s resolution.® Russia has, at times, also hinted at
the possibility that its military involvement might increase rather than decrease.’

Local and International Reactions

Moldova has repeatedly asked Russia to withdraw the Operational Group of Russian Forces
from Transnistria, but to no avail. Russia’s presence and interests in the region are, to some
extent, recognized internationally because it plays a mediator role, along with Ukraine and the
OSCE, in the “5+2” negotiation process on the status of Transnistria.'

Level of Success

Russia’s stationing of military forces in Transnistria has been a key tool in allowing it to main-
tain influence in Moldova. As a result of its military involvement, Russia helped Transnistria
keep up its status as a breakaway region and maintain a low-level threat of internal destabi-
lization and division in Moldova. In September 2013, for instance, Russian Deputy Prime
Minister Dmitry Rogozin warned Moldova that signing onto the Association Agreement with
the European Union might lead it to lose Transnistria.!’ Paradoxically, however, Transnistria’s
independence or its absorption by Russia would cause Russia to lose this leverage in Moldova.
As a result, Russia has not tried to annex Transnistria despite repeated appeals from the Trans-
nistrian population.'? Prolonging the status quo in Transnistria also prevents Moldova from
joining NATO anytime soon, since existing members of the alliance might be wary of being
dragged into a military confrontation with Russia if this frozen conflict happened to thaw.!3
One analyst compared the recent conflict in Ukraine’s eastern region of Donbas to the Trans-
nistrian situation: In both cases, Russia is promoting a federal structure that would give the
regions under its control more influence on national decisions.' A federalization of Moldova
would also give Transnistria de facto veto power on further rapprochement between Moldova
and the EU and would leave open the possibility—not unpopular in the country—of moving
instead toward the Eurasian Economic Union."

8 OSCE, Istanbul Document 1999, January 2000, p. 50; Nichol, 2014, p. 48; International Crisis Group, Moldova’s Uncer-
tain Future, Europe Report No. 175, August 17, 20006, p. 12.

9 According to one 2012 report,

Through what were probably calculated media leaks, Russia has . . . raised the possibility of deploying a radar station in
Transnistria to counter the Romania-based US elements of the Anti-Ballistic Missile shield. And there have been reports
that the Russian peacekeeping force could establish a military base in Transnistria. (Nicu Popescu and Leonid Litra, 7rans-

nistria: A Bottom-Up Solution, London: European Council on Foreign Relations, September 2012, p. 5)

10 Thijs process also involves Moldova and Transnistria as parties, as well as the United States and the European Union as
observers.

1 Rogozin was also Putin’s special envoy on Transnistria and co-chairs the Russia-Moldova Inter-Governmental Economic
Cooperation Commission on behalf of Russia (Vladimir Socor, “Rogozin Threatens Moldova with Sanctions Over Associa-
tion Agreement with the European Union,” Eurasia Daily Monitor, Vol. 10, No. 155, September 4, 2013).

12 Neil Buckley, “Transnistria Shapes Up as Next Ukraine-Russia Flashpoint,” Financial Times, June 3, 2015; Malling,
2015; Popescu and Litra, 2012, pp. 4-5.

13 Malling, 2015.

14 Sergiy Gerasymchuk, “Frozen Conflict in Moldova’s Transnistria: A Fitting Analogy to Ukraine’s Hybrid War?” Wash-
ington, D.C.: Atlantic Council, September 1, 2015.

15 Transnistria’s foreign policy has consistently promoted the Eurasian Union over the European Union (Parmentier, 2014,
p. 51). Also see Anita Sobjik, “Is Transnistria the Next Crimea?” Polish Institute of International Affairs Bulletin, No. 49,
April 11, 2014.
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Yet, there are limits on the extent to which Transnistria can be used as a means to pressure
Moldova. While Moldova officially maintains that Transnistria is (and will remain) an integral
part of the country, the general population is less sanguine on the matter. Polls show that the
Moldovan population places greater priority on such issues as poverty and crime than resolu-
tion of the conflict.!s Such a sentiment may also be present among Moldovan elites. According
to journalist Vladimir Soloviev, “[I]n private conversations, Moldovan diplomats admit they
would consider giving up Transnistria if the conflict hinders EU integration.””

Political Influence

Content and Implementation

In the early 2000s, Russia supported the Party of Communists of the Republic of Moldova
(PCRM), largely at the request of the PCRM itself.’¥ The PCRM was in power from 2001
to 2009, making Moldova the only former Soviet Republic to have chosen communism again
after the disintegration of the Soviet Union."” Although the PCRM’s electoral platform and
initial orientation after coming to power were definitely pro-Russia—Moldovan President
Vladimir Voronin advocated closer relations with Russia, with the aim of solving the Trans-
nistria issue, and membership in the Eurasian Economic Community—the PCRM gradually
moved toward rapprochement with the West, at times straining its relations with Russia.2’

It is unclear how much support, and of what type, other pro-Russia parties in Moldova
have received from Russia. The Party of Socialists of the Republic of Moldova (PSRM) and
Our Party, in particular, have come to take a more clearly pro-Russia stance than the PCRM.
Both parties advocate a closer relationship between Moldova and Russia, and both support
Moldova’s membership in the Eurasian Union. PSRM adopted “Together with Russia” as its
motto during the 2014 election campaign and prominently displayed images of its leader, Igor
Dodon, with President Putin.?' This strategy seemed to pay off, and the PSRM secured the
largest share of the vote in the 2014 parliamentary elections. The Patria Party, headed by busi-
nessman Renato Usatii, who had spent the previous decade living in Russia, was disqualified

For more on the Eurasian Customs Union, see United Nations Committee for Development Policy, “Preferential Market
Access: Russian Federation, Kazakhstan and Belarus (Eurasian Customs Union),” webpage, undated. A November 2015
CIVIS [Centru de Analiza i Investigatii Sociologice, Politologice si Psihologice] survey of Moldovans asked, “If a referen-
dum were to take place next Sunday on whether the Republic of Moldova should join the EU or the Customs Union with
Russia-Belarus-Kazakhstan, would you vote in favor or against?” Forty-five percent responded that they would have voted
in favor of EU membership for Moldova, and 48 percent responded that they would have voted in favor of membership in
the Russia-Belarus-Kazakhstan Customs Union (Institutul de Politici Publice, Barometrul Opiniei Publice [Barometer of
Public Opinion], CIVIS survey, Republic of Moldova, November 2015, p. 65).

16 Popescu and Litra, September 2012, p. 3.
17 Vladimir Soloviev, “Moscow’s Next Victim,” Foreign Policy, September 3, 2014.

18 Lucan Way, Pluralism by Default: Weak Autocrats and the Rise of Pluralism Politics, Baltimore, Md.: Johns Hopkins Uni-
versity Press, 2015, p. 113.

19 Mansur Mirovalev, “Moldova and the Russia-EU Tug-of-War,” Al Jazeera, June 30, 2015.

20 Paul Quinlan, “Back to the Future: An Overview of Moldova Under Voronin,” Demokratizatsiya, Vol. 12, No. 4,
October 2004, p. 494.

21 Eugen Tomiuc, “Strange Bedfellows: Moldovan Protest Leaders Share Common Goal, Different Beliefs,” Radio Free
Europe/Radio Liberty, January 28, 2016.
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two days before the election after allegations that it received foreign funding. One article noted
that “both Dodon and Usatii have been traveling extensively to Russia, and were seen together
on a plane returning from Moscow on January 20 [2016], just hours before launching . . . pro-
tests outside Parliament.”?? Usatii eventually won a mayoral election on the Our Party ticket.?

Local and International Reactions

Aside from the Moldovan government’s banishing of the Patria Party in 2014, there were no
particular governmental reactions to potential interference on the part of Russia. It would have
been difficult for Moldovan authorities to intervene in the electoral debate to suppress pro-
Russia voices without making the election a parody of democracy; there was little it could do
besides prohibiting foreign financing. Even then, the OSCE, which monitored the 2014 elec-
tion, criticized the banning of the Patria Party as undue political interference in the electoral
process.?

Level of Success

Russia’s support to the PCRM did not yield consistent benefits over time. Initially, Moldova
did get closer to Russia. President Voronin proclaimed that “Russia has always been, is, and
will be, a strategic partner’ in all areas, including ‘joint actions on the international stage.”?
In November 2001, Russia and Moldova signed a treaty of friendship and cooperation, which
mentioned a “strategic partnership between two states” and the “Russian Federation partici-
pating as one of the mediators and guarantors” of a political settlement of the Transnistrian
conflict.26 The PCRM was also elected on a platform to integrate Moldova in the Russian-
Belarusian Union but did not pursue that policy once in power.?” Voronin’s decision later in
2003 not to sign the Kozak Plan (named after first deputy chief of Russia’s presidential admin-
istration, Dmitry Kozak), which would have federalized the country in a way that largely ben-
efited Transnistria, created a rift between Russia and Moldova.28 In 2005, Voronin entered an
informal alliance with the nationalist, anti-Russia Christian Democratic People’s Party, and,
in 2006, he implemented a new customs regime on Moldova’s border with Ukraine, a move
that Russia perceived as detrimental to Transnistria. Russia imposed trade sanctions on Mol-
dova that same year, suggesting that the PCRM has largely maintained independence vis-a-vis

22 Tomiuc, 2016.
23 Tomiuc, 2016.

24 Richard Balmforth and Alexander Tanas, “Moldova Set to Press on with Pro-Europe Course After Election,” Reuters,
December 1, 2014; OSCE, Office for Democratic Institutions and Human Rights, Republic of Moldova: Parliamentary Elec-
tions, 30 November 2014: OSCE/ODIHR Election Observation Mission Final Report, Warsaw, Poland, March 10, 2015, p. 2.

25 Quoted in Bertil Nygren, The Rebuilding of Greater Russia: Putin’s Foreign Policy Towards the CIS Countries, London and
New York: Routledge, 2008, p. 84.

26 Qur translation of “Federatia Rusi participa in calitate de unul dintre mediatori si garanti,” in Ministry of Foreign
Affairs of the Republic of Moldova, Treaty of Friendship and Cooperation Between the Republic of Moldova and the Russian
Federation, signed November 19, 2001, and published December 30, 2002, in Tratate Internationale [International Treaties],
No. 29.

27 “R.Moldova si Federatia Rusa: Parteneriat Strategic Versus Parteneriat Realist, Previzibil si Viabil” [“Moldova and the

Russian Federation: Strategic Partnership Versus Realistic, Predictable and Viable Partnership”], Timpul.md, April 3,
2012.

28 International Crisis Group, 2006, p. 15.
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Russia. The PCRM seems to have used Russia for its own ends, maintaining some level of
independence from the West before balking at Russia’s expectations regarding the Transnistria
issue.?

It is also unclear whether Russia played a decisive role in the PSRM’s 2014 electoral suc-
cess. Pro-EU parties were generally unpopular at the time. The population perceived them as
having failed to deliver on promises of economic progress and tainted by a corruption scandal
that saw $1 billion (or one-eighth of Moldova’s gross domestic product [GDP]) “disappear”
from the Moldovan banking system.?® Therefore, it is not surprising that the PSRM, which had
never exercised power, would perform well in that election and that, more generally, anti-EU
parties would benefit from the poor performance of pro-EU parties since 2009. Since the 2014
election, Moldova’s political life has been marked by instability: Pavel Filip, who became prime
minister in January 2016, was the sixth to occupy that position in a year against a background
of popular protests, some of which turned violent.? It is difficult to discern whether Russia
bears any responsibility for the country’s political volatility or whether it was merely a result of
what journalist Tony Barber described as Moldova’s “corruption and atrocious governance.”?
The January 2016 protests were led by both pro-Russia and pro-EU parties, with the Dignity
and Truth Party (favoring Moldova’s EU membership) joining the pro-Russia PSRM and Our
Nation in criticizing the government.?

The PSRM, in any case, failed to gain much benefit from its 2014 electoral victory. The
PCRM refused to join it in a coalition, while the pro-EU parties, which proved more capable
of uniting their forces, remained in power.>* Another way of looking at it is that the most pro-
Russia party could win the election but still fail to govern the country, which suggests that
Russia does not have that much power over the internal workings of Moldovan politics.

29 Way, 2015, p. 113.

30 Mirovalev, 2015. A Financial Times article noted that, “officially, it remains unclear who made off with the money. But
according to investigators for the Kroll consultancy, a chain of Russian entities and UK-based shell companies drained the
funds out of Moldova. Somehow, the money then made its way to banks in Latvia” (Tony Barber, “A Moldovan Headache
for Europe,” Financial Times, January 22, 2016).

31 Barber, 2016.

32 Barber, 2016. According to the World Bank’s governance indicators, Moldova’s performance in 2014 was largely below
average for European and Central Asian countries, as well as below that of its neighbor Romania, across all five indicators
(voice and accountability, political stability and absence of violence/terrorism, government effectiveness, regulatory quality,
rule of law, and control of corruption). With regard to control of corruption, Moldova ranked in the 21st percentile, barely
above the Russian Federation (20th percentile). See World Bank, Worldwide Governance Indicators, database, undated(b).

33 Tomiuc, 2016.
34 “Moldova Election: Pro-EU Parties Edge Pro-Russian Rivals,” 2014; Tomiuc, 2016.
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Media Influence

Content and Implementation

The Russian media is very present in Moldova, as many Moldovans speak Russian, and it is
even more so in Transnistria.” Half of all cable channels in Moldova originate in Russia.?¢
Russia uses its media presence to promote its interests in the country and influence local per-
ceptions on membership in the European Union versus the Eurasian Union.?”

Local and International Reactions

Moldovan authorities have taken a range of measures to limit Russian media influence in
their country. In the run-up to the 2014 parliamentary elections, they suspended a number of
Russian state television channels broadcasting in the country out of concern that they were
actively trying to influence the population toward pro-Russia, anti-EU parties.?® In Septem-
ber 2013, amid protests against the government in Chisinau, Moldovan authorities denied
entrance to journalists from a video agency funded by Russia (RT’s Ruptly) and a reportedly
pro-Russia television channel (Lifenews).?* Yet, these efforts seemed largely symbolic, consider-
ing the extent of Russian media coverage in Moldova—and potentially detrimental to freedom
of expression in the country.

Level of Success

Russian presence in the media is a potentially important source of influence, not simply because
of its widespread presence but also because mass media is one of the few Moldovan institutions
that the population trusts. A November 2013 survey showed that it ranked second after the
Orthodox Church, with 52 percent of respondents having “some trust” or “very much trust” in
mass media.“* One study on Moldovan media found that the Russian media has been effective
in shaping attitudes, including building Putin’s popularity.*!

35 Liana Ganea, Oana Ganea, Ludmila Gamurari, and Cristian Ghinea, Pluralismul Extern al Mass-Mediei din RM [Exter-
nal Pluralism of Mass Media in the Republic of Moldova), Bucharest, Romania: Soros Foundation, 2014, pp. 36—37; Vladi-
mir Tsesliuk, “Information Space in Transnistria: Ideological and Institutional Opportunities and Perspectives. Reasons
for Kishinau’s Defeats in Informational Wars with Tiraspol,” Chisinau, Moldova: Institutul de Politici Publice, 2010;
PROMO-LEX Association and Resource Center for Human Rights, Research: The Media Market and Access to Media on the
Left of Nistru, Chisinau, Moldova, 2011.”

36 Victoria Puiu, “Moldova: Examining the Russian Media Factor in Protests,” Eurasianet, September 11, 2015b.
37 Ganea et al., 2014, pp. 36-38.

38 “Moldova Election: Will Voters Choose EU or Putin?” BBC News, November 29, 2014.

39 Puiu, 2015b.

40 Tnstitutul de Politici Publice, Barometrul Opiniei Publice [Barometer of Public Opinion], CBS-AXA survey, Republic of
Moldova, November 2013, p. 40.

41 Ganea et al., 2014.
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Cultural and Religious Influence

Content and Implementation
Russia also exerts some influence over the Transnistrian population through cultural, linguis-
tic, and religious ties. In a country that has experienced high levels of political instability and
corruption, the Moldovan Orthodox Church—a branch of the Russian Orthodox Church—is
one of the few institutions that the population trusts. The 2013 survey showed that almost
52 percent of those surveyed had “very much trust” in the Moldovan Orthodox Church (in
comparison, only 1 percent of respondents expressed “very much trust” in the government).*?
The Orthodox Church and the PSRM share the same anti-EU agenda; the church has
become closer to the Russian Ministry of Foreign Affairs under Putin and plays an important
role in promoting a “greater Russia.”™? In addition to these institutional relationships, the com-
monality of views between the Russian power and the Russian Orthodox Church—with Putin
often invoking religion as one of the bedrocks of Russian values—suggests that the church
might be a vector of influence for Russian politics in Moldova.*

Local and International Reactions

The positions of the culturally conservative Moldovan Orthodox Church have, at times, con-
flicted with Moldova’s pro-EU orientation. In May 2012, Moldova passed a law prohibiting
discrimination against sexual minorities in the labor market (the “law for equal chances”). The
EU had requested that Moldova adopt antidiscrimination laws as part of negotiations on lift-
ing the visa requirement for Moldovans traveling to the EU, but the church strongly opposed
the new law and lobbied for it to be repealed.

Level of Success

On June 31, 2013, the Moldovan Orthodox Church denied all members of Prime Minis-
ter Iurie Leancd’s government access to Holy Communion.*® Yet, the church’s influence has
clear limits. Moldova did adopt laws prohibiting discrimination on the grounds of sexual
orientation—the only member of the EU’s Eastern Partnership to have done so at the time—

42 Institutul de Politici Publice, 2013.

43 Daniel P. Payne, “Spiritual Security, the Russian Orthodox Church, and the Russian Foreign Ministry: Collaboration or
Cooptation?” Journal of Church and State, Vol. 52, No. 4, February 2010. On this issue, also see Nikita Lomagin, “Interest
Groups in Russian Foreign Policy: The Invisible Hand of the Russian Orthodox Church,” International Politics, Vol. 49,
No. 4, July 2012.

44 John Anderson, “Putin and the Russian Orthodox Church: Asymmetric Symphonia?” Journal of International Affairs,
Vol. 61, No. 1, Fall-Winter 2007, p. 196; Paul Coyer, “(Un)Holy Alliance: Vladimir Putin, The Russian Orthodox Church
and Russian Exceptionalism,” Forbes, May 21, 2015.

45 Valeria Vitu, “Chisindu: Mai Multe Drepturi Pentru Homosexuali” [“Chisinau: More Gay Rights”], RFI Romania,
May 25, 2012; “Alianta intre Biserica si Comunisti, Impotriva, Tslamizarii si Homosexualizarii’”” Rep. Moldova” [“The
Alliance Between the Church and the Communists Against ‘Islamization and Homosexuality’ in the Republic of Mol-
dova], Ziare.com, April 16, 2012; Lucia Diaconu and Mircea Ticudean, “Battle Over Moldovan Antidiscrimination Bill
Reaches Fevered Pitch,” Radio Free Europe/Radio Liberty, April 8, 2012; Dan Peleschuk, “Gay Right: Moldova Struggles
to Tackle Discrimination,” Public Radio International, October 14, 2013.

46 “Ministrii Moldoveni, Interzis la Impartasit—Biserica Contesta Legi Anticrestine” [“Moldovan Ministers Forbidden to
Receive Communion—The Church Condemns Anti-Christian Laws”], Ziare, June 21, 2013.
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and it did sign an association agreement with the EU, suggesting that political decisions move
forward regardless of the opinions of the Moldovan Orthodox Church and its supporters.*’

Economic Sanctions

Content and Implementation

Russia has repeatedly used economic sanctions against Moldova whenever the country’s
decisions were perceived as going against Russia’s interests. In 2005, Russia banned imports of
meat, fruit, and vegetables from Moldova; in March 2006, it added wine to the list of banned
products. These sanctions were implemented as tensions between Moldova and Russia ramped
up over several policy decisions on Moldova’s part:

* Moldova refused to sign the Kozak Plan in 2003.

* In 2004, it integrated the EU’s European Neighborhood Policy.

* In February 2005, it signed a three-year action plan with the EU on conflict resolution
and domestic issues.

e In December 2005, it signed an agreement with Ukraine on new customs procedures
meant to reduce the amount of smuggling of goods from Transnistria into Ukraine, a
move that Russia criticized as hostile toward Transnistria.48

The likelihood of a direct link between the import bans and these various political devel-
opments is high. The wine ban, in particular, is generally seen as Russia’s way to punish Mol-
dova for its independent, pro-EU policy; Russia had hit Georgia with a similar wine ban only
a year before, presumably for similar reasons.*

Russia repeated these measures in 2013-2014, when it successively banned imports of
Moldovan alcoholic beverages (September 2013), processed pork (April 2014), and canned
fruits and vegetables (July 2014) after Moldova signed an association agreement with the EU
on June 27, 2014—announced as a first step to a candidacy for membership.5® In September
2014, 19 categories of Moldovan goods became subject to Russian import duties.”! Finally, in
October 2014, Russia banned imports of Moldovan meat.52 As in 2006, Russia’s actions seem
to have been prompted by Moldova’s rapprochement with the EU. The sanctions also came
a few months (and in the case of meat, just one month) ahead of Moldova’s November 2014
parliamentary elections. Among Russia’s objectives, therefore, may have been to stir social dis-

47 Soloviev, 2014.

48 V]adimir Socor, “Kozak Plan Resurfaces Under OSCE Colors,” Eurasia Daily Monitor, Vol. 2, No. 136, July 14, 2005;
Andrew Rettman, “Moldova Instability Could Get Worse,” EU Observer, May 3, 2006; International Crisis Group, 2006,

p. 3.

49 Mark Baker, “Drinking Games,” Foreign Policy, July 29, 2015; International Crisis Group, 2006, pp. 3, 15. International
Crisis Group adds that Russia’s reaction may have simply been “symptomatic of its newly assertive posture toward all the
former Soviet republics.”

50 See European Commission, “Countries and Regions: Moldova,” webpage, last updated April 16, 2018. Also see Calus,
2014.

51 Calus, 2014.
52 Calus, 2014.
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content to lessen the pro-Europe coalition’s chances of reelection and possibly to reverse the
progress made in implementing the association agreement.>

Local and International Reactions

In 2005-2006, Moldova found few responses to alleviate the economic impact of Russia’s
trade bans.>* There was little international condemnation of Russia’s actions, and the EU could
not help Moldova redirect its products toward EU markets because the types of goods banned
were not covered by the lower-tariff agreement between Moldova and the EU.> However, the
United States came to the support of the Moldovan wine industry with its Competitiveness
Enhancement and Enterprise Development program, which ended up spending more than
$17 million over the course of ten years.6 The program’s efforts focused on making the Mol-
dovan wine industry more modern, more competitive, and better suited for Western markets
in order to reduce its reliance on exports to Russia.’

Moldova also tried to balance the effects of Russia’s sanctions on its farmers by pledging
to provide some compensation; help them reschedule bank loan payments; cover their energy
bills; and buy some of their products for distribution in public institutions, such as schools and
military installations.”® Russia’s import bans also forced Moldova to seek out other markets.
Some of Moldova’s wine production found its way to Russia through Georgia and, to a lesser
extent, Belarus, where it was relabeled as—or mixed with—local products. Moldova’s fruit
production went mostly to Belarus, which resold it to Russia under Belarusian certificates of
origin. Moldova also increased its fruit exports to the EU, particularly Germany and Italy.*®
The European Parliament responded to Russia’s ban by adopting a proposal to import Mol-
dova’s wine duty-free. This proposal, which was adopted in December 2013 by a large major-
ity (503-14, with 17 abstentions), was explicitly designed to help Moldova offset the economic
losses caused by Russia’s sanctions.®® The EU, therefore, did in 2013 what it had not done in
2006: It included wine in the list of products for which Moldova had preferential tariffs.o!
Additionally, the European Investment Bank had opened a $100 million line of credit for
Moldova in 2011 to support the country’s wine industry until 2017.52 Although the bank took
this measure before the second set of sanctions hit Moldova, it likely helped the wine industry
withstand the sanctions” consequences.

53 Calus, 2014; the latter was “a plan openly put forward by Vladimir Putin during the CIS [Commonwealth of Indepen-
dent States] summit in Minsk on 10 October 2014.”

54 International Crisis Group, 2006, p. 15.

55 Tnternational Crisis Group, 2006, p. 15.

56 Baker, 2015.

57 Baker, 2015.

58 Victoria Puiu, “Moldova: Can an Apple a Day Keep Russia at Bay?” Eurasianet, August 13, 2014a.
59 Calus, 2014.

60 European Parliament, “MEPs Back Freeing Wine Trade with Moldova to Offset Russian Trade Sanctions,” press release,
December 10, 2013.

61 152006, the trade agreement was the Generalized System of Preferences; in 2013, it was the EU Regulation on Autono-
mous Trade Preferences. Duty-free quotas for apples, plums, and table grapes were also included in the revision of the latter
agreement in 2013 and 2014 (European Commission, 2018a).

62 Baker, 2015.
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Level of Success
The 2005-2006 economic sanctions put in place by Russia were damaging for the Moldovan
economy. Moldova’s wine industry, in particular, was severely hit: At the time, the country
exported almost 80 percent of its wine production to Russia.®> Moldova succeeded in sell-
ing more of its production to Europe, tallying a 14-percent increase in wine sales to Western
Europe in 2014.54 Yet Moldovan wine producers suffered losses estimated at $180 million—
more than half the value of the Moldovan wine industry—over a period of eight months.®
Moldova’s annual GDP growth fell to 4.8 percent in 2006 (down from 7.5 percent in 2005),
then fell further to 3.1 percent in 2007.66

For Russia, the sanctions may have had the desired impact: During a meeting with Putin
in August 2006, President Voronin made concessions to Russia, including some related to
Transnistria’s autonomy.?” In a subsequent meeting in November 2006, Voronin offered invest-
ment opportunities to Russian companies (including Gazprom), while Putin announced at the
meeting that Russia would resume imports of Moldovan wine and was hopeful that energy
sector talks with Moldova would be successful.®® Russia lifted the ban on Moldovan wines and
meat in late 2006, possibly in reaction to Moldova’s support for Russia’s membership in the
WTO.® The sanctions, however, had made it clear to Moldova that an overreliance on the
Russian market was dangerous. As one author noted about the U.S. Competitiveness Enhance-
ment and Enterprise Development program that aimed to help Moldovan wine producers
reorient their production toward Western markets, “Russia inadvertently gave the fledgling
program its first big boost when it slammed the door on Moldovan wine imports in 2006.”7°

Again in 2013-2014, wine producers were the most affected by Russian sanctions; they
lost close to one-third of their market, although some of these losses were offset by U.S. and EU
actions to encourage imports of Moldovan wine.”" Fruit producers fared better, finding other
markets or alternative ways to reach the Russian market. Overall, Moldova’s GDP growth,
which had been strong (9.4 percent) in 2013 thanks to a record harvest, decelerated in 2014 to
only 4.7 percent, partly because of the Russian import ban.”> However, Russian sanctions did
not prevent the overall value of Moldovan exports from increasing by 0.6 percent in 2014.73
Moldova’s rank on the United Nations (UN) Human Development Index remained extremely

63 Tnternational Crisis Group, 2006, p. 15.

64 Baker, 2015.

65 Baker, 2015.

66 \World Bank, “Data: Moldova,” webpage, undated(a).

67 Corneliu Rusnac, “Reactii Politice la Vizita Presedintelui Voronin la Moscova” [“Political Reactions to President Voro-
nin’s Visit to Moscow”], BBC Romanian, August 10, 2006.

68 “Va Avea Moldova de Plitit un Pret pe Termen Lung Rusiei?” [“Will Moldova Pay a Long-Term Price to Russia?”], BBC
Romanian, November 29, 2006; Vladimir Putin, “Press Statements Following Meeting with President of Moldova Vladi-
mir Voronin,” transcript, November 28, 2006.

9 “Russia to Lift Ban on Imports of Meat and Wine from Moldova,” International Herald Tribune, October 28, 2006.
70 Baker, 2015.

71 Calus, 2014; Baker, 2015. As Baker noted, this represented an improvement compared with the losses incurred by wine
producers in 2006, but it was still extremely painful economically.

72 World Bank, “The World Bank in Moldova,” webpage, last updated October 11, 2018.
73 Calus, 2014.
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low in comparison with its neighbors but steadily increased between 2013 and 2014, a trend
that began in 2010.7

Politically, Russia’s import bans in early 2013 appeared designed to pressure Moldova
not to sign an association agreement with the EU. It did not succeed; Moldova signed the
agreement in June 2014. While the EU was already Moldova’s largest trading partner,
the agreement further boosted Moldovan exports to the European Union: Between 2013 and
2014, EU imports from Moldova increased by 20 percent overall and by 30 percent for agri-
cultural products.”

Yet, Russian sanctions did trigger social tensions between farmers and wine producers
and the Moldovan government, adding to the general discontent with the pro-Europe coalition
in power shortly before the November 2014 parliamentary elections that saw a PSRM victory.”s
One report noted that the PSRM performed particularly well in the north of Moldova, which
is a key apple-farming region—a product that was hit hard by the sanctions.””

Another benefit for Russia was to further divide Moldova. In March 2014, Russia lifted
its ban on alcoholic beverage imports from the autonomous region of Gagauzia in southern
Moldova. The measure has been interpreted as a reward for a local referendum, held a month
before, in which a majority of Gagauz asked Moldova to join the Eurasian Customs Union
rather than the EU.78 In that same referendum—which was supported by the Russian ambas-
sador in Moldova, funded by a Russian businessman, and deemed illegal by Moldova—an
overwhelming majority of Gagauzia’s population favored having the right to secede from Mol-
dova.” However, there are limits to what Russia can obtain from using Gagauzia as a source of
leverage over Moldova, because the region’s political power and influence at the national level
remains limited.8

74 United Nations Development Programme, “Table 2: Human Development Index Trends, 1990-2017,” September 14,
2018b.

75 European Commission, 2018a. Also see Popescu and Litra, 2012, p. 1.

76 Victoria Puiu, “Moldova Fights Back Against Russia’s Food Bans,” Eurasianet, August 15, 2014b; “Parliamentary Elec-
tions in Moldova on November 30, 2014,” E-Democracy, undated.

77 Baker, 2015.
78 Calus, 2014.

79 Salome Samadashvili, “Gagauzia: A New Attack on the Eastern Partnership?” EU Observer, February 4, 2014; Parmen-
tier, 2014, p. 50. An important motivation for the Gagauz vote was a fear that rapprochement with the EU might be a first
step toward unification with Romania, a project supported by part of the Romanian political class but decried by Russia,
Gagauzia, Transnistria, and a majority of Moldovans. On this issue, see Michael Bird, “A Union Between Moldova and
Romania: On the Cards?” EU Observer, March 5, 2015, and Mirovalev, 2015.

80 Parmentier, 2014, p. 50. Parmentier additionally noted that the Gagauz “are not very well represented in Parliament,
since Moldova’s constitution does not allow ethnically-based political parties and the electoral system is formed by one
single electoral district.”
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Pressures on Moldova's Labor Market

Content and Implementation

A very large number of Moldovans historically emigrated in search of jobs, with approximately
half (an estimated 300,000 to 500,000) finding work in Russia.®! Between January 2013 and
April 2014, some 22,000 Moldovan migrant workers were sent back to Moldova by Russia’s
Federal Migration Service.®? Russia justified this policy on the grounds that the workers had
violated their right to residency.®? As for the import bans, the timing of this decision coincided
with Moldova’s association agreement negotiations with the EU.

Local and International Reactions

The Moldovan government responded by allowing the estimated 700,000 Moldovan migrants
living in Russia to cast votes in the 2014 Moldovan parliamentary elections in only five polling
stations, despite the fact that the workers were dispersed throughout the country.8* An OSCE
report noted that “the lack of transparency with regard to the criteria for determining the
number and location of polling stations abroad contributed to the perception of a number of
stakeholders that the government sought to discourage voting in the Russian Federation while
increasing the number of polling stations in other countries.”s> The PSRM attempted to appeal
the government’s decision on the number of polling stations abroad.s¢

Level of Success

Moldova is one of the poorest countries in Europe and ranks lowest in the region in terms of
human development, according to the UN.%7 In 2013, foreign remittances constituted 32 per-
cent of Moldova’s GDP, and 60 percent of these remittances came from Russia.®® While it is
difficult to assess the role that such discourse played in the fall of the Leanca government and
the subsequent electoral success of the PSRM, Russia’s pressure on the Moldovan labor market
likely increased the economic and political fragility of a country where those indicators were
not particularly high to begin with.

81 Calus, 2014.

82 Elena Baranov, “Soc pe Piata Ocali a Muncii? Ce se Poate intdimpla Daci se intorc Migrantii Moldoveni din Rusia”
[“Shock on the Local Labor Market? What Can Happen if Moldovan Migrants Return from Russia?”], Agora (Moldova),
April 8, 2014.

83 Simion Ciochina, “Moldovan Migrants Denied Re-Entry to Russia,” Deutsche Welle, December 21, 2014.

84 Alla Ceapai, “Cte Sectii de Votare ar fi Trebuit si Fie Deschise in Rusia?” [“How Many Polling Stations Should Be
Opened in Russia?”], Radio Europa Libera Moldova [Radio Free Europe/Radio Liberty], October 21, 2014; “Partidul
Socialistilor Intentioneaza sa Rezolve Problema Celor 35 de Mii de Moldoveni Care au Fost Deportati din Rusia” [“Socialist
Party Intends to Solve the Problem of 35,000 Moldovans Who Were Deported to Russia”], Actualitati.md, November 19,
2014.

85 OSCE, Office for Democratic Institutions and Human Rights, 2015, p. 7.
86 OSCE, Office for Democratic Institutions and Human Rights, 2015, p. 7.

87 Ranking 112th on the UN’s Human Development Index, Moldova barely makes the cutoff to be classified in the “high
human development” category. The second lowest-ranking European nation is Ukraine, far ahead at the 88th. Kosovo is
not rated. See United Nations Development Programme, “Global Human Development Indicators,” September 14, 2018a.

88 David Saha and Ricardo Giucci, Remittances from Russia: Macroeconomic Implications of Possible Negative Shocks, Berlin:
German Economic Team Moldova, May 2014.
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Economic and Financial Control

Content and Implementation

Russia supports Transnistria economically through subsidies.®? Russian gas provided to Trans-
nistria is heavily subsidized, but this has not prevented Transnistria from running up a consid-
erable gas debt—estimated at $3.8 billion in 2013—that Russia asked Moldova, rather than
Transnistria, to pay.”® Russia also pays for the pensions of elderly Russian citizens living in
Transnistria and has a significant influence on the economy through the ownership of large
businesses.”! Russia also openly supports Transnistria’s largest business conglomerate, Sheriff,
which plays a political role through its sponsorship of the Renewal party.”? Russia’s financial
aid to Transnistria has spiked at times, as in 2006, when Russia provided “humanitarian aid”
to Transnistria to compensate for an expected loss of revenue in light of the customs agreement
between Ukraine and Moldova.*

Russia also maintains direct or indirect control of large firms that operate in the rest of
Moldova. For example, Gazprom owns a 50 percent of MoldovaGaz, which controls natural
gas supply and distribution in Moldova.?* Russia owns part of Moldova’s banking sector, which
has allowed it to speculate against the Moldovan currency and to divert funds deposited into
Moldovan banks to Russia—providing it with a means of economic leverage in Moldova.”

Local and International Reactions

A number of local actors, including the pro-Russia PSRM, Our Party, and Dignity and Truth,
have protested against the political role played by Moldovan oligarch Vladimir Plahotniuc,
whom they accuse of having been part of the massive fraud committed in 2015.96

Level of Success

Russia’s control over Moldova’s economy should not be overstated. It does give Russia some
leverage, particularly through the manipulation of Moldova’s currency and in the energy sector,
that can be used to influence or destabilize. Yet, Moldova’s economy is also greatly affected by
actors that do not depend on, or respond to, Russia. This was illustrated by the January 2016
protests organized in Moldova by several political parties—including the most pro-Russia
ones.

89 Nichol, 2014, p. 48.

90 Malling, 2015; Popescu and Litra, 2012, pp. 2, 5.
91 Malling, 2015; Nichol, 2014, p. 48.

92 Popescu and Litra, 2012, p. 2.

93 International Crisis Group, 2006, pp. 3, 8.

94 Tomasz Daborowski, “Third Energy Package in Wider Black Sea Area: A Panacea for Security Problems? Moldova Case
Study,” in Energy in the Wider Black Sea Area— National and Allied Approaches, proceedings of NATO workshop in Plovdiv,
Bulgaria, November 10-13, 2011, Amsterdam: IOS Press, 2013, p. 85.

95 Calus, 2014.
96 Tomiuc, 2016; Anna Nemtsova, “The West Is About to Lose Moldova,” Foreign Policy, February 19, 2016.
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Leveraging Energy Supplies

Content and Implementation

Russia provides an overwhelming share of Moldova’s energy, accounting for more than
90 percent of the country’s energy imports.”” This dependency has left Moldova vulnerable to
Russian exploitation. First, there is the threat that Russia may cut off gas supplies to Moldova.
In 2013, for instance, Russian Deputy Prime Minister Rogozin told Moldovans, “I hope you
don’t freeze” during the upcoming winter.”® The threat was credible: Russia had cut gas sup-
plies to Moldova twice already, in January 2006 and January 2009 (although not necessarily
as a form of hostile measures against Moldova).”

A second means of leverage for Russia is gas prices. In the past, Russia has offered low
prices to countries willing to join the Eurasian Union.!*® Conversely, it uses price increases as
a means of coercion or punishment. The January 2006 gas cut was followed by a 100-percent
increase in the price of Russian gas in Moldova.'"! Yet, overall, Moldova still generally pays
below-average prices for Russian gas, a fact that Russian Energy Minister Alexander Novak
brought to the Moldovan government’s attention when he asked it to denounce the protocol it
had signed to enter the European Energy Community.!?2 To give itself some flexibility in using
this source of leverage, in 2011, Russia made its contract to supply gas to Moldova renewable
every year, rather than letting it run for a longer period.!0?

Third, Moldova owes Russia a large debt for past energy imports. A large portion is the
debt to Gazprom incurred by Transnistria, for which Russia holds Moldova accountable.!%4

Electric power is another source of leverage for Russia. Half of Moldova’s power comes
from the Cuciurgan station in Transnistria, which is run by a subsidiary of a Russian compa-
ny.'% In addition, two power plants accounting for 87 percent of Moldova’s electric production
are gas-powered, making electricity generation highly dependent on gas supplies.!?

97 Steven Woehrel, Moldova: Background and U.S. Policy, Washington, D.C.: Congressional Research Service, RS21981,
April 23, 2014, p. 5.

98 Michael Birnbaum, “Russia Pressures Moldova and Ukraine Ahead of Signing of EU Association Agreement,” Washing-
ton Post, June 26, 2014.

99 International Crisis Group, 2006, p. 3; “Moldova: External Affairs,” Jane’s Sentinel Security Assessment, last updated
August 19, 2015. The 2006 cut was in response to Moldova’s objection to Gazprom’s attempt to double the going price
(Woehrel, 2014, p. 5). The 2009 cut was not a hostile action from Russia directed at Moldova but, rather, an effect of a
gas price disagreement between Russia and Ukraine. This dispute led Russia to cut its supplies to Ukraine and, as a conse-
quence, to Moldova, whose gas supply runs through Ukraine (Dmitry Chubashenko, “Central Heating Fails in Moldova
After Gas Cut,” Reuters, January 9, 2009). For a detailed analysis, see Simon Pirani, Jonathan Stern, and Katja Yafimava,
The Russo-Ukrainian Gas Dispute of January 2009: A Comprehensive Assessment, Oxford, UK: Oxford Institute for Energy
Studies, University of Oxford, February 2009.
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Local and International Reactions

Moldovan authorities have attempted to reduce their country’s dependence on Russian energy.
Beyond joining the European Energy Community in May 2010, Moldova has been building a
pipeline connecting it to Romania. It should allow Moldova to obtain gas from European and
international markets rather than relying on Russia as its sole supplier. Eventually, it should be
capable of supplying almost twice as much gas as Moldova imports from Russia.!?”

Level of Success

Depending on the evolution of global oil and gas prices, accumulated debt may be a more
important source of leverage, from Russia, than pricing. Russia’s bluff has also been called in a
few instances, however. Russia extended Moldova’s gas contract with Gazprom in 2014, despite
threatening to block it until Moldova renounced its European Energy Community member-
ship.10¢ Ultimately, what will likely play the most crucial role in the stability of Moldova’s gas
supply is whether new suppliers can offer Moldova a lower price than what it can obtain from
Gazprom.'®?

Use of the Compatriot Policy in Moldova

Russia has also solidified its influence by providing passports to ethnic Russians living in
Transnistria. As of 2015, an estimated 180,000-200,000 Transnistrians held a Russian pass-
port, accounting for about 35 percent of the region’s population.'® Russia’s policy to provide
passports to large numbers of Transnistrians has created tensions with Romania, which has a
similar policy. Since 1991, an estimated 400,000 Moldovans have received Romanian citizen-
ship.1

Russia’s policy is not limited to Transnistria; other Moldovans have also received Russian
passports."2 Russia has awarded citizenship to Russians in other neighboring countries as well
(including Georgia and Ukraine), potentially providing it with justification to intervene in
these countries to protect its citizens.!'3

107Petru Rogsca and Silvia Scortescu, “Transportarea si Distribuirea Gazelor in Republica Moldova” [“The Transport and
Distribution of Gas in the Republic of Moldova”, Studii Economice: Revisti Stiintifici | Economic Studies: Scientific Journal),
Vol. 9, No. 1, 2015, p. 48.

108Calus, 2014; “After Ukraine, Is Moldova the Next Country in Russia’s Sights?” Debating Europe, May 4, 2015.
109“Moldova Inaugurates Gas Pipeline from Romania,” Radio Free Europe/Radio Liberty, August 27, 2014.

110 Malling, 2015. Ethnic Moldovans, Ukrainians, and Russians each constitute about 30 percent of Transnistria’s pop-
ulation (Stefan Wolf, The Transnistrian Issue: Moving Beyond the Status-Quo, Brussels, Belgium: European Parliament,
Directorate-General for External Policies of the Union, October 2012, p. 40).

111 Sergiu Panainte, Victoria Nedelciuc, and Ovidiu Voicu, Redobandirea Cetateniei Romane: O Politica ce Capata Viziune?
[The Redevelopment of Romanian Citizenship: A Policy with Vision?], Bucharest, Romania: Soros Foundation, 2013.

112Gee Agnia Grigas, “Russia’s Passport Expansionism,” Project Syndicate, May 7, 2019.

113Vincent M. Artman, “Annexation by Passport,” Al Jazeera America, March 14, 2014.
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Summary of the Moldova Case

Russia’s hostile measures in Moldova fell into two categories. First, there were long-term hostile
measures, which Russia had employed since the early 1990s to maintain a form of political,
economic, and social control over Moldova. These measures included control of Transnistria,
influence over key Moldovan political parties, a strong media presence, cultural influence
through the Orthodox Church, and involvement in the country’s economic and banking sec-
tors.

Second, over time, Russia imposed discrete measures in the hope of influencing specific
developments in Moldova. Such measures included economic sanctions, expulsions of migrant
workers, and threats over Moldova’s energy security. It looked to these measures twice during
times of crisis in Russian-Moldovan relations: in 2006, after Moldova signed an action plan
with the EU and implemented a new customs regime with Ukraine, and in 2013-2014, when
Moldova was negotiating an association agreement with the EU. These discrete hostile mea-
sures were not designed to influence outcomes over the long term; rather, they were meant to
deter or punish Moldova and remind the country of the many ways in which it was vulnerable
to Russian actions.

These two categories of hostile measures overlap to a large extent: Long-standing hostile
measures give Russia the ability to “surge” other hostile measures at specific times or provide
the terrain for more-aggressive discrete actions. For instance, Russia’s involvement in Moldova’s
economy makes it easier for Russia to attack the value of Moldova’s currency when needed;
without Moldova’s energy dependence on Russia, Russia could not use supply cuts or price
surges as a means of coercion. Figure B.2 presents a timeline of both types of hostile measures
since 1991.

How Successful Were Russia’s Hostile Measures in Moldova Overall?

It is difficult to establish a clear causal link between the various hostile measures that Russia
imposed and subsequent political developments in Moldova. The 2014 electoral success of
the anti-EU PSRM must have come as good news to Russia, and it happened to occur after
several months of economic sanctions and expulsions of migrant workers from Russia that
undoubtedly made life difficult for the pro-EU governing coalition. Still, it is unclear to what
extent Russia’s actions in the period preceding the election accounted for the difficulties that
the pro-Europe parties had, as they also fell victim to their own infighting and a widespread
popular reputation for inefficiency and corruption.* More generally, it is likely that these
parties suffered from an erosion of power because, after five years, they were not perceived as
achieving markedly better outcomes for the country than the communist rule that had pro-
ceeded them.> Moldova continues to suffer from political instability. But, to some extent, this
instability is not radically different from what the pro-EU coalition faced from 2009 to 2013,
before Russia’s 2013—-2014 salvo of hostile measures.

114 “NMoldova Elections: Pro-EU Parties Edge Pro-Russian Rivals,” 2014.

5\illiam H. Hill, “Is Moldova Headed East?” Kennan Cable No. 8, Washington, D.C.: Kennan Institute, Woodrow
Wilson International Center for Scholars, June 2015.
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Timeline of Russian Hostile Measures in Moldova
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To some extent, Russia failed to achieve its key objective in Moldova, which was to pre-
vent the country from getting closer to the EU. As of 2016, Moldova was still a member of the
European Energy Community, and its association agreement with the EU remains in place.
A key question is whether such progress can be reversed. Could a socialist government, in
the future, denounce the agreement and revert to a more pro-Russia policy? The answer will
probably depend largely on how quickly Moldova reaps benefits from its rapprochement with
the EU. Quick and visible benefits for the population—both economically and in terms of
governance—will ensure that the costs and risks of a switch to Russia’s Eurasian Union are
seen as too great for Moldova to change its current pro-EU course.

What Effective Responses (if Any) Were Designed to Counter Them?

At the national level, Moldova’s responses seem to have been sporadic and largely symbolic,
as well as borderline controversial in some cases, such as banning a pro-Russia political party
shortly before an election or limiting the voting ability of Russia-based workers who might
have voted against the coalition in power. Moldova was more effective in getting around Rus-
sian trade sanctions by finding new markets and offering compensation to affected farmers.
However, this did not offset the economic effects of the Russian sanctions, and the government
still experienced protests and social discontent.

At the international level, the most useful response devised to counter Russian hostile
measures was to provide Moldova with some of the benefits that Russia denied it—or threat-
ened to deny it. Moldova’s rapprochement with the EU helped lessen the impact of Russian
trade sanctions. While the EU was Moldova’s largest trading partner even before the sanctions,
trade between the two has only increased since the association agreement’s signing.!® To some
extent, Russia’s hostile measures gave Moldova an opportunity to see how much it had to gain
from closer ties to the EU. In that regard, they were not merely ineffective but counterproduc-
tive for Russia. This was also the case with regard to Moldova’s efforts to reduce its energy
dependence on Russia. The EU’s financial investment in the pipeline between Romania and
Moldova will eventually give Moldova access to other sources of gas—although it is another
question whether prices will be attractive enough for Moldova to switch.

Other countermeasures taken by the international community, while not directly related
to Moldova, ended up having an impact as well. The economic sanctions against Russia
(renewed several times) by the EU’s 28 members in response to Russia’s aggression in Ukraine—
combined with an economic recession in Russia—have limited Russia’s ability to continue
subsidizing Transnistria at previous levels. In 2015, Russia stopped paying pensions to elderly
Russians in Transnistria, and there were reports (unconfirmed by the Kremlin) that Russia had
denied a Transnistrian request for $100 million in funding."” Furthermore, Russia’s economic
recession is likely to limit the number and scope of hostile measures that it can employ to influ-
ence its near abroad, Moldova included.

116 Popescu and Litra, 2012, p. 1.

117 Victoria Puiu, “Can Russia Afford Transnistria?” Eurasianet, February 18, 2015a. Another observer noted that, “without
the funds generated by reselling Russian gas to consumers, remittances from expatriate workers and direct financial aid
from Russia, the state could face bankruptcy” (Malling, 2015).
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Overall, the Moldovan case presented inherent difficulties for Russia. Russia tried to pre-
vent Moldova from getting closer to the EU, but anything it did to coerce or punish resulted
in the opposite effect, because the EU appeared to be Moldova’s only recourse in offsetting the
impact of Russia’s actions. In other words, hostile measures, such as trade bans, burned the
bridge that Russia was trying to maintain with Moldova. This suggests that long-term, “softer”
hostile measures—such as maintaining a peacekeeping presence in Transnistria, involvement
in the economy, or cultural influence—might have higher payoffs because they could delay
Moldova’s ability to become part of Western economic and military organizations. Russia’s use
of carrots (such as cheap gas) rather than sticks will also likely continue to work in its favor, at
least until the West is able to match these benefits.



Georgia (2004-2012)

Since the dissolution of the Soviet Union, the relationship between Russia and Georgia has
been characterized by a tug of war between Georgia’s desire to gain independence from Russia
and its influence and Russia’s drive to maintain its weight in Georgia and the South Caucasus.
Some of the gravest points of disagreement have revolved around the status of the two sepa-
ratist regions of Abkhazia and South Ossetia, as well as Georgia’s aspirations to one day join
the European Union and, most disturbingly for Russia, NATO.! This section focuses on the
crises that marred Russo-Georgian relations from 2004 to 2012, a period during which Geor-
gia undertook some of its most significant efforts to escape Russia’s grip and in which Russia
employed a wide array of hostile measures to maintain it.

During his presidency (1995-2003), Eduard Shevardnadze was discontented with the lack
of substantial support he received from Moscow to restore Georgian sovereignty over South
Ossetia and Abkhazia. Shevardnadze sought alliances with the United States and NATO for
the purpose of balancing Russian influence, which Georgian elites saw as the main reason for
instability in the regions.? Tensions with Russia increased after Georgia’s Rose Revolution in
November 2003.? The revolution deposed Shevardnadze and ushered in Mikheil Saakashvili,
a Western-educated politician who ran on a platform of economic reforms and anticorrup-
tion, closer ties with the EU and NATO, Georgian territorial integrity, and independence
from Russia. Russia disapproved of how Saakashvili came to power (through a West-supported
coup, according to Russia), his firm stance on bringing Abkhazia and South Ossetia back
under Georgia’s rule, and his efforts to gain political distance from Russia and seek alliance
with the West. The final point has been a particularly sore one for the Russian government,
which has viewed Georgia as a pawn in the West’s (more specifically, the United States’) strat-
egy to contain Russia’s great-power aspirations by expanding NATO to its borders.*

Russo-Georgian relations during Saakashvili’s presidency were continuously volatile,
reaching their peak over the course of several crises. The most notable were the early 2006

! Georgia and the majority of the international community do not recognize these states as independent, while Russia has

actively supported their claims to independence.

2 Yet, relations between Georgia and Russia were not free of tension during the Shevardnadze era (Jaba Devdariani,
“Georgia and Russia: The Troubled Road to Accommodation,” in Robert Legvold and Bruce Coppieters, eds., Statehood
and Security: Georgia After the Rose Revolution, Cambridge, Mass.: MIT Press, 2005).

3 Most commonly known as the Rose Revolution in the West, it involved a series of widespread protests over disputed and
allegedly fraudulent parliamentary elections; as a result of these protests, Shevardnadze was forced to resign and Saakashvili
was elected president in January 2004.

4 Ronald Gregor Suny, “The Pawn of Great Powers: The East-West Competition for Caucasia,” Journal of Eurasian Stud-
ies, Vol. 1, No. 1, January 2010.
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energy shortages and trade sanctions, the Georgia-Russia “spying row” in September—October
2000, and the five-day war between the two countries in August 2008.5 The year 2006 began
with bombings of gas and electricity lines, which led to blackouts and a heating crisis in the
midst of a cold winter. Georgia blamed the attacks on Russia. Soon after, Russia imposed trade
sanctions on Georgia, banning imports of Georgian fruit, wine, and mineral water. A rapidly
deteriorating relationship between Russia and Georgia culminated in Georgia’s detention of
four Russian officers on spying charges in late September 2006.6

The 2008 five-day war was a result of many years of built-up animosity and tensions
and saw Georgian and Russian forces confront each other in South Ossetia. An independent
investigation commissioned by the EU (the “Tagliavini Report,” named after Swiss diplomat
Heidi Tagliavini, who led the investigation) concluded that open hostilities began on the night
of August 7, 2008, with Georgia shelling Tskhinvali, the capital of South Ossetia.” Russian
troops entered South Ossetia and executed a massive counterattack, routing the Georgian
forces. However, the same investigation notes that Russia may have led Georgia into war in the
preceding days: South Ossetian separatists began attacking Georgian villages in early August
2008 to force Georgia to respond militarily, thereby giving a pretext for a preplanned Russian
invasion.® The fighting ceased on August 12 after French President Nicolas Sarkozy negotiated
a ceasefire between Moscow and Thbilisi.?

The war came only a few months after Georgia applied to the NATO membership action
plan at the Bucharest NATO summit in early April 2008. Shortly before the summit, Putin
and U.S. President George W. Bush met in Sochi, where Putin warned that accepting Georgia
into NATO would cross Russia’s red line.! Georgia’s request was turned down at the summit,
but—at U.S. insistence—NATO promised Georgia that its request for inclusion in the mem-
bership action plan would be reconsidered later that year."

Despite the worsening relationship with Russia, Saakashvili pushed his agenda, moving
firmly away from Russia and enjoying a great deal of international support in the process.!? As
a result, the Kremlin used a variety of hostile measures to weaken Saakashvili’s authority and
preserve Russia’s interests in the South Caucasus.

5 Mikhail Barabanov, “The August War Between Russia and Georgia,” Moscow Defence Brief, No. 13, 2008.
“Four Russian Officers Arrested, Charged with Espionage,” Civil Georgia, September 27, 2006.

Independent International Fact-Finding Mission on the Conflict in Georgia, Report, Vol. 1, September 2009, p. 29.

8 Independent International Fact-Finding Mission on the Conflict in Georgia, 2009.

9 Anders Aslund and Andrew Kuchins, 7he Russia Balance Sheet, Washington, D.C.: Peterson Institute for International

Economics and Center for Strategic and International Studies, 2009. France held the EU presidency at the time of the crisis.

10 Tan Traynor, “Georgian President Mikheil Saakashvili Blamed for Starting Russian War,” The Guardian, September 30,
2009.

11 Kakha Gogolashvili, Tengiz Pkhaladze, Nikolay Silaev, Tornike Sharashendize, Ivan Sukhov, Vladimer Papava, Boris
Frumkin, George Tarkhan-Mouravi, Andrei Zagorski, Ivlian Haindrava, and Alexander Skakov, Russia and Georgia:
Searching for the Way Out, Thilisi, Georgia: Georgian Foundation for Strategic and International Studies, 2011.

12 Helene Cooper, C. J. Chivers, and Clifford J. Levy, “U.S. Watched as a Squabble Turned into a Showdown,” New York
Times, August 17, 2008.



Detailed Case Studies of Russia’s Use of Hostile Measures 23

Russia’s Three Key Objectives in Its Policy Toward Georgia

Keep Georgia Within Russia’s Sphere of Influence and Stop NATO Expansion

NATO expansion has been one of Moscow’s primary foreign policy concerns since the 1990s.13
In addition, Georgia’s geographic location between the Russian North Caucasus and the
Middle East (see Figure B.3) has made it a region of particular geopolitical importance to
Russia. As a result, Russia has viewed Georgia’s overtures toward NATO and the European
Union as threatening to its security and strategic interests.* Even before Saakashvili came to
power, Georgia was one of the first former Soviet republics to choose rapprochement with the
West. Saakashvili reinforced this orientation, as evidenced by, for example, Georgia’s generous
contribution of troops to Iraq and Afghanistan—a development that the Kremlin watched
with concern.”

One important means for Russia to retain some influence in Georgia was by maintaining
control over South Ossetia and Abkhazia. Russia was frustrated by its limited access to warm
seas after the fall of the Soviet Union and before the annexation of Crimea, so Abkhazia’s Black
Sea coastline (see Figure B.3) was particularly important.'s Furthermore, keeping Abkhazia
and South Ossetia in a state of ongoing or “frozen” ethno-territorial conflict with little chance
for successful resolution ensured that NATO members would be reluctant to accept Georgia
into the alliance. Thus, these conflicts have been important levers for Russia to keep NATO
out of the region, limit any form of regional cooperation, and exert political and military pres-
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14 Syvante E. Cornell, Small Nations and Great Powers: A Study of Ethnopolitical Conflict in the Caucasus, London: Curzon
Press, 2001.
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Liberty, September 10, 2007; Randall E. Newnham, “Georgia on My Mind? Russian Sanctions and the End of the ‘Rose
Revolution,” Journal of Eurasian Studies, Vol. 6, No. 2, July 2015.

16 Roy Allison, “Russia Resurgent? Moscow’s Campaign to ‘Coerce Georgia to Peace,” International Affairs, Vol. 84,
No. 6, November 2008.
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sure on Georgia.”” Russia has not only maintained a military presence in these two regions, but
it has also gradually expanded the borders of these regions farther into Georgia.'s

Force Georgia’'s Western Partners to Reassess the Southern Corridor Energy Strategy

The Nabucco pipeline, proposed in 2002 as a part of the EU’s Southern Corridor energy strat-
egy with the objective to carry Caspian and Middle East gas into Europe, would have reduced
Europe’s dependence on Russian gas.'” The project’s goal was to ensure that Europe imported
enough gas to satisfy its growing consumption needs; according to the European Commis-
sion’s calculations, Europe’s gas consumption was expected to increase from 502 bcm in 2005
to 815 bem in 2030, and Russia alone would not be able to meet the demand.?® Both the
United States and the EU backed the project and considered it to be of great strategic impor-
tance.?! The eastern section of the pipeline would run from Azerbaijan across Georgia and
Turkey to the Bulgarian border.?? Thus, the Southern Corridor energy strategy in general—
and the Nabucco pipeline specifically—went against Russia’s interest in maintaining its status
as Europe’s main energy supplier, as well as its economic, political, and strategic interests.

Dispel the Appeal of Georgia’s Pivot to the West for Russian and Other CIS Audiences

The dissolution of the Soviet Union and the identity struggles it precipitated have made the
choice between “Western” and “Eastern” development trajectories an ongoing dilemma for
many post-Soviet states, including Russia. Georgia’s pivot to the West, if perceived as suc-
cessful by Russian and CIS observers, threatened the Kremlin’s credibility within Russia and
Russian influence in post-Soviet states. With Saakashvili’s heavy-handed reforms viewed as
both inspired by the West and mostly effective, the Kremlin sought to undermine Georgia’s
success and ensure Saakashvili’s failure to keep both CIS and domestic Russian audiences from
attempting to follow a similar path.?

Energy Sanctions

Content and Implementation
Georgia frequently accused Russia of using gas as a tool of political pressure. Between 2004
and 20006, after Saakashvili’s election, Georgia experienced a nearly 500-percent increase in gas

17" Kavus Abushov, “Policing the Near Abroad: Russian Foreign Policy in the South Caucasus,” Australian Journal of Inter-
national Affairs, Vol. 63, No. 2, June 2009, p. 206; Thomas de Waal, The Caucasus: An Introduction, Oxford, UK: Oxford
University Press, 2010. Also see Brian J. Ellison, “Russian Grand Strategy in the South Ossetia War,” Democratizatsiya,
Vol. 19, No. 4, Fall 2011.

18 See, for example, Paul Salopek, “Vladimir Putin’s Mysterious Moving Border,” Po/itico, April 5, 2016.
19 See, for example, Stefan Nicola, “Analysis: Europe’s Pipeline War,” United Press International, February 5, 2008.
20 For more, see Leslie Palti-Guzman, “Don’t Cry for the Nabucco Pipeline,” Reuters, May 1, 2014.

21 See Jozias van Aartsen, Activity Report September 2007—February 2009, Brussels, Belgium: European Commission, Proj-
ect of European Interest NG 3 (national gas route 3, Nabucco project), February 4, 2009.

22 Charles Recknagel, “Nabucco Pipeline Suffers Setback as Rival Expected to Get Azeri Gas,” Radio Free Europe/Radio
Liberty, June 27, 2013.

23 For an assessment of Saakashvili’s reforms, see Huseyn Aliyev, “The Effects of the Saakashvili Era Reforms on Informal
Practices in the Republic of Georgia,” Studies of Transition States and Societies, Vol. 6, No. 1, June 2014, p. 214.
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prices.?* Moscow explained it as a regular increase, aimed to bring prices charged to Georgia
in line those charged to Moscow’s Western European customers. But other post-Soviet states
with friendlier policies were allowed to pay substantially less (see Table B.2).%

Georgia had few alternatives for providing its citizens with heat and electricity, so it had
to pay the higher rates. To avoid political upheaval, it did so from government funds, without
increasing prices paid by consumers. At the peak of Georgia’s energy dependence in 2007, it
paid Gazprom about 10 percent of its entire state budget.?6 On January 22, 2000, just days
after Russia stopped gas supplies to Georgia over a pricing dispute, Russia announced that
Chechen separatists had bombed both the main gas lines to Georgia.?” Although no defini-
tive proof emerged, many believed that the lines were cut by Moscow to further undermine
Saakashvili’s government.?® As a result of this disruption, Georgia experienced several days of
closed schools, factories, and cold houses until gas service was restored.?

Further suspicions of Russian sabotage arose when Russia announced that the main elec-
trical connection between Russia and Georgia was also blown up—at the same time as the two
gas lines, although the electrical lines were far from the gas pipes.3® The result was widespread
blackouts. Saakashvili accused Russia of being responsible for the gas and power line blasts,
saying none of the militant groups operating in the region had any motives to target Georgia.

Table B.2
Natural Gas Prices Charged to Russian Customers, 2005-2008

Price per Thousand Cubic Meters ($)

Customer 2005 2006 2007 2008
Armenia 56 110 110 110
Belarus 46 46 110 125
Georgia 53 110 235 235
Moldova 80 110 170 190
Ukraine 50 95 130 160

SOURCE: Newnham, 2011, Table 1. Used with permission.

24 Andrew Osborn, “Moscow Accused of Using Gas Prices to Bully Georgia,” The Independent, November 3, 2006;
Randall E. Newnham. “Oil, Carrots, and Sticks: Russia’s Energy Resources as a Foreign Policy Tool,” Journal of Eurasian
Studies, Vol. 2, No. 2, July 2011. Also see Olga Oliker, Keith Crane, Lowell H. Schwartz, and Catherine Yusupov, Russian
Foreign Policy: Sources and Implications, Santa Monica, Calif.: RAND Corporation, MG-768-AF, 2009.

25 Newnham, 2015.

26 Newnham, 2015.

27 “Blasts Cut Georgia Gas, Electricity Supplies,” CNN, January 22, 20006.

28 “Russia Blamed for ‘Gas Sabotage,” BBC News, January 22, 2006.

29 C.]. Chivers, “Georgia Reopens Old Gas Line to Ease Post-Blast Shortage,” New York Times, January 24, 2006.
30 “Blasts Cut Georgia Gas, Electricity Supplies,” 2006.
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Local and International Reactions

On January 19, 2006, Saakashvili made a commitment that, by 2009, the country would no
longer be reliant on Russia for its energy supplies.’ Since the electrical interruptions in 2000,
Georgia has focused on developing its hydroelectric power industry. To further offset its energy
dependence on Russia, Georgia started buying gas from Azerbaijan and helping to transport
gas supplies from Azerbaijan to European buyers, which greatly helped both states and cut
Russia out of the process.?

Despite Saakashvili’s warnings about how dangerous Russia’s energy manipulations have
been for Eastern European countries that wish to integrate with Europe, Western reactions
were rather subdued at the time. While many foreign officials, including U.S. Vice President
Dick Cheney, condemned Russia’s use of energy as a lever of influence, Western powers took
no specific actions to deter Russia from manipulating Georgia’s energy supplies or to help
Georgia withstand Russia’s influence.

Level of Success

Russia’s energy sanctions imposed significant costs on Georgia: The direct cost of the price
increases, the opportunity costs of lost production from the electric and gas cutoffs, and the
costs of setting up alternative energy supplies.’ The incident also once again highlighted Mos-
cow’s dominance over its energy-dependent CIS neighbors. The crisis in Georgia came less
than a month after Gazprom temporarily shut off gas supplies to Ukraine when Kyiv refused
to accept a fourfold price hike. While Saakashvili’s popularity within Georgia and abroad was
not immediately affected by the sanctions, the longer-term economic strain likely contributed
to a decline in his domestic approval and the demise of his party in the 2012 elections.

On the other hand, energy cutoffs gave Georgia a new impetus to become more indepen-
dent from Russian supplies. The agreement with Azerbaijan reduced Georgia’s energy costs
by more than half, and they have persisted at relatively low levels since then. Georgia has also
enjoyed generous fees paid by Azerbaijan to have its gas transit through the country en route
to Western purchasers.?

Trade Sanctions

Content and Implementation

The “division of labor” across the Soviet republics left Georgia gravely dependent on trade
with Russia after the fall of the Soviet Union. Georgia was the Soviet Union’s (and particularly
Russia’s) main supplier of wine, mineral water, and fruit, and few other countries knew of or
were interested in these products in the post-Soviet era. Thus, as virtually the sole importer of
these goods, Moscow was in a strong position to damage the Georgian economy by banning
its principal exports.

31 Daisy Sindelar, “Georgia: Thbilisi Accuses Moscow of Energy Sabotage,” Radio Free Europe/Radio Liberty, January 23,
2006.

32 Chivers, 2006.
33 Newnham, 2015.
34 See Newnham, 2011, and 2015, p. 165.
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When tensions rose with the new Saakashvili government, and with Georgia oppos-
ing Russia’s admittance to the WTO, Russia pulled the trade lever. Especially long customs
inspections of Georgian fruit shipments on the Russian border were followed by Russia’s ban
of Georgian wine in March 2006, allegedly because they contained a high level of pesticides.®
Soon after, in May 2006, two major brands of Georgian mineral water were also banned from
the Russian market for failing to meet purity standards.’¢ The Kremlin may have also sup-
ported an unofficial campaign by various Russian entities to boycott Georgian goods.?” Geor-
gian wine was allowed back into Russia soon after Georgia elected a new, more Russia-friendly
president in 2013.

Local and International Reactions

The Georgian government stated that wine and water bans were part of a political campaign
to punish the country for its pro-Western policies.’® To compensate for these losses, Georgia
made efforts to expand exports to new markets, including Ukraine, Canada, Spain, Lebanon,
and Cyprus.®

Level of Success

The Russian import restrictions affected Georgia’s overall trade balance, which was already
negative, with imports accounting for twice as much of Georgia’s trade with Russia as exports.
The sanctions also targeted sectors that were almost entirely dependent on the Russian market.
Replacing that huge market proved impossible. Before the ban, wine products constituted
10 percent of all Georgian exports, and 80-90 percent of these products went to Russia.* The
ban was strongly felt by Georgian workers, many of whom lost their livelihoods. While some
wine exports were redirected toward Ukraine and other countries, the overall volume of wine
exported in 2012 stood at only a third of pre-embargo levels.*' A significant portion of Geor-
gia’s population still lived below the poverty line, and growing incomes were offset by rising
inflation and radical economic reforms, along with a crackdown on the black market, which
left thousands unemployed. As a result, the hopes of restored trade relations with Russia may
have affected Georgians’ decision to vote for more Russia-friendly parties and presidential can-
didates in 2012 and 2013.42
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Diplomatic and Economic Measures After the Spying Row

Content and Implementation

On September 28, 20006, the day after Georgian authorities arrested four Russian officers (an
incident that became known as the spying row), Russia recalled its ambassador and began a
partial evacuation of its diplomatic staff from the country. In addition, Moscow ceased all mil-
itary communications with Tbilisi, except on the issue of the withdrawal of Russian military
bases from Georgia; any prospects of military cooperation were no longer discussed.

At the height of the 2006 spying row, Russia completely severed postal and transport
links with Georgia for several weeks.*> Russian Foreign Minister Sergey Lavrov said the sanc-
tions were aimed at “cutting off illegal flows of money which were transferred from Russia to
Georgia in large amounts.™* According to Lavrov, Georgia’s rapid militarization was at least
partly funded by this “criminal money.” Only in March 2008, 18 months after it was sus-
pended by Moscow, did direct Georgia-Russia air service resume, followed by the restoration
of sea and postal links the following month.

Finally, during the spying row crisis, the Russian Duma threatened to shut down money
transfers to Georgia.*® At the time, Georgians living in Russia sent home an estimated $1.5—
2 billion annually, so the ban on transfers would have served the Georgian economy a tremen-
dous blow.” However, a remittance ban is difficult to enforce, and partial or complete failure
of that measure could have backfired for Russia.*8

Russia found another way to economically harm Georgia through its dependence on

remittances: deporting some of the Georgian workers in Russia who sent them. According to
Human Rights Watch,

Russian courts issued expulsion decisions against more than 4,600 Georgians, and the
authorities forcibly expelled 2,300 Georgians, including some residing legally in Russia. At
least 2,000 Georgians left Russia by their own means because they had been issued expul-
sion decisions. The authorities denied basic rights to many of the detained, including access
to a lawyer or consular representation or the possibility of appealing the expulsion decision
taken against them. Most were given hearings lasting only a few minutes, and that were
conducted in groups.*’
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The report continued, “Many Georgian detainees were held in appalling conditions of
detention and many were subjected to threats and other ill-treatment. Two Georgians died in
custody awaiting expulsion.” In the days preceding the deportations (but after the spying
row began), Putin called for new regulations for migrant workers, and Russian immigration
officials cited legal violations of the immigration code as a reason for the raids against Geor-
gian migrants. While Russia’s prosecutor general, Yuri Chaika, claimed that “everything that
is taking place today is exclusively within the framework of the law,”' the Russian government
was clearly targeting Georgian workers, and Russian officials vowed to not provide work visas
to Georgians in the future.?

The actions of the authorities, statements of the politicians, and media reports painted
a picture of Georgians as a source of instability and criminality in Russia. Authorities raided
a Georgian-owned casino, a hotel, and several Georgian restaurants in Moscow. Mikhail
Tyurkin, deputy director of Russia’s Federal Migration Service, announced that “Georgian
migrants are 10 times more likely than citizens of other CIS countries to violate Russian laws,”
and mainstream TV channels and newspaper reports portrayed Georgian migrants as particu-
larly prone to criminal activity.”? According to Human Rights Watch,

Private actors also took action against Georgians. For example, the web server “Garan-
tHost.ru” cut ties with 16 web pages and one web design studio run by Georgians. On
October 21, unknown individuals attacked the Marat Gelman gallery in Moscow, which
was showing the work of the Georgian artist Aleksandr Jikia.>*

Authorities also opened a criminal investigation into the publisher of the Russian novelist
with Georgian roots Grigory Chkhartishvili, writing under the pseudonym of Boris Akunin,
for tax evasion.>

Local and International Reactions

On October 3, 2006, after Russia suspended all transport and postal links to Georgia and
stopped issuing entry visas to Georgian citizens, the OSCE, UN, and United States called on
Russia to decrease tension by reestablishing transport and communication links with Geor-
gia.’¢ In a firm statement, the EU expressed “deep concern” about Russia’s actions against
Georgia and the possible economic, political, and humanitarian consequences.”” Javier Solana,
the EU’s high representative for common foreign and security policy, called Georgia an impor-
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tant partner for the EU. The OSCE urged Russia to respond to its officers’ release by restor-
ing transport and postal links.5® Georgia threatened to block Russia’s bid to join the WTO.%
The foreign ministers of European countries and international human rights organizations
(including human rights entities within Russia) called for Russian authorities to stop activi-
ties directed against Georgians in Russia.®® Georgia filed a legal suit with the European Court
for Human Rights. After years of litigation, the European Court ruled in July 2014 that the
deportations had violated human rights norms and ordered Moscow to pay compensation.!

In late 2006, various EU officials also called for the Georgian government to avoid any
actions that would increase tensions with Russia.6? Finnish Foreign Minister Erkki Tuomioja,
whose country held the EU presidency at the time, said both sides had overreacted and warned
against any “more acute measures.” EU Commissioner for External Relations Benita Ferrero-
Waldner refrained from assigning blame in the row to ecither side and urged both Tbilisi and
Moscow to display restraint and restore dialogue.®® The U.S. Department of State stated that
it encouraged Russia and Georgia to take steps to deescalate tensions.®

Level of Success

Russia’s reactions to the spying row exposed an array of Georgian vulnerabilities to its neigh-
bor, facilitated the release of the Russian officers, and warned Georgia against such arrests in
the future. The transportation ban, expulsions, and possibility that money transfers could be
cut off frightened Georgians and made them question the wisdom of Georgian authorities.
On the other hand, sanctions imposed on Georgia during the spying row angered Georgians
and fueled growing resentment toward Russia, helping to bolster Saakashvili’s argument that
Georgia needed protection from Russia and that this protection could come from the West.
An early presidential election and double referendum on January 5, 2008—in which voters
decided whether to have early parliamentary elections in spring 2008 and whether Georgia
should pursue NATO membership—proved a success for Saakashvili. Georgia’s pro-NATO
orientation suggests that Russia was not effective in swaying Georgian public opinion away
from rapprochement with the West.56
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Passportization in the Lead-Up to the Russo-Georgian War

Content and Implementation
Visas and passports have been a tool of both public diplomacy and public pressure in Rus-
sia’s conflicted relationship with Georgia. In December 2000, Russia unilaterally introduced
a visa regime for Georgia but exempted Abkhazia and South Ossetia.” The European Parlia-
ment called these measures “a challenge to the territorial integrity and sovereignty of Georgia”
and a “de facto annexation of these indisputably Georgian territories.”® Russian policymakers
framed the policy as an extension of Russia’s “humanitarian outreach” toward its compatriots
abroad, driven by concern for the rights of the Russian diaspora abroad.®

Extensive passportization efforts in South Ossetia and Abkhazia began in June 2002 after
Russia introduced the citizenship law, which significantly reduced eligibility criteria and dras-
tically simplified previously cumbersome naturalization procedures for former citizens of the
Soviet Union.” Populations in breakaway regions were particularly susceptible to Russia’s out-
reach, as Russian citizenship offered the only means to travel abroad, given their internation-
ally unrecognized status. Starting on June 1, 2002, the nongovernmental organization Con-
gress of Russian Communities of Abkhazia began collecting old Soviet passports from those
who wished to receive Russian citizenship. These documents were sent to the neighboring
Russian city of Sochi for processing, and Russian citizenship was granted. Russia promoted the
campaign by offering incentives, such as social security and higher pension payments, as well
as easier travel and education opportunities. By the end of June 2002, 150,000 Abkhazians
had accepted Russian citizenship; together with the 50,000 who accepted Russian passports
earlier, this constituted 70 percent of the republic’s population.”” Residents of South Ossetia
also needed to exert little effort to apply for a Russian passport, and up to 90 percent of South
Ossetia’s population of fewer than 100,000 received Russian citizenship at the time.”? Accord-
ing to most estimates, virtually all non-ethnic Georgian residents of Abkhazia and South Osse-
tia have taken up Russian citizenship as a result of passportization efforts.”

While the biggest push for Russian passports in South Ossetia and Abkhazia occurred

in 2002, it continued in subsequent years and was reinvigorated after various crises in Russo-
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Georgian relations. For example, the campaign gained new momentum after the five-day war
in August 2008, most notably in the forced passportization of ethnic Georgians residing in
the Russian-occupied Akhalgori district (now in South Ossetia) and Gali district (Abkhazia).”
Georgians living in these districts received an ultimatum to either accept Russian citizenship
(and therefore renounce their Georgian citizenship) or leave the area.”

Local and International Reactions
Georgia denounced passportization as “creeping annexation.””® The Tagliavini report of the
EU-commissioned fact-finding mission on the 2008 conflict in South Ossetia concluded,

The mass conferral of Russian citizenship to Georgian nationals and the provision of pass-
ports on a massive scale on Georgian territory, including its breakaway provinces, without
the consent of the Georgian Government runs against the principles of good neighbourli-
ness and constitutes an open challenge to Georgian sovereignty and an interference in the
internal affairs of Georgia.””

In an apparent attempt not to antagonize Russia, the EU emphasized the report’s inde-
pendence and did not endorse it.”8

Level of Success
The process of passportization had effectively undermined Thbilisi’s sovereignty long before
the war began by transforming South Ossetia and Abkhazia into Russian areas and creating
overlapping sovereignties: The land legally belonged to Georgia, but the people who lived on
it were Russian citizens. By the time the war began in 2008, 90 percent of the populations of
Abkhazia and South Ossetia had become Russian citizens.” Thus, Vitaly Churkin, Russia’s
permanent representative to the UN, argued that Georgian forces were conducting ethnic
cleansing against Russian civilians and that Russia, therefore, had no choice but to violate
Georgia’s territorial integrity to stop the violence against Russian citizens.®

Because of this legal maneuver, while the international community broadly condemned
Russia’s actions during the war, its condemnation largely concentrated on the proportional-
ity of Russia’s response. As Kristopher Natoli put it, “lost in the discussions of proportional-
ity and ‘the responsibility to protect’ was a question more fundamental to the legitimacy of
Russia’s action: how did 90% of South Ossetia’s citizens come to hold Russian passports and
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citizenship?”®' In the end, as a result of passportization, Georgia’s borders have been effectively
redrawn, and thousands of Russian citizens (over whom Moscow enjoys great influence) now
reside inside Georgia’s internationally recognized borders.

Official Relations with Abkhazia and South Ossetia in the Lead-Up to the
Russo-Georgian War

Content and Implementation

In March 2008, Russia unilaterally withdrew from the CIS sanctions on Abkhazia, which
opened the possibility for Russia to provide direct military assistance to the region (although
the Russian government offered assurances that it would continue to adhere to military sanc-
tions). A few days after the April 2008 NATO summit in Bucharest, Putin signed a decree
authorizing direct official relations between Russian government bodies and the secessionist
authorities in Abkhazia and South Ossetia. The decree also treated the secessionist authorities’
legislation in the respective territories as valid.®

Local and International Reactions
The UN Security Council, which convened on April 23 at Georgia’s request, unanimously
passed a resolution that reaffirmed

the commitment of all Member States to the sovereignty, independence and territorial
integrity of Georgia within its internationally recognized borders and [support for] all
efforts by the United Nations and the Group of Friends of the Secretary-General, which
are guided by their determination to promote a settlement of the Georgian-Abkhaz conflict
only by peaceful means and within the framework of the Security Council resolutions.33

The United States, United Kingdom, France, and Germany issued a statement calling
on the Russian Federation to revoke or not implement its decision. A number of other reac-
tions came from the United States, which was in the middle of an election year. Senator
John McCain, whose campaign’s foreign policy adviser, Randy Scheunemann, had represented
Georgia as a lobbyist, was the first to blast Russia, offer Saakashvili support, and proclaim that
the United States and the world should be firm in preventing Russia from exercising a free
hand in undermining Georgian sovereignty.®4 Then-Senator Barack Obama also said he was
deeply troubled by Russia’s move.$5
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Level of Success

In authorizing official ties with Georgia’s breakaway territories, Russia likely pursued several
goals: to express dismay at the recent international decision to recognize Kosovo, in which Rus-
sia’s strong objections were overruled; to further block Georgia’s path toward NATO member-
ship; and to build a legal framework for establishing military relationships with the territories
in preparation for open hostilities. If these were indeed Russia’s objectives, they were largely
successfully attained. Russia’s decision gave credence to the argument that Kosovo’s indepen-
dence opened a Pandora’s box for other regions seeking independence to demand recognition.
It also made clear that a peaceful settlement of the ethno-political conflict in Georgian terri-
tory would be unlikely in the near future, postponing any prospect for NATO membership.
Finally, recognizing Abkhazia and South Ossetia would allow their leaders to officially ask
Russia for military support in case of military aggression against them.

Shootdown of a Georgian Surveillance Drone in the Lead-Up to the
Russo-Georgian War

Content and Implementation

On April 20, 2008, a Russian jet shot down a Georgian reconnaissance drone flying over
Abkhazia. Russia denied responsibility for the incident, and Abkhazia claimed that an “L-39
aircraft of the Abkhaz Air Force” shot down the drone.8¢ However, a UN observer mission in
Georgia concluded that the jet belonged to the Russian Air Force.?”

Local and International Reactions
Saakashvili initially denied that the downed drone belonged to Georgia but later called for
attention to Russia’s actions:

I want to say that recent actions by the Russian Federation are source of concern. We urge
the European Union to formally investigate . . . [the] incident involving incursion of the
Russian jet into the Georgian airspace, which conducted military action.®8

At the same time, while the Kremlin denied involvement and insisted that the plane
belonged to the Abkhazian air force, Putin questioned the legality of Georgia’s drone flying
over the disputed territory.®

In a statement on April 23, the U.S. Department of State supported the Georgian version
of events and reiterated unwavering support for Georgian sovereignty and territorial integrity,
as well as concern about Russia’s behavior.? On May 6, through the White House spokes-
person, the United States directly accused Russia of the downing and called it a provocative
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step.”! A week later, the OSCE’s Forum for Security Co-operation discussed the April 20 shoot-
down at its meeting in Vienna. Its chair-in-office, Finnish Minister of Foreign Affairs Alexan-
der Stubb, said that the events in question had “increased tensions” and called for a UN-led
investigation.”?

Level of Success

In addition to achieving the immediate objective of eliminating a Georgian reconnaissance
drone, the event helped Russia demonstrate its commitment to Abkhazia and its willingness
to support the separatists militarily. It also forced Georgia to reveal the existence of its military
instruments in the conflict region. Although Russia’s initial refusal to admit that its aircraft
was to blame may have created doubt about Russia’s involvement among international observ-
ers, it could no longer deny its military presence in Abkhazia after an investigation by the UN
observer mission. This sent Georgia and the rest of the world a signal that an attack by Georgia
against the breakaway territories may be deflected with the help of the Russian forces.

Military Posturing During the Russo-Georgian War

Russia increased its peacekeeping force in Abkhazia to 2,542 in early May 2008, although
it kept its troop levels just under 3,000 to avoid exceeding the maximum number permit-
ted under a 1994 ceasefire agreement signed by CIS heads of state.”> Georgia produced video
footage captured by a drone, aiming to prove that Russian troops constituted a fighting force,
rather than a peacekeeping one, in Abkhazia.”* Russia denied the accusations and insisted that
the troops were there solely to deter “a planned Georgia military offensive.”>

On May 31, Russia sent troops (unarmed, according to the Russian Ministry of Defence)
to repair a rail line in Abkhazia. The repaired track was used to transport military equipment
by at least a portion of the 9,000 Russian personnel who entered Georgia from Abkhazia
during the war.%

On July 8, four Russian Air Force jets flew over South Ossetia. A scheduled visit to Geor-
gia by U.S. Secretary of State Condoleezza Rice the next day nearly coincided with the timing
of the flight. It was the first time in a decade that Russia had admitted to an overflight of
Georgian territory.”

On July 15, as the United States and Georgia began Immediate Response 2008, a large-
scale combined military exercise, Russia began its own military exercises on the border with
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South Ossetia.?® The Russian exercise was named Caucasus 2008, and units from the Russia’s
North Caucasus Military District participated.” The district commander, Colonel-General
Sergey Makarov, said that Russia was ready to provide assistance to Russian peacekeepers in
Abkhazia and South Ossetia if needed, in the form of provisions for peacekeeping troops and
humanitarian aid to the local populations. Makarov claimed that Russia was “working out
actions” through the military exercise, should such action be required.’*® During Russia’s Cau-
casus 2008 exercises, a leaflet titled “Soldier! Know Your Probable Enemy!” (which referred
to Georgia’s armed forces) was circulated among Russian participants.!®' Russia denied that
its military exercises were intentionally timed to coincide with Immediate Response 2008.
Nonetheless, Russian troops remained near the Georgian border after the end of their exercise
instead of returning to their bases.!%2

Cyberattacks During the Russo-Georgian War

On July 19, 2008, an internet security firm reported a distributed denial of service (DDoS)
cyberattack against websites in Georgia.!”® These attacks had many targets, but it appeared
that they were intended to disrupt communications, thereby stifling the overall flow of infor-
mation inside Georgia.'** Hackers targeted and overloaded Saakashvili’s official presidential
website, rendering it inaccessible for 24 hours.!%> As Russian forces prepared to invade South
Ossetia, cyberattacks increased in number and sophistication and included the websites of
Georgia’s parliament, Ministry of Foreign Affairs, and Ministry of Internal Affairs, along with
several news agencies and banks. Among the first websites targeted were Georgian hacker
forums; these attacks were not particularly successful but might have been designed as a pre-
emptive strike against possible retaliation.!%6

On August 8, just as Russian troops were moving into South Ossetia, security experts
observed an even more substantial round of DDoS attacks against Georgian websites. Sites
such as stopgeorgia.ru recommended sites to attack and provided instructions on how to con-
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personnel, including 1,000 U.S. troops, took part in the exercise, which concluded on July 31 (“U.S. Troops Start Training
Exercise in Georgia,” Reuters, July 15, 2008).
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101Syante E. Cornell and S. Frederick Starr, eds., The Guns of August 2008: Russia’s War in Georgia, New York: M. E.
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Academy of the United Kingdom, Conflict Studies Research Centre, 2009.

10376hn Markoff, “Before the Gunfire, Cyberattacks,” New York Times, August 12, 2008.
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duct cyberattacks. By August 10, the DDoS attacks had rendered most Georgian governmen-
tal websites inoperable.!?

Attackers also defaced several Georgian political, governmental, and financial websites.
For instance, hackers posted caricatures of Saakashvili as Adolf Hitler, procured lists of public
email addresses to spread propaganda, combed government networks for potentially valuable
information, and tried to manipulate public opinion polls on sites such as CNN.com in an
attempt to sway initial international opinion of the conflict.!8

According to David Smith, then U.S. ambassador to Georgia, the events of August 2008
constituted the first ever combined kinetic and cyberattack campaign.® He further pointed
out,

When one considers the forensic evidence, geopolitical situation, timing, and the relation-
ship between the [Russian] government and the youth and criminal groups [responsible for
the cyberattacks], it is not difficult to conclude that the Kremlin was behind it all.!®

Media Campaigns During the Russo-Georgian War

Content and Implementation
The media coverage during the war produced cardinally different narratives. Here, we focus
only on Russia’s approach to information control during that time.

The Russian military attempted a few new steps to support an information campaign.
For the first time, Russian journalists accompanied the troops, which were supposedly sent
to protect Russian citizens in South Ossetia. These media reports were broadcast to the local
population in the breakaway regions. The Russian government also assigned a military spokes-
person who was to inform the public on the progress of the campaign.!

In its media and political messaging, Russia echoed NATO’s 1999 justification for inter-
vening in Kosovo and argued that Georgia conducted ethnic cleansing and genocide in South
Ossetia. Russian and South Ossetia government officials claimed that South Ossetian civilian
deaths ranged from 1,400 to more than 2,000; Russia used the urgency of preventing further
ethnic cleansing as one of its main justifications for intervention."? For instance, Russian
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President Dmitry Medvedev stated that “the form this aggression took is nothing less than
genocide because Georgia committed heaviest crimes—civilians were torched, sawed to pieces
and rolled over by tanks.”"3 On August 9, 2008, the Russian ambassador to Georgia called the
Georgian actions “the truest form of vandalism,” adding, “The city of Tskhinvali doesn’t exist
anymore. It simply doesn’t. It was destroyed by the Georgian military.”"14

Russian media repeated the claims of Georgia’s genocidal acts against South Ossetians.
For example, between August 8 and 10, 2008, Russia Today (now RT) aired multiple news
reports about the war in Georgia that started with a huge caption reading, “GENOCIDE.”
At the same time, Russian Deputy Foreign Minister Grigory Karasin accused foreign media
outlets of pro-Georgian bias in their conflict coverage, calling their account of events “a politi-
cally motivated version.”'’s

Local and International Reactions

The European Parliament adopted a resolution condemning Russia’s decision to deploy troops
to repair railway links in Abkhazia. The resolution stated that the peacekeeping structure must
be changed because Russia was no longer an unbiased player."® Georgia stated that the move
was an “aggressive” act.!”

After Russia admitted that its military jets had flown into Georgia’s airspace to “let hot
heads in Thbilisi cool down,” Georgia recalled its ambassador to Russia."$ Saakashvili slammed
the EU’s timid reaction to Russia’s admission in July 2008. During Russia-Georgia hostil-
ities, U.S. officials found that they had little leverage to affect Moscow’s behavior."” The
United States contemplated military action to aid Georgia but ultimately chose not to inter-
vene directly. However, it supported Georgia in other ways, such as sending ships to the Black
Sea, airlifting Georgian troops from Iraq to help with the fighting in Georgia, and sending
humanitarian supplies to Tbilisi. The United States also imposed some penalties on Russia by
freezing a U.S.-Russian civil nuclear cooperation agreement and ending support for Moscow’s
bid to join the WTO.120

European countries initially joined the United States in promising sanctions against
Russia and considered various responses, including suspending Russia’s relationship with the
EU and boycotting the 2014 Winter Olympics in Sochi. However, as more facts about the con-
flict continued to surface, EU member states grew increasingly divided over which side should
bear the blame for the hostilities.”?! Ultimately, EU officials welcomed Moscow’s willingness to
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agree to the EU-negotiated ceasefire and its rapid withdrawal from the region, which allowed
a possibility of maintaining the status quo in the EU-Russian relationship. “We are convinced
that it is in Russia’s own interest not to isolate itself from Europe,” read the final communiqué
from a summit of EU leaders held in September 2008.!22

In response to Russia’s media campaign, the Georgian government stopped broadcast-
ing Russian TV channels and blocked access to Russian websites during the war and in its
immediate aftermath. At the same time, Georgia launched its own public relations campaign
and managed to create an image of a small democratic country forced into a war by a grand
imperialistic, totalitarian neighbor. Within hours of the Russian intervention, the Georgian
government began sending hourly email updates to foreign journalists and maintained this
connection throughout the war. The English-speaking, Western-educated Saakashvili was
particularly effective in appealing to Western audiences.'?3

Many in the international community condemned Russia’s cyberaggression and offered
to host Georgia’s defaced websites. The Polish President Lech Kaczyriski said that Russia was
blocking Georgian “internet portals” to supplement its military aggression and offered his
own website to Georgia to aid in the “dissemination of information.”? Estonia offered to
host Georgian government websites and cyber-defense advisers. Georgia’s Ministry of Foreign
Affairs and several other official entities set up temporary blogs on Google’s Blogger service.>
The Georgian president’s site was moved to U.S. servers.'26 Then—U.S. presidential candidate
Barack Obama demanded that Russia halt the cyberattacks and comply with a ceasefire on the
ground.'?” Reporters Without Borders condemned the violations of online freedom of informa-
tion since the outbreak of hostilities between Georgia and Russia.!?8

Level of Success
Russia’s cyberattacks were effective in disrupting the online communication of the Georgian
government and crucial institutions during the five-day war and in creating a sense of confu-
sion and uncertainty. Yet, their impact was limited by the fact that the percentage of Georgian
internet users was rather small at the time. Nonetheless, it was the first time that cyber and
kinetic warfare were used in combination, and the world was awakened to Russian cyber capa-
bilities and willingness to use them as a tool of confrontation in combination with military
force.

Russian information efforts during the war in Georgia were effective in influencing Rus-
sian domestic audiences and audiences in some post-Soviet states.'? Russian media messaging
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also reached South Ossetians. According to Human Rights Watch, some Ossetian civilians
said in interviews that they approved of the burning and looting of Georgian villages because
of the “thousands of civilian casualties in South Ossetia” reported by Russian television.!3 Yet,
at the international level, Russia is widely considered to have lost the information war during
the Georgia campaign.’?' Russia’s inability to effectively communicate its version of events to
the international community was allegedly what spurred its decision to expand its information
efforts abroad and, eventually, to rebrand Kremlin’s main international propaganda channel
Russia Today to make it more appealing to Western audiences.'3

Russia’s military and nonmilitary efforts contributed to the halt on Georgia’s NATO bid.
After the war ended on August 12, Secretary of State Rice told reporters that the United States
“would not push for Georgia to be allowed into NATO.”33 Later that year, Rice confirmed
that, due to opposition from European allies, the United States was no longer willing to fast-
track Georgian and Ukrainian membership in NATO.134 In 2011, Medvedev emphasized the
importance of Russian military action in Georgia to achieve this result, stating that if Russia
had not invaded Georgia in 2008, NATO would have already expanded to include Georgia as
a member.!%

Thus, through a series of gray zone and conventional hostile measures, Moscow demon-
strated that Georgia’s Western allies would be unlikely or unable to help, and, therefore, their
guarantees had little value. This message was meant not only for Georgians but also for the
Ukrainians, who were also considering closer ties with the West and NATO. The message was
clear: Cooperation with NATO and the United States increases your risks, not your security.

Another Russian success during the war was in solidifying the popularity of then—Prime
Minister Putin’s “firm fist” approach, viewed as necessary by domestic Russian audiences in
the face of NATO encroachment and ungrateful former Soviet states.

If deposing of Saakashvili was one of Russia’s goals in this offensive, as some argue, then
Russia failed in this objective, at least in the short run.'¢ Saakashvili remained in power until
the next presidential election, although it is highly likely that the devastation brought by the
war contributed to the demise of his popularity at home and made many international actors
question his ability to handle Moscow.
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Official Recognition of Abkhazia and South Ossetia

Content and Implementation

On August 25, 2008, the Russian Federation Council, the upper house of the Russian Fed-
eral Assembly, unanimously voted to recognize Abkhazia and South Ossetia as independent
states.'?” The next day, President Medvedev signed the decree that officially recognized the two
entities and stated that this step was the only way to “save human lives.”*8 He added that, after
Western countries’ recognition of Kosovo’s independence, it would be impossible to argue that
Abkhazians and Ossetians did not deserve the same treatment.'?* Prime Minister Putin noted
that the Georgian aggression against South Ossetia demanded international condemnation
and recognition of South Ossetia and Abkhazia’s independence from Georgia.!4

Local and International Reactions
The United States, France, the secretary-general of the Council of Europe, the president of the
Parliamentary Assembly of the Council of Europe, the OSCE chair, NATO, and the G7 con-
demned Russia’s recognition of the regions, claiming that it violated Georgia’s territorial integ-
rity, UN Security Council resolutions, and the ceasefire agreement.'#! Russia sought but failed
to obtain support from its fellow Shanghai Cooperation Organisation member states because
of concerns about separatist regions in their own territories (especially China).4 Even Belarus,
Russia’s usually unwavering partner at the time, did not express support for Russia’s actions.

At the UN Security Council, the United States was deeply critical of Russian support
for the secessionist governments, accusing Russia of violating Georgia’s territorial integrity. In
response, Vitaly Churkin, Russia’s permanent representative to the UN, questioned the U.S.
claim of a moral high ground by recalling its invasion of Iraq in 2003.3 The United States
came under fire again for its support and recognition of Kosovo’s independence—a move that
some claimed had violated Serbian territorial integrity.!44

Saakashvili considered Russia’s unilateral move to recognize the breakaway states an
attempt to alter the borders of Europe by force and compared Russia’s actions with those per-
petrated by the regimes of Stalin and Hitler. On August 28, the Georgian Parliament passed a
resolution declaring Abkhazia and South Ossetia “Russian-occupied territories” and instructed
the government to annul all previous treaties on Russian peacekeeping.'® The following day,
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the government announced that it was severing diplomatic ties with Russia, and the Georgian
embassy in Moscow and the Russian embassy in Thbilisi closed as a result. Georgia recalled its
ambassador from Russia and ordered all Russian diplomats to leave Georgia, allowing only for
consular relations. Georgia prohibited economic activity in the regions without Georgian
government permission and threatened to prosecute anyone caught violating the ban. Geor-
gian naval forces blockaded the coast of Abkhazia and seized 23 cargo ships that were trying
to deliver supplies (primarily fuel). Because Abkhazia is dependent on fuel imports, it faced a
serious shortage as a result.

Level of Success

None of these measures led Russia to abandon its decision to officially recognize the breakaway
states. Russia’s role ensured that the conflict between Georgia and those regions would have
little hope for peaceful resolution—making Georgia’s path to NATO extremely difficult, if
not impossible. Russia could also use the occupied regions to hinder Georgia’s accession to the
EU by directly threatening annexation, as well as by using the regions to destabilize adjacent
areas.'¥’

Summary of the Georgia Case

Figure B.4 presents the timeline for the Georgia case. Note that several Russian measures were
ongoing at the end of the case-study period, and some continued (with varying degrees of
intensity) later on.

How Successful Were Russia’s Hostile Measures Overall?

The variety of hostile measures that Russia employed against Georgia, together with the actual
war, allowed Russia to make progress toward the three objectives highlighted at the beginning
of this case study; however, they also prompted some reactions that were counterproductive.

First, while Russia did not completely keep Georgia within its sphere of influence, it was
at least successful in precluding Georgia’s membership in NATO and halting NATO’s further
expansion to the east. The “frozen” ethno-territorial conflicts of Abkhazia and South Osse-
tia have made NATO reluctant to accept Georgia into the alliance.'8 Although Georgia still
wants to join NATO, it is not yet a part of a membership action plan and is pursuing this path
more cautiously, possibly to avoid further retaliation from Moscow. Yet, it is also important
to note that, somewhat counter to Russia’s best interests, Russia’s excursion into Georgia revi-
talized NATO, which has since become more aware of Russia’s willingness to engage with its
neighbors militarily.

Russia also successfully forced Georgia’s EU partners to reassess the Southern Corridor
energy strategy. Russia proved that it could incite instability in the South Caucasus—a fact
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Timeline of Russian Hostile Measures in Georgia
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that may have contributed to the decision to abandon plans for the Nabucco pipeline.'* This
was certainly a success for Russia, as the goal of the pipeline was to significantly limit Europe’s
dependence on Russian energy supplies. Wary of Russia’s “energy wars,” however, Georgia col-
laborated with Azerbaijan to escape its dependence on Russian gas and has harnessed its own
hydroelectric potential to ensure its electricity supply.

Third, to some extent, Russia did dispel the appeal of Georgia’s pivot to the West among
Russian and other CSIS audiences. Russian opinion polls after the 2008 war have consistently
shown that these populations perceive Georgia as one of the countries hostile to Russia and
Russians—a change from the prewar era. Furthermore, portraying Saakashvili as the initiator
of genocide in South Ossetia ensured that any success he achieved in reforming Georgia would
be dampened by his reputation in Russia as a war criminal and staunch enemy. Despite this,
Saakashvili’s anticorruption and police reform efforts have often been touted in Russian public
discourse, and he remains a popular figure for many in Russia’s political opposition movement.
Although Russia sent a strong message to other CIS countries that choosing a Westward trajec-
tory may come with dire consequences, this seems to have made some of these countries, such
as Ukraine and Moldova, only more wary of Russia’s influence and willing to get closer to the
West for protection.

More broadly, Russian hostile measures succeeded in making things more difficult for
Saakashvili’s government. The Georgian people did not oust Saakashvili before the end of his
term as the Russian government might have hoped, but Russia was still pleased when Saakash-
vili’s United National Movement party lost parliamentary elections in October 2012 to the
more Russia-friendly Georgian Dream coalition. Although Saakashvili remained president for
another year, his influence was significantly curtailed. Limited by a two-term restriction, he
could not run for reelection in 2013, and the candidate from his party received only 22 percent
of the vote. Georgian Dream candidate Giorgi Margvelashvili won the presidency.

It is difficult to pinpoint a causal link between any one Russian action against Georgia
and the events that followed the war. Russia certainly added to the country’s economic hard-
ship and may have played an important role in Saakashvili’s demise. Russia’s sanctions likely
contributed to the downturn in the Georgian economy between 2006 and 2011. Georgia’s offi-
cial unemployment rate in late 2011 was about 15 percent, much higher than when Saakashvili
first assumed office.’s® Sectors targeted by Russian sanctions were hit particularly hard; one
report estimated that Russian sanctions cost Georgian economy about $635 million in the
first year alone—a large amount for a country with a gross national product of $15 billion.">!
Due to the stark asymmetry in the sizes of the Russian and Georgian economies, Georgia was
particularly vulnerable to economic sanctions: Russia could impose such measures with little
harm to itself and great harm to Georgia.’s2 Russia is Georgia’s largest and strongest neighbor,
and even Turkey—Georgia’s most prominent trade partner—could buy only a fraction of what
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Russia would. For these and related reasons, the Kremlin was able to use a variety of sanctions,
including on energy and trade, as important levers of influence.

Although the Georgian economy grew overall during Saakashvili’s years in office, many
Georgians did not see growth in their own lives, and high rates of unemployment and income
inequality became a losing issue for him and his party in the parliamentary and presiden-
tial elections of 2012-2013; repairing relations with Russia was seen as an important way to
improve economic conditions.'> The leader of the Georgian Dream opposition party, Bidzina
Ivanishvili, who became prime minister in 2012, suggested that he would take “a more concil-
iatory line [toward Moscow] and Russian markets would reopen to Georgian produce, wine,
and mineral water, providing an economic lift.”154

Overall, Russia’s success in applying hostile measures in Georgia is likely a short-term
one. Even though Georgia is working on repairing its relationship with Russia (e.g., trade is
back on, Russia loosened the visa regime as of December 2015, and there are even negotiations
on a new pipeline), the Georgian population is wary of again becoming dependent on Russia
and remains firm in supporting Georgia’s accession to the EU and NATO.'s

What Effective Responses (if Any) Were Designed to Counter Them?

It is difficult to assess which international responses were effective in deterring Russia. Georgia
benefited from the consistent backing of the United States—through political actions, as well
as economic and military assistance. This support may have deterred Russia from pursuing
an even more aggressive policy toward Georgia. Relatively stable Western support, at least in
rhetoric, likely helped Saakashvili stay in power for two presidential terms, despite constant
Russian pressure. Still, the increased U.S. financial support to Georgia after the war was not
enough to help offset the economic burden created by the fighting or the country’s strained
relationship with Russia.

Responses from Georgia and the international community in their efforts to prevent
Russia from achieving its three broad objectives had mixed results. Russia was largely success-
ful in destroying Georgia’s chances of NATO membership, but NATO members were divided
on the issue to begin with. The debate on enlargement within NATO exists independently of
Russia’s hostile measures, and Russia’s actions only strengthened the argument of NATO mem-
bers that prefer a smaller, easier-to-defend alliance. The abandonment of the Nabucco pipeline
plans—a project backed and financed by the European Union and the United States—may
have deprived Georgia of an opportunity to further solidify its role in the global arena and
diminished its chances to cut its dependence on Russian energy once and for all. Azerbai-
jan’s cooperation with Georgia was another way in which an international partner supported
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Georgia’s response to Russian hostile measures. Finally, the most effective response to Russia’s
warnings to domestic and CIS audiences against a Westward trajectory was in maintaining
liberal democracies as an attractive model—a broad and long-term effort that goes well beyond

Georgia.



Estonia (2006-2007)

The Republic of Estonia is the northernmost Baltic state, located on the eastern side of the
Baltic Sea, south of the Gulf of Finland, north of Latvia, and directly connected to Russia
along its eastern border. Estonia became part of the Soviet Union after World War II, but it has
been an independent country since 1991. In 2004, it was granted NATO membership. Estonia
has a sizable Russian population in its capital city, Tallinn, and to its east in Narva, on the Rus-
sian border. Figure B.5 shows Estonia and its central—and precarious—location on NATO’s
eastern flank and next to Russia’s Western Military District.

Russia has a long and difficult history with Estonia. In the 18th century, the area became
part of the Russian Empire after Sweden’s military defeat in the Great Northern War.! Estonia
gained independence after 1918 but was invaded by the Soviet Union in 1940. Forcible occu-
pation at the end of World War II included mass imprisonment, killings, and deportations.
Despite Estonia’s independence, Russian leaders have continued to view it and the other Baltic
states as situated within Russia’s long-standing sphere of influence.

Figure B.5
Map of Estonia
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SOURCE: CIA, “Estonia,” World Factbook, last updated July 10, 2019a.

1 Fora summary of Russia’s involvement in Estonia, see Timothy C. Dowling, ed., Russia at War: From the Mongol Con-

quest to Afghanistan, Chechnya, and Beyond, Volume 1: A-M, Santa Barbara, Calif.: ABC-CLIO, 2015.
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Russia has sought to maintain influence in the former Soviet republics through a variety
of means, including its compatriot policy toward Russians abroad; pro-Russia foundations,
such as Russkiy Mir; cultural exchange programs; overt and covert support for local political
parties; and support for nongovernmental organizations that promote Russian values, culture,
and language. Such efforts have been particularly prevalent in Estonia, which is home to a
large ethnic Russian population (more than 25 percent) and represents an important transport
route for energy resources from Russia to Western Europe.? Estonian domestic matters are also
important to Russia because of how they might resonate with Russia’s population, due to Esto-
nia’s large Russian minority and the two countries’ common Soviet history. Finally, Estonia
is also valuable to Russia because of its status as a NATO and EU member, which potentially
provides Russia with an indirect means of influencing these organizations, both of which
require unanimity to take action on critical matters.

This case focuses on what became known as the “Bronze Soldier” incident of April 2007.
The Bronze Soldier is a monument to a Soviet Red Army soldier, located in the Estonian
capital of Tallinn and originally built to commemorate Estonia’s liberation from the Nazis
by Soviet forces. In the years after Estonian independence, it served mainly as a Victory Day
(May 9) gathering place for Red Army veterans, most of whom are ethnic Russians. On May
9, 2000, Estonian nationalists held a protest at the monument, which they considered a tribute
to the Soviet occupation of Estonia. They were briefly detained by the police but returned to
the memorial a week later, demanding its removal and dismantling. In response, young ethnic
Russians gathered at the site the following day, determined to guard the monument and pre-
vent its removal.

Fearing escalation, the Estonian interior minister responded by banning congregation
at the monument and instituting 24-hour police patrols in the area.? The decision about the
memorial’s future was then taken up at the highest levels of the Estonian government. Prime
Minister Andrus Ansip, who had sought support among the nationalistic contingent for his
Reform Party in Estonia’s parliamentary elections in March 2007, led the charge for the monu-
ment’s removal. In opposition stood Edgar Savisaar, whose left-leaning Centre Party counted
on ethnic Russians for a significant portion of its support. The statue’s relocation sparked
three nights of rioting, followed by a series of cyberattacks on Estonian government websites.
Russian youth groups besieged the Estonian embassy in Moscow, and Estonian products and
transportation services suffered losses due to boycotts by Russian businesses. Estonian govern-
ment officials accused the Russian government of instigating these events. For instance, Esto-
nian Foreign Minister Urmas Paet suggested that Moscow was trying to instill a siege mental-
ity among the Russian population in Estonia and sought to destabilize the country.

The incident represented one of the most heated points in Russian-Estonian relations
since the dissolution of the Soviet Union.5> An official Russian fact-finding delegation, led by a
former Russian Federal Security Service official, Nikolay Kovalev, traveled to Estonia to defuse

2 On Estonia’s ethnic Russian population, see Statistics Estonia, “Population by Ethnic Nationality, 1 January, Years,”
June 9, 2017.

3 Vello Pettai, “Estonia,” European Journal of Political Research, Vol. 47, No. 8, 2008.

4 Mathias Roth, Bilateral Disputes Between EU Member States and Russia, Brussels, Belgium: Centre for European Policy
Studies Working Document No. 319, August 2009.

5 “Estonia Seals Off Russian Memorial,” BBC News, 2007.
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diplomatic tensions but appeared to only escalate matters. Kovalev’s delegation called for the
resignation of the Estonian government and, after visiting the Bronze Soldier’s new location,
claimed that it had been cut into pieces and reassembled.¢ After these developments, Paet
canceled a meeting with the group: “I will not meet with a delegation that spreads only lies
regarding events in Estonia and whose objective is not the accurate portrayal of the situation,
but rather election campaigning.”

To understand why the Bronze Soldier’s removal could spur such strong reactions, it is
worth recalling that the monument was at the center of a long-standing and particularly sensi-
tive controversy between Estonia and Russia regarding their respective interpretations of his-
tory. Estonia considers itself to have been occupied by the Soviet Union from 1944 to 1991,
whereas Russia views itself as having liberated Estonia from the Nazis, with Estonia subse-
quently joining the Soviet Union by its own will. The Bronze Soldier memorial represented a
Russian narrative that was disputed by Estonians who saw the statue as an offensive symbol of
Soviet occupation and oppression.®

For Russia, as the successor to the Soviet Union, the view of the Soviet troops as occupi-
ers presented a challenge to the positive image it tried to promote both domestically and inter-
nationally, highlighting its role in liberating Europe from fascism during World War II. As a
result, Russia perceived Estonia’s negative portrayal of the Soviet Union’s historical contribu-
tions as a rejection of Russia’s modern-day legitimacy.” There was also a risk that this alterna-
tive account could open the door for Estonia to demand reparations from Russia for the years
of occupation and for the forced displacement of the Estonian population.’® Russia therefore
had every interest in defending its narrative of what the Bronze Soldier represented.

Furthermore, a strong reaction to the monument’s relocation could help Russia portray
Estonia as a state prone to domestic civil discord, potentially stirring doubts among Estonia’s
fellow NATO and EU members as to whether accepting the country was a wise decision. Por-
traying Estonia as a state ungrateful to those who liberated it from fascism—and even as a
state supporting fascism—would further undermine Estonia’s image in the international com-
munity. Importantly, highlighting troubles within Estonia—a state that showed great promise
for socioeconomic advancement after joining the EU—could help Russia make an example of
Estonia for domestic and CIS audiences.

Finally, the memorial’s removal may have facilitated electoral goals in both Russia and
Estonia, as the events took place a few months before Russia’s December 2007 parliamentary
elections and less than a year before Russia’s presidential elections. Furthermore, the debate

6 Martin Mutov, “Riigiduuma Esindajate Hinnangul on Pronkssodurit Tiikkideks Loigatud” [“According to Duma Rep-
resentatives, the Bronze Soldier Has Been Cut into Pieces”], Postimees, May 1, 2007. Estonia’s Ministry of Defence denied
the claims, explaining that the lines on the statue were a result of how statues were made at the time: created in pieces and
assembled into one.

7 Jari Tanner, “Estonia Cancels Russia Talks Over Statue,” Associated Press, May 2, 2007.
8 Pettai, 2008.

9 Russia claims that Estonia is a newly independent state that came into being in 1991 with the consent of Russia and the
Soviet Union. Estonia views itself as having restored its prewar statehood and its independence as a continuation of former
independence that was temporarily forcibly suspended by annexation by the Soviet Union. This question, seemingly a legal
technicality, actually has significant legislative implications for Estonia in terms of citizenship, language use, property
rights, and, formerly, even territory. See Graham Smith, “The Ethnic Democracy Thesis and the Citizenship Question in
Estonia and Latvia,” Nationalities Papers, Vol. 24, No. 2, 1996.

10 «“Seil] Feuding: Icy Relations Between Russia and Estonia,” 7he Economist, May 1, 2007.



50 Russia’s Hostile Measures: Combating Russian Gray Zone Aggression Against NATO

around the relocation started in 2006, in the run-up to the March 2007 parliamentary elec-
tions in Estonia. In Russia, this offered an opportunity for parliamentary factions and aspiring
presidential candidates to make strong statements, score nationalist points, and rouse public
support. In Estonia, heated discussions around the Bronze Soldier were used to galvanize sup-
port among the Russian-speaking population for the Russia-leaning political parties.!

It is unclear which of these events, if any, were truly orchestrated by Russia. It appears
that the siege of the Estonian embassy in Moscow was likely supported by Russian authorities,
but other hostile measures employed against Estonia during the crisis were initiated by inde-
pendent pro-Russia actors who may or may not have received support or encouragement from
Russian authorities. Consequently, this case study differs from the others in this appendix.
Here, we focus on the various measures that aimed to destabilize the Estonian government in
the aftermath of the monument’s relocation, but we assess their success on the basis of advan-
tages reaped by Russia in the absence of an assumption that it was Russia that employed the
measures.

Protests in Tallinn

The monument’s relocation triggered protests by Russian speakers in Tallinn and escalated
into three nights of rioting, vandalism, and looting. In the face of growing discontent and vio-
lence, and upon the advice of the Estonian Security Council, relocation work was accelerated,
and the monument was removed on April 27. Three days later, it was reerected at the military
cemetery in Tallinn. The protests by young members of the Russophone community and a
forceful response from the Estonian police left one dead; 153 people were injured, and more
than 1,000 were detained as a result of the protests.'?

Estonian politicians, security services, and some think tanks have accused Russia of
instigating the riots in response to the monument’s removal.’ At the core of these suspicions
were alleged connections between representatives from the Russian embassy in Estonia and the
leaders of the Night Watch, an activist “antifascist” organization created in 2006 specifically to
defend the Bronze Soldier monument from Estonian nationalists.' Involvement in the protests
by members of the Nashi organization—a youth movement created and openly funded by the

1" According to the Estonian Internal Security Service, one of Russia’s primary goals in Estonia in 2007 was to gain repre-
sentation for the Constitution Party in the Riigikogu, the Estonian parliament. The party is a minor political organization
run from Moscow. See Kirt Anvelt, “Aastaraamat: Vene Luure Tegi Mullu Eestis Usinalt T66d” [“Security Report: Russian
Intelligence Worked Hard Last Year”], Delfi News Service, June 20, 2008.

12 Most of the protesters were 30 years old or younger. Police responded with tear gas and rubber bullets and were later
accused of excessive force and brutality. See Heather A. Conley and Theodore P. Gerber, Russian Soft Power in the 21st
Century: An Examination of Russian Compatriot Policy in Estonia, Washington, D.C.: Center for Strategic and International
Studies, September 6, 2011. Also see “Estonia Seals Off Russian Memorial,” 2007.

13 Kaitsepolitseiamet [Estonian Internal Security Service], Annual Review, 2007, p. 16; International Centre for Defence
and Security, “Russia’s Involvement in the Tallinn Disturbances,” Tallinn, Estonia, May 11, 2007.

14 Night Watch, which refers to itself as an antifascist movement, was created in response to Estonia’s threats to remove the
Bronze Soldier and for “defense of equal rights for all in Estonia, regardless of the color of their passports; for promotion of
the Russian language and culture in all areas of cultural and societal space; making Russian an official language; justice and
truth” and against “Estonian neo-Nazism and anti-Russian foreign policy” (Hounoit JIo3op B Tannune. ARTH(AITHCTHI
IPOTHB AMCKPUMHHALIUOHHBIX BiIacTeil Dctonun [Night Watch in Tallinn: Anti-Fascists Against Discriminatory Gov-
ernment of Estonia], homepage, undated).
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Kremlin—further solidified perceptions that Russia played a role in the unrest, although there
is no definitive evidence to back up this claim.”

Public Information Campaign

Russia engaged in an intense public information campaign—targeting both domestic and
international audiences—to condemn Estonia’s actions. In January 2007, the Duma, the
lower house of the Russian Federal Assembly, unanimously passed a resolution accusing the
Riigikogu, Estonia’s parliament, of “glorifying fascism.” The lawmakers urged President Putin
to impose sanctions against Estonia in response to the Riigikogu’s passage of the War Graves
Protection Act, which effectively allowed the Estonian government to relocate the Bronze Sol-
dier.'® Russian Minister of Foreign Affairs Sergey Lavrov called out the Estonian government
for its “blasphemous attitude towards the memory of those who struggled against fascism.””
Sergey Mironov, speaker of the Russian Federation Council, the Federal Assembly’s upper
house, denounced the law allowing for the monument’s removal as “the first step towards
legalisation of neo-Nazism in that country.”

In April 2007, shortly before removal began, Lavrov called the events in Estonia “dis-
gusting” and noted that they would have “serious consequences for Russia’s relationship with
Estonia.”® The Russian Federation Council called for severing diplomatic ties with Estonia.?
On April 28, Putin expressed his concern about the situation in Tallinn during a meeting with
German Prime Minister Angela Merkel, and, on May 3, Russia demanded an investigation
into alleged human rights violations in Estonia during the protests. Russian civic leaders also
took a public stand against Estonia. Patriarch Alexy II of the Russian Orthodox Church called
“the Estonian government’s struggle against the memory of soldiers who fell in battle against
fascism” indecent, adding, “Fighting against the dead, against the soldiers who have always
been honored by all nations, is the most unworthy deed. It is immoral to profane the memory

of the dead.”

15 Nashi means ours or our own. “KpeMib TOTOBAT HOBBII MOJIOAEKHEIH MTPOEKT Ha 3ameny ‘Umymum Bmecte” [“The
Kremlin Is Preparing a New Youth Project to Substitute for ‘Walking Together”], NEWSru, February 21, 2005.

16 Eygeniy Rojkov, “Pycckuit otBet dctommnu” [“Russian Response to Estonia”], Vesti.ru, January 17, 2007; Riigikogu
[Estonian Parliament], The War Graves Protection Act (1001 SE), January 10, 2007; Joel Alas, “Coalition Split Over Bronze
Soldier,” Baltic Times, January 17, 2007.

17" Adrian Blomfield, “War of Words Over the Bronze Soldier,” The Telegraph, February 5, 2007.

18 Blomfield, 2007; also see “Bronze Meddling: Russian Hypocrisy and Heavy-Handedness Toward a Former Colony,” The
Economist, May 3, 2007.

19 Russian Federation, Ministry of Foreign Affairs, “O more MUJI Poccun BHELIHENONUTHYECKOMY BEIOMCTBY
Ocronun” [“On the Note from the Russian Minister of Foreign Affairs to the Estonian Foreign Office”], press release,
Moscow, April 23, 2007.

20 Rojkov, 2007.

21 “Alexy II: Estonian Government Disrespect for Soldier Monument Immoral,” Interfax, May 2, 2007.
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Russia’s “Hidden Sanctions”

Russian politicians and officials responded to Estonia’s decision to move the monument with
more than public statements.?? In urging Putin to consider imposing economic sanctions on
Estonia, members of the Duma’s Committee on Foreign Affairs proposed that Russia use Esto-
nia’s energy dependence as a lever of influence.

Russia did not adopt any official sanctions against Estonia, but Russian companies fol-
lowed government rhetoric by effectively sanctioning Estonia, although they generally justified
their actions in other ways. In May 2007, the state-owned rail company RZD—which enjoys
a monopoly on Russian rail trade—stopped oil deliveries to Estonia for several weeks after the
incident, claiming a need for urgent repairs. Estonia claimed that its national freight volume
decreased by 35 percent between 2006 and 2007.2> Many other Russian companies refused to
buy Estonian products or invest in projects in the country.? Authorities in the St. Petersburg
region severely limited truck deliveries of oil, coal, and petroleum through the Narva river
bridge connecting Russia and Estonia.? In an effort that was more symbolic than disruptive,
Nashi activists also blocked 20 trucks on the Estonian-Russian border, close to Ivangorod.2

Most measures proved temporary—Iasting a few weeks at most—but the crisis facilitated
the decline of Russian transit trade and cut Estonian GDP growth for 2007 by as much as
1.5 percent.”” Tourism suffered as well: Both Russian and Estonian operators were wary
of sending people to a potentially hostile destination. The Russian Travel Industry Union
announced that many Russian tourists canceled trips to Estonia due to the riots there. On
multiple occasions, Estonian border guards turned back Russians who tried to enter on tour-
ist visas, concerned that they intended to provoke further instability.2® Two years later, Lavrov
would justify Russia’s economic response by observing that the Russian public reacted with

22 Steven Lee Myers, “Russia Rebukes Estonia for Moving Soviet Statue,” New York Times, April 27, 2007.

23 “Ccopa ¢ Poccueii obepHy1ach a1 cToOHHE orpoMHbIME notepsami” [“Quarrel with Russia Has Caused Estonia
Great Losses”], Zagolovki.ru, November 17, 2007.

24 For example, Estonia’s Kalev chocolate factory was subject to a boycott. See “Kondmukt Poccun n DcTonuu cran
proOpeTaTh YePThl SKOHOMHUUYECKOTO IPOTHBOCTOSHUS 1 MPHU3HAKH UCTOPHKO-d3THHYecKoro aucconanca” [“Conflict
Between Russia and Estonia Has Acquired Characteristics of the Economic Confrontation and Signs of Historic-Ethnic
Dissonance”],” Psikhologia, May 5, 2007.

25 Rojkov, 2007. Similarly, a member of United Russia’s committee responsible for working with displaced persons and
compatriots abroad proclaimed that “boycotting Estonian products . . . is the least of measures that Russia should take
in relation to Estonia.” See “BoiikoTupoBaHHe ICTOHCKHX TOBapOB—MaJjasi 4aCTh TOrO, YTO POCCHICKOW CTOpPOHE
HEoOX0MMO NPEINpPUHATh B OTHOIIEHHH pyKoBoAuTenei 3Toil crpanb,—J/Ttobomup Tan” [“Boycotting Estonian
Products Is a Small Part of What the Russian Side Needs to Do in Relation to the Leaders of This Country’—Lubomir
Tyan”], Nizhny Novgorod, May 3, 2007.

26 Ruslan Kadermyatov, “BpemMeHHOe NOMEIIATENbCTBO OTHOUIEHH: IIONMTHYECKME AKIMHM HPOTHB DCTOHHH
He HauuM nojnepxku Ha 3anane” [“Temporary Sundown in the Relationships: Political Action Against Estonia Did Not
Find Support in the West”], Lenta.ru, May 3, 2007. Members of the Nashi movement were prohibited from entering Esto-
nia for five years after the events.

27 Robert Anderson, “Estonia Pays Price of Defying Russia,” bne IntelliNews, June 24, 2008.
28 R, Anderson, 2008.
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outrage to the plan to move the memorial and that “most of our compatriots understood and
supported these actions.”

Siege of the Estonian Embassy in Moscow

After the Bronze Soldier’s removal, the Estonian embassy in Moscow was subject to a weeklong
blockade by the youth movements Nashi, Molodaya Gvardiya (Young Guard), Molodaya Ros-
siya (Young Russia), and Mestniyye (Locals).?* On a daily basis, between 50 and 200 people
were camped out in tents in the streets surrounding the embassy. In addition to blasting Soviet
marches and songs around the clock and yelling mottos in support of Russia and in denigra-
tion of Estonia, they took down the Estonian flag, prevented journalists from entering the
embassy to get visas to go to Estonia, attempted to disrupt a press conference by the Estonian
ambassador, and blockaded the car of the head of Estonia’s diplomatic mission, screaming,
“Fascist Estonia.” In violation of the Vienna Convention on Diplomatic Relations, Russian
police forces did not stop the picketers from tearing down the Estonian flag, restricting the
movement of embassy staff, or blocking access by visitors.>» On May 3, protestors threw stones
at members of Estonia’s diplomatic mission, and Spetsnaz were allegedly unable to stop them.
Russian officials promised to contain the protests around the embassy but at the same time
stated that the events in Moscow were a natural expression of the Russian population’s outrage
at the actions of the Estonian government.?> The protest’s organizers also announced plans
to collect 1 million signatures in support of demolishing the building housing the Estonian
embassy and relocating its staff to the outskirts of Moscow.

Nashi leaders ended the protests on May 3, claiming that the Estonian ambassador’s
departure from Russia proved that the action had been successful.?> Representatives of the
youth block of the Russian nationalist People’s Union and Officers’ Union movements briefly
replaced other departing protesters. With an official permission from the government to picket,
they waved the flags of their movements and the Soviet Armed Forces. The protesters’ banners
called for an end to fascism in Estonia and condemned the Estonian government’s actions in
relation to the Bronze Soldier and other Soviet monuments.

It appears highly likely that the embassy siege happened with the support, approval, and
possibly even initiative of the Russian government. The youth organizations that took part in
the protests were either founded (and funded) by the Russian government and led by political
appointees or otherwise supported through government programs.3* Furthermore, the organi-
zation of the siege—which included color-coordinated tents, modern water dispensers, profes-

29 “JlaBpoB: poccuiickie OM3HECMEHbI OBLIM BIIPaBE COKPATHThL TPAH3UT uepe3 DCTOHMIO TOCHe JEMOHTaXa

bponsosoro conpara” [“Lavrov: Russian Businessmen Had a Right to Reduce Transit Through Estonia After the Demoli-
tion of the Bronze Soldier”], Interfax, April 2003, 2009.

30 Kadermyatov, 2007.
31 M. Roth, 2009.

32 René Virk, “The Siege of the Estonian Embassy in Moscow: Protection of a Diplomatic Mission and Its Staff in the
Receiving State,” Juridica International, No. 25, 2008.

33 ““Hamm’® cusnm ocany ¢ sctonckoro moconbeta” [“Nashi’ Ended the Siege of the Estonian Embassy”], Lenta.ru,
May 3, 2007.

34 virk, 2008.
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sional audio equipment, organized busing of activists from far regions of the country, and reg-
ular meal distribution to participants—indicated strong financial and organizational support
that likely went far beyond the organic capabilities of these movements.? Finally, the fact that
the Russian government authorized the groups to picket the embassy, and that the military was
seemingly unable to stop the attack, suggests some measure of official complicity.

Media Campaign

At the time of the events, Russian speakers in Estonia primarily consumed either rebroadcasted
Russian media content or Russian-language programming that was created specifically for
Russian audiences in Estonia. Popular television outlets include PBK, a subsidiary of the Rus-
sian-owned BMA media conglomerate, which rebroadcasts Russian media in the Baltics; the
state-owned RTR-Planeta, which broadcasts globally; NTV, which is owned by Gazprom; and
the Russian government—controlled RT, formerly Russia Today, whose multilingual broadcast-
ing has been the target of propaganda accusations in several countries, including the United
States.?¢

The majority of Russian media in both Russia and Estonia has toed the Russian gov-
ernment’s official line arguing that Estonia misrepresented history in service of its goals, was
experiencing a fascist revival, and put Russian speakers in Estonia at risk of persecution, repres-
sion, and discrimination. Some of the headlines and word choices that captured the events sur-
rounding the Bronze Night were particularly telling:

* “The Monument to the Warrior-Liberator Has Been Cut Up and Moved in Parts; One
Russian Speaker Killed [or murdered] in Riots”

e “Bronze Soldier Attacked at Dawn”

e “Regular Fascism”

* “Final Solution of the Soviet Question.”?”

35 Tnternational Centre for Defence and Security, 2007.

36 Aija Krutaine and Andrius Syta, “Battle of the Airwaves: Baltics Compete with Russia for Hearts and Minds,” Reuters,
February 13, 2015; also see Baltic Center for Investigative Journalism, “Russkiy Mir,” re:Baltica, April 11, 2012; Jill
Dougherty and Riina Kaljurand, Estonia’s “Virtual Russian World”: The Influence of Russian Media on Estonia’s Russian
Speakers, Tallinn, Estonia: International Centre for Defence and Security, October 2015. Also see Urmas Loit, “Estonia:
Media Landscapes,” Maastricht, Netherlands: European Journalism Centre, 2009, and P. Vihalemm, “Current Trends of
Media Use in Estonia,” Informacijos Mokslai, Vol. 47, 2008.

Gazprom is a Russian public stock energy development company. More than 50 percent of Gazprom stock belongs to
the Russian government.

In 2017, after accusations that Russia interfered with the previous year’s presidential election, the U.S. government
ordered RT to register as a foreign agent and disclose its financing under the Foreign Agents Registration Act (Josh
Gerstein, “DOJ Told RT to Register as Foreign Agent Partly Because of Alleged 2016 Election Interference,” Politico,
December 21, 2017).

37 “BTannuue pa3pe3aH 1 BEIBE3EH [0 YaCTSIM MAMATHHK BonHy-0cBo601uTEN0. B 6ecropsikax yOuT pyccKoA3bIYHbIIH
xkutens’ [“Monument to the Warrior-Liberator Has Been Cut Up and Moved in Parts; One Russian Speaker Killed in
Riots”], NEWSru, April 27, 2007; Galina Sapozhnikova, “BponzoBoro Coinzara aTakoBajy Ha paccBeTe: DCTOHCKHUE
Bractu onenuian MoHyMeHT [“Bronze Soldier Attacked at Dawn: Estonian Authorities Cordon Off Monument”], Kom-
somolskaya Pravda, April 27, 2007; Valentin Zvegintsev, “O0bIKHOBEHHBIH (amm3M: ITMOCTOHHN HAYaIUCh PACKOIKH
acbponsoporo congara” [“Regular Fascism: Estonia Began Excavations at the Bronze Soldier”], Moskovskiy Komsomolets,



Detailed Case Studies of Russia’s Use of Hostile Measures 55

Russian’s main state news agency, RIA Novosti, falsely stated that the monument was
cut up before relocation.’® The Russian media in general tended to portray the protesters in
Estonia as peaceful and specifically emphasized the brutality of the police response.? From
April 26 to May 1, RT repeatedly broadcast an interview with Night Watch leader Dmitri
Linter in which he threatened Estonia with civil war and promised, among other things, that
the Estonian military would no longer be taking orders from “this government.™?

Estonian authorities formulated a public response to Russia’s accusations, but it was not
particularly successful. The Estonian Internal Security Service condemned Russian TV media
for “painting a picture of post-Soviet Estonia as an economically, socially, and culturally degen-
erate country on Europe’s periphery, where neo-Nazism has taken ground and the Russian-
speaking population is glaringly discriminated against.”! Specifically in relation to the events
of the Bronze Night, officials accused journalists from RTR of “disseminating hatred and
propaganda” and helping the Night Watch and Nashi instigate riots.*?

Cyberattacks

Three waves of cyberattacks disabled the websites of the Estonian presidency, parliament, gov-
ernment ministries, political parties, news organizations, and banks.*> The first (April 27—
May 3) immediately followed the riots; the second round of attacks (May 8-9) occurred as
Russia celebrated Victory Day over Nazi Germany and when President Putin delivered an
accusatory speech against Estonia. The third came on the eve of the EU-Russia Summit on
May 17-18, 2007.44 Rather primitive at first, the attacks grew in sophistication and intensity:
A large botnet of approximately 85,000 computers was used to conduct DDoS attacks, official
websites (including that of the Reform Party) were hacked and defaced, and domain name
system servers were corrupted, temporarily disrupting internet service in parts of the coun-
try. Electronic banking services for two banks that controlled between 75 and 80 percent of
the Estonian market were shut down for hours on two occasions.“ Potentially exacerbating

April 27,2007; “OxoH4aTenbHOE PEIIEHHE COBETCKOT0 BONIPOCA. DCTOHUS TOTOBUTCSA K IepeHocy naMsaTHUKoB” [“Final
Solution of the Soviet Question; Estonia Prepares to Move the Monument”], Channel One (Russia), November 26, 2006.

38 “Estonian Government Cuts Up WWII Memorial,” RIA Novosti (Sputnik), April 27, 2007.

3 “Vxop copectn. He sonycTuth neMonTax namstHuka Bouny-ocsobonuremo B Tamiune” [“Pangs of Conscience:
Do Not Allow Demolition of the Memorial to the Warrior-Liberator in Tallinn”], Channel One (Russia), January 27, 2007.

40 International Centre for Defence and Security, 2007.

41 Kaitsepolitseiamet, 2010, p. 10.

42 Kaitsepolitseiamet, 2007, p. 15.

43 Tan Traynor, “Russia Accused of Unleashing Cyberwar to Disable Estonia,” The Guardian, May 16, 2007.
44 Traynor, 2007.

45 The initial attack apparently began when instructions for executing ping commands were posted on various Russian-
language websites. One paper explains, “As a generalisation, though, the initial attacks on April 27 and 28 were simple,
ineptly coordinated and easily mitigated” (Encken Tikk, Kadri Kaska, and Liis Vihul, International Cyber Incidents: Legal
Considerations, Tallinn, Estonia: Cooperative Cyber Defence Centre of Excellence, 2010, p. 18).

46 Tikk, Kaska, and Vihul, 2010, pp- 20-22.
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the damage, Russian-language websites offered instructions on how to attack Estonian sites.”
Although the “size of the cyber attacks was certainly significant to the Estonian Government,”
one U.S. analyst observed, “from a technical standpoint [it] is not something we would con-
sider significant in scale.”$

Foreign Minister Paet openly accused Russia of being behind the cyberattacks, claim-
ing that experts had tracked them to the official IP addresses of Russian authorities.* Russia
denied involvement and refused to cooperate with Estonian law enforcement agencies as they
attempted to investigate the attacks’ origins, thus eliminating chances that any perpetrators
under Russian jurisdiction would be brought to trial.

The investigation, carried out by the Estonian Ministry of Defence, did not yield sub-
stantial evidence of official Russian involvement; international experts also failed to come
to consensus on whether Russian authorities were behind the attacks. Yet, the timing of the
attacks and the decision by the authorities not to pursue suspects based in Russia (despite a
treaty obligation to do so) led many to conclude that the Russian government played a role in
either directing or encouraging the attacks.*

Summary of the Estonia Case

In the case of the Estonian crisis, the timeline of Russian hostile measures (see Figure B.6) is
difficult to plot with precision because it is unclear which measures can be directly attributed
to Moscow. Although many in Estonia and beyond see the hand of the Russian government
behind the Bronze Night crisis (since Russia had both the motivation and the tools to foment
instability in Estonia), there is little or no direct evidence that Russia indeed orchestrated
the various events.”’ What is certain, however, is that Russia’s relationship with Estonia—
including its compatriot policy, its glorification of World War II, efforts to solidify Estonia’s
energy dependence on Russia, links to and support for Estonian political parties and non-
governmental entities and movements, the dominance of Russian television as an informa-
tion source for ethnic Russians living in Estonia, and propaganda promoting Russia’s view of
history—set the stage for the crisis without necessarily creating it.52

Even if the Russian government supported the protests in Estonia, the fact that the unrest
spread so rapidly and involved so many people makes it unlikely that it was the result of an
organized effort. Claims of Russian government involvement highlight Russia’s links to lead-

47 David. J. Smith, “How Russia Harnesses Cyberwarfare,” Defense Dossier (American Foreign Policy Council), No. 4,
August 2012.

48 Quoted in Roland Heickerd, “Emerging Cyber Threats” and Russian Views on Information Warfare and Information Opera-
tions, Stockholm, Sweden: Swedish Defense Research Agency, 2010, p. 42.

49 Arthur Bright, “Estonia Accuses Russia of Cyberattack,” Christian Science Monitor, May 17, 2007; D. Smith, 2012.

50 Richard A. Clarke and Robert K. Knake, Cyber War: The Next Threat to National Security and What to Do About It, New
York: HarperCollins, 2010.

51 Republic of Estonia, Ministry of Foreign Affairs, “Declaration of the Minister of Foreign Affairs of the Republic of Esto-
nia,” Tallinn, May 1, 2007.

52 Since Putin’s ascent to power, the Russian government has made particular use of the Great Patriotic War to strengthen
Russian pride within and beyond the country’s borders, as the victory over Nazi Germany in World War II is the one event
that can unite Russians. This also applies to Russians living in Estonia.
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ers of the Night Watch; however, the Night Watch leaders who were charged with instigating
the protests were found not guilty in 2009 by the Estonian district court in Harjumaa.’ Fur-
thermore, no experts have been able to link the Russian government directly to the cyberat-
tacks, and some even contend that the attacks were too unsophisticated to bear the mark of
the Russian government.>* Partly because of Russia’s refusal to assist in the investigation and
partly because of the lack of evidence, Estonian authorities were unable to implicate Russia.’
The involvement or support of the Russian government seems obvious only in the Estonian
embassy siege in Moscow, based on how well the picketing was organized and the fact that it
ended abruptly after the Estonian ambassador’s departure from Moscow.5¢

Opverall, it seems likely that Russia set the stage for the reaction to the Bronze Soldier’s
removal among Russian speakers in Estonia through its long-term policies and ongoing
involvement in the country in the post-Soviet era. It is also likely that Russia took advantage
of the evolving situation to further foment a crisis by encouraging and supporting a variety of
disruptive activities.

How Successful Were Russia’s Hostile Measures Overall?

Whether Russian officials sanctioned the reaction to the monument’s removal or whether
the reaction evolved spontaneously, the protests, political threats, embassy siege, cyberattacks,
and economic sanctions were unsuccessful in preventing Estonia from relocating the monu-
ment. However, these actions were more successful in achieving other potential Russian objec-
tives: punishing Estonia for its actions; reminding Estonia that, despite its independence, it
is not free from Russia’s influence; and tarnishing Estonia’s image among its fellow EU and
NATO members, or at least among the Russian and CIS publics. The “hidden” economic
sanctions imposed by Russian businesses were particularly effective in hurting Estonia’s econ-
omy, although most Estonian politicians rejected this notion.”

The Bronze Night events exposed the polarization within Estonian society and the failure
of Estonia’s policies to integrate the country’s Russian population. Additionally, Russia’s abil-
ity to foment domestic instability clearly demonstrated to Estonia and other Baltic states that,
while they may have gained acceptance into the Western “club,” Russia’s interests were not to
be overlooked. It appears that this message was effective in Estonia: After the events in 2007,
80 percent of Estonians polled reported a “fear that Russia may occupy Estonia again.”®

53 “Estonia Trial of Russia Activists,” BBC News, January 14, 2008.
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Figure B.6
Timeline of Russian Hostile Measures in Estonia
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The Russian public also became more hostile to Estonia after the Bronze Night events.
According to a 2007 poll by the independent Russian research firm Levada Center, 60 percent
of Russians considered Estonia to be Russia’s principal enemy.”® Thus, if one of Russia’s goals
was to dispel Estonia’s allure to Russian audiences, it definitely achieved it.

However, Russia’s reaction to the Bronze Soldier’s removal appears to have further dis-
tanced it from the European Union. It is, to a large extent, Russia’s failure (or reluctance) to
protect the Estonian embassy in Moscow that prompted EU members to stand behind Esto-
nia. Furthermore, Russia’s response to the crisis and suspicion that it had sanctioned the cyber-
attacks against Estonia made it clear in the EU and elsewhere that crises between Russia and
its neighbors may pose a threat to European stability.®

What Effective Responses (if Any) Were Designed to Counter Them?

Estonia tried to counter Russia’s threats and the strong reaction to the Bronze Night events in
several ways. Among these was a refusal to continue negotiations on the Nord Stream natural
gas pipeline project, which would have carried Russian gas to Europe through the Estonian
part of the Baltic Sea.®! Later, Tallinn rejected Nord Stream’s request to carry out surveys in
its exclusive economic zones and, eventually, refused to participate in the project altogether.
While this response interfered with Russian plans, it did not deter Russia from recruiting
other partners (Denmark, Finland, and Sweden) and ultimately bringing the project to frui-
tion. Because of this, some argue that Estonia’s choice not to participate in Nord Stream was
a mistake, costing it a seat at a negotiation table with Russia and, thus, any ability to exert
influence.®

In addition, the Estonian government confiscated visas from known Nashi activists in
Estonia, deported several of them for visa violations, and banned others from entering the
country from Russia. As one consequence, these activists lost their ability to enter other Schen-
gen countries. It is not clear whether these sanctions had a broader effect on Russian activists’
desire to participate in protests in Estonia or other countries, however.

International involvement was not extensive prior to the escalation of the crisis. In fact,
representatives of various EU countries questioned the wisdom of Estonia’s move to relocate
the monument and resented being dragged into a dispute with Russia.5* Initially hesitant to
call on international support, Estonia exhausted its own ability to contain the crisis. On May 1,
amid the siege of the Estonian embassy in Moscow, Estonian Foreign Minister Paet requested
that the upcoming EU-Russia Summit be canceled and suggested that the EU consider the

59 “B renn Bponsosoro conmara: DcToHus orsiabiBaercs Ha arnpenb 2007-ro” [“In the Shadow of the Bronze Soldier:
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attack against Estonia to be an attack against the EU as a whole.®> Seemingly in response
to these pleas, the EU issued a Common Foreign and Security Policy statement on May 2,
strongly urging Russia to comply with its obligations under the Vienna Convention on Diplo-
matic Relations.® EU High Representative Javier Solana engaged in telephone diplomacy, and
the Moscow delegation of the European Commission called on Russian companies to honor
their contracts with Estonia. Eventually, in conversations with the German Foreign Minister
Frank-Walter Steinmeier, Russia agreed to facilitate an end to the blockade under the condition
that the Estonian ambassador leave Moscow.?” At the EU-Russia Summit later that month,
talks revolved around the embassy siege, Russia’s economic sanctions, and the cyberattacks.
European Commission President José Manuel Barroso emphasized the EU’s solidarity with
Tallinn. The United States and NATO both issued official declarations of support of Estonia
in the crisis with Russia.¢8

Overall, the international response did play a role in imposing some restraint on Rus-
sia’s actions—most notably, it was Steinmeier’s mediation that broke the siege of the Estonian
embassy. In publicly supporting Estonia, the EU and NATO may have demonstrated to Russia
that there was widespread Western opposition to its actions. The events also reinforced Esto-
nia’s argument to the international community that Russia aims to expand its influence in the
former Soviet bloc and that relations between Russia and the former Soviet states will likely
remain problematic.% This international response may also have prompted Russia to alter
its behavior somewhat to avoid losing more “friends” in the European Union, knowing that
completely severing relationships with Estonia could harm Russia’s interests in the EU energy
sector.”0
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Ukraine (2014-2016)

European security was not on the national security agendas of Western policymakers in late
2013 when the Ukraine crisis erupted. Security priorities at the time focused on winding down
NATO operations in Afghanistan, containing the fallout from the Arab Spring, and monitor-
ing China’s military rise in Asia. In terms of European security, the United States was scal-
ing back spending for U.S. European Command, and European countries were cutting their
defense budgets. Then, protests in Kyiv became violent, and Russian special forces suddenly
appeared on the streets of Crimea. In March 2014, the crisis took an unexpected turn, with
Russia annexing Crimea in a move that shocked the international community. Soon after, pro-
Russia militias began seizing government buildings in the Donbas region in eastern Ukraine,
civil war broke out, and Ukrainian forces came face to face with separatists supported by the
Russian military. Security on the European continent once again became an issue. Figure B.7
depicts Ukraine and surrounding states.

We provide some background of this conflict before delving into the hostile measures that
Russia employed at various times and with varying degrees of success throughout the Ukraine
crisis. Russia likely has several objectives in relation to Ukraine: restore Russia’s position as a
global power, prevent NATO and the EU from inching closer to Russia’s border, create a viable
Eurasian Union that includes Ukraine, and, ultimately, weaken NATO. These are ambitious
goals, and this case study concludes that hostile measures enabled Moscow to close in on a few

Figure B.7
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of them, such as enhancing Russia’s international stature. However, applying hostile measures
to exacerbate Ukraine’s domestic political crisis undermined other objectives, such as keeping
Ukraine in Russia’s sphere of influence.

Historical Background

The Ukraine case has been studied elsewhere in significant detail. Because it is central to
NATO strategy vis-a-vis the Russian hostile-measures threat, we briefly recap this history here.

From Russia’s perspective, Ukraine is geopolitically unique. Since the collapse of the
Soviet Union, Moscow has seen its influence over Ukraine as pivotal to maintaining control
over security policy in CIS states.! Past invasions—by Napoleonic France, Imperial Germany,
and Nazi Germany—have shaped Moscow’s policy of maintaining a ring of buffer states that
can act as a barrier to an invading force from the West.2 Consequently, Moscow perceives a
Ukraine with ties to the EU through an association agreement as an unacceptable strategic
vulnerability.3

Crimea and its strategically important port city, Sevastopol, also are uniquely important
to Russia for security reasons. In both the Crimean War (1853-1856) and World War II, the
Crimean Peninsula provided a buffer against invasion from the West.# In the mid-19th cen-
tury, the decline of the Ottoman Empire enabled Russia to expand its influence in Eastern
Europe and the Black Sea region. But this face-off between diminishing and rising empires
threatened Western interests, and the United Kingdom and France declared war on Russia.’
Forces clashed on the Crimean Peninsula, and Russia pushed back the invaders from the
west. During World War II, Crimea again became a battlefield as Nazi Germany invaded
and occupied the peninsula to protect its gains and resources in southeastern Europe, such as
the oil fields in Romania that were crucial to the German war effort.¢ Once again, Crimea
was the stage where West met East—and where East eventually triumphed. Today, Russia
sees the Black Sea as important in addressing maritime security threats to its coast, securing
energy transportation infrastructure, and projecting power into the Mediterranean Sea, Indian
Ocean, and other international waters. Russia needs access to Crimea’s port facilities to main-
tain its fleet’s presence in the Black Sea and access the Mediterranean Sea.” Preventing Ukraine
from falling under Western influence safeguards that access, which, in turn, is important to
Russia’s global power ambitions.

1 Roy Allison, “Russian ‘Deniable’ Intervention in Ukraine: How and Why Russia Broke the Rules,” International Affairs,

Vol. 90, No. 6, November 2014, p. 1269.

2 U.S. Army Special Operations Command, ‘Liztle Green Men’> A Primer on Modern Russian Unconventional Warfare,
Ukraine 2013—-2014, Fort Bragg, N.C., 2015 p. 39; John J. Mearsheimer, “Why the Ukraine Crisis Is the West’s Fault,”
Foreign Affairs, September—October 2014.

3 Allison, 2014, p. 1269.

4 U.S. Army Special Operations Command, 2015, p. 38.

5 “The Economist Explains: What the Original Crimean War Was All About,” The Economist, March 18, 2014.

¢ TJacob Kipp, “A Look Back at the WWII Crimean Campaign,” book review, War on the Rocks, December 8, 2014.

7 Fyodor Lukyanov, “Putin Has Stumbled in Ukraine,” Moscow Times, August 10, 2014; Edward Delman, “The Link
Between Putin’s Military Campaigns in Syria and Ukraine,” The Atlantic, October 2, 2015.
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Russia’s perception of Ukraine also factored into Russia’s decision to interfere politically
in Kyiv in 2013 and to intervene more aggressively in Crimea in 2014. Russia feels a histori-
cal connection to Ukraine that dates back as far as the 9th century, and parts of modern-day
Ukraine were once part of Imperial Russia.? Since at least the 19th century, Russia has viewed
Ukrainians as “little Russians” and considered Ukrainians, Belarusians, and ethnic Russians
living in their countries as one Russian people.” Russia lost control of Ukraine after the Rus-
sian Revolution; Ukraine declared independence in 1918, only to succumb to internal divi-
sions and occupation by Germany and Austria.'® Defeat in World War I forced the Central
Powers to abandon their claims to Ukraine, and, in 1919, Ukraine’s warring parties formed a
united government. The country enjoyed independence for only three years before becoming
one of the original Soviet republics in 1922. It remained a part of the Soviet Union for almost
70 years, until it regained independence in 1991.

In addition to its long, shared history with Russia, events in Ukraine—as in other former
Soviet republics—have influenced contemporary Russian domestic politics. The mass demon-
strations of the 2003 Rose Revolution in Georgia and the 2004 Orange Revolution in Ukraine
led to the ouster of pro-Russia regimes and their replacement by governments that were more
Western-oriented. Russian President Vladimir Putin began to fear that similar “color” revolu-
tions could spread to Russia or the North Caucasus, causing the collapse of the regime." He
compensated by taking a more authoritarian approach to domestic politics, which included
cracking down on nongovernmental organizations that received funding from abroad.

A final important element of the 2014 crisis was Russia’s effort, borne out of the political
and economic hardship of the 1990s, to regain its former prominence and assert an alternative
to Western institutions and influence.’> The EU’s Eastern Partnership initiative was estab-
lished at the 2009 Prague Summit and includes Armenia, Azerbaijan, Belarus, Georgia, Mol-
dova, and Ukraine. Russia views this partnership as the EU’s attempt to undermine its plans
to reintegrate CIS countries and to expand Europe’s influence in Russia’s near abroad. In 2010,
Russia sought to create a rival to the EU and the Eastern Partnership Initiative, forming the
Eurasian Customs Union with Belarus, Kazakhstan, and (in 2013) Armenia.!® The Eurasian
Union, which was officially established in 2015, aims to integrate the economies, legal systems,
customs, and military capabilities of member nations into a multinational power that can com-
pete with the EU, the United States, and China.

If the Eurasian Union were to become a viable rival, it was crucial that Ukraine, a former
Soviet industrial and agricultural center, join the organization.' At the November 2013 Eastern
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Partnership Summit, the EU invited Ukraine—along with Armenia and Moldova—to sign an
association agreement, the terms of which prohibited these nations from joining the Eurasian
Union.”> The prospect that Ukraine might become economically closer to the EU pressured
Moscow to act to preserve the Eurasian Union’s chances of success. When it became clear that
Kyiv was considering signing the association agreement with the EU, Moscow sent a high-level
envoy to Ukraine to convey Russia’s concerns and possible responses.’ Putin and Ukrainian
President Viktor Yanukovych met twice in fall 2013. Yanukovych ultimately refused to sign
the association agreement, and, a month later, Putin announced the extension of a $15 billion
loan to Kyiv and a decrease in the price of natural gas sold to Ukraine.”” These announcements
ignited a domestic political crisis in Kyiv that quickly escalated.

The Spetsnaz and the Annexation of Crimea

Content and Implementation

Ukraine’s domestic political crisis came to a head on February 22, 2014, with the departure of
President Yanukovych. That same day, Russian special forces were allegedly put on alert and
mobilized.’® Over the next several days, they reportedly deployed to Ukraine with the inten-
tion of creating “popular uprisings” and motivating Crimea’s ethnic Russian population to
support annexation, sometimes through bribery.” These well-armed and highly mobile forces
did not wear insignia, allowing the Kremlin to deny Russia’s military presence in Crimea.?
The Spetsnaz were very cordial in dealing with the population. (In fact, although Western
observers would refer to the anonymous troops as “little green men,” Crimeans called them
“polite people.”)?! The deployment was effective in encouraging Ukrainian military person-
nel stationed in Crimea to defect, thereby paving the way for a relatively bloodless takeover
of the peninsula. On February 27, Spetsnaz began conducting tactical operations to seize key
government buildings.?? The next day, they began surrounding and blockading Ukrainian
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20 Perry, 2015.
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military bases, and, by March 1, about 60 percent of Ukraine’s air defense units in the pen-
insula had been captured by Russian troops.2> These military actions facilitated the political
process underway in the Crimean and Russian parliaments, which culminated in the signing
of a reunification agreement on March 17 under which Russia effectively annexed Crimea.

Local and International Reactions

The Ukrainian government and the international community failed to mount a timely response
and were ultimately unsuccessful in preventing Moscow from taking control of the peninsula.
Part of the reason was uncertainty as to what was truly happening and whether it was driven by
Moscow.2* When the Spetsnaz began military operations on February 27, their lack of insignia
and Russia’s denial that its troops were present in Crimea created doubt about its involvement,
thereby undermining the ability of Kyiv and NATO to formulate an effective response. This
confusion and uncertainty allowed Russia to secure control over Crimea without facing sig-
nificant resistance. It was only in April that Putin admitted, “Russia created conditions—with
the help of special armed groups and the Armed Forces . . . for the expression of the will of the
people living in Crimea and Sevastopol.”?

Other factors hindered the Ukrainian government and the international community’s
ability to respond to Russia’s action in Crimea. First, Kyiv was in the midst of political turmoil
following the disintegration of Yanukovych’s government, and Ukraine’s interim government
was divided on whether to react militarily.26 The international community did not support a
Ukrainian military intervention. According to a transcript from a February 28, 2014, meet-
ing of Ukraine’s National Security and Defense Council, concern that Russia could launch
Georgia-like operations in Ukraine was the primary reason for the international community’s
objection to a military response to the annexation. At the meeting, the head of Ukraine’s Secu-
rity Service stated,

The information provided by our channels fully confirmed Russia’s readiness to send
troops, which are concentrated along our border. Both the Americans and the Germans all
in one voice are asking us not to start any active action, because, according to their research,
Putin uses it to initiate a large-scale land invasion.?”

Also of concern was the ability of Ukraine’s armed forces to successfully confront the
Russian Spetsnaz; with no international military assistance forthcoming, operations to recap-
ture Crimea had the potential to fail. Moreover, any Ukrainian military operation that resulted
in the deaths of Russian-speaking civilians would strengthen Putin’s narrative that Ukraine
threatened the safety of Russian compatriots. The United States and several European govern-
ments encouraged Ukraine to stand down, and it did.?®
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What response the international community did have to the events in Ukraine was pri-
marily diplomatic and economic. On March 3, the EU and Group of Eight (G8) member
countries decided to suspend preparations for the G8 Summit that had been planned to take
place in Sochi, Russia, in June.?” On March 6, the EU announced that it would prepare to
impose asset freezes and travel bans on specific Russians; that same day, President Barack
Obama signed an executive order sanctioning individuals and organizations involved in violat-
ing Ukraine’s sovereignty and territorial integrity.?® On March 17, the EU agreed on its first
sanctions against Russia, and President Obama signed another executive order stating that
Russia’s actions undermined Ukraine’s democratic processes and institutions. More sanctions
from the EU and the United States followed on March 20 and 21. As we discuss throughout
this case study, sanctions became the West’s main response to Russia’s use of hostile measures
in Ukraine.

Level of Success

The deployment of Spetsnaz to Crimea was the most important measure that enabled Russia
to take over the peninsula. The speed and professionalism with which the Spetsnaz conducted
their operations amid uncertainty about the level of Russia’s involvement in these events para-
lyzed decisionmaking in Kyiv, Western capitals, and the UN. The success of the Spetsnaz in
overrunning Crimea’s parliament building and supreme court effectively blocked local politi-
cal authority, which facilitated the legal process that led to annexation.’! Developments in
Crimea unfolded quickly and suddenly: About a week after Yanukovych fled, Russia con-
trolled much of the peninsula, and within another two to three weeks, the annexation was
official. The Spetsnaz presence in Crimea had facilitated the entire process, making it a very
successful hostile measure.

Russian Military Support to Separatists in Donbas

Content and Implementation

After consolidating control of Crimea, Russian Spetsnaz allegedly deployed in April 2014
to Ukraine’s Donbas region, where they worked with indigenous forces to seize government
buildings in Donetsk and Luhansk.32 Despite some initial success, covert and proxy operations
in Donbas ultimately failed. Separatist groups lacked cohesiveness, strong leadership, and coor-
dination, and they were reckless with the weapons provided to them.3? The success of Ukrai-
nian efforts to recover territory throughout the spring and summer of 2014 is thought to have
prompted Russia’s regular military to become more deeply involved in the region, particularly
through the transfer of arms. Moscow began sending more-advanced equipment to eastern

29 European Council and Council of the European Union, “Timeline—EU Restrictive Measures in Response to the Crisis
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30 European Council and Council of the European Union, 2019.
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Ukraine; one source estimated that, by late August, Russia had sent 100 main battle tanks, 100
artillery pieces, 80 armored personnel carriers, and 500 antitank weapons across the border.>
In late August, a convoy allegedly carrying humanitarian supplies to war-torn parts of Ukraine
illegally crossed the border from Russia, sparking debate about the nature of Russia’s support
to the separatists. By that time, 3,000 to 6,500 Russian troops were operating in Ukraine.?

Artillery launched from within Russia bombarded Ukrainian forces, helping to shift the
advantage back to the separatists.’ Casualties continued to mount, topping 3,500 by mid-
September as ground that had been recaptured by the Ukrainian military changed hands
again.’ Particularly devastating for Ukraine was the Battle of Ilovaisk, in which at least
1,000 people were killed after the Ukrainian military left a largely volunteer force to face
Russia-supported separatists on their own.?® Until the Minsk Agreement in September, Russia
retained the initiative by seizing the border town of Novoazovsk and threating Ukraine’s con-
trol over Mariupol. Russian forces and separatists continued to seize territory even after the
September ceasefire.?

Local and International Reactions
Unlike in Crimea, where the Ukrainian government did little to stop Russian forces from
taking control, Kyiv’s response to Russian aggression in eastern Ukraine was more assertive
and definitive. In mid-March, the interim government called up reserve personnel to increase
the military’s manpower.# On April 16, Ukraine’s interim President Olexandr Turchynov
announced that the military had begun “anti-terror” operations to reclaim territory and gov-
ernment buildings seized by separatists in approximately ten cities in Donbas.4 On May 6,
another wave of reserve personnel was called up, and, shortly thereafter, Ukraine reinstated
conscription.® Nonetheless, Ukraine’s early military efforts failed to reclaim separatist strong-
holds in Donbas.

The population in Donbas was largely opposed to the government in Kyiv, and Russian
business and intelligence networks infiltrated the region.*> Russia and Donbas share linguis-
tic, historical, and cultural ties, and the porous border between the two gave Russia a nearly
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unlimited number of access points to the battlefield. Ukraine was unable to compete with Rus-
sia’s extensive knowledge of the region. Moreover, Ukraine’s efforts to beef up its military suf-
fered setbacks. In September 2014, the Ukrainian military reported that nearly 86,000 people
called to service in 13 regions across the country did not report to their draft office.*4 Almost
10,000 were found to be illegally avoiding service.*> These problems continued to plague the
Ukrainian military effort. As of October 2015, about a year and a half after the conflict began,
approximately 16,000 troops had reportedly deserted.¢ And about 27,000 people failed to
report for duty in the sixth wave of mobilization, which occurred in fall 2015.4

Ukraine’s military began to make headway after Petro Poroshenko assumed the presi-
dency in June 2014, using helicopters and aircraft to recapture the Donetsk airport. This
momentum did not last, however, as separatist setbacks in June and July prompted Russia
to become more involved in operations in Donbas. Separatist leaders of Russian origin were
replaced with local Ukrainians, militias became better organized, equipment flooded into
Ukraine, and Russia began providing artillery support.*® The Ukrainian military lost ground,
and 65 percent of its equipment was destroyed or lost. The Minsk Agreement in September
finally brought about a ceasefire.

While Ukraine fought Russia militarily, the international community responded with
further sanctions. Citing Russia’s military actions in Donbas, the United States expanded
sanctions throughout April and again in June and July.* The EU strengthened existing sanc-
tions and introduced new ones in spring, including a June ban on imports originating from
Crimea and Sevastopol.”® The United States and EU announced another round of sanctions in
the summer, but these steps were more a response to the downing of Malaysia Airlines Flight
17 by separatists who were reportedly equipped with Russian missiles than it was a reaction to
Russia’s ground operations in eastern Ukraine. Several countries provided nonlethal military
assistance to Ukrainian forces. According to one Ukrainian source, 18 countries contributed
$164.1 million in aid between January 2014 and January 2015.5' Supplementing this interna-
tional support, some countries, including the United Kingdom, deployed military training
teams to Ukraine.?

Level of Success
In some respects, Russia was successful in Donbas: Its support for the separatists prevented
Kyiv from reestablishing its authority over the breakaway provinces of Luhansk and Donetsk.>
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This created a frozen conflict that could prevent Ukraine from joining the EU or NATO in
the future.>* That said, Russia was unable to achieve this objective without providing cross-
border artillery support, devoting regular Russian forces to the fight on the ground, and trans-
ferring weapons to the separatists. And despite this increased support in the form of Rus-
sian troops and equipment, security and stability in the region were largely unattainable. As
the conflict progressed, Putin’s denials of Russian involvement became less and less plausible
and therefore less effective. As the scope of Russian involvement became clearer, such denials
may have served to galvanize the international community’s response. Indications of Russian
involvement became increasingly evident in other areas as well. In late August, ten Russian
paratroopers were captured by Ukrainian forces; on August 27, the Stavropol Committee of
Soldiers’ Mothers, a human rights organization, published a list of 400 Russian soldiers who
were either killed or wounded in Ukraine; and journalists who visited the graves of fallen Rus-
sian troops were threatened.”

Ultimately, the success of these hostile measures was mixed. Russia prevented the Donbas
region from falling back under Kyiv’s control, but it also, itself, failed to maintain control over
the territory. Yet, Russia succeeded in dragging the Ukrainian government into a costly war
and made the point that Ukraine was a potentially unstable country that NATO might want
to keep at arm’s length. Russia also made gains in eastern Ukraine, but these achievements
required a larger investment of conventional military resources and assets than Russia was ini-
tially willing to provide.5

Using Proxies in Crimea and Donbas

Content and Implementation

While the Spetsnaz were quickly and quietly taking control of the Crimean Peninsula, local
police forces (specifically, the Berkut riot police) and Russian-organized self-defense units were
coordinating with the Spetsnaz to move on Ukrainian military facilities in Sevastopol.”” These
Russian-supported groups took control of Crimea’s roads, borders, communication infrastruc-
ture, and government buildings, further undermining Kyiv’s authority on the peninsula.’
These forces were diverse and included Crimean civilians, Ukrainian riot police, Russian
veterans, Cossacks (an ethnic militia group from Russia whose members see themselves as
defenders of Russia’s borders), and members of pro-Russia motorcycle gangs.® The conglom-
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erate of self-defense units blended into the population, complemented Russian forces, and—
perhaps most importantly—were involved in securing Crimea until heavier infantry from
Russia could be brought in.5® Until April 2014, Putin denied that Russia was providing support
to these units.® Standing proxy groups, separate from the self-defense units, were also active in
facilitating the secession and annexation of Crimea. For example, Cossack paramilitaries with
financial support from Moscow defended Sevastopol and blockaded and intimidated Ukrai-
nian troops stationed in Crimea.®

Russian proxies played an even larger role in operations in Donbas. With the assistance of
Russia’s Main Intelligence Directorate and, possibly, the Spetsnaz, Ukrainian separatists began
seizing government buildings in Donetsk and Luhansk in April 2014.63 Many of the separatist
groups that emerged in eastern Ukraine were reportedly led by Russian nationals. One force
operating in Donetsk was the Russian Orthodox Army, a group trained in reconnaissance and
storming buildings, that was motivated by the Russian Orthodox Church, Russian national-
ism, and anger over NATO and EU enlargement.®* The group’s leader was the defense minis-
ter of the Donetsk People’s Republic, Igor Girkin (also known as Strelkov), a former Russian
agent who fought in Chechnya, Serbia, and Transnistria.® Aleksandr Borodai, a Russian who
fought in Transnistria, Chechnya, and Tajikistan in support of ethnic Russians in the 1990s,
was the prime minister of Donetsk before returning to his job as a public relations consultant
in Moscow. Marat Bashirov, a Russian government relations consultant, is the former prime
minister of Luhansk. Former Russian generals also served as commanders in the Luhansk
People’s Militia and in the first army corps of the separatist armed forces in Donetsk.

Local and International Reactions

There is little evidence to suggest that Russia’s support of proxies in Crimea or eastern Ukraine
elicited a unique response from Ukraine and the international community; rather, the overall
response appeared to take into account the collective events in Crimea and Donbas. Many
Russians who had been active in the separatist groups were sanctioned by the United States
and the EU along with other prominent Russian officials. The Ukrainian security services also
collected information about Russian generals who had led separatists to show that the govern-
ment in Kyiv was succeeding in uncovering Russian saboteurs.”” No evidence suggests that the
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presence and actions of these groups affected how Ukraine conducted operations or the level
of international support for the Ukrainian government.

Level of Success

Using proxies to carry out operations in Donbas was not ultimately successful for Russia.
Although pro-Russia militants experienced some initial success when facing off against
Ukraine’s weak military, they were unable to garner popular support, and efforts to hold ref-
erenda on secession in Donetsk and Luhansk failed.s® The leaders of the proxy groups eventu-
ally became a liability for Moscow. Many of the Russians who led the separatist militias and
governments began acting like warlords and were either unwilling or unable to restore security
in Donbas.® After the crash of Malaysia Airlines Flight 17 and Ukraine’s increased success on
the battlefield in summer 2014, Moscow removed these henchmen and replaced them with
local Ukrainian leaders.” For example, Volodymyr Kononov, a former judo instructor from
Luhansk, replaced Igor Strelkov.”" Aleksandr Borodai was replaced by Oleksandr Zakharch-
enko, an alleged smuggler who was previously the leader of a Donetsk police-advocacy group
that provided support to separatists. These replacements suggest that Moscow did not view its
insertion of Russians to lead proxy groups as successful. It is worth noting, however, that the
use of proxy forces did achieve a few of Moscow’s objectives. It forced the Ukrainian govern-
ment to spend precious resources on a difficult fight, and it showed Ukraine’s vulnerability to
infiltration and internal turmoil, diminishing the prospect of NATO membership.

Snap Exercises and Military Buildup

Content and Implementation

Throughout the Ukraine crisis, Russia mobilized forces and conducted snap exercises as a way
to intimidate and deter Ukraine, to ensure that Kyiv could not cut off access to the arms and
supplies flowing from Russia to the separatist groups, and to provide cover for covert mili-
tary operations.”? The first major exercise took place days after Yanukovych fled the country.
On February 26, 2014, Russia’s military began a major readiness exercise in its Western and
Central Military Districts that involved 150,000 troops—enough for an invasion force.” At
4:00 p.m. the following day, Putin ordered an exercise to be conducted in the Black Sea that
involved 36 ships and 7,000 troops; within an hour of this order, 30—35 Spetsnaz seized control
of Crimean government buildings, including parliament.” The use of snap exercises in tandem
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with covert activity was meant to divert the attention of Ukrainian military officials away from
events in Crimea.

Russian military exercises happened to coincide with important developments in the con-
flict. On April 24, as operations in Donbas heated up, with Ukrainian forces attacking the
separatist stronghold of Sloviansk, Russia conducted military exercises along its border with
Ukraine.”> In mid-June, before Ukraine signed the association agreement with the EU and
while President Poroshenko attempted to convince Putin to encourage the separatists to join
a ceasefire, NATO revealed that Russia was building up its military forces along the border.”®

Local and International Reactions

The military exercises and buildups along the border with Ukraine concerned the international
community. In June 2014, NATO Secretary General Anders Fogh Rasmussen said, “I consider
this a very regrettable step backwards and it seems that Russia keeps the option to intervene
further.””” Despite requests that Russia cease its snap exercises, Moscow continued to use this
military practice as a way to demonstrate its capabilities. A massive exercise in March 2015,
involving more than 80,000 Russian troops, appeared to simulate how Russia would defend
itself against a NATO invasion.”

Level of Success
By keeping troops along the border and continuing to exercise its military capabilities over the
protests of the international community, Russia ensured that tensions remained high and com-
municated to Western leaders that the prospect of further Russian aggression could never be
completely ruled out. Moreover, Russia’s military presence on the border supported nonmili-
tary efforts in Ukraine by posing the imminent threat of a large conventional attack.” Overall,
these hostile measures were successful in demonstrating how Russia would use its capabilities
against NATO and Ukraine and in ensuring these entities would never fully disregard Russia’s
military power.

From a deterrence standpoint, the use of snap exercises had mixed results. Kyiv did little
in response to Russia’s covert actions in Crimea, but whether the exercises on February 27
played a role in dissuading the government from responding is unclear. Russia’s snap exercises
and buildups along the border during ongoing hostilities in Donbas did not deter the Ukrai-
nian government from acting militarily against Russian-backed separatists, however. Whether
the use of exercises played a role in the international community’s decision not to become more
militarily involved in the conflict is unknown.
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Application and Exploitation of Compatriot Policy in Ukraine

Content and Implementation

Russia’s policy of supporting and defending ethnic Russian populations living outside the
Russian Federation has received increased attention since the Crimean annexation. Moscow
identifies compatriots as ethnic Russians and Russian speakers, their families, and people with
cultural or other ties to the federation who do not live in Russian territory.8° Russia first iden-
tified this population as a priority after 1991, out of concern that the breakup of the Soviet
Union into many independent states had divided the Russian people. Putin reiterated this
commitment in March 2014:

Millions of people went to bed in one country and awoke in different ones, overnight
becoming ethnic minorities in former Union republics, while the Russian nation became

one of the biggest, if not the biggest ethnic group in the world to be divided by borders.?!

But Russia’s support for compatriots is more than a domestic political issue, as the sizable
Russian diaspora allows Russia to maintain soft power in former Soviet states and to intervene
in their affairs when doing so suits its interests. Ukraine is highly vulnerable to Russia’s use of
its compatriot policy for political gain. The 7.5 million ethnic Russians living in Ukraine make
up 17.3 percent of the country’s population, and 12 percent of non-Russian Ukrainians speak
Russian as their primary language.®

Although pro-Western ideals began to take hold in western Ukraine and Kyiv after the
end of the Cold War, these sentiments were never fully embraced in the eastern part of
the country or in Crimea, where the Russian-speaking population dominates.®> Moscow
began founding compatriot organizations and opening cultural centers in Ukraine in around
2000, and many of them received legal, financial, logistical, and organizational support from
the Kremlin.84 After the 2004 Orange Revolution, Russian citizens in Ukraine began organiz-
ing illicit and semi-legal groups that received paramilitary training, which would ultimately
prepare them for the 2014 conflict. For example, Donetskaya Respublika, a pro-Russia sepa-
ratist group founded in Donetsk in 2006, began military training in early 2009.%

Russia has also sought to strengthen ties with ethnic Russians by providing passports
to compatriots in Ukraine through the Russian consulates in Sevastopol and Simferopol.s¢
This policy dates back approximately two decades, when Russia began granting citizenship
and passports to ethnic Russians living in Crimea despite Ukraine’s ban on dual citizenship.$”
The Ukrainian Security Service reported that the number of Russian passports distributed in
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Crimea ranged from 10,000 to 100,000 by 2008.%8 Other estimates were more specific, claim-
ing that around 60,000 residents of Crimea held Russian passports and that approximately
1,600 Russian Navy personnel stationed in the Black Sea illegally gained Ukrainian citizen-
ship without renouncing their Russian citizenship.®?

Russia used the compatriot policy to justify its intervention early on in the Ukraine
crisis. On March 1, 2014, shortly after Yanukovych fled Kyiv and within days of the launch
of Spetsnaz tactical operations in Crimea, Russian lawmakers approved Putin’s request to send
conventional military forces to Ukraine. Putin claimed the need for troops “in connection
with the extraordinary situation in Ukraine and the threat to the lives of Russian citizens.”°
At the end of March, after the annexation of Crimea was official, Russian Foreign Minister
Sergey Lavrov claimed Russia was willing to protect “the rights of Russians and Russian-
speaking people in Ukraine, using all available political, diplomatic and legal means.”" In late
June, as Poroshenko called a ceasefire, Putin claimed that any dialogue or negotiations must
include reforms to protect the rights of Ukrainians in the southeastern portion of the coun-
try (which is dominated by Russian speakers) and that these rights must be guaranteed by
Ukraine’s constitution.”?

Local and International Reactions

Ukraine’s efforts to suppress the impact of Russia’s compatriot policy were not significant. On
the issue of passports, legislation was proposed to impose stricter punishments for violating
Ukraine’s ban on dual citizenship, but it was never made into law.? It was not until nearly a
year after the annexation of Crimea that Ukraine’s Ministry of Foreign Affairs announced that
sanctions would be imposed on residents with dual citizenship.

Although the Ukrainian government and the international community reacted mini-
mally to the use of the compatriot policy to justify Russia’s intervention, the Ukrainian public
seems to have responded with vehement opposition. The popularity of adult Ukrainian lan-
guage instruction has mushroomed, with increased enrollment in language classes beginning
after the emergence of the Maidan protests and the outbreak of war in eastern Ukraine.%
The use of the Ukrainian language on social media is also increasing, and many Ukrainians
have begun to shift away from using Russian social media platforms. Some primarily Russian
speakers also have made pledges on social media to speak Ukrainian with their children to
ensure that the next generation of their families is more fluent in their nation’s official lan-
guage. A joke has circulated among primarily Russian speakers: “I'm afraid of speaking Rus-
sian now, because Putin might want to protect me.”> These trends suggest that the Ukrainian
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population, not the government in Kyiv, has taken the lead in undermining Russia’s ability to
employ its compatriot policy for political gain.

Level of Success

Russia’s compatriot policy was effective in enabling Moscow to maintain influence in Ukraine.
The connection many Ukrainians felt toward Russia facilitated Moscow’s ability to success-
fully insert Spetsnaz personnel into Crimea and provide support to pro-Russia separatists in
Donbas. Interestingly, Russia’s success in implementing hostile measures related to its compa-
triot policy likely dooms these same measures to failure in Ukraine going forward. More than
90 percent of residents in Sevastopol and more than 75 percent of Crimea’s population identify
as ethnic Russians or are primarily Russian speakers, which is why Russia’s pro-compatriot
message resonated in this region.” In the Crimean Peninsula, more people could identify with
Russia than in any other area of Ukraine, followed by the oblasts of Donetsk and Luhansk.
Now that these regions have been either annexed or are in revolt, the political power of the pro-
Russia bloc in Kyiv has diminished. Consequently, Russia may be less able to dictate the course
of political events in Ukraine through the use of pro-Russia political parties.

Finally, Russia’s ability to play the compatriot card could diminish in a wider sense. As
time goes on, ethnic Russians tend to lose their connection to the Russian Federation—as can
be seen in the Baltics, where Russian populations increasingly identify with their host nations
and not with Moscow.”” Russia’s ability to successfully exploit a country’s ethnic Russian popu-
lation seems to be decreasing, suggesting that these hostile measures may not be as successful
elsewhere in the future as they were in the lead-up to the conflict in Ukraine.

Information Warfare

Content and Implementation

Russia engaged in various types of information operations throughout the Ukraine crisis. Pro-
paganda and disinformation targeting Russian audiences, Ukrainian audiences, and the inter-
national community were particularly prevalent. Russia strives to control local and interna-
tional media, which it does through the ownership of numerous media outlets, with the goal
of promoting a pro-Kremlin worldview. Since coming to power, Putin has worked to con-
solidate the state’s control over Russian media, a process that accelerated during the Ukraine
crisis as many of Russia’s last remaining independent media outlets had their content pulled
or their leadership replaced.”® The media was then used to promote anti-Western messages.
For example, a common theme found in Russian reporting is the idea that the division of the
Russian people among multiple countries after the collapse of the Soviet Union was a Western
conspiracy meant to weaken Russia’s security and power.” In December 2013, Dmitry Kise-
lyov, head of the Kremlin-owned international news agency Rossiya Segodnya, claimed that
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Sweden’s prime minister was a former CIA agent driven by his desire to avenge Sweden’s loss
to Russia in the 1709 Battle of Poltava.!o°

Russia also promoted a distinctly anti-Ukraine message, claiming that Ukrainian politi-
cal messages distancing Kyiv from Moscow were pro-fascist and anti-Russia.!’ On March 18,
2014, Putin himself emphasized this message, claiming that the interim government’s lead-
ers in Kyiv were “ideological heirs of Bandera, Hitler’s accomplice during World War I1.7102
Another theme of Russian propaganda was the notion that parts of Ukraine should belong to
Russia. For example, Putin proclaimed that areas in Donbas should not have been allowed to
join the Ukrainian Soviet Socialist Republic in 1922 and likewise that Ukraine should not
have been given administrative authority over Sevastopol and the rest of Crimea in 1956.1%

Another important source of disinformation during the Ukraine crisis was Russia’s per-
sistent denials of involvement. Despite propaganda images showing Russian soldiers helping
civilians in Crimea, Putin denied the presence of Russian regular forces on the peninsula
until April 17, 2014.1%4 He did the same regarding the Russian presence in Donbas, claiming
in early summer 2014 that Russian mercenaries and not regular troops had joined separatist
operations.'® These denials created confusion about Russia’s level of involvement in Ukraine,
which undermined the ability of the Ukrainian government and the international community
to mount a response.

Russia also used social media in its information campaign, for the first time enlisting
trolls on a widespread basis to post inflammatory and disruptive pro-Russia messages on the
internet and, in particular, to denounce content critical of Moscow. Russia also hired online
commentators and bloggers to post pro-Russia content on websites and in online forums.!0¢
Reports have indicated that Russia’s Internet Research Agency paid 600 such individuals
$19 million to comment on news articles and manage pro-Russia Facebook and Twitter
accounts. Russia also used cyber operations against its own population. The Federal Security
Service ordered VKontakte, a Russian social media network, to turn over information on pro-
Ukrainian groups and eventually ordered it to shut these groups down.!?”

Finally, telephone lines, the internet, and cell phone services were cut during military oper-
ations in Crimea; in Donbas, telecommunication infrastructure was captured and shut down,
only to be restarted later with pro-Russia content.!%® Journalists also suffered from intimidation
and threats throughout the crisis. For example, Russia-backed separatists detained ten journal-
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ists on July 20, 2014, outside the Donetsk morgue for attempting to report on the Malaysian
Airlines Flight 17 crash.'® By controlling communication infrastructure and coercing journal-
ists, Russia was able to control the information being disseminated about its involvement in
Ukraine. Russia also reportedly executed cyber operations at various times during the Ukraine
crisis, including more than 100 low-tech attacks on Ukrainian government and nongovern-
mental organization websites."® For example, in August 2014, computers in the office of
Ukraine’s prime minister were attacked by a group linked to Russia.!"! Ten embassies in Kyiv
were also targeted. And in December 2015, cyberattacks thought to have been perpetrated by
Moscow left parts of Ukraine without electricity.!'2

Local and International Reactions

In December 2014, Ukraine’s parliament responded to Russia’s information warfare by voting
to establish the Ministry of Information Policy, which was tasked with coordinating inter-
nal communications, combating Russian information warfare, and defending Ukraine from
cyberattacks.!’® The new ministry received immediate criticism from people concerned that
it would stifle free speech. In an effort to combat Russian propaganda and messaging, the
ministry announced that it would create a global television channel called Ukraine Tomorrow
as a direct counter to Russia Today (now RT), Russia’s multilingual, multinational television
broadcaster."* The new channel had the ambitious goal of discrediting Russian propaganda,
but the entire Ministry of Information Policy operated with a mere $180,000 annual budget,
and resources were insufficient to support Ukraine Tomorrow."> The idea was also unpopular,
leaving journalists and the public suspicious of the government’s intentions and “the ministry’s
use of propaganda to fight propaganda.”''¢ The minister of information policy, Yurii Stets, who
was controversial for his ties to Poroshenko, announced his resignation in December 2015, sug-
gesting that the new ministry was not on solid footing.!"”

International actors took a variety of measures in response to the challenge posed by
Russian information operations. In March 2015, the EU established the East StratCom Task
Force, a team of strategic communication specialists charged with supporting the EU’s efforts
to address Russian disinformation campaigns in Eastern Partnership countries (Armenia,
Azerbaijan, Belarus, Georgia, Moldova, and Ukraine). In June, the task force issued an action
plan calling for the promotion of EU policies and values in Eastern Europe and for efforts to
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increase awareness of disinformation campaigns.''® The task force monitors Russian-language
media and exposes disinformation and propaganda, publishing a weekly “Disinformation
Review” that cites examples to raise awareness about the extent of Russia’s propaganda efforts.
Meanwhile, NATO’s Strategic Communications Centre of Excellence in Riga, Latvia, began
playing an increasing role in enhancing the strategic communication capabilities of NATO
member states.'” The U.S. Department of State’s Global Engagement Center was established
in April with a similar mission—to lead “the U.S. government’s efforts to counter propaganda
and disinformation from international terrorist organizations and foreign countries.”2°

Level of Success

The level of success of Russian information operations relative to the Ukraine case was mixed.
Moscow’s efforts seem to have been highly effective in influencing populations inside the Rus-
sian Federation. Television was the only source of news for nearly half of the country’s popu-
lation, and TV Channel One, a state-controlled outlet, reached 82 percent of households.!?!
The government silenced opposition outlets, and the few still operating were left with smaller
audiences than the state-run media. Russians also expressed a high level of faith in the veracity
of the media’s coverage.'?> Given these trends, it is not surprising that 83 percent of Russians
blamed Ukraine and the West for the Ukraine crisis.!??

The impact of Russia’s messages beyond its borders was mixed. The prevalence of
Russian-language news content in Latvia may explain why twice as many ethnic Russians in
that country expressed support for Russian operations in Ukraine than did the ethnic Latvian
population.'?* Lithuania, Moldova, and Ukraine block Russian TV channels when possible.
Globally, Moscow’s efforts to use media outlets, such as RT, do not seem to have improved the
world’s perception of Russia. A 2015 poll conducted by the Pew Research Center found that
people in 26 countries were far more likely to view Russia unfavorably than favorably.'? Yert,
Russia’s objective went beyond converting the foreign public to Russian views. It also aimed
to divide, agitate, and undermine the legitimacy of institutions and elected political leaders—
with a degree of success that is more difficult to assess.

Other forms of information operations achieved varying levels of success. Putin’s denials
of Russia’s involvement may have been useful in delaying Ukrainian and Western responses
to military actions in Crimea. But by spring 2014—and certainly by the time the Minsk
Agreement was signed in September—Russia’s involvement in operations in Donbas was clear.
Moreover, Russia’s intimidation of journalists and use of online trolls did not quiet online
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criticism against the Kremlin. The cyberattacks against the Ukrainian government, foreign
embassies and consulates in Kyiv, and the electrical system in parts of Ukraine had a limited
impact on the course of the conflict. Overall, information operations were a very visible form
of Russia’s hostile measures during the conflict, but they were not central to Russia’s successes
in Ukraine.

Legal Rhetoric and Actions

Content and Implementation

During the crisis, Russian leaders routinely invoked legal rhetoric or precedence to justify
Moscow’s behavior. Russian lawmakers passed legislation to allow Crimea and Sevastopol to
become part of Russia, and Russia’s constitutional court ruled that the annexation was con-
stitutional on March 19, just two days after Russia and Crimea signed a reunification agree-
ment.'2¢ These actions enabled Russia to claim that it followed a legitimate process with regard
to Crimea, thereby clouding perceptions about the annexation’s legality. Putin linked the ref-
erendum in Crimea to the right to self-determination, also noting that if Ukraine could secede
from the Soviet Union and Kosovo could become independent, then Crimea should be allowed
to decide its fate as well.12”

Putin also invoked legal language to undermine the credibility of Ukraine’s post-
Yanukovych government, calling it “an anti-constitutional takeover and armed seizure of
power.”128 On the basis that Ukraine’s democratically elected president was ousted in a coup,
Putin claimed Poroshenko’s administration lacked legitimacy.!?

Local and International Reactions

Neither Ukraine nor the international community had a strong reaction to Russia’s use of legal
rhetoric or precedents. It is difficult to identify responses to these hostile measures specifically
from Kyiv’s and the West’s overall reactions to the Ukraine crisis.

Level of Success

The use of legal rhetoric as a hostile measure was not intended to convince other states that
Russia’s actions were legal.!?® Rather, it aimed to create uncertainty and divide the interna-
tional community while limiting the West’s ability to punish Russia for its misconduct. It
was also intended to create the impression of hypocrisy, calling out Western countries that
supported Kosovo’s secession from Russia’s ally, Serbia, but refused to accord ethnic Russians
in Crimea the same self-determination. From a domestic policy standpoint, this approach suc-
ceeded in convincing Russians that the annexation of Crimea was legitimate. As such, the use
of legal rhetoric and precedence complemented Russia’s use of information warfare. Claiming
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that Moscow’s actions were legal is a type of propaganda, but it was not a pivotal feature of
Russia’s information campaign.

Exploiting Ukraine’s Energy Dependence

Content and Implementation

The manipulation of the price of natural gas exports to Ukraine was another form of hostile
measures that Russia used to punish or pressure Kyiv. Moscow often charges higher prices to
pro-Western governments that import Russian energy, and this has been evident in Moscow’s
dealings with Ukraine since the end of the Cold War.'3! Ukraine is both a former Soviet repub-
lic and a key transit route for Russian gas pipelines to Europe and was thus able to negotiate a
discounted rate of $50 per 1,000 cubic meters on Russian natural gas for domestic consump-
tion. However, Gazprom claimed that the rate was no longer sustainable and that Ukraine was
not paying its gas debts. It also accused Naftogaz, Ukraine’s national gas company, of diverting
gas meant for European customers. Negotiations to arrive at a new price for Ukraine and new
transit tariff rates for Gazprom reached a stalemate, and, in January 2006, Gazprom reduced
the amount of gas running through Ukraine. The result was a midwinter natural gas shortage
in Europe. The crisis brought Naftogaz and Gazprom back to the table, and Ukraine agreed
to pay an increased price of $230 per 1,000 cubic meters, the international market price for
natural gas at the time. Gazprom agreed to an increased transit tariff rate, which offset some
of this cost for Ukraine.’?> Ukraine and Russia have conflicting narratives as to the cause of
the crisis, with Moscow claiming Ukraine tried to blackmail Gazprom and Kyiv claiming that
Russia was punishing Ukraine for the Orange Revolution.!®

Another gas crisis occurred in 2009, when Russia again attempted to cut exports to
Ukraine while Ukraine siphoned off gas heading to other consumers. Russia eventually stopped
all gas exports through Ukrainian pipelines. Disputes over Ukraine’s unpaid gas debts and the
price Russia charged continued until 2010, when the newly elected Yanukovych agreed to
lease bases in Crimea to Russia, and Moscow, in turn, agreed to lower the price of natural gas
exported to Ukraine.'>* Russia thus used its control over gas prices to extract critical political
and military concessions from the Ukrainian government.

In 2013, Russia again used natural gas prices to achieve political aims by agreeing to
reduce the price by a third after Yanukovych refused to sign an association agreement with
the EU. Days after Yanukovych fled the country amid domestic unrest in February 2014,
Gazprom threatened to stop selling gas to Ukraine at a discount, noting that Ukraine owed
$1.55 billion to Russia for unpaid exports.’> After Russia annexed Crimea and Ukrainian-
Russian relations broke down, the price of Russian natural gas increased to $480 per 1,000
cubic meters. In June 2014, Russia halted exports to Ukraine entirely, citing unpaid debts and
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disagreements over gas prices. It resumed shipments in December 2014 only after Ukraine
provided a $378 million prepayment to Gazprom.'3¢ Negotiations over gas exports broke down
again in July 2015.137

Local and International Reactions

With EU support and encouragement, Ukraine has worked to reduce its dependence on Rus-
sian natural gas, which may make these hostile measures less useful to Russia in the future.
In early 2014, using a move known as reverse supplies, Slovakia resold unused Russian natural
gas to Kyiv that was initially transported through the pipeline in Ukraine.'® Gazprom unsuc-
cessfully tried to ban the resale and, later that year, attempted to reduce exports to Europe in
an effort to stop reverse supplies. Doing so cost Gazprom $5.5 billion in revenue, and it lost
another $400 million in discounts for breaking contractual obligations. Ultimately, the move
proved too costly for Gazprom, and exports were restarted in March 2015.13% In April 2015,
the European Commission released a statement that Gazprom had violated European antitrust
laws going back several years, including banning reverse supplies, and that it had abused its
power over gas markets in Central and Eastern Europe.'® During that time, Ukraine dou-
bled its imports of European gas in 2015, and ended up importing 50 percent more gas from
Europe than from Russia.'¥! Ukraine also passed legislation requiring Kyiv to align its natural
gas market with the EU’s Third Energy Package, which should introduce more competition
into the market and thereby diminish Russia’s ability to use the price of natural gas as political
leverage over Kyiv.!42

Level of Success
Traditionally, the exploitation of energy exports has been a useful form of hostile measures for
Russia, and the increase and decrease in the price of natural gas sold to Kyiv followed devel-
opments in the Ukraine crisis. In December 2013, a few weeks after Yanukovych decided not
to sign the association agreement, Moscow announced reduced gas prices for Ukraine. In
early March, after Yanukovych’s government collapsed, Gazprom announced it would sus-
pend gas shipments to the country, claiming this was due to Kyiv’s failure to pay for February
shipments.'4?

Yet, the effectiveness of these measures for Russia may decrease in the future. Ukraine
is trying to diversify its energy imports and wean itself off Russian gas, a trend that is appar-
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ent elsewhere in Europe as well (e.g., Lithuania, Poland).'#4 As a result, Russia’s ability to use
energy for political leverage over Europe will likely diminish.

Economic Coercion and Incentives

Content and Implementation
In the Ukraine case Russia used economic coercion as a form of hostile measures to achieve
its political objectives. For example, it did so in relation to Ukraine’s interest in signing an
association agreement with the EU as early as July 2013, when it banned imports of Ukrai-
nian chocolate.' A few months later, when it seemed that Ukraine would sign the agreement,
Moscow reportedly sent an envoy to Kyiv to express its dissatisfaction and threatened to punish
Ukraine economically if it signed the agreement, including starting a trade war.'% Putin alleg-
edly promised to extend subsidies and other economic benefits to Ukraine in the amount of
$12 billion annually, including a reduction in gas prices, if Yanukovych backed away from
the agreement.’” On November 21, Yanukovych instructed his government to stop negotia-
tions on the association agreement. In December 2013, after the announcement that Ukraine
would not sign the agreement, Russia lifted the chocolate ban. On December 17, Russia also
announced that it would loan Ukraine $15 billion as part of a broader economic agreement.48
Later in the Ukraine conflict, Russia used additional economic hostile measures to
punish Ukraine for strengthening ties with the EU. In November 2015, it announced it would
ban Ukrainian food imports beginning January 1, 2016, the day the association agreement
that Ukraine ultimately signed with the EU—which required Ukraine to adopt EU sanctions
against Russia—went into effect.'®® Russia’s Economic Development Minister Alexey Ulyu-
kaev directly linked these hostile measures to Ukraine’s support of EU policies, stating, “Since
Ukraine joined economic and financial sanctions against the Russian Federation, we have
decided to introduce protective measures by imposing a food embargo.”s° A few weeks later,
on December 22, 2015, Russia’s parliament voted to suspend its free-trade zone with Ukraine,
also beginning January 1, 2016."!

Local and International Reactions
The timing of high-level meetings between Ukrainian and Russian officials and Yanukovych’s
decision to end negotiations on the association agreement suggests that the threat of economic
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sanctions influenced Yanukovych in November 2013 and that the prospect of lower gas prices
influenced Kyiv’s decision to make a trade deal with Russia the following month. Under Poro-
shenko, Ukraine engaged in a tit-for-tat economic battle with Russia. For example, Ukraine
announced in late September 2015 that Russian airlines were banned from flying to Ukraine;
shortly thereafter, Russia announced that Ukrainian planes could not enter its airspace.'>?
Ukraine’s ban on Russian beef, tobacco, chocolate, and alcohol was announced on January 3,
just days after Russia’s food ban against Ukraine went into effect.!” When Ukrainian activists
prevented some Russian trucks from crossing the border in February 2016, Russia announced
that Ukrainian trucks were prohibited from entering Russia, prompting Kyiv to announce a
similar ban on Russian trucks.!>

Level of Success

The success of Russia’s use of economic coercion and incentives was mixed. In 2013, Kyiv
seemed vulnerable to economic pressure, as seen in Yanukovych’s decision to stop negotiations
on the association agreement with the EU and steer Ukraine toward the Eurasian Union. Later
in the conflict, Kyiv seemed more resilient. There could be several reasons for this difference.
Perhaps Yanukovych, a pro-Russia leader, was more inclined to succumb to Russian coercion
because he favored ties to Moscow. Perhaps Poroshenko, a pro-Western leader, was more will-
ing to tolerate economic hardship if it enabled Ukraine to further align itself with the EU.
Another possible explanation is that, by 2015, Russia was viewed more like an enemy of Kyiv
than it was in 2013, prior to the annexation of Crimea and subsequent war in Donbas. Exactly
why these hostile measures were successful at times and not at others is unclear and very likely
dependent on the context in which the hostile measures were applied.

Summary of the Ukraine Case

There are many ways to categorize the hostile measures that Russia used during the Ukraine
crisis (see Figure B.8). For example, there were hostile measures implemented by Russia’s mili-
tary and intelligence agencies that tended to be kinetic in nature, such as the use of special
forces, support to separatists, the use of proxies, and the use of snap exercises and military
buildups. This differs from the nonkinetic hostile measures that targeted Ukraine’s society
and economy, such as the exploitation of the compatriot policy, information warfare, the use
of legal rhetoric to justify Russian action, the exploitation of Ukraine’s energy dependence,
and economic sanctions and incentives. It is much easier to discern the success of military- and
intelligence-related hostile measures and reactions to their use, whereas in only a few cases did
Russia’s nonkinetic hostile measures elicit strong and specific reactions. Many of these hostile
measures are also complementary. For example, Russia’s compatriot policy facilitated Mos-
cow’s propaganda dissemination.

Distinguishing between the targets of hostile measures is another way to look at Russia’s
approach in the Ukraine crisis. Support for operations in Donbas and the use of proxies pri-
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marily targeted the Ukrainian government, and Ukraine encountered these hostile measures
directly. The use of Spetsnaz and military exercises, particularly large-scale ones, also signaled
Russian strength and resolve to the Ukrainian government and the international community.
Using forces that lacked insignia and easily blended into the population enabled Russia to
mask its intentions in Crimea, creating confusion that delayed Ukraine and the West’s ability
to respond effectively. The use of military exercises also sent messages to Kyiv and the interna-
tional community. Exercises along the border signaled that Russia was militarily stronger and
therefore Ukraine would be unwise to disregard its wishes. An example of this was the Febru-
ary 26, 2014, exercise in which Russia amassed 150,000 troops—enough for an invasion—on
its border with Ukraine.’”> An exercise of this magnitude conducted at a time of political vul-
nerability and instability following the collapse of Yanukovych’s regime sent a clear signal that
Russia had the ability to impose its will on Ukraine if Kyiv did not do as Russia wanted. For
the international community, exercises signaled that Moscow saw the West as a threat and was
ready and willing to defend Russian territory from NATO aggression. This was particularly
true for the large-scale exercise conducted in March 2015, in which 80,000 troops practiced
defensive tactics near European border zones.'>

How Successful Were Russia’s Hostile Measures Overall?

Russia’s hostile measures throughout the crisis both hindered and aided its ability to achieve its
ambitious goals: restoring Russia’s position as a global power, preventing NATO and the EU
from inching closer to Russia’s border, creating a viable Eurasian Union that included Ukraine,
and ultimately weakening NATO. For example, although Russia still lacks great-power status,
Moscow has regained some influence in the global arena. Europe again has reason to fear
Russia, and this notoriety gives Russia power even if Moscow is viewed negatively. Moreover,
Russia’s actions have slowed the eastward spread of NATO and the EU: Ukraine is now mired
in an ongoing conflict, which makes it difficult for Kyiv to become a full-fledged EU or
NATO member.’” Russia seems to have succeeded in making Ukraine a buffer state after all.

Despite these successes, Russia failed to keep Ukraine in its sphere of influence. In fact,
by annexing Crimea and supporting separatists in Donbas, Russia ensured that the most pro-
Russia parts of Ukraine no longer have representation in Kyiv, which diminishes Russia’s abil-
ity to influence Ukraine’s internal politics. With less Russian influence, Kyiv was able to sign
an association agreement with the EU that prohibits it from joining the Eurasian Union and
makes it less likely that Ukraine will succumb to Russian influence and control. Moreover, by
annexing Ukrainian territory and supporting a civil war in eastern Ukraine, Putin solidified
anti-Russia sentiment in Ukraine. In 2013, 43 percent of Ukrainians expressed a positive opin-
ion of Russian leaders; in 2014, that rating had fallen to 5 percent.!8 So, although Russian hos-
tile measures and conventional military actions peeled away a significant amount of territory
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Figure B.8
Timeline of Russian Hostile Measures in Ukraine
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from Ukrainian sovereignty, Russian actions also ensured that the government in Kyiv—and
the still-substantial amount of territory it controls—became firmly pro-Europe and hostile to
Moscow.

Russia also failed to achieve its goal of weakening NATO. The Ukraine crisis seems to
have had the opposite effect: NATO is refocusing on European security. In July 2015, Latvia
and Lithuania announced plans to increase defense spending to 2 percent of GDP, and other
NATO countries have pledged to do the same.’ In October 2015, NATO conducted its larg-
est military exercise in a decade.!® In February 2016, President Barack Obama announced
that the United States would quadruple its budget for defense spending in Europe, increasing
the total from $786 million to $3.4 billion, and that a U.S. combat brigade would be deployed
somewhere in Europe on a rotating basis at all times.'! This represented a dramatic shift from
the situation before the crisis, when NATO seemed to lack a purpose after the drawdown in
Afghanistan and several European countries were lowering their defense budgets. That said,
there are still critics who claim that NATO’s response to the Ukraine crisis has been lackluster
and that NATO is unable to deter Russia’s expansionist ambitions.'¢2

What Effective Responses (if Any) Were Designed to Counter Them?

Crimea remains part of the Russian Federation, and Donbas has not been brought back under
Kyiv’s control. Ukraine is caught in a stalemate that prevents it from moving forward in its
effort to join the West. Despite this bleak outlook, Ukraine has also proven to Moscow that
hostile measures are not enough to defeat it and that Russia will have to sacrifice and risk much
more to achieve its goals.

In assessing which of Ukraine’s responses were most effective in countering Russian hos-
tile measures, Ukraine’s military efforts in Donbas stand out. Unlike in Crimea, where the
government mounted a minimal military response, Kyiv’s commitment to confronting aggres-
sion in Donbas was apparent early in the conflict. By raising the military price for Russia in
Donbas, Ukraine denied Moscow the same fait accompli it achieved in Crimea and instead
forced Moscow to devote more resources to the conflict. Russia was unable to achieve a clear
military victory in eastern Ukraine at the political price it was willing to pay.

Ukraine’s response to Russia’s application of energy-related hostile measures also seems
to have been effective. Pursuing European energy imports, combined with Europe’s efforts to
wean itself off Russian gas, has turned the tables on Moscow to some extent. Russia increas-
ingly needs Europe as a customer; Europe decreasingly needs Russia as a vendor. Russia’s
attempt to use energy as a source of leverage against Ukraine not only did not achieve its objec-
tives, but, if current trends in Ukrainian and European energy policy continue, it will also
limit Russia’s ability to use this tool in the future.

Ukraine’s other responses to hostile measures did not have an obvious impact on Russia’s
behavior. Moscow continues its propaganda and disinformation campaign against Ukraine

159]aroslaw Adamowski, “Latvia, Lithuania to Raise Defense Spending,” Defense News, July 30, 2015.

160Robin Emmott, “As Russia Reasserts Itself, NATO Opens Biggest Exercises in Years,” Reuters, October 19, 2015.

161 Rjck Lyman, “Eastern Europe Cautiously Welcomes Larger U.S. Military Presence,” New York Times, February 2, 2016.
162Judy Dempsey, “Judy Asks: Is NATO Doing Enough in Europe?” Brussels, Belgium: Carnegie Europe, March 23, 2016.
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despite the creation of a Ministry of Information Policy, and a tit-for-tat trade war is underway.
Ukraine’s response to the annexation of Crimea was lacking; Kyiv essentially did nothing. For
many of the hostile measures addressed in this case study, Ukraine never developed an effec-
tive response.

The international community also failed to implement effective responses to Russia’s use
of hostile measures in Ukraine. Economic sanctions, the main defense attempted, have not
enticed Moscow to change its behavior. Russia continues to endure economic hardship, and
NATO, particularly the United States, has found itself forced to reconsider how to militarily
deter Russia from acting aggressively in Europe. Overall, no international response to Russian
hostile measures was effective in the Ukraine crisis.






Turkey (2015-2016)

On November 24, 2015, the Turkish Air Force shot down a Russian Su-24 bomber that was
flying in the Turkish-Syria border area. According to Turkish authorities, at the time of the
shootdown, the Russian plane had been overflying Turkish territory unauthorized for 17 sec-
onds, with the pilot not responding to several warnings issued by Turkish authorities regarding
that incursion and several previous airspace violations. Russia denies that the Su-24 was ever
over Turkish territory.! This was not the first time that Russian aircraft were observed or sus-
pected to be violating Turkey’s airspace. Turkey had complained twice in October 2015 that
Russian aircraft strayed over its territory, and even summoned the Russian ambassador for an
explanation. A Russian delegation traveled to Ankara to discuss the violations and to offer
more coordination on the issue.? After the downing of the Russian aircraft, Russia employed
a series of hostile measures against Turkey that ranged from economic sanctions to a war by
proxy in Syria. This case study examines the crisis in Russian-Turkish relations that followed
the downing of the Russian bomber in November 2015. Russia unleashed a series of retaliatory
measures against Turkey, and the crisis came to an end only when Putin accepted Turkey’s
apologies in June 2016. Putin’s support to Turkish President Recep Tayyip Erdogan after a
coup attempt in July 2016 marked a return to a much more cooperative relationship between
the two countries.?

Although Russia and Turkey (a NATO member since 1952) have long been regional
adversaries, particularly in the Caucasus, the two countries enjoyed a diplomatic rapproche-
ment in the 1990s. In 1992, they signed a cooperation treaty described by Turkey as “the foun-
dation of the new era of Turkish-Russian relations” that outlined a number of key principles,
including respect for the other’s territorial integrity and noninterference in internal affairs.4
Bilateral trade grew dramatically in the 2000s, with Turkish imports from Russia increas-
ing ninefold between 2001 and 2008 and its exports to Russia increasing sevenfold over the

1 Neil McFarquhar and Steven Erlanger, “NATO-Russia Tensions Rise After Turkey Downs Jet,” New York Times,
November 24, 2015.

2 Gareth Jennings, “Turkey Protests Second Russian Incursion in as Many Days,” Jane’s Defence Weekly, October 6, 2015;
Hasan Selim Ozertem, Russia’s Shifting Strategy in Syria and Its Implications for Turkish Foreign Policy, Doha, Qatar: Arab
Center for Research and Policy Studies, December 2015.

3 See, for example, Pavel K. Baev and Kemal Kirisci, An Ambiguous Partnership: The Serpentine Trajectory of Turkish-
Russian Relations in the Era of Erdogan and Putin, Turkish Policy Project Paper No. 13, Washington, D.C.: Brookings Insti-
tution, September 2017, p. 1.

4 Republic of Turkey Ministry of Foreign Affairs, “Turkey’s Political Relations with Russian Federation,” webpage,
undated.

89



90 Russia’s Hostile Measures: Combating Russian Gray Zone Aggression Against NATO

Figure B.9
Map of Turkey
e
. 1 \
Ereghi
L Kocaeli a Samsun® .
* *Sakarya Trabzon
*Bursa p— . A
*Balikesir *Eskigehir * «Sivas Erzurum
sAliaga
*Manisa i
“lzmir Kayseri® Flazig Van
Denizl oo Batman
enizli Konya Y q
’ * Kahramanmaras, Diyarbakir
anliurfa
Antalya, Adana, Ceyhan Gaziantep S
Mersin,
Iskendenun’

SOURCE: CIA, “Turkey,” World Factbook, last updated July 10, 2019c.

same period.” The rapprochement between Turkey and Russia increased as Turkey’s prospects
of joining the European Union grew more elusive and reached its apex under the presidency
of Dmitry Medvedev.¢ In 2010, visa requirements were lifted between the two countries, and
they signed a “strategic partnership” designed to enhance cooperation in the economic, politi-
cal, cultural, and security domains.” In 2012, Turkey officially became a dialogue partner with
the Shanghai Cooperation Organization—Tlargely led by China and Russia—and is seeking
full membership.® In 2012, Turkey and Russia announced that they would triple their bilateral
trade by 2020.° At the time the crisis hit, the two countries were working on two important
energy-related projects: construction of the TurkStream gas pipeline, which would connect
Russia to Turkey through the Black Sea, and a $20 billion nuclear power plant in Turkey to be
built by Russia’s Rosatom. !

The rapprochement between Turkey and Russia has nonetheless remained marred by
persistent disagreements, including over the Nagorno-Karabakh conflict between Armenia
and Azerbaijan that has drawn in Russia and Turkey—the two key regional players—over the
years. Additionally, Turkey has promoted Georgia and Azerbaijan’s closer relations with the
West, including by buying Caspian oil and gas transiting via these two countries and by sup-

5 Figures for all commodities from International Trade Center, “International Trade Statistics 2001-2018,” webpage,
undated.

¢ John B. Alterman, Carolyn Barnett, Andrew C. Kuchins, and Jeffrey Mankoff, The Turkey, Russia, Iran Nexus: Evolving
Power Dynamics in the Middle East, the Caucasus, and Central Asia, Washington, D.C.: Center for Strategic and Interna-
tional Studies, November 2013, p. 35.

7 Stephen J. Flanagan, “The Turkey-Russia-Iran Nexus: Eurasian Power Dynamics,” Washington Quarterly, Vol. 36,
No. 1, Winter 2013.

8  Sman Erol, “China Welcomes Turkish Bid for SCO Membership,” European Dialogue, February 11, 2013.
9 Alterman et al., 2013, p. 7.

10«5 Ways Russian Sanctions Can Hurt Turkey’s Economy,” Agence France-Presse (Kyiv Post), November 30, 2015.
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porting the construction of new pipelines despite Russia’s opposition.'" In 2011, Turkey fur-
ther angered Russia by agreeing to host the third site for the installation of a radar that would
become part of NATO’s missile defense architecture.!

The war in Syria introduced further strains in the relationship. Russia supports Syrian
President Bashar al Assad, whom Turkey wants removed from power, as well as Syrian Kurd-
ish fighters, whom Turkey considers a threat to its territorial integrity and does not want to see
prevail in any future political settlement in Syria. In July 2015, Turkey began airstrikes over
Syria and opened its airspace and bases to other coalition allies.!> With the beginning of Rus-
sian airstrikes in Syria two months later, tensions rose between the two countries, particularly
because Russia targeted Turkmen populations, whom Turkey supports, and provided fire sup-
port to the Kurdish militias that Turkey wants to eliminate.'4

The various hostile measures that Russia employed against Turkey between November
2015 and early 2016 suggest four main goals, discussed here in no particular order. First,
Russia wanted to punish Turkey by showing it what it costs to shoot down one of its planes. Its
intention was to inflict as much pain as possible (short of war) and give Turkey a lesson, know-
ing that the rest of NATO was watching. This was significant because Russia has also violated
the airspace (and possibly the maritime space) of numerous countries since 2014, including
Sweden, Finland, Denmark, and Estonia since 2014." Punishing Turkey was therefore a way
to deter NATO by showing very clearly that Russia would strike back if and when attacked,
even if the attacking party had a right to do so.

Second, Russia was trying to deter Turkey from engaging in further action against its
planes and, more generally, its interests—including intervening on the ground in Syria, a move
favored by Erdogan.

Third, Russia was attempting to divide Turkey—a NATO member since 1952—from its
allies, particularly the United States. The Kurdish issue is a contentious one between Turkey
and the United States, and provoking an incident with Turkey would further test NATO’s
support for its ally.!¢

Finally, Russia was also largely posturing for its domestic audience. Putin’s policy, since
his return to the presidency in 2008, centered on Russia regaining a central role on the inter-
national stage. In this context, Russia perceived Turkish actions as a slap in the face, prompt-

11 The Baku-Thbilisi-Ceyhan and South Caucasus gas pipelines.
12 Alterman et al., 2013, p. 6.

13 Karchleen J. MclInnis, “Coalition Contributions to Countering the Islamic State,” Washington, D.C.: Congressional
Research Service Report, R44135, August 24, 2016, p. 6.

14 McFarquhar and Erlanger, 2015.

15 This list is not exhaustive. For a summary of incidents that took place between March and November 2014, see Dearden,
2014. In terms of notable maritime incursions, a Russian submarine was suspected of entering Swedish territorial waters in
October 2014 (Peter Walker, “Sweden Searches for Suspected Russian Submarine off Stockholm,” 7he Guardian, October
19, 2014). An earlier incident, in April 2014, involved two Russian vessels entering Lithuania’s exclusive economic zone
(Lizzie Dearden, “Full List of Incidents Involving Russian Military and NATO Since March 2014,” The Independent,
November 10, 2014).

16 “Tensions Between Russia and Turkey Reach New Peak,” Financial Times, February 15, 2016.
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ing Putin’s demands for an official apology, prosecution of those responsible, and payment of
compensation to Russia.!”

Russia employed six types of hostile measures from November 2015 to April 2016:
(1) a public diplomacy campaign, (2) military pressure, (3) manipulation of the Kurdish issue,
(4) economic sanctions, (5) coercion in the energy sector, and (6) symbolic measures to convey
Russia’s disapproval of Turkey’s actions. This case study focuses exclusively on hostile measures
that could be clearly linked to the downing of the Su-24. It does not address Russian measures
that were seemingly hostile to Turkey but originated before the November 2015 crisis, such
as the expansion of its military base in Armenia close to the Turkish border, which had been
underway for several months before the Su-24 went down,'® or the $200 million credit that
Russia granted to Armenia in February 2016 to buy Russian weapons, which was negotiated
carlier that year.”

Public Diplomacy Campaign

Content and Implementation

Following the downing of the Su-24, Putin described Turkey’s action as a “stab in the back”
committed by “accomplices of terrorists,” a reference to the cordial relations he had previously
enjoyed with Erdogan. Russia also engaged in a public campaign to discredit Turkey through a
series of accusations aimed at presenting Turkey as duplicitous—particularly in relation to the
war in Syria—and guilty of several violations of international law. Among other accusations,
Russian government officials claimed that Turkey had purchased oil from the Islamic State
of Iraq and Syria (ISIS), violated Iraq’s sovereignty by sending military personnel to northern
Iraq, served as a transit point for Islamist fighters to enter and exit Syria, and even obstructed
freedom of navigation in the Bosporus.?

Local and International Reactions

Erdogan did not respond to Russia’s request for apologies or compensation for more than six
months after the incident. He announced early on that he was “saddened” by the downing of
the Russian aircraft but that the pilots had followed orders and their behavior did not warrant

17" “Russian Ambassador to Turkey Sets 3 Conditions to Overcome Tensions Between Countries,” Moscow Times, Decem-
ber 15, 2015.

18 Emil Sanamyan, “Russian Military Expands in Armenia Amid Tensions with Turkey,” Jane’s Defence Weekly,
January 18, 2016. Sanamyan noted that “Russian-Turkish tensions since November give the Armenia base added signifi-
cance, as it is the only place where the two countries’ ground forces face each other directly.”

19 Sanamyan, 2016. Russian officials publicly acknowledged the deal with Armenia after the Su-24 was shot down, repre-
senting a break with the tradition of secrecy in such deals and, seemingly, sending a message to Turkey. See Joshua Kucera,
“Russia, with Turkey in Mind, Announces Big Weapons Deal with Armenia,” Moscow Times, February 24, 2016.

20 Garrett I. Campbell, “An Eye for an Eye: Will Russia Retaliate Against Turkey?” Order from Chaos Blog, Brookings
Institution, December 22, 2015; “Tensions Between Russia and Turkey Reach New Peak,” 2016; Campbell, 2015.

Here, we use SIS to refer to that organization. Its name transliterates from Arabic as al-Dawlah al-Islamiyab fi al-"Iraq
wa al-Sham (abbreviated as Da’ish or Daesh). In the West, it is commonly referred to as the Islamic State of Iraq and the
Levant (ISIL) or the Islamic State of Iraq and Syria (ISIS), or simply as the Islamic State. Arguments abound as to which
is the most accurate.
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an apology.?! Turkish Foreign Minister Mevliit Cavusoglu offered “sorrow and condolences”
on behalf of his country, but this was deemed insufficient by Putin.?? It was not until June
2016 that Erdogan came forward with an apology and assured Putin that Turkish authorities
were investigating the incident.?

In the immediate aftermath of the incident, NATO members announced that they stood
“in solidarity with Turkey and support the territorial integrity of our NATO ally.”>* The alli-
ance concurred with Turkey’s version of events but largely treated the situation as a bilateral
issue to be resolved between Russia and Turkey.

Level of Success

Russia’s various accusations did not seem to affect Turkey’s diplomatic position. The accu-
sation that Turkey bought oil from ISIS predated the downing of the Su-24 and had been
initially propagated by Kurdish groups before Russia endorsed it. While various outlets sug-
gested that the accusation might be founded, the lack of hard evidence meant that Turkey was
unlikely to suffer a diplomatic downfall related to the accusation.”> Erdogan was confident
enough on this point to state that he would resign if evidence could be produced.?¢ Regarding
the presence of Turkish troops near Mosul—which Turkey claimed were deployed to protect
its trainers—the Iraqi government officially protested and called for their withdrawal. Under
additional pressure from the United States, Erdogan started pulling out some Turkish military
personnel in December 2015.27 It is unclear whether Russia’s public accusations played a role in
Iraq’s reaction to the deployment and subsequent withdrawal.

Military Pressure

Content and Implementation

Russia suspended military cooperation with Turkey after the shootdown incident, including
a hotline between the two countries that had been used to share information about ongoing
operations, prompting concern that future skirmishes might easily escalate.?8 In Syria, Russia
hardened its land- and sea-based air defenses, announcing the deployment of advanced air-
defense systems (specifically, the S-400 surface-to-air missile [SAM] system) and the Slava-

21 Andrew Roth, “Putin Signs Sweeping Economic Sanctions Against Turkey,” Washington Post, November 28, 2015b.
22 “Russian Ambassador to Turkey Sets 3 Conditions,” 2015.

23 Alec Luhn and Ian Black, “Erdogan Has Apologised for Downing of Russian Jet, Kremlin Says,” The Guardian, June 27,
2016.

24 NATO, “Statement by the NATO Secretary General After the Extraordinary NAC Meeting,” press release, Novem-
ber 24, 2015.

25 See, for example, Martin Chulov, “Turkey Sends in Jets as Syria’s Agony Spills Over Every Border,” The Guardian, July
25, 2015, and McFarquhar and Erlanger, 2015. For a more detailed analysis of this issue, see David Butter, “Does Turkey
Really Get Its Oil from Islamic State?” BBC News, December 1, 2015.

26 “Russian-Turkish Politics: Tsar v Sultan,” 7he Economist, December 5, 2015. Erdogan subsequently referred to the

alleged evidence presented by Russia as “slander.”

27 “Turkish Troops Move Out of Northern Iraq After Obama Appeal for Calm,” Agence France-Presse (The Guardian),
December 19, 2015.

28 Shaun Walker, “Russia Imposed Sanctions on Turkey Over Downed Plane,” The Guardian, November 26, 2015.
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class guided missile cruiser Moskva off the coast of Latakia.? Russia also engaged in sev-
eral shows of force, such as firing on a Turkish vessel on a collision course with the Russian
destroyer Smetlivy near Greece on December 13, 2015, and allegedly violating Turkey’s air-
space on January 29, 2016.3°

Local and International Reactions

There were no clear local or international reactions to this Russian action. Military relations
between Russia and Turkey gradually normalized in the years since the crisis, starting with
Erdogan’s June 2016 apology to Putin for the Su-24’s downing, although the conflict in Syria
remained a potential touchpoint.

Level of Success

Russia’s show of force and use of military pressure appeared to have paid off to some extent.
Turkey—Ilikely wary of Russian retaliation against its aircraft—suspended its air operations
over Syria after the downing of the Russian Su-24.3' Airstrikes by other coalition members
continued, however.?2 On March 14, 2016, Russia announced that it would pull out “the main
part” of its forces in Syria, but its air defense systems remained on the ground and operational.??

Pressure on the Kurdish Issue

Content and Implementation

Russia became directly involved in the war in Syria in September 2015, and Turkey stepped up
its own engagement in early 2016 with artillery strikes on Kurdish positions behind its border,
particularly after a January 12 suicide bombing in Istanbul and a February 17 bombing in
Ankara.34 Turkey’s allies have been concerned that the two countries may end up facing each

29 Nicholas de Larrinaga, “Russia Responds to Turkish Su-24 Shootdown,” jane’s Defence Weekly, November 25, 2015.
Although it seems likely that these measures were meant to signal that any attempt to attack Russian aircraft would be met
by force and came in response to the downing of the Su-24, we cannot exclude that such measures could have been taken
in response to threats to Russia in the Syrian theater.

30 Katya Golubkova, “Russia Warns Turkey Over Aegean Warship Incident,” Reuters, December 13, 2015; “Turkey Says
Russia Violated Its Airspace Near Syria Border,” BBC News, January 30, 2016.

31 “Turkey Attacks ISIS in Iraq and Syria in Response to Istanbul Bombing,” Reuters (Newsweek), January 14, 2016.

32 Jonathan Marcus, “Russia S-400 Syria Missile Deployment Sends Robust Signal,” BBC News, December 1, 2015.
Marcus noted, “Since the S-400’s deployment the number of coalition strikes in Syria appears to have gone down, with
more of them carried out by drones. However it is hard to say if this reflects concern about the new threat or simply a
response to the ebb and flow of the campaign.”

33 Denis Dyomkin and Suleiman Al-Khalidi, “Putin Says Russians to Start Withdrawing from Syria, as Peace Talks
Resume,” Reuters, March 15, 2016.

34 Markus Becker, Matthias Gebauer, Konstantin von Hammerstein, Christiane Hoffmann, Peter Miiller, Ralf Neukirch,
René Pfister, Matthias Schepp, and Christoph Schult, “NATO Concerned Over Possible Russia-Turkey Hostilities,” Der
Spiegel, February 19, 2016.

The January 2016 attack was attributed to ISIS; the February 2016 attack was claimed by a small Kurdish group for-
merly linked to the Partiya Karkerén Kurdistané, or Kurdistan Workers” Party (PKK), the Teyrébazén Azadiya Kurdistan,
or Kurdistan Freedom Falcons (TAK). See Ece Toksabay, Gulsen Solaker, and David Dolan, “Kurdish Militant Group
TAK Claims Responsibility for Ankara Bombing,” Reuters, February 19, 2016, and Ceyland Yeginsu and Victor Homola,
“Istanbul Bomber Entered as Refugee, Turks Say,” New York Times, January 13, 2016.
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other directly in the Syrian theater.? Article 5 of the North Atlantic Treaty—which states that
an armed attack on one NATO member shall be considered an attack on them all—could
oblige Turkey’s NATO allies to come to its aid in case of a conflict with Russia, thus raising
the specter of a Russia-NATO armed conflict. Turkey also wants to further its involvement by
sending ground troops—with the support of its allies—into Syria to prevent Kurdish militias
from establishing a durable presence along its border.

Meanwhile, Russian airstrikes helped these same Kurdish militias seize territory along the
Turkey-Syria border. 3¢ Although such operations started before the downing of the Su-24, they
picked up pace dramatically after that. Specifically, Russia supports the Kurdish Democratic
Union (Partiya Yekitiya Demokrat, or PYD), which Ankara claims is related to the PKK.3
Turkey has accused Russia of allowing a PYD militia, the People’s Protection Units (Yekineyén
Parastina Gel, or YPQ), to create a corridor along the Turkish border to potentially destabilize
Turkey.3

Local and International Reactions

The Kurdish issue represents a source of disagreement between Turkey and its allies as well,
particularly the United States. Turkey sees the YPG as its adversary, yet the YPG is backed not
only by Russia but also by the United States, due to its perceived effectiveness on the ground
against ISIS.?? While Turkey accuses the PYD of being a terrorist organization in line with the
PKK, a U.S. Department of State spokesperson declared in February 2016 that “we don’t . . .
recognize the PYD as a terrorist organization.” He added, “Even the best of friends aren’t going
to agree on everything. ™

Level of Success

Russia’s actions seem to have achieved at least parts of its objective to create a rift between
Turkey and the rest of NATO. Russia’s active support to Kurdish militia provoked Turkey to
make a stronger push for ground troops—a request that remained unanswered by Turkey’s
allies, exposing the coalition’s divisions and the unwillingness of most of its members to embark
on a risky course of action that would primarily serve Turkey’s interests.*! While it is unclear to
what extent Russia’s stepped-up involvement in the Syria war was to blame for NATO’s reluc-
tance to deploy ground troops—such deployment was never popular in most NATO countries
to begin with—Russia’s actions did raise the ante for Turkey, which considers a strong Kurdish
presence along its border an existential threat.

35 “Tensions Between Russia and Turkey Reach New Peak,” 2016; Tulay Karadeniz, Ece Toksabay, and Humeyra Pamuk,
“Turkey Seeks Allies’ Support for Group Operation as Syria War Nears Border,” Reuters, February 16, 2016; Becker et al.,
2016.

36 Karadeniz, Toksabay, and Pamuk, 2016.

37 The PKK has been engaged in an armed confrontation with the Turkish state since 1984 with the goal of gaining self-
determination for the Kurdish population in Turkey. The group has been listed as a terrorist organization by the U.S.
Department of State since 1997 (U.S. Department of State, “Foreign Terrorist Organizations,” webpage, last updated Sep-
tember 6, 2018).

38 Karadeniz, Toksabay, and Pamuk, 2016.

39 Becker et al., 2016; “Tensions Between Russia and Turkey Reach New Peak,” 2016.

40 U.s. Department of State, daily press briefing (John Kirby, spokesperson), Washington, D.C., February 8, 2016.
41 Becker et al., 2016.
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Russia did not succeed in dividing Turkey and its allies on nonmilitary issues, however.
While there was concern that Erdogan might use the migrant crisis resulting from the conflict
in Syria as leverage to get the support of its allies, he nevertheless did sign an agreement with
the EU in March 2016 that made it more difficult for migrants to travel from Turkey to Greece
in exchange for substantial financial aid, as well as permission for Turks to travel to the Schen-
gen area visa-free.> Russia’s economic sanctions may have even provided additional motivation
for Turkey to accept the deal, as it may have looked to the EU’s support to help offset some of
the financial losses incurred during the crisis with Russia.

Economic Sanctions

Content and Implementation

On December 1, 2015, Russia banned imports of Turkish fruit, vegetables, poultry, and salt
effective January 1, 2016.4 At the same time, Russian Prime Minister Dmitry Medvedev
announced a ban on charter flights to Turkey.** However, Russian tour operators had already
stopped selling tours and arranging travel to Turkey.

Russia also threatened to retaliate against joint investment projects—including the Turk-
Stream gas pipeline and the Akkuyu nuclear power plant—and to ban several Turkish corpo-
rate entities from working in Russia, many of them in the construction sector.%> In late Novem-
ber 2015, Russian Deputy Prime Minister Igor Shuvalov announced that new contracts with
Turkish companies would need to be approved by the government.#¢ That month, Russia also
banned Turkish citizens from working for some Russian companies.?’

Russia introduced new limitations on freedom of circulation, principally by revoking the
2010 agreement with Turkey that allowed their respective citizens to travel between the two
countries visa-free. Starting in January 2016, Turkish citizens who traveled to Russia once
again needed a visa.*s

Local and International Reactions

At the time Russia was imposing sanctions on Turkey, it was facing its own sanctions as a
result of its annexation of Crimea. Nonetheless, its reaction to the Su-24 incident was swift
and sweeping. The international community’s response was muted on the topic of economic
sanctions, as NATO again perceived the situation as a bilateral dispute to be resolved by Russia

and Turkey.

42 European Commission, “EU-Turkey Agreement: Questions and Answers,” fact sheet, March 19, 2016.
43 “Russia Approves Detailed Sanctions Against Turkey Over Downed Plane,” Reuters, December 1, 2015.

44 “Russia Approves Detailed Sanctions Against Turkey Over Downed Plane,” 2015.
45 “5 Ways Russian Sanctions Can Hurt Turkey’s Economy,” 2015; Andrew Roth and Karla Adam, “Moscow Is Ready to
Coordinate with the West Over Strikes on Syria,” Washington Post, November 26, 2015.

46 5 Ways Russian Sanctions Can Hurt Turkey’s Economy,” 2015.
47 A. Roth, 2015; Selin Girit, “Turkey Faces Big Losses as Russia Sanctions Bite,” BBC News, January 2, 2016.

48 “Turkey Won’t Introduce Visa Requirements for Russians—Embassy,” Moscow Times, December 4, 2015.
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Level of Success
Russia and Turkey had a strong trade relationship before the crisis. In 2014, Russia was Tur-
key’s second-largest trading partner and second-largest source of imports (in trade value) after
the European Union. Russia was less significant for Turkey in terms of exports, with only
1.9 percent of Turkish exports going to Russia.® In 2015, fruits and vegetables were Turkey’s
highest-value exports to Russia, for a total value of $937 million, but some key products—
lemons, for instance—were excluded from the sanctions list.® Still, the Turkish agriculture
minister estimated a loss of about $764 million in his sector.5! Russian sanctions added to a
downward trend in Turkish exports to Russia that had started before the downing of the Su-24
and could be attributed to the fall in the value of the ruble.>

Turkey’s tourism industry took a serious hit: Turkey was the second-most-popular desti-
nation for Russian tourists in 2014, with 3.3 million Russian visitors that year. Russia claimed
that Turkey’s loss of Russian tourists would cost the country $10 billion, while one economist
put that figure at only $3.5 billion.53 Turkish resorts that catered primarily to Russian tour-
ists, such as in Antalya and Alanya on the Mediterranean, were expected to be most affected.>
One parliamentarian from Antalya drew a particularly dire picture of the situation, expecting a
nationwide shortfall of $20 billion as a result of the loss of tourists and the loss of contracts for
work by Turkish contractors in Russia.” Turkey did not respond in kind to Russia’s imposition
of a new visa regime on Turkish citizens traveling to Russia, and Russians traveling to Turkey
can still do so without a visa.>¢

Erdogan’s enduring popularity was built, in large part, on Turkey’s economic growth
since he came to power in 2002. The economy grew even during the 2008 global financial
crisis; given that the country has not weathered a significant economic downturn during his
presidency, it is possible that such a hit could have political repercussions for Erdogan.’” It
is difficult to assess the economic and political impact that Russian sanctions may have on
Turkey in the long term. The predicted $10 billion loss in business was not far off from Turk-
ish Deputy Prime Minister Mehmet Simgek’s estimate of $9 billion.’® Meanwhile, there was
speculation that Russia would be affected negatively by its sanctions against Turkey, which
were expected to bring a 1- to 1.5-percent increase in inflation.”

49 European Commission, “Countries and Regions: Turkey,” webpage, last updated February 15, 2019a; Observatory of
Economic Complexity, “Turkey: Trade Balance,” data as of 2017.

50 “Russian-Turkish Politics: Tsar v Sultan,” 2015; “Russia Approves Detailed Sanctions Against Turkey Over Downed
Plane,” 2015.

>1 Girit, 2016.

>2 Girit, 2016.

53 S. Walker, 2015; Girit, 2016.
54 “5 Ways Russian Sanctions Can Hurt Turkey’s Economy,” 2015.

%> Mehmet Cetingulec, “Will Russia’s Economic Restrictions on Turkey Backfire?” A/-Monitor, December 13, 2015.
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Leveraging Turkey’s Energy Dependence on Russia

Content and Implementation
In December 2015, Russian state-owned Rosatom stopped work on a nuclear power plant that
Turkey had commissioned in 2013. Rosatom did not terminate the contract, however—possi-
bly because of the heavy penalties it would have to pay to Turkey.®® Russia also suspended talks
on the TurkStream natural gas pipeline project, which would connect Russia to Turkey via the
Black Sea. That same month, Turkey announced that it was suspending the whole project.s!
Even though Russia did not restrict its supply of energy to Turkey, such measures remain
a powerful threat because Turkey is heavily dependent on Russia for gas. Two-thirds of the
41.1 bem of natural gas it imported by pipeline for its consumption in 2014 came from Russia,
with the rest divided between Azerbaijan and Iran. In 2015, Turkey relied on Russia for close to
56 percent of its gas supplies.®? This made Turkey Gazprom’s second-largest foreign customer
after Germany.®> Dependence has traditionally been much lower for oil, with Iran and Iraq
being the main sources of Turkey’s imports.®

Local and International Reactions

Shortly after the downing of the Su-24, Erdogan visited Azerbaijan and Turkmenistan, two
important energy suppliers. Both countries may have been wary of harming their relations
with Russia by helping Turkey diversify, and Kazakhstan was clear that it would not do s0.5
However, in December 2015, Turkey signed an LNG deal with Qatar and discussed with
Azerbaijan ways to speed up construction of the now-completed Trans-Anatolian Natural Gas
Pipeline that would supply Turkey with gas from Azerbaijan via Georgia. Future extensions
would connect the network to markets as far west as Italy—potentially turning Turkey into a
regional energy hub. Turkey also considered increasing its gas imports from Iran, in addition
to Azerbaijan.¢

Level of Success

Opverall, tensions with Russia did not affect Turkey’s gas supply situation.” Threatening to
disrupt gas supplies to Turkey might have been a rather weak hostile measure for Russia in a
context of declining oil prices and an economic recession. Several experts have noted that Rus-
sian firms and the country’s overall economy would have suffered from a disruption in gas sales
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to Turkey, which absorbed 14 percent of Russian gas exports in 2014.6% Similarly, suspending
work on TurkStream hurt Russia as much as it hurt Turkey, because one purpose of the new
pipeline was to increase Russian gas exports to Turkey.® Partnering with Turkey was also a way
for Russia to pursue the project despite EU opposition.”

In any case, Turkey was already seeking to reduce its dependence on Russian energy,
further diminishing the effectiveness of future Russian hostile measures targeting the energy
sector. Turkey’s negotiations with neighboring countries and its agreement with Qatar may
mean an irreversible loss of the Turkish market—or at least a substantial share of it—for Russia.

Diplomacy and Cultural Exchanges

Content and Implementation

Finally, Russia took a series of measures pertaining to diplomacy and cultural exchanges that,
while unlikely to have an important political or economic impact on Turkey, publicly conveyed
Russia’s displeasure. It is difficult to measure their level of success.

The first set of measures consisted of either canceling high-level meetings or refusing to
meet with Turkish officials. For example, Russian Foreign Minister Sergey Lavrov canceled a
planned visit to Turkey.”" Putin refused to take several phone calls from Erdogan and rebuffed
his request to meet in December 2015, when both heads of state were in Paris for the UN
Climate Change Conference.”

Russia also put in place a series of symbolic measures directly targeting Turkey, including
cutting exchanges between Russian and Turkish universities and calling back Russian students
already in Turkey, imposing administrative hurdles on Turks in Russia and on Turkish trucks
that tried to enter Russia, closing a Russian-Turkish cultural center in Moscow, and even ban-
ning Russian soccer clubs from hiring Turkish players.”> A Russian political party, Just Russia,
also submitted a proposal to criminalize denial of the 1915 Armenian genocide.”

Local and International Reactions

Turkish students who were already studying in Russia were not expelled from the country, and
Turkey did not require their return. Russia’s decision to ban Turkish players from its soccer
clubs generated numerous headlines in the sportswriting community, but it did not face offi-
cial condemnation from FIFA, which oversees international soccer.”s
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Level of Success

Because the measures were short-lived and largely symbolic, it is difficult to determine their
success. For example, there were reportedly fewer than 100 Russian exchange students in
Turkey, and Turkish students were allowed to continue their programs of study in Russia,
so recalling the Russian students likely had a limited impact on the overall level of cultural
exchange between the two countries.” In the case of the ban on Turkish soccer players, Russia
allowed those who were currently playing to remain on Russian teams. It is clear that the
move was meant to convey Russian disapproval rather than exert political pressure on Turkey.
Similarly, the Turkish cultural center in Moscow denied that its closure was entirely related
to Russia’s dispute with Turkey, citing “Turkey’s failure to pay for the center’s operations” as a
secondary factor.””

Summary of the Turkish Case

Russia deployed an array of hostile measures against Turkey (see Figure B.10), starting with
an immediate public diplomacy campaign and following with measures in Syria and a series
of economic sanctions. Russia’s active support to Kurdish militias in Syria represents its most
consequential measure against Turkey. Allowing these militias to consolidate their presence
along the Turkish border touched a very sensitive point for Turkey, which views these groups
as a potential source of destabilization and an almost existential threat.

The timeline of Russian hostile measures against Turkey is remarkably short. All mea-
sures were taken within roughly a month after the downing of the Su-24.

Responses from the international community to the dispute between Russia and Turkey
were limited, with the exception of NATO’s public avowal of support to Turkey in the after-
math of the Su-24 incident. Turkey’s regional partners stepped forward with assistance in seek-
ing out alternative energy supplies and transport routes during the period of elevated tensions
with Russia. Overall, the international community appears to have taken an extremely cau-
tious stance, waiting for the spat between the two countries to end and not taking any steps
that might escalate the situation.

How Successful Were Russia’s Hostile Measures Overall?

The first objective of Russia’s hostile measures was to punish Turkey and deter NATO by show-
ing that attacking Russian assets comes at a price. It succeeded to some extent—by imposing
economic costs on Turkey, paralyzing its action in Syria, and (in manipulating the Kurdish
issue) showing that it could play a destabilizing role if it chose to do so.

Russia’s second objective was to prevent Turkey from threatening its military assets and
interfering with Russian interests more generally. It clearly succeeded in this respect. When a
Russian aircraft violated Turkey’s airspace on January 29, 2016, Turkey did not respond with
force as it had done in November 2015.

76 Dolgov, 2015. This is not to disregard the potential impact of delays and disruptions on the students’ trajectories of
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Figure B.10
Timeline of Russian Hostile Measures in Turkey
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Turkish Air Force shoots down Russian Su-24
North Atlantic Council announces that it stands “in solidarity with Turkey”
Turkey signs liquid natural gas deal with Qatar
Iraq appeals to UN Security Council demanding withdrawal of Turkish troops from northern Iraq
Turkey partially pulls out its forces from Iraq
Turkey again accuses Russia of violating its airspace
Turkey begins shelling Kurdish militia positions on the Syrian border
Bombing in Ankara kills 28 and injures 61; TAK claims credit
Car bomb attack in Ankara kills 37; TAK claims credit
Turkey and EU sign agreement on migration crisis
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Russian destroyer Smetlivy fires on a Turkish vessel near Greece

Russia complains to UN Security Council that Turkey sent troops to Iragq without the Iragi government’s consent
Russia suspends talks on TurkStream pipeline project

Russian officials claim evidence that Turkey sold oil to ISIS

Russia recalls Russian exchange students in Turkey

Russia bans imports of Turkish fruit, vegetables, poultry, and salt; Russia bans charter flights to Turkey starting January 1

Russian-Turkish cultural center in Moscow closes

New contracts between Russian and Turkish businesses need Russian government approval
Russia bans Turkish citizens from working for some Russian companies and ends visa-free travel to Russia
The Just Russia political party submits bill to Russian parliament proposing to criminalize denial of the 1915 Armenian genocide
Russia announces deployment of S-400 SAMs to Syria and a Slava-class guided missile cruiser off Syria’s coast
Russia suspends military cooperation with Turkey
Russian foreign minister cancels planned visit to Turkey
Putin calls downing of Russian Su-24 a “stab in the back”; calls Turkey “accomplices of terrorists”
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Russia’s third objective was to divide Turkey from the rest of NATO—particularly the
United States. It is important to note that there was already some friction prior to the Novem-
ber 2015 incident. In 2013, NATO allies had stationed Patriot missile batteries on Turkish
soil, at Turkey’s request, to defend against possible incursions of Russian aircraft and mis-
siles involved in operations in Syria. Even though Russia violated Turkey’s airspace several
times before the Su-24’s downing, the United States, Germany, and the Netherlands proceeded
with plans to remove the Patriots in accordance with the mission’s two-year mandate. On
October 8, 2015, Turkey unsuccessfully appealed to its fellow NATO members to retain the
missiles for the purpose of responding to potential missile threats from Russia.”

Turkey’s focus on bombing the very same Kurdish groups that the United States viewed
as the most effective force on the ground against ISIS had already created tensions between the
two countries.”” The United States had also become increasingly critical of the Erdogan regime,
with U.S. Vice President Joe Biden publicly lamenting restrictions on freedom of expression in
Turkey.®® Finally, Turkey was isolated in its push for a ground war in Syria. Yet, following the
downing of the Russian plane, NATO has stood behind Turkey at least in principle, reaffirm-
ing that the organization’s members “stand in solidarity with Turkey and support the territorial
integrity of our NATO ally.”8' Overall, the crisis itself did not fundamentally alter relations
between Turkey and its allies.

Russia’s fourth objective—showing its domestic audience that Russia was the dominant
player in the region and would not accept Turkey’s actions—seems to have been more suc-
cessful. According to a December 2015 poll, 31 percent of Russians surveyed called for even
tougher sanctions against Turkey than had been put in place.?? Two months later, another
poll conducted in Russia showed that 78 percent of respondents rejected a compromise with
Ankara as long as Turkey did not apologize for the incident. A majority (54 percent) thought
that Turkey had been hit harder by the tensions between the two countries than Russia, limit-
ing the incentive for Moscow to ease these restrictions.®

Yet, these measures also had some adverse effects for Russia. For example, they showed
Russia’s isolation at the time. No other country backed up Russia’s various accusations or sec-
onded the sanctions against Turkey.#* Only long-standing allies, such as Armenia, publicly
supported Russia’s stance.®> Russia was also not able to renounce the gas revenue it received
from Turkey, depriving it of an important source of leverage—and the possibility of Russia’s
use of such measures may have pushed Turkey to diversify its partnerships in the energy sector.
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Conclusions

These case studies illustrated the variety of hostile measures that Russia has used over the past
two decades to influence countries within and beyond the former borders of the Soviet Union
(see Table B.3). These measures spanned a broad range of domains—from economic and legal
to diplomatic. And the diversity of measures employed within these domains showed how
adept Russia has been at integrating tools from all its instruments of national power. Across
the five case studies, we identified a total of 32 different hostile measures, suggesting that the
cases provide a fairly extensive view of Russia’s “toolbox” for influencing, coercing, and deter-
ring target countries.

While some means of influence—such as trade sanctions or the targeting of energy
supplies—are seemingly perennial, others are more recent. For example, Russia’s involvement
in frozen conflicts is a post-Soviet phenomenon that was triggered by the collapse of the Soviet
Union and the various wars that followed in Transnistria (Moldova) and South Ossetia and
Abkhazia (Georgia). By maintaining some military presence in these frozen conflicts and par-
ticipating in their respective negotiation processes, Russia ensured that it was both part of
the problem and part of the solution. It has historically used these types of conflicts at will to
destabilize or threaten to destabilize the countries where they have occurred.

Cyberattacks are another recent form of hostile measures and have become increasingly
common. Cyberattacks often play the same role as classic hostile measures but merely lever-
age new technologies. Defacing websites is a strategic communication measure, hacking web-
sites to steal information is akin to intelligence gathering, and DDoS attacks create the type
of disruption that would have previously been achieved by cutting postal or transportation
routes.! However, cyberattacks provide Russia with a higher level of plausible deniability. It is
difficult to trace such attacks to a specific perpetrator or to prove that the perpetrator was state-
sponsored. In the case of the cyberattacks in Estonia in spring 2007, for instance, experts were
unable to establish a clear connection to the Russian government.

Other hostile measures can be equally difficult to trace back to their initiator, particu-
larly when they employ many actors, some of them seemingly autonomous. Again, in the
Estonia case, the only event that could be linked with a fair amount of confidence to the Rus-
sian government—the siege of the Estonian embassy in Moscow—was a minor event in the
overall crisis, and it took place on Russian soil, not in Estonia. Boycotts of Estonian products,
meanwhile, proved more painful for Estonia, but they mainly came from private actors, such

' This does not imply that cyberattacks have replaced these traditional means of disruption. For example, in the Georgia

case, Russia both employed cyberattacks and disrupted other means of communications, such as postal services and rail.
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Table B.3
Hostile Measures Used by Russia in Moldova, Georgia, Estonia, Ukraine, and Turkey

Hostile
Measure Type Description Moldova Georgia Estonia Ukraine Turkey

Civil unrest Instigating protests, riots X

Communication? |Information campaign in Russian media X X X

Manipulation of media

Disruption of communications

X | X | X | X

Cultural/ Invocation of World War Il history X

education/ —
religious Shared Soviet history

Cultural/educational exchanges

Influence of Orthodox Church

X | X | X | X

“Passportization”

Cyber Disruption of cyber/internet capabilities

Diplomacy Negotiations X

X | X | X | X
X | X | X | X

Breakdown in diplomatic relations

International alliances

State recognition X

Public diplomacy campaign

Economic Financial pressure

X | X | X | X

Trade limitations

X | X | X | X

Pressure on foreign individuals and
businesses in Russia

Limitation of freedom of circulation X X X

Energy Manipulation of energy prices

Disruption of energy supplies X X X

Legal Manipulation of democratic processes

Military

Covert military  |Covert kinetic action

Overt military Military intimidation

Military presence X X

X | X | X | X

Use of proxies Military personnel assistance to proxy
forces

Provision of combat enablers to proxy X X
forces

Military materiel assistance to proxy X
forces

Nonmilitary assistance to proxy forces

Political influence? |Support to political leaders

Support to political parties X

Penetration/subversion X

2 Communication campaigns and efforts to exert political influence were typically ongoing to various degrees
over the course of a given case. Although examples are discussed in the case narratives, it was often difficult to
identify discrete measures or determine when such measures began being applied or ceased to be applied. For
these reasons, these categories do not appear in the case-study timelines.
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as distributors and retailers. Assessing to what extent these action were shaped by the Kremlin’s
propaganda and the boycotts were an action of Moscow is challenging.

Another difficulty, when examining the use and impact of hostile measures, is estab-
lishing whether particular hostile measures were responsible for subsequent developments in
respective crises profiled here. In Moldova, for instance, the ruling, pro-EU coalition lost the
2014 elections—a result that no doubt pleased Moscow. But did Moscow play a significant role
in that defeat, or was it a natural consequence of the disarray in Moldovan politics? Similarly,
in Georgia, did Russian actions play a critical role in President Mikheil Saakashvili’s decline in
popularity and eventual loss of power, or were other factors more decisive? Although there is
little doubt that some Russian actions (such as trade sanctions in Georgia) created the condi-
tions for a political outcome that was more favorable to the Kremlin, it is unclear whether these
actions were ultimately game-changers or whether they were second or third to more decisive
factors.

Possible General Patterns of Hostile-Measures Use

Timelines for the five case studies show that Russia rarely uses hostile measures in isolation.
Rather, it combines them—whether simultaneously or as part of a quick sequence of measures.
In other words, hostile measures tend to come in clusters. These clusters of hostile measures
fulfill several purposes, such as sending a strong signal to the targeted country (and anyone
else watching) and showing that measures of coercion and retaliation can hit on several fronts
at once. As a result, some timelines were remarkably short. In the case of Turkey, for instance,
all of Russia’s hostile measures were employed within roughly one month after the downing
of the Su-24.

An examination of the different types of Russian hostile measures suggests that they can
be separated in two categories:

* long-term hostile measures that aim to establish durable sources of influence over a coun-
try, such as control of political parties, media and cultural influence, passportization, or
participation in the economic sector

* immediate measures in response to specific crises, such as economic sanctions, expulsions
of migrant workers, or energy cuts.

Some hostile measures belong to both categories, with long-term hostile measures facili-
tating Russia’s use of hostile measures in the immediate term. This is the case with media
influence, for example. Media campaigns can shape public opinion over the long term, but
they can also be used in times of crisis to disseminate specific messages to a population. Energy
dependence is another example: When countries are reliant on Russia for their energy supplies,
this provides Russia with both long-term influence and an ability to threaten supplies or drasti-
cally modify prices to cause temporary crises.

Russian hostile measures in the cases also varied in terms of duration—some were events,
while others were processes that unfolded over time. While the small number of case studies
did not allow us to develop definitive conclusions about whether these types were used for dif-
ferent purposes, a comparison between Russian hostile measures against Estonia and Turkey
suggests that short-duration hostile measures, such as those used in Estonia (e.g., protests,
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cyberattacks) may be used more often to convey disapproval. That is, Russia did not expect
the Estonian government to reverse its decision to relocate the monument, but it could not let
the monument be removed without a vehement protest. Russia opted for this approach rather
than coercing the target country, as it did in Turkey. Russia wanted to deter further Turkish
actions—particularly any offensive action against its military aircraft—and thus resorted to
several long-term measures, such as economic sanctions and the suspension of visa-free travel
between the two countries.

The five case studies show very different patterns of hostile-measures use by Russia. To
some extent, the choice of measures in each case was dictated by the circumstances. The cases
of Estonia and Turkey differ from the other three in their relative simplicity: One key event
irritated Russia, which responded with an array of hostile measures in almost all domains,
from diplomacy to trade. Georgia, Moldova, and Ukraine were longer crises, and various
developments prompted additional hostile measures as the cases unfolded. In the case of these
longer crises, it can be difficult to pinpoint which event triggered which hostile measures. For
example, Russia introduced several trade- and energy-related hostile measures against Geor-
gia in early 2006, before the spying row between the two countries. These measures likely
followed the deterioration in the relations between Russia and Georgia in late 2005, but no
specific event explains why Russia used these measures when it did rather than a few months
earlier or later.

Finally, even when they appear to be triggered by a specific event, the hostile measures
that Russia employs often bear little connection to that event. For example, the military con-
frontation in eastern Ukraine flared in late 2015, coinciding with Russia’s announcement of
trade and energy restrictions on Ukraine, rather than military-focused hostile measures.

Russia employs a diverse arsenal of hostile measures with which it can respond to almost
any event it deems important enough, using all means of pressure at hand—often with little
relevance to the event that prompted the response in the first place.

How Successful Have Hostile Measures Been for Russia?

Assessing the success of individual hostile measures can prove challenging for two primary rea-
sons. First, as noted, Russia rarely uses hostile measures in isolation. When a quick sequence
of hostile measures seems to succeed in achieving a specific objective (e.g., liberating Russians
accused of spying in Georgia), it can be difficult to evaluate the relative weight of individual
hostile measures on the outcome. Second, some hostile measures seem to have no impact at all
and are merely “scene setters” for other hostile measures. Yet, these measures can serve a func-
tion by increasing the chances that other hostile measures will achieve their intended results.
Strategic communication and cyberattacks are two types of hostile measures that often fall
into this category. These activities rarely achieve a specific end in themselves (even when large
Russian-speaking populations are present in the target country), but they prepare the terrain
for other hostile measures—perhaps civil unrest or legal action—and amplify their effects.

In the five case studies examined here, several individual hostile measures appear to have
been successful for Russia, but only under certain circumstances:

» Military-type hostile measures, such as proxy wars, covert military operations, or mili-
tary buildups along the border—even when short of war—were particularly powerful



Detailed Case Studies of Russia’s Use of Hostile Measures 107

in influencing target countries. For example, Russia’s military buildup influenced the
Ukrainian government’s decision to not respond to Russian aggression in Crimea. Turkey
suspended its operations in Syria after Russia deployed air-defense systems that could
have targeted its aircraft.

* Economic sanctions were successful only when the target country depended heavily on
trade with Russia and could not find alternative markets to alleviate the effects of sanc-
tions. Georgia was one such case, and the economic consequences of Russia’s various
agricultural products bans weighed heavily on the 2013 presidential campaign and likely
contributed to the defeat of the incumbent president’s party.

» Communication (i.e., action through the media) and cultural, educational, and religious hos-
tile measures rarely achieved any specific objective, but they did shape how other hostile
measures were perceived—for instance, by convincing parts of the population that Rus-
sia’s actions were legitimate.

 Civil unrest and cyberattacks, likewise, were not effective on their own in achieving any
broad objective, but they signaled to the target country that Russia had the means to dis-
rupt and destabilize.

Russian hostile measures had mixed results when it came to fulfilling Russia’s most-
immediate objectives. They failed to prevent the relocation of the Bronze Soldier in Estonia.
Russia’s use of various hostile measures did not coerce Turkey into issuing the formal apology
that Moscow requested in the immediate aftermath of Su-24’s downing. But Russia’s vehe-
ment reaction to the destruction of its jet likely deterred Turkey from responding with force
again when Russian aircraft violated Turkey’s airspace on January 29, 2016. And, in Georgia,
hostile measures appear to have facilitated the release of Russians accused of espionage during
the spying row episode.

Hostile measures have been more consistently effective in achieving broader, longer-
lasting effects that directly benefit Russia, including (1) keeping countries in its near abroad
from joining Western institutions, (2) deterring target countries from threatening Russian
interests too directly or too forcefully, (3) signaling Russia’s resolve and capabilities to its neigh-
bors and to the broader international community, and (4) shaping perceptions among Russia’s
domestic audience.

First, one of the most definitive successes of Russian hostile measures has been to high-
light the internal and external weaknesses of target countries, thereby making them less desir-
able partners for the West. One such internal weakness is a lack of internal cohesion. The
Bronze Night brought to the surface the polarization within Estonian society and Estonia’s
failure to integrate its Russian population. External weaknesses include vulnerabilities to Rus-
sian influence or leverage, which may deter Western organizations from partnering with or
integrating these countries in the future. Russia’s actions have made it more difficult than ever
for Ukraine and Georgia to join NATO or the EU, thereby slowing the eastward expansion of
these two institutions. More generally, Russia’s hostile measures have been successful in show-
ing the West—and the EU in particular—that crises between Russia and its neighbors may
become a durable threat to European stability.

Frozen conflicts play an important role in this regard, deterring Western institutions
from welcoming candidates because they represent a source of potential instability—and
Russia plays an appeasing or inflammatory role at will. This is but one explanation for why
Georgia and Moldova are not yet part of the EU or NATO (with other reasons ranging from
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poor governance, in the case of Moldova, to “enlargement fatigue” on the part of the West).
Frozen conflicts remain a key obstacle to Western integration for these countries. Ukraine
is now experiencing a similar effect, as it effectively has become a frozen conflict as well—
suggesting that Russia did succeed, after all, in keeping Ukraine as a buffer state between
NATO members and its own borders.

Second, Russian hostile measures have been relatively successful in deterring nations from
threatening Russian interests too directly or too forcefully—or at least in signaling that there is
a cost (sometimes severe) in doing so. Hostile measures not only signal that Russia will not let
a perceived offense go unpunished, but they also suggest that more-severe measures may be yet
to come. For example, Russia’s reaction to the Bronze Soldier’s removal reminded Estonia that,
despite its independence, it was not free from Russia’s influence. Concerns over a full-fledged
Russian offensive prevented the Ukrainian government from responding militarily to Russia’s
incursion into Crimea.

Third, whether they aim to coerce or deter, hostile measures are almost always intended
to send a message to a broader audience, particularly any of Russia’s neighbors with the same
vulnerabilities as the primary target country (e.g., large Russian minority, energy dependence
on Russia).

Finally, Russia’s hostile measures—particularly public diplomacy and information
operations—are also aimed at the Russian domestic audience. They unify the country against
a common enemy. For example, polls conducted during the crisis with Turkey showed a great
deal of popular support in Russia for the sanctions policy against Ankara. The Kremlin’s effort
to undermine the reputation of a target country pays domestic dividends when that country
happens to be leaning toward the EU, NATO, or simply internal reform. For Russian audi-
ences, the Bronze Soldier crisis effectively turned Estonia from a potential model to follow into
an enemy.

The Cost of Hostile Measures for Russia

Even when they are successful, hostile measures often come at a financial cost for Russia.
In some cases, the cost could easily be anticipated, and Russia simply chose to bear it on the
assumption that the measures would prove even more costly for the target country. Russia
chose to expel thousands of migrant workers from Moldova in 2013-2014, despite the need for
these workers in construction and other sectors, because it expected (correctly) that it would
be less affected by this measure than Moldova, whose economy relies heavily on remittanc-
es.? In some cases, such strategies proved too costly to sustain, as when Gazprom lost close to
$6 billion by trying to cut gas exports to Ukraine.?

These costs are an important factor that may limit Russia’s use of hostile measures to
those it can afford. Russia’s mediocre economic performance, for instance, has limited its abil-
ity to continue subsidizing Transnistria at previous levels, and low energy prices have made
Russia’s threats to disrupt or suspend supplies less credible.

2 Migration Policy Centre, MPC Migration Profile: Moldova, Florence, Italy: Robert Schuman Centre for Advanced Stud-
ies, European University Institute, June 2013, p. 1.

3 Bershidsky, 2016.
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Russia’s hostile measures have also been costly in the sense that they have, at times,
prompted adverse reactions from the international community. The offensive against Georgia
in 2008 revitalized NATO, clarifying Russia’s willingness to engage with its neighbors militar-
ily. The Ukraine crisis, too, accelerated NATO’s efforts to reform and improve its operational
capabilities and decisionmaking processes.

Hostile measures have also come at a diplomatic cost for Russia by spurring the partners
of target countries to show their support and, in some cases, reaffirm these partnerships in the
face of a common Russian threat. NATO immediately spoke out in support of Turkey after
the downing of the Russian Su-24. Meanwhile, Russia’s own collective security alliance, the
Collective Security Treaty Organization, remained mostly quiet. Hostile measures exposed
Russia’s international isolation and the weakness of its own security alliance.

Similarly, several hostile measures appear to have backfired for Russia. Not only did they
not fulfill their intended objectives, but they also undermined Russia’s long-term goals. Rus-
sia’s hostile measures against Moldova, Ukraine, and Georgia had the effect of pushing these
countries closer to European institutions, which they saw as their only recourse against Russia’s
influence and meddling in their internal affairs—the exact opposite of the objective Russia
was trying to achieve. Trade and energy sanctions, in particular, only created greater incen-
tives for target countries to deepen their relationships with the EU. This does not mean that
these countries will be integrated into Western institutions, but they can engage with them in
many ways short of membership and, ultimately, drift away from Russia’s sphere of influence.
This counterproductive effect of hostile measures was particularly strong in Ukraine, where
Russian actions ensured that the government in Kyiv became firmly pro-Europe and hostile to
Moscow, with opinion polls showing a much higher anti-Russia sentiment among the popula-
tion than before the crisis. This effect likely extends beyond the countries targeted by Russian
hostile measures, signaling that although rapprochement with Western institutions may come
with dire consequences, it may also provide some form of protection from an overbearing
Russia.

Effective Countermeasures to Russian Hostile Measures

The case studies in this appendix suggest that attempting to symmetrically counter Russian
hostile measures is not particularly effective. Moldova’s countermeasures, which included ban-
ning a political party and journalists seen as too pro-Russia shortly before an election, as well
as limiting Russia-based workers’ ability to vote, proved both controversial and ineffective.
Estonia broke off negotiations with Russia on the Nord Stream project as a means of reprisal,
but Russia found other partners and carried out the project nonetheless. If anything, Estonia
lost its chance to be part of a project where it could have had some power of negotiation over
Russia. Ukraine’s Ministry of Information Policy, established to counter Moscow’s disinforma-
tion campaigns, has had limited effects. The same is true of direct measures taken by the inter-
national community, such as economic sanctions. While the sanctions adopted in the Ukraine
crisis hurt Russia’s economy, they have not resulted in a change of behavior, and Moscow so
far has shown a willingness to endure the economic hardship. One noticeable exception to the
general ineffectiveness of direct responses to Russian hostile measures was the use of military
force, which proved successful in the case of Ukraine. Kyiv’s commitment to confronting
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aggression in Donbas left Russia unable to achieve a clear military victory in eastern Ukraine
at a political price it was willing to pay.

Efforts to circumvent Russian hostile measures have been more successful. Examples
include Moldova and Georgia’s attempts to defeat Russian trade sanctions by finding new mar-
kets. Yet, neither country could fully offset the economic effects of Russian sanctions. A stron-
ger response on the part of the international community may be needed to further mitigate
the effects of these types of hostile measures on targeted countries. The EU played that role for
Moldova in 2013 by opening European markets for its wine exports to make up for the loss of
Russian buyers. In Georgia, Western support likely helped Saakashvili stay in power for two
presidential terms. Overall, the most useful response devised by the international community
to counter Russian hostile measures has been to provide target countries with some of the ben-
efits that Russia denied or threatened to deny them. Actions from the international commu-
nity to help lessen dependence on Russia were useful as well. The EU’s financial investment in
the pipeline between Romania and Moldova, for instance, will eventually give Moldova access
to other sources of gas—provided prices are attractive enough for Moldova to switch.

Collectively, the components of this wide-ranging study of Russian hostile measures, the
history of their use, and specific applications led us to the conclusion that Russia presents a
dangerous but manageable threat. The case studies collected in this appendix highlight pat-
terns in Russia’s use of hostile measures, as well as insights into the context for these uses and
Russia’s motivations for using hostile measures or choosing particular measures over others.
A better understanding of these patterns and trends can help decisionmakers forecast Russian
reactions to perceived threats and inform future efforts to deter and counter its use of hostile
measures.
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