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A Note about the Cases

The statistics and figures represented in the remaining slides are limited to:

« Domestic incidents with publicly available information that were not dismissed or
otherwise settled out of court

« These incidents primarily took place in federal criminal courts
« Malicious insiders
« Cases identified as Fraud, Sabotage, Theft of IP, or Misuse

The categories of information are not intended to be exhausted of what is documented In
the CERT Insider Threat Incident Corpus, but provide a sample of information.
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Objectives

The information in the following slides will address the following information:
 Why did the insider commit a hostile act?
- Motive
 How did the insider commit these hostile acts?
- Recruitment
- Collusion

Carncgi(‘ Mcllon ljnivorsitv Malicious Insiders by Motive, Collusion, Recruitment, and Disgruntlement [Distribution Statement A] Approved for public release and unlimited distribution.

. . . © 2017 Carnegie Mellon University
Software Engineering Institute



Motive
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Collusion
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Aggregated Collusion

« 128 insiders (11.5%)
colluded with one or more
other insiders

« 238 insiders (21.3%)
colluded with one or more
outsiders

* 67 Iinsiders (6.0%)
colluded with both at
least one other insider
and one outsider
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Other Statistics

Recruitment
« 157 insiders (14.0%) were recruited or induced by outsiders
« 29 insiders (2.4%) were recruited or induced by competitors

Disgruntled
« 51 insiders (4.6%) showed signs of being disgruntled
« 34 of these disgruntled insiders (66.7%) committed IT Sabotage
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Additional Information
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https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=30310
http://resources.sei.cmu.edu/library/asset-view.cfm?AssetID=484917

Blog Posts with Details on Motive or Collusion

* |nsiders and their Significant Others: Collusion, Motive, and Concealment

« Handling Threats from Disqgruntled Employees

e The Frequency and Impact of Insider Collusion

 Insider Threats in the Federal Government

 |nsider Threats in Finance and Insurance

 |nsider Threats in State and Local Government

* Insider Threats in Information Technology

* Insider Threats in Healthcare

 |nsider Threats in Entertainment
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https://insights.sei.cmu.edu/insider-threat/2018/04/insiders-and-their-significant-others-collusion-motive-and-concealment.html
https://insights.sei.cmu.edu/insider-threat/2015/07/handling-threats-from-disgruntled-employees.html
https://insights.sei.cmu.edu/insider-threat/2016/06/the-frequency-and-impact-of-insider-collusion.html
https://insights.sei.cmu.edu/insider-threat/2018/11/insider-threats-in-the-federal-government-part-3-of-9-insider-threats-across-industry-sectors.html
https://insights.sei.cmu.edu/insider-threat/2018/12/insider-threats-in-finance-and-insurance-part-4-of-9-insider-threats-across-industry-sectors.html
https://insights.sei.cmu.edu/insider-threat/2019/01/insider-threats-in-state-and-local-government-part-5-of-9-insider-threats-across-industry-sectors.html
https://insights.sei.cmu.edu/insider-threat/2019/02/insider-threats-in-information-technology-part-6-of-9-insider-threats-across-industry-sectors.html
https://insights.sei.cmu.edu/insider-threat/2019/02/insider-threats-in-healthcare-part-7-of-9-insider-threats-across-industry-sectors.html
https://insights.sei.cmu.edu/insider-threat/2019/03/insider-threats-in-entertainment-part-8-of-9-insider-threats-across-industry-sectors.html

For More Information on Insider Threat

National Insider Threat Center http://www.cert.org/insider-threat/
National Insider Threat Center Emall insider-threat-feedback@cert.orqg

Insider Threat Blog http://insights.sei.cmu.edu/insider-threat/
SEI Digital Library https://resources.sei.cmu.edu/library/
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Contact Information

Sarah Miller
Insider Threat Researcher
CERT National Insider Threat Center

Email: semiller@cert.orq

Software Engineering Institute
Carnegie Mellon University
4500 Fifth Avenue

Pittsburgh, PA 15213-3890
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