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Problem: Too little decision support for cyber
incident priority

Current Situation: Too little support to prioritize alerts Operator perSpeCtive:
How can we (1) prioritize alerts . Address cyber
and (2) incorporate mission incidents of greatest
context? concern.

e How do | know which
are of greatest
concern?

« How do | put the
cyber alert in mission
context?

« How do | divide my
attention among

responsibilities?
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Foundational Work: Mission-Specific Cyber
Asset Criticality

The critical assets
identified for two
missions are not the

Critical Assets

. _Critical Assets Same
I Nencritical Assets
Moncritical Assets
Figure 6. Asset criticality under the Sea Control Mission: average family Figure 7. Asset criticality under the Power Projection Mission: average
weighting, transitive criteria, and uniform asset scoring. family weighting, transitive criteria, and uniform asset scoring.

Systems in the network are
enumerated along the x-axis, and
criticality to a particular mission is
mapped along the y-axis
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Asset Criticality Varies by Mission

Key conclusions:

» Cyber situational awareness should account
for mission

e Situational awareness tools should account
for changes in operational use of a system
that are mission specific

Asset Criticality in Mission Reconfigurable Cyber Systems and its Contribution to
Key Cyber Terrain
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Retrieval Optimization: Information vs Alert

An alert functions
differently than a
document, in that

Information Retrieval Queue Retrieval

A collection of A queue of alerts

documents which which contain severity conventional

contain topics attributes methods of
determining
relevance are not

A topic is a collection Severity attributes appropriate

of words which relate are pieces of

to an document information that give

relevance to an clues to how to

information need prioritize

Carnegie Mellon University Mission-Aware Cyber Incident Prioritization [DISTRIBUTION STATEMENT Please copy and paste the appropriate

. . . © 2017 Carnegie Mellon University distribution statement into this space.]
Software Engineering Institute



Ranked Retrieval & Unbounded Lists

ML + Natural

Machine Learning (293M Language ML + NLP~Deep

Learning (1.8M
results)

results) Processing (181M
results)

Ranking Results in Unbounded List

An unbounded list is just a collection of information where the
number of items exceeds the number that will be read.

Ranking results in an unbounded list means we
have to go beyond topic relevance to find what
information is most useful

Ranking all the results in an unbounded list can be
computationally very expensive, and not all that
valuable to the user

Once you pass a threshold of returned results,
anything below a certain value will not be read

Question
Answering (75k
results)
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Prioritize Alerts: Cascade Model

Cascade stage 1 Cascade stage 2 Cascade stage T

b1 i '.l .'/. %
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ey

Figure 1: An example cascade. After an initial ranking function H,, each stage consists of two sequential
operations: J; prunes the input ranked documents, then a local ranking function H; refines the rank order of
the retained documents. The new ranked list is passed to the next stage. The size of the shaded area denotes
the size of the candidate documents. Subscripts for each ranked list denotes the sequence of actions applied.

 |n an unbounded retrieval model, relevance cannot be the
only determiner.

 More complex ranking schemes are computationally
expensive, and degrade time performance.

 Reducing complexity by feature selection reduces
relevance clarity.

* Apply increasingly complex ranking, while pruning less
relevant results with each pass.

Lidan Wang, Jimmy Lin, and Donald Metzler. 2011. A cascade ranking model for efficient ranked retrieval. In Proceedings of the
34th international ACM SIGIR conference on Research and development in Information Retrieval (SIGIR '11). ACM, New York,
NY, USA, 105-114.

Carnegie Mellon University Mission-Aware Cyber Incident Prioritization [DISTRIBUTION STATEMENT Please copy and paste the appropriate
- el § ) : ) FE ) © 2017 Carnegie Mellon University distribution statement into this space.]
Software Engineering Institute

11



Candidate Cascade

Pass 2: Timeliness / Persistence

Alerts are presented in order of event occurrence, oldest first

Pass 1: Relevance

Alerts are presented in the order they are fired

Pass 3: Alert Severity

1. INC-1234 Event meets the 1. INC-1171 Older events are

5 INC-1235 criteria for an 5 INC-1222 .presen.ted higher
alert in the list, events

3. INC-1236 3. INC-1234 that recur are

4. INC-1237 4. INC-1240 alsp upuaigpiad

Pass 4: Mission context

Alerts are prioritized with respect to scoring of incident severity

Alerts are presented in order of most critical affected system

1. INC-1222 Severity scoring may 1. INC-1201 In the final pass, the
include functional ranking

2. INC-1234 impact, observed 2. INC-1234 incorporates
activity, location of PA—

3. INC-1171 o e 3. INC-1222 asset criticality

4. INC-1240 characterization, 4. INC-1171 SE0IQS thak g
information impact, mission aware
recoverability, etc.
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Cascade Model

vy s

Cascade stage 1 Cascade stage 2
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Applying Cascade to Queue

./ g

Cascade stage T

TH \ Final ranked output

Jr

R-:'-J;:

Cascade model allows for complex, multilayered
event prioritization while reducing computational
time.

Elements in the cascade can be modified for
operational context.

Mission context is relevant to providing appropriate
situational awareness.

—_— —= R,

vy
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Information Retrieval: Keyword-Based
Relevance

Information
retrieval
systems
traditionally
order results
based on the
number and/or
density of
relevant terms
that appear in
the text, most

Within the financial services sector, Anti-Money Laundering
(AML) is a significant challenge for many institutions, often
consuming large numbers of people and effort to manage the
process and comply with the regulations. As a result, these same
institutions are looking for new solutions to help them reduce the
burden and increase the controls in this complex space. The
combination of and, more
specifically, , are increasingly being
considered as enablers of a better solution.

Despite its potential, however, adoption of AT and within
Anti-Money Laundering has been relatively slow. This is due, in
part, to the limited understanding of how Al and could be
applied within compliance programs, and to the fact that
regulators and compliance officers are often concerned that

and are “black boxes” whose inner workingsGarelntn’aclear-lv 4 N — M—
understood. Regulators typica]ly require Comp] oogle today announce e alpha launcn o uto ISIOn, a new service tha

P ' helps developers — including those with no expertise —
understand and validate not Just the outputs, by build custom image recognition models. While Google plans to expand this
outcomes from AML

are derived. Des]cystom builder under the AutoML brand to other areas, the service for
concerns, we already see movement and applicz now only supports , but you can expect the company to
technologies. launch similar versions of AutoML for all the standard ML building blocks in its

h has been shown to be partjrepertoire (think speech, translation, video, natural language recognition, etc.).
The basic idea here, Google says, is to allow virtually anybody to bring their

The number of key
terms that appear in a
text determine whether it
is relevant. Terms may
be weighted, e.g. “ML”
might be more relevant
than “data”

conducting suspicious activity monitoring and t

monitoring, two key AML activities. A common
transaction monitoring, for example, is the gen
number of alerts, which in turn requires operati

and process the alerts. can \
recognize suspicious behavior and to a
high, medium or lower risk. Applying to

classifications can facilitate the automatic closir
allowing humans to the machines th
alerts rather than reviewing all of the alerts mar
better use of the time of these experts.

images, upload them {and import their tags or create them in the app) and then
have Google’s systems create a customer

for them. The company says that Disney, for example, has used this system to
make the search feature in its online store more robust because it can now find all
the products that feature a likeness of Lightning McQueen and not just those
where your favorite talking race car was in the text description.

The whole process, from importing to it and ,is
done through a drag and drop interface. We’'re not talking about something akin
to Microsoft’s Azure ML studio here, though, where you can use a Yahoo Pipes-
like interface to build, train and evaluate models. Instead, Google is opting for a
system where it handles all of the hard work and trains and tunes your model for
you.

e

systems will
also factor in
publication date
and return more
recent results
first.
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Prioritize Alerts: Query Construction

Machine ML + Natural ML + NLP - Deep ML + NLP - DL +

Learning (293M

Question
Answering
(75,800 results)

Language
Processing
(6.5M results)

Learning (1.8M

results) results)

Boolean Query Construction Ranking Unbounded Results
More specificity Specificity alone does
reduces the number of not provide
returned results information about

relative relevance

Keyword searching
does not account for

Combining terms can
also make searches

timeliness, reliability of
source, relevant terms
not in query

more broad and return
more results
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