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Problem: Too little decision support for cyber 
incident priority

Operator perspective:
• Address cyber 

incidents of greatest 
concern.

• How do I know which 
are of greatest 
concern?

• How do I put the 
cyber alert in mission 
context?

• How do I divide my 
attention among 
multiple 
responsibilities? 

Current Situation: Too little support to prioritize alerts 

How can we (1) prioritize alerts 
and (2) incorporate mission 
context?
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Foundational Work: Mission-Specific Cyber 
Asset Criticality

Systems in the network are 
enumerated along the x-axis, and 
criticality to a particular mission is 
mapped along the y-axis

The critical assets 
identified for two 
missions are not the 
same



8Mission-Aware Cyber Incident Prioritization
© 2017 Carnegie Mellon University

[DISTRIBUTION STATEMENT Please copy and paste the appropriate 
distribution statement into this space.]

Asset Criticality Varies by Mission
Key conclusions:
• Cyber situational awareness should account 

for mission
• Situational awareness tools should account 

for changes in operational use of a system 
that are mission specific
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Retrieval Optimization: Information vs Alert

An alert functions 
differently than a 
document, in that 
conventional 
methods of 
determining 
relevance are not 
appropriate

Information Retrieval Queue Retrieval

A collection of 
documents which 
contain topics

A queue of alerts 
which contain severity 
attributes

A topic is a collection 
of words which relate 
to an document 
relevance to an 
information need

Severity attributes 
are pieces of 
information that give 
clues to how to 
prioritize
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Ranked Retrieval & Unbounded Lists

Machine Learning (293M 
results)

ML + Natural 
Language 

Processing (181M 
results)

ML  + NLP – Deep 
Learning (1.8M 

results) 

ML + NLP - DL + 
Question 

Answering (75k 
results)

Ranking Results in Unbounded List

An unbounded list is just a collection of information where the 
number of items exceeds the number that will be read.

Ranking results in an unbounded list means we 
have to go beyond topic relevance to find what 
information is most useful

Ranking all the results in an unbounded list can be 
computationally very expensive, and not all that 
valuable to the user

Once you pass a threshold of returned results, 
anything below a certain value will not be read
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• In an unbounded retrieval model, relevance cannot be the 
only determiner.

• More complex ranking schemes are computationally 
expensive, and degrade time performance.

• Reducing complexity by feature selection reduces 
relevance clarity.

• Apply increasingly complex ranking, while pruning less 
relevant results with each pass.

Lidan Wang, Jimmy Lin, and Donald Metzler. 2011. A cascade ranking model for efficient ranked retrieval. In Proceedings of the 
34th international ACM SIGIR conference on Research and development in Information Retrieval (SIGIR '11). ACM, New York, 
NY, USA, 105-114.

Prioritize Alerts: Cascade Model
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Candidate Cascade 

Pass 1: Relevance
Alerts are presented in the order they are fired

Pass 2: Timeliness / Persistence
Alerts are presented in order of event occurrence, oldest first 

Pass 4: Mission context
Alerts are presented in order of most critical affected system

1. INC-1234

2. INC-1235

3. INC-1236

4. INC-1237

…

1. INC-1171

2. INC-1222

3. INC-1234

4. INC-1240

…

1. INC-1201

2. INC-1234

3. INC-1222

4. INC-1171

…

Older events are 
presented higher 
in the list, events 
that recur are 
also upweighted

Pass 3: Alert Severity 
Alerts are prioritized with respect to scoring of incident severity 

1. INC-1222

2. INC-1234

3. INC-1171

4. INC-1240

…

Severity scoring may 
include functional 
impact, observed 
activity, location of 
activity, actor 
characterization, 
information impact, 
recoverability, etc.

In the final pass, the 
ranking 
incorporates 
asset criticality 
scores that are 
mission aware

Event meets the 
criteria for an 
alert
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Cascade Model

Applying Cascade to Queue

Cascade model allows for complex, multilayered 
event prioritization while reducing computational 
time.

Elements in the cascade can be modified for 
operational context.

Mission context is relevant to providing appropriate 
situational awareness.
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Information Retrieval: Keyword-Based 
Relevance

The number of key 
terms that appear in a 
text determine whether it 
is relevant. Terms may 
be weighted, e.g. “ML” 
might be more relevant 
than “data”

Information 
retrieval 
systems 
traditionally 
order results 
based on the 
number and/or 
density of 
relevant terms 
that appear in 
the text, most 
systems will 
also factor in 
publication date 
and return more 
recent results 
first.
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Prioritize Alerts: Query Construction

Machine 
Learning (293M 

results)

ML + Natural 
Language 
Processing 

(6.5M results)

ML + NLP - Deep 
Learning (1.8M 

results)

ML + NLP - DL + 
Question 

Answering 
(75,800 results)

Boolean Query Construction

More specificity 
reduces the number of 
returned results

Ranking Unbounded Results

Specificity alone does 
not provide 
information about 
relative relevance

Combining terms can 
also make searches 
more broad and return 
more results

Keyword searching 
does not account for 
timeliness, reliability of 
source, relevant terms 
not in query
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