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Man-on-the-Loop Architecture 
Research and Prototyping 
 

Reason for Man-on-the-Loop 
Decision Making  

As highlighted in the 2016 Defense Science Board 

summer study on autonomy, the scale and speed of 

cyber-attacks will overwhelm human-in-the-loop de-

fenses. The DoD recognizes the need to move from 

human-in-the-loop analysis of Intelligence, Surveil-

lance, and Reconnaissance (ISR) data to dynamic, 

autonomous human-on-the-loop analytics and deci-

sion making.   

Why OASD R&E Worked with the 
SEI: Software Architecture 
Expertise and Rapid Prototyping 
Capability  

Knowing that the SEI is the DoD’s FFRDC with 

knowledge and expertise regarding critical software 

system capabilities and formal testing principles, the 

Office of the Assistant Secretary of Defense for Re-

search and Engineering (OASD R&E) asked the SEI 

to  

 apply its existing technologies to evaluate the 

software architectures of related system compo-

nents 

 prototype a human-on-the-loop architecture to 

autonomously compute mission-related analytics 

SEI’s Role: Design and Build a 
Prototype Distributed Computing 
Infrastructure  

In this work, the Carnegie Mellon University Software 

Engineering Institute (SEI)   

 analyzed the architecture and design require-

ments for a distributed computing infrastructure 

that would enable human-on-the-loop ISR data 

analytics 

 conducted a Mission Thread Workshop to iden-

tify classified and unclassified mission vignettes 

and sources of test and evaluation data 

 applied the SEI’s Architectural Tradeoff Analysis 

Method (ATAM) for the Resiliency Analytic 

Framework Topology Toolkit (RAFTT) being de-

veloped by John Hopkins University/Applied 

Physics Laboratory (JHU/APL) and the Datahub 

system being developed by Massachusetts Insti-

tute of Technology/Lincoln Laboratory (MIT/LL)  

 prototyped the means to monitor and verify in 

real-time that the software-based concepts and 

actions of a human-on-the-loop approach are op-

erating correctly and effectively 

 developed and implemented proof-of-concept to 

autonomously compute mission-related analytics 

that learn over time and provide a user relevant 

course of action for a variety of tasks based on a 

given level of mission risk 

OASD R&E Use  

The goal for OASD R&E is to build sufficient confi-

dence in the autonomous system’s performance and 

correctness so that the human personnel do not feel 

impelled to jump back into the loop. 

  



 

© 2018 Carnegie Mellon University REV-03.18.2016.0 

Copyright 2018 Carnegie Mellon University. All Rights 

Reserved. 

This material is based upon work funded and supported by 

the Department of Defense under Contract No. FA8702-15-

D-0002 with Carnegie Mellon University for the operation 

of the Software Engineering Institute, a federally funded re-

search and development center. 

The view, opinions, and/or findings contained in this mate-

rial are those of the author(s) and should not be construed 

as an official Government position, policy, or decision, un-

less designated by other documentation. 

NO WARRANTY. THIS CARNEGIE MELLON 

UNIVERSITY AND SOFTWARE ENGINEERING 

INSTITUTE MATERIAL IS FURNISHED ON AN "AS-

IS" BASIS. CARNEGIE MELLON UNIVERSITY 

MAKES NO WARRANTIES OF ANY KIND, EITHER 

EXPRESSED OR IMPLIED, AS TO ANY MATTER 

INCLUDING, BUT NOT LIMITED TO, WARRANTY 

OF FITNESS FOR PURPOSE OR 

MERCHANTABILITY, EXCLUSIVITY, OR RESULTS 

OBTAINED FROM USE OF THE MATERIAL. 

CARNEGIE MELLON UNIVERSITY DOES NOT 

MAKE ANY WARRANTY OF ANY KIND WITH 

RESPECT TO FREEDOM FROM PATENT, 

TRADEMARK, OR COPYRIGHT INFRINGEMENT. 

[DISTRIBUTION STATEMENT A] This material has 

been approved for public release and unlimited distribution.  

Please see Copyright notice for non-US Government use 

and distribution. 

Internal use:* Permission to reproduce this material and to 

prepare derivative works from this material for internal use 

is granted, provided the copyright and “No Warranty” 

statements are included with all reproductions and deriva-

tive works. 

External use:* This material may be reproduced in its en-

tirety, without modification, and freely distributed in writ-

ten or electronic form without requesting formal permis-

sion. Permission is required for any other external and/or 

commercial use. Requests for permission should be di-

rected to the Software Engineering Institute at permis-

sion@sei.cmu.edu. 

* These restrictions do not apply to U.S. government enti-

ties. 

ATAM® and Carnegie Mellon® are registered in the U.S. 

Patent and Trademark Office by Carnegie Mellon Univer-

sity. 

DM18-0475 

 


