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Introduction to the Problem

Cyber-Physical Systems

Attack Model

Protected Hardware/Software Arch.

Data in

0os

actuators

Data out

sensors Physical

A NGiNEEIE,

f=——— -]

System

Cap g Vil bty

3/19 [Distribution Statement A] Approved for public release and unlimited distribution.




Table of Contents

1-Motivation and Goal
2-Software Rejuvenation Operating Modes

3 -Secure Control
4 -Tracking Control

¥ ENGINEERING Carteghe Ml Urcrs

4/19 [Distribution Statement Al Approved for public release and unlimited distribution.



Motivation and Goal

Software Rejuvenation

Software rejuvenation (SR) protects cyberphysical systems
(CSPs) against cyber attacks onthe run time code by
periodically refreshing the system with an uncorrupted software
image.
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Motivation and Goal

e How often rebooting the
system?

e What are the effects on the
control system?
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Motivation and Goal

e How often rebooting the
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Goal

To propose a secure tracking control scheme based on software
rejuvenation for nonlinear and linear systems and provide general
conditions that guarantee the property of safety and liveness.
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Software Rejuvenation Operating Modes

e Tracking Control
(TC).

e Software Refresh
(SR).

e Secure Control (SC).

Timeline
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Secure Control

Recoverable set: EL (1)
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Secure Control

Secure Control

SW refresh
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Recoverable set: EL (1) Safety set: EL. (s9) % s (1)
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Secure Control

Secure Control

SW refresh

Attacl;”
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Recoverable set: E L (1) Safety set: EL () % s&l. (1)
Find Tuc, ss€R

R(Tuc; Exe(s6).U) € Esc(d).
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Secure Control

Controlled System:

X= fo(x) ¥f (X, ¢(x))

where ¢(x) is the state feedback controller.
Lyapunov Function:

Vo:R" R, Ny, (X4 EN (¥ ),af (X = e and
VX ENv, (Xeq) = {ea}: (1) Vo(x) >0, (ii)

iy = N
M) = 7. F (9 <0
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Secure Control

Controlled System:

X= fo(x) ¥f (X, ¢(x))

where ¢(x) is the state feedback controller.
Lyapunov Function:

Vo:R" R, Ny, (X4 EN (¥ ),af (X = e and
VX ENv, (Xeq) = {ea}: (1) Vo(x) >0, (ii)

VQ,X)— f (% <O

Lyapunov level set: For s>0,
Eo(S) = {X ENv, (Xeq)[Vo(X) < s} s<1 ., T
Forany 0 <s<1, Ey(s) is an invariant

set: V>0, R(t; Eq(s), ) € Eq(s) e
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Secure Control

Proposition 1
Givenx= fgy(x) %f (x, §(x)) with stabilizing controller ¢ for
equilibrium state (Xeq, P(Xeq)) and Lyapunov function Vg(x) as
defined above, given s> 0 forany

s<gi<13y>0s vt=(s-s)yL, SW refresh

R(t; Eq(S!), §) S Eq(s).

Secure Control
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Proposition 2
For any US Uand any 0 <s<s/ <1,
ITu>0s R(t; Eg(s), U) SEe(s)) Vi<Tu.
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Tracking Control

Idea: sequence of equilibrium points xg, X1, ..., X" 1, xi ..

Ercj-1@TC)Ercj(9TC)

P PRGN Ercj(@TC)

-, N, 4 . P

V. N 1 xi \ 7

¢+ xj-1 \ 1 o 1 / xitl
. 1

switch to x1*1
switch to x1*2

switch to x/J

Goals

e Safety transition x L x 1+1
e Liveness (normal operation)
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Erci(stc) = (stc)Erci(stc) EEqci(ste) (ste) <1
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Tracking Control

Safety
X(t) € Esci(1) /Escvu)
i=0

[
%(1)
=t

Theorem.The system is safe under software rejuvenation
if the following conditions are satisfied:

i. X(0) EErc1(Ste);

i. Erci(ste) €Esci(ssc);
iii.

R(t; Esci(Ssc),U) SEsci(1) Vte[0, Trc + Tsr];
A RGiNEE NG
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Tracking Control

V. Erci(Stc) € Ercivi(Stc)-
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Tracking Control

Liveness
Given reference points x1, .. ., xJ , the system is live if there exists a

sequence of timesty, ..., tywhere0<t; <- - - <ty <« such that

where to % 0andty+1 Y.

Assumptions: no attack, the caﬁt“rol input during Tsr is equal to
the last value provided before softwarerefresh.
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Tracking Control

Theorem.When there are no cyber-attacks, the system is live under
software rejuvenation if, in addition to the conditions in Th. (safety),
0<src <S*;and35>0suchthat Vx EE/  1¢;(S3¢) —Erci(Stc)
and vxJ € R(t; X(T ¢ ; %, TCi),U),

0<t<Tsr

Vrci (W) =Vrci (x7) 26

Tracking Control Software
Refresh

Software Tracking Control Software

Refresh Refresh
© Ter Tre Tor

t refresh clock period
start|clock out
tim
Xo= X(to) € |g
V(xo0)
(-Exei(Srcs)

V(x(Tuc))
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Tracking Control

Linear Systems

" 2
Prci

Erci(stc) = x|" (x—x) sstc

Safety
VX EETc(STC) = X EETCi+1 (STC).°
Liveness
AP 1ci A =P 1¢i <0.
where Aj%AGA | A Faepsci Tre | A% (Ag - ByK).
Adae ATsr andB @ R eMTsr™ Bdr.

"X(TUC)" I%ch <"Xj(0)" %TCJ )
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Example: Quadrotor

e 6DOF — 12 state variables
Linear design

e Linearize at equilibrium;

e Assumefull state available;

e LQ state feedback design;

e Reference point = Equilibrium
point.
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Example: Quadrotor

e 6DOF — 12 state variables
Linear design

e Linearize at equilibrium;

e Assumefull state available;

e LQ state feedback design;

e Reference point = Equilibrium
point.

Simulation
JMAVSIm simulator. Turn-off attack.
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Example: Quadrotor
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Example: Quadrotor

Tracking. JMAVSIm simulator. Turn-off attack. Projections of

Erci(stcs) and Erci(Stc)
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Summary

e Overview of software rejuvenation

e Description of algorithm for tracking control systems

e Summary of theoretical results from control theory

e Demonstration in simulation for nonlinear drone application
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