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Motivation and Goal

Software Rejuvenation

Software rejuvenation (SR) protects cyberphysical systems  

(CSPs) against cyber attacks on the run time code by  

periodically refreshing the system with an uncorrupted software  

image.

5/19 [Distribution Statement A] Approved for public release and unlimited distribution. 



Motivation and Goal

e  How often rebooting the  

system?

e  What are the effects on the  

control system?
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Motivation and Goal

e  How often rebooting the  

system?

e  What are the effects on the  

control system?

Goal
To propose a secure tracking control scheme based on software

rejuvenation for nonlinear and linear systems and provide general

conditions that guarantee the property of safety and liveness.
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Software Rejuvenation Operating Modes

e  Tracking Control  

(TC).

e  Software Refresh  

(SR).

e  Secure Control (SC).
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Secure Control

E S C j (1)

x j

Recoverable set: E j   
SC

(1)
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Secure Control
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Secure Control

E S C j (1)

x j

Recoverable set: E j   
SC

(1)

E S C j (1)

E S C j (gS)

x j

Attack

Secure Control

SW refresh

j
SC s

j
s SCSafety set: E (s ) ¾ s E (1)

Find TU C , ss ∈R

j j
R(TUC;ESC(ss),U) ⊆ESC(1).
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Secure Control

Controlled System:

ẋ= fϕ(x) ¾ f (x,ϕ(x))

where ϕ(x) is the state feedback controller.

Lyapunov Function:
n

ϕϕ V eq ϕ eq φ eqV     : R   → R, N (x ) ⊆N (x ), V  (x ) =  0 and

∀x ∈NVϕ (xeq ) − {xeq } : (i) Vϕ(x) > 0,(ii)

∂x
ϕ ϕV̇ (x) =  

∂V
· f  (x) <0
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Secure Control

Controlled System:

ẋ= fϕ(x) ¾ f (x,ϕ(x))

where ϕ(x) is the state feedback controller.

Lyapunov Function:
n

ϕϕ V eq ϕ eq φ eqV     : R   → R, N (x ) ⊆N (x ), V  (x ) =  0 and

∀x ∈NVϕ (xeq ) − {xeq } : (i) Vϕ(x) > 0,(ii)

∂x
ϕ ϕV̇ (x) =  

∂V
· f  (x) <0

Lyapunov level set: For s >0,

Eϕ(s) = {x ∈NVϕ (xeq )|Vϕ(x) ≤ s}. s ≤ 1

For any 0 < s ≤ 1, Eϕ(s) is an invariant

set: ∀t > 0, R(t; Eϕ(s), ϕ) ⊆Eϕ(s)
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Secure Control

Proposition 1

Given ẋ =  fϕ(x) ¾ f  (x, ϕ(x)) with stabilizing controller ϕ for  

equilibrium state (xeq , ϕ(xeq )) and Lyapunov function Vϕ(x) as

defined above, given s > 0 forany

s < sj ≤ 1 ∃γ > 0 s  ∀t ≥ (sj −s)γ−1,

R(t; Eϕ(sj),ϕ) ⊆Eϕ(s).

Proposition 2

For any U⊆Uand any 0 < s< sj ≤ 1,

∃TU > 0 s  R(t; Eϕ(s), U ) ⊆Eϕ(sj) ∀t < TU .
E S C j (1)

E S C j (gS)

x j

SW refresh

A ttack

Secure Control
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Tracking Control

Idea: sequence of equilibrium points x0, x1, ..., xj−1, xj ,..

s w i t c h  t o x j

s w i t c h  t o x j + 1

s w i t c h  t o x j + 2

E
T C j − 1 ( gT C ) E

T C j ( gT C )

x j

x j − 1

E
T C j ( gT C )

x j + 1

Goals

e Safety transition x → xj j +1

e  Liveness (normal operation) ES C j (gS)

ES C j (1)

s
T C j  T C

x j

E (g )

s s
ETC j (sTC) = (sTC)ETC j (sTC) ⊆ETC j (sTC) (sTC) < 1.
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Tracking Control

Safety

J[

j =0

x(t) ∈ ESCj(1)
x j − 1

x j

x j + 1

E S C j − 1 (1)

ES C j (1)

SC j + 1E (1)

E S C j (gS)

E S C j (1)

s
T C j  T C

x j

E (g )

Theorem.The system is safe under software rejuvenation  

if the following conditions are satisfied:

s
T C T Ci. x(0) ∈E 1 (s );

s
T C T C S C S Cii. E j (s ) ⊂E j (s );

iii. R(t; ES C j (sSC ),U) ⊆ES C j (1) ∀t∈[0,TTC + TSR];
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Tracking Control

TCiv. E j (sTC TC
s
TC) ⊂E j +1 (s ).
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Tracking Control

Liveness
Given reference points x1, . . . , xJ , the system is live if there exists a

sequenceof times t1, . . . , tJ where 0 < t1<· · · < tJ <∞ such that

j
s

TC TCx(t) ∈E (s ) ∀t∈[tj,tj+1), j = 0,...,J,

where t0 ¾ 0 andtJ+1 ¾ ∞.

ET C j − 1 (gT C ) E T C j (gT C )

x j

x j − 1

E jT  C  T  C
(gs )

ET C j (gT C )

x j + 1

Assumptions: no attack, the control input during TSR is equal to  

the last value provided before softwarerefresh.
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Tracking Control

Theorem.When there are no cyber-attacks, the system is live under  

software rejuvenation if, in addition to the conditions in Th. (safety),

T C0 < sT C < ss and ∃δ > 0 such that ∀x ∈E j s
T C T Cj (s ) −ET C j (sT C )S

T Cand ∀xjj ∈ R(t; x(T ; xj,TC j ),U),
0≤ t≤T S R

VTC j (xj) −VTC j (xjj) ≥ δ
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Tracking Control

TC TC

Linear Systems

,
E j (s ) = x |" j 2

PTC j
(x −x )" ≤sTC

,

Safety
s∀x∈ETC j (sTC) ⇒ x ∈ETC j+1 (sTC).

Liveness
TA P˜ ˜
j TC j TCj  A −P j  < 0.

where A j̃ ¾ A ĵ Ā j , Ā j ¾ eASCj TT C , A ĵ ¾ (Ad − BdK j).
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Example: Quadrotor

e  6DOF →  12 state variables  

Linear design

e  Linearize at equilibrium;

e  Assume full state available;

e  LQ state feedback design;

e  Reference point =  Equilibrium  

point.
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Example: Quadrotor

e  6DOF →  12 state variables  

Linear design

e  Linearize at equilibrium;

e  Assume full state available;

e  LQ state feedback design;

e  Reference point =  Equilibrium  

point.

Simulation
jMAVSim simulator. Turn-off attack.
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Example: Quadrotor
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Example: Quadrotor

Tracking. JMAVSim simulator. Turn-off attack. Projections of

ETC j (sTCs ) and ETC j (sTC)
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Summary

e  Overview of software rejuvenation

e  Description of algorithm for tracking control systems

e  Summary of theoretical results from control theory

e  Demonstration in simulation for nonlinear drone application
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