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merican combat experiences since 2001 have revealed

stunning military capabilities and repeated tactical

successes. Yet the United States has failed to achieve

acceptable and durable political arrangements that
serve and protect U.S. interests, suggesting that there are funda-
mental flaws in its approach to modern warfare.

The U.S. approach has emphasized existing and largely conven-
tional models and tools, making little accommodation for a chang-
ing adversary and its evolution toward nonconventional means.!
The consequence has been troubled campaigns in Afghanistan and
Iraq; against the Islamic State; and against various irregular forces
in Somalia, Yemen, Libya, and elsewhere. And the United States is
unprepared to contest the nonconventional means being employed
by revisionist, revolutionary, and rogue powers, which the U.S.
National Security Strategy recognizes as engaged in “fundamen-
tally political contests” employing a blend of political, economic,

cyber, and military tools.?

It is time for the United States to seriously consider develop-
ing a capability to orchestrate all relevant elements of U.S. national
power in response to these nonconventional threats. An effective
response is necessarily a whole-of-government effort and would
augment the U.S. Department of Defense (DoD) irregular war-
fare capability, with vital roles for the Central Intelligence Agency
(CIA), U.S. Department of State (DoS), United States Agency for
International Development (USAID), and other interagency part-
ners. And such a capability must be able to operate in both war and
in peace, with the lead agency dictated by the context.

We propose the establishment of an American political warfare
capability, with the authorities and knowledge to synchronize all
elements of national power in contests with and without armed
conflict. The term political warfare is perhaps not ideal, but there
is no better, simple term to describe the capability that the United
States requires.’ This American way of political warfare would
include both the Cold War version of political warfare, with a focus

on the mobilization of all elements of national power in contests
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short of military warfare,* and the Clausewitz version, which
maintains that all military warfare is in fact political warfare. Yet
political warfare must go beyond even these conceptualizations,
because it must include capabilities that reflect the rapid techno-
logical developments that have led to the emergence of warfare in
the cyber domain.

Given political warfare’s deliberate whole-of-government
nature, the establishment of this capability would require support
from both the President and Congtess, likely including legislation
parallel to that establishing the National Counterterrorism Cen-
ter NCTC).> And we believe that this capability must be jointly
funded and supported by both DoD and DoS, because of the
requirement to operate in contests with and without armed con-
flict. The support and participation of the Intelligence Community
and USAID would be critical for the capability’s success.

Critical to the success of this capability is the establishment,
alongside the requirement for the capability itself, of a national
political warfare center (NPWC) for studying, understanding, and
developing whole-of-government concepts of action (policy, strat-
egy, and campaigns) for responding to nonconventional threats.
There is currently no U.S. government organization, U.S. nongov-
ernmental organization, or U.S. academic institution that focuses
on the full range of unconventional, irregular, political, informa-
tional, diplomatic, and economic threats and activities employed
by adversary powers. This center would fill this gap, developing the
concepts needed to effectively address these threats and providing
analysis, instruction, and expertise to support this American way of
political warfare. DoD and DoS would share responsibility for this

center—given its mandate to support contests with and without

armed conflice—with both agencies assigned permanent leadership

positions on its board.®

Requirement for a U.S. Political Warfare
Capability
The United States has proven to be ill-equipped to address the
use of nonconventional means by revisionist, revolutionary, and
rogue powers. The United States is seemingly impotent against
cyberattacks targeting U.S. government agencies,” Russia’s influ-
ence campaigns designed to destabilize the United States, Russia’s
penetration of the U.S. electricity grid, and North Korea’s nuclear
posturing. The wars in Afghanistan, Iraq, and Syria have maimed
and killed thousands of Americans; consumed trillions of dollars
of resources; deepened the already burgeoning U.S. national debt;
and disrupted Americans’ way of life at home, compelling the U.S.
government to curtail civil liberties of citizens in the name of secu-
rity. The United States prevented another spectacular attack against
the homeland, but it has failed to defeat al-Qaeda and prevent
the emergence of other organizations (e.g., the Islamic State) that
threaten Americans or their allies at home or overseas.®

Although U.S. adversaries have developed specialized capabili-
ties to operate in this domain, the United States has been frequently
caught flat-footed, because it does not have a structure for effec-
tively orchestrating a response. The United States continues to rely
heavily on conventional military capabilities—typically focused on
destroying the enemy and occupying its terrain—in contests where
adversaries instead compete for influence and legitimacy among the
populations. Despite the United States’ demonstrated capability to
capture or kill terrorists on a global scale, neither this specialized

capability nor the dominance of the United States in conventional



The United States should develop a 21st-century political warfare capability. The central
mandate would be to go on the offensive in the broad range of contests that the country
faces today. . . . The need to develop this political warfare capability is urgent, because U.S.

adversaries are already on the offensive.

warfare has proven effective in these political warfare contests.
Therefore, U.S. successes have too often been short term and limited
to those cases in which adversaries engage in traditional warfare—
e.g., the Islamic State’s collapse in Syria was foretold after defining
territorial control as a core tenet of its success.

Far too often, U.S. planning and execution of operations have
failed to win political will in locations where the United States
operates,’ as its concepts and tools are ill-suited for achieving this
goal. Critical decisions at the policy and strategic levels are fre-
quently made without a full understanding of potentially deleteri-
ous long-term implications—e.g., disbanding the Iragi Army and
de-Baathification were likely strategic errors,' and conventionaliza-
tion of the war in Afghanistan arguably contributed to the failure
to prevent the reemergence of the Taliban.!! The U.S. approach
frequently relies heavily on the conventional use of military force,
and coordination with U.S. development and diplomatic profes-
sionals is inadequate."

The frequent reliance on conventional superiority to address
threats, in addition to being ineffective, has negatively affected the
readiness of U.S. military forces. This has left the United States
potentially ill-equipped to respond to real conventional threats and
contributed to a loss of its conventional edge, including against
possible future existential threats.”® U.S. adversaries who recog-

nized U.S. dominance in traditional warfare can chalk up a major

success. They have spent at least a decade fine-tuning their ability
to affect U.S. influence and interests through nonconventional
means—and it is paying off.

Importantly, the United States does not always get the political
dimension of warfare wrong. The United States has been successful
in these types of contests in some instances, including in Bosnia,
Colombia, El Salvador, Kosovo, and the Philippines and against the
Lord’s Resistance Army in Uganda and its neighbors. Although each
case and context is different, these engagements share several core
similarities: The U.S. military approach relied heavily on noncon-
ventional approaches, forged meaningful partnerships across the
different elements of U.S. national power, and relied on strategy and
goals that reflected the complexity of the context. Critically, these
successes should be studied to understand how and why the United
States was successful—and less successful elsewhere.

These successes and failures argue that the United States
should develop a 21st-century political warfare capability. The cen-
tral mandate would be to go on the offensive in the broad range of
contests that the country faces today, by studying these contests—
past and present—and then orchestrating all relevant elements of
U.S. national power (military force, covert action, cyber, diplo-
macy, and economic tools) in response.

The need to develop this political warfare capability is urgent,

because U.S. adversaries are already on the offensive. The Chinese—



who synchronize their national power via their “three warfares,”
employing psychological, media, and legal warfare to project their
national will—have a proven proficiency in controlling public
opinion and countering propaganda and may surpass the United
States in the use of international law to support their national
security goals." The Kremlin also has extensive experience with
public opinion and propaganda on the domestic front, with its
decision to take over Crimea a textbook example of what has been
called new generation warfare, relying on unacknowledged mili-
tary units—social clubs and crime organizations—synchronized
with the movement of the conventional Russian military.” And

the United States has learned through its own failures that it does
not have effective counters for the playbooks of al-Qaeda and the
Islamic State, the so-called Iran Action Network,'® and the blend of
unconventional and political warfare wielded by North Korea. The
American way of political warfare should not, and indeed cannot,
mimic these capabilities—adversaries” approaches are frequently
incompatible with the United States’ progressive democracy—but
needs to be able to contest them.

The 2018 U.S. National Security Strategy is clear that the
nonconventional means of both state and nonstate actors—
which include economic and information tools and covert
military operations—are among the key security challenges the
United States faces.'” Congress acknowledged this in 2016, when
it required the Secretary of Defense to develop a strategy to
counter the unconventional warfare capabilities of U.S. adversar-
ies.'"® As of spring 2018, that congressional requirement remains

unanswered."”

What Might This 21st-Century U.S. Political
Warfare Capability Look Like?
The U.S. approach to contesting revisionist, revolutionary, and
rogue powers has relied almost exclusively on conventional capa-
bilities. In U.S. contests with other state actors, DoS has typi-
cally taken the lead—exerting pressure through traditional tools
of diplomacy and sanctions—with DoD providing defense and
deterrence and with the Intelligence Community providing intel-
ligence. And the U.S. response to nonstate actors has been domi-
nated by conventional DoD capabilities, enabled by DoS and the
Intelligence Community. Strikingly—despite the successes of the
indigenous-centric U.S. irregular warfare capability against these
threats, particularly when supported by comparable interagency
capabilities—DoD does not yet have the organizational structures
for its irregular warfare capability to lead such a response.

We anticipate that an effective political warfare capability
would require developing and synchronizing three core types of

functional activities:

e Irregular warfare: DoD would remain the proponent for
U.S. irregular warfare, which involves activities “in support
of predetermined United States policy and military objec-
tives conducted by, with, and through regular forces, irregular
forces, groups, and individuals participating in competition
between state and non-state actors short of traditional armed
conflict.”? This would include unconventional warfare, foreign
internal defense, counterinsurgency, counterterrorism, and

stability operations.



e Expeditionary diplomacy: DoS and USAID would become
the proponents for expeditionary diplomacy, which would
entail diplomats working in “fluid situations without a strong
central host government or U.S. embassy infrastructure to
promote the local government’s rule of law, reconstruction and
economic development, and delivery of services.”! This would
include support to military forces during military operations
and as part of a whole-of-government approach in preconflict
or postconflict settings,** functioning as a “form of asymmetric
warfare in crisis countries, particularly those with crumbling
regimes or new unstable governments.”*

* Covert political action: The Intelligence Community would
become the proponent for covert political action, which would
cause “economic dislocation, distortion of political processes or
manipulation of information.”* In addition, the Intelligence
Community would continue to provide intelligence to support
operations in situations short of armed conflict; however, this
intelligence collection and analysis may become increasingly
focused on understanding how civilian populations and part-

ner forces may be influenced using nonlethal means.”

Effectively orchestrating these different elements of U.S.
national power would require new capabilities. Although there have
been productive in-country interagency partnerships against non-
conventional threats in recent years, it is widely agreed that there is a

long way to go in strengthening the United States ability to develop

and execute plans that harness its diverse capabilities.”® The U.S.
experience in Pakistan is illustrative of this challenge—although the
U.S. embassy was able to make significant progress in degrading safe
havens in the Federally Administered Tribal Areas (FATA) through
a coordinated approach that included the CIA, DoD, DoS, and
USAID, there was never a “Washington-supported, comprehensive
plan to combat terrorism and close the terrorist safe haven in the
FATA.”% The experience of the NCTC can provide valuable lessons
for designing such a U.S. organizational capability, given both the
center’s successes (e.g., attracting the right personnel) and its chal-
lenges (e.g., bureaucratic resistance to coherent government), but
this coordination would require senior-level support in the executive
branch (e.g., the National Security Advisor); buy-in from within
DoD, DoS, and other potential partners; and political and resource
assistance from Congress.”®

Given its deliberate whole-of-government structure, the politi-
cal warfare capability would need some level of political support
from both the President and Congress. The NCTC experience is
instructive in the value of this support, because bipartisan support
within Congress was critical for overcoming resistance to synchro-
nization from both within the Intelligence Community (where
the NCTC was housed) and across the relevant elements of U.S.
national power. And we believe that DoD and DoS must jointly
support this capability for it to be successful, given the requirement

to operate in contests with and without armed conflict, but the les-

sons of the NCTC likely still apply.

DoD and DoS must jointly support this capability for it to be successful, given the
requirement to operate in contests with and without armed conflict.



The Need for a National Political Warfare Center
The establishment of the NPWC alongside the requirement for a
political warfare capability is critical. The theories, practices, and
science behind conventional development, diplomacy, and warfare—
while still critical for the defense of the nation—are very different
from what is needed to defeat these adversaries. The U.S. government
and, in particular, the military have a long history of studying the
complex threats of the time.” Yet, despite the diverse set of organiza-
tions that touch on aspects of political warfare, there are no centers
dedicated to developing the requisite political warfare capabilities
detailed above, let alone the coordination across these different capa-
bilities.*” As an important example, there is no systematic study of
the successes of the Cold War, in which the United States deployed
political warfare capabilities against threats similar to those it faces
today, differing only in the tools (e.g., cyber) available to both the
United States and its adversaries. Further, practitioners must learn
through either experiential learning (which can prove fatal) or self-
study, because lessons of previous conflicts are not systematically and
objectively incorporated into professional education programs.

‘The initial mandate of this NPWC would be to define, in a
consultative process with professionals representing the myriad ele-
ments of U.S. national power, the requirements of a U.S. political
warfare capability and its constituent components (e.g., irregular
warfare, expeditionary diplomacy, covert political action). The goal
of the center would not be to generate specific requirements for each
component—e.g., the Intelligence Community would be required
to develop the specific covert-political-action capabilities needed,
consulting with others only as needed and appropriate—or to coor-
dinate them but rather to provide the intellectual foundation and

education needed to develop and synchronize the capabilities.

The NPWC would be structured to meet both the short-term
necessity of refining the requirements of a U.S. political warfare
capability and the long-term need to provide analysis and education
to support the development of this capability. The NPWC would,
at least initially, be the synchronization node for three intercon-
nected centers focused on the three major components of political
warfare—specifically, a DoD center focused on irregular warfare, a
DoS center for expeditionary diplomacy, and a comparable center
within the Intelligence Community.” If appropriate, the study-
ing and training responsibilities for each component of political
warfare might also be separated—e.g., within DoD, the National
Defense University could be tasked to study irregular warfare, and
U.S. Special Operations Command could be directed to assume
responsibility for the education of the force.”

Some core tasks of our proposed center are detailed in the
table (on the next page). Most of these tasks have convening as
a central component, bringing together practitioners, scholars,
policymakers, congressional staff, journalists, strategists, and
campaign planners to meet and discuss on a regular basis. Tar-
geted working groups would develop policy, strategy, and plan-
ning for specific threats, and small groups would meet bimonthly
and annually for discussions with a broader outreach component.
Education of practitioners—including executive education and
possibly mobile educational teams—would also be a persistent and
ongoing requirement.

The success of this NPWC—for which DoD and DoS would
jointly share responsibility, both with assigned permanent leadership
positions on its board—would depend on the strength of congres-
sional support for the political warfare capability itself. This support

would be required to ensure that the NPWC had the needed access



NPWC Core Tasks

Core Task

Description

Policy, strategy, and plans  Assemble expert practitioners and scholars to examine and analyze U.S. policies, strategies, and campaign plans
from a U.S. perspective for feasibility, acceptability, and suitability—and also from an adversary’s (Red team’s)
perspective. Conduct premortem and postmortem studies of policies and strategies.

Network

Education

Develop and manage a network of development, diplomatic, intelligence, and security practitioners and scholars.

Provide analysis and recommendations for educating each component element of political warfare (e.g., irregular

warfare, expeditionary diplomacy, irregular warfare) and coordination nodes. Educate Congress on political warfare

on an ongoing basis.

Community of interest
execution of irregular warfare.

Analysis and modeling

Serve as a focal point for all military and other government organizations that are connected to the study and

Analyze adversarial capabilities and the conditions that influence their success. Provide reports to appropriate

agencies and organizations. Publicly publish reports to inform the community of interest and general public.

Experimentation
contesting nonconventional threats.

Legal issues

Pool of expertise

Explore new concepts and constructs for whole-of-government and, perhaps, whole-of-nation approaches for

Coordinate legal experts to propose needed changes to existing standards and statutes to allow the new capability.

Provide experts to respond to Congress. Engage with academia, private industry, governmental and nongovernmen-

tal organizations, and the media to inform, educate, and (when appropriate) advocate.

and support from within DoD and DoS and across the U.S. govern-
ment (e.g., the NPWC would likely require fellows from across all
relevant agencies to be effective). However, although the NPWC
would require significant political support, the initial financial
requirements are anticipated to be modest.** It could be established
within an existing think tank or as a stand-alone institution, per-

haps following the United States Institute of Peace model.

Next Steps

Confusion reigns among policymakers, strategists, political leaders,
and the general public over how to effectively respond to the threats
that the United States faces. The development of a U.S. political

warfare capability would give the United States the ability to defend

against the approaches used by revisionist, revolutionary, and rogue
powers and orchestrate all relevant elements of national power in
pursuing U.S. interests. Establishing the proposed center would pro-
vide the United States a venue to study and prepare for warfare in
this space between peace and war, in which the United States must
compete but in which it today finds itself ill-equipped to succeed.
Development of the world-class political warfare capability
that is needed to compete against state and nonstate adversar-
ies would require support from both the President and Congress,
possibly including legislation analogous to that for the NCTC. In
addition, an NPWC is critical to the development and maturation
of this capability, synchronizing the necessary analysis and educa-

tion, both initially and on an ongoing basis.
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tion of special operations (Pub. L. 114-328, National Defense Authorization Act
for Fiscal Year 2017, Section 922, December 23, 2016).

3 The experience of the United States Institute of Peace suggests that initial
annual operational requirements might be as low as $1 million—indeed, the
initial operations budget for the institute in fiscal year 1985, exclusive of disburse-
ments to grantees, was only $300,000 (equivalent to roughly $700,000 in 2018
dollars); see United States Institute of Peace, Biennial Report of the United States
Institute of Peace, Washington, D.C., 1987, p. 36.
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