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• Trusted and assured autonomy is the holy grail of unmanned robotics systems

• The future of Army robotics is built around ROS-M

• ROS-M is to be based on ROS 2

• It is unclear if ROS 2 can support the necessary anomaly detection tasks necessary 

for trusted and assured autonomy.



[DISTRIBUTION A] APPROVED FOR PUBLIC RELEASE

Background

!5

ROS-I (ROS Industrial) is a similar effort, but for industrial robotics

Photo credit: Carnegie Mellon University (CHIMP)
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Anomaly Detection
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Threshold (t)

Extreme Isolated
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Anomaly Detection
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Inconsistent with trusted model
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Non-malicious faults present many 
false alarms
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Long-held belief that anomalies mean a failure of the system

A robot could behave anomalously often without ever failing! 
but

Anomalous 
reading in oil 
temperature

Height: -0.8 m
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Non-malicious faults present many 
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• Threshold based

• Model based rejection

• Out-of-distribution, Bayesian analysis

Online human in the loop ML to learn from the operator
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When is invalid data anomalous?
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Data is never anomalous; 
interpretations are

Data can be flawed  
given a static interpretation 

framework
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Invalid data  ∝ Anomalous behavior

F(x | A)

Function that defines normal behavior Set of assumptions
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How do we update our assumptions?
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We could avoid them altogether?

• Non-parametric methods let us do this

Model the assumptions and condition 
our anomaly detection algorithm on the 
assumption model?

Other approaches?
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Intentional anomalous behavior and 
emergency stops
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Given some state φ ∈ OC, 
when does it represent 
anomalous behavior?
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Hierarchies of systems with shared 
functionality
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A robot is defined as:

• a collection of k nodes V = {v1 , ..., vk }, where some nodes are connected by directed  
edges E = {(vi , vj )} variously representing physical anchoring, energy flow,  
or information flow of various kinds, 

• the graph is defined as G = (V, E), 
• nodes can be grouped in the form of { vx | f(vx) } ∃vx ∈ C, where f(x) represents a predicate  

function that returns true if vx has a certain functionality, and C represents the overall  
set of all groups in the robotic system, 

• and vx is a member of only one subset of C
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Hierarchies of systems with shared 
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Composability!
Behavior of nodes V: 
	 B = [b1 , ..., bk ], where |B| = |V|. 
Vector of constants Φ = [α1 , ..., αk ], |Φ| = |B|. 

Linear composability is then 
defined by: 

Φ  · B = α1b1 + ... + αkbk
T

This entire relationship is decomposable!
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Distributed and Efficient ML

!22

Photo credit: Apache Software Foundation Photo credit: Pete Warden



[DISTRIBUTION A] APPROVED FOR PUBLIC RELEASE

Fixing anomalies on the fly
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Kristen Holtz, Daniel Maturana, and Sebastian Scherer. "Learning a Context-Dependent 
Switching Strategy for Robust Visual Odometry."
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B. Mills, T. Znati, and R. Melhem. "Shadow Computing: An energy-aware fault tolerant computing model."
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