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Benefits

Permit centralized, wireless exploitation training/evaluation on virtual machines (without 

transmission of radio frequencies):

• All virtual -- no real wireless devices (cost effective)

• Enable use inside secure facilities (flexible)

• Eliminate interference from other RF devices (repeatable)

• Function like real Linux wireless interfaces (realistic)

Standard Slides
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Implementation

• Linux hardware simulation driver – MAC80211_HWSIM

• User space application on host – WMASTERD

• User space application on host – WELLED

• User space application on host – GELLED

Standard Slides
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Implementation – MAC80211_HWSIM

• Linux hardware simulation driver: 

• Included in the Linux source tree (MAC80211_HWSIM)

• Simulates one or more 802.11 radios on a single virtual machine

• Provides wireless API to user space applications for the purpose of software testing 

• Transmits frames to user space applications on virtual machine via netlink

Standard Slides
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Implementation - WMASTERD

• User space application on host: 

• Wireless Master Daemon (WMASTERD)

• Can apply signal strength modifications to frames

• Transfers frames to all guest VMs running WELLED via VSOCK

• Tracks latitude and longitude for each virtual machine

• Generates NMEA data for GPS simulation

Standard Slides
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Implementation - WELLED

• User space application on virtual machines: 

• Wireless Emulation Link Layer Exchange Daemon (WELLED)

• Receives frames from WMASTERD via VSOCK

• Sends frames to MAC8011_HWSIM via netlink

Standard Slides
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Implementation - GELLED

• User space application on virtual machines: 

• GPS Emulation Link Layer Exchange Daemon (GELLED)

• Receives NMEA sentences from WMASTERD via VSOCK

• Writes NMEA sentences to a simulated serial device

Standard Slides



10
Title of the Presentation Goes Here
© 2018 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited 

distribution.]

Wireless Simulation for Wi-Fi and GPS – Functionality

Benefits

• Wireless training does not require the purchase of hardware

• Wireless training can be conducted inside secure facilities

• Wireless training can be predictable and repeatable

Wi-Fi Simulation with WELLED

• Standard tools such as hostpad, wpa_supplicant, and aircrack-ng can be used

• Enables the training of wireless penetration testing

GPS Simulation with GELLED

• Virtual machines can “move” throughout their virtual world

• Enables the simulation of vehicle control systems

• Enables the simulation of tracked mobile assets: convoys, ships, airplanes
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Diagram
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Guest Operating Systems

Example applications used in training 

scenarios to date:

• Kali

• kismet

• aircrack-ng

• gpsd

• OpenWrt

• hostapd

• Ubuntu

• wpa_supplicant

• Fedora

• wpa_supplicant

• gpsd

• android

• wpa_supplicant
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Host Operating Systems

Operating systems used to host virtual machines running wireless simulation:

• Windows

• ESXi
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OpenWrt Access Point
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Android Client
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Packet Capture with Wireshark
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Wireless Survey with airodump-ng
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NMEA Data for GPS Simulation
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Limitations and Future Work

Limitations

• Only applies basic signal strength variations according to distance

• Only available for Linux-based guest operating systems

Future Work

• Leverage GPS simulation to develop mobile simulations with vehicle-born networks

• Utilize wireless simulation to develop IoT simulations
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Questions


