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Abstract

Uncertainty: The Forgotten Factor in Joint Planning? by Col Jiirgen Prandtner, German Army, 42
pages.

There is always uncertainty in military planning. Military analysts have to analyze large amounts
of data from multiple sources, data that might be unclear, ambiguous, or even contradictory.
There is a difference between uncertainty and risk because risk is characterized by having
identified outcomes with the probability that those outcomes would occur. This monograph
analyzed how the US military 2017 Joint Planning Process (2017 JPP) addresses uncertainty. This
research examined almost two decades of unclassified US strategic security documents and US
military joint doctrine, focusing on the 2017 JPP and how it did or did not approach uncertainty.
It was surprising that uncertainty plays a subordinate role or is even nonexistent in the 2017 JPP.
The strategic security documents also do not consider uncertainty adequately. Although
uncertainty is discussed in the military intelligence domain, the 2017 JPP does not demand that a
planner pay due consideration to the topic of uncertainty and therefore provides no tools for the
planner to deal with uncertainty. This monograph examined tools to improve the handling of
uncertainty. There is an example of a fallacy (base rate) that illustrates the need for
education/training for uncertainty. A standardized communication of probability is required. The
decision tree model helps to visualize areas where insufficient or no information is available. The
concepts of robustness offer an approach of how to improve resilience against surprises. The
model “robust-decision-making” focuses on planning against the worst-case scenario, and the
info-gap model emphasizes on defining an outcome that is vital to achieving. The priority is to
have a satisfying solution rather than the best solution. This monograph recommends taking
available tools and developing a standardized framework to improve the consideration of
uncertainty to ensure that it is treated adequately in the 2017 JPP. Such an approach would not
necessarily provide a flawless forecast, but it would increase transparency in the planning
process, improve ways of thinking about otherwise overlooked courses of action, and develop
possibilities into opportunities.
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Introduction
The Quadrennial Defense Review was undertaken during a crucial time of transition to a
new era. Even before the attack of September 11, 2001, the senior leaders of the Defense
Department set out to establish a new strategy for America’s defense that would embrace

uncertainty and contend with surprise, a strategy premised on the idea that to be effective
abroad, America must be safe at home.

— Donald H. Rumsfeld, Quadrennial Defense Review 2001

There is always uncertainty in military planning. Military analysts have to analyze large
amounts of data from multiple sources, data that might be unclear, ambiguous, or even
contradictory and short-lived. “Uncertainty is prevalent due to, for example, the unpredictability
of the behavior of the threats as well as due to the imperfection of the information sources
available.”! Almost 200 years ago, in his definition of “friction,” Clausewitz stated that
“uncertainty, ignorance, confusion, fatigue, error, and countless other imponderables—all
interfered with the effective application of force.” Furthermore, “in war everything is uncertain,
and calculations have to be made with variable quantities.” > Today, the security environment
remains uncertain. In 2017, the Director of National Intelligence, Daniel Oats, stated during his
swearing-in ceremony that “these are clearly uncertain times.”* Further, in 2018, NATO
Secretary General Jens Stoltenberg demanded a strong NATO alliance to handle “these uncertain

times.”* Future strategies will depend “on assumptions regarding the campaigns the United States

! Tove Helldin et al., “Transparency of Military Threat Evaluation through Visualizing
Uncertainty and System Rationale,” International Conference on Engineering Psychology and Cognitive
Ergonomics, in Engineering Psychology and Cognitive Ergonomics, ed. Don Harris (Berlin: Springer,
2013), 3, accessed January 12, 2019, https://doi.org/10.1007/978-3-642-39354-9 29.

2 Carl von Clausewitz, On War, ed. Michael Eliot Howard and Peter Paret (Princeton: Princeton
University Press, 1984), 119, 16, 147.

3 “Remarks by the Vice President and Director of National Intelligence Daniel Coats at a
Swearing-in Ceremony,” The White House, March 16, 2017, accessed January 12, 2019,
https://www.whitehouse.gov/briefings-statements/remarks-vice-president-director-national-intelligence-
dan-coats-swearing-ceremonyy/.

# “Remarks by President Donald Trump and NATO Secretary General Jens Stoltenberg before
Expanded Bilateral Meeting,” The White House, May 17, 2018, accessed January 12, 2019,
https://www.whitehouse.gov/briefings-statements/remarks-president-trump-nato-secretary-general-
stoltenberg-expanded-bilateral-meeting/.


https://link.springer.com/conference/epce
https://link.springer.com/conference/epce

is called on to wage, the capabilities of adversaries, the progress of technology, and the strategies
and tactics used. But many of these factors are intrinsically hard to predict.”’

Despite the Quadrennial Defense Review’s policy guidance from 2001 embracing
uncertainty, the development of the joint planning process (JPP) did not put much emphasis on
uncertainty. In contrast, intelligence assessments, which are one key input of the mission analysis
step in the JPP, consider uncertainty. However, uncertainty is a challenge for the whole JPP. This
research focuses on the strategic level of the US military planning and examines the JPP, defined
in the US military Joint Publication 5-0, Joint Planning (JP 5-0). The 2017 JPP is “a logical
process to approach a problem and determine a solution.”® During this process, the military
planner requires key inputs to analyze the problem set and to develop a plan. All these inputs
have a degree of uncertainty, which becomes even more relevant in modern warfare that is
influenced by the cyber and information domains.

While this research paper will neither delve into the debate related to how uncertain the
world is nor focus on predicting the future, it will examine whether uncertainty might be a
forgotten factor in the 2017 JPP and what kind of tools and methods could support
decisionmakers, analysts, and planners so they can better handle uncertainty. It analyzes
unclassified official documents endorsed by the US government.

The first section describes the characteristics of uncertainty and concludes that
uncertainty and risk are different concepts. Therefore, the available tool of joint risk assessment is
insufficient to handle uncertainty. The second section examines joint military planning and

concludes that there is inadequate consideration of uncertainty. It also reveals that while the

military intelligence domain does consider uncertainty, there is no standardized framework to

5 Robert J. Lempert et al., Defense Resource Planning Under Uncertainty (Santa Monica: RAND
Corporation, 2016), 7.

6 US Department of Defense, Joint Staff, Joint Publication (JP) 5-0, Joint Planning (Washington,
DC: Government Printing Office, June 16, 2017), V-1.



convey the uncertainty of the intelligence estimates in the planning product. This section also
analyzes why uncertainty might be a forgotten factor in the 2017 JPP and provides an overview of
possible shortcomings in consideration of uncertainty. The following section analyzes available
tools and methods to support the 2017 JPP and the military intelligence domain in better handling
uncertainty. Furthermore, this section introduces the “concepts of robustness” in which the goal
of achieving optimum solutions by considering uncertainty in planning is replaced with the goal
of achieving resilience against surprises. The final section summarizes the findings and provides
recommendations of how the 2017 JPP can adequately address uncertainty, which in turn could
improve the reliability of recommendations from analysts and planners, thereby positively

impacting decisionmaker performance.

Characteristics of Uncertainty

Uncertainty and risk are different concepts, which require different handling. The
subsection “Knightian Uncertainty” examines the theory of Frank Knight, an economist, who
distinguished between risk and uncertainty. His definition of uncertainty, also named “Knightian
uncertainty, is based on the assumption that only risk can be measured by probability. Based on
“Knightian uncertainty,” several models are developed describing uncertainty in more detail. The
subsection “Four-Component Model of Uncertainty” examines a model of uncertainty and
illustrates that components of uncertainty can be accommodated, although probabilistic methods

could not apply.

Knightian Uncertainty

In the early 1920s, Knight developed a model that distinguished between “uncertainty”
and “risk.” He stated that “[i]t is a world of change in which we live and a world of uncertainty.
We live only by knowing something about the future; while the problems of life, or conduct at
least, arise from the fact that we know so little. This is as true of business as of other spheres of

activity.” This incomplete or even nonexistent knowledge could not be handled with the tools of



risk assessment. His book “represents an attempt to state the essential principles of the
conventional economic doctrine more accurately.” Knight was one of the first social scientists to
develop a theory about the relationship between risk, uncertainty, and profit.” This research
examines only the relationship between uncertainty and risk, and the implications for military
planning, because the element of profit relates to the economic domain.

A risk is “characterized by known probability distributions with observable outcomes.”®
For Knight, a decision setting was risky when decisionmakers did not know with certainty what a
decision outcome would be, but did know the possible outcomes associated with a decision, along
with the probability that those outcomes would occur, at the time of the decision. The following
example illustrates Knight’s understanding of risk: “Risk means future events occur with
measurable probability. Risk can be quantified, either on a priori grounds (a flipped coin will
come up heads 50 percent of the time) or by empirical observation (14 percent of all automobile
deaths involve young drivers).”’ Based on Knight’s definition, there is a definition of risk that
“means possible unfavorable outcomes.”!? This definition does not focus on all possible
outcomes and is used in the US military joint risk analysis.

Uncertainty is “characterized by a decision-making context in which probability
11

distributions on outcomes were not or could not be known with assurance at the time of choice.

According to Knight, “the practical difference between the two categories, risk and uncertainty, is

7 Frank Knight, Risk, Uncertainty, and Profit (Cambridge: Houghton Mifflin Company, The
Riverside Press, 1921), 199, author’s preface.

8 Francis X. Diebold, Neil A. Doherty, and Richard J. Herring, The Known, the Unknown, and the
Unknowable in Financial Risk Management: Measurement and Theory Advancing Practice (Princeton:
Princeton University Press, 2010), 149.

° Emily Goldman, Power in Uncertain Times: Strategy in the Fog of Peace (Redwood City:
Stanford University Press, 2014), 13.

10 Stephan Ward and Chris Chapman, How fo Manage Project Opportunity and Risk: Why
Uncertainty Management Can Be a Much Better Approach than Risk Management (Hoboken: John Wiley
& Sons, 2011), 3.

! Diebold, Doherty, and Herring, 149.



that in the former the distribution of the outcome in a group of instances is known...while in the
case of uncertainty this is not true, the reason being in general that it is impossible to form a
group of instances, because the situation dealt with is in a high degree unique.”!?

Military planners face Knightian uncertainty resulting from surprises, deception, or
biases. There is neither enough knowledge nor experience to handle surprises before they occur.
Therefore, it is not possible to measure the probability of outcomes as in risk assessment.

Knight offered approaches to handle uncertainty, but these are particular to the economic
domain and cannot support the 2017 JPP. “We may call the two fundamental methods of dealing
with uncertainty, based respectively upon reduction by grouping and upon selection of men to
‘bear’ it, ‘consolidation’ and ‘specialization,’ respectively.” Consolidation means “uncertainties
are less in groups of cases than in single instances.” Even “true uncertainties, show some
tendency toward regularity when grouped on the basis of nearly any similarity or common
element.” Consolidation is possible when at least some information from similar events in the
economic domain is available. Uncertainties in military planning are less likely to occur similarly
in, for example, the environment, actors, and warfare. Specialization “takes place under pressure
of the same problem, the anticipation of wants and control of production with reference to the
future.” * A specialization in production cannot be transferred as a method to handle uncertainty
in military planning. Knight defined these tools in addition to available tools for risk assessment
and concluded that uncertainty could not be assessed with the same instruments as risk. This
research will later examine the available tool for risk analysis in the 2017 JPP.

Knight saw uncertainty positively as a chance for the entrepreneur to make a profit. “It is
this true uncertainty which by preventing the theoretically perfect outworking of the tendencies

of competition gives the characteristic form of ‘enterprise’ to economic organization as a whole

2 Knight, 133.

13 Knight, 239, 238, 239, 244.



and accounts for the peculiar income of the entrepreneur.”'* Business organizations had
developed techniques to handle risk with its supposed consequence, not looking further at
uncertainty. Knight saw here the opportunity for the entrepreneur to explore new options.
Military planning could use this approach to enhance risk assessment by examining the uncertain

aspects of a plan.

Four-Component Model of Uncertainty

The four-component model is one model to distinguish between different components of
uncertainty. In the context of project management, a model of uncertainty suggests that there are
four different components: “ambiguity, inherent variability, event uncertainty, and systemic
uncertainty” in order to get a better understanding of uncertainty. Two of the four components are
relevant to military planning. “Ambiguity uncertainty” involves “lack of complete/perfect
knowledge like a lack of definition of project objectives, ... unpredictable behavior of relevant
project players, ...lack of specification of what has to be done in design or planning terms, lack of
clarity about proactive or reactive responses if plans do not work.” Probability or statistics cannot
solve problems of ambiguity uncertainty. “Event uncertainty” includes “events, conditions,
circumstances or scenarios that may or may not happen plus associated specific responses—Ilike a
particularly important piece of equipment failing (or not) in a particular way and being
repaired/replaced or not (referred to as ‘risks’ by many people).” Event uncertainty is relevant to
the joint risk assessment, which will be examined in the section “Uncertainty and US Military
Joint Planning.” The four-component model illustrates that uncertainty can be characterized in

more detail. "

14 Knight, 232 (emphasis in the original).

15 Stephan Ward and Chris Chapman, How fo Manage Project Opportunity and Risk: Why
Uncertainty Management Can Be a Much Better Approach than Risk Management (Hoboken: John Wiley
& Sons, 2011), 3, 33, 34.



Uncertainty and US Military Joint Planning

Today, almost two decades after the US secretary of defense announced a new strategy to
“to prepare for an uncertain future,” the 2017 JPP does not provide an approach to handle
uncertainty. Also, the US strategic documents, which are the overarching documents that guide
the development of the 2017 JPP, do not emphasize uncertainty. In contrast, the intelligence
domain provides approaches to consider the uncertainty of intelligence products.

The first subsection examines unclassified US strategic documents and US military joint
doctrine. Among others, the research tried to answer the following question: Did the strategic
concept “preparing for an uncertain future” change the JPP or did the considerations of
uncertainty never make it into the JPP? The next subsection provides a few possible reasons why
uncertainty might be a forgotten factor in the 2017 JPP. The last subsection presents possible

reasons that the 2017 JPP does not adequately consider uncertainty.

The Term “Uncertainty” in US Security Documents and Military Joint Publications

There is no evidence that the announced strategy to “embrace uncertainty” from 2001
found recognition in the development of the JPP. Also, there no details of this strategy were
found in either joint doctrine or the strategic documents from the last two decades. However, the
military intelligence domain has methods to consider uncertainty and has tools available which
have the potential to be enhanced for handling uncertainty.

The 2017 Joint Publication (JP) 5-0, Joint Planning (2017 JP 5-0) does not consider
methods to handle uncertainty, although it describes the strategic environment as uncertain.'® The
2017 JP 5-0 is the bridging document between strategies and operational execution. The 2017 JP
5-0 defines the 2017 JPP and provides “commanders with processes that allow for...flexibility

and the ability to plan and develop plans for an uncertain and challenging environment.“!7 It is

16 US Department of Defense, Joint Staff, Joint Publication (JP) 5-0, Joint Planning (Washington,
DC: Government Printing Office, June 16, 2017), I-1.

17 JP 5-0, 2017, foreword.



not specified in what kind of context flexibility is provided. Previous versions of the 2017 JP 5-0
were more specific about the responsibility to handle uncertainty. In the 2011 JP 5-0, the task of
the commander and staff was to reduce uncertainty: "joint operation planning fosters
understanding, allowing commanders and their staffs to provide adequate order to ill-defined
problems, reduce uncertainty, and enable further detailed planning.«'8

In the 2006 JP 5-0, “joint operation planning” distinguished between two categories of
planning: contingency and crisis action planning. “These categories differ primarily in the level of
uncertainty." Furthermore, “while contingency planning normally is conducted in anticipation of
future events, crisis action planning is based on circumstances that exist at the time planning
occurs.” ' Without further explanation, the 2017 JP 5-0 recommended removing “crisis action
planning” from the Joint Publication (JP) 1-02, DOD Dictionary of Military and Associated
Terms (the “DOD dictionary”).?

The versions of JP 5-0 from 2006, 2011, and 2017 do not consider the term “uncertainty,”
although the 2006 and 2011 versions appreciate uncertainty as a characteristic of the operational
environment. Later on, this research will show that a similar development occurs in the US
strategic documents.

The 2017 JP 5-0 provides four analytical tools, “operational art and design,” “flexible
response option” (FRO), “flexible deterrent option” (FDO), and “joint risk management,” to
support the decisionmakers and planners in their planning efforts.

“Operational art and design” do not guide the user in how to think about uncertainty. The

2017 JP 5-0 states that “operational art is the application of creative imagination by commanders

18 US Department of Defense, Joint Staff, Joint Publication (JP) 5-0, Joint Operation Planning
(Washington, DC: Government Printing Office, August 11, 2011), I-1.

192006 US Department of Defense, Joint Staff, Joint Publication (JP) 5-0, Joint Operation
Planning (Washington, DC: Government Printing Office, December 26, 2006), xi.

20JP 5-0,2017, GL-7.



and staffs—supported by their skill, knowledge, and experience—to design strategies, campaigns,
and major operations and organize and employ military forces.” Furthermore, “operational art
helps the JFC [joint forces commander] overcome the ambiguity and uncertainty of a complex
operational environment.” There is no explanation of what the terms “ambiguity”” and
“uncertainty” mean and how operational art helps. The 2017 JP 5-0 describes “operational
design” as one tool to help “commanders and staff to understand the uncertainty in a complex
operational environment (OE).” Without going into detail, “operational design” is a nine-step
method. In step seven, “identify decisions and decision points,” commanders must inform their
senior leadership “of the decisions that will need to be made, when they will have to be made, and
the uncertainty and risk accompanying decisions and delay.” This statement is remarkable in the
sense that it is the only time JP 5-0 differentiates between uncertainty and risk. However, the
commander, who is the central figure in operational design, receives no further guidance on how
to assess and describe uncertainty in order to inform superiors.?!

FRO and FDO are also not planning tools to prepare for and respond to uncertainty. The
2017 JP 5-0 defines FRO, which is “used for response to terrorist actions or threats,” and FDOs,
which are “preplanned, deterrence-oriented actions ... established to deter actions before or
during a crisis.” Both FRO and FDO are adaptive military options for the secretary of defense or
the president to respond to the uncertainty of a crisis. In contrast to FDOs, FROs are “operations
that are first and foremost designed to preempt enemy attacks, but also provide DOD the
necessary planning framework to fast-track requisite authorities and approvals necessary to
address dynamic and evolving threats.” FRO is not a planning tool to prepare for and respond to
uncertainty; it is more a reaction to an existing, known threat using available capabilities and

resources.?

21JP 5-0,2017, IV-1,1V-6, IV-17, IV-2.

22 JP 5-0, 2017, F-1, F-2, F-5.



The fourth tool is joint risk analysis (JRA), which also does not consider uncertainty.
JRA, described in the Chairman of the Joint Chiefs of Staff (CICS) Manual 3105.01, Joint Risk
Analysis, is a tool for planners for risk assessment as part of mission analysis. The 2016 JRA
establishes the joint risk analysis methodology (2016 JRAM) which identifies, assesses and
manages risk. It enables the CJCS to make consistent, timely risk assessments and provides “the
best military advice based on risk management in support of title 10 responsibilities, most
notably, the National Military Strategy (NMS).”* Title 10 defines the role of armed forces and
provides the legal basis for the roles, missions, and organization of the US military. Two excerpts
of the 2016 JRAM illustrate that uncertainty is not considered. First, there are three major
challenges to successful risk analysis—complexity, ambiguity, and uncertainty—"‘because human
knowledge is inherently incomplete, and assessments require assumptions.” Uncertainty is
presented as a challenge to risk analysis, but no guidance is offered on how to handle it. Second,
the manual defines risk as “the probability and consequence of an event causing harm to
something valued.” All these definitions and descriptions could lead to the assumption that joint
doctrine follows the traditional Knightian definition, with the focus of possible bad outcome,
described earlier in “Characteristics of Uncertainty.”?*

The previous version of the 2017 JP 5-0 defined the tool “crisis planning” which may
also have the potential to handle uncertainty. Versions of JP 5-0 from 2000-2006 stated that two
types of planning exist: “deliberate and crisis planning,” distinguished by whether the probability
of occurrence is known. Furthermore, “while deliberate planning is conducted in anticipation of

future events, there are always situations arising in the present... and sometimes they will be

2 Us Department of Defense, Chairman of the Joint Chiefs of Staff, CJCSM 3105.01, Joint Risk
Analysis (Washington, DC: Government Printing Office, October 14, 2016), foreword.

24 CJCSM 3105.01, Joint Risk Analysis, B-6, GL-4.

10



completely unanticipated.”? This research sees in “crisis planning” a possible method to enhance
the 2017 JPP in handling uncertainty.

Not only is there no guidance in the 2017 JP 5-0, but the Joint Publication (JP) 1
Doctrine for the Armed Forces of the United States (JP 1) does not provide guidance on
uncertainty either. In the joint document hierarchy, JP 1 is superior to JP 5-0. The 2017 JP 1 is the
“capstone publication for all joint doctrine, presenting fundamental principles and overarching
guidance for the employment of the Armed Forces of the United States,” and only alludes to
uncertainty through a reference to Clausewitz, saying that “the conduct of war combines friction,
chance, and uncertainty” which “remain[s] true today.” Even though the 2017 JP 1 “represents
the evolution in our warfighting guidance and military theory that forms the core of joint
warfighting doctrine,” 2° the research reveals no evidence that the 2017 JP 1 considers uncertainty
adequately to influence the development of joint doctrine.

Because the 2017 JP 5-0 and the 2017 JP 1 do not consider uncertainty adequately, this
research examined the DOD dictionary, which is the source for definitions in the joint doctrine
domain. It does not describe the term “uncertainty” either. The DOD dictionary “sets forth
standard US military and associated terminology to encompass the joint activity of the Armed
Forces of the United States.” The DOD dictionary does mention the term “uncertainty” twice.
First, it states that an “uncertain environment is an operational environment in which host
government forces, ...do not have totally effective control of the territory and population in the
intended operational area.” There is no further explanation of how this uncertainty could be
determined. Second, the DOD dictionary mentions the analytical method of intelligence

preparation of the battlespace (IPB) or joint intelligence preparation of the operational

25 US Department of Defense, Joint Staff, Joint Publication (JP) 5-00.1, Joint Doctrine for
Campaign Planning (Washington, DC: Government Printing Office, January 25, 2002), I1I-1, IV-1.

26 US Department of Defense, Joint Staff, Joint Publication (JP) 1, Doctrine for the Armed Forces
of the United States. (Washington, DC: Government Printing Office, July 12, 2017), foreword, I-3,
foreword.
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environment (JIPOE) which should help the “services or joint force component commands to

27 Later, this research

reduce uncertainties concerning the enemy, environment, time, and terrain.
examines how IPB/JIPOE could help to handle uncertainty.

JIPOE is defined in the 2014 Joint Publication (JP) 2-01.3, Joint Intelligence Preparation
of the Operational Environment (2014 JP 2-01.3) and part of the 2013 Joint Publication (JP) 2-0,
Joint Intelligence (2013 JP 2-0) which provides approaches to consider uncertainty in intelligence
analysis and products. The military joint intelligence domain recognizes uncertainty as a factor
that has an impact on outcomes and the audience of intelligence analysis. The 2013 JP 2-0 states
that “the commander cannot be left with uncertainty regarding what is fact, what is opinion, and
what is unknown,” and that “intelligence is not an exact science; intelligence analysts will have
some uncertainty, as should the commander and staff as they plan and execute operations.” 2% The
following four examples describe considerations of uncertainty in the 2013 JP 2-0. First,
uncertainty is a factor in intelligence planning. The planning of intelligence operations requires
“considering all of the identified intelligence gaps relevant to the planning effort and recognizing
the uncertainties in analytical conclusions." In contrast, the 2017 JPP does not consider a step
for recognizing uncertainty. Second, there is no certainty about the accuracy of the collected
information. “The intelligence staff must ensure that the commander is aware of this shortcoming
and that the future contains much uncertainty.” The 2017 JPP does not demand such an analysis.
Third, analysts are required to clarify or resolve uncertainties: “The value of information or
intelligence is tied to the decision which it supports and the amount of uncertainty it clarifies or
resolves.” The 2017 JPP lacks a definition of the value of information. Lastly, the intelligence

analyst has in the 2014 JIPOE a tool to support predictive analysis. The 2014 JIPOE “provides an

27 US Department of Defense, Joint Staff, Joint Publication (JP) 1-02, Department of Defense
Dictionary of Military and Associated Terms (Washington, DC: Government Printing Office, November
2018), 1, 243,117.

28 US Department of Defense, Joint Staff, Joint Publication (JP) 2-0, Joint Intelligence
(Washington, DC: Government Printing Office, October 22, 2013), 11-4, I-3.
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excellent methodology for assessing adversary intentions and predicting the relative probability
of enemy courses of action,” thus reducing uncertainty.’

Predictive intelligence analysis uses different levels of probability (high, medium, low)
than the 2017 JPP, which relies on the 2016 Joint Risk Analyses (highly unlikely, improbable,
probable, very likely). The intelligence analyst has to communicate the level of uncertainty in the
intelligence products. Commanders “must understand that intelligence predictions are only
estimates and they accept a certain amount of risk in formulating plans based only on the
intelligence assessment of the adversary’s most probable courses of action (COA).”*° The results
of predictive analysis support the 2016 JRA. However, the two tools use different ways of
communicating levels of probability. This lack of standardization in the communication of
probability levels is potentially a cause for friction and misunderstanding for the decisionmakers,
planners, and intelligence analysts.

As US joint doctrine does not provide approaches to handle uncertainty, the next step in
the research is to examine the unclassified US strategic documents that are in the document
hierarchy above joint publications and guide military doctrine development. The 2017 National
Security Strategy of the United States of America (2017 NSS), similar to its 2015 predecessor,
does not mention the term “uncertainty.” There is no evidence that the 2017 NSS followed the
2000 NSS which published a “strategy of engagement” with the element “preparing for an
uncertain future.”3! Unlike previous NSSs from 1999-2006, the 2010, 2015 NSS and 2017 NSS
neither state that there is an “uncertain environment” nor uncertainties about the future. There is
no evidence that the US government deliberately omitted the term “uncertainty,” but it is of note

that before the three most recent NSSs (2017 and 2015), the documents mentioned the terms

2 JP 2-0, 2013, IV-6, 11-9, 1-22, 11-10;
30JP 2-0, 2013, 11-10.

31'US President, A National Security Strategy for a Global Age (Washington, DC: The White
House, December 2000), 3.
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“uncertainty” or “uncertain environment.” However, there are several mentions of the term
“risk.” First, the 2017 NSS states that “to improve the security and resilience of our critical
infrastructure, we will assess risk across six key areas.” Further on, the 2017 NSS states that the
US government “will improve its ability to assess the threats and hazards that pose the greatest