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Introduction

Disasters can strike any city, at any time. While certain disasters, such as hurricanes and
earthquakes, affect specific geographical areas, other types of disasters, to include fires and
terrorist attacks, do not discriminate. They know no bounds, creating fissures in national
security and causing harm to the public wherever they occur. Every city, big and small, across
the nation needs to be prepared for the possibility of a disaster.

Recent disasters have highlighted one transformative key to city preparation for
humanitarian assistance and disaster relief (HADR) efforts: artificial intelligence (Al)
technology. Even though Al’s inception occurred in the 1950s, some may be unfamiliar with the
concept and how it has evolved.” Some may even be hesitant or fearful of Al-enabled computing
systems, perhaps imagining a futuristic world where supercomputers dominate human beings™.
Stanford University’s “Atrtificial Intelligence and Life in 2030 report offers a sound description
of Al to dispel uncertainties regarding the technology. The report, authored by a panel of 17
industry experts, defines Al as “a set of computational technologies that are inspired by — but
typically operate quite differently from — the ways people use their nervous systems and bodies
to sense, learn, reason, and take action.”" For example, the speech recognition sensor on a smart
device, enabling a computerized personal assistant to act and respond to a user, is a modern Al
application.” Further, the report explains, “Al applications will help monitor people’s well-
being, alert them to risks ahead, and deliver services when needed or wanted.”" A basic
familiarization of Al’s scientific underpinning allows for a better understanding and grasp of a
targeted use of the technology, such as in preparing a city for a disaster.

Al technology is rapidly changing the landscape of disaster preparedness and response.
At the federal government level, the United States (US) Department of Homeland Security

(DHS) features a robust Science and Technology (S&T) division devoted to leveraging new



technology, including Al, to improve disaster resiliency throughout communities across the
country."" As stated on the DHS website, “No matter the storm or manmade event, we want to
empower decision makers to be ready....Preparation is key to mitigating the damage from
potential disasters that threaten our nation’s critical infrastructure...”"" By serving as a catalyst
as well as a financier, DHS has set the foundation for several private sector companies to invent
and introduce smart city systems to the market. With vulnerabilities from disasters so high, city
officials should strengthen a city’s defenses against disasters by incorporating strategic Al
technologies into city planning efforts. As an added benefit, many of the Al technologies
promote and encourage efficient, safe, and economical city operations for everyday life, not just
for times of crisis. Transportation networks, water monitors, and operations centers are three
crucial areas for Al inclusion at the city level.
Transportation Networks

A city’s transportation network is one disaster-affected domain that city officials should
fortify through Al technology. Transportation is one of a city’s first areas to be affected prior to
or immediately after the disaster begins. In the case of an impending hurricane, for instance,
officials may issue an evacuation order to the citizens." Or in the case of a terrorist attack, the
public will start to escape from the area as soon as they can. Traffic conditions can turn chaotic,
with a city’s worth of residents fleeing in their vehicles at the same time. Roads are prone to
becoming jammed and traffic is likely to become bottle-necked on the evacuation routes.™ To
illustrate, a US Department of Transportation (DoT) study titled “Effects of Catastrophic Events
on Transportation System Management and Operations” reports roadway traffic flow in the
Washington, DC area did not begin to return to normal conditions until 6:42 pm following the

9:43 am 9/11 attack on the Pentagon. The greater Washington area suffered from near grid-lock



conditions for nine hours.* If the physical condition of the city’s roadways is affected, like when
an earthquake destroyed four major interstate connections in Northridge, California in 1994, then
the traffic situation becomes even more challenging.X In either case, volatile traffic conditions
put public safety at risk. The death toll from roadway mishaps reached 100 casualties during
Houston’s evacuation for Hurricane Rita in 2005.*" Residents are vulnerable to dangers such as
injuries and death from vehicle crashes, heat-related illnesses from lack of vehicle air
conditioning, and drowning from being trapped inside flood-swept vehicles.* Due to the
immediate and crippling effects on a city and its citizens, the transportation area is a prime
infrastructure for Al inclusion.

To begin, city officials should invest in an integrated system of Al sensors to alleviate
disaster-related traffic challenges. An optimal Al sensing system includes radar, video cameras,
remote traffic sensors, and Global Positioning Satellite (GPS) to detect vehicular traffic.XV The
system ties into traffic control devices such as stoplight signals, automated speed limit signs, and
automated overhead highway messaging signs. When the system’s sensors detect a high traffic
volume, the system automatically adjusts speed limits and the timing of stoplights in order to
optimize traffic flow.” Al systems can also automatically load overhead highway signs with a
pre-programmed message alerting drivers of contraflow, the opening of all lanes of travel in the
same direction, to facilitate traffic exiting the city.”' In the near future, citizens’ Connected
Vehicles (CV), vehicles equipped with dedicated short-range communication (DSRC)
technology, will also have the capability to loop into the city’s smart system to share location
information and to receive traffic safety alerts.”" According to the Computing Community
Consortium, “Al technology can...be leveraged to move from descriptive models (data analytics)

to predictive ones (machine learning) to prescriptive decisions (optimization, game theory, and



mechanism design). The potential of this transformation is being demonstrated in pilot systems
that optimize the flow of traffic through cities...” " An Al-adaptive traffic sensing system
serves to increase a city’s preparedness by managing increased traffic flow during catastrophes.

Additionally, city officials should urge its citizens to download Al-enabled traffic
applications on their smart devices. Currently, Waze, Google Maps, and MapQuest are
examples of applications that incorporate Al technology. The applications combine real-time
data with predictive algorithms to efficiently route traffic.*™ As stated in an article on GCN, an
information technology website, the Georgia Institute of Technology is developing a new
application to ease traffic during hazardous events. The application will “send users driving
directions, and if a large number of users are going to the same destination, then the app will
distribute the traffic across a number of different routes, with the goal of not clogging a single
urban artery.”* Perhaps a next step for the application can include an Al algorithm using data-
sourced and crowd-sourced information on fuel and supplies availability. The application would
notify users if the gas stations along their route of travel are out of fuel, for example, and re-route
them on a different path if they’ve indicated that they need fuel. Those users that don’t need fuel
can remain on the route selected by the application. By promoting the use of Al-enabled
applications, officials strengthen a city’s defenses by allowing informed citizens to make
calculated and wise travel choices.

Water Monitors

City officials should also inject Al technology into water monitoring services in order to
bolster a city’s defensive disaster posture. Cities near a coastline have an obvious risk of water
danger from significant weather systems like hurricanes and tropical storms, but any city is

vulnerable to flooding from thunderstorms or unusual amounts of rainfall. In fact, according to



the Department of Homeland Security (DHS), “Flooding is the nation’s leading natural disaster,
accounting for the greatest loss of life, property damage and economic impact. Over the past
three decades alone, floods have accounted for $8.2 billion in damages and more than 80
fatalities per year.” " Investing in low-cost flood sensors is one recommendation for city
managers as a way to augment awareness of adverse water-level changes. Technologically
advanced, scientific grade sensors cost between $25,000 to $50,000 a piece, however, low-cost
versions are becoming prolific and relevant. At a budget-friendly $1,000 each, they add
significant value to a city’s situational awareness of impending water danger." Physical Optics
Corporation’s (POC) low-cost design operates with a system of several nodes placed throughout
the water feature. Each node contains two parts: an above-water radio unit and a submersible
flood sensor. A cable connects the two pieces. The solar and battery powered nodes transmit
data to city operations centers via wireless mesh digital radio signals. A third component, a
gateway unit which transmits data via a more advanced Iridium satellite, is optional. " Using
the information from the systems, city officials are able to make educated and real-time decisions
as to which areas need to be evacuated and which areas may require assistance. In addition to
providing critical early indications to decision makers, flood sensing systems, such as POC’s
version, also permit first responders and emergency managers to track and access water
conditions without having to put themselves in harm’s way by physically traveling to survey the
area.”" Arming a city’s waterways with high-technology, low-cost Al sensors adds a crucial
element of protection against flood vulnerabilities.

To capitalize on the proactive detection benefits of an Al-enabled flood sensing system,
city officials should invest in an alert system that complements the sensors. Similar to the traffic

sensor system, a city’s integrated Al flood sensor system aims to not only detect imminent water



threats but also to inform the public via real-time notifications on smart devices. As an example,
Progeny Systems Corporation’s flood sensing architecture is an “end-to-end solution that enables
alerts, warnings, and notifications to responders and citizens of ever-changing flood
conditions.””™ Furthermore, intelligent systems allow city officials to turn real-time data into
geo-targeted alerts. Through Al modeling, the system can predict which specific geographic
areas of a city are likely to be affected by a flood, and city officials can send targeted evacuation
notices to only that area’s inhabitants instead of to the entire population.”™' Eliminating all-or-
nothing evacuations when possible and implementing geo-targeted evacuations saves money,
prevents traffic congestion, and preserves public safety, especially in highly populated urban
areas such as Houston which encompasses a population of over 2.3 million people. V! Timely
and relevant notices supplement flood warning devices in defending a city and its residents
against consequences of disasters.

Moreover, there is a third element available for city officials to utilize in maximizing the
potential value Al flood-sensing systems provide to a city: integration with power stations.
Officials should adopt flood sensing systems that are able to connect with local power stations to
deliver a geo-targeted shutdown capability. The system de-energizes only those substations
located in danger zones.®'! In addition to targeted location services, the connected system
allows for more timely power cut-offs. Based on sensor data, officials can form real-time
decisions preventing de-energizing power stations too soon or too late. If stations are shutdown
prematurely, citizens will be without power while they are trying to prepare for evacuation. If
shutdown too late, short-circuits could cause injury, death, or irreparable damage to

equipment.®™ Full integration of Al technology improves a city’s disaster prediction and



response through a comprehensive system of water level monitors, public alerts, and power
station shutdowns.
Operations Center
A final area for city officials to improve through Al technology is the city’s operations
center, the hub of command and control activity during HADR efforts. First of all, a city’s
operations center is a prime example of how Al functioning does not rest solely with computers,
but how the human element integrates with smart technology. Jan Piotrowski, in his article
“Artificial Intelligence to Help Disaster Aid Coordination,” asserts that a combination of human
and computer intellectual actions tends to be more productive, flexible, and valuable than either
one by itself. The blending of human and computer intelligence into one system is termed a
Human Agent Collective (HAC).* Tasks performed well by Al include collecting large
amounts of data and performing subsequent complex analysis on the data set. Tasks performed
well by humans include more detailed responsibilities such as analyzing the content of photos
and videos and making decisions based on data. The key to successful HAC operability is to
create the right balance of human and computer task division.* To put HAC into the context
of an operations center during HADR, Al-enabled software can efficiently collect and organize
information before and during a disaster, such as aerial images of the scene, and then command
and control officials can extract data of value to form conclusions on the way forward for the
community and its population, such as issuing an evacuation order. The unified effort of HACs
in operations centers facilitates an impactful defense for a city facing a catastrophe.
Overhauling conventional operations centers is a crucial step for city officials. A
conventional operations center contains several workstations, each with multiple monitors and

screens. The interfaces display data and video feeds gathered from a variety of sources, often



requiring a large amount of bandwidth to operate. " Al technology can transform an
antiquated conventional center into a streamlined, efficient one. Specifically, city officials
should transition to a single city-wide digital platform, consisting of integrated hardware and
software, that seeks to “unify all operations, data aggregation/analytics, and actions across
agencies...” 1 Technology company Cisco’s Smart+Connected™ City Operations Center is an
example. For hardware, Cisco’s product replaces the numerous workstations with a “customized
and integrated, single-pane-of-glass view [for] the monitoring and control of dynamic activities
involving high-resolution image processing, real-time video feeds, data integration, and various
data and alert signals.” " As for software, the digital platform connects all the city’s sensor
systems together, aggregates the data for display on the single layout, and integrates the sensors
with a public alerting system.”v During HADR operations, command and control managers
reap the benefits of real-time monitoring and synchronized data interaction. Al allows for a
city’s operations center to become centralized, cohesive, and up-to-the-second current, providing
an efficient solution for command and control actions.

If a city cannot afford to invest in a single city-wide platform for the operations center,
city officials should opt to insert Al-enabled software system upgrades where possible. For
instance, the addition of damage assessment mapping software to an operations center fortifies a
city’s defenses when facing disastrous conditions. Based on Al algorithmic analysis of pre-
loaded data such as infrastructure construction, past events, and environmental information
combined with real-time disaster conditions, the software creates color-coded maps.®' Red,
for example, indicates an area that requires immediate first-responder assistance. The software
solution from technology company One Concern creates the first map within 15 minutes of the

disaster and then continually updates the map with new information. " As an added benefit,



10

One Concern supplements the software with a training module. A city can utilize the software to
simulate an emergency to practice its operations center’s response.1" While not a
comprehensive solution, damage assessment mapping software provides an operations center
with one tool for disaster preparedness and response.
Privacy Concerns

Although adopting Al technology into transportation networks, water monitors, and
operations centers to strengthen a city’s defenses against emergencies illustrates a beneficial
aspect of Al, the scientific field also presents apprehensions. Some may argue, for example, that
ethical concerns over citizens’ privacy need to be resolved prior to further implementation into
city infrastructures. Michelle Dennedy, the Chief Privacy Officer of Cisco, defines privacy as,
“the authorized processing of personally-identifiable data using fair, moral, legal, and ethical
standards.” % Some may be concerned that policies are not yet in place to ensure the
enforcement of privacy standards regarding data collection from Al systems. One example
involves the concept of biases. Even though Al systems are designed to make unbiased
decisions, the data given to the system may be biased to begin with. The Al system would not
know that the dataset was biased, and could thus inform a decision that discriminates against a
certain demographic.X! Moreover, Stanford’s “Atrtificial Intelligence and Life in 2030” report
admits while it is not likely, “that near-term Al systems will autonomously choose to inflict harm
on people, it will be possible for people to use Al-based systems for harmful as well as helpful
purposes.” X" Harmful purposes include using the data collected via sensors to target individuals
to generate profit. Without clear governmental guidance to regulate the new technology, public

concerns over privacy issues are not unfounded.
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Since Al systems do provide value to the public, city officials must balance the risks with
the opportunity. Earning the public’s trust is essential. To do so, it behooves the government,
both at the federal and city level, to adopt transparent regulations and to enforce compliance.
The federal government recognizes this challenge and addresses it in “The National Artificial
Intelligence Research and Development Strategic Plan” promulgated in October 2016. The plan
lists understanding and addressing ethical, legal, and societal implications as one of the key
strategies moving forward and contends that “Researchers must learn how to design these
systems so that their actions and decision-making are transparent and easily interpretable by
humans, and thus can be examined for any bias they may contain, rather than just learning and
repeating these biases.” X" City officials should not stop adopting Al-enabled technology, but
rather should accept accountability to ensure the public is informed as to the steps that are being
taken to protect privacy.

Conclusion

Disasters are often spontaneous and provide little warning as to where and when they are
going to happen. Fortunately, for communities, innovative Al technology provides a strategic
tool capable of transforming existing city infrastructures into smart, prepared networks. City
officials should incorporate Al systems into transportation networks, water monitors, and
operations centers as a crucial hedge against uncertainty from a dynamic disaster environment.
In addition to bolstering a city’s readiness for unexpected disasters, Al technologies also improve
the core of civic life. Through optimization of day-to-day municipal activities, innovative
technology allows citizens to enjoy an enhanced quality of life.

During a November 2016 Senate Committee hearing on Al, Senator Cruz noted, “Many

believe that there may not be a single technology that will shape our world more in the next 50



12

years than artificial intelligence.” """ What’s next for Al and city planning for HADR
operations? As technology becomes more prolific and economical, city officials will be able to
introduce Al technologies such as 3D printing for automated rebuilding, autonomous vehicles for
automated delivery of supplies, and conversational robotics for search and recovery missions.
Officials must keep the public’s trust at the forefront of all future decisions, though,

understanding that Al’s value is in the thoughtful application of how it improves people’s lives.
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