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Preface

This study, Modern Political Warfare: Current Practices and Possible
Responses, examines political warfare as practiced today by both state
and nonstate actors, including Russia, Iran, and the Islamic State.
The study recommends revisions in U.S. military and nonmilitary
approaches and capabilities to better address threats short of conven-
tional warfare. The findings and recommendations should be of inter-
est to the U.S. military, the U.S. State Department, and those in the
executive and legislative branches charged with national security policy
responsibilities. Allied and wider public audiences may also find this
study of interest.

The study was produced as the deliverable for an Army project
titled “Theory and History of Political Warfare (POLWAR).” The proj-
ect sponsor requested that RAND Arroyo Center examine whether a
modernvariantof political warfareisneeded toaddressits potential use
asatool toconfrontideological threats, as well asits potential use by
nonstate or state-sponsored entities. The sponsor also requested exami-
nation of implications for Army special operations forces and inter-
agency and multinational partners. The interviews and research for this
report were conducted in 2016 and 2017.

Thisresearch wassponsored by the U.S. Army Special Operations
Command G-9 and conducted within the RAND Arroyo Center’s
Strategy, Doctrine, and Resources Program. RAND Arroyo Center,
part of the RAND Corporation, is a federally funded research and
development center sponsored by the United States Army.

The Project Unique Identification Code (PUIC) for the project
that produced this document is RAN156926.
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Summary

Study Objective and Research Approach

The United States today faces a number of actors who employ a wide
range of political, informational, military, and economic measures to
influence, coerce, intimidate, or undermine U.S. interests or those of
friends and allies. The objective of this study is to providea clearer view
of these adversarial measures short of conventional warfare and to
derive implications and recommendations for the U.S. government and
U.S. military. Toward this end, RAND conducted a yearlong exami-
nation of the historical and current practices that fall into this realm of
conflict short of conventional war. The starting point for this examina-
tionistheterm “political warfare,” as defined in 1948 at the outset of
the Cold War by U.S. diplomat George Kennan:

Political warfare is the logical application of Clausewitz’s doctrine
in time of peace. In broadest definition, political warfare is the
employment of all the means at a nation’s command, short of
war, to achieve its national objectives. Such operations are both
overt and covert. They range from such overt actions as political
alliances, economic measures (as ERP —the Marshall Plan), and
“white” propaganda to such covert operations as clandestine sup-
port of “friendly” foreign elements, “black” psychological war-
fare and even encouragement of underground resistance in hostile
states.

Political warfareis butonetermamong many that describes thearena of
conflictshortof conventional warfare. Chinese analystshaveemployed

xiii
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the term “unrestricted warfare,” Russian officials have used “soft power”
and “new generation warfare,” and a variety of termsarein use by U.S.
officials, including “gray zone conflicts,” “hybrid warfare,” “asymmet-
ric warfare,” and “irregular warfare.” The latter term has been offi-
cially defined in U.S. military doctrine and Department of Defense
(DoD) directives, but one impetus for a new nomenclature is to place
emphasis on the nonmilitary and nonlethal elements of this form of
warfare. Those elements may be readily combined with conventional
warfare, but the focus of this examination is on the less obvious, more
ambiguous forms of conflict that may catch policymakers unaware if
they are insufficiently attuned to these methods and their abilities to
sow conflict, weaken, destabilize, disrupt, and, in some cases, create
more dramatic consequences, as seen in Russia’s rapid annexation of
the Crimea without resorting to all-out warfare. This examination of
political warfare does not presuppose that this term is necessarily the
most apt appellation for current nonconventional contests of power,
butitemploys the term asa matter of historical record and convenience
tobound the study to the nonmilitary and nonlethal military meth-
ods used. By the same token, measures short of war may be usefully
employed to deter conflict or prevent it from escalating or worsening.

The research approach for this study includes a review of historical
accounts and documents that reflect the U.S. experience with political
warfare, aninvestigation of primary sources to assess the current prac-
tices of political warfare employed in three case studies, and extensive
semi-structured interviews with practitioners and experts. Wesupple-
mentthisresearch with official documents and other source material to
evaluate U.S. and Allied responses, capability gaps, and possible rem-
edies for meeting these challenges short of war.

Organization of Study

Thestudy opens with ahistorical chapter thatexamines the U.S. experi-
ence and use of political warfare methods, which were developed and
employed most fully during the Cold War. To consider and character-
ize modern-day strategies and practices that might qualify as political



Summary xv

warfare, as conducted by state and nonstate actors alike, the research
team’s subject matter experts consider four cases studies. Two cases
examine current strategies and practices by state actors — Russia and
Iran—and one case examines practices of a nonstate actor — the Islamic
StateinSyriaand the Levant (ISIL). While Chinaisalsoconsidered a
prominent example of many of these practices, the scope of the study
limited the number of case studies to two state actors and one nonstate
actor. Selected references are included for China, and the study team
recommends that an in-depth study of its current practices be con-
ducted to supplement this work.

These detailed case studies provide the basis for a synthesis chap-
ter that identifies the principal characteristics or attributes of modern
political warfare. This synthesis, in turn, provides the basis forconsider-
ing (a) information operations currently in use to respond to this form
of warfare, (b) gaps in current U.S. governmental practices or capabili-
ties to respond to this form of warfare, and (c) recommendations for
more effective employment of all of the national elements of power in
a coordinated, “whole-of-government” manner.

U.S. Historical Use of Political Warfare

While U.S. political warfare came into vogue during the Cold War,
such practices were employed early in the country’s history, even before
its founding. During the Cold War, a wide variety of political, cul-
tural, informational, and economic measures were employed through
institutions such as the United States Information Agency (USIA), the
US. Agency for International Development (USAID), the Department
of State (DoS), and the Central Intelligence Agency (CIA). Among
the measures that helped repudiate Communist ideology were material
efforts to support authors, artists, and magazines as well as Voice of
America broadcasts. Economic measures included long-term secret
assistance to countries, political parties, and unions or other move-
ments. Covert and clandestine measures included assassinations and
other “dirty tricks,” which were restricted following the Church and
Pike Committee investigations. These hearings led President Gerald
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Ford to issue Executive Order 11905 in 1976, explicitly banning politi-
cal assassination. Subsequent executive orders restated this prohibition,
effectively bounding the types of activities that U.S. entities were per-
mitted to legally conduct. After the Cold War, many institutions such
as USIA were dismantled, its public diplomacy officers were folded into
the State Department, and funding and personnel in both USAID and
DoS were dramatically reduced. In the 1990s, some effort was made
to revive certain capabilities. In addition to retaining overseas radio
and television broadcasting stations, forexample, the U.S. government
developed new democracy promotion and economic programs through
the National Endowment for Democracy and the Millennium Chal-
lenge Corporation.

Russia Case Study

This case study examines contemporary Russian thoughtand tacticsin
the realm of political warfare, as practiced primarily against the Baltic
states. The Estonian “Bronze Soldier” incident of 2007 is analyzed in
depth, using primary sources. The case study introduces a schema for
understanding Russia’s employment of nonstate entities in a more or
less concerted approach to political warfare. Italso finds that the effec-
tiveness of the tactics vary greatly depending on the environment in
which they are applied.
Specific findings include the following:

* Russia views its activities as defensive in reaction to the United
States. Russia considers U.S. democracy promotion, support for
civil society, and its open media environment as highly threaten-
ing political warfare tools wielded by the state.

* InEstonia, Russia demonstrated an opportunistic rather than
deliberate approach to what it calls “new generation warfare.” In
other words, Russia used political warfare by capitalizing on crises.
Russian shaping operations (e.g., propaganda directed at Russian
speakers) prepared the ground, followed by more overt tools of
political warfare applied at opportune moments.
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* Innovations in Russian “new generation warfare” are economic
leverage, social proxies, and media penetration.

* Russia has invested heavily in propaganda, but the principal effect
of its extensive media operations may be to obfuscate through
disinformation rather than to gain converts through persuasion.

Iran Case Study

Iran employs a wide suite of measures short of conventional war to
advance its regional aims. Much of the official guidance concerning
these practices can be documented insenior officials’ speeches. Whilea
great deal of extantliterature focuses on the Iranian Republican Guard
Corps-Qods Force (IRGC-QF), this case study details the extensive
political, cultural, informational, and economic programs that extend
Iran’s influence and partnerships around the world. The study conducts
a detailed examination of Iran’s development and use of militias in
Iraqand Syria, which employ Arab forces to reach Arab audiences and
serveasconduits forreligiousand political influence as well as military
effects.
Specific findings include the following:

¢ Iran“soft power” strategy is heavily based on cultural, politi-
cal, and religious influence as primary and powerful levers. Iran
employs a targeted, differentiated approach to Shi'a, pan-Arab,
and pan-Islamic audiences.

¢ Jranutilizes a worldwide network of cultural, informational, and
influence organizations, backed by material support. The IRGC-
QF is only one element of that support.

* Iranoffers political and economic support to foreign political par-
ties and leaders to install and influence governments.

* Iranianreligious tacticsinclude funding of junior clerics and mass
pilgrimages.

* Iran employs a two-stage use of militias: Many Iranian proxy
forcesmatureinto political actors, requiringa continual regenera-
tion of proxy forces.
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* Theuse of Arab proxiesin Syria (including Iraqi militias and Leb-
anese Hezbollah paramilitaries) is as important to Iran as direct
intervention.

Islamic State Case Study

ISIL has gained notoriety for its brutal practices and ability to conduct
maneuver warfare withequipmentseized from Iragiand Syrian forces.
However, it has also distinguished itself by an astute and innovative
use of measures other than military might, including social media (to
recruit fighters and promoteits vision) and an array of political and
economic tactics that extend its control and intimidate populations.
This case study surveys ISIL's foundational documents and its suite of
nonlethal tactics. It also conducts a lexical analysis of its social media
contenton Twitter to discern key differences inits Arabic- and English-
language approaches to information operations.
Specific findings include the following;:

* ISILannounced a “Caliphate” primarily to unify fighters undera
single banner and to enhancerecruitment.

* ISIL systematically indoctrinates new recruits to strip them of
their old identities and to prevent them from straying.

* ISIL media adaptations have limited the damage posed by its
suspension from Twitter; ISIL has moved away from a broadcast
model to a dispersed and resilient form of communication that
relies on peer-to-peer sharing and redundancy across platforms.

* ISIL targets different audiences with different messages; ISIL
employs violence and emotive language liberally in Arabic-media
productions to mobilize rank-and-file members, while English-
language channels are more restrained and “international” in
focus.
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Characteristics of Modern Political Warfare

The research team’s synthesis of the political warfare practices iden-
tified in the case studies above produced a list of key attributes that
broadly describe how this form of warfare is conducted today. This
analysis also suggests the limits of this form of warfare; that s, itis not
effective in all environments, particularly where the adversary lacks
credibility orleverage with key audiences and where a society is politi-
cally, economically, and socially resilient.
In summary form, these attributes are the following:

* Nonstate actors can conduct political warfare with unprecedented
reach.
* Political warfare employs all the elements of national power.

* Political warfare relies heavily on unattributed forces and means.

* Theinformationarenaisanincreasingly importantbattleground,
where perceptions of success can be determinative.

* Information warfare works in various ways by amplifying, obfus-
cating, and, at times, persuading. Compelling evidence supplied
in a timely manner is the best antidote to disinformation.

* Detecting early-stage political warfare requires a heavy invest-
ment of intelligence resources.

* Political warfare can generate unintended consequences.

* Economicleverageisincreasingly the preferred tool of the strong.

* Political warfare often exploitsshared ethnic orreligious bonds or
other internal seams.

* Political warfareextends, ratherthanreplaces, traditional conflict
and can achieve effects at lower cost.

Furthermore, in considering the utility of the term “political warfare”
to describe a U.S. policy approach, the research team interviewed over
40 practitioners and experts and found that the term was not con-
sidered ideal fora wide variety of reasons. Chief among them were
the objections that many government entities do not, as a matter of
rule, conduct warfare, and that their efforts would be less effective if
branded assuch. Another objectionheld thatinformational campaigns
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in particular would carry less weight with intended audiences if branded
as warfare. Yetanother detractor noted that the global information
space today is characterized primarily by peer-to-peer platforms and
conversation, debate, and dialogue rather than one-way exhortations
and messaging resonant of wartime communications or propaganda.
While political warfare has a historical pedigree and descriptive value,
the overwhelming judgment of those consulted led the research team
torecommend againstemploying the term as a description of what the
United States does or should do. Rather, a concluding chapter refers
instead to “effective statecraft” and, in particular, to an “integration
of measures short of war” as necessary aspects of the U.S. arsenal. The
final chapter refers to efforts to deter, disrupt, and defeat this type of
intervention as “countering political warfare.” An additional category
ofactionisstepstakentoreduce vulnerabilitiesand increaseresilience.

Influence Communications

This chapter considers the information activities of the State Depart-
ment and the U.S. military, particularly psychological operations or
whatare now called Military Information Support Operations (MISO).
The importance of the information space —and the ability to operate
effectively within that space — stands out as a major feature of conflicts
short of war. This area must therefore be considered and managed at
the highest levels of government, given its ability to profoundly affect
all other lines of effort. Moreover, the revolution in communications
and information technology has transformed the information space,
necessitating new models and new capabilities to compete effectively
in this arena.

The research findings identified several gaps in information capa-
bilities and practices in the U.S. government. The gaps include the
following;:

* Strategic-level communications are high-profile and bureaucrati-
cally risky, characteristics that militate against speed and initiative.
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* The new Global Engagement Center (GEC), established by presi-
dential executive order and located at the DoS, focuses on third-
party validators orinfluencers from the bottomup, whereas MISO
within DoD remains more focused on government top-down
communications.

* MISOis challenged by significant manpower shortages and lim-
ited new media training.

+ US. Central Command (CENTCOM), with the aid of contrac-
tors, is at the forefront of DoD social media communications;
other combatant commands (COCOMS) arelagging.

* Interagency coordination and National Security Council (NSC)
guidance pertaining to message themes remains lacking.

Several implications for U.S. policymakers, and for the U.S. special
operations community in particular, flow from these findings:

¢ Leadership must empower communicators to quicken response
times and take risks.
* Unattributed communications may have counterproductive
effects that should be anticipated and mitigated.
* The use of third parties is a critical requirement for both the GEC
and MISO.
* MISOrequiresbothincreased manpower and new mediatraining.
* GEC and DoS must improverelations.
* Interagency coordination remains a fundamental challenge.

Effective Statecraft and Integration of Measures
Short of War

An integrated response to threats short of conventional war include
(1)theneed forstrategy, (2) theneed fora whole-of-governmentapproach
to statecraft led by an appropriately enabled State Department, (3) the
formulation and coordination of responses with and through other
sovereign governments, allies, and partners, and (4) recommendations
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for theimprovement of military contributions to such anintegrated
approach.

Itisbeyond the scope of the study to define current U.S. strate-
gic interests in detail, but the general requirement for a cost-effective
approach tonational defense suggests thatearly and effective nonmili-
tary responses, and nonlethal uses of its military element of national
power, may provide the U.S. government with valuable tools to deter
adversaries, prevent conflicts from escalating, or mitigate their effects.
In some cases, these approaches may effectively reduce or remove the
incipient threats. A positive formulation for U.S. strategy can also
increase the deterrent effect imposed on aggressive or revisionist actors
and attract greater support among those who stand to benefit. Thus,
rather than a purely reactive stance, the U.S. strategy can be formu-
lated as promoting and defending a rules-based international order
(including measures to reform and enhance those rules for the benefit
of all) while defending U.S. interests and values.

The State Department is the designated lead for the conduct of
US. foreign policy and the representation of its interests abroad. As
such, it is the logical entity to lead a whole-of-government response
inarealm thatis primarily political and diplomatic, and to coordi-
nate other agencies if given such policy guidance from the President.
The in-depth knowledge of career Foreign Service officers regarding
the history and current dynamics of specific countries and regions is
unmatched in the U.S. government. In contrast, the NSC staff, which
has grown enormously in the past two decades, still lacks the depth
and experience of the State Department, since the NSC is staffed by
appointees and rotating personnel from the departments and agen-
cies. Despite the deep country and regional expertise resident at the
State Department, an in-depth series of interviews with current and
retired senior diplomats and other experts, supplemented by recent
studies by the American Foreign Service Associationand the American
Academy of Diplomacy, highlight significant gaps in organizational
and operational capabilities and practices that should be remedied to
enable the State Department to effectively plan, coordinate, and exe-
cute interagency responses in a continuous mannet, if so directed by
the President.
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The study also considers the ability of the U.S. government to
work effectively with other countries in addressing these challenges.
U.S. plans and activities must necessarily be coordinated with the gov-
ernments of those countries where the aggression, subversion, coer-
cion, or destabilization is occurring, along with other partners or allies
who are willing and able to contribute their resources and effortsin a
common effort. The examples of Estonia and NATO are explored as
mini-cases to illustrate requirements and general principles for effec-
tiveresponse. The example of Great Britain is also presented to derive
lessons regarding further adaptation of policy, military doctrine, mil-
itary organization, and personnel solutions for responding to asym-
metric and hybrid threats. In particular, the UK army has initiated
novel ways to develop nonlethal and nonmilitary capabilities that draw
together military and civilian expertise.

Finally, the study concludes with eight recommendations for
improving the practices and capabilities of the U.S. military and of U.S.
special operations forces (SOF) in particular to combat nonconven-
tional warfare through expanded deterrence, enhanced resilience, and
preparationsfornational resistance,amongother means. Insomecases,
the U.S. Army Special Operations Command and its higher headquar-
ters, U.S. Special Operations Command, may be able to make adapta-
tions deemed beneficial; in other cases, such decisions would rest with
the Department of Defense.

Recommendations

Recommendation 1: Toimprove whole-of-government synergy, U.S. mil-
itary commands, to include deployed headquarters, should asa matter
of course include civilian departmental representatives in order to
understand, coordinate with, and support U.S. State Department and
other civilian program execution.

Recommendation 2: The Defense Department, and special opera-
tionsforcesin particular, should incentivize and improveselectionand
training for military advisers serving at State Department headquar-
ters, U.S. embassies, and other diplomatic posts in order to increase
their effectiveness.
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Recommendation 3: The Defense Department, and special opera-
tions forces, should offer military planners to the State Department as
the latter builds its own cadre of planners and integrates regional and
functional bureau plans, to enable State to play alead role in responses
to political warfare.

Recommendation 4: Military commanders should develop and
maintain collaborative relationships with their civilian counterparts
through regular visits and frequent communications to develop com-
mon understanding of and approaches to political-military conflict.

Recommendation 5: DoD should routinely seek to incorporate
State Department knowledge and the current insights of the U.S.
country teamintomilitary plansinorderto develop effectiveresponses
to political-military threats.

Recommendation 6: The special operations community should
make it a high priority to improve and implement fully resourced,
innovative, and collaborative information operations.

Recommendation 7: Military commanders and the State Depart-
ment should identify critical information requirements for gray zone
threats, and the intelligence community should increase collectionand
analysis capabilities that are dedicated to detecting incipient subversion,
coercion, and other emerging threats short of conventional warfare.

Recommendation 8: DoD and State should support deployment
of special operations forces as an early and persistent presence to pro-
videassessmentsand develop timely and viable optionsfor countering
measures short of conventional war. Consideration should be given to
likelihood of exposure of sensitive, clandestine, or covert activities.



Acknowledgments

The RAND project team wishes to acknowledge the support of the
sponsor, LTG Kenneth Tovo, his command group, and the G-9 led
by Mr. Robert Warburg. In particular, Len Gaddis and Dr. Robert
Toguchi of the G-9 provided consistent support and consultation
during this yearlong project. The project leader, Linda Robinson, also
benefited from the USASOC Silent Quest 16 series of events, which
included in-depth discussions of political warfare.

Thestudy teamreceived voluminousinputfrommany U.S., Euro-
pean, and other allied officials as well as subject matter experts who
have studied political warfare and its analogues since the Cold War.
Wewish to thank those who hosted us in various European venues
on multiple trips, provided us tours of critical areas, and participated
in the February 2016 “Measures Short of War” conference cospon-
sored with our RAND Europe colleagues in Cambridge, England. The
non-attributionbasis of ourinterviews prevents us from thanking indi-
viduals by name, but we wish to express particular gratitude to senior
serving and retired members of the diplomatic corps who regard this
subject as very much germane to practitioners of the entire spectrum
of statecraft.

Finally, the RAND team wishes to thank its peer reviewers,
Dr. Kathleen Hicks, senior vice president; Henry A. Kissinger, chair,
and director of the International Security Program at the Center for
Strategic and International Studies; and RAND senior researcher
Burgess Laird, for extensive, probing critiques and recommendations
that greatly improved this work. We also thank our many colleagues
at RAND who provided reviews, suggestions, and assistance in the

XXV



xxvi Modern Political Warfare

course of this study, to include Dr. Sally Sleeper, director of Arroyo
Center’s Strategy, Doctrine and Resources program, her predecessor
Dr. Terrence Kelly, Communications Analyst John Godges, Terri Per-
kins, Darlette Gayle, Rhonda Normandin, Donna White, Francisco
Walter, Julienne Amsden, and the highly professional RAND Publica-
tions Department.



Abbreviations

AAH Asa-ib Ahl al-Haq

ABA Ahl al-Bayt Assembly

ABM Ansar Beital-Maqdis

AC alternative current

ACO Allied Command Operations

AFRICOM Africa Command

AP Associated Press

BARB British Broadcasters Audience Research Board
BBC British Broadcasting Corporation

CBT Center for a Better Tomorrow

CENTCOM Central Command

CIA Central Intelligence Agency

CIS Commonwealth of IndependentStates
CMSE Civilian Military SupportElement
COCOM Combatant Command

COMINTERN Communist International

XXvii



xxviii Modern Political Warfare

CcscC

CSO
CSTO
DC
DDoS
DIME

DNS
DoD
DoS
EDL
EEU
ERP

EU
EUCOM
FAPSI

FARC
FNLA
FSB

FSO
GEC
GPD/LD

Center for Strategic Counterterrorism
Communications

Community Service Officer

Collective Security and Treaty Organization
direct current

Distributed Denial of Service

Diplomatic, Informational, Military,and
Economic

Domain Name System
Department of Defense
Department of State
Estonian Defense League
Eurasian Economic Union
European Recovery Program
European Union

European Command

Federal Agency of Government Communication
and Information (Russia)

Revolutionary Armed Forces of Colombia
Front for the Liberation of Angola
Federal Security Service (Russia)
Federal Protection Service (Russia)
Global Engagement Center

General Political Department Liaison Department
(China)



GRU

ICA
ICC
ICRO
ICSR

IDC
A
IRGC
IRGC-QF
IRIB

ISC

ISCI

ISI

ISIL
JAM
JIATF
JTAC
KAPO
KGB
KH

KIA
LAFA
LH

Abbreviations xxix

Main Intelligence Directorate of the General Staff
(Russia)

Islamic Cyber Army
Iranian Cultural Center
Islamic Culture and Relations Organization

International Centre for the Study of
Radicalisation and Political Violence

Institute for Democracy and Cooperation
Information and Influence Activities

Islamic Revolutionary GuardsCorps

Islamic Revolutionary Guards Corps-Qods Force
Islamic Republic of IranBroadcasting
Islamic State Caliphate

Islamic Supreme Council inIraq

Islamic State of Iraq

Islamic State of Iraq and the Levant

Jaish al-Mahdi

Joint Interagency Task Force

Joint Terminal Air Controller
Kaitsepolitsei (Estonia)

Komitet gosudarstvennoy bezopasnosti
Kata’ib Hezbollah

Katabi al-Imam Ali

Liwa Abu Fadl al-Abbas

Lebanese Hezbollah



xxx Modern Political Warfare

LICHR
LTTE
MA
MANPAD
MBN
MISO
MIST
MOOTW
NATO
NCL
NDF
NGO
NSC

OIF

OPC
0SS
OWI

PD

PMU
POLWAR
PSYOPS
PUK
RFE
RFE/RL
RL

Legal Information Center for Human Rights
Liberation Tigers of Tamil Eelam
military assistance

Man-Portable Air Defense System

Mir Bez Nazisma (World WithoutNazism)
Military Information Support Operations
Military Information Support Team
Military Operations Other Than War
North Atlantic Treaty Organization
Non-Communist Left

National Defense Force
Nongovernmental Organization
National Security Council

Operation Iraqi Freedom

Office of Policy Coordination

Office of Strategic Services

Oftice of War Information

public diplomacy

popular mobilization unit

political warfare

psychological operations

Patriotic Union of Kurdistan

Radio Free Europe
RadioFreeEurope/Radio Liberty

Radio Liberty



Abbreviations xxxi

RT Russia Today

SACEUR Supreme Allied Commander Europe

SCIRI Supreme Council for the IslamicRevolution in
Iraq

SOCOM Special Operations Command

SOF Special OperationsForces

SOFLE Special Operations Forces Liaison Element

SOST Special Operations Support Team

SOUTHCOM  Southern Command

SSA Security Sector Assistance

SVR Foreign Intelligence Service (Russia)

UAE United Arab Emirates

UIA United Iraqi Alliance

UK United Kingdom

UNITA National Union for the Total Independence of
Angola

USAID United States Agency forInternational
Development

USASOC U.S. Army Special Operations Command

USIA United States Information Agency

UWw unconventional warfare

VBIED vehicle-borne improvised explosive device

VDV Vozdushno-desantnye voiska

VOA Voice of America






CHAPTER ONE

Introduction

Political warfare is the logical application of Clausewitz’s doctrine
intime of peace. In broadest definition, political warfare is the
employment of all the means at a nation’s command, short of
war, to achieve its national objectives. Such operations are both
overtand covert. They range from such overtactions as politi-
cal alliances, economic measures (as ERP —the Marshall Plan),
and “white” propaganda tosuch covert operations as clandestine
support of “friendly” foreign elements, “black” psychological
warfare and even encouragement of underground resistance in
hostile states.
— George F. Kennan, U.S. diplomat and historian, May 4, 1948

Purpose of Study

Gray zone conflicts, hybrid warfare, irregular warfare, and other simi-
lar terms have been applied to a dizzying array of old and new asym-
metric tactics in contests for power that are roiling many regions. This
study examines this phenomenon through the lens of a somewhat anti-
quated term —“political warfare” —as defined above by former U.S.
diplomat George Kennan to focus squarely on measures short of con-
ventional combat, how they are employed today, and what responses
might be effective for the United States and its allies to apply.

Two rationales motivate this approach to exploring contemporary
conflict and the means that democratic states may use toaddressit.
The first rationale is that the United States may have devoted too little
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attention of late to understanding the ways in which actors are employ-
ing a host of nonkinetic tactics and how they form part of the spectrum
of conflict, giving these actors a relative advantage in their expansive
approach to competition for power and influence. The second ratio-
nale follows from this, which is to explore whether the United States
might leverage all its national (and other) sources of power and influ-
ence more effectively to protect and advance its interests.

What Is “Political Warfare”?

The term “political warfare” is often attributed to famed American
diplomat George Kennan, who wrote about the phenomenonat the
early stages of the Cold War.InaMay 4,1948, policy memorandum,
Kennan — then head of the State Department’s policy planning staff —
drafted the statement cited at the forefront of this chapter.

Kennan, whose career straddled the diplomatic and intelligence
worlds, envisioned a far-reaching battle for influence —waged below
the threshold of traditional state-on-state conflict — using all the levers
of national power (Corke, 2006, p.105). Kennan viewed the struggle
between the United States and the Soviet Union as not simply a matter
of state competition, but a battle of ideologies between liberal democ-
racy and Communism, and political warfare became one of the pri-
mary means to conduct this new form of war (Kennan to the Secretary
of State, 1946).!

Political warfare never fit neatly in American strategic dialogue,
however. Many American military officers originally dismissed the
term because it sounded too British (Corke, 2006, p. 109). In fact,
Kennan’s original policy memorandum specifically notes political war-
fare’s Anglophone roots: “The creation, success, and survival of the
British Empire has been due in part to the British understanding and
application of the principles of political warfare” (“On the Inaugura-
tion of Organized Political Warfare,” 1948, para. 2).

I For Kennan'’s depiction of the ideological war against the Soviet Union, see his “long
telegram.”
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Commentators have also raised at least three substantive objec-
tions to the term. First, some have objected to the word “political”
(Hoffman, 2014). As Clausewitz famously remarked, “war is the con-
tinuation of politics by other means,” which implies that all wars —
not just some subgroup —are political wars (Clausewitz, 1984, p. 87).
Second, others have flinched at applying the term “warfare” to behav-
iordonewithoutaformal declaration of hostilities, against both friends
and adversaries, where physical violence is often not employed (Hoff-
man, 2014). Finally, Kennan’s definition can include practically every
form of state interaction — short of full-on state-on-state conventional
war —and since the latter is a historically rare phenomenon, the term is
not particularly useful. Some historians suggest that Kennan chose the
term “political warfare” only so that the State Department —not the
military or theintelligence community — was responsible for thisarena
(Corke, 2006, p. 109). In his original 1948 memorandum, Kennan
boldly stakes his claim: “Both [overtand covert political warfare], from
their basic nature, should be directed and coordinated by the Depart-
ment of State” (“On the Inauguration of Organized Political Warfare,”
1948, para. 4).

Thanks to these definitional problems, many strategists have dis-
carded “political warfare” entirely in favor of other terms. As Profes-
sor Carnes Lord remarked, “The problem is indicated by the general
tendency to use the terms psychological warfare and political warfare
interchangeably to designate the overall phenomenon, not to mentiona
variety of similar terms —ideological warfare, the war of ideas, political
communication and more” (Lord, 1989, p. 16). French lieutenant colo-
nel and counterinsurgency strategist David Galula explicitly equated
the two terms, “revolutionary war is a political war,” and argued that
in both, “politics becomes an active instrument of operation” (Galula,
1964, pp. 6-7). Similarly, French colonel Roger Trinquier used the
term “subversive warfare” in almost the same manner as Kennan used
“political warfare”: to describe “an interlocking system of actions politi-
cal, economic, psychological, military — that aims at the overthrow of
the established authority in a country and its replacement by another
regime” (Trinquier, 1964, p.6). A Central Intelligence Agency (CIA)
doctrinal manual from the 1980s proclaimed that “guerilla warfare
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is essentially a political war” (“Tayacan,” 1985, p. 33). More recently,
senior defense officials and experts including National Defense Uni-
versity’s Frank Hoffman have suggested that “hybrid warfare” may
be a better term than political warfare (Hoffman, 2014). However, as
commonly used, hybrid warfare connotes a combination of nonkinetic
or irregular military tactics with conventional military means, rather
than a combination of military and civilian tools to achieve effects. The
preponderance of tools in political warfare are nonkinetic in nature,
and their combination with conventional military means constitutes
the “hybrid” aspect. While hybrid warfare is certainly a phenomenon
of current war, this study is focused on the political warfare aspect
rather than the admixture.

Other strategists have tried to give “political warfare” more pre-
cision than Kennan's original definition. Historian Paul Smith, for
example, tries to tie the term to psychological warfare:

Political war is the use of political means to compel an opponent
to do one’s will, political being understood to describe purposeful
intercourse between peoples and governments affecting national
survival. Political war may be combined with violence, economic
pressure, subversion, and diplomacy, butits chief aspectis the use
of words, images, and ideas, commonly known, according to con-
text, as propaganda and psychological warfare. (Smith, 1989, p. 3)

Angelo Codevilla takes Smith’s argument that political warfare is largely
aboutpsychological warfareand givesitamoresuccinctdefinition, sim-
ilar to that of political action. “Political warfare is the marshaling of
human support, or opposition, in order to achieve victory ina war orin
unbloody conflicts as serious as war” (Codevilla, 1989, p. 77).

And yet, while thereis widespread agreement that psychological
warfareis anaspect of political warfare, most view political warfare as
abroader, more encompassing term (Lucas and Mistry, 2009, p. 40).
Carnes Lord and Frank Barnett concluded in their edited volume on
the subject, “Political warfare is a term that is less well established in
usageand doctrine, butonethatseemsuseful for describingaspectrum
of overt and covert activities designed to support national political-
military objectives” (Barnett and Lord, 1989, p. xi). In Lord and
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Barnett's definition, political warfare represents a basket of tactics —
notjust propaganda — and while certainly not as simple and probably
less intellectually satisfying, their definition is, perhaps, more in keep-
ing with Kennan's original conception, which combined psychological
warfare with other tools that are used to achieve political ends (Lucas
and Mistry, 2009, p. 48). The question, then, is what tactics belong
under political warfare’s umbrella.

Lord provides a partial answer: “Political warfare is a general cate-
gory of activities thatincludes political action, coercive diplomacy,and
covertpolitical warfare” (Lord, 1989, p. 18). He then defines political
action as support for foreign political parties, coercive diplomacy as
diplomacy backed up by the threat of military force, and covert politi-
cal warfare as the aid of guerilla movements, black propaganda, and
influence operations (Lord, 1989, p. 18).

More recently, the United States Army Special Operations Com-
mand’s March 2015white paper asserts that “Political Warfare encom-
passes a spectrum of activities associated with diplomatic and economic
engagement, Security Sector Assistance (SSA), novel forms of Uncon-

ventional Warfare (UW), and Information and Influence Activities
(IIA)” (United States Army Special Operations Command, 2015, p. 2).
Like Lord’s definition, the white paper’s definition emphasizes influ-
enceoperationsand unconventional warfare. Unlike Lord’s definition
(and perhaps unsurprisingly, given its audiences), the Army white paper
focuses more on military tools —less on diplomacy and political tools.

Based on the manifold reactions to the term, we can begin to
sketch out what political warfare is and is not. On the one hand, politi-
cal warfare includes all the tools of national power: diplomatic, infor-
mational, military, and economic. Depending on the case, some of
these tools may have greater or lesser relevance, butall of them are
possible tools of political warfare.

On the other hand, just as importantly, the reactions hint at
what political warfare is not—namely, neither regular diplomatic and
economic interactions nor full-on-conventional war between states.
Political warfare exists in a gray zone between these two ends of the
spectrum, although drawing the line between the two can also prove
difficult. For example, while Lord seemingly includes overt political
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assistance and messaging as part of political warfare, others counter
that such public diplomacy — overt attempts by sovereign states to sway
foreign public opinion —lacks a coercive element to it and so should
not be considered political warfare (Smith, 1989, p. 7). Conversely,
historian Anne Karalekas defines political warfare precisely as “direct
intervention in the electoral process of sovereign governments, rather
than attempts to influence public opinion through the activities of the
media” (Corke, 2006, p. 109).

Given the contrasting yet overlapping definitions of the term, it
is best to view “political warfare” as a series of concentric circles with
certain tactics falling more or less neatly under the overall rubric (see
Figure 1.1).

Underlying all of the definitions is the presumption that “politi-
cal warfare” is a deliberate tool of statecraft. Trade between nations
may ebb and flow; information may cross borders; diplomatic ties may
go up and down for a variety of reasons apart from deliberate policy
choices. These shifts may, in turn, have political second-order effects.
And yet, political warfare involves a deliberate policy choice to under-
mine a rival or achieve other explicitly political objectives by means
other than routine diplomacy or all-out war. With this definition in
mind, we turn, in the subsequent four chapters, to how the United
States, Russia, Iran, and ISIL have practiced this form of warfare. We
examine how these actors practice political warfare, with each chap-
ter examining the specific contributions from the diplomatic/political,
informational, military,and economicrealmsshowninFigure1.1.

Research Approach and Organization of Study

The research team set out to answer three questions:

* What is political warfare?

* How is it (or an appropriate analogous term) waged today?

* How might the U.S. government and its allies and partners most
effectively respond to or engage in this type of conflict to achieve
their ends and protect their interests?
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Figure 1.1
Defining the Contours of Political Warfare

Political Warfare Scope Conditions

Diplomatic/Political
Routine diplomacy

Political warfare

. Information/

Economic Cyber

Military/Intelligence

NOTE: Political warfare consists of the intentional use of one or more of the
implements of power (diplomatic, information, military, and economic) to affect

the political composition or decision-making within a state. Political warfare is
often—but not necessarily—carried out covertly, but must be carried out outside the
context of traditional war.

Caveat: All activities here are meant to be illustrative, rather than an exhaustive list
of possible actions.

RAND RR1772-1.1

The research approach included a deeply researched historical
chapter (Chapter Two) examining how the United States practiced
political warfare in the past, particularly during the Cold War, fol-
lowed by four case studies examining the conduct of what might be
deemed modern political warfare. Using primary sources, theresearch
team identified the doctrinal or theoretical basis for political warfare
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and its dominant measures or means used by Russia, Iran, and the
IslamicStateinIraq and the Levant (ISIL), as well as corporate prac-
tices today that might be deemed an analogous form of corporate
warfare. This research also explored the ability of nonstate actors to
conduct this form of warfare. The case studies on Russia, Iran, and
ISIL all considered the tools available to those actors under the com-
monly employed Diplomatic, Informational, Military, and Economic
(DIME) construct, with additional attention paid to such areas as
cyber and intelligence services insofar as they were used to carry out
activities to gain influence and leverage or weaken, destabilize, subvert,
or overthrow governments without resorting to war.

Thecaseselectioncriteriaincluded theselection of twostateactors
and two nonstate actors. The decision to focus on Russia and Iran, both
prominent practitioners of the activities discussed here, meant that
another prominent candidate, China, could not be included. While
China is also considered a prominent example of many of these prac-
tices, the scope of the study limited the number of cases to two state
and one nonstate cases. Selected references are included for China,
and the study team recommends that an in-depth study of its current
practices be conducted to supplement this work. The decision to focus
on nonstate actors as part of this study corrects a tendency to view
political warfare as solely the province of state actors. In the current
era, empowered nonstate actors have the ability to employ many of the
toolsand tactics once reserved to states. Thus, the study team, with the
support of the sponsor, chose to devote significant time to investigat-
ing current nonstate practices. These judgments do not diminish the
importance of China as a prominent state actor deserving of in-depth
study. The one-year parameter of this study dictated that only four in-
depth cases could be conducted as part of the overall project.

The three case studies and additional research provided the base-
line for a synthesis chapter (Chapter Seven) that identifies prominent
attributes of modern political warfare and refines the understanding of
how state and nonstate actors function in this spectrum of conflict and
competition. Theterm“political warfare” isalso evaluated forits utility
and appropriatenessin the current context. The final two chapters con-
sider how the United States might grapple with this type of low-grade
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butpersistentand pernicious form of conflict. Chapter Eightis devoted
entirely to the realm of influence, information, and communications,
given the prominence of these activities and the enormous changes in
tactics due to the ongoing information technology revolution.

Chapter Nine evaluates the strategic, organizational, and other
resources required by the U.S. government today to respond effectively
to political warfare and similar challenges. The U.S. State Depart-
ment, as the U.S. entity charged with representing and advancing
US. foreign policy interests abroad, receives particular attention. The
roles of the host countries, U.S. allies, and U.S. military, particularly
the special operations forces (SOF), are also considered in evaluating
the requisite coordination in planning and execution of nonmilitary
activities. The particular focus on SOF, specifically their desired roles
and needed capabilities, not only addresses the sponsor’s requirement
for such an evaluation but takes into account the wide range of SOF
capabilities that can be brought to bear in nonwar environments. The
perennial, and neuralgic, question of who does what and how everyone
can best operate together is answered through the team’s analysis of
extensive interviews with a wide range of governmental actors. Chapter
Ten offers final, overarching conclusions.






CHAPTER TWO

History of U.S. Political Warfare

On October 26, 1775, more than six months before the signing of the
Declaration of Independence, the U.S. Continental Congress wrote
to the people of Quebec, the French-speaking province of Canada.
The pamphlet—later translated into French, printed in a pamphlet,
and distributed among the population —aimed to convince them to
join the colonies in revolt against the British crown and “complete
the bright and strong chain of union” stretching from Nova Scotia to
Georgia (Cohen, 2011, p. 134). The pamphlet praised Québécois mili-
tary prowess for resisting British domination when Quebec was still a
French colony. Ithighlighted the benefits and rights guaranteed under
thenew American union: freedom of religion, habeas corpus, property
rights, and the like. Finally, it threatened, “You have been conquered
intoliberty, if you actas you ought. This work is not of man. You are
asmall people, compared to those who with arms invite you to fellow-
ship. A moment’s reflection should convince you which will be most
for your interest and happiness, to have all the rest of North-America
your unalterable friends, or your inveterate enemies” (Cohen, 2011,
p.134). Ultimately, the pamphlet failed to incite the French Canadi-
ans to join the colonies’ cause. Still, it illustrated an early propensity to
employ nonmilitary means to pursue objectives against a more power-
ful adversary.

Theaccountaboveindicates that the American tradition of politi-
cal warfare began long before the phrase itself was ever coined. In fact,
political warfareis as old asrecorded war itself. In this chapter, we first
explore both the development of the term “political warfare” and its

11
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traditions specifically in American strategic thinking and practice. The
remainder of this chapter is divided into three sections. The first sec-
tion briefly describes how the United States conducted political war-
fare long before the term was ever coined, from the very beginning of
the republic. The second section examines American political warfare’s
coming of age during the Cold War and depicts how the United States
wielded diplomatic, information, military, and economic tactics as part
of political warfare. The third section describes more recent American
uses of political warfare.

American Political Warfare’s Early History

Although it has not always been labeled as such, political warfare has
been apart of American strategy since the very beginning. As men-
tioned previously, the United States encouraged French Canadians to
revoltagainst the British Crown even before the United States itself
became independent. This attempt at political warfare did notend
with the American Revolution. In fact, the Articles of Confederation —
the early document governing the United States —included an overt
diplomatic overture to Canada to join the union. Article XI stated,
“Canadaacceding to this confederation, and joining in the measures of
the united states, shall be admitted into, and entitled to all the advan-
tages of this union: but no other colony shall be admitted into the
same, unless such admission be agreed to by nine states” (“Transcript
of Articles of Confederation [1777]” n.d.).

Economic subversion also proved a key element of eighteenth-
and nineteenth-century American military history. Depending onhow
loosea definition of political warfare oneadopts, the American boycott
of British goods and the Boston Tea Party —where American revolu-
tionaries famously threw British tea into Boston harbor —could count
as political warfare during the American Revolution. Similarly, Ameri-
can patriotseizures of loyalist property (and vice versa) during the war
itself would alsofallinto this basket of economic political warfare.

One of the most important tools of economic political warfare
through the first half of the nineteenth century, however, revolved



History of U.S. Political Warfare 13

around the slave trade. Abolishing slavery threatened to upend the
social orderin Southernstates and proved a powerful political tool. Even
the British tried to leverage this weakness. As early as November 14,
1775,John Murray, Earl of Dunmore and royal governor of Virginia,
offered freedom to any slave belonging to an American revolutionary in
exchange for fighting with the loyalist forces. Some 800 former slaves
joined Murray, while an estimated 10,000 are believed to have tried
(PBS, “Proclamation of Earl Dunmore, 1775, n.d.). And whileitwas
likely driven more from moral conviction, Abraham Lincoln’s Emanci-
pation Proclamationalmostninety years later, arguably, served a simi-
lar purpose of undermining the political order in the South.

Later in the nineteenth century, as the United States developed
into a regional economic power, it began to use multinational corpora-
tionsas means of political power. The classic example hereis the United
Fruit Company in Latin America. One historian recounts that “the
United Fruit Company virtually ran Central America. In 1870, ‘the
octopus,” as Central Americans called it, was a fine cover for U.S. intel-
ligence work. Itsbuyers, overseers, agents, and managers wereall over
the area by 1910, interested without apology in everything from local
soil conditions to the president’s latest mistress” (Omang, 1985, p. 5).

The twentieth century saw new advances in political warfare tech-
niquesemployedas partof conventional conflicts, drivenbybothworld
wars. On the information front, President Woodrow Wilson created
the Committee on Public Information in August 1917 under George
Creel —with support of the Army, Navy and State Department—as a
means to build American support for the war and counter enemy sub-
versionathome (Barnett, 1989, p.202). The United States took to polit-
ical action abroad as well. Given the multiethnic composition of the
Ottoman and Austro-Hungarian empires, backinglocal ethnic nation-
alism under these regimes became an attractive method to undermine
both. In this light, some argue that American and British support for
Czechoslovak nationalism during World War I constituted a form of
political warfare to undermine the Austro-Hungarian Empire (Smith,
1989, p. 117). Backing nationalist movements could also have second-
order international political benefits. Indeed, one of the reasons given
for why Great Britain issued the Balfour declaration in 1917 —backing
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aJewish homeland in what was then Palestine — was to encourage
Zionist movements in the United States and Russia to pressure their
governments to back Zionist war aims (Vereté, 1970, pp. 55-57).

World War Il presented an even greater arena for American politi-
cal warfare. Arguably, the American entry into the war was itself brought
onby afailed attempt at political warfare. Inresponse to Japanese mili-
tary aggression in China and Southeast Asia, the United States had
imposed afull embargo against Japan, restricting itsaccess to militarily
vital oil, iron, and steel supplies; had frozen Japanese assets in Ameri-
can banks; and had ramped up military aid to Chinese forces fighting
against Japanese troops. Economically cornered, Japan then attacked
the American naval base in Pearl Harbor on December 7,1941 (Office
of the Historian, n.d.).

During the war, the United States embraced political warfare in
allits forms. On June 13,1942, the United States stood up the Office
of Strategic Services (OSS) under the leadership of Major General Wil-
liam Donovan. Viewed as the forerunner to the Central Intelligence
Agency, the OSSeventually numbered 14,000 employees withabudget
of $45 million. It performed intelligence gathering as well as covert
action tasks, including political warfare (“What Was OSS?,” 2008).
Together with the other Allied forces, the OSSsent “Jedburgh” teams —
typically, three-man teams dropped behind enemy lines — to train the
French, Belgian, and Dutch resistance (“Jedburghs,” n.d.). The OSS
also sent “Detachment 101" to Burma to organize the Kachin tribes and
to Thailand to organize the “Free Thai” movement to fight against the
Japanese. The OSS also sent “operational groups” —commando units —
to France, Italy, Greece, Yugoslavia, Burma, Malaya, and China to fight
with local partisans (“The Office of Strategic Services” 2012; Paddock,
2002, pp. 26-29). The OSS did not limit itself to kinetic action. Italso
conducted “morale operations” to promote resistance to the Axis and
undermine enemy morale (Godson, 2008, p.28).

The conduct of political warfare during World War Il was not
limited to the OSS. The Army conducted one of the largestand most
successful guerilla operations of the war — training some 37,000 Fili-
pino guerillas on the island of Mindanao (Paddock, 2002, p. 30-31).
The Army also stood up the Psychological Warfare Branch in 1942 —
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renamed the Psychological Warfare Division in February 1944 —to
conduct “the dissemination of propaganda designed to undermine the
enemy’s will to resist, demoralize his force and sustain the morale of
our supporters” (Paddock, 1989, p. 46). By the end of the war, the Psy-
chological Warfare Division grew to impressive proportions, publish-
ing eight newspapers with circulations of 1 million in Germany and
another 2 million to displaced persons (Paddock, 2002, p. 41).

The United States stood up the Office of War Information (OWI)
toaid its propaganda effort. According to the Report on the Activities
of the Office of War Information in the European Theater of Operations
During Calendar Year 1944, OWI“does not try” to “persuade people
to like the United States; it tried to help people understand the United
States, on the assumption that the more the truth about America is
known, the more the nature of American civilization is understood, the
better for all concerned” (quoted in Speier, 1948, p. 7). In truth, OWI
tried toinfluence audiences both in the United States and abroad.

Importantly, during the World Wars, the United States viewed
political warfare as a component of what were largely conventional
wars, not as an independent type of warfare. Even on this model, how-
ever, political warfare is used as means to achieve ends without resort-
ing to conventional methods. Nonetheless, at the end of World WarlI,
the United States dismantled many of its instruments of political war-
fare, along with the general demobilization of its conventional forces.
The OWI and the OSS were disbanded in 1945 (“What Was OSS?,”
2008). The Psychological Warfare Division was renamed the Informa-
tion Control Division and focused primarily on denazification (Pad-
dock, 2002, p. 41). Still, by the end of World Warl, the United States
had gained the knowledge and capacity to conduct large-scale politi-
cal warfare. It was notlongafter the war’s end that the United States
would once again employ these capabilities.

The Cold War and Political Warfare’s Coming of Age

During the Cold War, political warfare came intoits own as a tool of
Americanstatecraft, notjustas thepolitical, economic,and intelligence
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aspects of conventional war but as a separate domain in its own right.
Given the prospect that conventional war could escalate into nuclear
conflict, the premium increased on furthering aims without use of
conventional force and often in a clandestine or covert manner. The
set of DIME measures could be —and were —undertaken in any of
three manners: overt, clandestine, or covert, depending on the choices
of policymakers. The following sections address the overtinformation
activities of the U.S. Information Agency and its component broad-
castingentities, aswellas overt politicaland economic measures.

Faced with the prospect of confronting the Soviet Union, the
United States identified in political warfare a way to combat the ide-
ological threat of Communism while staying below the threshold
of full-scale war. Consequently, on June 18, 1948, President Harry
Truman signed NSC 10/2 and created the CIA’s Office of Special
Projects, later the Office of Policy Coordination (OPC), to oversee
the “conduct of secret political, psychological and economic warfare
together with preventative direct action (paramilitary activities)—
within the policy direction of the Departments of State and Defense”
(Lynn, 2013, p. 20). From 1949 until 1952 (when it was folded back
into the directorate of operations), OPC grew tenfold in personnel,
from 302 to 3,142, and almost twenty-fold in terms of budget, from
$4.7 million in 1949 to $82 million in 1952 (Saunders, 2013, p. 34).

Political warfare later made it into NSC 68 as one of the key
tools —along with conventional forces — that the United States should
employinfighting the Cold War (Lucasand Mistry, 2009, p. 63). NSC
68 called for the “intensification of affirmative and timely measures
and operations by covert means in the fields of economic warfare
and political and psychological warfare with a view to fomenting and
supporting unrest and revolt in selected strategic satellite countries”
(“NSC68,”n.d. [1950]). NSC68 helped lead tothe quadrupling of the
$34 million 1950 psychological warfare budget over the next two years
(Saunders, 2013, p. 82). For thefirst half of the Cold Warin particular,
American policymakers were enthralled with the idea of covertaction:
in the mid-1950s, covert action consumed almost 50 percent of the
CIA’s budget (Woodward, 1987, p. 51).
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The Vietnam War, Watergate scandals, and Church and Pike
Committee investigations into the intelligence community’s practices
dulled some of the appeal of covert action (Turner, 1985, p. 83). During
the 1976 investigations into the intelligence community’s abuses of
authority, Senator Frank Church argued that Congress never intended
to give the CIA authority to conduct covert political warfare abroad
(Final Report of the Select Committee, 1976, p. 563). By the mid-1970s,
covert action was estimated at only 4 percent of the CIA’s budget,
and by 1990, it was estimated at a mere 1 percent (Woodward, 1987,
p.51; Daugherty, 2006, p. 34). While the Church Committee’s report
marked an inflection point, it did not bring an end to American politi-
calwarfare. The use of covertaction figured at the forefront of Presi-
dentRonald Reagan’s war against the “evil empire” (Reagan, 1983).
Political warfare also continued in overt forms. Evenin the waning
days of the Cold War, the National Defense University published two
book-length monographs on the subject of “political warfare,” high-
lighting the continued academic interest in this subject (Smith, 1989;
Barnett and Lord, 1989).

Throughout the Cold War, America’s exercise of political war-
fare continued to span all four sides of the concentric circles consti-
tuting the “contours of political warfare,” as illustrated in Figure 1.1
and as outlined below: diplomatic/political, information, military, and
economic.

Diplomatic/Political

America’s use of political aid proved remarkably successful during
the Cold War. Two cases stand out in particular: one to aid anti-
Communist groups in Western Europe soon after World Warll, the
other to aid the Solidarity movement in Poland decades later.

In the wake of the devastation of World War II, Communist
parties in Western Europe flourished. In response, the United States
began a covert program to aid anti-Communist labor unions, politi-
cal parties, student groups, and media, particularly in France and
Italy (Turner, 1985, p. 76). Starting with NSC 4/ A, President Harry
Truman approved up to $20 million to undermine “Soviet and Soviet-
inspired activities which constitute a threat to world peace and security”
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(Daugherty, 2006, p. 118). The logic was that by creating a viable left
wing, but not Communist alternatives, one could sap political support
from Communism. By 1967, the CIA spent approximately $10 million
on such aid to foreign “friendly groups,” often funneled through U.S.
labor unions and student groups who acted as “cut outs” for the aid
(Turner, 1985, p. 76).

This aid produced mixed results. During the 1948 elections, the
CIA helped fund the Italian Christian Democrats’ campaign. The mis-
sion was successful insofar as the Christian Democrats were elected,
but once in office, they broke with the United States on policy. Con-
sequently, some American policymakers wanted to kick these parties
off the dole. U.S. ambassador to Italy Clare Booth Luce argued that
“after five years and half billion dollars in overt aid and large amounts
of covertaid, theleaders of the ‘democratic parties’ are telling us today,
just as they told us in 1948, the only alternative to the Communist vic-
tory at the polls is for us to keep them and their parties on a permanent
handoutbasis” (Mistry, 2006, p.319). Despite Luce’s frustration, the
Italian Communist party failed to win elections from 1948 through
the termination of the covertaid programin 1967 (Daugherty, 2006,
p.83,160). Moreimportantly, Western Europeremained in the West-
ern orbit.

A relatively proactive example of political warfare came toward
the end of the Cold War with U.S. support to the Polish labor union
and political party, Solidarity. Run covertly by the CIA, with the help
of the National Endowment for Democracy, the American Federation
of Labor-Congress of Industrial Organization, the Polish American
Congress, and others, the United States funneled between $10 and
$50 million to the Solidarity movement during the 1980s (Fischer,
2012, pp. 429, 431). The money underwrote propaganda for the move-
mentand supplied Solidarity with printers, copiers,and evenanunder-
ground television broadcasting capability (Fischer, 2012, p. 432).

The operation proved successful. Despite the fact that the Soviet-
backed regime declared martial law, some 300 book titles and 800
periodicals, mostly associated with Solidarity, began to circulate in
Poland during the first year alone (Fischer, 2012, p. 437). The program
only grew from there. To give some sense of the scale, Polish customs
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officials onNovember 29,1986, found hiddenina truck, onaferry from
Sweden, 23 modern Western duplicator machines, 16 fax machines, 49
photocopiers, 420 cans ofink, 5,000 pamphlets and other books, IBM
and Tandy computers, radio scanners, and radio transmitters (Fischer,
2012, p. 449).1The effort eventually contributed to Solidarity’s elec-
toral success as well. In the 1989 Polish elections, Solidarity won 160
of 161 seats in the lower chamber (the Sejm) and 92 of 100 seats in the
upper chamber (the Senate) that were allowed to be contested (Fischer,
2012, p. 450).2Solidarity’s cofounder Lech Walesa later went on to
become Poland’s second president, and Solidarity’s victory in Poland
played a significant role in hastening the collapse of the Soviet empire
(Fischer, 2012, p. 455).

Informational
Information, propaganda, and psychological warfare efforts also fig-
ured prominently during the Cold War. The United States sponsored a
series of studies to look at psychological warfare. In October 1950, the
State Department asked the Massachusetts Institute of Technology to
solve the problem of “getting truth behind the Iron Curtain” (Needell,
1993, p. 400).>Called Project Troy, the idea was to build on the pro-
paganda efforts of World War II and the Office of War Information
(Needell, 1993, p. 401). The study looked primarily at radio broadcasts
and balloons, but also at mail, journals, student exchanges, travelers,
and movies to get U.S. information to Central and Eastern Europe
(Needell, 1993, p. 409).

The United States, ultimately, tried many of these means of pro-
paganda. Between October 1951 and November 1956, some 350,000
balloonscarried anestimated 300million “friendship” leaflets, posters,

1 Importantly, while the CIA did not acknowledge whether this shipment specifically came
from them per se, it did acknowledge some of its shipments in 1986 were seized by Polish
officials (ibid.).

2 The Communist regime reserved 65 percent of the seats in the Sejm for Communist

candidates.

3 In this sense, it was similar to an earlier President’s Advisory Commission on Universal
Trainingreportof May 29,1947, which concluded that “truthisour greatestally” incurbing
the spread of Communism (quoted in Speier, 1948, p. 10).
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and books to Poland, Czechoslovakia, and Hungary. According to one
1957 survey of Hungarian defectors, 15 percent of themrelied on these
leaflets for news (Lynn, 2013, p. 42). Refugees in the West formed
another tie to countries behind the Iron Curtain, forming a more
informal network to funnel information back to their home countries
(Lynn, 2013, p. 60).

One of the more creative means of Cold War propaganda came
in the form of culture. Especially in the early period, the CIA funded
cultural activities to the tune of tens of millions of dollars a year, “in
effect acting as America’s Ministry of Culture” (Saunders, 2013, p.
108). The CIA bankrolled the Congress for Cultural Freedom, an orga-
nization that funded authors and artists around the world to promote
“the fundamental ideals governing cultural (and political) action in
the Western world and the repudiation of all totalitarian challenges”
(Center for the Study of Intelligence, 2008). The organization owed
its name to a congress convened in West Berlin’s Titania Palace on
June 26,1950 (by happenstance the day after North Korea invaded
the South), with some 4,000 cultural representatives present, including
prominent Americans such as the playwright Tennessee Williams and
the historian Arthur Schlesinger, Jr. (Center for the Study of Intelli-
gence, 2008). After the meeting, the congress later lived on as a grant-
making organization. The CIA also funneled money through 170
different foundations (Saunders, 2013, p. 113). One study of 164 chari-
table foundations found that, of the 700 grants over $10,000 made
between 1963 and 1966, 108 were partially or wholly funded by the
CIA (Saunders, 2013, p. 112).

The cultural endeavors funded through these efforts ran the
gamut. The CIA promoted displays of abstract expressionist art to
counter Sovietrealism. As oneaccount described, abstract expression-
ism “spoke to a specifically anti-Communist ideology, the ideology of
freedom, of free enterprise. Nonfigurative and politically silent, it was
the very antithesis to socialist realism” (Saunders, 2013, p. 213). Per-
haps most significantly, the CIA also backed a series of magazines —
Der Monat for German speakers (Smith, 1989, p. 202), Perspectives,
and, most notably, Encounter (Saunders, 2013, pp. 117,147). As Perspec-
tivesfounder James Laughlin said, the magazines aimed “notso much
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to defeat the leftist intellectuals in dialectical combat as to [ure them
away from their positions by aesthetic and rational persuasion” (Saun-
ders, 2013, p. 117 [emphasis in original]). Encounter became particu-
larly successful. It featured some of the best-known authors of the day,
including Julian Huxley, W.H. Auden, Thornton Wilder, Robert Penn
Warren, and others (Saunders, 2013, p. 179). Encounter also attracted a
wide readership for its day: the first 10,000 copies of its first issue sold
out quickly, and it eventually rose to become the CIA’s “flagship” jour-
nal of this kind (Saunders, 2013, p. 155, 185).

The United States military also developed a psychological oper-
ations capability during the Cold War. At the end of World War II,
much of the Army’s psychological warfare capability disbanded, only
to be reconstituted during the Korean War to perform both tactical
and strategic missions (Paddock, 1989, p. 47). Over the next several
decades, the fortunes of the military’s psychological operations commu-
nity ebbed and flowed with strategic conditions, downsizing in the early
1960s, then ramping up during Vietnam, only to decline again in subse-
quentyears (Paddock, 1989, pp.48-49). By the mid-1980s,inresponse
to a presidential directive, the military increased the attention paid to
enhancingitsability toconduct psychological operationsboth forlarge-
scale wars and in morelimited interventions (Paddock, 1989, p. 50).

Perhaps the centerpiece of the U.S. information effort, however,
was more overt in nature. In 1953, the United States founded the
United States Information Agency (USIA). Its mission was to

* explain and advocate U.S. policies in terms that are credible and
meaningful in foreign cultures;

* provide information about the official policies of the United
States, and about the people, values, and institutions that influ-
ence those policies;

* bring the benefits of international engagement to American citi-
zensand institutions by helping them build strong long-termrela-
tionships with their counterparts overseas; and

* advise the President and U.S. government policymakers on the
ways in which foreign attitudes will have a direct bearing on the
effectiveness of U.S. policies. (Nakamura and Weed, 2009, p.10)
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Inits heyday, USIA sponsored publications in 30 languages, sent
hundreds of speakers abroad, and administered a variety of cultural
and professional exchanges (Nakamura and Weed, 2009, p. 10). USIA
administered Voice of America (VOA), which grew out of the Office
of War Information and served as “the official overseas broadcast arm
of the United States” (Nakamura and Weed, 2009, p. 9; “VOA His-
tory,” n.d.). In 1999, USIA ran 190 USIS posts, staffed by 520 USIA
Foreign Service Officers and augmented by 2,521 locally hired Foreign
Service Nationals, spread across 142 countries (Nakamura and Weed,
2009, p. 12).

Otherpartsof America’sinformationeffortwereRadioFreeEurope
and Radio Liberty, which came directly under USIA’s purview later
in its existence. On August 26, 1948, CIA, OPC, State and Defense
Department officials met to discuss a radio broadcasting service for
Eastern Europe (Lynn, 2013, p. 22). This led to the creation of two
organizations, Radio Free Europe (RFE), broadcasting to Central and
Eastern Europe; and Radio Liberty (RL), targeting the Soviet Union
itself. While often lumped together, RFE and RL were separate opera-
tions. RFE was a network of organizations, each with its own director,
research unit, and programming staff, composed mostly of émigrés.
RL, by contrast, was smaller, a single station, and focused mainly on
broadcasting inRussian with smaller minority-language desks (Smith,
1989, p. 199). Both RFE and RL became large-scale efforts. Of the
$356.9 million that the United States gave to Free Europe, Inc. —the
umbrella organization that supported European émigré activities —
from May 1949to June 30, 1971, about 70 percent went to fund Radio
Free Europe (Lynn, 2013, p. 27).4

Whether RFE/RL should count as propaganda is debatable. Some
argue that, unlike their Soviet counterpart Radio Moscow, RFE/RL
adhered to journalistic standards of “objectivity and balance” (Lord,
1989, p. 26). Still, RFE/RL played a key role in broadcasting “truth”
behind the Iron Curtain. According to some accounts, RFE/RL helped
inspire an uprising of German workers in 1953 and both Polish unrest

4 According to some experts, this also was about the time when RFE/RL reached their peak
as tools of political warfare (see Smith, 1989, p. 198).
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and a Hungarian revoltin 1956 (Rowen, 1989, p. 184). Unfortunately,
the broadcasts may have also created the false expectation of U.S. sup-
port for these uprisings. One International Research Associates study
of Hungarian refugees in 1957 found that 96 percent of them had
expected Western aid and 77 percent of them had expected military
aid in 1956 (Lynn, 2013, p. 46). Still, RFE/RL continued to serve
as an alternate source of news, particularly for events downplayed or
ignored by official Soviet news sources. For example, RFE/RL became
an important source of information for Ukraine on the Chernoby]
nuclear disaster (Rowen, 1989, p. 184). By the end of the Cold War,
an estimated 60 percent of the Soviet population listened to Western
radio, many of this segment under the age of 30 (Alexiev, 1989, p. 201).

Military

Perhaps the most dramatic, if controversial, examples of American
political warfare during the Cold War were more kinetic actions —
where the United States assisted in the overthrow of left-wing regimes
suspected of collaborating with the Soviet Union or aiding insurgent
forces. Importantly, while the military aspects often overshadowed the
nonlethal dimensions, these operations were often combined with sub-
stantial nonlethal components, including the use of some of the infor-
mation and political tools described above. And while many of these
operations were tactically quite successful, they tended to leave check-
ered legacies over the long term.

During the early Cold Warin particular, the CIA played key roles
in the overthrow of several political leaders whom the United States
feared were too close to the Soviet Union. In Operation TPAJAXin
1953, the CIA overthrew the left-wing Iranian prime minister Moham-
med Mossadegh and restored the pro-Western shah to power (Daugh-
erty, 2006, p. 137). The CIA’s success came partially from political
action —backing anti-Mossadegh elements in the military, clergy, and
merchant class — whichlaid the groundwork for the coups. In the after-
math of the operation, CIA officer in charge Kermitt Roosevelt stated
thatif “we, the CIA, are ever going to try something like this again,
we must be absolutely sure that the people and the army want what we
want. If not, you'd better give the jobs to the Marines” (Daugherty,
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2006, p. 138). Former director of Central Intelligence Stanfield Turner
offered a similar assessment: “The Mossadegh government’s political
base was weak and susceptible to being toppled. The CIA simply gave
it the final push” (Turner, 1985, p.78).

Similarly, during Operation PBSUCCESS, the CIA helped
remove leftwing Guatemalan leader Jacobo Arbenz through military
pressure and psychological warfare. On June 18,1954, the CIA broad-
casted false rebel messages that Honduran Colonel Armas, at the helm
of a 5,000-man force, was invading the country and heading toward
Guatemala City. The radio messages —combined with overt pressure
from the United States and limited military actions — proved suffi-
cientto push Arbenzto resign (Turner, 1985, p.79; Daugherty, 2006,
p.138). Turner noted that “this favorable political outcome required
only asmalleffort,and again the governmentthatwas overthrownwas
so weak that only a little push was needed” (Turner, 1985, p. 79).

The September 11,1973, overthrow of Salvador Allende’s regime
in Chile followed a similar pattern. In 1969, the United States received
intelligence that the Soviet Union was trying to influence the Chilean
electionand help the Socialists win power (Daugherty, 2006, p.171).
Inresponse, the United States began a large-scale campaign to prevent
Allende’selectionas president, sponsoring some726 articles, editorials,
and broadcasts (Turner, 1985, p. 80). Despite these efforts, Allende was
elected president of Chile in 1970. After increasing tension between
Allende and the political right, the Chilean military toppled his gov-
ernment, and Allende died in the process. Ultimately, most of the CIA’s
campaign against Allende was, in fact, nonlethal: it spent $8 million
on election campaign material for anti-Allende parties; $4.3 million
onmediaand propaganda; $900,000 influencing arange of Chilean
institutions, from unions to student groups; and $200,000 to support
the coupitself (Daugherty, 2006, p.172; Turner, 1985, pp.80-81).

All three cases —Iran, Guatemala, and Chile —were only ambig-
uously successful. While Mossadegh was removed in Iran, the shah
was eventually later overthrown—a quarter of a century later —by
the radical Shi'ite cleric the Ayatollah Ruhollah Moosavi Khomeini,
whose regime still undermines American Middle East policy to this
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day. Arbenz’s ouster in Guatemala led to four decades of military rule
that resulted in the deaths hundreds of thousands of Guatemalans
(Daugherty, 2006, p.139).In Chile, a similar story played out. While
the CIA was eventually cleared of being directly involved in Allende’s
death or assisting with military strongman Augusto Pinochet’s rise
to power, the CIA’s Chilean contacts were involved in human rights
abuses —albeit over the admonitions of CIA officers (Daugherty, 2006,
p. 173).

The U.S. support for guerilla movements has produced, if any-
thing, even moreambiguous outcomes. Perhaps the three most famous
examples of this type of political warfare came mostly during the Reagan
period: the American support for tworebel factions in the Angolan
civil war, for the Contra rebels in Nicaragua, and for the mujahedeen
in Afghanistan.

Beginning in January 1975, the Ford administration authorized
covert funding to Holden Roberto’s Front for the Liberation of Angola
(FNLA) and Jonas Savimbi’s National Union for Total Independence
of Angola (UNITA) in their fight against the Marxist Popular Move-
ment for the Liberation of Angola, which was backed by the Soviet
Union and Cuba (Daugherty, 2006, pp. 178-79). Congress banned
theassistance in December 1975, only toreinstateita decade later in
1985 (Daugherty, 2006, p. 180, 210). Despite the fact that the Reagan
administration provided approximately $50 million a year in funding
and even met with UNITA leadership at the White House, the covert
action campaign did not produce decisive results (Daugherty, 2006
p. 210). Rather, Angola became the scene of one of the longest-running
civilwars of the twentieth century, and it persisted into the twenty-first
century (Daugherty, 2006, p. 180, 210).

American support to the Contra rebels in Nicaragua proved even
more controversial. The Carter administration supported these groups,
which had formed in opposition to Nicaragua’s Marxist Sandinista
government, and secured congressional approval for $75millioninaid
(Woodward, 1987, p. 111). The Reagan administration expanded these
efforts. On December 1,1981, Ronald Reagan authorized $19million
to the Contras for the purpose of training a 500-man force (Woodward,
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1987, p.589).5Ultimately, the program grew to almost $100 million a
year, backing thousands of rebels (Daugherty, 2006, p. 204).

As with the previous coups d’états, American support to the
Contras —although primarily a military action—included a substan-
tial psychological warfare dimension. The CIA allegedly produced a
doctrinal manual on behalf of the Contras (Omang, 1985, p. 5),
instructing would-be guerillas to undertake a far-reaching psychologi-
cal campaign — “the target, then is the minds of the population, all
the population: our troops, the enemy and the civilian population”
(“Tayacan,” 1985, p. 33).

Ultimately, American political warfare was enough to fuel a
bloody civil war in Nicaragua but insufficient to overthrow the Sand-
inista regime. The Sandinistas were voted out of office in the 1990 elec-
tions, but only after the Cold War had ended (BBC, 2004). As progress
slowed and the casualties mounted, Congress grew increasingly disil-
lusioned with the covert action. In 1982 and then again in 1984, the
Democratic-controlled Congress tried to block funding for the Contras
through the Boland Amendment. Some in the Reagan administration
were unwilling to give up on the program and continued to fund the
Contras through covert arms sales to the Islamic Republic of Iran. The
scandal ultimately led to the resignation of Reagan’s National Security
Adviser Admiral John Poindexter and the firing and later prosecution
of National Security Council staffer Marine lieutenant colonel Oliver
North (PBS, “General Article,” n.d.).

The funding of mujahedeen in Afghanistan is yet another
example of thelaw of unintended consequences. After the Soviet Union
invaded Afghanistan in 1979 at the request of its left-wing govern-
ment, the Carter administration began funding the Islamic-inspired
rebels known as the mujahedeen. Carter’s National Security Adviser
Zbigniew Brzezinski gave one reason: “We now have an opportunity
of givingtothe USSRits Vietnam” (Daugherty, 2006, p.189). Thanks
to well-positioned backers, like Congressmen Charlie Wilson, military
supporttothemujahedeengrew dramatically underthe Reaganadmin-
istration, from $100 million in 1981 to $120 million in 1983, $250

5 Some sources give a slightly larger $20 million figure (see Daugherty, 2006, p. 204).



History of U.S. Political Warfare 27

million in 1984 to eventually $700 million in 1988 (Daugherty, 2006,
p. 206; for the popularized account, see Crile, 2004). All in all, more
than $2 billion went to the anti-Soviet rebels, forcing the Soviets to
withdraw from Afghanistan, and “it in no small amount contributed
to the final downfall of the Soviet Union” (Daugherty, 2006, p. 189).

The holy war against the Soviet Union in Afghanistan, however,
alsoattracted volunteers fromacross the Arabworld, including Osama
bin Laden, then a wealthy young Saudi Arabian sheik and the future
founder of al Qaeda, who gothis first taste of jihad there (Coll, 2004,
pp. 155-64). By the end of the conflict, Afghanistan was awash in
weapons — by some estimates, it had more antipersonnel weapons in
1992 than India and Pakistan combined (Coll, 2004, p. 238). Worse
yet, after the collapse of the Soviet-backed regime, Afghanistan was
plunged into a civil war that eventually brought the Islamic funda-
mentalist Taliban to power and ultimately created a safe haven for bin
Laden and terrorism that would pave the way for the 9/11 terrorist
attacks.

Economic
Economic tools of political warfare also came of age during the Cold
War. Perhaps the most famous use of American economic might to
serve political ends was the Marshall Plan. Named for the general
turned Secretary of State George Marshall, the initiative started in
1947, with the United States stepping in to bail out Turkey and Greece.
In subsequent years, the American aid program expanded. From 1948
to 1951, the United States provided over $13.3 billion to 16 Western
European countries to help them recover from the devastation of World
Warll. The aid served both a humanitarian and a political purpose:
By strengthening the economies of Western Europe, the United States
believed it could check the spread of Communism. The approach
worked: Western Europe recovered and remained firmly democratic.
Later on in the Cold War, the United States would use foreign aid as a
tool to fight the spread of Communism in Central America, Southeast
Asia, and elsewhere (Epstein and Weed, 2009, p. 1).

Ultimately, the Marshall Planled to moreinstitutionalized efforts
to incorporate development into American foreign policy. In 1961,by
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executive order, President John F. Kennedy created the United States
Agency for International Development (“USAID History,” 2015). The
Kennedy and Johnsonadministrations saw foreign aid asanimportant
tool in the battle against Communism. After the Cuban revolution,
the United States increased American aid to Latin America from $157
million in 1960 to $989 million in 1965 (Lancaster, 2007, p. 69). In the
latter half of the 1960s and early 1970s, USAID'’s priorities changed
with America’s strategic focus to combat the rise of Communism in
Southeast Asia. Thus, South Vietnam, Cambodia, and Laos became
prime recipients (Lancaster, 2007, p. 75). Under the Ford and Carter
administrations, the United States used foreign aid to incentivize an
Egyptian and Israeli ceasefire and peace accord (Lancaster, 2007, pp.
78-79). Even the Reagan administration, which came into office ini-
tially skeptical of foreign aid, increased it to Central America from
$250 million to $1 billion over the course of the 1980s, largely to help
stave off leftist challenges in places like Nicaragua (Lancaster, 2007,
p. 80). While the United States used foreign aid for humanitarian pur-
posesaswell, foreignaid during the Cold Warin particular was seen as
a carrot and a method to wield political influence.

On the coercive end, the United States employed economic sanc-
tions to shift politics within the targeted states. It targeted Cuba in
1960 (in response to the Communist takeover) and Iran in 1979 (first in
response to the Iran hostage crisis and later in response to the Iranian-
backed Hezbollah’s bombing of the U.S. Marine barracks in Lebanon)
with comprehensive sanctions (Masters, 2015; Laub, 2015). The United
Statesjoined multilateral sanctions as well. Intwo of the rare uses of
United Nations sanctions during the Cold War, the Security Council
passed sanctions against Rhodesiainresponse toits unilateral declara-
tion of independence and against South Africa in an effort to force an
end to apartheid (Masters, 2015).

The United States employed more covert economic tools against
the Soviet Union. In NSDD 54, United States Policy Towards Eastern
Europe, signed on September 2, 1982, Reagan directed the U.S. gov-
ernment to promote economic liberalization in Eastern Europeasa
means to break the Soviet bloc (Daugherty, 2006, p. 198). NSDD
54 was followed by NSDD 66, Protracted Economic Warfare Against
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the USSR, which established “new strategies for increasing economic
hardship in the Soviet Union by coopting European governments as
partners” (Daugherty, 2006, p. 199). To this end, the United States
developed a covert program of sabotage. It sent doctored blueprints,
defective equipment, and computer chips with embedded flaws in
them —all in an effort to deny the Soviets the use of American tech-
nology (Daugherty, 2006, p.200).

U.S. Political Warfare after the Cold War

After the Cold War ended, the United States found itself without a
major ideological rival, and its interest in political warfare waned.
While the United States still employed some of the same tools of politi-
cal warfare — propaganda, aid to opposition groups, economic subver-
sion, and the like — many commentators argue that the United States
grew rusty in this domain (for examples, see Jenkins, 2005; Gaffney,
2005). After the collapse of the Soviet Union in 1991, USIA became
viewed asa Cold Warrelic,and Congress abolished the agency in 1999,
folding its remaining functions into the State Department (Nakamura
and Weed, 2009, pp. 15-16). Foreign aid was also cut in half during
this period, from approximately 4.5 percent of discretionary spend-
ing in 1984 to a mere 2 percent in 2002 (Tarnoff and Lawson, 2011,
p-17). The 9/11 attacks and the subsequent wars in Iraq and Afghani-
stansparked only partial interestin American policy circles in political
warfare. InaRAND report published shortly after 9/11, Brian Michael
Jenkins argued that political warfare —and influence operations more
broadly —needed to be part of any strategy to combat al Qaeda (Jen-
kins, 2002, p.24). And yet, theextenttowhich themilitaryand Amer-
ican policy community embraced the subjectremains debatable.
On the information warfare front, while the United States abol-
ished USIA in 1999, Voice of Americaand RFE/RL continue on. Pro-
pagandaand psychological warfare stillfigure in the War on Terrorism.
Some analyses even suggest that the United States should employ arts
and literature in ways similar to what was done during the Cold War
to help influence the Arab world (Schwartz etal., 2009). The United
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States has an active community engagement program as part of its
counter-radicalization campaign to try to steer at-risk individuals away
from becoming terrorists, although the United States still struggles to
counter online terrorist propaganda (see Bjelopera, 2014, pp.18-19).

The United States has used psychological warfare in a more tacti-
calsense aswell. Early onin the Iraq War, the United States released
photographs of the disheveled Saddam Hussein soon after he was pulled
fromhishiding place and later when he underwenta medical examina-
tion (Dreazen etal., 2003). The idea was partially to lend veracity to
the coalition claims that they had captured him and partially to under-
mine hissupport —and withit, the growing insurgency —inlIraq. Later,
in2006, the United States publicized a video of thenal QaedainIraq
leader Abu Musab al Zarqawi fumbling to fire an M-249light machine
gun, as part of an effort to undermine his authority in the organiza-
tion. As coalition spokesperson Major General Rick Lynch said, “And
his close associates around him ... do things like grab the hot barrel
of the machine gun and burn themselves. It makes you wonder” (Her-
nandez, 2006).

The United States has taken political action in the post-Cold War
age as well. While its efforts may not be as focused as they were under
the Cold War, the United States has retained democracy promotion as
a stated policy objective (Department of State, n.d.). It has politically
backed aseries of pro-democracy advocatesinauthoritarian countries,
from AungSan SuuKyiin Burma to the Dalai Lama in Tibet to dem-
ocraticreformersintheformerSovietrepublicsin Eastern Europe.

Occasionally, the United States has also employed more milita-
rized forms of political warfare and overtly supported rebel groups. In
Iraq, the United States has supported Kurdish groups, first against the
Hussein regime and more recently as a proxy against the Islamic State.
In Afghanistan, the United States effectively provided military sup-
porttothe Northern Alliance, leading to the downfall of the Taliban
regime. Importantly, though, this same aid proved insufficient to sta-
bilize the country after the regime’s collapse, requiring a large conven-
tional American presence that has remained there until today.

The United States has tried to repeat this model elsewhere, with
varying degrees of success. It provided about $1 billion in intelligence
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and air support—as part of a NATO intervention —on behalf of
the Libyan rebels fighting the Muammar Gaddafi regime (Barry,
2011). While the support helped the rebels overthrow Gaddafi, this
intervention — like its Cold War predecessors — fell victim to unin-
tended consequences, as Libya collapsed into chaos and became a
safehaven for the Islamic State (Cruickshank etal., 2014). Even more
recently, the United States tried to train Syrian rebels to fight against
both the Assad regime and the Islamic State in Iraq. Despite spending
approximately $500 million, the program produced only a handful of
rebels —most of whom were killed, captured, or defected —and was
subsequently terminated (Starr, Kopan, and Acosta, 2015).

Finally, without the same pressing need to stem the rise of Com-
munism, foreign aid has declined dramatically after the Cold Waras a
percentage of national income (Epsteinand Weed, 2009, p. 1). None-
theless, in the 2002 National Security Strategy of the United States,
the Bush administration publically committed to “use our foreign aid
to promote freedom and support those who struggle non-violently for
it, ensuring that nations moving toward democracy are rewarded for
the steps they take” (“The National Security Strategy of the United
States of America,” 2002, p. 4). While it is debatable how much the
Bush administration actually used foreign aid to advance democracy
(authoritarian regimes in Egypt, Jordan, and Pakistan remained near
the top of the list of recipients through 2008), the Bush administra-
tion clearly intended to try to use economic power as a means to coerce
internal political changes in foreign governments (“Top Ten Foreign
Aid Recipients, 2008 and 2012,” n.d.). President Barack Obama, like-
wise, called for placing foreign aid at the heart of his strategy to counter
therise of the Islamic State, arguing that development helps under-
mine a root cause of terrorism (Kamisar, 2015).

The United States has also embraced the use of sanctions to coerce
political behavior, although with mixed success. After the Cold War, the
United States —and the world community, through bodies such as the
United Nations — turned to sanctions far more frequently as a tool of
statecraft to shapeanadversary’s domestic behavior (see Masters, 2015).
The United States —in conjunction with its allies —imposed a series of
sanctions against Saddam Hussein’s Iraq in an attempt to force him to
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comply with United Nations weapons inspections after Desert Storm.
More recently, the United States has employed multilateral sanctions
to pressure Iran to give up its nuclear ambitions and to force Russia to
cease its aggression in Ukraine. With the possible exception of the Iran
sanctions, these efforts have often failed to produce their desired effects.

Summary

Astheforegoing history attests, political warfareisasoldand as” Amer-
ican” as the United States itself (Boot and Doran, 2013). While the
United States often views itself as the target of political warfare —and,
indeed, the other chapters in this volumeattempt toidentify and guard
against potential adversaries” use of political warfare —it is equally
important to recognize that the United States has practiced this form
of warfare since its founding (see Table 2.1). All major tools of political
warfare have deep historical roots in American foreign policy, dating
back to the attempts by the American colonists to stir up rebellion in
their northern neighbor. Before formulating responses to the political
warfare activities of U.S. adversaries and competitors today, therefore,
it behooves US. strategists to first evaluate the lessons suggested by
America’s own historical experience with these activities.

Itis worthwhile to start with a cautionary, if obvious, point: Polit-
ical warfare in the twenty-first century is different thanit wasin the
twentieth century. Today’s political warfare has to adapt not only to
a variety of new technologies — from the Internet to social media —
butalso to a fundamentally different strategic problem represented by
those technologies. Throughout much of the Cold War, the challenge
was how to influence closed societies behind the Iron Curtain. At that
time, with only ahandful of major media outlets, a state could plau-
sibly control the public message. Covert operations could also remain
secret, at least in theory.

By contrast, the challenge today is different. With a handful of
exceptions such as North Korea, many potential American adversar-
iesare more open than the Soviet Union was, and their citizens have
access tomoreinformation from a wider range of sources than ever
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The United States and Political Warfare Tactics

The Early History

Cold War

Present Day (1992—

Tool (Revolution—1945) (1946-1991) Present)
Diplomacy/ e Abolition of e Aid to democratic Recognition of
Political slavery Western Euro- pro-democracy

Information/

Recognition of
Czechoslovak
nationalism, Jews
in Palestine in
WWI

Propaganda

pean political
parties
Aid to Solidarity

Congress for

movements and
leaders (e.g., Dalai
Lama, Aung San
Suu Kyi)

Public diplomacy

Cyber to encourage Cultural Freedom to the Arab World,
Canada to revolt e RFE/RL post 9/11
against Great Tactical propa-
Britain ganda to under-
mine individual
leaders (Saddam
Hussein, Abu
Musab al Zargawi)
Military e OSS training of e Coups d’états Aid to the North-
resistance move- (Iran, Guatemala, ern Alliance
ments in France, Chile) (Afghanistan),
Burma, and e Support for Kurds in Iraq,
Thailand the Contras, Libyan and Syrian
mujahedeen rebels
Economic e Sanctions against ¢ Marshall Plan Economic aid
(Aid, Coercion, Japan on oil e Economic sabo- for democracy
Subversion) e U.S. Fruit Compa- tage against promotion

ny’s influence on
Central American
governments

Soviet Union

Sanctions against
Iraq, Iran, and
Syria

NOTE: This is an illustrative, rather than comprehensive, list of examples.

before. Russia, China, and other states are using tools to continue to
monitor and restrict their citizens” access to information and commu-
nications, and the U.S. government has devoted some efforts to defend
freedom of speech. However, the United States faces another problem
beyond the ability to communicate with citizens in closed societies:
developing a message that will resonate among a target audience who
can tap into an increasingly wide variety of alternative information
sources. Yet another difficulty is that, in an age of ubiquitous commu-
nications and dissemination platforms such as Wikileaks, the ability
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of the United States to conduct operations that remain covert, such as
itconducted during the Cold War,is much diminished. While these
trends do not wholly invalidate the American experience with politi-
cal warfare during the Cold War, they should force a recognition that
political warfare has changed since Kennan’s day.
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CHAPTER THREE

Case Study: Russia

This chapter examines Russia’s understanding, practice, and poten-
tial for using political warfare in the future. Russia has repeatedly
used proxies, propaganda, and covert action, among other tactics, to
undermine European security, mostrecently in Ukraine. Thereis good
reason to expect that Russia will continue to use these tactics in the
future in ways that will threaten core U.S. interests in Europe and
around the world.

Tounderstand the nature, limits, and capabilities of Russian polit-
ical warfare, this chapter proceeds in three parts. First, we summarize
the political and academic discourse around political warfare in Russia,
highlighting the growth of the Russian concept of “new generation
warfare,” which sees nonmilitary elements playing an increasing role
in warfare. We trace the origins of this concept to Russian interpreta-
tions of U.S. activities, Soviet and Russian foreign policy, and domestic
political trends in Russia. Second, we catalog and characterize Rus-
sian capabilities to undertake different elements of political warfare.
We categorize these elements as diplomatic and proxy, information,
cyber, military, intelligence, and economic. Wealso discuss the devel-
opment of coordination across the Russian government. Finally, we
useacase study on Russian political warfare in Estonia to develop new
insights into how Russia undertakes political warfare in practice. The
case study emphasizes that Russia tends not to fully orchestrate politi-
cal warfare from beginning to end, but instead acts to increase tension
to make confrontation more likely, and then takes advantage of crises
when they arise.
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Thischapter drawsonanumber of sources, including official doc-
uments, commentary and analysis in the Russian and Western policy
and academic literature, interviews and discussions with subject matter
expertsand officials, and the recent use of political warfare incountries
including Estonia, Georgia, Ukraine, and Moldova.

Russian Understanding of Political Warfare

In the past few years, a significant development within the Russian
military establishment has been the new concept of “new generation
warfare,” which roughly aligns with Western understandings of politi-
cal warfare. U.S. analysts have emphasized that Russian activities in
Ukraine appear to reflect this new line of thinking,'and pointtoan
increased threat of Russianpolitical warfare.2Russian officialsand ana-
lystssee “new generation warfare” asa description of how warfare has
evolved in general, implying an intent both to understand the threat
to Russia and also to adapt and utilize the Russian state to achieve its
political objectives in the future.

The essence of “new generation warfare” is the growing use of
nonmilitary means in combination with military tools to achieve polit-
ical ends.?One of the clearest and most commonly cited depictions
of the changing nature of warfare comes from the Russian Chief of

1 An account of the Ukraine crisis published by USASOC notes, “Gerasimov’s model for

modern conflict is a theoretical adaptation of emerging ideas about warfare, but elements
of these ideas clearly pertain to Russia’s unconventional warfare in Ukraine and Crimea in
2013-2014" and directly links the theoretical model to events in Ukraine. (“’Little Green
Men'’: A Primer on Modern Russian Unconventional Warfare,” n.d.; Dickey et al., 2015,
p- 221).

2 AUSASOC white paper notes, “Russian UW is thus the central, most game-changing

component of a Hybrid Warfare effort involving conventional forces, economic intimida-
tion of regional countries, influence operations, force-posturing all along NATO borders,
and diplomatic intervention. . .. Russia’s current military operations in Ukraine and recent
operations in the region provide examples of Russia’s New Generation Warfare” (USASOC,
2014, p. 4, 29).

’ Dima Ademsky writes, “ToGerasimov and other experts, NGW [new generation war-

fare] isan amalgamation of hard and soft power across various domains, through skillful
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the General Staff, Valery Gerasimov, in a February 2013 article, “The
Value of Science in Prediction,” in the Military Industrial Courier:

In the 21st century we have seen a tendency toward blurring the
lines between the states of war and peace. Wars are no longer
declared and, having begun, proceed according to an unfamiliar
template.

Therole of non-military means of achieving political and stra-
tegic goals has grown, and, inmany cases, they have exceeded
the power of force of weapons in their effectiveness. The focus
of applied methods of conflict has altered in the direction of the
broad use of political, economic, informational, humanitarian,
and other non-military measures —applied in coordination with
the protest potential of the population.

All thisis supplemented by military means of a concealed charac-
ter, including carrying out actions of informational conflict and
the actions of special operations forces. The open use of forces —
often under the guise of peacekeeping and crisis regulation —is
resorted to only at a certain stage, primarily for the achievement
of final success in the conflict. (Gerasimov,2013)

Gerasimov draws from extensive discussion in Russian military
journals about the changing nature of warfare. In 2003, the president
of the Russian Academy of Military Sciences, Makhmut Gareyev,
wrote, “The pointis thatinrecent decades we have become witnesses to
how entire nations and coalitions of nations have come to be destroyed
in the course of confrontation in the international arena without the
directuse of armed force. ... The correlation of political, diplomatic,
economic, information, psychological, and military means of fight-
ing in the international arena have changed markedly in contemporary
times. The significance and proportionate share of nonmilitary means
haveincreased significantly” (Gareyev, 2003). In 2010, Sergei Chekinov
and Sergei Bogdanov similarly observed that improving technology

application of coordinated military, diplomatic, and economic tools” (Ademsky, 2015, p. 23;
Berzins, 2014).
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has made conventional weapons more effective and full-scale war more
catastrophic, implying that “the role and significance of [nonmilitary
measures of interstate confrontation] continues to rise” (Chekinov and
Bogdanov, 2010).

A 2013 article by the same authors summarizes the developing
literature on new generation warfare. They highlight how technolog-
ical advances make it more possible for countries to undermine the
political and military leadership of their adversaries, both through
information operations (including not only propaganda but also brib-
ery,cyber attacks, etc.) and high-precision long-range strikes. Analysts
have used their article to identify discrete stages of a new generation
war, implying a concrete plan (Berzins, 2014, p. 6). Instead, their writ-
ingemphasizes the new possibilities emerging from technological and
social trends, rather than a specific plan of attack. Before the beginning
of a war, for example, “heavy propaganda” may be used to “depress
the moral and psychological feelings of the civilian population and
armed forces.” During the opening period of the war, electronic war-
fare, high-precision weaponry, and other kinetic means could be used
to “destroy critical government and military command centers,” and
thereby undermine the basic system of government. During the clos-
ing period, ground forces (which they note are a critical component of
new generation warfare), will “roll over the remaining points of resis-
tance” (Chekinov and Bogdanov, 2010, p. 22). Though the effective-
ness of new generation warfare involves the combination of military
and nonmilitary measures, nonmilitary measures are believed to be
more important; indeed, the literature suggests an ideal ratio of 4 to 1
for nonmilitary to military measures (Ademsky, 2015, p. 23).

“Information warfare” occupies a central position in this discus-
sion, and in the Russian context includes a wide range of activities
designed to influence the gathering of information, cognition, deci-
sionmaking, coordination, and the transfer of information. Dima
Ademsky writes, “Since, according to [new generation warfare], the
main battlefield is consciousness, perception, and strategic calculus of
theadversary, themainoperational toolis information struggle, aimed
atimposing one’s strategic will on the other side” (Ademsky, 2015,
p. 26). Similarly, Chekinov and Bogdanov observe that “no goal will
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be achieved in future wars unless one belligerent gains information
superiority over the other” (Chekinovand Bogdanov, 2010, p. 13).4

Discussion of information warfare is also linked to a belief that
Russia is engaged in a civilizational struggle with the West.>Russia
seesitself asa great power with arich culture and as a conservative
bulwark in the face of encroaching liberalization (Van Herpen, 2016,
pp- 28-29). Some within Russia see the Western media, support for
civil society, and other efforts intended to support democracy and free
exchange as instead intended to undermine the Russian state.?In this
context, part of the responsibility of the state is seen as defending the
information space of its citizens —i.e., their ideas and perspectives —
from foreign influence. Defense of Russia’s information sphere, from
this point of view, also involves control of the information reaching
itsnear-abroad, as well as conducting offensiveinformation warfarein
the West to counter Western dominance of information (Darczewska,
2015, p. 30).

Russia’s military and civilian strategy documents alsoemphasize
the changing threat to Russia of combined nonmilitary and military
means, and the need to respond in kind. The December 2015 National
Security Strategy observes that Russia faces “opposition from the
United States and its allies,” who are containing Russia through “the

4 Russian military writing has examined information warfare for decades, for example

identifying the concept of “reflexive control,” which involves leading “the adversary to act
according toafalse picture of reality ina predictable way” (Ademsky, 2015, pp. 26-27; Ber-
zins, 2014).

5 E.g., the Foreign Policy Concept notes, “For the first time in modern history, global com-

petition takes place on a civilizational level, whereby various values and models of develop-
ment based on the universal principles of democracy and market economy start to clash and
compete against each other. Cultural and civilizational diversity of the world becomes more
and more manifest.” Timothy Thomaswrites, “Some still blame the fall of communismon
what many Russians term the ‘information-psychological” assault from the West sometimes
referred to as the so-called Third World War” (Thomas, 2014, p. 123).

6 Putin, for example, explained in July 2012: “Russia’s image abroad is formed not by us

andasaresultis oftendistorted and does notreflect therealsituationin ourcountry orRus-
sia’s contribution to global civilization, science and culture. . . . Our country’s policies often
suffer fromaone-sided portrayal. ... But our faultlies in our failure toadequately explain
our position” (Van Herpen, 2016, p. 29).
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exertion of political, economic, military, and informational pressure
onit.” Torespond, the strategy notes that Russia is developing and
implementing “[i]nterrelated political, military, military-technical, dip-
lomatic, economic, informational, and other measures...toensure
strategic deterrence and the prevention of armed conflicts” (“On the
Russian Federation’s National Security Strategy,” 2015, para. 36).
Similarly, the 2014 Military Doctrine notes that the characteristics
of current military contingencies include the “integrated employment
of military force and political, economic, informational or other non-
military measures implemented witha wideuse of the protest potential
of the population and of special operations forces” (“Russian Military
Doctrine 2014,” 2014, para. 15a). Russia also has a stated doctrine on
“information security,” which discusses the imperative of protecting
theRussianinformationspherefromtheinvolvementofforeignactors.”
The information security doctrine identifies a threat from coordi-
nated “information weapons” from foreign entities, noting, for example,
the threat of “the ousting of Russian news agencies and media from the
national information market, and an increase in dependence on the
spiritual, economic, and political areas of public life in Russia on for-
eign information entities.”®

Russian strategic documents, as well as analysts of Russian behav-
ior, also use the term “soft power” to understand the threat and use of

7 The doctrine also identifies information activities aimed at “influencing the Russian

populationin order to sabotage its historical, spiritual and patriotic traditions,” as well as
atthe“incitement of cross-ethnic and social tensions, extremism, and ethnic and religious
animosity” among the primary threats to the state’s stability. The doctrine emphasizes the
Internet as a potential tool of “influence in the global information space, able to penetrate
totheadversary’s entire territory” (Military Doctrine of the Russian Federation, 2014).

8 Information Security Doctrine of the Russian Federation (2008). Similarly, the Con-

ceptof the Foreign Policy of the Russian Federation, (2013) notes, “Russia will take neces-
sary measures to ensure national and international information security, prevent political,
economic and social threats to the state’s security that emerge in information space in
order to combat terrorism and other criminal threats in the area of application of infor-
mation and communication technologies, prevent them from being used for military and
political purposes that run counter to international law, including actions aimed atinter-
ference in the internal affairs and constituting a threat to international peace, security and
stability.”
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integrated nonmilitary tactics to achieve political ends.’ The 2013 For-
eign Policy Concept defines “soft power” as a “comprehensive toolkit
for achieving foreign policy objectives building on civil society poten-
tial, information, cultural and other methods and technologies alterna-
tive to traditional diplomacy.” It sees soft power as “an indispensable
component of modern international relations” (“Russian Foreign Policy
Concept,” 2013) and observes the threat, presumably from the West, of
“destructive and unlawful use of ‘soft power” and human rights con-
cepts to exert political pressure onsovereign states. .. including under
the pretext of financing cultural and human rights projects abroad”
(“Russian Foreign Policy Concept,” 2013). Putin also offered a speech
in2012highlighting the importance of strengthening Russia’ssoft power
techniques, and some analysts prefer the term “soft power” to “politi-
cal warfare” as a rubric to understand Russian activities (Putin, 2012;
Sergunin and Karabeshkin, 2015, p. 352; Van Herpen, 2016, p. 27).
Beyond the official perspective, more extreme views about the
need to engage in political warfare can be found, especially from schol-
ars of “geopolitics.” Igor Panarin, dean of the academy for Russia’s For-
eign Ministry, attributes the widespread recent political changesin the
Arab Spring, color revolutions, and Maidan protests to “social control
technology and information aggression” from the United States.!® Alek-
sandr Dugin, aformer professor at the Moscow State University, draws
from the term “net-centric warfare” to identify a Western campaign of
“netwar,” meaning “artificial processes plotted in the West aimed at
destabilizing entireregionsinthe post-Sovietarea” (Darczewska, 2014,

9

i

Martin Van Herpen also describes a three-part Russian strategy of “soft power”: “mime-
sis,” which involves copying Western methods of influence; “rollback,” “a logical conse-
quence of the Kremlin’s vision that the soft power game in an integral part of a zero-sum
hard-power game . . . means curtailing, opposing, and possibly forbidding the activities of
Western soft-power in states inside Russia;” and “invention,” in which Russia uses the open
character of Western societies and past KGB-style techniques to enhance Russia’s influence
abroad (Van Herpen, 2016, pp. 33-34).

0 “Thedirectorsoftheinformationwara gainstthe USSR (A. Dulles, G. Kennan, D.Rock-
efeller, H. Kissinger, Z. Brzezinski, R. Reagan) were able to implement a strategic operation
in order to promote the ascension on the USSR of the Trotskyites-globalists N.S. Khrush-
chevand M.S. Gorbachev.” Hence, the U.S.led aconspiracy toachieve thefall of the Soviet
Union and subsequent weakness of the Russian state (Van Herpen, 2016, p. 8).
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p. 17). To counter the West's efforts, both Dugin and Panarin urge
Russiatoadoptamoreorganized, centralized, and concerted means for
countering Western information war, and they call for unity and coor-
dination among Russia’s intelligence services, government, intelligent-
sia, and all other social strata. They see justification for this approach
in Russia’s historical mission to protect the global good and to contain
the United States” global encroachment (Darczewska, 2014, pp. 14-18,
23-32). Though Dugin and Panarin’s views do seem more influential
than one might expect given their extreme positions,!! their influence
on policy is probably limited. Dugin, for example, was removed from
his position at Moscow State University after calling for the killing of
Ukrainian nationalists (Fitzpatrick, 2014; Laruelle, 2012).

The ideas outlined above offer a framework for understanding
how Russian officials and analysts understand the growing use of non-
military tactics, in coordination with conventional military tools, to
achieve political objectives. In many cases, Russian analysis on these
subjects may be disconnected from or more advanced than its actual
practice. Whatever the practical limitations of Russian capabilities, it
doesappear thatmilitary and civilian officialsareincreasingly trying to
develop Russia’s ability to conduct effective political warfare.

Sources of Russian Views of Political Warfare

Russian analysis of the changing nature of warfare and interpreta-
tions of political warfare draw from at least three sources. First, Rus-
sian observers have carefully analyzed U.S. activities for signs of the
changing nature of warfare and the potential Western threat to Russia.
Forexample, Russian officials highlight the threat of U.S.-backed color
revolutions, which in their view demonstrate how the United States
hasutilized nonmilitary tactics, sometimes backed by military force, to
achieve its objectives of regime change.’? Dmitry Gorenberg paraphrases

' Dugin and Panarin are commonly cited as important thought leaders on information
warfare (Darczewska, 2014, pp.14-18; U.S. Army Special Operations Command, n.d., pp.
15-17).

2" Onearticlenoted, “In thearea of politics, the military actions carried out by the United
States have asserted its right to use force against any state, and so launched the shaping of a
new world order. The role of the United Nations and its Security Council in addressing major
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Gerasimov, arguing that “the U.S. can’t deal with more equal relations
among states, soitisusingnew tactics toassureitssupremacy...the
United States has developed a new method of warfare, beginning with
using non-military tactics to change opposing governments through
colored revolutions that utilize the protest potential of the population
to engineer peaceful regime change” (Gorenburg, 2014).? Similarly,
YuriBaluyevskiy, former Chief of the General Staff, writes:

For the first time in the history of warfare, relying on information
as the fundamental element in the conduct of armed conflict,
the collective West managed to imbed in the consciousness of
the population of the majority of countries around the world
theidea that the United States had the exclusive right to world
governance. . . . In Europe, NATO has actively expanded to
the east, drawing into its orbit of influence CIS republics. The
reconstruction of the consciousness of the population and the

global problems has beenirreparably undermined. It may be assumed that military opera-
tions like Operation Iraqi Freedom will continue. Along with the three previous operations,
it is merely an intermediate link in the chain of planned forcible actions whose aim is to
bring the U.S. closer to achieving world domination” (Tashlykov, 2010, p. 67 [emphasis in
original]).

B In interviews with foreign media, a former head of the Russian domestic security agency
(FSB) Nikolai Patrushev similarly described Russian motives in Ukraine: “For the last
quarter of a century, these actions were designed to wrest Ukraine and other former Soviet
republics away from Russia and to redesign the post-Soviet space in America’s interests. The
US created the conditions and pretexts for the coloured revolutions and financed them lav-
ishly.... Victoria Nuland, the US assistant secretary of state for European and Eurasian
affairs, has said that her country spent $5bn between 1991 and 2013 “supporting the aspi-
rations of the people of Ukraine for a stronger, more democratic government.” Even open
sources, such as congressional documents, show that government spent no less than $2.4bn
onvarious American “aid” programmes to Ukraine between 2001 and 2012... .. The coup
in Kiev, which was clearly carried out with the help of the US, conformed to a classical
model worked out in Latin America, Africa and the Middle East. But never before had such
acoup impinged on Russia’s interests so directly” (Egorov and Patrushev, 2014). A recent
article assessing threats to Russia similarly notes, “The situation is complicated by the fact
thatthe United States and its allies, above all those in NATO, take advantage of controlled
chaos technologies and actively intervene in all spheres of vital activities, not even drawing
thelineatcovertuse of force. Suchactions broaden thespectrum of threats and become the
main method of achieving military (and in the final account political) goals by nonmilitary
means” (Podgornykh and Dolgov, 2014).
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targeted formation of a pseudo-elite in these states allowed the
West, atrelatively little financial and material cost, to obtain loyal
allies on our borders that are more than happy to kill their former
compatriots. The apotheosis of this was the Georgian attack on
South Ossetia in August of 2008. (Baluyevskiy and Khamzatov,
2014)

While this view of Western tactics may appear paranoid to Western
audiences, Ademsky emphasizes that the Kremlin and those around it
“genuinely perceive Russia as operating under a long-lasting encirclement
which aims to undermine and ultimately destroy it in geopolitical
terms. Its current behavior, inits eyes, is a defensive counter attack fol-
lowing a Western aggression across various domains —in international,
military, economic-energy, and internal affairs.”*

Some analysts have noted that Gerasimov’s discussion appears
to describe Russia’s actions in the Crimea and eastern Ukraine and,
implicitly, future Russian activity. Robert Coalson (2014), for example,
sees Russia putting in place tactics implied by Gerasimov’s writings
in Ukraine: “it became clear very quickly that Russian politicians,
journalists, purportedly nongovernmental organizations, state compa-
nies, think tanks, the military, the courts, government agencies and
the Duma were all working from the same instructions for the same
goals.”’Other analysts claim Gerasimov is describing U.S. activi-
ties, rather than expressing any intention for how Russian forces will
develop orbehave. Samuel Charap writes, forexample, “Gerasimov is

H - Ademsky goes on to note, “With few exceptions, Western experts utilize the term [hybrid
warfare] to describe Russian military theory and practice, particularly regarding the crisis
in Ukraine and the potential future standoff onits European periphery — especially in the
Baltic area. This categorization may be inaccurate. The current Russian thinking and waging
of waris differentfrom HW, as perceived inthe West. ... Before the 2014 events in Ukraine,
the term appeared in the professional discourse either in reference to the U.S. Threat percep-
tion or to categorize one of the recent trends in the U.S. Way of war” (Ademsky, 2015, pp.
21-23).

5 Coalson further observes, “The view of global affairs presented in this article, I think,
accurately reflects an important strain of Kremlin thinking. After all, itis presented in an
obscure publication and its exposure to foreign audiences could not have been foreseen”
(Coalson, 2014; Galeotti, 2014a).
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actually describing what he sees as thenew USway of war, not Rus-
sian doctrine” (Charap, 2015, p, 53). Charap also notes the inconsistent
success of Russianirregular warfare in Ukraine, as well as the fact that
Russia needed to use conventional warfare to prevent a separatist defeat
in eastern Ukraine in August 2014, as evidence against the likely use
of irregular or proxy warfare by Russia in the future. But inconsistent
success does not necessarily mean that Russia did not attempt to adopt
lessons from new generation warfareintoitsactivities in Ukraine (both
in Crimea and eastern Ukraine) or that it will not continue to adapt its
forces with new generation warfare in mind in the future.

Second, Russia’s thinking about political warfare draws from past
Russian and Soviet foreign policy.” Russian analyst Fyodor Lukya-
nov, for example, summarizes Russia’s soft power strategy as a plan
“to revive Soviet-era practices that were quite effective” (“Why Rus-
sia’s Soft Power Is Too Soft,” n.d.). Polish analyst Jolanta Darczew-
eska argues that Russia’s adoption of information warfare concepts
represents an attachment “to old methods (sabotage, diversionary
tactics, disinformation, state terror, manipulation, aggressive pro-
paganda, exploiting the potential for protest among the local popu-
lation)” (Darczewska, 2014, p. 7). Archived KGB documents depict
exactly the measures that Russian ideologues, politicians, and doc-
trinal documents attribute to the Western actors (“Actions to Pro-
mote Discord,” 2007). For example, these documents describe KGB's
efforts to destabilize Turkey in the 1950s and draw cleavages between
Turkey and the United States using deception, fabricated letters to
Turkish officials, strategic content placement in Turkish newspapers,
and creation of false opposition groups. The documents further describe
means of manipulation of public opinionabroad (“OnHuman Rights,”
2007), use of psychological operations (“KGB Practices,” 2007), and
other approaches to undermining the power and credibility of indi-
viduals, organizations, and countries that stood in opposition to the

16 Several Western analysts of Russia emphasized that there was nothing new in the adop-
tion of political warfare tactics by Russia (discussions with U.S. and European analysts,
November 2015-February 2016; Russian Measures Short of War Conference, 2016; Wilson,
2005, Chapter One).
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Soviet ideology (see, e.g., “Association of the United Postwar Immi-
grants,” 2007). Analysts point to Soviet-era terminology suchas “active
measures” and maskirovka (deception) toexplain Russia’sbehavior (Ber-
zins, 2014, p. 7; Heickero, 2010, pp. 21-23; Blank, 2013, pp. 31-44).
Third, Russian political warfare draws from its own domestic
politics. Russia’s political system is perhaps best understood as “com-
petitive authoritarianism,” in which there is some form of democratic
competition, but the regime is able to unfairly skew the vote in its
favor (Levitsky and Way, 2010). The techniques of political manip-
ulation are often referred to as “political technologies,” and in gen-
eral the term “technology” is used to describe a technique of nefarious
or unfair manipulation. Common examples of political technologies
include covert support for nongovernmental organizations, the cre-
ation of fake organizations as a means of infiltration or redirection of
sentiment, manipulation of media, and misuse of the justice system to
attack opponents (“legal technology”). Peter Pomerantsev writes that
Vladislav Surkov, “the political technologist of all Rus””and a senior
advisor to Putin, “directed Russian society like one great reality show.
He claps once and a new political party appears. He claps again and
creates Nashi, the Russian equivalent of the Hitler Youth” (Pomerant-
sev, 2015, p. 65). In Pomerantsev’s account, Surkov and othershavea
philosophy of government in which “everything is PR” —the regime
has no connection to any particular ideology, and instead seamlessly
shifts between narratives and controls opposition groups voicing appar-
ently contradictory messages (Pomerantsev, 2015, pp. 65-74). The use
of political technology appears fundamental to the regime —indeed,
Andrew Wilson describes Russia under Putin as a “virtual democ-
racy,” in which “politics should only exist as a series of designer proj-

ects, rather than as areal pattern of representation and accountability”
(Wilson, 2005, p. 39).1%

7 Te., the Russian ethnic group.

B Putin’s strategy for governing Russia is also described in a strategy document published

in Kommersant on May 5, 2000; for an English translation, see Podkopaev, Dawisha, and
Nealy, n.d. See also Dawisha, 2014.
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It is natural for Putin’s regime to draw on these techniques to
create political change abroad. Indeed, Wilson highlights how “politi-
cal technology” used in Russia has been exported and used in the rest
of the post-Soviet world,“including media manipulation, the setup of
manufactured groups to disrupt opponents’ campaigns,*the creation
of fake political parties to distract from the real candidates, and “black
PR” or “Kompromat” —“the use of compromising material, real or
imagined (financial details, lurid videos, simple slander), against oppo-
nents” (Wilson, 2005, p. 47).

Not all of these tactics can be used in an unlimited way in the
post-Soviet world. In Ukraine, for example, Wilson observes, “The
opportunities for direct ballot stuffing were limited, so the authori-
ties used ‘legal technologies” to prevent the opposition [from] regis-
tering in many localities and [set] up fake ‘clone” branches instead”
(Wilson, 2011). In the Baltic states, though Wilson observes “covert
action, subterranean party finance and the persistent use of kompro-
mat,” he emphasizes that “wholly fake parties don’t really exist in the
Baltic States: they are too small and their media markets are too free”
(Wilson, 2011). Wilson claims that political technology depends on “a
powerful butamoral elite; a passive electorate; a culture of information
control; and the lack of an external counterpoint, i.e., foreign inter-
vention” (Wilson, 2005, p. 41). Similarly, Steve Levitsky and Lucan
Way theorize that competitive authoritarianism can persist only in the
absence of Westernleverage and of local linkages to Western countries,
implying limits on Russia’sability to influence many Eastern European
countries (Levitsky and Way, 2010, Chapter Two).

Y Wilson notes, “Russia doesn’t have many export industries. ... Now Russia has political
technology. ... Russian political technologists were not just in Ukraine and elsewhere to
make money, although there was plenty of thataround. According to Volodymyr Polokhalo,
‘they aren’tjust making money, but serving as Russian agents of influence, “distributors” of
Russian interests”” (Wilson, 2005, pp. 57-58).

Y Examples include “organized evening canvassing by company employees claiming to
work for opponents, issued invitation to opponents’ rallies in bad weather or rallies that
simply failed to happen, handed out free but shoddy goods from opponents” (Wilson, 2005,
p. 66).
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Thus, there is a rich and evolving discourse within the Russian
military and foreign policy establishment on political warfare. Senior
leaders take seriously the growing importance of nonmilitary tactics
forachieving political objectives. Inaddition to drawing from views of
the changing nature of warfare, Russian thinking about political war-
fare takes into account long-standing analysis of information warfare,
Soviet-era tactics of political warfare, and the use of political-warfare-
style tactics in Russian domestic politics. Nevertheless, there may be
a substantial gap between the way that Russia thinks about political
warfare and the way it actually practices these tactics. Hence, the next
section examines in detail the state establishment that actually per-
forms political warfare.

Russian Organizations That Pursue “Political Warfare”

This section surveys the elements of Russian state power that are used
to achieve its objectives without the use of military force. The section
emphasizes the covert, nefarious, and deniable tools, rather than the
overt and official ones. Nonmilitary tactics are also used in kinetic
military operations, but the use of these tactics in such operations has
a different character than political warfare.

Western officials and analysts have highlighted Russia’s capabili-
ties to use political warfare to achieve their objectives. U.S. Director of
National Intelligence James Clapper, for example, noted in February
2016 that Russia would likely continue to “covertly use military and
paramilitary forces in a neighboring state” and to “take information
warfare to a new level” (Clapper, 2016, p. 18). The context of Rus-
sian activities in Georgia, Crimea, and eastern Ukraine has increased
Western attention on new generation warfare, as discussed in the pre-
vious chapter. Similarly, Oscar Jonsson and Robert Seeley highlight
Russian use of “full-spectrum conflict,” including “subversion, phys-
ical and information provocation, economic threats, posturing with
regular forces, the use of special forces, and the military intelligence
coordinating paramilitary groupsand political front[s].” They note that
these tools “have been part of the Russian/Sovietlexicon of conflict for
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generations,” and have been used recently in Crimea, Georgia, Mol-
dova, and elsewhere (Jonsson and Seeley, 2015).

Russia’s nonmilitary tactics can be understood as operating in a
range of geographic concentric circles. Itsinterests, resources, and abil-
ity to deploy tools of foreign policy are reduced, though remain sig-
nificant, in the outer circles.?In the first circle are countries directly
within Russia’s sphere of influence, including the Commonwealth of
Independent States (CIS).2 Analysts emphasize that Russia sees itself
asaregional great power, and that this leads it to “influence the domes-
tic politics of the surrounding states” (Saivetz, 2012, p. 402). Countries
in Russia’simmediate region, including Belarus, Kazakhstan, Krygyz-
stan, Tajikistan, and Uzbekistan, have continuing close economic ties
with Russia, membership in Russian-controlled treaty organizations,
and insome cases significantnumbers of Russians or Russian speakers.
With many former Soviet citizens and a parallel experience of post-
Communism, they are also likely more receptive to Russian media.
In the second circle are former Soviet or Warsaw pact countries, some
withsignificantnumbers of Russianspeakers, whoarenolonger under
Russia’s influence but over which Russia retains interests (Estonia,
Latvia, Georgia, Ukraine). This group is more exposed to the Westand
Western media, and generally far less receptive to Russian influence.
A third circle includes the West and the rest of the world, especially
countries that are perceived as threatening Russia or influencing its
neighborhood.?

The typology in Figure 3.1 is one way to conceptualize Russia’s
influence over organizations in foreign countries. It suggests a five-
category schema that categorizes entities ranging from those that are

2 Geethe “Regional Priorities” section of the 2013 Foreign Policy Concept, for example,
which discusses “priority areas” as “the development of bilateral and multilateral coopera-
tion with the CIS Member States,” and then goes on to discuss its relations with Georgia, the
Black Sea and Caspian regions, and then the European Union, NATO and the rest of the
world (Ministry of Foreign Affairs of the Russian Federation, 2013).

2 The Commonwealth of Independent States (CIS) includes Armenia, Azerbaijan, Belarus,
Kazakhstan, Krygyzstan, Moldova, Russia, Tajikistan, and Uzbekistan.

3 One metric of which sphere countries fall into is the price they pay for Russian gas
(Abdelal, 2013, pp. 421-56).
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Figure 3.1
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transparently part of the Russian state to those over which the Russian
state exerts no influence. Given the extensive influence of the Russian
regime in its neighborhood, it is difficult to definitively assign groups
to these categories, but this typology offers a first cut at highlighting
the different means and approaches of Russian influence.

Still, there is some risk of exaggerating Russian influence and
capabilities. Despite claims that political technologists such as Surkov
direct NGOs, for example, groups whose agendas align with Russia’s
goals could be legitimate and independent political organizations.
Indeed, noteverything thathappens in Russia’s favor is necessarily ini-
tiated by Russia, just as the United States is not responsible for every-
thing that happens in its favor.

Diplomatic and Proxy

Russia uses formal (diplomatic) and informal (proxy) ties with a wide
range of foreign organizations as key means of influence in foreign coun-
tries, especially initsnear abroad, meaning Russia’s perceived sphere of
influence.

Russia has official relations with former Soviet republics through
several formal institutions, including the CIS, the Collective Secu-
rity and Treaty Organization (CSTO), and the Eurasian Economic
Union (EEU). These institutions were created to manage the breakup
or “divorce” of the Soviet Union, to compete with and counterbalance
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Western institutions such as the EU and NATO, as well as to secure Rus-
sia’s influence within its region. Analysts and observers have consistently
questioned the ability of these organizations to achieve their declared
goals of economic and political integration, and emphasized that Russia
has extensive means of influence outside of these organizations. Never-
theless, these organizations retain a role in Russian foreign policy and a
means of coordination and influence with its neighbors (Saivetz, 2015).
Russia’s Compatriot Policy is a principal tool of its foreign policy
inits near abroad. The policy was ostensibly developed as a means for
Russia to protect and maintain a connection with its “compatriots,”
meaning Russians, former Sovietcitizens, and their descendantsliving
outside of Russia.* The Compatriot Policy was developed following
the color revolutions in the early 2000s, in which governments friendly
to Russia were forced from power in favor of Western-leaning govern-
ments. Marlene Laruelle observes that the regime believed that it was
losing relative to the West, and took action accordingly to strengthen
its influence within its near abroad through the justification of protect-
ing compatriots.”?Indeed, the Compatriot Policy has become more of
a tool through which Russia can use Russian-speakers, former Soviet
citizens, and affiliated groups to influence the politics of its neighbors,
rather than a means to protect the interests of these individuals.?

% The Compatriot Policy applies to four categories: Russian citizens living abroad, individu-
als who used to hold Soviet citizenship, individuals who migrated from the Soviet Union or
Russian Federation, and descendants of the three previous categories except those who iden-
tify with their new home country.

5 Laruelle explains, “The Kremlin’s perception that it was defeated in its neighborhood had
seriousrepercussions and revived Moscow’s will to investinto soft power and image-making.
The Presidential Directorate for Interregional and Cultural Relations (Upravlenie Prezidenta
Rossii po mezhregional’ nym i kul’turnym sviaziam) was put in charge of conceptualizing
Russia’s new policy toward the Near Abroad. This directorate was led by another influential
‘polit-technologist,” Modest Kolerov, who was dismissed after the 2007 Bronze Soldier scan-
dal in Estonia” (Laruelle, 2015, pp. 9-10).

% QOne report observes, “The so-called Russian compatriots, or Russians who live outside
the territory of the Russian Federation, are becoming one of the most important Russian for-
eignpolicy tools toexertleverage ontheirhostcountries....Russian foreign policy makers
officially use the notion of protecting compatriots for purely decorative purposes” (Pelnens,
2009, p. 63).
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Official government organizations, category 1in figure 3.1, play a
majorrolein the Compatriot Policy. The Ministry of Foreign Affairs
hasa Department for Cooperation with Compatriots. This department
leads the Compatriot Policy in collaboration with Rossotrudnichestvo,”
a separate agency under the Ministry of Foreign Affairs. Rossotrud-
nichestvo’s full title is the “Federal Agency for the Commonwealth of
Independent States, Compatriots Living Abroad, and International Cul-
tural Cooperation,” and it appears designed to mirror the U.S. Agency
for International Development (USAID). As its full name implies, Ros-
sotrudnichestvo’s apparent mission is to expand Russia’s influence abroad,
with a focus on the CIS countries (Van Herpen, 2016, p. 36).

Theseagencies workinclose coordination with category 2 organi-
zations, which are formally nongovernmental but are state-funded and/
or transparently work in close coordination with the state. The most
prominentis Russkiy Mir, whichwas created by a presidential decree in
2007 with the goal of promoting the Russian language, culture, and
education abroad (Sergunin and Karabeshkin, 2015, p. 352). Rather
than an organization simply supporting cultural exchange, Russkiy
Mir may instead be a key link between the Russian government and
groups pursuing Russia’sinterests. Another example is the Institute for
Democracy and Cooperation (IDC), with offices in Paris and New
York, which acts as a Kremlin-funded think tank, focusing on “human
rights based on traditional values” (Braw, 2015; Van Herpen, 2016,
p. 34). Unlike the Western foreign aid organizations that the Russian
organizations are claiming to emulate, the funding by Russian govern-
ment actors remains confidential. In Latvia, for example, Re:Baltica
identified 20 organizations that secretly received funding from Russkiy
Mir,contrary tolocallaws thatrequire NGOs tolist thename of their
funders (Springe, Motuzaite, and Gailane, 2012).

The regime often seeks influence through other organizations.
Some of these are in category 3, formally independent organizations
withnoofficial ties but thatarebelieved to be closely controlled proxies
of the state. Perhaps the bestexample of a category 3 organization is the
Night Wolves, a Russian biker gang with ties to Putin. Mark Galleotti

7 See the Rossotrudnichestvo’s homepage athttp://rs.gov.ru/en.
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writes that “the 5,000-strong Night Wolves are best thought of as aux-
iliaries of the state,” noting that they havereceived significantamounts
of money from the Russian government. He explains that Putin’s sup-
port of the biker gangs reflects the Kremlin's broader strategy of co-
opting potentially opposing groups: “they occupy the cultural niche that
the real outlaws would otherwise colonize, and deny it to groups that
would berather less congenial for the Kremlin” (Galeotti, 2015). The
Night Wolves have appeared in Crimea and elsewhere to voice their sup-
port for expanding Russian influence (one slogan of the gang is “wher-
ever the Night Wolvesare, that should be considered Russia”) (Galeotti,
2015; Walker, 2015). There are also likely other organizations in this
category in which the state’s influence remains unknown or secret.

The Russian regime has a more complex relationship with cat-
egory 4 organizations, whichare fully independentbuthaveanagenda
that is somewhat in parallel with the regime. These organizations
may receive some funding or have formal ties with the government or
regime, but the regime’s influence over their decisions is more limited.
For example, political parties in the region — including Yanukovych'’s
Party of Regions in Ukraine (“Party of Regions Hopes for Strengthen-
ing Collaboration with ‘United Russia’ Party,” 2009), Harmony Centre
in Latvia, and the Centre Party in Estonia —have ties with United
Russia, the governing party in Russia (Milne, 2015; “How to Deal with
Harmony,” 2014). Similarly, a Russian bank has provided a large loan
to the National Front in France, and Viktor Orban, the prime minister
of Hungary, is reported to have links with Putin (Chazan, 2015; “The
Viktor and Vladimir Show,” 2015). Despite these ties, these parties are
not necessarily under the thumb of the Russian government.

The Russian Orthodox Church, also arguably in category 4,
serves as an example of the Russian culture that the soft power policy
isintended to defend. The Russian Ministry of Foreign Affairs and
the Church have a joint commission, Putin commonly speaks sup-
portively of the Church, and some oligarchs close to Putinfund and
have close ties with the Church. Priests from the Russian Orthodox
Church have also been active with the separatists in Ukraine, while
the separatists have attacked non-Orthodox believers within their ter-
ritory. Though the Church is generally supportive of Putin, it has not
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marched in lockstep with the regime’s policy, such as by not voicing
strong support for the annexation of Crimea. The Churchappears to be
concerned especially with avoiding alienating believers in Russia’s near
abroad, and appearing too obviously as a direct proxy of the regime
(Coyer, 2015).

Afinal group in category 4 are organizations led by wealthy indi-
viduals, often referred to as oligarchs. Though oligarchs may sometimes
act as agents of the regime, they may sometimes seek to influence the
regime or even act contrary to the regime’s preferences. For example,
Konstantin Malofeev, a Russian billionaire who supports many Ortho-
dox Christian causes, is believed to have been instrumental in sup-
porting Igor Strelkov and Aleksandr Borodai in creating a separatist
movement in eastern Ukraine only initially (Weaver, 2014; Luhn, 2014).
Indeed, the movement in eastern Ukraine did not appear explicitly to
seek the goal of separatism until Strelkov and Borodai took over control
(Weaver, 2014; Luhn, 2014). Later, however, Strelkovand Borodai left
their positionsin theleadership of the separatist movement, likely invol-
untarily, and were returned to Moscow, where Strelkov has become a
moreactivecritic of theregime (Kravchenko, 2015;Roth, 2015). While
Russia has clearly offered supportand at times encouragement to like-
minded organizations, the regime faces principal-agent problems with
groups that it supports.

Russia’s influence over independent organizations is limited and
specific to each context. For example, while Russia was able to nurture
a separatist movement in eastern Ukraine, separatism did not spread
to other cities in Ukraine, such as Odessa and Kharkiv, despite large
numbers of individuals sympathetic with Russia (Pifer and Thoburn,
2014). Also, heavy-handed enforcement of Russian leadership over
the separatists, including assassinations of separatistleaders, has been
reported.?It should not be assumed that an organization is controlled
by the regime simply because it has links with it; rather, assessing Rus-
sianinfluence overa given organization requires a case-specific assess-
ment of the relationship and political context.

B Discussions with analysts, Ukrainian officials, and former OSCE observers, May 2015-
January 2016.
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Informational

The Russian governmentconsiders masscommunicationavital battle-
ground of international politics and has developed an extensive, well-
funded media arsenal tofacilitate its foreign and domestic objectives.?”
Two major agencies that work for audiences outside of Russia spear-
head this work: Rossiya Segodnya and RT (see Figure 3.2). Itis alleged
that these agencies are separate entities, though there is overlapping
leadership, including the same editor-in-chief, Margarita Simonyan.*

Rossiya Segodnya is part of the Russian government, a category
1 organization, intended to act as an official international informa-
tion agency * The agency’s website states that its mission is to provide
timely, balanced, and objective information of world events and share
avariety of views on key events, including views not covered by other
entities (HoBocty, “Uctopus arentcrsa”). The President of Russia
appointsand fires the director-general of theagency, currently Dmitriy
Kiselev.Kiselevisapopular Russiananchorknownabroad forhis radi-
cal anti-Western views. In his own words, he aims for the agency to
“restore fair attitudes toward Russia, as an important global actor with
good intentions” (Vesti.ru [News.ru], 2013).

Based in Russia, Rossiya Segodya combines radio broadcasting,
news feeds, information platforms, multimedia international press cen-
ters, production and transmission of photo content and infographics,
social media platforms, and content for mobile devices. While no offi-
cial financial information is provided on the agency’s website, other

¥ Accordingly, inits Foreign Policy Concept of 2013, Russia declared that it must “create
instruments for influencing how it is perceived in the world,” “develop its own effective
means of information influence on public opinion abroad,” and “counteract information
threats to its sovereignty and security” (Russian Foreign Ministry, 2013).

¥ Most Russian government-funded platforms existed before the onset of the Ukraine
crisis, but Russia’s actions in Ukraine and the role attributed to Russian propaganda in the
annexation of Crimea (see, for example, NATO Strategic Communication Center of Excel-
lence, 2014) have brought to the forefront concerns about the potentially insidious influence
of Russian media on international audiences.

3 Rossiya Segodnya was established on December 9, 2013, by President Putin’s decree on
“Measures to increase effectiveness of state media” (see Ria Novosti, n.d.).
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Figure 3.2
State-Funded Russian Media for Foreign Audiences
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resources indicate that its annual funding reaches about $170 million
(Tétrault-Farber, 2014).

Sputnik, an online and radio platform launched by Rossiya
Segodnya in November 2014 to replace the Voice of Russia, broad-
castsexclusively toforeignaudiences. Sputnik claimsto “pointthe way
to a multipolar world that respects every country’s national interests,
culture, history and traditions” (Sputnik International, “About Us,”
n.d.).Sputnik includes websites, analogue and digital radio broadcast-
ing, mobile applications, and social media pages; publishes materials in
about 30 languages; and broadcasts news around the clock in English,
Arabic, Spanish, and Chinese.

The Russian government created RT in December 2005 as a
public relations instrument for promoting Russia’s positive image
abroad. Unlike Rossiya Segodnya, RT is a category 2 organization:It
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is registered as a nonprofit organization (TV-Novosti) and is funded
through the Federal Agency for Pressand Mass Communications. The
organization was originally called Russia Today, and it focused mostly
onculturaland news programmingaboutRussia. Gaining little success
abroad, in 2009 the network adopted a new name and refocused its
coverageaway fromeventsinside Russia to delivering stories on global
topics. Since then, RT’s declared objective has been to “provide an alter-
native perspective on major global events and acquaint international
audiences with the Russian viewpoint (RT.com, “About Us,” n.d.).

RT has significantly expanded since its creation. Today, it has
22 bureaus in 19 countries and territories and employs over 1,000
media professionals (RT.com, “ About Us,” n.d.). It currently broadcasts
through RT International (flagship channel in English), RT America
(English), Rusiya Al-Yaum (Arabic), Actualidad RT (Spanish), and the
documentary channel RTDoc. In 2013, RT added a Berlin-based, full-
service video agency, Ruptly, which delivers news footage from global
hotspots. RT also hosts InoTV, a channel that broadcasts in Russian the
news coverage of Russia from other agencies and countries. The sharp
decline of theruble at the end of 2014 forced RT to postpone its open-
ing of new channelsin German and French (Shuster, 2015, pp.44-51),
although RT now operates news websites in German and French. All
RT channels present around-the-clock news bulletins, documentaries,
talk shows, and debates, as well as some programming about Russia’s
culture and sports. RT also boasts the popularity of its YouTube chan-
nel, where it is the number one TV news network, with over 2.5 billion
views and nearly 3 million subscribers. RT sees its YouTube platform
as “the core element of the network’s emphasis on multi-media news
delivery” and “high engagement with the audience” (RT.com, “ About
Us,” n.d.). According to RT, its annual funding in 2015 was $225 mil-
lion (RT.com, 2015). Other sources give much higher estimates (RT.
com, “Facts vs Fiction,” n.d.).

Besides these operations, Russian-language programming created
for domestic Russian audiences is made available to the public across
Russia’s near abroad, where a good portion of the population under-
stands Russian. Russian state-controlled platforms, such as Russia 24,
NTV, Channel One, and RTR (Russia-1), as well as Russia’s most
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popular social media platform, VKontakte, dominate the information
space in the Commonwealth of Independent States and enjoy a nearly
complete monopoly on Russian-language coverage in the Baltic States
(NATO STRATCOM Center of Excellence, 2015).2Russian media
in the near abroad has maintained its attractiveness to local audiences
through diverse entertainment programming, interspersed with news.
The Russian government also appears to be sponsoring an inten-
sive effort to influence social media through “troll farms.” These groups
regularly post information to websites in Russia and abroad to reflect
theregime’s point of view, cast doubt on Western narratives, or oth-
erwise influence public opinion (Volchek and Sindelar, 2015) 3 While
conclusive links between the “troll farms” and the Russian government
have not been established, these groups are likely separate organiza-
tions funded by the state —i.e., category 3 organizations.

Russia’s Media Messages and Target Audiences
Russia explains its media messaging as communication of its own
legitimate viewpoint—it claims its messages counter the “Anglo-Saxon
monopoly of information streams” (“Visit to ‘Russia Today, ” 2013),
as well as “restore fair attitudes toward Russia, as an important global
actor with good intentions” and “providea picture thatis closer to real-
ity” (Vesti.ru, 2013). Tothis end, RT and other news sources empha-
size that they provide an alternate view to Western mainstream media
and offer space to voices on the political and social margins, such as
Julian Assange. RT has, at times, also produced high-quality and even
award-nominated work (RT.com, 2012).

However, when it comes to international affairs, Russian media
tends to feature mostly biased, agenda-driven programming, ridden
with conspiracy theories, falsified facts, and selective, largely critical,

2 Additionally, providers such as www.kartinausa.tv, which streams programs soon after
they are available in Russia, or the Swedish Modern Times Group facilitate the channels’
penetration to Lithuania.

3 An article in the Moscow Times, for example, notes that Russian authorities first used
manipulation of Internet content to influence domestic politics, and since “these tools were
so effective athome . . . [first deputy chief of staff of the Kremlin Vyacheslav] Volodin’s team
decided to apply them to U.S. and European audiences as well” (Klishin, 2014).
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reporting.® At the same time, it is mostly silent on corruption, sup-
pression of free speech, or other negative stories from within Russia.®
This is why many argue that Russian media abroad has been increas-
ingly reminiscent of the Soviet-style propaganda, and is a method by
which the Russian state competes with the West over Ukraine and
other issues (“RT Is Very Upset,” 2014).

Unlike its Soviet predecessors, however, Russian information
efforts rarely aim to persuade or convince ideological opponents of an
alternative truth. Instead, the apparent intent of Russian media seems
to be to confuse narratives through the use of conspiracy theories and
a barrage of alternative explanations, to undermine trust toward the
established media and political institutions, and to instill a belief that
the truth is unattainable, thereby making it more difficult to support or
condemnactions of any particular actor (Snyder,2014). A clear example
of this was Russian media coverage of the tragedy involving flight
MH17 —an apparent attempt to drown the Western-proposed version
of events in the cacophony of multiple unlikely possibilities (“The
Kremlin's English-Language Media,” 2014). The effects of obfuscation
can be powerful even if the communications do not engender belief,
and these effects can be compounded if not countered by concerted
and authoritative refutation backed by evidence. When accused of
biased reporting, Russian producers often point to the obsolescence of
objectivity,assertthatbiasisinevitableinallmedia (especially Western),

% The journalistic standards of Russian government-owned media have been questioned,
especially during the Ukraine crisis. Britain’s broadcasting regulator Ofcomissued a warning
toRTinNovember, 2014 after concluding thatithad “failed to preserve due impartiality”
infourbroadcastsabout the conflictineastern Ukraine. Inanother case, Ofcomsanctioned
the RT program “Truthseeker” for misleading and biased programming on the conflicts in
Syria and Ukraine, after which the program was canceled (Jackson, 2015; Bidder, 2015).

% Inarecent study, students at the Columbia University Graduate School of Journalism in
New York spent two semesters monitoring RT. According to the project’s research supervi-
sor, Professor Ann Cooper, “on some subjects, especially what’s happening in Ukraine, RT
just completely toes the Kremlin line.” Predictably, the study also noted the lack of criticism
of Putin in any of the channel’s programming. Further, the students were particularly sur-
prised by theabundance of programming on the channel thatwouldlikely appealtoa U.S.
or European audience “that doesn’t trust government, is pretty cynical about government
and is open to believing in certain conspiracy theories.”
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and claim that the reaction to Russian reporting is the West's reflection
on its own flaws (TV Rain, Hard Day’s Night, 2015).

Opverall, Russian media mirrors the regime’s generally fluid
approach to ideology, which allows for the tailoring of messages in
accordance with different needs and audiences. Both in Europe and
in the United States, RT appeals mostly to the audiences on different
ends of the political margins, similar only in their disillusionment with
their governments and skepticism toward Western media. RT view-
ers simultaneously encompass the German right-wing fringe, the left-
leaning British, the far right in France and Austria, America’s far left,
staunch conservatives, and libertarians (Shuster, 2015). As Pomerant-
sev and Weiss note, “European right-nationalists are seduced by the
anti-EU message; members of the far left are brought in by tales of
fighting U.S. hegemony; U.S. religious conservatives are convinced by
the Kremlin's stance againsthomosexuality” (Pomerantsev and Weiss,
2014, p. 19). Such an approach to targeting and messaging indicates
that Russianmedia puts greatemphasis onunderstanding the political
andsocietallandscape of each context whereitbroadcasts. Thestrategy
appears to be not to create a new sentiment but to identify and tap into
existing divides and grievances of the targeted audiences (Luxmoore,
2015), and then use them to promote Russia’s views and facilitate its
foreign policy objectives.?

Penetration and Impact of Russian Media

According to its website, RT has a global reach of over 644 million
people in more than 100 countries and is available in more than 2.7
million hotel rooms.¥” These numbers, however, refer to reach, rather
than actual viewership, which appears to be significantly smaller.
According to the European News Market survey in 2013, RT was one
of the top five pan-European news channels in terms of international
reach within Europe (33 countries) (Kevin, Pellicano, and Schneeberger,

% Media efforts complement Russia’s other approaches to exerting influence in Europe, e.g.,
through the exports of natural gas and by cultivating relations with far-left and far-right par-
ties in Europe, and with Russian investment.

¥ RT cites research by Nielsen, which RT has commissioned, but the results of which are
not published anywhere.
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2013). However, with respect to the actual viewership numbers, RT
waslagging behind most other channels (last data available from 2012):
Only about 0.5 percent of the European audience who watched news
tuned in to getit from RT ona daily basis, about 3.5 percent watched
itmonthly, and 1.2 percentlogged on to the RT website to seek news
there. Further, according to the British Broadcasters Audience Research
Board (BARB), in August of 2015 RT’s weekly audience did not exceed
425,000 people, or 0.8 percent of total viewers in the UK (Broadcast-
ers’ Audience Research Board, 2016). These numbers remained largely
the same since October 2014 (a month before RT launched a designated
RT UK channel). These numbers are also about 100,000 fewer than
in 2012, when BARB started measuring RT’s UK audiences. Globally,
RT’scurrent viewership is only half the size of its main English-lan-
guage competitor, Al-Jazeera English.3

RT’spopularity insocial media lags far behind that of thelarge
broadcasters, like CNN or BBC.In 2014, RT s official Twitteraccount
had 815,000 followers, which was barely one-tenth of BBC World
News’ 8.05 million followers, and orders of magnitude below CNN's
14.9 million followers. As of the date of writing, RT had 3,379,446
fans on Facebook, compared with BBC’s 28,193,841 and CNN’s
20,976,493 ¥ The RT numbers are surprisingly low given the amount
of effort the station has put into using the Internet to reach out to a
younger, more tech-savvy audience. Toincrease its visibility and reach,
RT tries to interconnect with other websites, particularly those on the
extreme right and the extreme left (Armstrong, 2015).

While the strategy of attracting audiences on the margins of the
global political spectrum may have increased overall viewership, itis

3 In Germany, RT Deutsch currently works only as a web platform, which features one
30-minute daily news show, focused, in large part, on conspiracy theories and their perpe-
trators. Since the early days of its establishment in Germany, RT hasacquired areputation
of being a biased propaganda channel, which made people reluctant to give interviews and
otherwise partake in the channel’s activities. RT has expressed intentions to create a full
GermanTV channel, butso far there have been few signs that these efforts are moving for-
ward. Sputnik does not quite have the audience in Germany, has failed to acquire aradio
frequency, and currently broadcasts only in certainregions.

¥ Data assessed by the authors in March 2016.



68 Modern Political Warfare

unlikely to produce a coordinated response across different groups of
viewers. The audience of channels like RT may pick and choose what
issues it wants to hear about, particularly when getting information
online (e.g., “How Americans Access Their News,” 2014). An RT report
may reach environmentalists whose opposition to fracking dovetails
with the Kremlin's, but there is no reason to assume these groups are
going to be receptive to the network’s editorial line on Ukraine or other
issues.

RT’semphasis on videos as a method of distributing information
may have helped cement its status as the most popular news channel
on YouTube, butitalso means “itis broadcasting toanumber of bal-
kanized echo chambers” (Kennedy, 2014). As much as Russia may like
toargueitis breaking the Western media monopoly, itis still a long
way from being able to frame the debate as successfully as it is able to
do at home.

Forthese and other reasons, Russia appears to have thus far failed
toachieveits goal to boostits own image and undermine that of the
United States. A 2015 Pew Research Center survey has shown that
“amedian of only 30% see Russia favorably in the nations outside of
Russia. Its image trails that of the United States in nearly every region
of the world. At the same time, a median of only 24% in the coun-
tries surveyed have confidence in Putin to do the right thing in world
affairs, and there is far less faith in the Russian leader than there is
in U.S. President Barack Obama” (Stokes, 2015). Opinions of Russia
are more unfavorable than favorable in 26 nations, with anti-Russian
sentiment particularly strong in Israel (74 percent), Japan (73 percent),
Germany (70 percent) and France (70 percent) (Stokes, 2015).

However, Russian information efforts in its near abroad appear
to have been more successful and farther reaching. A great majority of
Russian speakers in former Soviet republics consume Russian-produced
or Russian-sponsored programming (BBC, 2015), sometimes because
their countries offer few alternativesin the Russianlanguage. Through
its developed and long-standing media networks in the former repub-
lics, Russia is able to maintain strong connections with its “compa-
triots” and shape their daily narratives both on Russia and on the
countries where they live. This established rapportand connectedness



Case Study: Russia 69

then becomes particularly important in times of crisis, as Russia is able
to use its channels to transmit the Kremlin’s line. During the 2014
Crimean crisis, forexample, the Russian media used its extensive pres-
ence on the peninsula to paintits ownimage of the events in Kyiv to
aggravate the Russian Crimeans’ existing sense of estrangement from
and grievances against Ukraine, and their nostalgia for Soviet unity
with Russia (“Opros” [Survey], 2013). Similarly, in the Estonian Bronze
Night crisis discussed below, Russian media had a variety of established
and popular channels to promote its own take on the events.

To sum up, Russia has invested significant resources and efforts
in developing a diverse and sophisticated set of information channels
aimed at promoting Russia’s goals abroad: improving its image, fram-
ingdiscussionsinaway thatserves Russianinterests, undermining the
legitimacy of Western and Western-leaning governments and institu-
tions, etc. The success of Russian international information efforts has
varied from contextto context, with greaterimpactachieved inRussia’s
near abroad than in the West. However, given an increased emphasis
within Russia on“hybrid threats” and “informational warfare” (Voen-
naja doktrina Rossijskoj Federacii Boennas goxrpuna Poccuiickoi
®epnepanuu [Military Doctrine of Russian Federation]), Russia will
most likely continue to hone and expand its information tools of influ-
ence both close to and far beyond its borders.

Cyber

Russia appears to be increasingly using cyber attacks as part of its
political-military campaigns. Cyber warfare can be understood as one
component of Russia’s understanding of information warfare. As the
Estonia case study below details, cyber attacks against the Estonian
government escalated following the Bronze Night incident in 2007.
In Georgia in 2008, official websites were defaced; denial-of-service
attacks were launched against government, financial, and news web-
sites;and Georgian politicians’ e-mail addresses were spammed (Tikk,
Kaska, and Vihul, 2010, pp. 71-74). In Crimea in 2014, there were
“low-tech cyberassaults onoverahundred governmentand industrial
organizationsinPolandand Ukraine, aswellasattacksonthe European
Parliament and the European Commission” (Matthews 2015).Russia
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also seized civilian telecommunications infrastructure to control the
information entering and leaving Crimea (Gady, 2014; interview with
think tank analyst, 2016). In January 2016 in eastern Ukraine, there
wereaccounts of a cyber attack against the regional power authorities,
leading to a major power outage (Goodin, 2016). In July 2016, sev-
eral cyber security firmsand researchers claimed that Russia waslikely
behind cyber attacks on the Democratic National Committee, based
on identifying malware previously attributed to Russian groups and
evidence of the use of the Russian language in the software used in the
attacks (Alperovitch, 2016; Glaser, 2016).

Russian cyber warfare capabilities draw from organizations both
within and outside of the government. The Federal Security Service
(FSB), Russia’s main domestic security agency, incorporated signifi-
cantelectronicintelligence resources from the now-disbanded Federal
Agency of Government Communication and Information (FAPSI).
The FSB appears to have the means for monitoring the use of the
Internet within Russia and abroad, and is believed to have other cyber
warfare instruments as well (Heickerd, 2010, pp. 27-31). While there
has not been fully conclusive confirmation of attribution of the groups
responsible for the DNC attacks, two groups, which did not appear to
coordinate their efforts, have been identified: APT 28, which appears
tobe associated with the GRU,and APT 29, which appears to be
linked to another Russian intelligence organization. These groups are
also blamed for a range of other attacks against government and civil-
ian targets in the United States and around the world (Alperovitch
2016).

Though there is growing evidence for suspecting Russian involve-
ment in the DNC and other attacks, in general attributing responsibil-
ity to government actors is difficult. There appear to be many civilian
hackers who are employed by or controlled by the state (category 3)
or who are independent but whose interests sometimes align with the
state (category 4). Cyber expert Jeffrey Carr notes that “hundreds of
‘black-hat’ Russian hackers” work either “at the order of Swiss bankers
or Ukrainian oligarchs.” Carr also notes that many of these hackers
are coopted by the FSB: “Russian hackers who are caught are given the
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choice to work for the FSB or to go to jail. The FSB also has some on
contract hire” (Herzog, 2011, pp. 53-54).

Military

Russia haslaunched a major effort to modernize its military, estimated
at $700 billion up to 2020 when first announced in 2011 (Trenin,
2014). One of the priorities of this reform appears to be developing
more professional forces focused on low- and mid-intensity conflict,
whose mission includes tasks under the rubric of political warfare
(Bartles and McDermott, 2014). These forces appear to have been
used in Crimea, eastern Ukraine, and other conflicts. Russian military
activities related to political warfare also include the use of overflights,
exercises, and nuclear rhetoric.

A first element of Russia’s military capacity for political warfare
isitsspecialized lightinfantry and rapid response forces. Theseinclude
forces from a number of different organizations. One such group of
forcesistheairborne Vozdushno-Desantnye Voiska (VDV), composed
of approximately 35,000 personnel. The VDV is an elite, mechanized
force, equipped withinfantry fighting vehiclesand tanks, and includes
parachute and air assault units. The VDV, as Bartles and McDer-
mott note, “also act as a reliable enforcer of politically sensitive opera-
tions” (Bartlesand McDermott, 2014, p. 52), dating back to Hungary
in 1956. In Crimea, the Thirty-First Air Assault Brigade, which has
special training as a peacekeeping unit, was reportedly flown to Sevas-
topol. The VDV has a relatively higher portion of contract soldiers and
has benefitted from recent equipment upgrades (Bartles and McDer-
mott, 2014, pp. 51-52, 57).

Russia also has a number of Spetsnaz (an abbreviation of sily
spetialnogo naznachenya, or “special task forces”) units under various
military and law enforcement organizations.®Russian Spetsnaz forces
include those with specialized training in a particular area (e.g., engi-
neers or communications specialists) inaddition to forces that conduct
clandestine or sensitive missions.

9 For a complete list of Spetsnaz forces, see Nikolsky, 2014.
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Spetsnaz appears to have a likely significant role in future politi-
cal warfare. Igor Sutyagin, an analyst at RUSI, noted, “They havea
range of uses. They can fight but they are also trained for intelligence
work. Toestablish insurgencies. Tocontrol them. Tosmuggle arms.
To wage guerrilla wars” (Jones, 2014). Similarly, Mark Galeotti iden-
tifies future roles for Spetsnaz, including acting as the “ ‘tip of the
spear’ ... toclear that way for less nimble forces,” counter-insurgency,
and acting as a “political operator” in the “same category as the intel-
ligence services, propaganda machine, and other agents of what the
Soviets called ‘active measures,” or political warfare” (Galeotti, 2014b,
pp- 9-11).

The main military Spetsnaz forces are the seven Spetsnaz bri-
gades, which are tasked primarily with providing special reconnais-
sanceand intelligence. The training and doctrine of these unitsisunder
the Russian military intelligence agency, the GRU, though they are
operationally subordinated to Russia’s Military Districts and Fleets.*!
Unlike Western SOF, spetsnaz-GRU appear intended mainly to pro-
vide reconnaissance in support of Russian conventional forces,*as they
did in Chechnya and Georgia (Bartles and McDermott, 2014, p. 50,
52-53). In 2013, a Spetsnaz Special Operations Command (Komanda
Spetsial'nikh Operatsiy, or KSO) was created both as a separate com-
mand within the General Staff and as a proponent for all special opera-
tions forces (Bartles and McDermott, 2014, pp. 47-52). The apparent
intent was to emulate the U.S. Special Operations Command by creat-
ing a more capable force directly under the operational control of the
General Staff. Accounts of the KSO differ as toits size, ranging from
500 to 1,500 (Galeotti, 2014b; Bukkvoll, 2015, pp. 611-12).

4 The Spetsnaz under the GRU were extensively reorganized as part of the Russian military
reform following the war in Georgia in 2008. This reorganization included reducing the
number of Spetsnaz brigades from nine to seven, reducing overall size of the spetsnaz-GRU,
andtheoperational resubordination of the spetsnaz-GRU to the military districts. Tor Buk-
kvoll describes the reorganization as a significant “decline” for the spetsnaz-GRU (see Buk-
kvoll, 2015, pp. 611-14).

£ Onearticle notes, “In short, Russian Spetsnaz brigades are doctrinally and logistically
bound to the armed forces and are not in-tended for the kind of independent operations that
Western special operation forces conduct” (Bartles and McDermott, 2014).
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There are detailed accounts of the role of Spetsnaz in the Russian
operation in Crimea, which demonstrate some of these roles. Barles
and McDermott write that Spetsnaz “almost certainly arrived well in
advance to secure the local support necessary for the guise of ‘polite
people.” “#Mark Galeotti reports that Spetsnaz forces conducted
“covert negotiations with members of the local ethnic Russian elite,
who arranged for masked and armed ‘self-defence militias” (whose num-
bers included both local police and criminals) to begin appearing on
the streets.” Subsequently, Spetsnaz “operators from the KSO and 45th
opSpN were moved into the barracks of the 810th Independent Naval
Infantry Brigade at Sevastopol. On February 27, these forces seized the
Crimean parliament building and began blockading Ukrainian bases
in Crimea” (Galeotti, 2014b, pp. 6-8). Accounts of Crimea empha-
size the professionalism of the Spetsnaz, including their ability to seize
critical siteswhile pretending to beirregularsand avoiding harm to the
local population (Bartles and McDermott, 2014, pp. 57-59).

Reports of Spetsnaz activities in eastern Ukraine are less well
demonstrated. There is some evidence of the presence of GRU forces,
though little evidence about their activities. Sutyagin and Galeotti
offeraccounts of the presence of elements from the 2nd, 10th, 22nd,
and 24th Spetsnaz Brigades and from the 45th Guards Spetsnaz Regi-
ment of the VDV (Sutyagin, “Russian Forces in Ukraine,” 2015; Gale-
otti, 2014b, p. 8; Bartles and McDermott, 2014, p. 57). Galeotti also
reportsanaccountof “aGRUunit that was possibly anad hoc Spetsnaz
force” being used to influence the separatist leadership (Leviev, 2015;
Standish, 2015). Other analysts observe that the GRU has gained the
increasing trustand respectof the regime because of itseffectiveness in
the war in eastern Ukraine (discussions with think tank analysts, 2016).

Bartles and McDermott highlight the role of Spetsnaz as part of
a larger effort to create a 78,000-strong Russian Rapid Reaction Force
comprising elements of the VDV, Spetsnaz, air, and sea forces. They

8 They further note, “One source we interviewed believed that select elements of five of
Russia’s seven GRU Spetsnaz brigades (the Second, Third, Tenth, Sixteenth, and Twenty-
Second) and one GRU Spetsnaz regiment (the Twenty-Fifth) participated in the campaign”
(Bartles and McDermott, 2014, p. 57).
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emphasize that these forces have disproportionately benefitted from an
increase in resources from the Russian military reform effort. They write
that “the funding priority is smaller lighter, and more mobile forces
capable of handling the threats Russia is now morelikely to face: small-
scale regional conflicts, terrorism, proliferation, and insurgency... . In
short, the majority of resourcesis being funneled toaminority of the
land fighters” (Bartles and McDermott, 2014, pp. 48-49).

Asecond military element of Russia’s political warfareactivity has
beenits extensive airand naval activity inand around NATO territory.
NATOfighter aircraftin the Baltics moved to intercept Russian air-
craft some 130 times in 2014. In one example, Sweden deployed naval
forces after reports of a Russian submarine in their territory (Kramer,
2015; Frear, Kulesa, and Kearns, 2014). Steve Covington, a political
advisor to the Supreme Allied Commander Europe (SACEUR), con-
nects these activities to a larger strategy of breakout from Western
encirclement: “Russia’s strategic nuclear aviation flights and maritime
deployments can be seen as the modern day versions of tactical break-
outactions from World WarII, designed to demonstrate the Kremlin's
resolve to not acceptencirclement.”*

A third critical military component of Russia’s political warfare
is exercises, both scheduled and unscheduled. For example, in Zapad
in2013,alargenumber of troops (declared at 13,000 butestimated at
as many as 70,000) exercised a response to attacks by “terrorist” forces
fromimaginary countries to Russia’s west. Inaddition to conventional
military forces, Zapad 2013alsoinvolved participation of special forces
from the Ministry of Internal Affairs and the FSB, implying a grow-
ing desire over previous exercises to develop coordination across the
Russian government. Previous exercises included a simulated nuclear
strike against Warsaw and the rapid deployment of 160,000 troops
(Zdanavicius and Czekaj, 2015).

4 Covington also connects these military deployments to other political, economic, and
information elements as part of a strategy to “break with the norms, rules, practices of the
post-Cold War period and destabilize the current security system” (Covington, 2015, pp.
9-10).
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Theseexercises fulfill the conventional military priorities of train-
ing and the development of new capabilities. Exercises may be espe-
ciallyimportantto Russia given thatalarge portion of Russia’s military
iscomposed of one-year conscripts whoarenotalwayswellintegrated
into their units. But these exercises also likely serve a clear political
purpose.levaBerzina claims that Zapad 2013'smain goal was strategic
deterrence. Russia simultaneously emphasized the defensive character
of the exercise while demonstrating Russia’s extensive military capabil-
ity. Russian leaders may have hoped that this would “convince poten-
tial aggressors that putting any form of pressure on Russia or its allies
is futile” (Berzina, 2015). Nevertheless, Baltic officials saw the main
purpose of Zapad 2013 as intimidation, pointing to the potential of
theseexercises to gainleverage over Russia’sneighbors (Berzina, 2015).

Large-scale exercises and other deployments may also act as apre-
lude and cover for surprise military activities, as in the case of Crimea
in2014. On February 26 and 27, President Putin announced training
drills and naval exercises involving around 50,000 forces that served
as cover for airborne forces, naval infantry, and spetsnaz-GRU to move
into Crimea (Hurt, 2014). Russia also deployed varying numbers of
forces (20,000-40,000) across the border from Ukraine as the sepa-
ratist campaign developed in mid-2014 (Jones and Olearchyk, 2014).
These forces may have been intended to act as a strategic deterrent to
dissuade Ukraine from deploying its military to intervene in the devel-
oping conflict. If so, this effort failed. While the Ukrainian military was
incapableof deployingsubstantial combatforcestoitseastern provinces
early in the summer, by August it had mobilized and began to rapidly
recapture territory from the separatists.*Russia was forced to deploy its
own forces to prevent the defeat of the separatists in late August 2014,
and as of May 2015, Ukrainian officials claimed some 55,000 Russian
forces remained in the area, with 8,760 on the territory of Ukraine (dis-
cussions with Ukrainian officials, 2015; Sutyagin, 2015).

% One Ukrainian officer observed that the troops were unprepared to even drive over a field
of newly planted wheat in the spring of 2014, much less to actually fight the separatists. Only
the newly created National Guard was able to mobilize significant troops. Interviews with
Ukrainian officers, Kyiv, April and May 2015. (See also Finley, 2014; Faiola, 2014.)
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Intelligence
Russia’s intelligence community is a critical component of its politi-
cal warfare efforts. Intelligence agencies are believed to be responsible
for a range of covert activities that can be integral to Russian political
objectives.

Following the dissolution of the Soviet Union in 1991, Russian
intelligence agencies went through a significant period of reform and
reorganization. The KGB dissolved into component parts, which then
went through anumber of changes and reforms. Many former KGB
officials took advantage of the Communist Party’s resources and rose
to prominent positions in politics or business (Chrissikos, 2014). For
example, Vladimir Putin was a KGB officer and maintained strong
links withanumber of other former KGB officials to advance his career
following the end of the Soviet Union (Dawisha, 2015).

Four major organizations evolved from the Soviet era institu-
tions. First, the FSB is Russia’s main domestic security agency, with
approximately 286,000 personnel (down from 386,000 in 2010).
Though the FSB operates primarily within Russia and the CIS (Dawi-
sha, 2015), where it has extensive offices and networks, italso has some
limited responsibility in the rest of the world, especially for politically
sensitive operations. Analysts emphasize, for example, that the FSB is
more likely to be responsible than are the other intelligence agencies
for activities such as bribery or subversion (discussions with analysts,
2015).

Second, the Foreign Intelligence Service (SVR) is the successor to
the KGB's foreign intelligence organization. With around 15,000 per-
sonnel, the SVR focuses on the collection of information, with activi-
tiesin WesternEurope and elsewhere around theworld (Jane’s Sentinel
Security Assessment, 2015).

Third, the Main Intelligence Directorate of the General Staff
(GRU) is Russia’s military intelligence organization. The GRU is
believed to have similar size and resources as the SVR. The GRU is
divided into the agentura-GRU, which includes the signals intelligence
and personnel stationed at embassies, and the spetsnaz-GRU, discussed
aboveinthemilitary section (Bukkvoll, 2015, pp. 617-18;Jane’s Senti-
nel Security Assessment, 2015).
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Fourth, the Federal Protection Service (FSO) is responsible for
top-level communications (Heickerd, 2010, p. 28). There remains sig-
nificant competition over resources, responsibilities, and influence
among these agencies (see Galeotti, 2016).

Intelligence organizations are often used for covert action that
may have political purposes. The activities of Russianintelligence per-
sonnel in eastern Ukraine offer an example of how covert action sup-
ports Russia’s sponsorship and control over the separatist movement.
Strelkov, forexample, claimed tobeareserve colonelin the FSBuntil
March 2014, and FSB “proconsols” are likely active in the political
organization of the separatists. Analysts also note significant numbers
of GRU officers in separatist controlled areas of eastern Ukraine, and
speculate that the GRU is likely responsible for the murder of separat-
ist officials, thereby maintaining Russia’s control over the movement
(BBC News, 2014; discussions with analysts and former OSCE offi-
cials, 2015-2016). The recent British investigation revealing that FSB
agents were responsible for poisoning Alexander Litvinenko in London
in 2006 also highlights the potential involvement of Russian intelli-
gence in violent covert activities (Litvinenko,2016).

Intelligence agencies and functions play critical roles in several
of the political warfare activities described above. The FSB appears to
have a lead role in cyber warfare (discussion with think tank analyst,
2015; Heickero, 2010, p. 4). Military activities described above, includ-
ingspecial reconnaissance, peacesupport,and military assistance, also
depend on the support of the intelligence services. Indeed, one can
think of the spetsnaz-GRU as performing both intelligence and mili-
tary functions. Furthermore, reports have been made of intelligence
services working closely with proxies, influencing propaganda, and con-
ducting other tactics of political warfare. In Crimea before the war in
Ukraine, for example, Taras Kuzio reports “covert support to separat-
ist, anti-NATO and anti-American groups in the Crimea and Odessa,”
and notes reports by the Ukrainian National Security and Defence
Council about Russian intelligence efforts “to discredit the Ukrainian
leadership with the aim of reintegrating Ukraine into Russia’s sphere of
influence” (Kuzio, 2010, p. 30). Close links between Russian-funded
organizations and Russian intelligence have also been reported. For
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example, Leonid Reshetnikov became the head of the Russian Institute
for Strategic Studies after a three-decade career in Russianintelligence,
and the Estonian Internal Security Service (Kaitsepolitsei, hereafter
KAPO) reports that former Russian intelligence officials are active in
the Russkiy Mir Foundation in Estonia (Braw, 2015, p. 31; Conoley and
Gerber, 2011).

Economic
Russia has extensive economic ties in Europe and around the world,
which it has repeatedly attempted to use for political influence, with
mixed results.

Russia possesses awiderange of economic ties with itsneighbors.
For example, Russia is the world’s second largest exporter of oil and
gas after Saudi Arabia, the EU’s third largest trade partner, and the
dominant economic actor in the former Soviet Union (European Com-
mission, 2016; Bordachev, 2015). Many Russian companies have sub-
stantial investments in Europe and around the world.*The natureand
strength of Russia’s economic ties, and the dependence of trade partners
on Russia, vary extensively across industries and across the partners.
Russia tends to have the closest economic ties with the former Soviet
and Warsaw Pact countries, in part because of shared infrastructure
from the Soviet period. In countries such as Bulgaria, Russian compa-
nies build on Soviet-era ties to gain control over major economic assets
and expand Russian economic interests, especially through the devel-
opment of energy production, processing, and distribution (Bechev,
n.d., p.5).Intheearly 1990s, the Baltic states also had close links with
Russia and Russian organizations, including through energy imports,
organized criminal networks, and shared transportation infrastructure.
Indeed, some Baltic analysts highlight Russia’s economic influence as
a security threat (Spruds, 2012, pp. 40-49). The Baltic states, how-
ever, have taken significant measures to reduce their dependence and
connectionswithRussia, includingtargeting Russianorganized crime,

% Ongoing research by several organizations seeks to track and highlight the activity of
Russian companies around the world, given the potential for economic and political influ-
ence (see, e.g., “IntelTrak,” n.d).
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diversifying energy supplies, building rail networks to European stan-
dards, and encouraging investment by Nordic banks (Hanley-Girsch,
2009; Schaefer, 2011; interviews with Baltic officials, July 2015). In
Western Europe, there are some key sectors and businesseswho depend
on trade with Russia. For example, some agricultural businesses have
significant trade with Russia, and were hit hard by Russia’s 2014
embargo. In Norway, for example, sales to Russia amounted to 11
percent of overall agricultural exports. Similarly, German automakers
have significant sales in Russia (Geiger, 2014; Rapoza, 2015). However,
trade with Russia made up only 6 percent of overall trade volumes
within the EU in 2015 (European Commission, 2016). Russia’s eco-
nomic links with European countries, and hence its potential tools of
influence, thus vary extensively based on factors such as the presence
of preexisting infrastructure (e.g., gas pipelines or railnetworks), the
pursuit of diversification, and whether there is parallel political influ-
ence present to support economic levers (see also Larrabee etal., 2017).

Variationacross thesefactorsleadstoimportantdifferencesinthe
vulnerability of countries to a cutoff of Russian gas, a scenario that is
often cited as a major potential Russian means of economic warfare,
especiallyascrudeoiland refined productsarefarmoreeasily fungible
across different suppliers (Larrabee et al., 2017). While many Euro-
peancountriesreceiveasignificant portionof theirenergy supply from
Russia, the possibility ofeconomicharmfromthecutoff dependsonthe
availability of alternative supplies, use of alternative energy resources,
and flexibility to decrease consumption. In October 2014, the Euro-
pean Commissionreleased astudy of how asix-monthcutoff of natural
gasfromRussiawouldimpactthesecurity of supplyin Europeancoun-
tries. According to the study, as shown in Figure 3.3, Finland, Estonia,
Bulgaria, and the western Balkan countries were highly vulnerable and
would experience shortfalls of 80-100 percent of natural gas supply,
whilethesupply ofnatural gaswouldlargely be uninterrupted in West-
ernEurope. The study also found that sharing of natural gas resources
across European countries would significantly reduce the impact in
both southern and northern European countries (European Commis-
sion, 2014). Still, Russia remains a major supplier (in particular, Russia
was the source of 28 percent of Europe’s natural gas in 2015 (Eurogas,



80 Modern Political Warfare

Figure 3.3
2014 Vulnerabilities to a Short-Term Shutoff of Russian Gas
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2015)),and the long-term reduction in supply of gas from Russia would
likely have significant repercussions for European energy. The EU has
sought toreduce the vulnerability of European countries to a shutoff of
Russia gas through rules encouraging diversification of imports, con-
struction of interconnectors and new pipelines, and increases in pro-
duction from non-Russian producers (Simon, 2015; European Com-
mission, 2015). Even Ukraine, which was highly vulnerable to a cutoff
of Russian gas, has significantly reduced its vulnerability since 2014.¥
Still, while the vulnerability of Europe to a cutoff of energy supplies
from Russia is declining, Europe continues to rely heavily on energy
imports and other forms of trade with Russia.

Russia’s manipulation of these economic resources is facilitated,
and to some degree complicated, by the close connections between
Russian economic actors and the Russian state. For example, wealthy
oligarchs depend on protection from and ties with the state, and may
at times act on behalf of the government, while senior officials in the
Russian government may take advantage of their positions to exercise
their ownbusinesses interests (Hilland Gaddy, 2013, p.226; Pavlov-
sky, 2016). Jeffrey Mankoff (2009, p. 79) notes that the existence of
whatsomerefer to as “Kremlin, Inc.” — “the nexus between wealth and
power” —has significant foreign policy implications, especially creating
an incentive for the Russian government to act in the interest of com-
panies with close ties with the state. Further, some partially or fully
state-owned companies — including notably the majority state-owned
natural gas exporter, Gazprom —may at times act as a direct proxy of
the Russian state (Abdelal, 2013).

The links between Russian companies and the state has at times
facilitated Russia’s political goals. For example, following the Orange
Revolution in Ukraine in 2004, Gazprom significantly raised the
prices for natural gas to Ukraine (which had previously purchased gas
from Gazprom at significantly lower prices than Western Europe) at
the same time as Ukraine experienced declining relations with Russia.

¥ In 2015, Ukrainian gas imports from Russia went from 14.5 billion cubic meters (bcm)
to 6.1, with increased imports from Europe and a decrease in consumption (Varfolomeyev,
2016).
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Following the repeated failure of Ukraine’s natural gas provider to pay
its bills, Gazprom has several times cut gas supplies to Ukraine, in
2006, 2009, and 2013. Since much of the gas transiting Ukraine is
meant for European customers, these interruptionsinsupplies attimes
impacted the supply of gas to other European countries. Gazprom'’s
activities may have to some degree reflected the goal of increasing rev-
enues from Ukraine, but they also reflected Russia’s political interests
in not subsidizing Ukraine as it moved closer to the West. Indeed,
Russia initially appears to have demanded that Ukraine extend the
lease on the naval base in Sevastopol and hold a referendum prior to
any NATOaccession in return for less expensive gas. Further, at the
same time as Gazprom was increasing the price paid by Ukraine, Gaz-
prom continued to provide significantly cheaper gas to other former
Soviet republics (Mankoff, 2009, pp. 230-33; Abdelal, 2013; Blackwill
and Harris, 2016).

In other cases, Russian companies’ presence abroad remains sub-
stantial butthe political impactis less certain. Forexample, in Bulgaria,
the Russian oil company Lukoil owns a major refinery and controls a
significant portion of the country’s liquid fuel market. Several Russian
banks have also made significant investments in the country (Bechev,
n.d., pp. 5, 11-19). Analysts in Bulgaria claim that these and other
Russian economic leverslead to political influence through the financ-
ing of political parties and other organizations, but note that Russia’s
activities in Bulgaria appear limited to continuing to extract rents and
enlarging its economic presence (discussions with Bulgarian analysts,
June 20-21, 2016).

Finally, in some cases the Russian state more directly sought
to use its economic influence to achieve political outcomes through
sanctions and other measures. Russia, for example, issued counter
sanctions against European imports of agricultural products in 2014
following Europe’s Crimea-related sanctions on Russia. In 2013 and
2014 in Ukraine, Putin reportedly threatened Viktor Yanukovitch,
the President of Ukraine, that if he signed an Association Agreement
with Europe then Russia would cut off trade with Ukraine, with
catastrophic consequences for Ukraine’s economy (“Summit of Fail-
ure,” 2013; Schenkkan, 2014). Similarly, when Moldova pursued and
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eventually signed an Association Agreement with Europe in 2013 and
2014, Russia introduced sanctions ona number of Moldovan products,
including wine, a major export (Herszenhorn, 2013; Calus, 2014).
These examples demonstrate the willingness of Russia to adopt eco-
nomic measures to achieve its goals, though not the effectiveness of
these measures. In the case of theagricultural countersanctions against
Europe in 2014, the sanctions against Russia remain intact, while in
the cases of both Ukraine and Moldova, Russia failed to achieve its
objectives of discouraging further integration with the EU.

Russia has substantial economic ties with Europe and its neigh-
bors, and has periodically sought to use these economic ties to achieve
its political goals. However, there are significant limits to Russia’s eco-
nomic influence, given its economic dependence on energy exports,
and the alternatives available to many of its partners. Hence, though
Russia canand likely will useits economic connections asalever in the
future, the effectiveness of these measures will vary depending on the
circumstances.

Coordination/Leadership

Russia’s ability to execute political warfare depends on coordination
across the whole of its government. The literature on new generation
warfareemphasizes theneed tousearange of elements of statecraftand
hence improve coordination across different agencies.*

Analysts, however, are generally skeptical about the ability of
Russian organizations to easily coordinate their efforts. Russian agen-
cies are often described as separate bureaucratic kingdoms that often
compete for resources and turf within the government. These agencies
can be brought together at times of national crisis, but on a day-to-day
basis may have little incentive to cooperate effectively (discussions with

8 For example, onereport on information warfare explains, “It is repeatedly stressed in
official documents, as well as in military theory, the resources of many different government
agencies need to come together to wage successful information war,” including “the Federal
Security Service (FSB), the Foreign Intelligence Service (SVR), the Armed Forces, the Mili-
tary Intelligence Service (GRU), the IT and mass media supervision service Roskomnadzor,
the Federal Protection Service (FSO), and the Ministry for Foreign Affairs” (Franke, 2015,

p. 51).



84 Modern Political Warfare

U.S.think tank analysts, 2015). Georgiy Filimonov, the director of the
Russian Institute of Strategic Studies and Forecasts, for example, observes
that Russia lacks an established mechanism of cross-institutional coor-
dination of its soft power efforts. He writes that Russia’s public diplo-
macy is manually directed by the country’s leadership and administered
through the president’s press services and other branches of his admin-
istration, as well as through the Foreign Ministry and Rossotrudnich-
estvo (Yu, 2013). The head of Rossotrudnichestvo, Konstantin Kosa-
chev, admitted that Russia’s public diplomacy suffers because of the
lack of coordination and insufficient funding (“Rossotrudnichestvo
razrabotalo doktrinu ‘myagkoy sily” ” [Rossotrudnichestvo Developed
the “Soft power” Doctrine], 2014).

Signsof improving coordination, however,canbe seen, especially
in the operation in Crimea.* The National Center for the Manage-
ment of Defense of the Russian Federation was recently established
under the General Staff. The center appears intended to facilitate the
coordination of the military with a range of nonmilitary organiza-
tions, including the Ministry of Internal Affairs, Ministry of Emer-
gency Situations, and others. Roger McDermott cites statements from
Russian officials explaining that “the driving force in creating the
new center is to achieve integration of information flows into a single
channel —something unique in Russian defense and security experi-
ence” (McDermott, 2014). Similarly, Rossotrudnichestvo proposed a
draft strategy document intended to improve coordination among state
organizations engaged in strategic communications (“O sisteme koor-
dinacii [On a System of Coordination], 2014). Some analysts highlight
the role of Russia’s National Security Council, under the presidential
administration, while others note the likely leading role of the FSB,

¥ Samuel Charap writes, “Most significantly, Moscow coordinated the arms of national
power effectively in order to achieve its objectives. In previous military operations in the
post-Soviet period, Russia was not able to do so. The operation in Ukraine included the suc-
cessful use of subversion, cyber, proxies, conventional military interventions and military
exercises to deter and coerce, all conducted under the cover of the nuclear umbrella, which
Russian officials regularly brought to the world’s attention” (Charap, 2015, p. 53).



Case Study: Russia 85

especially for coordinating and leading Russia’s control of information
(discussions with U.S. think tank analysts, 2015).

There appear to be differing views about the precise mechanisms
by which the regime executesits preferred policy decisions. Russia has
a strong “power vertical,” meaning the hierarchy under the president
ensures that policy follows his preferences, but some have questioned
theefficiency and consistency of the Russian hierarchy. Forexample, in
September 2014, the FSB arrested KAPO officer Eston Kohver, claim-
ing that he was on the Russian side of the border engaging in espio-
nage from Estonia. Estonian sources instead claim that he had been
investigating organized crime involving FSB agents, and some analysts
suggest that the FSB may have acted without the full authorization of
theKremlininthiscase (discussions with think tank analysts, 2016).

On one hand, the centralization of Putin’s control enables rapid
and effective decisionmaking by the Russian state, which is clearly
beneficial for effective coordination of political warfare, among other
policies. On the other hand, centralization under Putin has not been
entirely effective, as the presidential administration is able to coordi-
nate only a limited number of activities (discussions with thank tank
analysts, 2016). In this sense, the more that Putin directly controls,
the more difficult it is to ensure that a particular government agency
isfollowing his instructions. Hence, although Russia does have awide
range of available tactics for political warfare and is pursuing increasing
efforts to improve the links among government organizations, effective
coordination of political warfare will remain a significant challenge.

Russia’s Political Warfare in Estonia

Estonia, though small (with a population of 1.3 million), offers a useful
demonstration of the capabilities and limits of Russian political war-
fare. Estonia borders Russia, was part of the former Soviet Union,
and has a substantial Russian-speaking minority. These factors give
Russia a significant incentive to seek influence in the country. Russia
has opposed Estonia’s policy of Euro-Atlantic integration and increas-
ingly hassoughttoundermineand delegitimize Estonia’sgovernment.
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Russian activities in Estonia have been the topic of considerable study.
By examining perceived Russian aggression during the Bronze Night
incidentof 2007,and by surveying the threat to Estoniainlight of the
Russian capabilities described above, this section offers a new under-
standing of how Russia undertakes political warfare in practice.

Historical Context

Russia has continuing influence and interest in Estonia, even as the
Baltic nation has sought to integrate itself into Western institutions.
Estonia became a Soviet republic following a particularly traumatic
experience during World War II: Estonia was occupied by the Soviet
Union firstin 1939 following the signing of the Molotov-Ribbentrop
pact, then captured by Nazi Germany in 1941, and then captured by
the Soviet army in 1944. Many Estonians perceived the Soviet period
as a foreign occupation.’ The memory of the occupation of World
War Il is deeply embedded in Estonia’s national history. Estonian
leaders emphasize that their history guides their desire to resist Rus-
sian aggression in the future, and the country has adopted concepts
of “total defence” against a potential invasion in which the entire soci-
ety will be mobilized (discussions with Estonian officials, 2015). With
the fall of the Soviet Union, Estonia and the other Baltic states com-
mitted themselves to Euro-Atlantic integration, and joined the EU and
NATO in 2004.

During the Soviet period, many Russian speakers, including both
ethnic Russians and Russian speakers from other Soviet republics,
migrated to Estonia. Indeed, in 1989, the country was only 62 percent
ethnic Estonians (Kasekamp, 2010). Though many Soviet citizens left
after the fall of the Soviet Union, many remained. By 2011, 25 percent
of Estonians were ethnic Russians, and 30 percent identified Russian
as their mother tongue.”

From the early 1990s, in part with the goal of solidifying Esto-
nia as a newly independent country linked with the Estonian people,

9 See, for example, recent calls for reparations from Russia for its experience.

5 For statistics, see Statistical Office of Estonia, Central Statistical Bureau of Latvia and
Statistics Lithuania, 2015, p. 24.
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Estonia adopted a policy of legal continuity with pre-1940 Estonia,
which meant that only individuals who could trace their ancestry to
before 1940 were granted Estonian citizenship. Though there has been
some liberalization of Estonia’s citizenship policy (Winnerstig, ed.,
2014), and many Russian speakers were naturalized, today about half
of the Russian speakers in Estonia are not Estonian citizens. In 2011,
approximately 54 percent of ethnic Russians were Estonian citizens, 24
percent held Russian citizenship, while 21 percent had “undetermined”
citizenship, which generally meant that they had been issued “Alien”
papers that permit work and visa-free travel throughout the EU.2As
shown in Figure 3.4, Russian speakers in Estonia are largely concen-
trated in two parts of the country: the capital, Tallinn, and Ida-Viru
County, next to the Russian border.

Russian speakers in Estonia have consistently voiced frustration
with their situation. Despite Estonia’sadvanced social welfare system,
poverty and unemployment rates are higher in rural Russian major-
ity areas (according to the 2011 census, unemployment in the country
as a whole was 5.3 percent, compared with 8.3 percent in Ida-Viru
County).? Further, Estonia’s Russians cite their ethnic origin as a
top basis for discrimination and as an impediment to their workplace
advancement.**Many Russian speakers see integration and language
policies as forced assimilation and feel they are often viewed as “others.”

Nevertheless, for several reasons, the receptivity of Russian speak-

ers to Russian propaganda, manipulation, and recruitment is limited.
Onereportidentifies that about 37 percent of Russian speakers are
either “successfully integrated” or are “Russian speaking patriot[s]”
(Kivirghk, 2014). Though lower than the rest of Estonia, average
incomes in Ida-Viruare higher thanin the comparable Pskov Oblast in

2 Gee theresults of the 2011 Census in Estonia, question PC0442 (Estonia Statistics Data-
base, 2016).

3 See 2011 Census in Estonia, question PC007 (Estonia Statistics Database, 2016).

% One 2009 survey found that “17% of Russians in Estonia could recall an incident from
thelast 12 months that they considered discriminatory based on their ethnicity” (EU Fun-
damental Rights Agency, 2010, p. 176).
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Figure 3.4
Concentrations of Russian-Speakers in Estonia

Narva ©,

[CERVIT]

SOURCE: Adapted from Xil, “Russians in Baltic States (2011),” no date.
RAND RR1772-3.4

Russia.’> Anecdotal accounts by journalists visiting Russian-majority
towns consistently indicate limited risks of separatism or subversion by
Russian speakers in Estonia (Balmforth, 2014; “On the Border,” 2015).

% GDP per capita in Ida-Viru is $12,974 compared with $5,349 in Pskov Oblast, though
Leningrad Oblast, bordering Estonia, did have high GDP per capita at $12,163. Russia in
general also has higher inequality (see Estonia Statistics Database; Knoema, “Leningrad
Region—Gross Regional Product Per Capita”; Knoema, “Pskov Region—Gross Regional
Product Per Capita”; Internal Revenue Service (n.d.); for inequality data, see World Bank,
“GINI Index [World Bank estimate]”).
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Estonian officials and analysts argue that Russia is seeking to
exploitthe Russianminority’s grievances asameans of exercising influ-
ence over the country. Nevertheless, Estonian officials downplay the
dissatisfaction of Russian speakers, and claim that “our Russians” are
notunhappy and would notrebel against the government (interviews
with Estonian officials and think tank analysts, 2015).

Accounts of Russian involvement in Estonia, especially from
Estonian sources, should be seen in the context of Estonia’s nation-
building efforts since (re)independence. Since 1991, Estonia, as with
the other Baltic states, has sought to establish anidentity asaninde-
pendent country reflecting the majority Estonian ethnicity. The goal
of maintaining Estonian independence and identity in the country,
however, hasled to two contradictory trends: on one hand, Estonia rec-
ognizes a serious threat from Russia and resents Russian manipulation;
while on the other hand, Estonian officials donot want to call atten-
tion to Russian grievances and thereby throw into question Estonia’s
success at integration.

The “Bronze Night” as an Example of Russian Political Warfare
The“BronzeNight” incidents offera concrete example of Russian polit-
ical warfare. The events began in April 2007 after Estonian authorities
decided to move a statue commemorating the Soviet victory in World
War II. Russian speakers and pro-Russian NGOs quickly organized
to protest the statue’s removal, escalating into riots and leading to one
death, 150injuries, and the arrest of more than 1,000 people (Kaiser,
2012). A series of cyber attacks followed the protests. Russia is com-
monly viewed at minimum as the perpetrator of the cyber attacks,*and
in some accounts as responsible for the overall crisis (“Russia Accused
of Unleashing Cyber War,” 2007). Maigre describes the “Bronze Night”
as “a conflict of a hybrid nature,” including “riots in Tallinn, a siege of
the Estonian Embassy in Moscow by pro-Kremlin Nashi youth orga-
nization demonstrators, strong economic measures imposed by Russia

% One article argues, “Russia-based botnet controllers violated Estonia’s sovereignty by
interfering with the nation’s commerce, governance, and communication; the Russian gov-
ernment should have been held accountable to stop the DDOS” (Carey, 2013).
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against Estonia, waves of cyber-attacks against the Estonian govern-
ment and banking systems, and a fiery official Russian response”
(Maigre, 2015). Similarly, the Estonian think tank ICDS has outlined
purported examples of Moscow’s involvement “in Tallinn’s ‘crystal
night,” ” such as the direct participation of the Russian embassy and
support by Russia authorities for the protest (ICDS, 2007). The impli-
cation is that Russia has the ability and intent to use tactics across a
range of domains to achieve its political objectives.

This section examines the Bronze Night incident to understand
Russian political warfare in general. Contrary to the description in
some Estoniansources, ouranalysisimplies that Russiadid notdirectly
instigate the crisis. Rather, Russian political warfare activities laid the
groundwork that enabled the crisis to occur, reacted in support of the
protests, and likely opportunistically escalated the conflict.

What Happened?

The Bronze Soldier was a Soviet monument, erected in 1947, over
the reburied remains of 12 Red Army soldiers in downtown Tallinn.
World War II monuments in Estonia are highly politicized.’’Many
Estonians view Soviet monuments as a reminder of the Soviet occupa-
tion. For Russia and many Russian speakers, though, victory over the
Nazis is a central element of nationalist sentiment, and many blame
Estonia for collaboration with the Nazis. Russian media coverage prior
to the crisis, for example, highlighted an effort by Estonian veterans
groups and nationalists to erect a statue commemorating the Estonian
SS Legion, though the Estonian government quickly acted to remove
that statue (Briiggemann and Kasekamp, 2008, p. 448).

The Estonian government appears to have decided to move the
Bronze Soldier in late 2006 to early 2007. The Estonian think tank
ICDS explains the decision as the result of increasing provocation by
individuals visiting the monument, including an incident on May 9,

¥ Karsten Briiggemann and Andres Kasekamp note that the construction of the monument
was “ahighly political act from the start. No fighting had taken place anywhere nearby. It
was simply a prominent central location suitable for following the standard approach in other
major cities of the Soviet Union of constructing a memorial with common graves that could
be used for ceremonial purposes (Briiggemann and Kasekamp, 2008, p. 443).
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2006, “when the police had to intervene in a conflict that arose [when]
persons carrying flags of the USSR assaulted persons carrying the flag
oftheRepublicof Estonia” (ICDS, 2007). Intherun-up toelectionsin
2007,anumber of Estonian political parties raised the issue of the pres-
ence of the Bronze Soldier in downtown Tallinn as a symbol of Soviet
occupation. Robert Kaiser highlights the role of the Reform Party, led
by Andrus Ansip, who “used the monument’s removal as a means of
mobilizing support for itself.”*With Ansip’s urging, the Estonian par-
liament passed two laws justifying the removal of the statue, though
one law prohibiting Soviet-era symbols in public displays was eventu-
ally vetoed. Partly based on its anti-Soviet rhetoric, the Reform Party
did well in the March 2007 elections, joined the new coalition, and
began efforts to move the statue as promised in its campaign (see also
Smith, 2008, p. 426; Briiggemann and Kasekamp, 2008, p. 435).

On April 26, 2007, the monument was fenced off and covered,
so that archeologists could examine the site to determine how many
bodies were present. Briiggemann and Kasekamp write, “Throughout
the day a crowd of over 1,000 mainly ethnic Russians gathered. In the
evening riot police managed to disperse the crowd, but the protesters
now headed into central Tallinn where cars were set ablaze, windows
smashed and shopslooted. Oneyoungman,aRussiancitizen, involved
inthelooting was stabbed to death” (Briiggemann and Kasekamp,
2008, p. 436). On April 27, the government decided to move the statue
to a safe location, and in Moscow, the Russian nationalist youth group
Nashi surrounded the Estonian embassy.

Late on April 27,a series of cyber attacks began. The first phase
of cyber attacks from April 27 to 29 were relatively technologically
unsophisticated, leading analysts to attribute them to Russian national-
ists unconnected to the government. One report described the attacks
as “emotionally motivated, as the attacks were relatively simpleand any

¥ Kaiser quotes Ansip, explaining: “Isee the solution to this problem in the relocation of the
monument to the cemetery....Ithasbecome all the more clear that the monument cannot
remaininits old place. The questionrose: whose word has authority in Estonia? The word
coming from the Kremlin or the word from Old Town? We cannot say to our people, that
Estoniaisafterall only aunionrepublic, and our word in this country is not worth a ‘brass
farthing”” (Kaiser, 2012, pp. 1051-52).
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coordination mainly occurred on an ad hoc basis.”*During a second
phase, from April30toMay 18, the cyberattacks dramatically increased
in intensity and sophistication. A large botnet ofapproximately 85,000
computers was used to conduct distributed denial of service (DDoS)
attacks, official websites (including that of the Reform Party) were hacked
and defaced, and domain name system (DNS) servers were attacked,
temporarily disrupting Internet service in certain parts of the country.
E-banking services for two banks controlling approximately 75-80 per-
cent of the Estonian market were temporarily shut down for a period
of hours on two occasions (Tikk, Kaska, and Vihul, 2010, pp. 20-22).
Though the attack was clearly significant to Estonia, one U.S. analyst
observed that the attack “from a technical standpoint is not something
we would consider significantin scale” (quoted in Heickerd, 2010, p. 42).
Russian politicians, groups, and the government responded to the crisis
with strong opposition to Estonia’s decision to move the statue
(Myers, 2007). The lower house of the State Duma unanimously passed
aresolution accusing the Estonian parliament of “glorifying fascism”
and urging President Putin to consider imposing economic sanctions.
The Duma’s Committee on Foreign Relations proposed that Russia
introduce economic sanctions and highlighted Estonia’s energy depen-
dence on Russia. Russia’s Federal Council called to sever diplomatic
ties with Estonia (Rozhkov PoxxoB, 2007). Russia’s Minister of For-
eign Affairs, Sergei Lavrov, called the events in Estonia “disgusting”
andnoted thatthey would have”seriousconsequencesforourrelation-
ships with Estonia” (“Tallin,” 2007”). Inretrospect, two years later,
Lavrovwouldjustify Russia’seconomicresponse by observing thatthe
Russian publicreacted with outrage to the plan to move the memorial.
“Mostof our compatriots understood and supported theseactions,” he
said (“Lavrov,” 2009).
Russian companies followed government rhetoric by effectively
sanctioning Estonia, though they generally justified their actions in

Y The initial attack was apparently begun when instructions for executing ping commands
was posted on various Russian-language Internet sites. One paper explains, “As a generali-
sation, though, theinitial attacks on April 27 and 28 were simple, ineptly coordinated and
easily mitigated” (Tikk, Kaska, and Vihul, 2010, p. 18).
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other ways. The Russian Rail Company, RZhD —which enjoys a
monopoly onall rail trade with Russia — stopped oil deliveries to Esto-
nia for several weeks following the incident, claiming the need for
urgent repairs. According to Estonia’s Rail Company, freight volume
decreased by 35 percent in 2007 compared with 2006, raw oil by
34 percent, petroleum by 50 percent, and coal by more than 60 percent
(“Ssora s Rossiej obernulas’ dlja Estonii ogromnymi poterjami” [Fight
with Russia Brought Estonia Great Losses], 2007). Further, many Rus-
sian companies refused to buy Estonian products.® The North Lead
Alliance delayed construction of a factory in Estonia, the Akroninvest-
mentcompany refused to finance projects in Estonia, and a chain of
storesin Bashkortostan stopped selling Estonian goods (Starikov, n.d.).
Authorities in the St. Petersburg region severely limited transportation
through the NarvaRiver bridge that connects Russia and Estonia.®' The
Russian newspaper Kommersant quoted an Estonian newspaper reflect-
ing on the crisis: “Ayear after the scandalous incident with the moving
of bronze Alyosha’ the government counted its losses: €450 million, or
3 percent of the GDP. The Port of Tallinn especially feelsits losses. It
lost 13 percent of its transit turnover” (“Tallinn,” 2008).

Analysis

Estonian accounts of the crisis highlight four reasons to attribute the
crisis to Russia. First, they note Russia’s influence in sustaining a nar-
rative opposed to Estonia’s view of World War II. Second, they claim
there was direct support and communication between the Russian
embassy and the “Night Watch,” a youth group (allegedly supported
by Russia) that appears to have played a significant role in rallying the
rioters. The Night Watch was apparently established “to protect the
monument from being profaned by provocateurs and vandals,” and
held anumber of protests against the removal of the statue prior to the

@ Forexample, Estonia’s Kalev chocolate factory was subject toa boycott (see http:/ / psy.rin.
ru/cgi-bin/news.pl?id=124331).

6 hitp:/ /www.vesti.ru/doc.html?id=114941&cid=5; Similarly, a member of the United Rus-
sia’s committee responsible for work with the displaced persons and compatriots abroad pro-
claimed that “boycotting Estonian products —is the least of measures that Russia should
take in relation to Estonia” (http:/ /www.niann.ru/?id=315506).


http://psy.rin.ru/cgi-bin/news.pl?id=124331
http://psy.rin.ru/cgi-bin/news.pl?id=124331
http://psy.rin.ru/cgi-bin/news.pl?id=124331
http://www.vesti.ru/doc.html?id=114941&amp;cid=5
http://www.niann.ru/?id=315506
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Bronze Night (“A Brief History,” 2007).62Third, the protests of the
Estonian embassy in Moscow, by Nashi, were said to be organized by
the regime. Fourth, Russian “cyber militia” or other state-controlled
actors were believed to be responsible for the cyber attacks (Carey,
“Cyber Militias,” 2013).

Russia did take a number of actions to expand its influence in
Estonia, which likely did contribute to the protests. Furthermore, its
ownnarrative of World War Il may have set the stage for a social clash.
However, scarce evidence exists that Russia initiated and executed the
entire crisis. Post-hoc Russian support for the protests is not evidence
of Russia’s intention to start acrisis.

Claims of Russian responsibility appear to be based primarily on
the role of the Night Watchand alleged Russian government responsi-
bility for the cyber attacks. The riots rapidly escalated on April 26, and
even if Russian officials did consult with some protestors, it is difficult
to believe, given the rapid growth and large scale of the protests, that
they were single-handedly coordinated by Russia. Reports at the time
from an Estonian official reinforce the idea that the riots were sponta-
neousrather than planned or carefully organized.®*Similarly, itappears
thattheinitial cyberattacks were executed by nongovernmentalactors.
Itis theoretically possible that the Russian government decided to
begin its attack by appearing unsophisticated, though this seems an
overly complex explanation. Though there is extensive discussion of
other elements of the Bronze Night incident in Russian media, there is
virtually no talk or analysis of Russia’s role in the cyber attacks in Esto-
nia or in mobilizing protest movements there, except for Putin’s press
secretary’s denial that Russia had anything to do with the attacks.

& Nevertheless, an Estonian court acquitted the Night Watch of charges of riot instigation
(see Sputnik, 2009).

8 Onereport notes, “ According to Interior Minister Juri Pihl, speaking after the second
night, the rioting did not seem to reflect organized preparations, planning, or clear leader-
ship, but for the most part a mob spirit and spontaneous dynamic” (Socor, 2007).

® The most concrete discussion was from Sergei Markov, a State Duma deputy from United
Russia, who likely speaking injest identified his assistant as the perpetrator, “ About the
cyberattack on Estonia... don’tworry, that attack was carried out by my assistant. Twon’t
tell you his name, because then he might not be able to get visas” (Coalson, 2009).
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Estonia attempted toinvestigate and prosecute those responsible, with
little success.®® Analysis of the events tends to highlight the absence
of concrete evidence of Russian instigation,® though many U.S. and
Estonian sources tend nevertheless to hold Russia responsible.?” It is
more likely that the Russian state played a role in supporting the cyber
attacks during the second wave.

This review of events suggests a more interactive and opportu-
nistic model for Russian political warfare, with Russia sowing seeds
for conflict in fertile conditions and escalating the resulting unrest.
Significant opposition to Estonian activities by local Russian speakers
led to protests and cyber attacks by relatively untrained individuals.
The Russian authorities then capitalized on the opportunity to oppose,
undermine, and attack the Estonian government by imposing sanctions

© Cyrus Farviar writes, “Partly because of the evidence that he’s seen, and Moscow’s reluc-
tance tobe cooperative leads made Estonian Chief Prosecutor Margus Kurm say thatheis
confident that the leaders of the attacks are in Russia, despite saying: “We have no evidence
and no information that this was the Russian government.” Still, Kurm is pretty hopeless of
ever gaining any further information that could be legally useful for prosecuting anyone for
cybercrimes against the Republic of Estonia. In an interview in July 2007, he admitted to
me: “Thestatus is that we haven’t gotany information from Russia and I'm quite sure that
we will not get any information” (Farivar, 2007).

% Onearticle observed, “The Russian government denied responsibility, and outside experts
found the evidence of official government involvement weak. Mikko Hypponen, chief
research officer at security company F-Secure, feels that the attacks would’ve been more
effective if the Russian government had been involved. The maximum bandwidth used was
roughly 90 Mbps, with 10 attacks lasting 10 hours or more. . . . By comparison, in May
2006, the antispam company Blue Security was forced toshut down by aretaliating spam-
mer who used tens of thousands of machines ina DDoS attack amounting to 2 to 10 Gbps
of fake traffic” (Lesk, 2007).

% A CNAS report explained: “In 2007, Estonia was deluged by cyber attacks. All signs
pointed to Russian involvement: Many of the cyber attacks themselves were traced to Russia;
many of the attack tools were written in Russian; many of the corrupted Estonian web-
sites were polluted with strong nationalist Russian reactions; numerous Russian politicians
openly supported the attacks; and the Russian government refused to stop or eveninvestigate
the attacks. Russian police simply remained on the sidelines.” Nevertheless, these activities
could be expected if Russia supported the attacks but did not initiate them. Similarly, Ste-
phen Herzog observed, “While we may never know the true extent of Kremlin involvement
in the cyber attacks on Estonia, it is clear that Russian officials encouraged the hackers by
accusing Tallinn of altering history, perpetrating human rights violations, and encouraging
fascism” (Denmark and Mulvenon, 2010, p. 170; Herzog, 2011, p. 53).
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against Estonia; encouraging the activities of its proxies, including the
directly controlled Nashi; and escalating the cyber attacks. Estonian
officials emphasize that Russia retains the ability to begin a protest
through its networks in Estonian society (discussions with Estonian
officials and think tank analysts, 2015). While this may be true, the
size and legitimacy of protests and the severity of the unrest depends
on the overall environment as much as on Russian actions.

Current Russian Means of Influence in Estonia

Estonian government agencies are deeply concerned with the ongoing
and cumulative effects of Russia’s activities to destabilize the country,
Merle Maigre, an advisor to the Estonian president, notes that there
is“nothingnew” in Russia’s tactics in Estonia (Maigre, 2015). KAPO
compiles an extensive dossier of Russia’s subversion efforts in its annual
reports. The 2013 report explained that “Russia wants to expand the
Russian empire using Russian-speaking residents as one of its tools.
Theneed to protect Russian peopleis used as an excuse for aggression,
although it clearly ignores facts that the entire world can see and hear
through the free media” (Estonian Internal Security Service [KAPO],
2013, p. 2). Perceived Russian activities in Estonia can be roughly
divided into the same categories as in the previous section.

Diplomatic and Proxy

Awiderange of pro-Russianorganizationsin Estoniahave varied links
to the Russian government. These organizations may simultaneously
undertake actions with no apparent coordination.

Some category 2 organizations are formally independent but
transparently funded by the Russian government, generally through
Rossotrudnichestvo and the Compatriot Policy.#The Russian embassy
inTallinnreportedly hasled a“Coordination Council of Russian Com-
patriots,” which criticized Estonia during the Bronze Night incident

8 Specifically, the “The Fund for the Legal Protection and Support of Russian Federation
Compatriots Living Abroad” (see Winnerstig, 2014, p. 40).
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for breaking up “antifascist clashes” (Winnerstig, 2014, p. 43). The
Compatriot Policy also funds a “Russian Ombudsman,” who claims
torepresent theinterests of ethnic Russians (Winnerstig, 2014, p.41).
Russianbacked groups include the “MTU Impressum,” a“media club”
hosting Russian media figures in Tallinn (Estonian Internal Security
Service [Kaitsepolitsei], 2013, pp. 8-9). Russia also sponsors youth
camps through Rossotrudnichestvo, which KAPO claims are closely
connected to the GRU (Estonian Internal Security Service [Kaitse-
politsei], 2013, pp. 8-11).

Some category 3 organizations, while they claim to be independent,
are likely proxies of the Russian regime. These include “anti-fascist”
organizations in Estonia, such as Mir Bez Natsizma (World without
Nazism [MBN]). An umbrella organization present throughout the
post-Soviet world, MBN claims to have 14 member organizations from
Estonia, including the Night Watch. These 14 organizations are likely
small, with overlapping membership, perhaps indicative more of Rus-
sia’s tendency to create fake or virtual organizations than a real dif-
ferentiation of opinion among Russian speakers in Estonia. The Night
Wolves, the biker gang linked to Putin, also appear to be active in
Estonia and seeking to expand.®”Estonian news sources noted concern
about the Night Wolves’ plans and suspicion at efforts by the Night
Wolves to transport embargoed supplies from Estonia to the separat-
ists in the Donbas (“Russian Bikers Help Estonia to Send Humani-
tarian Aid to Donbass,” n.d.).?Some representatives from Russian-
speaking Estonian organizations welcomed the Night Wolves, while
others expressed concern about the Night Wolves “con[s|orting with
authorities and scaring young people” and bringing unwanted hostility

® Galleotti describes a potential scenario in which “the Kremlin-backed Night Wolves
motorcycle gang tries to force the border into Narva, unarmed but in numbers,” comple-
menting events such as protests by Russian speakers in Narva or bombs in Tallinn (Galeotti,
2015).

0 Theleader of the volunteer group Dobrosvet near Tallinn offers a good example of the
loyalty of many Russian speakers to Estonia —though her group collects humanitarian aid
for Night Wolves to ship to the Donbas through Russia, her son will serve in the Estonian
army —shenotes, “Russians in Estonia ‘already have a different mentality.”” (See “On the
Border,” 2015).
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in Estonia (“Moscow Bikers’ Club with Links to Putin May Expand to
Estonia,” 2013).

Some category 4 organizations have independent decisionmaking
authority but may share an agenda with the Russian regime. These
organizations tend to have constituencies and legitimate concerns for
the Russian-speaking population. The Legal Information Centre for
Human Rights (LICHR), for example, cooperates with Amnesty Inter-
national and has criticized Estonia’s policy toward the Russian popula-
tion. The KAPO has noted that funding for LICHR comes from Russia
(Winnerstig, 2014, p. 47; Braw, 2015; Poleshchuk, 2014). Other groups
withasimilarly declared agenda include the “Russkaja Shkola Estonii”
(RussianSchool of Estonia), which backs Russianlanguage schools,and
the Estonian Aliens Union, which seeks support from Western leaders
on citizenship issues (“Union of Non-Citizens of Estonia”).

The Centre Party in Estonia, which receives most of its support
from Russianspeakers and was the second largest party in the last elec-
tions, also falls in category 4.7 Despite its size, the Centre Party has
not been included in political coalitions, in part because of concern
that it might be influenced by Russia (“On the Border,” 2015; dis-
cussions with Estonian officials and think tank analysts, 2015). Fur-
thermore, the KAPO accused Edgar Savisaar, the leader of the Centre
Party, of seeking money from Vladimir Yakunin, the head of the Rus-
sian Railway Company, to build an Orthodox cathedral, precipitat-
ing the “Eastern Money Scandal” of 2010. Vadim Polescchuk, of the
pro-Russian LICHR, countered that the KAPO appeared to have
inappropriately listened inonthe discussions of theleader ofanopposi-
tion political party (Savisaar), the Estonian media had unfairly accused
Yakunin of being a member of the KGB, and the Orthodox Church
was not controlled by the regime (Poleshchuk, 2014, p. 50). Never-
theless, the Centre Party is believed to have a formal agreement with
United Russia, presumably in exchange for funding. Russian media

T According to the LICHR, in 2011 the Centre Party was “supported by 81 percent of
Russian-speaking citizens and 11 percent of enfranchised Estonians,” who are generally
lower-income and older Estonians (Poleshchuk, 2014, p. 14,17; discussions with Estonian
official, 2015).
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also shows positive programming toward Centre Party figures (FOI,
2010, pp. 50-51; Grigas, 2012; Tagel, 2015).

Informational

Russian speakers are often described as living in a “ different informa-
tionspace” from Estonians. Russian speakers watch TV stations broad-
cast primarily from Russia, including PBK, a Russian-language station
rebroadcasting Russian media;?Rossia/RTR, a widely watched Rus-
sian station; NTV, which is owned by Gazprom; and RTV, broadcast
by RT (Kaljurand 2015; Loit, n.d). Analysts and observers explain the
preferences of Russian speakers for Russian language media as being
due to better content. Many of the stations have high-quality Western
programs (e.g., Game of Thrones), occasionally interspersed with news.
The news broadcasts, following the models of broadcasts within Russia,
are generally subtle in promoting the regime’s messages (Kaljurand
2015; interview with think tank analyst, 2015).

Cyber

A major vulnerability in Estonia is cyber attacks. Estonia is one of the
most networked societies in Europe — the entire government operates
online, partly as preparation to move the government infrastructure
abroad in case of a Russian attack. In 2014, the KAPO reported an
“advanced persistent threat” that repeatedly targeted Estonian govern-
ment networks (Estonian Internal Security Service [Kaitsepolitsei],
2014, p. 19). While Estonian sources highlight the role of the FSB in
cyber warfare, there is little information to conclusively link ongoing
cyber attacks with the Russian government (Estonian Internal Security
Service [Kaitsepolitsei], 2013, p. 13). Indeed, as one cyber security offi-
cial in Estonia explained,

[Russia] does not correspond to our principle of a state with sepa-
ration of powers, with a functioning civil society, where organ-
ised crime also stands separate from the state. Over there, itis all

2 BMA, which controls a variety of stations, is co-owned by “Russian-born Latvian busi-
nessman Oleg Solodov and Russian citizen Alexei Plyasunov” (Krutaine and Sytas, 2015;
Springe, Motuzaite, and Gailane, 2012).
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intertwined. Therefore, a cyber attack issued from Russia may come
froma criminal organisation or a youth organisation or wherever.
But eve[n] while itis often technically complicated to ascertain the
source of anattack, wecanalways use our commonsense and ana-
lytical mind: if the attack was politically motivated, there might be
someone behind it with political motives (Pau, 2015).

Hence, while Estonia highlights the threat from Russia, it recognizes
thatitfacesawiderange of potential cyber attackers with parallelagen-
das, evenif they are not directly controlled by the Russian state.

Intelligence

Russian intelligence is believed to be active in Estonia, as shown by several
cases of apparent Russian espionage. In December 2014, the FSB claimed
ithad an agent, Uno Puusepp, who had operated for 20 years in the
KAPO (“FSB Reveals It Had Agent in Estonia Intel for 20 Years” 2014).
Asdiscussed above,according to Estonian authorities, the FSBalso oper-
ated in Estonian territory when they seized KAPO agent Eston Kohver
in September 2014 (interviews with Estonian officials, 2014). After being
sentenced to 15years’ imprisonment by a Russian court, Kohver was
exchanged in September 2015 for Aleksei Dressen, a KAPO officer con-
victed of working with the FSB. In 2013, the KAPO announced that
Vladimir Veitman, who had been working for the KAPO since 1991, in
facthad beenrecruited by the SVR.In2009, Estonia caught Herman
Simm, an official in the Ministry of Defence, whohad shared NATO
classified information with Russia (Schmid and Ulrich, 2010). KAPO
reports claim the SVR, FSB,and GRU are active in Estonia (Estonian
Internal Security Service [Kaitsepolitsei], 2013, pp. 13-17).

Economic
Estonia does have significant economic relationships with Russia, and
Russian actions taken after the Bronze Soldier incident cost Estonia
1.85 percent of its GDP.

A significant volume of Russian goods is transported through
Estonia, especially Estonian railways. An estimated 80 percent of rail
traffic in Estonia is transshipment, as Estonia shares the same rail
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gauge as Russia. Rail traffic in Estonia dropped significantly in 2007
following the Bronze Night incident, potentially pointing to Esto-
nia’s vulnerability to Russian leverage. However, Estonian officials are
actively considering changing the rail gauge to an EU standard, which
would diminish Estonia’s attractiveness as a transit country. This fol-
lows a continuing trend of Estonian officials insisting that they intend
to deepen ties with the West over those with Russia (Schaefer, 2011;
discussions with Estonian officials, 2015).

Estonia depends on Russia for some of its energy supplies, espe-
cially natural gas, butits dependence affects a relatively small por-
tion of energy supplies, and that portion is declining. Estonia currently
receives all of its natural gas supplies from Russia, and is hence vul-
nerable to a cutoff in supply. However, EU estimates indicate that by
sharing gas with its neighbors, Estonia could replace 40 percent of its
supplies (European Commission, 2014). Furthermore, natural gas rep-
resents arelatively small portion of the Estonian energy supply — only
6.4 percent of total energy consumption in 2014 — and the opening of
the Klaipeda LNG port in Lithuania in 2015 enabled Estonia to fur-
ther diversify its supply (Eurostat, 2016; Rapoza, 2015). Estonia does
not import electricity from Russia, but Latvia and Lithuania do, and
they re-exportsome of this electricity to Estonia. Russia could theo-
retically cut off electricity supply to the Baltic countries, though not
without also cutting off Kaliningrad. Overall dependence on Russia
for electricity in the region is declining with new interconnections
with the European electricity supply (Larrabee etal., 2017, pp. 31-33;
Kropaite, 2015).

Finally, Russia has significant trade and investment with Esto-
nia, though not to the point that a trade embargo alone would deeply
undermine the Estonian economy. Exports to Russia constituted more
than 10 percent of the export market share for Estonian agricultural,
livestock, and fishery goods, hence pointing to Estonia’s vulnerabil-
ity toongoing Russiancountersanctionsagainst Europeanagricultural
goods. However, these goods constitute a very small portion of Esto-
nia’s overall exports to Russia, and Estonia has been consistent in its
support for sanctions against Russia (discussions with Estonian offi-
cials, 2015; Larrabee et al., 2017, pp. 31-33).
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Conclusion

This chapter has examined Russian thinking and practices regarding
political warfare. Russia’s political warfare activities are informed by
Russian understanding of new generation warfare, by Russian and
Soviethistoricalusesof political warfare,and by recent Russian domes-
tic politics. While Russia has wide-ranging capabilities, including
proxies, nonkinetic use of military forces, information activities, cyber
warfare, and economic influence, these tools are not unlimited and are
generally used in specific contexts in limited and opportunistic ways.
Based on the observations above, we highlight three central observa-
tions about Russian political warfare thathave importantimplications
for defense and deterrence against Russia and for adapting U.S. and
allied political warfare to be moreeffective.

Russian Political Warfare Is a Response to
Western Political Warfare
Analysis of Russia’s understanding of contemporary political warfare
indicates that Russia seesitself largely on the defensive. Many analysts
have sought to demonstrate an alignment between political warfare
activitiesin Ukraine and writings onnew generation warfare, pointing
to the adoption of political warfare as an offensive strategy.
However, our ownanalysis of primary sources, as well as observa-
tions from other close examinations of the Russian military discourse,
emphasize that the Russian leadership sees a major deficitin its own
ability to use and coordinate soft power and political warfare tools. Rus-
sian intelligence services and other actors compete and often collide in
conducting their missionsand areat times pursuing divergentagendas.
Russia tends to overestimate the role of the United States in spurring
democratic and liberal revolutions through the Maidan protests, color
revolutions, ArabSpring,and soforth. The tendency of the Putinregime
to see these events as artificial developments of aggressive Western policy
is likely reinforced by Putin’s own history in Soviet intelligence and the
semi-democratic character of Russia’s regime. Understanding Russia’s
true motivations and mind-set is critical to developing approaches that
will deter rather than galvanize aggressive behavior.
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Russian Political Warfare Stokes Conflict and

Capitalizes on Crises

Rather than manufacturing political crises from start to finish, Russia
appears to operate by creating pressure and intensifying social divides,
and then taking advantage of crises once they emerge. This tendency is
clearly visible in the case of the Bronze Night. Russian propaganda and
narrativesdirected atRussianspeakerssetthestageforthe denouement
of the crisis,and Russia provided financial and other support to groups
that played important roles, the Night Watch being the best example.
But Russia does notappear to have initiated the crisis, and its activ-
ity in the crisis appears to be reactive. Similarly, in eastern Ukraine,
though theentirestoryisnotyetfully clear, itseems that Russia sup-
ported counter-Maidan protests by Yanukovich’s Party of Regionsand
backed propaganda claiming that the Maidan protesters were fascists
(Meek, 2014). Once the protest movement grew with limited Russian
support, Strelkov, Borodai, and others, possibly at the urging of the
Russian leadership, encouraged the shift into a separatist movement,
taking advantage of economic grievances and the close links between
Russia and the Donbas (Zhukov, 2014). Again, Russia reacted to a
crisis thatemerged out of tension thatithad helped create.

This opportunistic mode of operation is consistent with Russian
descriptions of Putin’s strategic thinking. Ina publiclecture, Lukyanov
described Putinas “notastrategic thinker” —rather, Putinis “prepared
forany development” and ready for “immediate reaction” (Lukyanov,
2016).Similarly, Sergei Pugachev, aformeraide, noted, “Putinis not
someone who sets strategic plans; he lives today” (Bullough, 2014).
Monitoring and tracing Russia’s effort to feed crises may therefore be
critical for U.S. and NATO efforts to counter Russian political warfare.
Understanding financial flowsand the ways in which Russia’snetwork
ofloosely affiliated proxiesand organizations operateisalsoessential.

Russian Political Warfare Depends on the

Geographic and Political Context

Russia’s use of political warfare is constrained and determined in part
by the geographic and political context. Its capabilities and influence
appear noticeably greater within the post-Soviet world and its near
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abroad. For example, the “Regional Priorities” section of Russia’s For-
eign Policy Concept identifies, in decreasing specificity, goals for the
CIS Member States, neighboring countries such as Georgia, the EU
and NATO, the United States, the Far East, and the rest of the world.
The FSB, with primary responsibility for Russia and the near abroad,
has significantly greater resources than the SVR, which has greater
responsibility for Western Europe and the United States. The FSB also
relies on preexisting networks from the Soviet period, implying that
it is more difficult, though certainly not impossible, for the FSB to
operate effectively beyond the post-Soviet world.”?Russia’s media and
information activities also seem significantly more effective in Russian-
speaking areas than in Western Europe. Finally, surveys and research
on Estonia, eastern Ukraine, and other parts of Russia’s near abroad
emphasize that while some individuals remain close to Russia and are
quite responsive to Russian propaganda, others are increasingly inte-
grated into the West and correspondingly less responsive (Kivirahk,
2014; Pifer and Thoburn, 2014). Russia certainly can exert influence
outsideofitsnearabroad, asithasinSyria. Nevertheless, Russia’sinflu-
ence and leverage are likely to be proportionately greater in its region,
given factors including the presence of Russian speakers, preexisting
linkages with the target society, low economic development, and a
shared Soviet narrative.
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CHAPTER FOUR

Case Study: Iran

Political warfare is a central component of the Islamic Republic of
[ran’sstrategy toresistand defeat U.S. influence in the Middle East.
Iran’s perceived military disadvantages relative to the U.S. strongly
influencesitsuse of political warfare, which includes information oper-
ations, use of media, political manipulation, and economic domina-
tion. According to Iranian officials, the Islamic Republic’s ideology of
resistance and its skill in conducting political warfare allow it to offset
U.S.power in the Middle East. In particular, they believe thatIran’s
position as a “natural” power in the region and leadership of an “axis
of resistance” —composed of Lebanese Hezbollah, the Syrian regime,
pro-Iranian Palestinian groups, and several Shi‘a Iraqi militias —allows
it to counter American “imperialism” in the region.

Amid the transformations taking place in the Middle East in
recent years, Iran has employed a robust political warfare strategy in
an effort to expand its regional power. The 2003 overthrow of Saddam
Hussein and the installment of Shi"a Iraqi parties in Baghdad provided
Iran with unprecedented influence in Iraq. The rise of the Islamic State
in Syria and the Levant has also provided Tehran with unique oppor-
tunities to wield political power in its western neighbor. In defending
Syria’s Bashar al-Assad government, Iran has also engaged in political
warfare, albeit in a more challenging context that lacks a significant
Shi'a population and sees the Damascus regime besieged by foreign-
backed militants. Nevertheless, Iran’s political warfare skills will con-
tinue to presenta unique challenge to U.S. interests for the foreseeable
future. Iran’s ideology of resistance may have lost much of its appeal
since the Arab uprisings and the Syrian war, as Iran’s reputation in the
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Arab world has declined markedly since those events started. But Iran
continues to champion marginalized Shi'a groups under the threat of
Sunnijihadism. This alone provides Tehran with substantial influence
and leeway in the Arab world.

This chapter will firstexplore the philosophy underpinning Iran’s
use of political warfare. The chapter will then examine the means by
whichthelranianregime employsitsstrategy in the political, religious,
cultural,economic,and military spheres, witha particularemphasison
Iranian activities in Iraq and Syria.

Iran’s Views of Political Warfare

Iran’s historical memory of foreign manipulation, combined with its
sense of national importance, continues to shape its conduct of politi-
cal warfare today. The Iranian regime believes itself to be under a per-
manent state of siege, while at the same time fulfilling its role as a
defender of the downtrodden in the face of Westernimperialism.

A one-time superpower, Persia had become a relatively weak and
backward nation-state by the nineteenth and twentieth centuries. It
wasnever colonized by Western powers, but British, Russian, and then
American interference in its internal affairs was a rather common and,
from an Iranian viewpoint, humiliating occurrence. Iran’s 1979 revo-
lution, which overthrew the authoritarian U.S.-backed Shah Moham-
mad Reza Pahlavi, was atits heart an anti-imperialist struggle.

Today, Iran’s current supreme leader Ayatollah Ali Khamenei
believes that the United States is opposed to the very “essence” of the
Islamic Republic rather than simply its regional activities. In particu-
lar, Khamenei believes that Washington is seeking to foment a “velvet
revolution” against the regime through the promotion of Western
democracy, support for civil society, and psychological warfare.!In
September 2015, Khamenei warned a group of Islamic Revolutionary

1 Khamenei believes that the United States was behind the so-called color revolutions that
occurred in several former Soviet republics, including Ukraine and Georgia (Khamenei.ir,
2016).
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Guards Corps (IRGC) commanders: “Economic and security infiltra-
tion is not as important as intellectual, cultural, and political infiltra-
tion” (“Enemy’s Infiltration,” 2015). According to the supreme leader,
one of the main techniques of the evil empire’s soft war is to create
discord among the people of a society.?

The Islamic Republic has adopted an anti-imperialist liberation
ideology as a core pillar of its foreign policy. According to the Iranian
elite, the United States has replaced Great Britain as the Middle East’s
chief imperial power. Having “liberated” Iran from Western imperial-
ism, the Islamic Republic feels it must now help free its Muslim breth-
ren across the region from the yoke of foreign control.

[ran’s political warfare is aimed at countering the United States,
Saudi Arabia, Israel, and ISIL at the same time; many in Iran view each
tobepartofabroad conspiracy to defeat the Islamic revolution. Accord-
ing to Khamenei, the United States seeks to maintain instability in the
Middle East in order tojustify its continued presence (Khamenei, 2015).
[ranian officials believe Israel to be at the forefront of Western colonial-
ism in the Middle East. The Islamic Republic has long championed the
Palestinian cause and made it a central part of its political warfare in
the region. But as the region’s conflicts have increasingly broken down
along the Sunni-Shi'a divide, Iranian leaders have viewed Saudi Arabia
as their chief ideological rival due to the kingdom'’s espousal of Wah-
habism, an interpretation of Sunni Islam that considers the Shi'a to be
heretics. The Iranians blame the Saudis for the rise of ISIL, whose ideol-
ogy tracks closely with the Saudi official religion. Many of the Iranian
elite also argue that ISIL was created, either indirectly or directly, by
Americanactionsin theregion. Khameneiargues that the United States
sees the spread of extremist groups such asISIL as a means of break-
ing up countries into smaller, more easily controlled pieces (Khamenei,
2015). Therefore, the conflicts enveloping the region are not sectarian
in nature, but “a war between those devoted to the goals of the United
States and the West versus supporters of the independence of nations”
(“Tahlil-e Rahbar-e,” 2014). The Chair of the Supreme Council for

2 Khamenei's sensitivity to perceived Western political warfare greatly increased after the
2009 Green Movement protests (Gholamzadeh, 2015; Wastnidge, 2014).
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National Security, Ali Shamkhani, claims that the United States sup-
portsISIL in order to “instill fear and instability” among the people
of the region and to prevent them from “determining their country’s
destiny” for themselves (“Firoozabadi,” 2014). And Armed Forces Chief
of Staff Hassan Firoozabadi has questioned why it was so “easy” for
ISIL to conquer Mosul, claiming that the capture of the key Iraqi city
was planned by the United States and Israel in cooperation with former
Baathist generals (Fars News Agency,2014).

For Iran, having soft power is more important than having hard
power. Shaping people’s morals and desires is a more durable form of
power than simple diplomatic treaties. According to Khamenei, while
countries most often seek support from others through economic, polit-
ical, and military means, that is only a source of temporary influence
(Haghighatkha, 2013). Once the treaties and contracts end, the influ-
ence ends. Rather, leveraging shared culture, religion, and civilization
is longer lasting. According to Khamenei, “The principal target of the
Islamic Republic are the peoples” of the region (Haghighatkha, 2013).
Influencing hearts and minds can speed up and deepen the strategic
influence of Iran, and itis less costly. Thus, among the panoply of politi-
cal warfare tactics, the subset of “soft power” tactics aimed at cultural
andreligiousinfluencerepresenttheheartofthelranianapproach.

Butinreality, Iran’s conduct of political warfare is also motivated
by its inherent weakness in the face of U.S. power, although it is never
depicted as such by Iranian officials. Iran is a developing country with
limited economic and military capabilities, especially when compared
to the United States and its regional allies. Therefore, it must revert
to asymmetric tactics. In addition to supporting proxy groups such as
Hezbollah and Iraqgi Shi'a militias, Iran views political warfare to be an
integral nonmilitary asymmetric capability that can offset American
military, economic, and political influence.

Iranian officials are sanguine about Iran’s strength in the region,
which they deem to be a result of the success of its ideology. According
tothenarrative, Iran’s soft power — specifically regarding the religious
and cultural realm —is increasing to the point that it could become “a
consequential cultural axis in the region and the world” (Hossein and
Alamdari, 2008). In Khamenei’s words, “This strength, this [regional]
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influence, is precisely because of the revolution. Wereit not for the rev-
olution; were it not for the revolutionary spirit; were it not for the revo-
lutionary actions, this influence would not exist” (Khamenei, 2015).
Khamenei argues that if foreign powers are removed from the region,
the people —whose will is influenced by Iran’s Islamic revolution — will
inevitably come to power (Abdollahian, 2013).

Methods and Agencies of Political Warfare

Over the past several decades, the Islamic Republic has developed a
range of political warfare tactics that it employs to counter U.S. influ-
ence, themost predominantof whichare using proxy militias to manip-
ulate local politics to Tehran's advantage; employing religious ideology
to recruit and inspire militants; using economic influence as a means
of political leverage; engaging in psychological warfare and propagat-
ing the Islamic revolution’sideology through its national broadcasting
network, NGOs, and loyal proxies; engaging in cultural and religious
diplomacy efforts; and co-opting grassroots movements. The extent to
which Iran emphasizes each tactic depends on the political and social
context of each target country.

Iran’s proxy militias play a prominent role in Tehran’s political
warfare strategy in ways that complement their asymmetric military
capabilities. Iran’s expeditionary force, the Islamic Revolutionary
Guards Corps Qods Force (IRGC-QF), leads these efforts. Itis respon-
sible for training pro-Iranian militants across the Middle East and
beyond. Through loyal militias, Iran intimidates political actors and
manufactures political crises that it must then be called in to resolve. It
hasencouraged militias to establish political organizations, with Leba-
nese Hezbollah serving as the most successful example of this tactic. At
the same time, Iran backs and often establishes competing militias in
order to provide it with strategic options and to prevent any one group
from becoming too powerful. A constant proliferation of new militias
may also be intended to confuse the enemy as to their origins, thus
providing Iran with plausible deniability for violent actions. Ambiguity
regarding the level of Iranian control over the groups could also serve
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to make local actors’ Islamic resistance ideology appear to be merely
inspired by the Islamic Republic rather than Tehran-directed propa-
ganda. Meanwhile, in their training camps, the IRGC-QF attempts to
impart to trainees the spiritual inspiration its fighters experienced on
the front lines of the Iran-Iraq War.

Iran also engages in political warfare through economic means,
focusing especially on gaining market share in weak economies and
using its newfound influence to pressure host governments. For
instance, when Baghdad cracked down on pro-Iran militias in 2008,
Tehran exploited Iraq’s dependence on Iranian electricity by cutting
off power to Basra (Sullivan, 2009). In Syria, Iran has taken advan-
tage of Assad’s isolation by stipulating that the billions of dollars in
credit extended to Damascus be used mostly on purchasing Iranian
goods and services (Yazigi, 2015). However, Tehran rarely exerts eco-
nomic pressure in such overt ways, making it difficult to assess the
extent to which economic power is being leveraged for political war-
fare purposes. But at the same time, the Islamic Republic’s control
over so much of the Iranian economy —either through state-owned
enterprises, IRGC-affiliated companies, or multibillion-dollar religious
foundations (bonyads) — provides it with opportunities to incorporate
its business ventures within an overall political warfare strategy.?Often,
Iranappears tohave used enticements rather than threats toachieveits
political objectives. Throughout the presidency of Mahmoud Ahma-
dinejad, Tehran sought to escape international isolation by providing
economic incentives to African and Latin American countries, likely
in exchange for diplomatic support of its nuclear aspirations and anti-
imperialist stance. For instance, beginning in the mid-2000s, Iranian
economic cooperation and investment in Mauritania increased in
parallel with the African country’s diplomatic move away from Israel
(Szrom, 2010). Meanwhile, Tehran rewarded Bolivian presidentEvo

3 Religious foundations are not subject to public financial scrutiny, and are answerable only
toSupreme Leader Khamenei. The Foundation of the Oppressed and War Veterans owns
hundreds of subsidiaries, through which it has invested in energy, engineering, and multiple
other industries throughout the world (Thaler et al., 2010; Ilyas, 2009).
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Morales’s anti-American stance with promises of a $1 billion invest-
ment in its weak industrial sector (Garcia and Hudson, 2007).

Psychological and ideological operations areintegral to Iran’s for-
eignpolicy. Asagovernmentborne outofrevolution,itunderstands the
importance of propaganda (Eistenstadt, 2010). According to Michael
Eisenstadt, “Whereas the United States undertakes information and
psychological operations to support its military operations, Iran fre-
quently undertakes military activities (i.e., displays of force and surro-
gate terrorist operations) to supportits propaganda and psychological
warfare operations” (Eistenstadt, 2010, p. 2). As such, it most often
seeks victory through demoralizing its enemy rather than through tra-
ditional military victory — for instance, conducting a war of attrition
against American troopsinIraqand Afghanistan or terrorizing enemy
civilians. Iran’s depiction of the 2006 Lebanon war as a victory for
Hezbollah is an example of its information operations.

The Islamic Republic of Iran Broadcasting (IRIB) is a central
component of Iran’s information operations. IRIB controls all Iranian
broadcasting, as the constitution prohibits private broadcasting net-
works (Pahlavi, 2012, pp. 21-33). IRIB has branches in 45 countries,
andithasfiveforeignlanguage news channels (Pahlavi, 2012, pp.1-14).
Italso provides some programming for Hezbollah’s Al-Manar station
(Wastnidge, 2014, pp.1-14).Iran’suse of IRIBto targetregional audi-
ences became more pronounced in 2003, following the U.S. invasion
of Iraq, when IRIB established the 24-hour Arabic-language channel
Al-Alam. The channel has over 50 reporters in around 40 countries,
with offices in Gaza and Ramallah. It broadcasted around-the-clock
coverage of the 2006 Lebanon war in an attempt to enhance the “axis
of resistance’s” influence throughout the Middle East.*Iran launched
its English-language channel PressTV in 2007. PressTV is dedicated to
improving Iran’s international image and countering American “pro-
paganda” across the world. The channel receives over $25 million per
year from IRIB (Pahlavi, 2012, pp. 21-33). In 2011, IRIB launched
its Spanish-language channel HispanTV, which airs throughout Latin

4 IRIB’s other Arabic-language channel is Al-Kowthar, which was created in 2006 and
focuses on Shi’a religious programming (Harsin, Tavisarkani, and Jafari, 2009, pp. 225-69).
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America. Then-IRIB head Ezatollah Zarqami claimed that HispanTV
would play “amajor role in reflecting the ideological legitimacy of our
system to the world” (Black, 2010). Iran tailors its channels to the tastes
of the intended audience. For instance, while PressTV and HispanTV
feature female anchors with loose headscarves for their Western audi-
ences, Al-Alam anchors wear a conservative style of hejabcommon in
the Arab world (“Presidente Italiano,” 2016; Pahlavi, 2012, pp. 21-33).
Iran also engages in cultural and religious diplomacy efforts. Its
diplomacy during the first decade of the Islamic Republic was marked
primarily by efforts to export its religious ideology through various
institutions, including the Islamic Propagation Organization. How-
ever, by the 1990s, and following the Iran-Iraq War, Iran realized that
Arab publics were more interested in Arab unity than Islamic unity.
Therefore, the “drive for disseminating revolutionary propaganda trans-
formed over time into a more subtle and organized effort to introduce
[ran’sculture and valuesabroad” (Maltzahn, 2013, p.210). Inan attempt
to coordinate its cultural diplomacy efforts, Iran created the Islamic
Culture and Relations Organization (ICRO) in 1995. The organiza-
tion’s mission is to introduce the Islamic revolution’s values and real-
ize “Islamic unity by strengthening cultural relations among Muslim
states” (Maltzahn, 2013, p.205). According toanarticleinthelranian
journal Political Science, the ICRO cultural attaché has an “important
duty to [build up] public opinion and [forge relationships with] social
elites and transmit Islamic-national values” in Middle Eastern coun-
tries (Harsin, Tavisarkani, and Jafari, 2009, p.239). At the same time,
the position can also provide effective cover for intelligence operatives
attemptingtorecruitfromamonglocal populations. Forinstance, Iran’s
former cultural attaché in Argentina, Mohsen Rabbani, is the leading
suspect behind the 1994 bombing of a Jewish community center in
Buenos Aires (“Iran Set Up Terrorist Networks in Latin America,”
2013).Khamenei, throughhisdirectcontrol of theIRIBand the ICRO,
exercises strong influence over Iran’s soft power activities.®

5 The Supreme Leader appoints the head of IRIB, who also serves on the governing council
of ICRO. Moreover, the ICC staffs are subordinate to the Supreme Leader’s representatives
in each country (Wastnidge, 2014, pp. 1-14; Maltzahn, 2013).
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Prominentin Tehran’s cultural diplomacy efforts are the approxi-
mately 70 Iranian Cultural Centers (ICCs) around the world that are
run by the ICRO but often operate out of Iran’s embassies (Maltzahn,
2013). In most countries, the ICCs either run or help facilitate Persian-
language training programs. They also host Iranian cultural events for
the public. Each center’sideological activities are tailored to each coun-
try’s circumstances (Maltzahn, 2013). In Shi'a-populated countries,
the centers’ ideological focus tends to be onShi’a solidarity, whilein
non-Shi'a Muslim countries, the centers focus instead on pan-Islamic
issues. For instance, because of the lack of a sizeable Shi'a population
in Syria, the ICCs there have historically focused on Persian language
and culture as well as promoting Islamic unity. On the other hand,
theICCinBeirut, whichishometomany Shi'a, haslongheld Ashura
processions, commemorating the martyrdom of the Shi’a Imam Hus-
sein.* Meanwhile, in non-Muslim countries, such as those in Latin
America and Africa, ICCs focus on general anti-imperialist and anti-
Zionist propaganda (“Tahghighaat-e Diin,” 2010). In Sierra Leone, for
example, the ICC hosts an annual Qods Day celebration to denounce
Israel (“International Quds Day,” 2013).

In countries with an established Shi’a population, Tehran also
recruits clerics to act as ambassadors of Islamic Republic ideology.
Iran funds their training in the seminaries of Qom before returning
them home to serve as religious leaders in their communities. The Ahl
al-Bayt Assemblies (ABA), which are also run by the ICRO and are
located throughout the world, are involved in these activities. Iran’s
efforts to expand its influence over Shi'a communities have reached as
far as Latin America— especially to Argentina and Brazil, which are
home to sizeable Lebanese Shi'a diaspora populations. For instance,
the Brazilian city of Foz do Iguagu is home to the Ayatollah Khomeini
Shrine, which is overseen by the Qom-affiliated cleric Sheikh Muham-
mad Khalil (Comemoracao do Eid al Fiter em Foz do Iguacu [Com-
memoration of Eid al-Fitr in Foz do Iguagu],2014).

6 Interestingly, the ICCin Lebanon is not as active as the Damascus one, possibly due to
the fact that there is already a history of people-to-people exchange between Lebanese and
Iranian Shi’a that does not require government assistance to flourish (Maltzahn, 2013).
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Despite the coordinated efforts by ICRO and IRIB, several Iranian
analysts have highlighted what they view to be weaknesses in Iran’s cul-
tural diplomacy. One criticism is that Iran’s efforts are still dominated
by official statements (Golshan-Pezhou and Reza, 2012). Some analysts
also claim that Iranian programming lacks creativity —a significant prob-
lemin the face of what they see as the West's patientand well-organized
efforts to blacken the image of the Islamic Republic (Golshan-Pezhou,
2012). According to Mahmoud Reza Golshan-Pezhou, a foreign policy
analyst at the Expediency Council’s Center for Strategic Research, West-
ern media has been successful in making people frightened of Irani-
ans by focusing on human rights abuses and labeling Iran a destabiliz-
ing force (Golshan-Pezhou, 2012). Golshan-Pezhou recommends that
Iranlook to examples from other countries that have been successful in
exporting their culture. For instance, China has created over 300 Con-
fucius Institutes around the world, which promote Chinese cultureand
language. It has also invested heavily in improving its English-language
state media, committing toincrease the number ofits English-language
television employees tenfold by 2016 and increasing the number of its
stations, especially in the United States and Africa. Golshan-Pezhou
also highlights Turkish soap operas and Bollywood films as invalu-
able means of gaining soft power for Turkey and India, respectively.
With patience and correct management, he believes such types of cul-
tural diplomacy will allow the Islamic Republic to expand its soft power
regionally and internationally.

A new initiative undertaken by IRIB may be intended to address
theseweaknesses.In2014,Iranbegan productiononan Arabic-language
film titled Songs of My Homeland, which attempts to counter ISIL’s pro-
paganda (Scotten, 2015). The film’s plot —alove story about a Chris-
tian woman and a Muslim man living under the threat of ISIL —as
wellasits Arabic-language dialogue suggest that the project intends to
convey to Arab audiences that Iranis concerned with the welfare of all
the region’s inhabitants, and not just Shi’as. It also is a way to redirect
Arab concerns about Iran onto the West; the film’s director, Abbas
Rafei, said he made sure to “show ISIL’'s American weapons and to say
that most of their equipment was provided by the Zionists” (“Hadaf az
Saakht-e,” 2015).
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Amid the recent transformations taking place in the Arab world,
the Islamic Republic has attempted to take credit for the grassroots
mobilizations. According to Iranian officials, examples of Iran’s suc-
cessabound. The Arab Spring, for instance, was depicted as part of
an “Islamic Awakening” inspired by Iran’s revolution. According to
Deputy Foreign Minister for Arab Affairs Hossein Amir Abdollahian,
leaders of the Egyptian revolution were inspired by the Islamic revo-
lution and the role Iran currently plays in the region (Abdollahian,
2013). Abdollahian asserts that, with access to more media, Arab youth
were able to see how Iran has progressed, how it stands up to the West
to safeguard its indigenous scientific achievements. They saw how Iran
isanexample of a government governed by the will of the people. And
in September 2014, following the fall of the Yemeni capital of San"aa
to Houthi rebels, prominent Iranian parliamentarian Ali Reza Zakani
boasted that “three Arab capitals have today ended up in the hands of
Iran and belong to the Islamic Iranian revolution,” and he expressed
optimism that San’aa would become the fourth (“Sanaa Is the Fourth,”
2014). Zakani apparently was referring to Damascus, Baghdad, and
Beirut, the latter of which is heavily under Hezbollah influence.

Iran’s Political Warfare in Iraq

Iran’s political warfare activities in Iraq following the U.S. overthrow
of Saddam Hussein were driven by the concern that a strong, demo-
cratic Iraq allied with Washington, coupled with a revived center of
Shi’ism in Najaf, would challenge the Islamic Republic’s survival and
its attempts to become a paramount regional power. To prevent a new
Iraq from posing a threat to Iran, Tehran required an Iraq that was
weak and under Iranian, rather than American, influence.
Intheface of overwhelming U.S. military power, Iran turned toan
asymmetrical military strategy coupled with extensive political warfare,
where it felt it had a relative advantage. Led by IRGC-QF commander
Qassem Soleimani, Tehran has pursued a multipronged political warfare
strategy: Ithas cultivated relationships with a variety of Shi'a and non-
Shi‘a political parties, exerted influence over their decisionmaking, and
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played various factions against one another, thus making itself indis-
pensable as an arbiter of political gridlock.” Tehran has also used its
substantial influence in the Iraqi economy to buy off political factions
as well as counter Iraqi policies that run contrary to Iran’s interests. It
has established loyal militias through which it can violently pressure
politicians while simultaneously cultivating some of them to attain
political office themselves. Finally, through its militias and loyal junior
clerics, Iran has sought to increase its ideological and religious influ-
ence in Iraq to counter Najaf's Grand Ayatollah Ali al-Sistani and his
“quietist” school of Iraqi Shi'ism, which shuns direct clerical participa-
tion in politics. Sistani’s stance is a rebuke of Islamic Republic founder
Ayatollah Khomeini’s doctrine of velayat-e fagih, which calls for clerics
to oversee both the spiritual and political affairs of the nation.

Despite Iran’s successes in waging political warfare, attempts to
dominate Iraq have nonetheless run up against Iraqi nationalist senti-
mentamong the Shi'aand alack of general enthusiasm for velayat-e
fagih. At the same time, the fall of Mosul to ISIL in June 2014 forced
Baghdad to rely on Iran for protection, a turn of events that has pre-
sented the Islamic Republic with an even greater opportunity to putits
political warfare strategy into practice.

Political Manipulation

Iran has strived to become the ultimate arbitrator of Iraqi politics,
capable of both creating crises and intervening to resolve them (Felter
and Fishman, 2008, p. 32). Tehran has adopted a strategy of flexibility
by cultivating several political groups and militias, only to encourage
loyal factions to split off from the original organization once it has
attempted to moderate its position or move away from Iran. Once a
new militia has become established, Iran has sought to place its mem-
bers within the government asanadded source of influence. Ithas also
shownaninterestinhaving pro-Iranmilitiasmanipulate protestmove-
ments and steer them in a direction favorable to Tehran.

7 Leveraging his connections with political actors across the ethnic and religious spectrum,
“Soleimani has been directly involved in nearly all major Iraqi government deliberations
since the fall of Saddam” (Nader, 2015, p. 5).
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Following the fall of the Baathist regime in Baghdad, Iran sought
toempower the former opposition groups — including the Shi'a groups
Dawa and the Supreme Council for the Islamic Revolution in Iraq
(SCIRI) — that it had once harbored from Saddam.8Iran, however,
does not support only Shi’a parties but has also built strong ties to
Kurdish leaders in northern Iraq, such as former Iraqi president Jalal
Talabaniand his Patriotic Union of Kurdistan (PUK), whom Tehran
aided in their struggle against Saddam (Brennan et al., 2013). For over
adecade, Tehranhaslargely succeeded in corralling its allies torun
on united lists, thus forming dominant blocs in parliament (Nader,
2015). One such list was the United Iraqi Alliance (UIA)—dominated
by SCIRI and Dawa —which won the majority of seats in the 2005
interim parliament tasked with drafting Iraq’s constitution. Thus, Iran
was able to ensure that the constitution was favorable to its interests.’
Following the 2010 parliamentary election, Qassem Soleimani helped
Nouri al-Maliki keep his position as prime minister by convincing
Ibrahim al-Jaafari’s Iraqi National Alliance to join Maliki in opposing
Ayad Allawi, despite the latter’s Al-Iragiyya bloc having won the most
seats.10

Iran’s relationship with Mogtada al-Sadr serves as another example
of its flexibility in working with a wide variety of actors —all with the
objective of strengthening Tehran’s influence in Iraqi affairs and posi-
tioning itselfastheindispensableresolver of political disputes. The son
and nephew of twolate grand ayatollahs, Moqtadaal-Sadrhasastrong
popular base that, in addition to the fact that he spent the Saddam

8 Atthe beginning of the post-Saddam era, SCIRT was the closest group to Iran. SCIRI's

former armed wing, the Badr Corps, had fought alongside the IRGC during the Iran-Iraq
War. Dawa also has strong connections with Iran because some of its leaders, including
former Prime Minister Nouri al-Maliki, spent time there during their exile. However, the
party’s leadership is split over how close Dawa should be to Iran (Vaezi, 2008).

9 The Iraqi constitution allows provinces to call for a referendum on autonomy, allowing

southern Shi’a provinces to fall closer into Tehran’s orbit (Nader, 2015).

10" Another means by which Iran gained influence was through the Accountability and Jus-
tice Committee, which, at least during Maliki’s administration, was led by politicians close
to Tehran. Inarolesimilar to that of Iran’s Guardian Council, the committee has disquali-
fied many Sunni candidates withreal or suspected Baathist pasts (Nader, 2015).
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years in Iraq rather than in Iran, means that he has not felt it necessary
to align with the Islamic Republic as closely as some of his Shi'a rivals
(Vaezi, 2008). He in fact portrays himself as a fierce Iraqi national-
ist and has criticized Iran’s interference in Iraqi politics (Eisenstadt,
Knights, and Ali, 2011). Nonetheless, Iran played an instrumental role
in establishing Sadr’s Jaish al-Mahdi (JAM) militia in 2004 (Stanford
University, n.d.). Moreover, in 2008, Qassem Soleimani brokered a
ceasefire between JAM and the Maliki government, and Iran allowed
Sadr to move to Qom, where he studied in the seminary until 2011
(Allam, Landay, and Strobel, 2008).

Meanwhile, [ranremained supportive of Maliki'srule, despitehis
increased sectarianrule, whichiswidelyblamed for playingaroleinthe
ISIL takeover of much of the country’s Sunni-inhabited areas." Today,
despite Maliki's failures, and despite having dispatched Iran’s Supreme
National Security Council chair Ali Shamkhani to Najaf to help facili-
tate a peaceful transition of Iraqi power to Haider al-Abadi, Khamenei
has not abandoned the former prime minister (Shabani, 2015). This
is because Maliki still holds sway within the Dawa party leadership
and among several powerful pro-Iran Shi’a militias such as Asa’ib
Ahl al-Haq (AAH), and thus he is able to act as a spoiler to thwart
policies counter to Iranian interests. Prime Minister al-Abadji, on the
other hand, wants to maintain a balance of relations between Iran and
the United States (Hiltermann, 2015; ““Sistani Questions Qassem
Soleimani’s Influence,” 2015). Maliki’s importance to Iran was illus-
trated further in the fierce opposition from pro-Iran groups to Abadi’s
August 2015 announcement of reforms, one of which would eliminate
the deputy prime minister post that Maliki currently holds (Malas,
2015). Abadi also called for an end to the quota system that reserves
the post of prime minister for the Shi'a. AAH chief Qais al-Khazali
responded by calling foranadaptation of the presidential system — one
that likely would bring Maliki back to power (Habib, 2015). Moreover,
shortly after Abadi’s announcement, Iran indicated its strong support
for Maliki by inviting him to meet with Khamenei in Tehran (“Sistani

11 Maliki’s sectarian policies included purges of Sunni military officers and violent attacks
on Sunni protesters (Solomon and Nissenbaum, 2014).
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Questions Qassem Soleimani’s Influence,” 2015). In the face of heavy
pressure from Iran’s allies in Iraq, Abadi has been unable to follow
through on his promised reforms. In addition to preserving Maliki’s
power, this also has benefited Iran by disillusioning Abadi’s supporters
and making him appear weak (Malas, 2015).

Despite these successes, Iran has had to contend repeatedly with
Iragi nationalism, even among the Shi’a. In 2007, deciding that a close
association with Iran was preventing the organization from achiev-
ing broad appeal, SCIRI’s leadership changed the party’s name to the
Islamic Supreme Council in Iraq (ISCI) and replaced Iran’s Supreme
Leader AliKhameneiwithSistaniasits spiritual guide (Felterand Fish-
man, 2008). However, in 2012, and in a move that is typical of Iran-
backed organizations, the Badr Organization faction within ISCI split
offasits own party —one devoted toIran’s Supreme Leader (Habib,
2012). Meanwhile, playing on Iraqi nationalist sentiment has given
Mogqtada al-Sadr the political capital to remain independent of Iran.

Economic Influence

Since the fall of Saddam, Iraq’s economy has become more reliant on
Iran, providing Tehran with additional political leverage. Iraqi depen-
dence on Iran for cooking gas, heating oil, gasoline, and electricity
has made it particularly vulnerable to pressure from Tehran (Knights,
2010). In the spring of 2008, for instance, Iran cut Basra’s electricity
toretaliate against Baghdad’s crackdown on pro-Iranian militias there
(Sullivan, 2009).

Moreover, in a mutually reinforcing way, Iran’s successful political
warfarestrategy has fed its overall economic powerinIraq.Inanop-ed
in Fars News, Hossein Tavassoli notes that Iran’s influence over Iragi
politics has led to an increase in bilateral trade (Tavasoli, 2015). Iraq
is now Iran’s second-largest trading partner, and relies on the Islamic
Republic for most of its cement, tiles, ceramics, dairy products, and
electricity (Bozorgmehr, 2015). Iran’s Economics Minister predicts that
bilateral trade will increase to $20 billion in “the near future” (includ-
ing transit goods and tourism) (Bozorgmehr, 2015). To help this along,
Iran plans by 2017 to create a 37,400-hectare free trade zone near the
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border with Iraq, primarily for oil-related industries, steel factories,
power plants, and renewable energy (Bozorgmehr, 2015).

Support for Iraqgi Militias

Armed IraqiShi’'amilitiasarekeyinstrumentsof Iran’spolitical warfare
strategy. Iraqi Shi'a militias are often more dependent on Tehran than
onIraqi Shi'a political parties, providing Iran the opportunity to instill
its revolutionary ideology and bypass the traditional centers of religious
and political power in Iraq. Iran’s support for the militias originally
was borne out of its desire to ensure that the Iraqi government would
not become too powerful orindependent. But Ayatollah Sistani’s June
2014 fatwa calling on all Iraqi men to join the fight against ISIL has
also created a new pool of volunteer fighters that Iran can cultivate to
counter the Iraqi clerical establishment.

Since the end of the Saddam era, Tehran has used militias in
a variety of ways to increase its political power over Baghdad. The
evolution of these militias has tended to follow a pattern by which
a group emerges to pressure politicians through violence before ulti-
mately establishing a political wing of its own that competes for politi-
cal office. Once a group becomes politically entrenched to the point
that it either is too powerful for Iran to control or seeks to temper its
violentactivities, Tehran often encourages factions to splinter off from
the party to establish new, more subservient militant organizations
(Eisenstadt, Knights, and Ali, 2011). The rise of multiple Shi'a militias
also benefits Iran as it creates ambiguity regarding which groups are
under their control. Not only does this provide plausible deniability
forviolentactions, butitcould also allow the militias to pursue poli-
cies that further Iran’s interests without provoking an Arab nationalist
backlash (Levitt and Smyth, 2015).

Today, around 50 Shi’a militias operate in Iraq (Nader, 2015).
Some of these are openly loyal to the Islamic Republic, while others’
links to Iran are less clear. Since 2003, the IRGC-QF and Lebanese
Hezbollah have provided training in Iran for thousands of Iraqi mili-
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tants.”?Religious and ideological indoctrination are a mandatory part
of the courses, although the trainees apparently take these lessons
with varying levels of seriousness (Felter and Fishman, 2008). It also
appears that many of the militants prefer the Hezbollah trainers inIran
because they speak Arabic and do not display the Persian chauvinism
of the IRGC trainers.

The mostinfluential of the Iraqi Shi’a militias is the Badr Orga-
nization, an outgrowth of SCIRI’s Badr Corps, which fought along-
side Iran during the Iran-Iraq War. The militia’s current leader, Hadi
al-Amiri, served with Qassem Soleimani on the front lines (Brennan
et al., 2013). The group is fiercely loyal to Supreme Leader Khamenei
and, since 2004, has been operating Islamic Cultural Centers in Bagh-
dad and other Iraqi cities to propagate the Islamic Republic’s ideol-
ogy (Nader, 2015). By 2007, and in an illustration of Iran’s strategy to
infiltrate the Iraqi government with loyal militia members, the Badr
Organization had gained control of the Ministry of Interior’s border
controland major crimes units, and was vying for control of the min-
istry’s intelligence office (Parker, 2007). From 2010 to 2014, al-Amiri
served as Maliki’s Minister of Transportation, a post from which he
facilitated Iranian flights carrying weaponry to Syria (Fulton, Holliday,
and Wyer, 2013). In 2014, Badr Organization member Mohammed al-
Ghabban was appointed Interior Minister (Parker, 2015).

Because Moqtada al-Sadr’s grassroots popularity has allowed him
a great deal of independence from Iran, despite having benefited from
IRGC-QF and Hezbollah arms and training to establish his JAM mili-
tiain 2004, Iran has cultivated splinter groups comprising former Sad-
rist militia members.” One such group is Asa’ib Ahl al-Haq (AAH),
formed in 2006 and led by Sadrrival Qais al-Khazali (Brennanetal.,
2013). AAH has proven to be a valuable political warfare tool for Iran,

12 The courses range from 20-day basic paramilitary training to advanced paramilitary skills
for those advancing to leadership positions (Felter and Fishman, 2008).

B While studying in Qom, Sadr disbanded much of JAM, creating a social services orga-
nization, the Muhamidoon, in its place. However, following the fall of Mosul to ISIL,
Sadr established the Peace Brigades. This new militia is funded directly by Sadr and does
notappear toreceive assistance from Iran (Brennan et al., 2013; Stanford University, n.d.;
Habib, “Senior Iraq Cleric ‘Saves” the Government”).
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performing violence on behalf of Tehran, winning seats in the Iraqi
parliament, and spreading the Islamic Republic’s ideology in Iraq's
seminaries. The militia, which aims to advance Iran’s Islamic revolu-
tion within Iraq, came to be known as one of several “special groups”
that targeted U.S. forces in Iraq. The U.S. government considers AAH
tobea“direct-action” arm of IRGC-QF (Brennan etal., 2013, p.125).
By 2011, the group was receiving upward of $5million per monthin
cash and weapons from Iran (Habib, “Senior Iraq Cleric ‘Saves’ the
Government”). As of 2014, there were between 1,000 and 5,000 AAH
militiamen (Morris, 2014).

In December 2011, al-Khazali announced AAH’s decision to par-
ticipate in Iraq’s political system (Wyer, 2012). AAH won seatsin the
parliament in 2014 as the Al-Sadiqun Bloc, and Maliki included it
inhis State of Law Coalition (Nader, 2015). AAH has also sought to
manipulate popular grievances and public protests in order to further
Iran’s agenda. Two days after the outbreak of anti-corruption demon-
strationsin Iraq at the end of July 2015, for instance, Khazali expressed
his support for the protesters and announced the establishment of
AAH civilian units to help facilitate reform, prompting some civil soci-
ety activists to express concern that the militia sought to hijack the
protest movement (Habib, 2015). The next month, following Abadi’s
announcement of reforms, which AAH opposed, the militia’s leaders
instructed members to participatein demonstrations without wearing
their uniforms, making themappearaspopulardemonstrators (Habib,
2015). Some militias also put up posters in Baghdad’s Tahrir square
accusing the original protesters of being former Baath party members
who opposed Islam and were trying to return to power (Habib, 2015).

Kata'ib Hezbollah (KH) is another JAM splinter group estab-
lished by the IRGC-QF in 2007 (Nader, 2015). KH leaderJamal al-
Ibrahimi (aka AbuMahdial-Muhandis)isacloseadvisortoSoleimani.
As of 2014, KH had 3,000 fighters, all of whom swore an oath of loy-
alty to Khamenei. KH are elite fighters who eschew involvement in
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overt politics and social services. In addition to targeting U.S. forces,
Iranhasalso used KH to fight Iranian opposition groups inIraq.™

Tehran does notexert control over all of the Iraqi Shi’a fighters,
however.Thecompetitionforinfluence overtheapproximately 100,000
Iraqi Shi'a recruits — known as Popular Mobilization Units (PMU), or
Hashd Shaabi — should be seen as part of the broader struggle between
Ayatollahs Sistani and Khamenei (Parker, 2015). Despite claims of
unity, the PMU fighters are split into a variety of factions.

One group of PMU militiasisreferred toas Hashd Sistani dueto
their loyalty to Ayatollah Sistani (Hiltermann, 2015). These fighters
are paid by Sistani and are not seen to have overt political ambitions
(Habib, 2015). Although they arenotconsidered tobe aswell trained
as the Iran-backed units, they comprise around half of all PMU fight-
ers. The three major Hashd Sistani militias were created by the chiefs of
the Iraqi Shi’a shrines.’>

The Iran-backed portion of the PMU consists of two broad group-
ings referred to as Hashd Soleimani and the Third-Term Hashd — the latter
because of its support for a Maliki third term as prime minister (Hilter-
mann, 2015). These militias receive the best equipment and salaries out of
all the PMU fighters (Habib, 2015). While AAH and Badr Organization
spokesmen claim that all PMU fighters are under Iraqi government con-
trol and that arms are provided to them only by the Abadi government,
Badr’s control over the Ministry of Interior likely provides the pro-Iran
groups with a conduit to their superior weaponry. One Interior Ministry
official estimates that 70 percent of the ministry employees are loyal to
militias, many of which are likely Iran-affiliated groups (Parker, 2015).

Further illustrating Iranian control over its PMU fighters, one
IragiMinistry of Defense official has complained that the Iran-affiliated
militias “refuse to cooperate with the army when it comes to preparing
plans and deployment” (Habib, 2015). According to U.S. military offi-

% The Iranian hardline website Ya-Lesarat al-Hossein claims that KH carried out the Sep-
tember 2013 attack against the Mujahedin-e Khalq's Camp Ashraf in Irag, which killed
around 50 members belonging to the Iranian dissident group (Gholipour, 2014).

B The Imam Hussein Shrine in Karbala has fielded the Ali al-Akbar Brigade. Karbala’s
Abbas Shrine created the Abbas Battalion, and the Imam Ali Shrine in Najaf has established
its own militia (Steele, 2015).
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cials, even the FifthIraqi Army Divisionis underan Iran-backed militia
chain of command, and rarely communicates with the Defense Minis-
try (Parker, 2015). Teenagers being trained in the Iran-affiliated militia
campsare being indoctrinated by clerics promoting the Islamic Repub-
lic'sideology. The training has been likened to Iran’sideological indoc-
trination of its people’s militia, the Basij Resistance Force (Qaidaari,
2015). ISCI and Mogqtada al-Sadr also control parts of the PMU.

Both the Sistani-aligned militias and Iran-backed groups have
cultivated Sunni units. This is likely out of an understanding that ISIL
can be defeated only if Sunni grievances are taken into account.?On
the Iranian side, the Badr Organization, KH, and AAH all have Sunni
fighters (Al-Salhy, 2015). These groups have deployed Sunni battalions
of 250 to 600 fighters in Diyala, Anbar, and Salah al-Din provinces
(Al-Salhy, 2015). Sunni fighters (most likely those affiliated with the
well-equipped pro-IranPMUs)havelauded thearmsand training they
have received from the Shi'a militias compared to the long waiting
period for Ministry of Defense assistance (Al-Salhy, 2015). According
tooneSunnicommander, notteaming up withaShi’amilitia means
“[nJoweapons, no equipment and no political future” (Al-Salhy, 2015).
Iran likely will attempt to corral these Sunnis into a political blocin
the future. However, Tehran does not want to see the Sunnis become
too powerful; its militiaand Iraqi government allies have pushed back,
for example, against Ayatollah Sistani’s support for the government’s
proposal to create a National Guard, which would put Sunni militias
under provincial control (Habib, 2015).

Religious and Ideological Propaganda

Since the fall of the Baath regime in Baghdad, Tehran has sought to
increase its economic and religious cloutin Iraq’s holy cities as a means
of furthering the Islamic Republic’s ideology. This was in response to
the expected post-Saddam resurgence of the Najaf school of quietist
Shi’ism, which Tehran viewed as a major challenge.

16 Thepro-Sistani Ali Akbar Brigade claims that 16 percent of its fighters are Sunni, while
its allied Abbas Battalion is thought to be 5 percent Sunni (Steele, 2015).
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By 2003, Sistanihad become themostrevered Shi'aclericinthe
world, far surpassing Ayatollah Khamenei in religious clout. Since Sad-
dam’s removal, Sistani’s influence has only grown further with the

unfettered interactions between Iranian and Iragi Shi'a.’” Moreover,
as the security situation in Iraq has deteriorated, Sistani hasfound it
necessary at times to put aside his quietist tendencies and intervene
in thenation’s political affairs. Hehas come outin strong support of
Prime Minister Abadi's reform proposals, which could counter Iranian
influence in Iraq by bringing an end to the sectarian quota system that
has favored Shi’a politicians close to Tehran (Hiltermann, 2015). In
fact, Sistani and his fellow Najaf clerics reportedly regret their partin
bringing Shi’a political parties to power following the fall of Saddam,
having witnessed therole that Maliki’s sectarian governance played in
driving Sunni grievances (Hiltermann, 2015; Arango, 2013). Sistani is
also reported to have written a letter to Khamenei criticizing Qassem
Soleimani for intervening in Iraqi political affairs (Hiltermann, 2015).

Despite Tehran’s challenges on the religious front, the Iranians
have been successful in taking over a substantial share of the Najaf
and Karbala economies, which has provided it with yetanother avenue
through which to pursue its political agenda. In 2005, Iraq signed an
agreement allowing 5,000 Iranian pilgrims into the country each day.’
The political influence resulting from such large-scale pilgrimages is
not lost on Iranian officials. A December 2015 article published in the
reformist Ebtekar newspapernoted that thenumerousIranian officials
accompanying Shi'a pilgrims in a Karbala Ashura procession—all
protected from ISIL by Iran-backed militias—was an effective form
of “Iranian-style diplomacy” (Roozbahani, 2015). In the past decade,
[ranian religious foundations and government-affiliated firms have
invested heavily in Najaf and Karbala; as of 2007, Iran was provid-
ing $20 million per year to improve Najaf’s tourism infrastructure

7" By2006,an estimated 80 percent of Shi’aaround the world wereseeking spiritual guid-
ancefromSistani, bringing theclericover $700 million per year inreligious taxes. This esti-
matecomes from clerical officesin Qomas well as clerics with access to pilgrimage polling
numbers (Khalaji, 2006; Slackman, 2006).

B Anaverage of 40,000 Iranian pilgrims visit Iraq each month, with 3 to 4 million coming
during the holy month of Moharram (Dagher, 2009; Eisenstadt, Knights, and Ali, 2011).
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(Sullivan, 2009). Moreover, Iran has benefited from its influence over
theIraqi government to obtain lucrative contracts in the holy cities.
For instance, the Iranian government-owned company Setad Bazsazi
Atabat Aliyat has been responsible for shrine renovations and the con-
struction of a hospital, multiple hotels, and an Iranian seminary in
Karbala (Dagher, 2009). The Iranian firm Shamsa has been said to hold
a “virtual monopoly” over the multi-million-dollar Iranian pilgrim
industry (Dagher, 2009). The local partners whom Shamsa chooses
for the pilgrims” transportation, protection, and accommodation are
mostly affiliated with pro-Iran Shi'a political parties, effectively creat-
ing arevolving door that empowers parties loyal to Tehran.

Iranis also preparing for the death of the 85-year-old Sistani. It
appears to be grooming Ayatollah Hashemi Shahroudi to be among
his top successors in Najaf (Nader, 2015). The Iraqi-born Shahroudi
is an original leader of SCIRI and a former chief of Iran’sjudiciary.
Heisveryloyal to Ayatollah Khamenei. In October 2011, Shahroudi
opened an office in Najaf, marking an intensification of Iran’s attempts
toinfluence the holy city’s seminary students. Shahroudi is reportedly
trying to attract Sistani’s students by paying higher stipends than the
senior cleric,and his followers are constructing “what could be Najaf's
largest seminary” (Al-Kifaee, 2012). However, Shahroudi will not
likely be able to gain Sistani’s clout due to his espousal of the Islamic
Republic’s velayat-e fagih spiritual-political doctrine, which does not
resonate among the majority of the world’s Shi’a (Nasr, 2007).

Therefore, Iran is also cultivating junior Iraqi clerics in a poten-
tial attempt to “fragment the Iraqi Shi’ite religious network and force
Najaf to become politically and economically subordinate to Qom and
Iranian clerical authority” (Wyer, 2012, p.22). One such minor cleric
is Seyyed Mohammad Tabatabai, the deputy head of AAH, who prop-
agates Iranian ideology in Iraqi seminaries and is critical of Sistani
(Nader, 2015). AAH also operates a network of religious schools called
“Seal of the Apostles” and has established the Department of Religious
Schools in Najaf, which recruits young clerics (Nader, 2015). Sheikh
Akram al-Kaabi is another junior cleric loyal to Ayatollah Khamenei
(Hashem, 2015). As the head of Hezbollah al-Nujaba, a militia that
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splintered off from AAH, he appears in social media in both clerical
garb and military fatigues.?

Iran also is planning on opening Iranian Cultural Centers in
Karbalaand Najaf, which arelikely to propagate Iran’sideology along-
side Persian language and culture programs (“Dafaatar-e Rayzani-
ye,” 2015). At the same time, Tehran is turning the Islamic Republic
founder Ayatollah Khomeini's former Najaf residence into a museum
(“Ailing Ayatollah,” 2015).

Inadditiontotheirattemptstoinfluencethelragireligioussphere,
the Iranian government and its Iraqi allies engage in propaganda
efforts to spread their “resistance” ideology. IRIB’s Arabic news chan-
nel Al-Alam — accessible by antenna toallIraqi households — servesas
[ran’s primary means of spreading propaganda in Iraq (Pahlavi, 2012).

Through their various media outlets, Tehran and pro-Iran politi-
cians and militias continue to accuse Washington of backing ISIL as
anexcuse tobring U.S.forcesbacktoIraq.Shi'apoliticiansin parlia-
ment are fanning this conspiracy theory through speeches and social
media in a rhetorical campaign that Colonel Steve Warren, U.S. mili-
tary spokesman in Baghdad, refers to as “part of the Iranian propa-
ganda machine” (Sly, 2015). In February 2015, KH's Al-Etejah Press
website ran a story claiming that U.S. forces were air-dropping supplies
to ISIL (“Babil Council Member,” 2015). It is, in fact, now common
among both Shi’a and Sunni Iragis to believe that the United States is
supplying ISIL with food and weaponry (Sly, 2015). Whether this is
theresultof Iran’s propaganda efforts or whether Iran’srhetoric simply
isattempting to tap into suspicionsalready in placeis unclear. Regard-
less, these beliefs place Prime Minister Abadi in a difficult situation
when accepting U.S. help.

Tehran and its allies have also used their media outlets to depict
the Islamic Republic as Iraq’'s most dependable ally. The narrative was
helped by the fact that, while Tehran sent weapons and IRGC advi-
sors to the beleaguered Baghdad government only 48 hours after the
fallof Mosul, the U.S. air strikes did not begin until two monthslater
(Daragahi et al., 2015). As the IRGC-QF took command of much of

1" See Al-Nujaba’s Twitter feed. As of January 19, 2017: https://twitter.com/alnujabaig.
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thefighting, eventhetraditionally secretive Qassem Soleimanibecame
a viral sensation on Iranian and pro-Iranian militias” social media
(Lamothe, 2015).

The Iraqgi Nationalist Challenge

Regardless of the level of political influence Tehran wields over Baghdad,
Iran will always have to contend with Iraqi nationalism. In 2009, for
instance, Karbala residents gathered in the streets to protest the award
of a multimillion-dollar contract to the Iranian company Al Kawthar
to renovate the city’s historic center. A Shi'a hotel owner interviewed
said, “We are Arabs, we will not accept to be colonized by anyone.”?

A2010poll found that only 18 percent of Iraqi Shi’as held a positive
view of Iran’s ties with Iraq’s political leaders (Nader, 2015). For their
part, Iranian analysts are aware of the challenge posed by Iraqi nation-
alism. In a 2008 article, Mahmoud Vaezi, Deputy for Foreign Policy
Research at the Expediency Council’s Center for Strategic Research
(and current Minister of Information and Communications Technol-
ogy), noted that only in times of sectarian tension could a shared Shi'a
identity paper over Iraginationalism.”

Inthe end, the Islamic Republic’s ultimate challenge may be to
maintain enough sectarian tension in Iraq that the Shi'a will be forced
into Tehran'sarms, while preventing massiveinstability thatcould spill
over inside Iran’s borders.

¥ That same year, Iraq’s Interior Minister banned the use of foreign language signs in Najaf
and Karbala, which was a response to concerns over the prevalence of Persian signs through-
out the holy cities (Dagher, 2009).

I Iraq affairs analyst Cyrus Barna Boldaji also made this point in an article for [ranian
Diplomacy. According to Boldaji, in an Iraq where all factions, including Sunnis, participate
in elections, one can predict that such a plurality of parties could be elected to office that they
would lessen Iran’s ability to influence Baghdad. Boldaji warns that one should also prepare
for the possibility that technocrats and secular politicians could emerge who would play up
nationalism in order to attract votes. He concludes, “One can predict that if, in the midterm,
anew Iraq is to go to war with a country, that country could once again be Iran” (Vaezi,
2008; Boldaji, 2010).
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Iran’s Political Warfare in Syria

Syriaservesasanintegral partofthe “resistanceaxis” inthatitprovides
Iran with access to Lebanese Hezbollah's stronghold in southern Leb-
anon. Losing Syria would hinder Iran’s ability to provide Hezbollah
with weaponry, significantly undermining the Islamic Republic’s abil-
ity to deter an Israeli or U.S. attack. Moreover, the loss of Iran’s only
Middle Eastern state ally would be a great blow to Iranian prestige and
power throughout the Arab world.2Therefore, Tehran prefers to keep
the Damascus regime intact. However, if Assad were tofall, Iranwould
need loyal militias to help maintain control over atleast the western
portions of Syria that are contiguous with Hezbollah territory —a
potentiality that Iran’s political warfare strategy likely is intended to
address. Iran’s assistance to Syria comes in addition to what the Assad
regime receives from Hezbollah, which has deployed around 6,000
fighters, especially to the areas around Damascus, Homs, Aleppo, and
Hama (Kajjo, 2015). However, as the war has dragged on, and Hezbol-
lahhaslost upward of 1,000 fighters, ithas faced trouble persuadingits
members to remain in Syria (Rosenfeld, 2015).

Tehran has engaged in political warfare in Syria as part of its
efforts to ensure the survival of a pro-Iranian government in Damas-
cus. To buttress its position, Iran has employed the following tactics:
attempting to indoctrinate the National Defense Force (NDF) militias
with Islamic revolutionary ideology, appealing to foreign Shi'a fight-
ers’ desire to protect Syria’s holy shrines, taking advantage of Syria’s
economic dependency to increase Tehran’s influence over the Damas-
cus government, and engaging in public diplomacy to endear Syrians
to the Islamic Republic. However, Iran’s successes in the political and
ideological realm have been limited by the relative lack of advantages
as compared to Iraq. Iran and Syria do not share a common border that
has facilitated centuries of cultural exchange. Nor does Syria have a size-
able Shi'a population that could provide Iran with substantial inroads
into its society. Moreover, Bashar al-Assad’s Baathist regime and his

2 TheBaghdad government'sinterestin maintaining balanced relations between the United
States and Iran means that Tehran cannot count on Iraq as a true ally.
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popular base are predominantly secular and unlikely to be swayed by
the Islamic Republic’s appeals to pan-Islamic unity. And while Tehran
benefited from the influx of thousands of Shi'a recruits heeding Ayatol-
lah Alial-Sistani’s call to arms against ISIL in Iraq, Sistani and the cleri-
cal establishment in Najaf have issued no such edict regarding Syria.
Alsodampening supportfor Assad among the generalIraqi Shi'apopu-
laceis the Syrianleader’ssupportfor Sunnifighters during the Iraqi sec-
tarian civil war following Saddam’s ouster (Ghaziand Arango, 2012).

Training the National Defense Force

The IRGC-QF has played an essential role in shaping Iran’s overall
strategy in Syria, including its political warfare strategy. Led by General
Soleimani, an estimated 2,000 IRGC officers have been dispatched to
serve mostly as advisors to the Syrian armed forces (Daragahi, “Iran’s
Intervention in Syria”). Most importantly, the Qods Force was respon-
sible for establishing and training the NDF, the network of Syrian
people’s militias that serve as the backbone of Assad’s defense against
the rebels. Established in late 2012, the NDF grew out of Assad’s desire
to formalize and professionalize the amalgam of local militias called
the Popular Committees.?

According to IRGC commander Mohammad Ali Jafari, the
late Brigadier General Hossein Hamedani was instrumental in help-
ing the Syrians organize around 100,000 of these fighters (IR Diplo-
macy, 2015). Because NDF units are comprised of locals from the areas
from where they are based, each unit reflects the religious makeup of
itslocale, meaning thatthe NDFis made up of Alawites, Christians,
Druze, Armenians, Shi'a, and even Sunnis (Pyruz, 2016). As a result,
while [ran may be able to cultivate ties with some of the units it trains,
itis unlikely that the NDF as a whole would emerge as an Iranian proxy
should Assad’s regime fall.

Nevertheless, Iranian officials tend to exaggerate the ideological
influence the Islamic Republic has over Syrian forces. They attempt to

B Syriasends many of the NDF fighters to Iran for two-week urban warfare training. The
fighters are flown from Latakia air base to Tehran, and then bussed to a secret location
(Fulton, Holliday, and Wyer, 2013; Solomon, 2013).
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portray Assad’s successes as the result of Iran’s transfer of its Islamic
resistance culture to the Syrians. For instance, according to Hamedani,
it was Iran that convinced Assad to establish the Popular Commit-
tees that eventually became the NDF (“ Aakharin Mosahebe-ye,” 2015).
This is despite the fact that the Popular Committees already had a
precedent in Syrian history; according to Middle East analyst Chris
Zambelis, Bashar al-Assad’s “reliance on irregular armed citizen mili-
tias ... mirrors his father’s strategy of employing irregular citizen mili-
tias as auxiliaries to the regular Syrian army and security forces in his
fight against the Syrian Muslim Brotherhood” (Zambelis, 2015). More-
over, although the NDF is largely secular, Iranian officials often liken
ittoIran’sreligiously conservative people’s militia, the Basij Resistance
Force. In Hamedani's telling, the Syrians were originally skeptical of
the benefits of a volunteer force, but after seeing their battlefield prow-
ess, they eventually came to appreciate the Basiji spirit.2*

Despite these claims, Iran’s political warfare efforts donotappear
to have been successful in mobilizing a substantial number of Syrian
fighters who are loyal to the Islamic Republic. Iran’s limited religious
and ideological influence in Syria means that Tehran would have to
rely to a large extent on foreign Shi'a fighters to further its interests if
Assad were to fall.

Religious Appeals to Shi’a Fighters
Central to Iran’s political warfare in Syria have been efforts to portray
the fight as essential to the defense of the Syrian Shi’aand their shrines
in Damascus —a strategy that contradicts the Islamic Republic’s gen-
eral preference to downplay the appearance of sectarian bias, and one
that highlights Tehran’s need to attract foreign fighters.

In the event that the Assad regime falls, Iran will have to rely on
militias to help it maintain strategic territory in western Syria. While
some NDF units trained by the IRGC-QF may come to Tehran’s aid,

% Hamedani also claimed thatanother sign of Iran’s success in Syria is the transfer of the
spirit of the Sacred Defense —Iran’s term for the Iran-Iraq War — to the front lines there.
According to him, whereas the Syrian military had banned praying and Quran readings
atthe front, now the Syriansoldiers are praying and participating inreligious ceremonies
(“Aakharin Mosahebe-ye,” 2015; “Tashkiil-e Goroohi,” 2015).
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the Iranian regime likely realizes that it would have to rely largely on
the thousands of foreign fighters, from over a dozen pro-Iranian Shi'a
militias, currently fighting in Syria (Chulov, 2014). Although these mili-
tias often appear to be operating independently, Phillip Smyth sug-
gests that “they should be recognized as subnetworks of a broader
IRGC-Qods Force network and part and parcel of a larger regional
strategy” (Smyth, 2015, p. 56). Moreover, the pro-Iranian nature of
the Shi’a fighters traveling to Syria is the result of the broader com-
petition between Iran’s Ayatollah Khamenei and the Iraqi Ayatollah
Sistani; while Sistani called his followers to arms in the fight against
ISIL in Iraq, he has refused to authorize their travel to Syria to defend
a Baathist dictator allied with Tehran. For its part, Iran has pursued an
extensive social media recruiting campaign justifying its involvement
in Syria in terms of defending the country’s minority Shi'a population
and the revered Sayyeda Zainab Shrine in Damascus from destruction
by Sunni extremists.

Around a third of the foreign Shi'a fighters in Syria come from Iraq,
where Iran has been cultivating militias for over a decade (Daragahi,
“Iran’s Intervention in Syria”). The first wave of Iraqi fighters, in the
summer of 2012, came from the well-established “special groups,”
including AAH and KH (Chulov, 2014). At that time, Iran also encour-
aged its Irag-based militias to establish committees in southernIraq and
Diyala to recruit fighters for Syria (Ghazi and Arango, 2012). By the fall
of 2012, thousands of Iraqi Shi'a militants were traveling to Iran and
then being flown to Damascus (Ghazi and Arango, 2012). Others were
taking pilgrimage tour buses from Iraq to Damascus. In spring 2013,
Iran began its own concerted internet-based recruitment effort (Smyth,
The Shiite Jihad inSyriaand Its Regional Effects). [llustrating the routine
way inwhichIran createsnew militias tofitnew contexts, in the summer
of 2013, KH established a Syria-based militia called Liwa Abu Fadl al-
Abbas (LAFA) (Levitt and Smyth, 2015). This militia now serves as the
major hubforanetwork of smaller Shi'a militias operating in Syria.

In early 2014, Iran showed its ability to adapt to a fluid battlefield
environmentinSyria whenitsubstantially increased the deploymentof
Afghan Shi'a fighters to compensate for the loss of Iraqi Shi'a militants
who had returned home to fight ISIL (Smyth, The Shiite Jihad in Syria
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and Its Regional Effects). Iran had established the Afghan Fatemioun
militiain 2011, drawing on the approximately 2,000 Hazara Afghan
refugees already living in Syria as well as the hundreds of thousands
ofrefugeesinIran (Smyth, The Shiite Jihad inSyriaand Its Regional
Effects). Tehran has recruited most of the Fatemioun from areas around
the Iranian cities of Mashhad and Qom, attracting some with monthly
salaries and promises of residency permits (Dehghan, 2015). Many
other Afghan refugees have been threatened with deportation if they
donotfightinSyria, with some as youngas 12 years old being forced to
deploy.” As part of their training, clerics attempt to instill the impor-
tance of defending the Shi'a shrines, although Afghan fighters have
been deployed throughout Syria, including near the Golan Heights.
Today, the Fatemioun Division numbers around 12,000 fighters
(Dehghan, 2015). As of May 2015, atleast 200 Fatemioun fighters had
been killed in Syria. Iran has also attracted up to 1,000 Pakistani Shi"as
toSyria ostensibly in order to defend the Sayyeda Zeinab Shrine.2

Beginning in July 2015, there was aresurgence of Iran-backed Iraqi
Shi'a militia recruitment efforts on social media, which may have been
timed to coincide with increased Russian involvement in Syria; later
that month, Qassem Soleimani was in Moscow meeting with Vladimir
Putin to discuss Russia’s future role in the war (Smyth, 2015; Parker,
2015). This new round of recruitment and deploymentsaw aleading
role by new groups, likely because the more established Iraqi groups were
focused on the fight in Iraq. For instance, KH splinter group Kataib
al-Imam Ali (KTA) pursued anactivesocialmediacampaignand placed
billboards around Najaf calling for fighters in Syria (Levittand Smyth,
2015). Hezbollah al-Nujaba, an outgrowth of AAH, was another Iraqi
Shi'a militia involved in recruiting fighters for Syria (Smyth, “Iran-
Backed Iraqi Militias Are Pouring intoSyria”).

Inorderto overcome Assad’slack of popularity among IraqiShi'a,
Iran and its militias have pursued an overtly sectarian recruitment

5 Themajority of Afghansappeartobetrained atanIRGCbasein Varamin, 60 kilometers
south of Tehran (“Iran Sending Thousands,” 2016).

% Theso-called Zeinabiyoun Pakistani militants were recruited through social media adver-
tisements promising salaries of over $1,000 per month (Dehghanpisheh, 2015).
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drive.In 2013, a pro-AAH and KH music video claimed, “Bashar is
not our concern, it is the Shi‘ites” (Smyth, The Shiite Jihad in Syria and
Its Regional Effects, p.8). Several clerics in Qomhave issued fatwas
urging theShi'atofightinSyria. InNovember 2013, the Iranian Aya-
tollah Kazem Haeri became one of the first Shi'a clerics to issue a public
religious edictendorsingjihad inSyria (“Why Iraq’sShiites Are Taking
Jihad to Syria and Supporting Al-Assad,” 2013). Junior Iraqi clerics
cultivated by Iran, such as AAH’s Mohammad al-Tabatabai, also have
endorsed thejihad and made their way to the Syrian frontlines (Al-
Jaffal, 2013). Meanwhile, neither Sistani nor the rest of the Najaf cleri-
cal establishment have authorized fighting in Syria (Mamouri, 2013).

Central to recruiting Shi'a fighters and justifying Iran’s presence
in Syria has been the Sayyeda Zeinab shrine in Damascus. The shrine
is the tomb of Zeinab, the revered daughter of Imam Ali, and is thus a
sacred site for all Shi"a.” The shrine’s location is also strategically criti-
cal for Assad; according to a report from the Institute for the Study of
War, “Without Sayyeda Zeinab, the opposition could form a contig-
uous area of control encircling regime positions in western Damascus
and would cut off regime access to Damascus International Airport”
(Fulton, Holliday, and Wyer, 2013, p. 25). Even when fighters are killed
away from Damascus, their role defending the Zeinab shrine is high-
lighted (“Enemy’s Infiltration,” 2015).

Economic Influence
While the Syrian conflict has been a costly endeavor for Iran, which
has spent billions of dollars defending the Damascus regime, Assad’s
reliance onIran as Syria’s economic lifeline has its advantages. The
Syrian market provided an outlet for Iranian goods amid crushing
international sanctions against Iran. More importantly, Iran’s expanded
market share is likely to grant Tehran political influence in Damascus
to last long after the civil war.

Four years of international isolation has forced Syria to shift its
economy fundamentally away from Turkey and Qatar, and realign

4 Datingback to the1980s, the Zeinabshrinehasalsoserved asa gathering place for Iran-

backed Shi’a militants, serving as a transfer hub for Shi’a Saudis traveling to Lebanon and
Iran for training (Smyth, The Shiite Jihad in Syria and Its Regional Effects).
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squarely withIran (Yazigi, 2015). As recently as 2010, bilateral trade
between Iran and Syria stood at only $320 million, while Syria-Turkey
trade had reached $2.5 billion (Yazigi, 2015). In 2011, shortly before the
uprising, Syria rejected an application by the IRGC-affiliated Toseye
Etemaad-e Mobin, which was competing with Turkish and Arab com-
panies for a mobile phonelicense in Syria (Yazigi, 2015). The Iranian
company was the only foreign firm rejected by Syria, suggesting that
Assadmay havebeenconcerned with providing theIRGCanexpanded
role in his country.?

However, as relations became strained with Turkey and Qatar
over their support for anti-Assad rebels, Syria’s economy became cap-
tive to Iran. Since 2011, Iran has provided Assad with billions of dol-
larsinloans and credit for oil and other imports (Black, 2015). These
loans have come with strings attached. When in January 2013, Iran
extended a $1 billion line of credit to Assad, Tehran stipulated that
60 percent of the imports paid for through the credit line had to come
from Iran (Yazigi, 2015). Similarly, an August 2013 credit line of $3.6
billion was limited to oil products, most of which would come from
Iran (Yazigi, 2015). Today, Syrian government contracts often are open
only to Iranian companies (Yazigi, 2015). Many of these are lucra-
tive contracts to rebuild the country’s war-ravaged infrastructure. As
aresult, Iran-Syria trade reached $1 billion in 2014, with 35 percent
of Syria’s imports coming from Iran (Lucas, 2015; Black, 2015). In
May 2015, Iranannounced thatitwould be extending another $1 bil-
lion line of credit to Assad (Lucas, 2015). In addition to loans, Iran is
now seeking collateral from the Syrian government in the form of real
estate assets and state properties (Yazigi, 2015). Locals in Damascus
also report that Iranians are buying up real estate in the city center at
a rapid rate (Black, 2015).

B Further illustrating the Damascus government's reticence toward Iranian economic influ-
ence, Syrian Foreign Minister Walid Muallemwarned U.S. Secretary of State John Kerry in
2010, “If we don’t succeed in opening up our economy, you'll come back here in ten years
and you'll meet with Mullah Assad” (Remnick, 2015).
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Public Diplomacy

Effortstoendear the Syrian people to the Islamic Republic formanother
componentof Tehran’s political warfare strategy. However, attempts to
forge bonds between the Syrian and Iranian publics do not appear to
have met with overwhelming success.

Concerted attempts to pursue cultural exchange are relatively new,
having begun only after the Islamic revolutionand mostly at the behest
of theIranians, whoweredetermined toexporttheirrevolutionaryideals
(Maltzahn, 2009, pp. 33-50). Tehran’s outreach historically has focused
on Iranian Cultural Center (ICC) programs that introduce Syrians to
Persian language and literature as well as “Iranian Islamic culture”
(Maltzahn, 2009, pp. 33-50). The programs also promote student and
academic exchanges. The ICC in Damascus, which opened in 1983, is
[ran’s mostactive in the world (Maltzahn, “Iran’s Cultural Diplomacy”).
However, interest in the Damascus center’s activities appears limited,
with most of the students studying Persianat the ICC being minority
Shi'a (Maltzahn, 2009, pp. 33-50). According to an ICRO study, the
areas with a higher density of Alawites, such as the coastal region, are
more open to Iran’s efforts in the cultural realm (Maltzahn, “Iran’s Cul-
tural Diplomacy”).In1996, Iran opened a second center in Latakia.

Charitable activities appear to form a core part of Iran’s public
diplomacy strategy in Syria. Tehran has assigned each Iranian prov-
ince a Syrian province for which to gather donations of cash, food,
and medical supplies (“Tashkil-e Setaad-e,” 2014). For instance, the
Iranian province of Hamedan has been tasked to care for the people
of Hama province. As of October 2015, the people of East Azerbaijan
province had provided around $1.5 million in cash and an anticipated
$100,000in food and noncash donations to the Syrian people (“Ersaal-e
Komakha-ye,” 2015). The donations are often delivered by religiously
conservative Iranian nongovernmental organizations (NGOs) on the
ground in Syria. For example, the Center for a Better Tomorrow (CBT),
which was founded in 2013 by Iranian university and seminary stu-
dents, has delivered aid to Syrians in Tartous, Latakia, Damascus, and
Homs (“Komakha-ye Kheiri-ye,” 2014). An October 2014 CBT cere-
mony held in Tartous illustrates the ideological messaging that can
accompany Iranian charity. As the organization handed out food and
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blankets to 120households — with each household receiving a package
worth $200 — the head of the CBT told the crowd,”As representatives
of therevolutionary peopleofIran, wesupportthe Syrian people’sresis-
tanceagainst the terrorists and mercenaries of the Zionistsand the U.S.
There is no doubt that the goals and path of [our] two nations are one.”

The International Union of Unified Ummabh is another Iranian
organization founded by “university students” likely affiliated with
the Basij (“Didaar-e Azaa-ye,” 2014). The organization advocates pan-
Islamic unity. The union has been providing food and medicine to
Palestinians living in Syria’s Yarmouk refugee camp (“Komakha-ye
Kheirieh-ye Iran beh Soorieh Hargez Motevaghef Nashod,” 2015). In
April 2014, members of the group formed the Peace Pilgrims Cara-
vanand visited Homs to deliver food and toys to the city’s children
(“Didaar-e Azaa-ye,” 2014). The Damascus ICCis also seeking ways to
help the Syrian people.

In March 2015, IRGC Brigadier General Hamedani also touted
the establishment of the Jihad al-Banaa (Iranian officials refer to it as
Syria’s “Construction Basij”), which is tasked with rebuilding destroyed
and impoverished areas (“Hamedani,” 2015). In April 2015, Iran’s cul-
tural attaché to Syria met with the heads of several Syrian NGOs in
Damascus to discuss ways in which they could learn from Iranian
institutions, such as the Sisters Basij, that have three decades of experi-
ence helping people cope with the effects of war and assisting the fami-
lies of martyrs (“Didaar-e Azaa-ye,” 2015).

Conclusion

Iran has shown a strong intent and capability to employ political war-
fare as a means of increasing its power in the Middle East. Tehran’s
strategy ultimately is motivated by the fear that the West and its allies
intend to overthrow the Islamic Republic, and the understanding that
Iran must engage in unconventional measures to compensate for its
military disadvantage.

Asillustrated by its activities in Iraq and Syria, Iran likely will
continue to exploit regional instability to establish proxy militias com-
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posed of recruits from disenfranchised populations with the aim of
using them both to pressure politicians and to become political actors
in their ownright. Iran will seek to inspire the region’sinhabitants with
its revolutionary ideology, while attempting to co-opt grassroots move-
ments pursuing democratic reform. It likely also will go after market
share in weak economies as a means of exerting political pressure over
dependent governments.
[ran’s political warfare strategy has been largely successful in Iraq.
Tehran has succeeded in limiting U.S. power, creating loyal political
parties and militias, and posing a challenge to the Iraqi clergy’s influ-
ence. The rise of ISIL has allowed Iran to strengthen its hold even fur-
ther over Iraqi Shi’a militias and the Baghdad government. In the face
of weak Iraqiinstitutions, some predict that the PMUs could trans-
formeventually intoa parallel state under Iran’sinfluence. *However,
the Islamic Republic will always have to contend with Iraqi national-
ismamong the general population. Therefore, Tehran’s ultimate objec-
tivelikelyistoencourage the degree of sectarianand ethnicfragmenta-
tionamong Iraqis that will be necessary to block the return of a strong,
nationalist Baghdad government, while simultaneously striving to pre-
vent the outbreak of large-scale violence that could spill over into Iran.
Iranhasconducted asignificantlevel of political warfarein Syria,
but has achieved less success than in Iraq. The lack of a large Shi’a
population, combined with the largely secular nature of the regime’s
Syrian backers, means that popular support for the Islamic Republic’s
religious ideology is limited. While Tehran’s charity work in regime-
held areas undoubtedly has created goodwill among the needy, without
a history of extensive cultural exchange between Iran and Syria, itis
unclear how long their hearts and minds will remain inclined toward a
Shi'a theocracy. From a military standpoint, Iran has been effective in
bolstering Assad’s forces, namely the NDF. But Iranian officials likely
donotexpect the NDF to provide unequivocal support to Tehran if
the Assad government were to fall. Therefore, much of Iran’s political
warfare efforts have focused onrecruiting foreign Shi’amilitias to fight

P Indeed, Iranian officials have depicted the PMU network as an Iraqi version of the Basij,
Iran’s omnipresent paramilitary force responsible for defending the Islamic revolution
against both external and internal enemies.
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in Syria. In a postwar situation without Assad, Iran would use these
militants to ensure access to Hezbollah's supply routes. The militias
could also place pressure onany future Damascus government. While
Iran has effectively exploited Syria’sisolation to its economic benefit, it
remains to be seen whether increased Iranian market share will trans-
late into long-term political influence. Anisolated postwar Damascus
government likely would be subject to Iranian political machinations.
However, if Syria were to reengage with the global economy, Iran’s
political influence would be diluted.

At the broader regional level, the Islamic Republic’s political
warfare efforts are confronted by the rise in sectarian tensions, which
challenges Tehran’s desire to be seen as the defender of all oppressed
Muslims. Most damaging to Iran in this regard has beenits role, along-
sidetheShi'agroup Hezbollah, incrushing the mainly Sunni opposition
to the Assad regime.® In some cases, such as in Syria, Iran has fueled
the sectarianism through its political warfare. In other instances, such
asin Yemenand Bahrain, Iran’sSunnirivals have highlighted sectarian
differences tojustify their own interventions (Scotten, 2015). Regardless
of the cause, as long as the Sunni-Shi’a divide remains at the forefront
of Middle Eastern geopolitics, the Islamic Republic’s ability to spread its
revolutionary message and extend its influence will be limited.
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CHAPTER FIVE

Case Study: ISIL

Introduction

The Islamic State of Iraq and the Levant has broken new ground for
a terrorist group in achieving substantial reach through both military
and nonmilitary means. The self-proclaimed Islamic caliphate not
only holds vast swaths of territory in Syria and Iraq, but has employed
sophisticated methods of governance and extortion, incorporated affili-
ates as provinces in countries as far-flung as Tunisia and Afghanistan,
and pioneered aninnovative, dispersed model of propaganda produc-
tion and dissemination. This chapter will focus on those practices
related to political warfare and in particular its innovative use of social
media and other communications methods.

We begin this case study by examining ISIL’s theoretical and
practical approaches to political warfare by means of analyzing ISIL
strategy and internal documents, followed by an examination of how
ISIL has applied these principles, according to a rearranged DIME
construct. First, ISIL’s diplomatic practices include its use of affiliates
and alliances, such as proxies and allied militant groups, as well as its
occasional cooperation with some regional governments. Second, ISIL
attempts to establish economic dominance through controlling inde-
pendent sources of critical resources within ts territory and exploiting
smuggling routes for theblack market oil trade with neighboring coun-
tries. Third, ISIL utilizes extensiveintelligence and counterintelligence
systems as well as irregular warfare and atrocities for maximum psy-
chological effect. And finally, ISIL’s multilayered information opera-
tionscampaignincorporatestheaboveefforts,inadditiontoatargeted
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onlinerecruitmentcampaign, intoits vast network of propaganda pro-
duction and dissemination.

Wethen perform a deep dive to illuminate how ISIL's English-
language propaganda differs from its Arabic-language propaganda, in
order to better understand how ISIL targets different messages to dif-
ferent audiences. The intent is to contribute to a better U.S. under-
standing of how a nonstate actor with global ambitions makes appeals
across national and linguistic lines. This particular method of lexical
analysis, enabled by RAND proprietary software, quantitatively com-
pares English and Arabic propaganda text assembled from ISIL media
releases in English and Arabic. The findings indicate that ISIL employs
violence and emotive language liberally in Arabic media productions,
likely with the aim of mobilizing rank-and-file members, while dis-
playing a more international and marginally more restrained approach
inits English-language propaganda. This wider lens appears to serve
the dual purpose of intimidating and provoking its enemies while also
appealing to more moderate potential supporters who are more inter-
ested in the utopian aims of ISIL than in violence. These disparities
underscore the inadvisability of focusing exclusively on either English
or Arabic editions of ISIL's propaganda; only a multilingual approach
can capture a holistic view of ISIL’s message.

Finally, the study presents insights gleaned from analyzing the
strengths and vulnerabilities of ISIL’s multilayered information opera-
tions campaign. ISIL's strengths include its uncompromising posture
aswellasitsembrace of structured decentralization, the latter of which
might be adopted by ISIL’s opponents. However, while ISIL's rebrand-
ing of itself as a caliphate has proved a tremendous boon for its recruit-
ment, it also represents a message of vulnerability; selling itself as a
caliphate entangles ISIL in promises that it cannot keep.

ISIL’s Strategy

ISIL's information operations campaign consists of three interlocking
main lines of effort: recruitment, which is the overarching objective of
its information operations; governance, which includes a sophisticated
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intelligenceapparatus;and media, whichserves toamplify thereach of
these efforts as well as multiply the psychological effects of ISIL's bru-
tally irregular warfare. ISIL’s economic strategy concentrates on estab-
lishing independent sources of money, weapons, oil, gas, and food as
a key element of ISIL’s attempt to gain leverage against its opponents.
While the extent to which ISIL views enduring agreements with for-
eignnations permissible remains ambiguous, foundational ISIL docu-
ments doacknowledge the potential value of temporary treaties.

This review of ISIL's overall strategy relies on a number of pri-
mary source documents, including issues of Dabig, ISIL's long-form
propaganda magazine in which it often presents detailed justifications
of controversial actions; The Management of Savagery, written over
ten years ago by al Qaeda sympathizer Abu Bakr Naji and reportedly
drawn upon by ISIL; and the private notes of ISIL architect Haji Bakr,
seized after his death. However, the review draws most heavily froma
leaked internal strategy document written by Abu Abdullah Al-Masri
inthelatter half of 2014 entitled “Principlesin the Administration of
thelslamicState.” This document, reportedly intended asa“blueprint”
totrain“cadres ofadministrators” and writtenin the months following
ISIL’s declaration of a caliphate, offers valuable insight into high-level
ISIL guidance on political warfare concepts (Malik, 2015).

The “Principles” document suggests that ISIL realized it needed
to overhaul its political warfare efforts in order to compete with the
United States. The document argues that the United States had previ-
ously been able to destroy the Islamic State of Iraq (ISI) by founding
the Sunni Awakening tribal forces and “portraying it as a treacherous
terrorist state of hypocritical political projects.” In other words, the
United States had won by using affiliates and luring away ISI support
ina propaganda war. The document reports that ISIL has “learned
from the prior leaders of the state,” and intends to “benefit from prior
mistakes,” approaching political warfare in a more intentional way.

Information Operations

The “Principles in the Administration of the Islamic State” strategy
documentoutlines thethreemain prongs of theinformation operations
campaign: recruitment, governance, and media. ISIL’s recruitment
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campaign is founded upon the declaration of a caliphate and the for-
mation of training camps. ISIL’s governance plan includes a sophis-
ticated information and intelligence apparatus designed to help ISIL
expand and maintain control over territory. Finally, ISIL’s well-crafted
mediasystemempowersitsrecruitmentand governance efforts, while
strengthening its embrace of atrocities thatare intended to deter oppo-
nentsand energize supporters with maximum psychological impact.

ISIUs first and most fundamental line of effort within the arena of
information operationsisrecruitment. Key elementsinclude the estab-
lishment of indoctrination and training camps and the declaration of a
caliphate. In ISIL's “Principles” document, the declaration of a caliph-
ateisdescribed primarily asarebranding opportunity and recruitment
boon.

The declaration of the caliphate could not have been solely moti-
vated by a pragmatic desire to boost recruitment, however; at least
some leaders likely felt a sincere religious obligation to reestablish the
caliphate. This religious duty is naturally the objective cited in ISIL’s
propaganda. When Al-Baghdadi gave his first sermon as ISIL’s self-
declared caliph, he called the caliphate’s establishment “the duty of
Muslims, which has been lost for centuries . . . and neglected by many
Muslims” (“ISIS Abu Bakr al-Baghdadi First First Friday Sermon as
So-Called “Caliph,” ” 2014).

However, the internal strategy “Principles” document declares
that ISIL’s foundational aim in establishing the caliphate was find-
ing “the means to preserve the revolutionaries of Syria on the jihadi
trend.” It goes on to say that “the announcement of the caliphate was
the result of the mujahideen’s realizing the lack of advantage in fight-
ing against the idolaters without the existence of a leader and Caliph
who could gather the Muslims under his banner.” While volunteers
had been flooding into Syria to fight the Assad regime, ISIL bemoaned
watching these volunteers being diverted into other groups with “pri-
vateagendas.” Inorder to successfully compete with these other Syrian
rebel factions, ISIL assessed that it had to step up its recruiting efforts:
“the announcement of the caliphate was the obligation that gathers
thosearrivingintheland ofjihad... under onebanner, onewordand
one Caliph.”
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The “Principles” document outlines the establishment of training
camps as the second key element of the recruitment process: indoctri-
nation, intended to strip away and replace recruits’ previous identities
and disincline them from straying. According to the “Principles” docu-
ment, onesuchsetof campsisdesigned toinducenewly arrived foreign
fighters to set “aside local tribalism [and] inclinations of nationalism
and ethnic division,” making “his affiliation to the religion alone.” This
involvesencouraging the use of Arabic: the “ Arabiccharactershould be
cultivated . . . in the muhajideen [immigrants]” as part of “laying aside
the foreign identity that bears in its hidden nature hostility to Islam.”
The document clarifies that indoctrination is required for both foreign
and local recruits, witha “first preparation camp” including lessons on
sharia (Islamic law) and even a “preparation camp for children,” com-
pletewithsharialessonsand even”training onbearinglightarms.” This
is followed by an insistence that indoctrination must extend beyond
the training camps: “the mujahid remains in need of direction and
tracking after his completion of the special training session.” The docu-
ment suggests that military commanders, just before they send men
intobattle, mention“hadiths onthevirtue ofjihad and endurance. ..
following the decisions and instructions of the field commander during
thebattle [and] the virtue of martyrdomin the path of God.”

Thedrivetoincreaserecruitmenthasalsoinspired broader strate-
gizing. Anundated ISIL strategy document found in Pakistan, “A Brief
History of the Islamic State Caliphate (ISC), The Caliphate According
to the Prophet,” planned attacks in India and predicted that provoking
afull-on U.S. attack would offer the organization another recruitment
boon: “Evenif the U.S. tries to attack with all its allies, which undoubt-
edly it will, the ummah [Islamic community] will be united, resulting
in the final battle” (Carter, 2015).

The second major prong of ISIL's information operations is gover-
nance. However, recruitment still remains the core objective underly-
ing ISIL's governance campaign. Governing territory serves two main
purposes for ISIL. First, it allows ISIL to reap the propaganda and for-
eignrecruitment benefits of being a caliphate. Second, it allows ISIL to
maintaina domestic populace asa recruitment poolindependent from
foreign attempts to cut off immigration.
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ISIL has endeavored mightily to establish the wide-ranging infra-
structure of a state. A vast archive of ISIL administrative documents,
assembled and translated by Aymenn Jawad Al-Tamimi, outlines a
sweeping range of areas of state influence. These include educational
plans, textbooks on Islamic doctrine and law for primary school chil-
dren, the establishment of a “caliphate kindergarten center” as well as
the “Central Cub Scouts of the Caliphate Institute,” pharmacy regula-
tions, vaccinationcards for children, applications for medical school,and
exam timetables for nursing colleges. Regulations are required for fish-
ing, receipts for oil and gas, and tax forms for electricity. In May 2015,
the Services Departmentin Mosul went so far as to announce that it was
“pleased to invite you to enter the Waritheen Hotel and the Amusement
Park for free in relation to the conquest of Wilayat al-Anbar and the
conquests in Bilad al-Sham. And praise be to God who supports [and]
gives victory to the believers and lowers polytheism and the polytheists”
(Archive of Islamic State Administrative Documents, Specimen 4H).

Integrated into ISIL's governance structures is its sophisticated
intelligence apparatus, which has allowed ISIL not only to take over
but also keep control of occupied territory. When Samir Abd Muham-
mad al-Khlifawi, the ISIL architect and former intelligence officer
under Saddam Hussein known as Haji Bakr, was killed in 2014, a
trove of his notes and documents were uncovered, revealing plans for
an“Islamic Intelligence State”; these included the sketched-out organi-
zational chart translated in Figure 5.1.

The first purpose for these far-reaching efforts at governance is
allowing ISIL to realize the recruitment advantages of being a caliph-
ate. The “Principles” introduction clarifies that the establishment of
thelslamicStateasacaliphate requires “acomprehensive system” with
fully realized concepts. It warns that waging jihad and conducting
da’wa— defending and evangelizing the true religion —are not suffi-
cient functions for a caliphate. Instead, a caliphate requires establish-
ing “an Islamic system of life, a Qur’anic constitution and a system to
implement it.”

Furthermore, the “Principles” document describes controlling ter-
ritory as essential for ISIL’sattempt to reap the recruitment benefits
of statehood. The document even declares, “The state cannot remain
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without the existence of the land that allows for its continuation and
expansion.” The document emphasizes that territorial control requires
governingland, notjustseizingit: “Indeed the Islamic State’s seizure of
vast areas . . . does not suffice without the existence of an administra-
tion managing the interests and managing the crises.”

The “Principles” document advances the second primary benefit
of governing territory as maintaining a recruitment pool independent
from foreign influence, from which to train and generate both soldiers
and technical experts. As the document points out: “the Islamic State
cannot renew the Ummah’s blood without a human member capable
of always producing.” Itincludes, among the stated aims of its internal
societal program, “[r]aising a knowledgeable Islamic generation capable
of bearing the Ummah and its future without needing the expertises of
the West.”

ISIL’s propagandistic impulses extend to what seem to be the
administrative details of governance; itappears to view even devising
its own calendar and redrawing its internal borders as a way to coun-
ter its enemies’ information operations campaigns. The fifth chapter
of the “Principles” document describes the previous drawing of bor-
ders after Sykes-Picot as a “dirty political decision” that drew “social,
madhhabist [doctrinal], and ethnic differences in every region,” thereby
“deepening the roots of the differences between the Sunni Muslims.”
Likewise, in late 2014, the ISIL Shari’a Committee for the Observa-
tion of New Moons announced that it would work on devising a new
calendar “until the Islamic State should be independent in its calendar
and observation for the new moons from all the states of tawagheet
[idolatrous tyranny] who have subsumed this issue for their personal
and political whims and aims” (Archive of Islamic State Administra-
tive Documents, Specimen 2P).

The third major prong of ISIL’s information operations is its
media and propaganda system. The “Principles” document explains
that, inthe interest of advancing the aims of territorial control, resource
control, and internal and external recruitment, “all of [the state’s]
ideas and activities should be advertised.” To this end, the document
instructs that one media foundation be in charge of “supervising
the distribution of the media offices in the provinces and the [other]
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mediafoundations,” defining publication and broadcasting priorities,
inspecting the other foundations, and training media staff. The docu-
ment tasks the provincial media offices with “covering the military
operations and their results. .. as well as services’ facilities, imple-
menting Shari’arulings and the course of life in the province,” and
printing and distributing these media productions within the province.
The document stipulates that the other, auxiliary media foundations,
should “not. .. be allowed to cover security operations or implementa-
tions of [judicial] rulings.”

ISIL'spropaganda system also serves as the connective tissue that
allows ISIL’s deliberate embrace of atrocities to intimidate potential
opponents and to lure its more bloody-minded potential supporters
toitscause. Thisconcept of the theater of violenceislaid outin Naji's
foundational document, The Management of Savagery. Will McCants,
of the Brookings Foundation, argues that this strategy manual, which
evaluates tactics according to their psychological effects both on ene-
mies and potential supporters, is “revered” by ISIL operatives (2015).
As the means that allows ISIL's recruitment and governance efforts to
be globally seen and known, ISIL’s propaganda system thus enables
and multiplies the effects of the other two main prongs of ISIL’s infor-
mation operations campaign.

Economic Subversion and Control

The “Principles” document characterizes the controlling of economic
resources —and specifically establishing independent sources of money,
weapons, oil, gas, and food — as a key element of ISIL’s attempt to gain
leverage against its opponents. It argues that ISIL must establish “secure
financial resources,” including “oiland gasand what theland possesses
including gold as currency that does not deteriorate or decline,” so that
its enemies “cannot pretend that it [the Islamic State] has no existence
and might.” The chapter on the administration of wealth contends
that“themight of theIslamicState can only be throughitsbeing free
entirely from all bonds of tyranny that the West possesses as means
of leverage against it.” These means of leverage include the “need of
the mujahideen for support, wealth and weapons.” ISIL seeks resource
independence in order to deny leverage to its enemies.
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Accordingly, the plan laid out in “Principles” for controlling
resources includes overseeing the production of all oil and gas extrac-
tion, manufacturing, and production; requiring specific state authori-
zation for foreign investmentin, extraction of, and production of oil
and gas, gold and antiquities, weapons and ammunition, and water,
flour, and livestock; setting up “factories for local military and food
production” in order to attain “independence from the monopoly of
arms dealers”; ensuring that each province must reduce excess expen-
ditures, as each province “must operate independently”; establishing
traderoutesinternal to the state; and conducting trade outside the state
“without an intermediary” in order to avoid a “monopoly of the inter-
mediary for business transactions and means of connection.” These are
all forms of economic control that aim to establish independence in
order to reduce adversaries’ leverage over ISIL.

This objective of resource independence appears to extend to cur-
rency itself. In the November 2014 issue of Dabig, ISIL introduces
its decision to mint its own currency as “an effort to disentangle the
Ummah [Muslim community] from the corrupt, interest-based global
financial system.” ISIL claims, in its hour-long video “Return of the
Gold Dinar,” thatit decided to mintits own currency in order to “break
the U.S. capitalist financial system of enslavement” (Gidda, 2015). Even
if the effect so far has been merely symbolic, ISIL has presented its deci-
sion to mint its own currency as an attempt to reduce its dependence
on external financial systems and undermine the global economy by
hurting the U.S. dollar and global financial system (Gidda, 2015).

Diplomacy

While the extent to which ISIL views enduring agreements with for-
eign nations permissible remains ambiguous, foundational documents
do acknowledge the potential value of temporary treaties.

ISIL’s broad perspective on foreign relations appears to be that
relations with other states or organizations may be entered into only
if they are a valuable source of leverage. The “Principles” document
instructs that “external relations...areamong the foundations that
show the strength and might of the state [and] alliances should be ... a
guaranteeofforceandleveragethatthelslamicleadershipcanuseinall
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itsmatters with the external world.” The document specifies that “lead-
ershipisnotallowed to ... ally with a state orimplement an agreement
withit” if the agreement “violates sharia politics.” It mandates that any
agreement must not include any provisions, even future ones, which
“[touch] on the freedom and sovereignty of the Muslim state,” such as
“bonds of debt or conditions of harmful exploitation.”

ISILsforeignrelations doctrine apparently prohibits making trea-
ties with certain nations. The “Principles” document stipulates that
ISIL “is not allowed to deal with another state that has a history of
hostility to Islam’s spread, the building of mosques and oppression of
Muslims in its land.” ISIL would almost certainly apply this prohibi-
tion on diplomacy to countries such as the United States.

An article in Dabiq appears to complicate ISIL’s treatment of this
issue, suggesting that temporary treaties with even Western nations
may be possible. An article attributed to John Cantile in the March
2015 issue of the magazine argues that the United States and its West-
ern allies should consider a truce with ISIL. Attributing this article to
John Cantile, ISIL's British hostage, allows ISIL to distance itself from
the proposal. However, the fact that ISIL included the articleatallis
suggestive. A footnoted “Editor’s Note,” representing the ISIL estab-
lishment'sresponse totheidea, cautionsreaders:“Ahaltof warbetween
the Muslims and the kuffar [infidels] can never be permanent, as war
against the kuffaris the default obligation upon the Muslims only to
be temporarily halted by truce for a greater shar’ interest,” citing the
precedent of the Prophet’s ten-year treaty with the Hudayba in Mecca.
Even the text attributed to John Cantile includes the following caveat:
“Any truce between the West and the Islamic State would ultimately
have to address the end of support for Arab and non-Arab tyrannical
puppets in the Muslim world as well as an end of support for Israel.”
While the idea of a truce between ISIL and Western nations is unre-
alistic, the possibility of ISIL making an at least temporary agreement
with some more flexible government appears to exist.
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ISIL’s Application of Political Warfare Tactics

Diplomacy

ISIL’s use of diplomacy so far seems to be restricted to nonstate actors,
with the possible exception of tacitcoordination with the Syrian regime.
Its use of affiliates involves proxies formally incorporated as franchised
“provinces.” Its postures toward rival groups vary, from friendly over-
tures to (orinformal alliances with) independent militant groups, such
as Ansar al-Sharia, to open enmity and attempts to discredit Jabhat
al-Nusra and al Qaeda in the Arabian Peninsula and poach their
supporters.

Projectinganimage of global expansion, ISIL hascollected pledges
of loyalty from a range of violent Islamic extremist organizations and
has officially incorporated some of them into the system of ISIL “prov-
inces” (wilayat). ISIL has currently declared as many as 40 provinces:
12inIraq, 11in Syria, 6 in Yemen, 3 in Libya, 2 in Saudi Arabia, 2 in
Afghanistan, and 4 other provinces known as the Algerian Province,
West African Province, Qawqaz Province in the Caucasus, and Sinai
Provincein Egypt (Winter, 2015; Zelin, “Picture or It Didn't Happen,”
2015).

As an example of this incorporation process, the Egyptian terror
group Ansar Beit al-Maqdis (ABM) pledged allegiance to ISIL in
November 2014; the pledge of allegiance was accepted, and ABM was
accordingly renamed “Sinai Province” (Kirkpatrick, 2014). ABM's
declared aims had included destroying Israel, implementing sharia
law, and establishing an Islamic caliphate in the Sinai (“ Ansar Bayt
Al-Maqdis, 2015”). ABM began its militant activities in 2011 by
launching rocket attacks against Israel but shifted to targeting Egyp-
tian security and police forces in 2013 (Kingsley, 2015),avowedly in
response to both the security force’s crackdown on Islamist dissidents
after Egyptian president Muhammad Morsi was removed from power
and the state’s ongoing counterinsurgency in the Sinai Peninsula (Bar-
nett, 2013). Now, inits role as the Sinai Province of the Islamic State,
ABM seeks to co-opt marginalized populations in the Sinai Peninsula
by handing out flour and cash (El-Ghobashy, 2015). These attempts
are a small-scale imitation of ISIL's efforts at governance structures in
Syria and Iraq.
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Asanexampleof afailed attemptat using economic inducements
toattract affiliates, ISIL allegedly tried to enlist the Pakistani group
Ansar al-Furqan to pledge allegiance to ISIL and join the organization
as its “Baluchistan Province.” According to an individual claiming to
belong to Ansar al-Furqan, after the group declined, ISIL attempted to
“buy” its allegiance (SITE Intelligence Group, 2015).

WhileISIL'sdiplomaticand political interactionsarelargely aimed
at affiliates and fellow adversary groups, it has some dealings with
states. Despite its ideological rigidity, ISIL has demonstrated pragma-
tism as needed to achieve its ends or ensure its survival.

Whilehostagenegotiationscanhardly be considered meaningful
diplomatic engagements, itis worth mentioning that ISIL has released
some prisoners according to agreements reached with opposing gov-
ernments. While the U.S. and British governments prohibited families
of ISIL hostages from paying ransom torecover them, ISIL hostage
Rye Ottoman was released in June 2015 after his family paid ISIL mil-
lions of dollars as a ransom (Orange, 2015). On a more government-to-
government level, in September 2014, Turkish primeminister Ahmet
Davutogluannounced that, following “intense efforts thatlasted days
and weeks,” ISIL had handed over 46 Turkish hostages to the Turkish
intelligence agency. Similarly, in June of that year, 32 Turkish truck
drivers whom ISIL had seized werereleased withinamonth, although
the Turkish government provided no information regarding their
release (“ISIL Released Turks Held Hostage in Irag,” Al-Jazeera, 2014).

More significantly, ISIL appears to have coordinated at least tac-
itly withthe Assad regime. Inthe wake of the U.S.invasion of Iraqin
2003, ISIL’s precursor AQI apparently enjoyed special status with the
Assad regime, which reportedly facilitated a massive flow of Islamic
militants into Iraq (Scarborough, 2013). Iraqi officials reported that
Syrian border guards were assisting Islamic militants in openly crossing
the border into Iraq; many of these militants joined the AQI-affiliated
insurgency against the U.S. occupation. Later, in the early days of the
Arab Spring, the Assad regime reportedly released Islamic radicals from
its prisons (Engel, 2014). As recently as January 2014, during fight-
ing between ISIL and other rebel factions, Der Spiegel reported that
Syrian regime aircraft “regularly bombed only rebel positions, while
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the Islamic State emir ordered his fighters to refrain from shooting at
thearmy” (Reuter, “The Terror Strategist,” 2015). This cooperation also
seems to have extended to the economic front via oil smuggling.

Economic Subversion and Control

ISIL’s economic tactics include oil smuggling, resource control, extor-
tion, and minting its own currency. As ISIL’s internal “Principles”
strategy document argues, establishing independent sources of oil, gas,
food, revenue, and currency is integral to its strategy of reducing its
opponents’ leverage as well as establishing its legitimacy as a state in
order to reap the recruitment benefits of statehood. ISIL seeks resource
independence in order to strengthen its claim to statehood and to deny
leverage to its enemies.

ISIL’s tacit cooperation with the Assad regime appears to extend
to smuggling oil to the Syrian government as well as to some of ISIL's
other publicly avowed enemies. Crude oil travels via middlemen to
the Assad regime forces, Kurdish areas, Turkey, and even to Syrian
rebels supported by the United States, according to RAND expert
Ben Bahney (Behn, 2015). In November, the U.S. government levied
sanctions on George Aswani, who had allegedly been serving as an
intermediary for the oil trade between ISIL and the Assad regime
(“Civilians Pay,” IRIN News, 2015). While Kurdish parliament mem-
bers have denied accounts of ISIL selling oil in Iraqi Kurdish areas,
KRG officials had made 15 arrests of businessmen and military offi-
cials suspected of trading with ISIL as of October 2015 (Hendawi and
Abdul-Zahra, 2015).

ISIL’s export of oil to Turkey garnered significant negative atten-
tion from Western governments, and Turkey responded with steps to
dampen the smuggling operations and regain control of its side of the
100-kilometer length of its border through which foreign fighters were
entering ISIL-held territory and ISIL crude oil was exiting to Turkey
(Behn, 2015). There have also been reports of equipment for extraction
and refinement being imported across the Turkish border into ISIL-held
territory. In late 2015 the Turkish prime minister’s office claimed that it
had “effectively stopped oil smuggling” from ISIL-held territory, claim-
ing that ithad thwarted 3,319 acts of smuggling into Turkey from Syria
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and apprehended over 5.5 million liters of smuggled oil (Hendawi and
Abdul-Zahra, 2015). RAND expert Howard Shatz noted in November
2015 (Interview with Howard Shatz, 2015) that Turkey had launched
a major operation to stop the flow of ISIL oil to Turkey via pipeline
(Ganor, 2015).

ISIL appears to have partially achieved its objectives of control-
ling its own critical resources and sources of revenue, fuel, and food in
abid for independence from foreign funders. As of December 2015,
approximately half of its monthly revenues, assessed at around $80
million, were generated by taxes and property confiscation; the other
half were generated primarily by black market oil sales inside and out-
side of ISIL-held territory (Kaplan, 2015).

ISIL closely tracksits sophisticated oiland gas productionand dis-
tribution system. Oil and Gas Divisions generate receipts for oil and gas
sales, tracking and regulating the flow of fuel inside and outsideits ter-
ritory (Archive of Islamic State Administrative Documents, Specimen
5U). The Rikaz Department in Al-Khair Province sent out a notice
outlining the procedures for distribution of “ gas bottles” to the pop-
ulace; residents must present a “marriage proof document” such as a
“familyregister” or“originalmarriagebond” inordertoreceive thefuel
(Archive of Islamic State Administrative Documents, Specimen 4R).

ISIL has also sought to control sources of food within the terri-
toryitoccupies. AnISIL report obtained by Der Spiegelin 2014 listed
pretexts, ranging from alleged embezzlement to dissolute behavior, that
ISIL could use to seize a flour mill as part of a veiled campaign to seize
“all strategically important facilities like industrial bakeries, grain silos
and generators” (Reuter, “The Terror Strategist,” 2015). When sweep-
ing across Iraq in 2014, ISIL reportedly seized wheat stored in silos,
inamounts worth up to $200 million. ISIL now controls an expanse
of fields that, as Bloomberg’s Cam Simpson and Matthew Phillips
reported in November 2015, have “historically produced half of Syria’s
annual wheat crop, about one-third of Iraq’s, and almost 40 percent of
Iragi barley, according to UN agricultural officials and a Syrian econo-
mist” (2015).

ISIL’s objective of reducing its dependence on external resources in
ordertoweakenitsopponents’leveragealso extendstocurrency.ISIL has
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substantial currency reserves, partially generated by one-time acquisitions,
such as whenitlooted Mosul’s banks, which alone may have accounted
for between $500 million and $1 billion (Trumbull, 2015).

ISIL has begun minting its own currency, vowing to return to
the use of precious metals as the basis for valueand as anattempt to
reduce its dependence on external financial systems and undermine
the global economy. However, these moves may be mostly symbolic;
a month after the “Return of the Gold Dinar” video in August 2015
denounced the “U.S. capitalist financial system of enslavement,” ISIL
was still paying its fighters in U.S. dollars (Gidda, 2015).

On other occasions, ISIL has sought to undercut the use of other
nations’ currencies directly. In September 2015, the Hisba Department
of Aleppo Province prohibited the use of two new Syrian banknotes,
enjoining “all exchange shops” that they “must not exchange or circu-
latethesenotes.Rather theyaretobereceived from peopleand removed
from the lands of the Islamic State” (Jawwad, 2015).

Military and Intelligence

ISILs military tactics have been covered extensively elsewhere, so this
section will focus on ISIL’s intelligence and counterintelligence meth-
ods. However, itis still worth noting ISIL's exceptionally heavy and
deliberate use of irregular warfare tactics and barbaric killings as part
of a psychological operations campaign. ISIL repeatedly surpasses its
parentorganization, al Qaeda, interms of its well-publicized atrocities,
which are both mass-produced and carefully orchestrated for maxi-
mum shock value.

ISIL’s brutal campaign against the anti-ISIL vigilante group
Mosul Brigades offers a prime example of ISIL’s exploitation of the the-
ater of violence. In June 2015, ISIL released a video showing 16 men,
allegedly including some members of the Mosul Brigades, being blown
up ina car, drowned in a cage, and decapitated by explosive neck-
collars, in a naked attempt at intimidating the Mosul-based resistance
(Lando, 2015). ISIL in Mosul has undertaken a campaign of systemati-
cally killing Mosul Brigade members. ISIL also retaliates against assas-
sinations of its own militants by accusing former ISIL security person-
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nel of espionage and collaboration with the Iragi army and publicly
executing them in order to intimidate others (Paraszczuk, 2015).

The litany of ISIL’s terrorizing atrocities is near endless. In the
latter half of 2014, ISIL massacred more than 500 members of the
Albu Nimr tribe, which had resisted ISIL’sadvance, burying 200 Albu
Nimr bodies in a single ditch near Hit (Wolf, 2015). Over the course
ofthreedaysinSirte, Libya, ISIL militants killed over 50 members of
the Feryan tribe, which had refused to pledge allegiance to the orga-
nization (“Libya,” 2015). ISIL has undertaken a campaign of sexual
slavery against the Yazidi in Iraq; as a female author wrote in the May
2015 issue of ISIL's Dabiq magazine, “I and those with me at home
prostrated to Allah in gratitude on the day the first slave-girl entered
our home. Yes, we thanked our Lord forhaving letuslive to the day
we saw kufr [infidels] humiliated and its banner destroyed.” A cap-
tured head logistician for ISIL suicide attacks in Baghdad said, when
asked about how he selected his targets: “It was about hitting as many
people as possible —especially police officers, soldiers and Shiites I
thought, at some point these Shiites . .. who experienced an explosion
would start to think and that they would be afraid. ... My idea was
to continue until all of them converted. Or emigrated” (Reuter, “ ‘I'm
Not a Butcher,” ” 2015).

But the focus here is on how ISIL has employed intelligence and
counterintelligence measures to great effect. Laying the groundwork
for its rapid expansion, ISIL in 2012 and 2013 began infiltrating vil-
lages under the pretext of setting up Islamic missionary centers, select-
ing a few attendees to spy on their own villages. These attendees were
asked to assemble lists of powerful families, their sources of income,
local brigades and theirleaders’ political orientations, and information
usable for blackmail, such as homosexuality or extramarital affairs.
After using this covert infiltration and intelligence-gathering to pre-
pare the ground for takeover, ISIL would then move into the villages
openly, systematically eliminating potential opponents.InRaqqainthe
summer of 2013, disappearances quickly climbed into the hundreds.

Parallel structures of ISIL security emirs are replicated at the
local, district, and provincial levels of administration; the ISIL intelli-
gence services monitor not only external enemies and local populaces,
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but also ISIL fighters and officials (Reuter, “The Terror Strategist,”
2015). A trove of ISIL intelligence documents obtained by Der Spiegel
in 2014 revealed an extensive surveillance system, including lists of
Assad regime spies who had been placed in rebel factions and lists of
ISIL's own informants who had been placed in both rebel factions and
government militias (Reuter, “The Terror Strategist,” 2015). ISIL has
alsoinfiltrated Kurdish militias (Reuter, “Rational Monster,” 2015).

ISIL’s current intelligence branches continue to gather informa-
tion on internal threats, especially tribes. In March 2015, when send-
ing a statement to “the sheikhs and tribes of Wilayat Ninawa” requir-
ing their presence at a conference, the Tribes Department in Ninawa
Province copied the Islamic Military Police, Islamic Police, and ISIL
intelligence services on its request to “let us know immediately those
whorejectand refuse” (Archive of Islamic State Administrative Docu-
ments, Specimen 4I). An ISIL administrative form from the Commit-
tee to Track the Affairs of the Tribes has various columns for noting
each individual’s age, position, and place of residence, in addition to
whether or not he had participated in fighting ISIL and whether or not
hehad handed over his weapons (Archive of Islamic State Administra-
tive Documents, Specimen 8C).

For ISIL's counterintelligence operatives, the Internet is an area
of great concern. In March 2015, the Aleppo Province general admin-
istration reminded its “brothers not to disclose news and informa-
tion of the movement of [their] brothers through use of the Internet,”
counseling them: “When the Prophet (PBUH) wanted to conducta
raid, he would conceal it under another purpose. ... And he would
say: ‘War is deceit’ ” (Archive of Islamic State Administrative Docu-
ments, Specimen 5E). An Intelligence Services Official in Furat Prov-
ince sent a “Central Public Security Directorate” to be distributed to
“all Internet users”; it forbade the use of the Internet, warning, “Who-
ever is found with an Internet connection inside his home, office or
any private place will expose himself to severe reckoning” (Archive of
Islamic State Administrative Documents, Specimen 9A). Other pro-
vincialagencieshavetakendifferent measures, suchasthe Public Secu-
rity Department of Ragqa Province, which announced in July 2015,
“ToallInternetshop owners....Youmustensure torecord theIDs of
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users except soldiers of the Islamic State and their families” (Archive
of Islamic State Administrative Documents, Specimen 60). Shortly
afterward, the province restricted Internet use to the registered Internet
cafés, thereby tracking all Internet users other than ISIL soldiers and
family members (Archive of Islamic State Administrative Documents,
Specimen 9A).

These counterintelligence measures extend to controlling mobile
phone usage. In 2014, the Ninawa Province Media Office announced
that mobile phone networks would be cut off in Mosul, after spies
inside the province had been “confirmed” to be using “various devices
of connection to provide the enemies of the Islamic State with informa-
tion that has brought about losses to the Dawla of many of its knights”
and after discovering that anti-ISIL coalition “aircraft ha[d] been able
to monitor the phones of the mujahideen and follow their movements”
(Archive of Islamic State Administrative Documents, Specimen 8Z).

Other counterintelligence measures may include fighters wearing
black masks, not only to protectidentity butalso to make it more dif-
ficultforenemiesto differentiate unitsand assemble estimates of forces.
Atother times, manipulating expectations of a black wardrobe, groups
of ISIL fightershave beenknown toinfiltrate disorganized associations
of Syrianrebel factions by simply changing intojeans and vests (Reuter,
“The Terror Strategist,” 2015). As a countermeasure against the Mosul
Brigades —who systematically target and assassinate ISIL militants
using strangling, sniper rifles, and booby-trapped vehicles —ISIL has
issued guidelines advisingits fighters in Mosul to wear black masks to
avoid being identified, to drive unmarked cars, and to wear beards to
blend in better. ISIL has also reportedly tried to conceal the Mosul Bri-
gade’s successful assassinations, explaining away the deaths of fighters
strangled, stabbed, orkilled by guns with silencersas the result of being
killed in combat or by coalition air strikes, and bringing their bodies to
and from the morgue under cover of darkness (Paraszczuk, 2015).

In such a way, ISIL’s sophisticated intelligence and counter-
intelligence apparatus weaves seamlessly with its deliberate embrace of
atrocities in order to achieve maximum psychological impact. This is
achieved, of course, with the assistance of its information operations
campaign.
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Informational and Cyber

ISIL employs a multilayered propaganda production system and a resil-
ient, decentralized dissemination method to great effect in its efforts
torecruit supporters and pressure its opponents. Foreign fighters have
answered Abu Bakral-Baghdadi’s call for hijrawith an alarming surge
of emigration, spurred on in part by ISIL information operations on
social media and targeted recruitment campaigns, which are facilitated
by aradicalization process thatinvolves a shift from opento encrypted
communications. Cyber-warfare, or atleast publicly observable cyber-
warfare, appears to be far less central to the ISIL information opera-
tions effort than media productions or recruitment.

ISIL exploits social mediaininnovative ways. Partially decentral-
izing its propaganda productionand almost entirely decentralizing its
propaganda dissemination, ISIL relies on a multilayered set of media
centers to produce its official media publications, then leverages an
extensiveand relentlessnetwork of supporters onsocialmediain order
to distribute its message.

Arange of outlets produces official ISIL propaganda. Al-Furqan
Media, Al-Hayat Media, Ajnad Media, and Al-I'tisam Media pro-
duceand release top-level messaging, such as the sermons of Abu Bakr
al-Baghdadi, audio addresses from official ISIL spokesperson Abu
Muhammad al-Adnani, and issues of the sleek English-language mag-
azine Dabig, French-language magazine Dar al-Islam, and Turkish-
language magazine Constantinople. Other outlets include the A'maq
News Agency and Al-Bayan Radio Station (Zelin, “Picture or It Didn't
Happen”). Beyond those centrally controlled media organizations,
ISIL provincial media offices produce locally focused situationreports
and messages, such as the “Victory from God and an Imminent Con-
quest” video series from the Al-Khayr Province Media Office, or “To
the Defiant Tribes of the Sinai,” a statement from the Sinai Province
Media Office (Zelin, “New Video Message from the Islamic State”;
“New Statement from the Islamic State”).

Aaron Zelin's analysis of the 123 media releases from ISILina
single week in April 2015 found that top-level ISIL outlets represented
22 percent of the media releases, while the other 78 percent came from
province-level media centers, suggesting that ISIL media production
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has decentralized drastically over the last two years. Zelin, who runs
Jihadology, the jihadist primary source material online archive, also
found that while only 58 percent of ISIL’s provinces are in Iraq and
Syria,adisproportionatenumber (81 percent) of themediareleasescame
from provinces inside the two countries; Libyan provinces accounted
foradistantthird, at11 percentof the 123 releasesin the study (Zelin,
“Picture or It Didn't Happen”).

Zelinalsoargues that over thelatter half of 2015, the ISIL media
machine’s output had declined in terms of both quality and quantity.
Zelin tracked the number of nonmilitary ISIL photos from Syria and
Iraq from January to November 2015. For each country, counted
separately on a three-month rolling basis, he found a steady rise from
January until the peak months of June and August 2015, followed by
a steady decline until the data ended at the end of November 2015. He
attributed the decline to the elimination of ISIL media operatives and
territory lostby ISIL, and cited experts suchas Cori Dauberand J. M.
Berger as agreeing with him that the quality of videos from provincial
media officeshad also declined, with the exception of those released by
Raqqa Province (Zelin and Fellow, 2015).

In order to disseminate its official propaganda, ISIL has shifted
away from a broadcast model, characterized by one-to-many sharing,
toadispersed and resilientform that relies on peer-to-peer sharing and
deliberate lateral redundancy across multiple platforms. ISIL initially
relied on official Twitter accounts to release its productions; after Twit-
terbegan suspending pro-ISILaccounts, ISILadapted. Itadopted what
Ali Fisher, inhis study onjihadi proliferation of social media, calls a
user-curated “Swarmcast” method (2015). By crowd-sourcing the host-
ing and popularization of its content, ISIL inoculated its information
operations from attempts to remove and block its content.

As soon as Twitter suspends one ISIL supporter’s account, the
supporter creates a new account or moves to his previously created
backup account, the name of which he has already promulgated to
other supporters (SITE Intel Group, “Jihadists Circulate Guide,”
2015). As one ISIL supporter urged in an online blog, “To counter sus-
pensions, you must support each other. Don't make the brothers and
sisters ask for a shout out. If someone you recognize has followed you
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afterasuspension, tell your followers to follow them.” YouTube videos
aredownloaded and re-uploaded by asmany usersas possibleinorder
to achieve viral growth and maintain access to the content (SITE Intel
Group, “Blog Post Suggests Ways,” 2015). Instead of following an offi-
cial ISIL spokesperson account, which can easily be suspended, pro-
ISIL users read and retweet posts on pro-ISIL hashtag channels. Even
when hosting sites, such as YouTube and JustPaste.It, comply with
requests to take down ISIL propaganda, supporters who downloaded
the content before it could be removed simply re-upload the content
and share the new link on a pro-ISIL Twitter hashtag (Fishwick, 2014).

ISIL contenthosts and promoters are proactive and myriad, while
the effort to block ISIL content and suspend ISIL users is reactive, with
only a finite number of people empowered and dedicated to carrying it
out. Forinstance, by thetime the U.S.State Department counter-ISIL
Twitteraccount (@dsdotar) returned from a weekend hiatus onMonday,
May 19, 2015, the newly released fourth installment of the “Clanging
of the Swords” video series had been viewed over 100,000 times, and
enough users had downloaded the content to make it effectively per-
manently available online (Fisher). Even though the Brookings study
on ISIL supporters online argued that the rate of Twitter suspensions
may havelimited the ISIL network’s growth, italsoacknowledged that
suspensions cannot be expected to fully interdict the spread of ISIL
propaganda on Twitter (Berger and Morgan, 2015).

ISIL also welcomes supporters and members taking the initia-
tive to create their own unofficial ISIL propaganda, in addition to dis-
seminating official content (Winter, 2015). In Klausen’s 2014 study of
tweets posted by 29,000 Twitter accounts belonging to Western ISIL
foreignfighters, she found that disseminators outside the conflict zone,
including a handful of particularly influential women, played a key
role in this effort to “build redundancy by spreading the material,
often posting and reposting material provided by the feeder accounts
belonging to organizations and fighters based in Syria.” Areportby the
International Centre for the Study of Radicalisation and Political Vio-
lence (ICSR) alsoemphasized therole of disseminators based primarily
in the West, arguing that many foreign fighters informed themselves
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about the conflict by following unofficial disseminators rather than
official ISIL channels (Carter, Maher, and Newman, 2014).
However, Klausen argues that while self-publication sites like
Twitter and YouTube give online information the appearance of spon-
taneity and authenticity, the high degree of coordination between post-
ers was so high that it was “improbable that it could have occurred by
chance.” She found that ISIL closely regulates which of its fighters pro-
vide updates from the battlefield, as new arrivals to training camps must
surrender their cell phones and “[u]nauthorized contact with family
members” was allegedly punishable by death. The most frequently
tweeted content in the dataset consisted of either religious instruction
or battlefield reports; less than a fifth were interpersonal communica-
tions, and only a handful of tweets consisted of threats against the
West, suggesting substantialideological conformity across posts.
The effectiveness of ISIL’s social media campaigns can be hard
tomeasure, butISIL has clearly been highly successful in attracting
foreign recruits. Der Spiegel reports that in 2012 ISIL leadership opted
to focus onrecruiting foreigners rather than local Syrians, and initially
training them separately; the lack of connection to the populace made
them morereliable and merciless enforcers, as well as easier to quickly
move from place to place (Reuter, “The Terror Strategist,” 2015).
This effort has expanded drastically in the years since, particu-
larly after ISIL’s dramatic territorial gains and declaration of itself as
a caliphate. As Nicholas Rasmussen, director of the National Coun-
terterrorism Center, testified to Congress in February 2015, “The rate
of foreign fighter travel to Syria is unprecedented. It exceeds the rate
of travelers who went to Afghanistan and Pakistan, Iraq, Yemen, or
Somalia at any point in the last 20 years.” The Soufan Group estimated
that between June 2014 and December 2015, the number of foreign
fighters flowing into Syria had more than doubled, and concurred with
the May 2015 assessment of the UN Security Council monitoring team
thatthe number of foreign fighters who had traveled tojoin the current
conflictinIraqand Syriamay havebeenashighas 30,000, from over
100countries. While over a third of the fighters originate from West-
ern countries, including the European Union, Canada, the United
States, New Zealand, Australia, Russia, and the Balkans, slightly over
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half come from the Arab world, particularly Tunisia, Saudi Arabia,
Morocco, Jordan, and Turkey (Barrett, 2015).

By appealing to targets” disaffection and lack of belonging, as
well as to a desire to help protect a Muslim community under attack,
ISILsuse of social media sites such as Twitter and Facebook has proven
highly effective at spreadingitsideology and plays a significant role in
itsrecruitment and fund-raising efforts (Barrett, 2014). While expo-
sure to propaganda alone does not turn opponents or even potential
recruits into members, it can furnish dissatisfied individuals with an
internally coherentsystem of beliefs and significantly catalyze the radi-
calization process (Winter, 2015).

This radicalization process is assisted by ISIL’s online targeted
recruitment activities. According to Henry Tuck from the Institute for
Strategic Dialogue, ISIL has “units of specialized recruiters operating
around the clock from Internet cafes in Iraq and Syria, interacting on
an individual level with prospective recruits” (Shroder, 2015).]. M.
Berger adds that while in-person recruitment has also been observed,
itis dwarfed by online recruitment in countries such as the United
States, and offers this rule of thumb: “In general, the role of offline
recruitment becomes more significant the closer one gets to an Islamic
State-contested territory (2015).

Berger’s 2015study on ISIL'suse of online tailored interventions to
turn passive supportersintoactive contributors suggests acommon set
of techniques used by recruiters both official and unofficial. After first
contactisestablished, whether sought by the recruiter or the target, the
recruiter constructs a “micro-community” around the target, keeping
up an almost constant stream of contact and encouraging the target to
“insulate against outside influences.” This is followed by a key turning
point: a “shift to private communications,” such as direct messaging
on Twitter or Facebook, or messaging applications like WhatsApp and
Kik. At this point, the recruiter identifies and encourages the target to
take action on behalf of ISIL, whether through social media activism,
making hijra and emigrating to ISIL-held territory, or conducting ter-
rorist attacks in the target’s home country.
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The step in this radicalization process of urging a target to insu-
late himself from opposing influences is mirrored in a March 2015
technical guidefrom AnsaruKhilafa, a pro-ISIL website, whichadvises
readers on how to subscribe to “the blocklist” on Twitter: a method of
automatically blocking an ever-growing swath of anti-ISIL accounts.
Theauthorexplains, “Everytime the owner of the blocklist blocks some-
one, your account will automatically block the account as well.” The
guideencourages readers to block even Muslims, if those Muslims had
beenfollowing the “major spammers which are taking down” pro-ISIL
accounts or were somehow affiliated with enemies of ISIL.

Tech-savvy ISIL supporters also share advanced techniques
intended to guard against detection. Another guide posted by the
Ansaru Khilafa technical team gives detailed, step-by-step instructions
to ISIL supporters on how to use GPG4USB to encrypt files and text
messages, how to encrypt the messages while offline, and how to send
theencrypted messages via Tor-based e-mail channels (“Registering on
Twitter Without Phone Verification, Part 1”;“Registering on Twitter
Without Phone Verification, Part 2”). The previous month, the team
postedasophisticated two-part guideadvising ISIL supporters onhow
to evade Twitter’s phone verification requirement when registering for
anaccount from an IP address outside of the Untied States. The guide’s
suggested methods include using a proxy VPN such as CyberGhost in
order to register with Twitter using a U.S.-based IP address, or using
JonDo IP-Changer proxy software.! The guide reminds ISIL sup-
portersnottouse an e-mailaddress for which they used their real IP
address to register, and advises that they avoid GMail, Microsoft, and
Yahoo! and instead register for Tor-based e-mails such as Mail2Tor,
Sigaint, or RuggedInbox.com while using the Tor Browser Bundle.?
The guide cautions that “this method does not provide 100% anonym-
ityif theintel agencies truly consider youahigh-valuetarget,” warning
thatintelligence agencies will ask Twitter and then CyberGhost for the
IP addresses used to register for their services and accordingly be able

I http://www.cyberghostvpn.com/; https://anonymous-proxy-servers.net/en/jondo.html

' hitp://mail2tor2zyjdctd.onion; http:/ /sigaintevyh2rzvw.onion/; https:/ /ruggedinbox.com/;
https://www.torproject.org/projects/torbrowser.html.en
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http://mail2tor2zyjdctd.onion/
http://sigaintevyh2rzvw.onion/
https://ruggedinbox.com/
https://www.torproject.org/projects/torbrowser.html.en
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to identify the user’s real IP address. The guide, citing a range of NSA
capabilities, further counsels that intelligence agencies can decrypt and
hijack VPNs for anyone who is actually under surveillance, but says,
“This danger does not apply to registering with the e-mail services I
mentioned as you registered with them through Tor, which as of our
current understanding, is secure.”

The movement of some ISIL supporters from open to encrypted
communications is sometimes mirrored at the level of ISIL media orga-
nizations. Two days after the Paris attacks in November 2015, an ISIL
propaganda dissemination telegram channel announced that it was
launching a “dark web” version of the Isdarat website, which archives
ISIL propaganda, and provided links using .onion for both Tor and
normal users (SITE Intelligence Group).’FBI director James Comey
testified to CongressinJuly 2015about the threat posed by ISIL sup-
porters’ shift to encrypted direct messaging platforms.

Cyber warfare, or at least publicly observable cyber warfare,
appears to be far less central to the ISIL information operations effort
than media productions or recruitment. Publicly visible cyber offen-
sives, led by self-proclaimed, pro-ISIL hacking groups such as the
Cyber Caliphate and Islamic Cyber Army (ICA), appear to consist pri-
marily of hacking websites and either defacing them or reposting per-
sonal information about ISIL’s enemies, which sometimes had already
beenavailable publicly online. Thesereleases often consist of “killlists”
of U.S. military personnel’s location and contact information (SITE
Intelligence Group, 2015). Forinstance, in November 2015, the Cyber
Caliphate posted names, phone numbers, zip codes, and departments
of 36 U.S. military personnel, sourcing the information to a Justpaste.it
document created in August 2015 (SITE Intelligence Group).

A particularly active pro-ISIL hacking group that was formed in
early September 2015, the ICA undertook seven hacking campaigns
in its first two months; however, SITE Intelligence Group assesses
that the ICA’s capabilities have not been shown to “extend beyond
basic defacements and re-posting data from publicly-available sources

¥ For Tor users: http:/ /isdratetp4donyfy.onion; for non-Tor users: http:/ /isdratetp4donyfy.
onijon.link
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http://isdratetp4donyfy.onion.link/
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or previously-claimed alleged hacks.” Sometimes, the claims of hack-
ing are clearly disingenuous. Forinstance, when the ICA disseminated
physical and e-mail addresses of French government officials, includ-
ing the address of France’s Elysée Palace, on Twitter and Telegram and
claimed that this data had come from hacking operations under its
“#WorldUnderHacks” campaign, the information had already been
publicly available. However, notall of the ICA’s claims can be so hand-
ily dismissed as puffery; under the same campaign, the ICA posted
276,817 Twitter usernames and passwords, which they purported to
havehacked, when the accountinformation had notalready been avail-
able online (SITE Intelligence, 2015).

With the exception of hacks of personal information used to pop-
ulate public “kill lists,” pro-ISIL hackers appear to focus on website
defacement, whichis, inessence, another formof propagandaintended
to intimidate opponents and galvanize supporters. Website defacements
and “kill lists” are sometimes linked. On another occasion, the ICA
defaced Iranian websites with a message threatening to publish “sensi-
tive and classified information” of the Iraniangovernment, including
personal information of Iranian military personnel, if Iran did not stop
its “war on the Islamic State.” The ICA claimed to have taken data from
the Iranian Ministry of Health and the Ministry of Education (SITE
Intelligence, 2015). Another pro-ISIL hacking group, calling itself
Rabita Al-Ansar, attacked the Bermuda Broadcasting Company website
in May 2015and displayed photographs that purportedly showed the

television programming having been changed to pro-ISIL propaganda.

Another facet of ISIL's information operations is its campaign of
sexual slavery. ISIL's systematic campaign of enslavement and sexual
assault, particularly against the Yazidi women of Iraq, can be seen as
ameans of intimidation butalso asarecruitment tool. The October
2014 Dabiq article “Revival of Slavery before the Hour,” in which ISIL
declares its embrace of the abhorrent practice, claims that “the deser-
tion of slavery had led to an increase in fahishah (adultery, fornication,
etc.), because the shar’i [legitimate] alternative to marriage is notavail-
able, so a man who cannot afford marriage to a free woman finds him-
self surrounded by temptation towards sin.” When coupled with ISIL’s
promises tomatchupemigranthusbandsand wives, thismayhelplure
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men who are excited by this twisted version of religiously sanctioned
sexual “freedom” or simply by the idea of sexual violence.
Tofurther support the practice of sexual slavery, ISIL commis-
sioned a woman named “Umm Sumayyah Al-Muuhajirah” to defend
the practice. Inan article entitled “Slave Girls or Prostitutes?” in the
May 2015 edition of Dabig, she wrote that she was alarmed that Islamic
State supporters denied the use of female slaves “asif the soldiers of the
Khilafah had committed a mistake or evil.” She continued to defend
the practice by asserting it is not intended for male fighters’ sexual
pleasure nor the destruction of an enemy, but as a traditional means to
encourage the slaves to convert to Islam. She proclaimed,

Iwritethiswhile thelettersdrip of pride. Yes, Oreligions of kufr
[disbelief] altogether, we have indeed raided and captured the
kafirah [infidel] women, and drove them like sheep by the edge
ofthesword....Ordid youand yoursupporters think we were
joking on the day we announced the Khilafah [caliphate] upon
the prophetic methodology?

By choosing a woman to defend sexual slavery, the editors of
Dabiq carefully shaped their message in an attempt to appeal to pre-
vious or potential supporters who had denounced the practice as an
affront to women.

ISIL's multilayered information campaign is not only relentless,
using a decentralized dissemination method to amplify its resilience and
reach, but sophisticated and deliberate, with targeted recruiting and a
multilingual message carefully shaped to appeal to different audiences.

Examining How ISIL Messaging Varies
Across Language Platforms

In this section we present original research findings on how ISIL’s
English-language propaganda quantitatively differs from its Arabic-
language propaganda, as well as the implications of those differences.
This effortapplies alexical analysis method to quantitatively compare
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English and Arabic text corpora, constructed from a year of ISIL pub-
lications and releases in both English and Arabic. The analysis finds
thatwhileISIL's Arabic messaging, apparently targeted more to people
already withintherank and file,emphasizes violence and violentjihad,
ISIL’s English messaging has a more international focus.

Previous Research

Observers agree that ISIL targets its messages to a variety of linguistic
audiences. While Arabic dominates the ISIL propaganda landscape,
media releases are often translated or even published in other languages,
primarily English. In its ISIL Twitter census, Brookings found that
three-quarters of ISIL supporters on Twitter selected Arabic as their
primary language, and that out of 20,000 ISIL supporter accounts, 107
countries were represented (Berger and Morgan, 2015). Zelin's analy-
sis of an entire week of ISIL media releases found that all 123 releases
were published in Arabic; 8 of these were translated into English, and a
handful were also translated into Russian, Kurdish, French, and Urdu.
He also found that picture albums and videos, which can partially
transcend language barriers, accounted for 88 percent of the media
releases (Zelin, “Picture or It Didn’t Happen”).

Scholars have found that themes of ISIL propaganda can vary
along with its target audience. Winter’s in-depth study of ISIL propa-
ganda distilled its messaging into six overlapping narratives: brutality,
mercy, victimhood, war, belonging, and utopia. He argued that while
brutality dominates the attention span of Western media, utopianism
and belonging are what attract new recruits (2015). ISIL apparently
hopes that brutality deters international publics from becoming active
opponents, that mercy appeals to active opponents and encourages
them to become potential recruits, and that belonging and utopianism
lure potential recruits into becoming disseminators oractive members.
Zelin's 2015 study analyzed the distribution of ISIL messaging along
eleven themes, the six most prevalent of which, in descending order
of prominence, were military, governance, da'wa (call, or evangelism),
hisba (enforcement of adherence to Islamic principles), promotion of
the caliphate, and attacks by the enemy (Zelin, “Picture or It Didn’t
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Happen”). Many ISIL productions blend these themes into potent,
multilayered messages, facilitating ISIL'sattempts to achieve its strate-
gic objectives.

Systematicand quantitativeanalysis of the variance betweenISIL’s
English, Arabic, and other language productions has been lacking,
though the phenomenon has occasionally been examined qualitatively.
For instance, Rita Katz of the SITE Intelligence group noted differences
in how the ISIL media releases in different languages reported on the
San Bernardino attacks in December 2015. Several days after the
attack, the various language editions of al-Bayan Radio news bulletins
reported on the attack; but while the Arabic edition called the attack-
ers, Tashfeen Malik and Syed Farooq, “supporters” of ISIL, the English
editionreferred to themas “soldiers” of ISIL, the Russian edition called
them “mujahideen,” and the French edition called them “sympathiz-
ers.” The English versionin particular suggested a stronger message of
association and approval than the Arabic and French editions, which
distanced ISIL from the attackers.

ScottShaneand Ben Hubbard have gone deeperin their qualitative
study of the subject, arguing that the message of ISIL'sEnglish-language
media productions is “far softer” than that in its Arabic-language media,
which “flaunts violence toward its foes,” especially Shi'a elements in
Iraq and Syria, with videos that “linger on enemy corpses and show
handcuffed prisoners casually machine-gunned.” Shane and Hubbard
assert that, in contrast, ISIL English-language productions emphasize
jihad “as a means of personal fulfillment.” In one such video, a British
fighter asks, “Are you willing to sacrifice the fat job you've got, the big
car, the family?” and then answers his own question: “Living in the
West, I know how you feel —in the heart you feel depressed. ... The
cure for depression is jihad” (2014).

Lexical Analysis of ISIL Propaganda in Arabic and English

Given the gap in the current literature, RAND undertook a quantita-
tiveanalysis of how ISIL's propaganda varies across language barriers.
The English and Arabic text corpora used in the below analysis was
composed of ISIL media released in both English and Arabic between
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February 1 and December 9, 2015.4The approach that emerged as
most effective foridentifying distinctive keywords was comparing the
English official corpus to FROWN, a baseline corpus representative of
general-use English, and then separately comparing the Arabic official
corpus (whichhad previously been translated to the English corpus) to
the same baseline FROWN corpus.’

The analysis found that ISIL’s English-language and Arabic-
language propaganda overlap substantially on some themes but differ
markedly on other critical themes in both substance and treatment.
Both the English and Arabic propaganda place strong emphasis on
ISIL’s status as a territory-holding state and “caliphate,” with many over-
present terms like “caliphate,” “lands,” and the name of Abu Bakr al-
Baghdadi, as well as basic Islamic religious principle and concepts, such
asGod, the Prophet Muhammad, and shari’a or religious law. However,

*  This method highlights similarities and differences between corpora by calculating log

likelihoods for the over-presence or under-presence of keywords as well as identifying words
that co-occur more often than would be predicted by chance, called collocates. All words
from the baseline wereincluded in the keyword comparisons, and a minimum frequency
cut-off of three instances was employed for both keywords and collocates. All top collocates
included in the foregoing analysis had pointwise mutual information (PMI) scores of over
12. Alltop keywordsincluded in Figures 1and 2had log-likelihood scores, indicating that
they were present in the target corpus more than would be predicted from their presence in
the baseline corpus, and had over-presence log-likelihood scores of over 100, which is con-
sidered highly significant.

*  The corpus of English-language, official ISIL propaganda comprised 270,570 words from

44 media releases. These included full-length issues of Dabig magazine, radio reports, state-
ments, and video transcripts. ISIL media outlets represented included Hayat Media Center,
Al-Itisam Media Foundation, Al-Bayan Radio, Furat Media Center, and the Raqqa, Jazeera,
West Africa, and Ninawa Provincial Media Offices. The corpus of Arabic-language, official
ISIL propaganda manually translated into English comprised 62,777 words from 73 media
releases. These included statements, video transcripts, photo reports, infographics, martyr-
dom announcements, and speeches from ISIL’s vaunted caliph, Abu Bakr al-Baghdadi, and
official ISIL spokesperson Muhammad al-Adnani. ISIL media outlets represented included
Furqan Media Foundation, Hayat Media Center, Al-Bayan Radio, Furat Media Center, Al-
Naba’ Publishing, and the Damascus, Homs, Aleppo, Khayr, Anbar, Sinai, Fezzan, Ninawa,
Kirkuk, Salah al-Din, Baghdad, Furat, Diyala, Aden, Sanaa, Janoub, Dijlah, Aden, Sanaa,
Hadramawt, Baraka, Barqa, Algeria, and West Africa Provincial Media Offices. An absence
of Arabic-language publications as lengthy as the full-length Dabig magazines accounts for
the considerable difference in word counts between the two corpora.
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marked differences between the two sets of propaganda emerge when
itcomestoviolenceand holy war,ascanbeseenin Figure 5.2 below.

The Arabic-language propaganda appears targeted more to the
rank and file of ISIL supporters who need to be stirred into a frenzy,
rather thanaskeptical purveyor who needs to be won over, ora foreign
government that needs to be logically rather than emotionally deterred.
Arabic-language productions focus more than their English-language
counterpartsonbloody, warlike concepts, suchas “soldiers” and “body
parts,” as well as “defeated” and “destroying.” This different empha-
sis is echoed in the greater proportion of lofty, jihad-related keywords
and collocates — or words that co-occur more often than would be pre-
dicted by chance —in the Arabic-language media releases, including
collocates such as “mujahideen” and “martyrdom.”

The Arabic-language material also includes more emotive and reli-
giously tinged positivity, with terms like “honor,” “victory,” and “glad
tidings,” and intense, urgentlanguagelike “final outcome.” The appeal
to followers is also more personal, with substantially more and varied
pronouns;itspeaksdirectly toitsaudiencewith“you”and “your,” ingra-
tiates itself with its audience by referring to “we” and “us,” and separates
the audience from its enemies, referring to “they” and “their.”

In turn, ISIL’s English-language propaganda gives more promi-
nence to coverage of “the enemy,” potentially suggesting that it is tar-
geted moretowardlocal, regional,and foreign potential opponents that
itseeks to either deter or provoke. There are more mentions of Araband
Middle Eastern governments opposed to ISIL, such as Iraq and Egypt;
Eastern nations and individuals opposed to ISIL, such as Russia and
Japan; and violent jihadist organizations opposed to ISIL, such as the
al Qaeda-affiliated Jabhat al-Nusra.

The numbers of top keywords and collocates related to ISIL’s
regional “Shi'a enemies,” such as Iran, the Iraqi government, and the
Syrian regime are marginally higher for the Arabic-language propa-
ganda, and references to countries and institutions of the West are
roughly equal between the two sets.
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Figure 5.2
Highlighted Differences: Top Keywords and Collocates by Coded Theme®

M English official
B Arabic translated official

War Jihad Emotive, Personal Enemy, al Qaeda
religious pronouns not AQ (AQ)
positivity specific

SOURCE: RAND.
NOTE: Y-axis refers to number of ISIL media communications.
RAND RR1772-5.2

The English-language releases represented in Figure 5.2 display
twice the emphasis of the Arabic-language releases on enemies farther
afield, such as “Jews,” “infidels,” “hypocrites,” and “Crusaders,” a term
that ISIL sometimes uses to slander both Easterners and Westerners.
This more international focus, as opposed to a focus on the specific
region of Syria and Iraq, is borne out in Figure 5.3 below, which shows
howthemainkeywordsand collocates of the two propagandasetsvary

in terms of locations referenced.

b Specifically, this figure displays the most prevalent coded themes of the top 150 key-

wordsasranked by log likelihood calculations and the top 30 bigrams and top 30 trigrams
as ranked by frequency for each corpus, where the coded theme was markedly more preva-
lent in one corpus than the other. The two target corpora were the official ISIL English-
language propaganda and official ISIL Arabic-language propaganda thathad been translated
into English, and the target corpora were compared to FROWN, a baseline corpora that is
representative of general-use English. While the ranking and identification of keywords and
collocates is a statistically rigorous process, the authors make no claim of statistical signifi-
cance for the hand-coded themes displayed in the figure.
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Figure 5.3
Top Keywords and Collocates by Coded Location”

M English official
B Arabic translated official

Syria Irag Other countries

SOURCE: RAND.
RAND RR1772-5.3

The above figure also shows English-language media productions
emphasizing Syria over Iraq. The Arabic-language media productions
exhibit the opposite, focusing on Iraq more than on Syria. This imbal-
ancemay suggest thatISIL views the plightof Syriaashavingabroader
appeal than its operations in Iraq, at least for the audiences in Western
nations who are more likely to read English-language propaganda. This
view may be accurate, given that the Syrian crisis was what initially
sparked the unprecedented deluge of foreign fighters to the area and
became a cause célebre for Sunnis across the world, who were outraged
by the international community’s passivity in face of the atrocities com-
mitted by the Assad regime. Alternatively, therelativeemphasisof ISIL's
Arabic-language propaganda onlraqmay pointtoward an operational
focus on Iraq. This explanation would accord with the domination of

" Specifically, this figure displays the most prevalent coded locations of the top 150 key-
wordsasranked by log likelihood calculations and the top 30 bigrams and top 30 trigrams
asranked by frequency for the two target corpora of official ISIL English-language propa-
ganda and official ISIL Arabic-language propaganda that had been translated into English,
compared to FROWN, a baseline corpora that is representative of general-use English.
While the ranking and identification of keywords and collocates is a statistically rigorous
process, the authors make no claim of statistical significance for the hand-coded themes dis-
played in the figure.
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IragisamongISIL seniorleadership thathasbeennoted by someobserv-
ers (Sly, 2015).

While all propaganda should be treated with caution, these find-
ings suggest that Western governments should use a barrel rather than a
teaspoon of salt when consuming ISIL’s English-language propaganda.
This is because, even more so than the Arabic-language propaganda,
ISIL’s English-language propaganda seems to be intended to manipu-
late the West, whether through provocation or intimidation.

Regardless of the reasons for these disparities between ISIL’s
Arabic-and English-language media productions, theimbalances out-
lined above underscore the inadvisability of focusing exclusively on one
language of ISIL propaganda. Only amultilingualapproachwillbeable
to capture a holistic view of ISIL’s message. For instance, an exclusive
focus onISIL's English-language propaganda, asis commonin Western
media, may overestimate ISIL’s attention to the “far enemy.”

The end result is that while ISIL’s Arabic messaging, apparently
targeted more to people already within the rank and file, emphasizes
violence and violent jihad, ISIL's English messaging has a more inter-
national focus. This may serve the dual purpose of alternately intimi-
dating and provoking its enemies, but also attracting more moderate
supporters and potential emigrants who are perhaps more interested in
the utopian aims of ISIL than in violence.

ISIL’s information operations campaign weaves together almost
all elements of its political warfare strategy. Its diplomatic overtures
to affiliates seek to send animage of an expanding caliphate attrac-
tive to recruits. Its intelligence apparatus and violent atrocities serve
to cow potential opponents into submission even while whipping its
base into a frenzy. Finally, its independent sourcing of critical eco-
nomic resources, as well as its sophisticated government institutions,
areintended toenable the caliphate toappear strong, retainits fighters,
and pacify its populace, which represents a potential recruiting pool to
both ISIL and its enemies.

Finally, the study presents insights gleaned from analyzing the
strengths and vulnerabilities of ISIL's multilayered information opera-
tions campaign. ISIL’s strengths include its uncompromising posture
aswellasitsembrace of structured decentralization, thelatter of which
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might be adopted by ISIL's opponents. However, while ISIL's rebrand-
ing of itself as a caliphate has proved a tremendous boon for its recruit-
ment, italso contains a probable message of vulnerability; selling itself
as a caliphate entangles ISIL in promises that it cannot keep.

One of ISIL’s key advantages in its information operations is its
extremism and refusal to compromise; those qualities enable internal
coherence. ISIL can easily expose inconsistencies and contradictions in
American foreign policy, which teeters between realpolitik and ideal-
ism, brokers compromises between global security and the national
interest, and balances the demands of international and domestic poli-
tics. The U.S. government signs deals with Iran and bombs Sunnis in
Iraq, even as it supports Saudi Arabia bombing Shi’as in Yemen. This
may confuse people in the Muslim world, unless they decide that the
only consistency in American foreign policy that they can depend onis
that America acts inits own national interests. The American message
getsperceived around the world assupporting democracy, butalso dic-
tatorships. The U.S. message is complicated; it is nuanced. The United
States and its allies moderate to govern. They try to strike a middle
ground, and that exposes them to accusations of hypocrisy.

ISIL’s message, in contrast, is simple, because ISIL does not have
to care about the middle ground; in fact, itactively wants to destroy it.
The seventh issue of Dabig is entitled “From Hypocrisy to Apostasy:
The Extinction of the Grayzone.” ISIL propaganda achieves internal
logical consistence by simplifying the world toa point where its world-
view has no internal contradictions. Its incarnation is brand new, so
it has few past actions to contradict. More than that, its extremism
is absolute. It does not compromise. And that makes it impervious to
nuanced argument that tries to dismantle its message from within its
set of assumptions.

EvenasISIL’sclaim to a caliphate empowers it, it also makes it
vulnerable. By declaring itself a utopia, ISIL has made promises that
it cannot keep. Rising prices, food shortages, undrinkable water, and
insufficient health care (Sly, 2014; Chastain, 2015) can all be leveraged
as cracks in the fagade of ISIL’s glorious caliphate. In November 2015,
aspokesman for the U.S.-led coalition against ISIL reported that deser-
tions from ISIL are rising (Martel). ISIL defectors, especially those
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tighters who travelled to join ISIL but then fled, are those with the
most credibility to undermine ISIL (Neumann, 2015). In order to level
devastating claims of hypocrisy against ISIL, these deserters must be
empowered to talk about their disillusionment with the organization.

Conclusion

ISIL's information operations are distinguished by a multilingual decen-
tralized propaganda system, with multiple tiers of content production
and dispersed propaganda dissemination via social media. This system
has been made resilient by peer-to-peer sharing and deliberate lateral
redundancy across multiple platforms. Additional resiliency derives
from ISIL's use of disseminators outside conflict zones. Finally, official
and unofficial recruiters perform targeted interventions, particularly
online, in order to flatter, isolate, and radicalize recruitment targets.
Unofficially affiliated hackers deface others” websites and obtain and
post “kill lists” containing personal information of targets.

As for the other activities ISIL undertakes, this chapter’s exami-
nation of ISIL's political warfare practices finds that its most intensive
political activities that might be termed diplomatic are robust efforts
to develop and support overseas affiliates and other militant jihadist
organizations. However, ISIL has also engaged in tacit cooperation
withsomegovernments, primarily inorder tofacilitateneeded imports
of war materiel and fighter flows, as well as exports of oil, gas, and other
sources of revenue.

ISIL demonstrates significant intelligence and counterintelligence
capabilities that assist in all aspects of its operations, to include nonki-
netic political warfare activity. It uses religious proselytization centers in
areas of planned expansion to recruit local collectors. It monitors local
tribes, resistance organizations, and even its own fighters and officials,
including their Internet usage. Use of cell phones is tightly controlled,
faces are concealed, and grooming standards are altered as counter-
targeting measures. Online communications are restricted in battle
zones, and online supporters are instructed in the use of encrypted
communications systems.
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WhileISILhasconducted maneuverwarfare onascalerarely seen
by nonstateactors, its use of armed forceincludes systematic assassina-
tion campaigns against local leaders or organizations deemed to pose
a threat, in addition to use of suicide vests and vehicle-borne impro-
vised explosive devices (VBIEDs). The use of force is conducted witha
major emphasis on amplifying its psychological effect and dissemina-
tion through media. For example, ISIL has staged hundreds of public
executions and other displays of barbarism, including sexual slavery.

Although ISIL's economic activities have been carried outlargely
to create revenues for warfighting and to sustain its caliphate, its pursuit
of these aims has also in some cases entailed political objectives. Per-
haps most prominentisits effort to establish and mintits own currency
as a means of demonstrating the state-like status it achieved in parts
of Iraq and Syria. It has also used currency, fuel, and food as weapons
by establishing, tracking, and controlling independent sources of criti-
cal resources within held territory. The extortion of domestic popula-
tions under its control may serve as a control mechanism as well as a
source of revenues, as an impoverished population has less autonomy
and therefore ability to escape orrebel.

One of ISIL’s strengths, which the U.S. government could con-
ceivably learn from and adapt to its own uses, is ISIL’s embrace of
decentralization in information operations. The U.S. State Department
recently announced an end to producing its own English content and
a shift to helping Arab governments shape more “localized” anti-ISIL
messages to counter ISIL's message (Miller and DeYoung, 2016). While
this represents a step in the direction of decentralization, itis a far cry
from the sort of decentralized Twitter army that ISIL relies upon for a
steady drumbeat of support. This online swarm is what enables ISIL’s
resilient propaganda dissemination methods, as well as the enveloping
sense of belonging offered notonly toalienated Muslims who emigrate
to ISIL-held territory but also to those who just advocate for others to
do so.ISIL taps into the desire among frustrated youth to do some-
thing real that can bring them a sense of glory and belonging, even
without leaving their computer screens.

Countering ISIL effectively may require developing an equally
compelling sense of community to compete with the sense of belong-
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ing thatISIL has managed tocreate. If anti-ISIL forces could tap into
that same fervor, the effects could be significant. As ongoing research
by RAND has shown,8the current online opposition to ISIL is frag-
mented by national and sectarian lines, with the most prominent
ISIL opponents either shouting into isolated echo chambers or hurl-
ing insults at ISIL supporters. The idea of a U.S. government embrace
of an online citizen militia may seem far-fetched, but expecting a few
dozen U.S. analysts and experts to compete with thousands of highly
motivated and creative ISIL supporters is equally or more unrealistic.
Chapter Eight will survey the current state of U.S. strategic communi-
cations and information operations and evaluate options for improving
current practices.
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CHAPTER SIX

Attributes of Modern Political Warfare

The preceding case studies have shown that each actor — be it the
United States, Russia, Iran, or ISIL —employs its own unique form of
warfare below the threshold of conventional war. This is by no means
an exhaustive list. Atleast two states not covered in this study deserve
special mention —Great Britain and China —since the former was at
the forefront of political warfare during the nineteenth and first half of
the twentieth century; and the latter, as noted in this chapter’s distilla-
tion of current practices, is actively engaged in political warfare today.
While each of these actors has its idiosyncrasies, some broad common-
alitiesexistinthe practice of political warfare today. This chapter draws
on the lessons from the preceding ones to discuss eight attributes that
help define the modern practice of political warfare.

1. Nonstate actors can conduct political warfare
with unprecedented reach.

The idea that nonstate actors can engage in political warfare is not
particularly new, noris theidea that they can have globalimpact. In
the late nineteenth and early twentieth century, Anarchists, Marxists,
and other groups managed to organize, communicate, and operate
across borders (Hoffman 2006, pp. 7-11). Yet nonstate and pseudo-
state actors today have more power to influence the international system
thanever before. As Richard Haass claimed almosta decade ago, “One
ofthecardinalfeatures of thecontemporary international systemisthat
nation-states have lost their monopoly on power and in some domains
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their preeminence as well” (Haass, 2008, p. 45). Thanks to global-
ization, the world is increasingly interconnected, giving new power to
nonstate actors. As John Arquilla and David Ronfeldt argued in their
classic study Networks and Netwars, “The rise of networks means that
powerismigrating tononstateactors, because they areable to organize
into sprawling multiorganizational networks (especially ‘all-channel’
networks, in which every node is connected to every other node) more
readily than can traditional, hierarchical, state actors” (Arquilla and
Ronfeldt, 2001). And this, in turn, means that nonstate actors have
new abilities to wage political warfare.

For nonstate actors, political warfare offers a chance to achieve
their objectives, evenif theylack the capability of waging conventional
ornuclear war,and theadventof modern technology and globalization
has lowered the barriers for nonstate actors wishing to engage in this
formof conflict. The Internetallows for nonstate actors to easily spread
propaganda messages across borders. With about 875 million guns
already in circulation (only about a quarter of which are controlled by
military, police, or other government agencies) and anadditional 75to
8millionsmallarms — portable, individual firearms (e.g., rifles, pistols,
and light machine guns) —produced globally each year, nonstate actors
have increased access to weapons and can now more readily engage
inlow-end military conflict (Al Jazeera, 2013; Peters, 2009). Modern
communications and encryption technology further ease the means to
conduct “covertdiplomacy” —should a nonstate actor choose to do so.
Global financial flows enable nonstate actors to transfer money to vari-
ous proxies all over the world and hide these transactions.!In short,
nonstate actors have the ability to wage political warfare across all
four dimensions of power — diplomatic, informational, military, and
economic.

Nonstate actors today capitalize on these newfound capabilities.
Corporationsareusingatleastsome of political warfare’s tools (short of
military) to serve their economic interests, while ISIL actively engages
in this form of warfare to promote its jihadist ideology. And they
arenotalone. Before ISIL, al Qaeda created a multinational Salafist

1 For an overview, see Department of Treasury, 2015.
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jihadist organization that leveraged Arab state weakness, anti-U.S. sen-
timent, and global networks to recruit, train, and facilitate its opera-
tions, financed by a multinational donor base and web of madrasas.
Its appeal spawned numerous global affiliates, including al Qaeda in
the Arabian Peninsula, al Qaeda of the Islamic Maghreb, Al Shabaab,
Abu Sayyaf, Jemaah Islamiyah, and others (Bajoria and Bruno, 2012).
Lebanese Hezbollah (LH) has evolved from a proxy force trained,
armed, and directed by Iran to a social-political-military entity toa
quasi-state force with arole in Lebanon’s government and with hybrid
military capabilities that have been projected beyond its borders into
Israel, Syria, and even South America (Masters and Laub, 2014).
Colombia’s FARC and Sri Lanka’s LTTE also managed to expand
fromlocal actors engaged in small-scale conflicts to recruit for and
finance their operations from globalized networks (Hoffman, 2006,
pp- 204-6; “Revolutionary Armed Forces of Colombia,” 2015). And
so, today, even relatively small nonstate actors have the ability to con-
duct political warfare on the globallevel.

2. Political warfare employs all the elements of power.

Political warfare is an inherently complex task: Its successful applica-
tion often employs a combination of all the DIME elements of national
power. Indeed, one of the striking findings of the preceding cases
studied is just how rarely any actor — state or nonstate, democracy or
authoritarian regime — relies on only one element of national power to
conduct political warfare.

The United States used a mixture of diplomatic ventures, propa-
ganda, armed proxies, foreign aid, and sanctions as it waged the Cold
War, just as Russia and Iran use many of these same combinations —
albeit with somewhat different flavors —in Ukraine and Syria, respec-
tively, today.ISIL, too, combines propagandaand economic subversion
(although more defensively to acquire weapons and resources than as
aformofleverageagainst othersabroad), along with terroristactivities
in its quest to expand its influence.
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At the same time, as political warfare often requires coordina-
tion across all facets of national power, states have historically tended
to create specialized agencies to handle niche aspects of this form of
warfare. Covert military operations have become the specialty of the
IranianRevolutionary Guard Corps-QodsForce, theRussianSpetsnaz,
and the U.S. Central Intelligence Agencies’ paramilitary wing. Some
states set up specialized government agencies to handle the nonlethal
dimensions of political warfare as well. Leaving aside its more indirect
proxies, the Russian government controls the Rossiya Segodna as its

official international informational agency.?Iran likewise has the
Islamic Republic of Iran Broadcasting (IRIB), which controls all Ira-
nian broadcasting (Pahlavi, 2012). Up until a few decades ago, the
USIA before dissolving itin 1999. Earlier, during World War I, Brit-
ainhad created the Political Warfare Executive, an organization subor-
dinate to the Ministry of Foreign Affairs and the Ministry of Informa-
tion, tooversee propaganda — fromleaflets toradio broadcasts (Overy,
2015, p. 382; PBS). Ultimately, this creates a tension in the conduct
of political warfare: It often requires a broad-based approach, but the
tools for conducting this form of warfare tend to be highly specialized.
Perhaps, given this tension, many countries have needed to adapt their
governmentstructures to coordinate this form of warfare. Russia
recently founded the National Center for the Management of Defense
of the Russian Federation under the General Staff to help coordinate
military efforts along with other agencies — such as the Ministry of
Internal Affairs and Ministry of Emergency Situations (McDermott,
2014). For a time, China centralized its conduct of political warfare
within the military. Some analysts evenlabeled the People’s Liberation
Army’s General Political Department Liaison Department (GPD/LD)
as “PLA’s principal political warfare command” (Stokes and Hsiao,
2013, p. 3). Even ISIL integrates its conduct of political warfare by
embedding an economic targeting officer and an intelligence service
officer (to assist with information efforts) down to the district level
(seeFigure 5.1). Whether or notan overarching separate coordinat-

2 Rossiya Segodna was established on December 9,2013, by President Putin’s decree on
“Measures to increase effectiveness of state media.” See RIA Novosti, n.d.
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ing body is indeed necessary for the successful conduct of political
warfare is beyond the scope of this study, but clearly one of the central
challenges of those seeking to conduct political warfare is keeping the
approachsynchronized and the variety of agencies pointed in the same
direction.

The application of political warfare methods can occur in numer-
ous situations. They may include a low-cost method of competing
with and cowing adversaries in ways that achieve all of the intended
objectives. They may be used, as the historical survey illustrated, in
a “hybrid” mode combined with more conventional use of military
power. They may be a precursor to traditional warfare. In an era of
growing near-peer competition and empowered nonstate actors, the
use of political warfare to gain advantage may increase, because the
dominance of any single actor has diminished. As defense expert and
former Undersecretary of Defense Fred Ikle noted at the end of the
Cold War, “Nor can we forget that POLWAR and PSYOP came back
into prominence because of the relative military strengths of the con-
tending powers. Without effective deterrence, POLWAR cannot pro-
tect us from unleashed might, whether conventional or nuclear” (Ikle,
1989, p. 10). The same may be true today. America’s adversaries turn to
political warfare because they find itarelatively effective and low-cost
form of competition that does notincur the risks of confronting the
United States head on. The United States, in turn, uses political war-
fare because it offers additional options to policymakers.

3. Political warfare relies heavily on proxy forces
and means.

Political warfare often is conducted in the shadows. Across the cases
discussed here, many of the major organizations charged with con-
ducting political warfare — Russia’s spetsnaz-GRU and FSB, the United
States” CIA, and Iran’s IRGC-QF — remain shrouded in secrecy. Often,
the visible faces of political warfare are either the proxies —friendly
political parties, nongovernmental organizations, loyal ethnic groups,
and the like, who appear asindependent but are actually backed, if
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not controlled by, these states from behind the scenes — or else quasi-
governmentagencies, like state-aligned corporations. Thisisnotanew
development, either. In an earlier era, the government-aligned British
East India Company helped conquer and rule India for Britain. Toa
lesser extent, in the late nineteenth and early twentieth centuries, the
private United States Fruit Company helped expand American control
over the Caribbean (Omang, 1985, p.5). While the British East India
Company and United States Fruit Company may be gone, the practice
of state-aligned corporations becoming tools of the state to exert lever-
age abroad remains alive and well today.

Russia maintains a spectrum of control over organizations — from
direct control through loose affiliation —in order to wield power (see
Figure 3.1). These cutouts perform a range of political warfare activi-
ties, from information operations to economic coercion. For example,
Russiaownsamajority stakeinenergy giant Gazprom, one of the major
exporters to the countries of the former Soviet Union, and Russia has
leveraged this energy dependence to attempt to wield influence abroad
(Abdelal, 2013).

China also extensively uses cutouts—seemingly private business
and cultural entities that are in fact controlled by the Chinese govern-
ment and the PLA. According to the Asia-focused Project 2049 think
tank, the number of civilian proxies for the GPD/LD hasbeen grow-
ing and now includes the China Association for Promotion of Chi-
nese Culture, China Association for Friendly International Contacts,
China-U.S. Exchange Foundation, The Centre for Peace and Develop-
ment Studies, External Propaganda Bureau, and China Energy Fund

Committee (Raska, 2015; Parameswaran, 2015). According to China
analyst].Michael Cole,“Theconvolutednatureof thenetwork — where
global energy firms overlap with think tanks, foundations, the GPD/
LD and intelligence operatives —makes it extraordinarily difficult for
intelligence agencies (and the less security-aware targets) to distinguish
between political warfare and more‘legitimate’ activities” (Cole, 2015).

In Westerndemocracies today, state-aligned corporations are still
very much part of the political warfare arsenal. State-run industries —
particularly in the energy and defense sectors — existin many Western
democracies. Even the United States, with its strong history of free
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enterprise, still uses private and semi-private corporations to include
various defense contractors to gatherinformationand providemilitary
assistance —all to serve its political objectives (see Singer, 2007; Shor-
rock, 2009; Cohen, 2010).

The use of proxies offers a host of potential strategic benefits. A
propaganda message may seem more credible if it originates from a
seemingly disinterested —and hence presumably objective— third party.
Proxy military forces may offer the potential of added strategic surprise,
better knowledge of local dynamics, and the possibility for the backer
towalkaway moreeasily, if something goes wrong (see Salehyan, 2010).
Back-channel diplomacy may allow fora degree of candor with nefari-
ousactors, otherwiseimpossibleif the negotiations were to occurin the
public eye.’Seemingly private corporations may be regarded withless
suspicion and enjoy more access than official state entities.

In twenty-first-century political warfare, the plausible deniabil-
ity that comes from using unattributed means offers another strate-
gic advantage: entrapping the target in a legal quagmire. Retired Air
Forcemajor general and staffjudgeadvocate turned Duke law professor
Charles Dunlap coined the term “lawfare.” In twenty-first-century war-
fare, Dunlap argues, “law has evolved to become a decisive element—
and sometimes the decisive element — of contemporary conflicts” (Dun-
lap,2009, p.34). Henotes that casting legitimateactions asillegal can
undermine all-important public support (Dunlap, 2009, p. 35). Argu-
ably, while lawfare can be applied to any actors, Western democracies
and otherswhorespectarules-based approachtointernationalorderare
perhaps particularly vulnerable and this, in turn, is one of the reasons
why these methods are so appealing in political warfare.

Theuse of proxies or other unattributed means by potential adver-
saries to slow —if not undermine — the West's response. For example,
one of the concerns about the use of political warfare by Russia against
the Baltics stems from differing Allies” perceptions about what would
clear the policy bar for an Article 5 response — the collective-defense
clause of NATO. As the Economist recently pointed out, attribution
problems may mean, “What might count locally as anintolerable

3 See a discussion of clandestine diplomacy, see Scott, 2004.
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assault on the Baltic states’ sovereignty may not be seen in Brussels
as an ‘armed attack’ for Article 5 purposes” (“How NATO's Article 5
Works,” 2015). Other analysts identify attribution problems as one of
the core challenges behind a state’s ability to respond to cyber attacks.*
Evenif states eventually solve the attribution problemin political war-
fare, it often takes time for the intelligence to be gathered, the legal
arguments developed, and the decision torespond made — all of which
make unattributed forces an appealing tool in the conduct of political
warfare.

4. The information arena is an increasingly contested
battleground, where perceptions of success can be
determinative.

Thankfully, the twenty-first-century democracies have an additional
tool in the battle against modern political warfare: The ubiquity of
independent media aided by modern technology that can at least shed
light on some secretive political warfare tactics. While print media
outlets have declined in size and staff over the last decade, there has
been a dramatic growth in the digital news industry (Jurkowitz, 2014).
Among the larger digital news providers, the Yahoo-ABC digital net-
workattracts some 127,995,000 viewers; CNN.com, 101,540,000; and
NBC News Digital, 101,145,000 (Olmstead and Shearer, 2015). More-
over, the numbers of providers are growing. A Pew Study found that of
itssample of 438 smallnewsoutlets designed as digitalnews providers,
30 percent started since 2010, and 85 percent started since 2005, and
most of them filled gapsinlocal news and investigative journalism left
by larger producers (Jurkowitz, 2014).

Arguably as important as the growth of digital outlets is the
growth of informal media. More than a decade ago, Lucas Graves
argued in Wired Magazine that, in 2005, “everyone’s a reporter.” He
noted, “These days, ‘our man on the scene’ is often a swarm of amaz-
ingly prolific nonprofessionals posting up-to-the-minute stories and

4 For a discussion of this, see Tsagourias, 2012.
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pictures of breaking news from their laptops” (Graves, 2005). If any-
thing, Graves’s observation is even truer more than a decade later.
Today, smartphones come with ever-better digital cameras and Internet
connections, and thanks to social media, potential stories can spread
around the world near instantly.

This growth in the number of reporters and outlets works in
favor of those wanting to expose covert political warfare. The media
played aroleinhelping to expose American attemptsatcovert military
support during the Iran-Contra scandal and at aiding the Afghani-
stan mujahedeen during the 1980s. More recently, the media helped
unmask Russia’s “little green men” in Ukraine, identifying them as
GRU operatives (Rosenberg, 2014; Shevchenko, 2014). It should come
as little surprise, then, that shortly after assuming control of Crimea,
Russia decided to crack down on open media (Freedom House, 2014).
Perhaps, though, the moreimportant contribution of open mediain
unmasking political warfare’s shroud of secrecy is the more mundane
type of reporting — revealing political corruption, payoffs, and foreign
government influence.

At the same time as independent media are countering — or at
leastexposing — political warfare, actors today are investing heavily in
information warfare as part of their political warfare strategies. Iran’s
IRIB is in 45 countries with five foreign-language channels (Pahlavi,
2012, pp. 21-33). Within the last two decades alone, it launched the
24-hour Arabic TV channel Al-Alam (in 2003), the English-language
channel PressTV (in 2007), and the Spanish language HispanTV
(in 2011) (Pahlavi, 2012, pp. 21-23; Black, 2010). Russia, too, invests
heavily in propaganda. According to some estimates, Russia funds
the Rossiya Segodya news and broadcasting company to the tune of
$170 million annually (Tétrault-Farber, 2014) while it maintains the
affiliated RT network —including RT International (flagship channel
in English), RT America (English), Rusiya Al-Yaum (Arabic), Actu-
alidad RT (Spanish), and the documentary channel RTDoc — with a
2015budget (according to RT) of $225 million (Shuster, 2015). China
similarly has ramped up its propaganda effort. Based out of Nanjing
Military Region’s 311 Base (sometimes referred to as the Public Opin-
ion, Psychological Operations, and Legal Warfare Base) in Fuzhou City,
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Fujian Province, the PLA has broadcasted the “Voice of the Taiwan
Strait” radio since the 1950s but recently expanded to other mediums
as well, including social media, publishing, and business networks
(Raska, 2015).

Western democracies also invest in information watfare, although
perhaps to a lesser extent. The United States still maintains the Voice
of America (VOA) and Radio Free Europe/Radio Liberty (RFERL).
Similarly, the United Kingdom still has the British Broadcasting Cor-
poration (BBC), whose express purpose is to “represent the UK, its
nations, regions and communities” and to “bring the UK to the world
and the world to the UK” (BBC, n.d.). The BBC, VOA, and RFE/RL,
however, assert their editorialindependence from their parent govern-
ments. Still, thanks to the warsin Afghanistan and Iraq, onatactical
level at least, the United States has renewed its focus on information
operations.

Even nonstate actors are investing heavily in information opera-
tions. ISIL releases messages through multiple media organizations;
issues an English-language magazine Dabig, French-language maga-
zine Dar al-Islam, and Turkish-language magazine Constantinople; and
maintains the A'maq News Agency and Al-Bayan Radio Station. The
Shi'ite terrorist organization Hezbollah has along-standing interestin
media. Itestablished its first newspaper in 1984 (Al-Ahd), its first radio
station (Al-Nour) in 1988, and its first television channel Al-Manar TV
in 1991 (Hashem, 2015).

Today’s increasingly heated battle for control of the information
domain fits neatly with the historical conception of political warfare.
Some of the initial scholarship on political warfare conflated the term
with psychological warfare. The focus on information warfare also is
in keeping with theidea that political warfare —like many other forms
of irregular warfare —is principally a battle over hearts and minds.
There is no shortage of quotes —from classical British counterinsur-
gency theorist Frank Kitson to al Qaeda leader Ayman al-Zawahiri —
extolling the importance of the psychological dimension and identify-
ing psychological warfare as one of the mostimportant elements, if not
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the most important element, in irregular warfare campaigns.’Judging
simply on the inputs and the resources —both time and money — that
they have sunk into information warfare, most of the actors covered
here seem to agree.

Information warfareisanincreasingly important battleground in
modern political warfare in which the media can function as a double-
edgedsword. Whileindependentmediacanhelpuncoverpolitical war-
fare, many actors are investing heavily in trying to control media flows.
Atthemoment, itisimpossible tosay withany certainty — atleastin
theunclassified setting — the precisenumber of political warfareactivi-
ties that remain covert and perhaps, more importantly, what percent-
age of covert political warfare activities are exposed by media coverage.
As aresult, it is impossible to say conclusively who is winning — the
actors who want to conduct covert political warfare or those who want
to expose it.

5. Information operations create effects in various ways
by amplifying, obfuscating, and, at times, persuading.
Factual evidence supplied in a timely manner is the best
antidote to disinformation.

The ubiquity and instantaneous nature of communications provides
all actors with opportunities to spread their messages worldwide and
attempt to gain influence or leverage through this means. A variety
of information and psychological effects have been achieved by ISIL,
ona wide array of audiences, for example: Its brand has eclipsed that
of al Qaeda in name recognition and sheer quantity of messaging;
it has raised the largest multinational terrorist army in recent times,
largely through its Internet recruitment and informational campaign;
and it has successfully evaded attempts to squelch its message and track

5 “The main characteristic which distinguishes campaigns of insurgency from other forms

of war is that they are primarily concerned with the struggle for men’s minds” (Kitson, 1973);
“Isay toyou: that we arein a battle, and that more than half of this battle is taking place in
the battlefield of the media. And that we are in a media battle in a race for the hearts and
minds of our Umma” (Ayman al-Zawahiri to Abu Musab al-Zarqawi, July 9,2005).
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its digital footprint. Information operations can be seen as the accel-
erator or force multiplier of all other elements of power, magnifying
acts and actors through sophisticated Potemkin subterfuge. If these
measures fail to persuade or produce converts, they can certainly con-
fuse, distort, and misinform in ways still useful to the actor’s ultimate
objectives.

Itis worth noting that even with today’s increased investment in
information warfare, the cost of wielding this element of power still
pales in comparison to other forms of coercion. Conventional military
might come with a far higher price tag. The Russian defense budget
is estimated at $50 billion (over 100 times what it spends on RT and
Rossiya Segodya combined), and its airstrikes in Syria alone came with
anestimated price tag of $4 million a day (Hobson, 2015). Economic
sanctions can prove equally costly. The European Union’s sanctions
against Russia are believed to have cost the EU some €40 billion in
2014 and €50 billion in 2015, anegative drag onits economy of 0.3
percentand 0.4 percent of its GDP, respectively (Szczepariski, 2015,

p.4). Viewed in thislight, information warfareiscomparatively cheap.

Moreover, information warfare comes with fewer risks and a
wider set of benefits. Unlike covert military action, information war-
fareseemstoposelessofariskofaconflictescalating intoafull-fledged

war. Unlike economic sanctions, information warfare does not carry
the risk of hurting the sender’s own economy and consequently does
not come with the same domestic political risks. And unlike covert
diplomacy,information warfare offersan opportunity toaffectawider
audience and thus have a larger strategic impact. For both financial
and strategic reasons, it is easy to understand the lure of information
warfare today.

Nonetheless, when examined closely, these case studies presenta
mixed finding about information warfare’s effectiveness in the modern
age. In the case of Russian information operations, the analysis sug-
gests that much of Russian propaganda —including relatively expensive
endeavors like RT —may neither be as well-watched nor well-believed
as some might presume. Similarly, American propaganda efforts during
the Cold Warmay have played animportantmorale-building function,
but their ultimate effect on the conflict remains unclear. By contrast,
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Iran has used social media and propaganda to recruit Shi'ite forces
aggressively in both Iraq and Syria (Smyth, 2015; “Iran Quds Chief
Visited Russia Despite U.N. Travel Ban,” 2015). ISIL has leveraged
information operations torecruitand radicalize. Russiaalsohasshown
acapacity for disinformation —at the very least, they can confuse audi-
ences about their actions and intentions. Russia can mislead interna-
tional audiences (atleast for a time) about the presence of its soldiers in
Ukraine (see Giles, 2016, p. 37).

This mixed finding hints at four major trends shaping modern
information warfare’s effectiveness. First, information warfare starts at
home and can prove quite effective at its domestic function: ensuring
regime stability. In some cases, the state can still control the media,
advances in modern technology notwithstanding. In Russia, the state
controls much of the media, particularly in the television and radio
spheres (Krasnoboka, n.d.). Other actors, like ISIL, may have less tech-
nical capacity to control the number of radio or television stations,
but can compensate for this deficiency with brutality, allowing their
propaganda to convey a simple, vivid —if violent — message about the
domestic consequences of defying the Islamic state.

Second, in contrast, the democratization of information generally
undercuts information warfare’s ability to persuade external audiences.
The spread of the Internet and the rise of multiple small media outlets
allow people to tap into more sources of information than ever before.
From an information warfare standpoint, this increases the challenge
of selling positive messages, especially to skeptical audiences, since
whatever the propaganda message is, it has to compete with a variety
of alternative and oftentimes more trustworthy sources. For example,
RTfindsitself challenged to compete with other news outlets in the
West, such as BBC or CNN, which routinely draw higher ratings on
both television and on social media.

Third, however, modern technology makes it easier to reach sym-
pathetic external audiences and to amplify the impact of the political
warfare’s diplomatic, military, and economic dimensions. Increased
access to information cuts both ways: Just asitis easier for the average
person to draw on information from benign sources, people canalso
more readily access propaganda material, too —especially if theyare
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searching forit. Thus, the democratization of information sources acts
only asacheckonpropagandaiftheindividualsinquestionare curious
enough to seek out alternative viewpoints.

Fourth, and perhaps most troubling, modern technology makes
disinformation easier. As Keir Giles argues in a recent analysis of Rus-
sia’s disinformation attempts, “By comparison with the pre-Internet
era, theeffective seeding of disinformationisnow vastly simpler. Noisy
and unsubtle exploits such as hacking the Twitter feed of a major news
agency to plant disinformation have taken place, but even these are
unnecessary when stories can be introduced into the media by other,
seemingly natural and legitimate, means” (Giles, 2016, p. 26). Accord-
ing to Giles, while Russia’s disinformation campaign may seem “clumsy,
counterproductive, obvious and easily debunked,” the campaign may
be succeeding at two other goals: controlling the flow of information at
home, while obfuscating the truth abroad (Giles, 2016, p. 32). Through
avariety of means, from trolls to bots to state-run media networks, and
aided by Westernmedia’s owninterestin “balanced” reporting, Russia
hopesto“influenc[e] mass consciousness, and creating an environment
inwhichitis hard to distinguish quality information, in order to under-
mine the objectivity of Western media reporting and hence influence
the information available to policy-makers” (Giles, 2016, p. 33). Ulti-
mately, Russia may not succeed at convincing the majority of Western
audiences that its viewpoint is right, but it may succeed in making
sizeable swaths of the population doubt the truth. Arguably, the same
applies to the other cases as well.

Itis too simplistic to say thatinformation warfare “does” or“does
not” work inmodern political warfare. Watching RTV and PressTV
or reading Dabig may not turn most audience members into support-
ers of Russia, Iran, or ISIL. Still, information warfare can certainly
help preach to the converted and perhaps sway those already somewhat
sympathetic to the cause. Morebroadly, disinformation campaigns can
help “muddy the waters” and confuse the truth. For many actors, these
latter functions may slow or paralyze Western decisionmaking and
thus provide a sufficient victory.

For democracies, the best antidote to disinformation campaigns
is compelling factual evidence supplied in a timely manner. In his
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1989 essay on political warfare (POLWAR) and psychological opera-
tions (PSYOPS) in the “modern context,” Fred Ikle writes, “truth is
democracy’s best POLWAR and PSYOP weapon” because “the goals
of democracy canonly beaccomplished with methods compatible with
democracy” (Ikle, 1989, p. 7). Ikle and others argue that democracies
have faced unique challenges when conducting political warfare partly
because a democratic government cannot wholly control the flow of
information. AsStanfield Turnernoted, investigativejournalismby the
1980shad already curtailed the U.S. government’s ability to employ
covert propaganda abroad and to secretly fund guerilla groups (Turner,
1985, p. 175). Even bracketing the freedom of press issues, the U.S.
government has routinely struggled to speak with a unified voice. Sena-
tors and congressmen speak their minds, as do soldiers, civil servants,
and even political appointees. The essence of a democracy is not just
freedom of press but also freedom of speech. As a result, the U.S. gov-
ernment’s ability to coherently “spin” situations has been limited (for
an example of this argument, see Ikle, 1989, p. 6; and Lord, 1989,
p. 25). If anything, the advent of the Internet, social media, and the
general ease of sharing information has only increased the challenges
of keeping secrets and sending coherent, cohesive messages. As such,
rather than risk getting caught in a lie, it has generally been more pru-
dent for the United States and other democracies to avoid deceptive
spin altogether and to rely on the truth as their best weapon.

6. Detecting early-stage political warfare requires a
heavy investment of intelligence resources.

Political warfare placesa high demand onintelligence, for tworeasons.
First, knowing what political messages will resonate is challenging
enough in domestic politics; knowing what messages will resonate
with a foreign audience proves even harder. Second, political warfare
often mustalso confront principal-agent problems — that is, where the
local political and military groups may have different objectives than
the United States. As a result, even when political warfare is tactically
successful —as it was in backing the Christian Democrats in Italy and
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the mujahedeen in Afghanistan — the final outcomes may not be what
the United States desired. Even more problematically, the United States
can find itself without an agent that aligns with its intent or that it can
control. As Codevilla notes, “The search for the ever-elusive ‘moder-
ate faction” seems to have become a substitute for knowledge about,
and leverage over, foreign situations” (Codevilla, 1989, p. 91). While
Codevillawas describing the Americanattempts tofind asuitable anti-
apartheid group, the same argument can be made about more recent
American attempts at political warfare —such as the failed attempt to
build a moderate Syrian army.

Detecting and then countering political warfare requires detailed,
accurate intelligence. As Hans Speier wrote in one of the early works
on political warfare, “If a response by action is the objective of politi-
cal warfare and the test of its success, propaganda must be directed
with a clear understanding of what kind of action is both practical
and politically desirable” (Speier, 1948, p. 14). To successfully conduct
psychological operations, one has to know the target population’s atti-
tudesand culture. Asimilarlessonisarguably eventruer whenitcomes
to backing foreign political and guerilla groups. As Codevilla argues,
“Conducting political warfare by trying to build up foreign groups
requires reliable intelligence about those groups’ motivations as well
as about their capacities. With such intelligence, support of foreign
groupsisaleapinthedark” (Codevilla, 1989, p.88). Ultimately, intel-
ligence may not always be able to find the “right” agent (in some cases,
such agents might not exist), but at least it can help identify where dif-
ferences lie.

7. Political warfare can generate unintended
consequences.

Political warfare, like all forms of warfare, often comes with unin-
tended consequences. The overthrow of Mossadegh in Iran helped set
in motion a series of events that led to the rise of Ayatollah Khomeini.
The backing of the mujahedeen in Afghanistan led to the eventual
rise of the Taliban several years later. While such kinetic actions pro-
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vide the most vivid examples of unintended consequences, the same
can apply to political and information tools of political warfare as
well. The 1976 Church Committee, for example, exposed abuses of
power in CIA-funded propaganda campaigns, and those abuses ended
up getting published in English and then circulated throughout the
American and foreign markets (Turner 1985, p. 82). More recently,
the revelations about U.S. intelligence practices by contractor Edward
Snowden created worldwide headlines, caused diplomatic tensions, and
led Congress to restrict some large-scale data collection and monitor-
ing practices.

Unintended consequences, however,donotalways turn outforill.
For example, although the CIA’s funding of cultural activities during
the Cold War was principally a tool to combat Communism, it had the
indirecteffect of sponsoring many of the authors, playwrights, and art-
ists who became staples of Western civilization to include playwright
Tennessee Williams and historian Arthur Schlesinger, Jr. As Univer-
sity of Michigan literature professor Gorman Beauchamp argues, “A
good case could bemade. .. thatin aiding and abetting these NCL
(Non-Communist Left) luminaries, the CIA not only achieved its aim
of wooing the Westernintelligentsiaaway fromits romance with Com-
munism, but that, however incidentally, it stimulated and enriched the
intellectual and artistic life of the West” (Beauchamp, 2001). Needless
to say, not all commentators share Beauchamp’s positive view.o5till,
it underscores the fact that political warfare can lead to unpredictable
outcomes.

8. Economicleverage is increasingly the preferred tool
of the strong.

Over the course of the twentieth century, states have increasingly
turned to economic warfare as a tool of political warfare. A recent
book by Robert D. Blackwill and Jennifer M. Harris, War by Other

6 Foraleft-wing and generally unfavorable critique of the CIA’s funding of cultural activi-
ties, see Petras (1999).
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Means: Geoeconomics and Statecraft, surveys the rising employment of
trade, investment, monetary, commodity, and energy policies as well
aseconomic sanctions, cyberspace, and aid for explicitly political aims.
While the United States has in recent decades promoted economic pol-
icies on their merits, the authors describe a long history of U.S. eco-
nomicmeasures undertakentoincrease politicaladvantage. While that
approachcanbackfireifitisseenasazero-sumgame, theauthorsargue,
for example, that an aggressive policy to increase energy independence
in Europe and Asia will diminish the leverage that Russia seeks over
many Eurasian countries (Blackwill and Harris, 2016, pp. 210, 217).
With the growth of globalization and the increasing interconnectiv-
ity of world markets, sanctions became an increasingly popular form
of coercion. According to data compiled by the Peterson Institute for
International Economics, statesemployed sanctions almost three times
as frequently during the 1990s as they did in the first half the twen-
tieth century (see Figure 6.1). As shown in Figure 6.2, the targets of
sanctions literally spanned the globe. Between 2000 and 2012, at least
20 states were targeted by sanctions —spread across North America,
Africa, Europe, the Middle East, and Asia. Moreover, sanctions prove
effective. According to a Peterson Institute study, sanctions produced
modest policy changes 51 percent of the time, regime change and dem-
ocratization 31 percent of the time, a disruption of military adventures
21 percent of the time, and military impairment 31 percent of the time
(Hufbauer, Schott, and Elliott, 2008, p. 159).

Despite this dramatic growth, the power of sanctions to coerce
remains limited. Perhaps more so than for any other tool of political
warfare, size matters when it comes to economic sanctions. Sanctions
are a potential tool of the strong —large economies or those endowed
with key natural resources — but most other states lack this option.
While Russia has tried to turn its oil and natural gas resources into
political leverage against Ukraine and Europe, and while the United
States has used its economic size to hold sway over Iran, Cuba, and
other actors, ISIL and Iran have fewer economic tools at their disposal
to influence international politics. They can flout sanctions and use
their oil wealth to buy influence, but they lack the ability to sanction.
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Figure 6.1
Trends in the Use of Economic Sanctions
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Even great powers face constraints. Thanks to the globalized
economy, the targets of sanctions can often find ways to mitigate
the economic impact of sanctions and lessen their coercive power.
For example, Russia provided 39 percent of Europe’s natural gasand
33.5percentofits 0ilin 2013 (Eurostat, 2015). Butwhen Russia turned
off the gas supply to Ukraine after the crisis there in 2013, Europe
found workarounds —first by the “reverse flow” of natural gas from
Western to Eastern European states and then by slowly shifting to
alternative sources of energy (Harrison and Princova, 2015). Even the
US. record on sanctions is decidedly mixed. Its long-standing sanc-
tions against Cuba failed to prompt that country’s transition to democ-
racy. Similarly, sanctions directed against the Democratic Republic of
Korea have failed to stop its nuclear program. For a variety of rea-
sons, effective unilateral sanctions often provechallenging (Pape, 1997;
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Figure 6.2
Targets of Economic Sanctions
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Pape, 1998; and Elliott, 1998). Sanctions need to be multilateral —to
cut off all economic avenues — to be effective, as seen with the interna-
tional sanctions against Iran to persuade it to halt its nuclear develop-
ment; even then, though, success is not guaranteed.

Outside of sanctions, actors can use economic inducements as
ameans of political warfare. States can channel funds to proxies to
change the balance of power and to manipulate the internal politics
of a targeted state. States can also use the promise of foreign aid to an
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adversary state to shiftits politics. Russia attempted tosway Ukraine’s
president Viktor Yanukovychaway from signing an association agree-
ment with the European Union with the promise of buying $15 billion
of Ukrainian bonds and cutting the price of gas from $400 to $268.50
per 1,000 cubic meters.” Likewise China is well known for offering for-
eignaid packages to furtherits national interests and especially to help
it gain access to natural resources.®

Liberal democracies also use foreign aid as a means of achiev-
ing their political objectives.’ The United States has used foreign aid
toaccomplishits political objectives. In the aftermath of the Second
World War, the United States embarked on an ambitious endeavor to
rebuild Western Europe, partly as a means to forestall the growth of
Communism and to check Soviet power. The project blossomed into
one of the largest foreign aid endeavors in U.S. history, with over
$75 billion (in 2010 dollars) dedicated in a single year. Since then,
the American foreign aid budget has remained largely flat, hovering
around $25 billion (see Figure 6.3).

Foreign aid — like sanctions —requires significant resources; and
even then, success is not guaranteed. Despite its multibillion-dollar
offer, Russia’s aid to Ukraine failed to preventits decision to sign an
association with the European Union. Still, especially in comparison to
the price tag and the risks associated with some other tools of political
warfare, wealthy states are willing to take the gamble, making economic
warfareanincreasingly attractivetoolof political warfarefor thestrong.

7BBC, 2013.
8 Foran analysis of China’s foreign aid practices, see Wolf, Wang, and Warner, 2013.

9 For general overview, see Alsenia and Dollar, 2000; for an example of United States using
foreignaid to influence United Nations Security Council members, see Kuziemko and Werker,
2006; for Japan using foreign aid to influence whaling decisions, see Strand and Tuman, 2012.
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Figure 6.3
U.S. Foreign Aid over Time
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9. Political warfare often exploits ethnic or religious
bonds or other internal seams.

As in previous eras, shared bonds — ethnic, linguistic, or religious —
often provide the basis for political warfare. Russia leverages ethnic
Russians in Ukraine and conceivably elsewhere in the former Soviet
space to attempt to influence Europe. Iran plays onreligious bonds
with otherShi’itecommunities Iraqg, Syria,and elsewhereinthe Middle
East. ISIL focuses its message on disaffected Sunni populations, par-
ticularly in Iraq and Syria, but around the world as well.

Actors choose proxies who share their heritage in the conduct of
politicalwarfareforatleastthree possiblereasons. First,onabasiclevel,
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religious and ethnic lines offer an already clear cleavage for an outside
actor to manipulate, which can prove particularly useful if that actor
seeks to cause conflict.’Itisnotsurprising that Russia has sought to
capitalize on the alleged grievances of Russian-speaking populations
in Ukraine to preventits driftinto the West'sorbit, whileIran has tar-
geted Shi'ite minorities in Yemen as a means of undermining Yemen'’s
neighbor and Iran’s rival, Saudi Arabia (see Abdo etal., n.d.).

(But even when there is less of a shared ethnic or religious bond,
actors often try to capitalize on preexisting disputes in the targeted
societies for their political warfare goals. The United States is a classic
example. The United States parlayed both the Islamic Mujahedeen’s
religion-based battle in Afghanistan and the Contras’ ideology-fueled
battleagainst the Communist Nicaraguan governmentintoits broader
fight against the Soviet Union, despite the fact that it did not share
muchofareligious or ethnic bond with either proxy.Incases suchas
this, ideological, ethnic, and religious cleavages simply offer exploitable
seams for political warfare.)

Second, employing co-ethnicand co-religious groups might offer
actors a modicum of international political legitimacy, claiming they
are simply exercising the “responsibility to protect” minorities from
abuse. As detailed by political scientist Martha Finnemore, the norm of
intervening on behalf of an oppressed minority who shares acommon
ethnic orreligious bond has deep historical roots (see Finnemore, 1996).
Russia repeatedly has used this Western norm to justify its actions in
Georgia, Ukraine, and elsewhere."!

Finally, co-ethnic and co-religious groups may help ease the
principal-agent problem of political warfare. For states, the problem
with conducting political warfare through proxies is that two sets of
interestsmaynotbealigned. Asaresult, therisk for the principal (in
this case, the state) is that the agent (the group) may pursueits goals,
rather than the states’ objectives (see Salehyan, 2010). Choosing a proxy
with shared religious or ethnic ties may mitigate the principal-agent
problem (Salehyan, 2010, p. 505). Since the state (or actor) already

0 For a discussion of this concept, see Mueller, 2000; Kaufman, 2001.

' For a discussion of Russia’s manipulation of Western norms, see Burai, 2016.
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sharesacommonbond with the group, the state may better understand
what messages may resonate with the group, what economic incentives
might drive it to action, and what military capabilities it might have.
Ideally, the state can then turn this understanding into better means
for control. Moreover, the closer the shared bond, the more likely the
proxy will actually pursue the states’ —rather than its own —goals.
With a strong enough bond, the two sets of interests become one and
thesame. Inother words, givenbetter knowledge of the proxy, the state
might be able to conduct more effective political warfare. In this sense,
itshould come as no surprise that in both the Russian and Iranian case
studies, political warfare efforts worked hand in glove with seemingly
benign attempts at cultural promotion — the closer the ethnic or reli-
gious bond these groups feel to the motherland, the more easily they
are co-opted.

[ran appears to be particularly adept at reaching out to Shi’a con-
stituencies in Iraq, Syria, Lebanon, and Yemen and using aid, trade,
religion, education, and a host of “soft power” outreach strategies, in
addition toits widely publicized employment of the IRGC, toraise,
train, and advise militias in all these countries. Iran has also reached
out to Arab audiences the world over with a Pan-Islamic message and
has sought to build alliances beyond Shi'a Islam. These overtures are
most successful when an intermediary carries the message or burden,
asin the case of Iraqi Arab militias sent to largely Arab Syria. Similarly,
ISIL relies onindoctrination to forge acommon identity among the
plethora of foreigners drawn to fight in its ranks.

10. Political warfare extends, rather than replaces,
traditional conflict and can achieve effects at lower cost.

Despite its prevalence today, political warfare does not replace con-
ventional warfare but rather extends the spectrum of warfare. Political
warfare’s tools operate below the threshold of conventional warfare,
employing means of coercion short of triggering a full-scale state-on-
state conflict. And yet, conventional warfare still exists. In fact, most
of the actors analyzed here also fought conventional conflicts. Iran
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fought Iraq during the 1980s, Russia fought Georgia in 2008 and most
recently a limited intervention in Syria. The United States fought wars
in Afghanistan, Iraq, and elsewhere. Even ISIL has employed more
conventional warfareinSyriaand Iraq. Political warfaresimply pushes
the threshold to lower levels, forming a continuous range of conflict
with “no hard-and-fast line” between the more kinetic means of con-
ventional conflict and political warfare (Mazarr, 2015, p. 38).

Defense analyst Michael Mazarr argues that political warfare is
unlikely to replace the traditional use of force if nations are willing to
take risks to protect their interests:

Gray zone strategies allow states to capitalize on others” vulner-
abilities, but they seldom, if ever, offer avenues toachieve decisive
results on their own. Beijing cannot be certain of achieving its
ultimate goals in the South China Sea through gradual gray zone
tactics and techniques alone. If others resist sufficiently, China
will ultimately need to decide whether to escalate to more elabo-
rate forms of aggression. (Mazarr, 2015, p.121)

What political warfare offers is the chance to achieve an actor’s politi-
cal objectives atalower cost. If the objectives are sufficiently modest —
such as intimidating a weaker adversary or causing destabilization or
fragmentation of an alliance — political warfare may suffice. An actor
may always opt for political warfare as a first resort and escalate later
tohybrid orfull-scale conventional warfareif the desired objectives are
not met. Sometimes, the actor may settle for a lesser objective if the
costs appear to be too high, or if the outcome satisfies current require-
ments. This could be the case in Georgia, Ukraine, and Moldova,
where “frozen conflicts” have stopped the westward leanings of these
countries, at least for the moment.

Moreover, as these case studies have demonstrated, political war-
fare may be most effective in certain economic and social conditions.
The Russian, Iranian, and ISIL case studies all illustrate, to varying
degrees, that while political warfare may be able to exploit tensions
within society or capitalize on existing discontent, these effects are just
asmuch a function of the targets’ weakness as of the inherent strength
of the aggressor.
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For the most part, this study seems to confirm Mazarr’s sugges-
tion that political warfare can succeed by itself only in certain circum-
stances. Inmost of the case studies, political warfare was used to check
a foreign power’s influence (as was the case for Iran’s use of political
warfare against the United States or the U.S. use of political warfare
against the Soviet Union) or achieve fairly limited objectives (as with
Russia’s use of political warfare against Estonia over the Bronze Statue
incident). It may achieve larger aims, such as Russia’s annexation of
Crimea and ISIL’s dramatic takeover of territory. These tactics may
succeed when no party wishes to escalate or confront the aggressor.
This method of advancing aims is best understood as part of the spec-
trum of warfare. It fills an important niche in the strategic panoply
toincrease one’sinfluence and leverage while reducing anadversary’s
influence and leverage, butit does not replace either conventional war
or more conventional forces.

One implication that may be drawn from this attribute is that
political warfare is a long-term strategy. As Stanfield Turner remarks,
“Propaganda changes people’s minds only over time; political action
usually requires patient, adroit maneuvering; and paramilitary action
is guerilla warfare, a gradual wearing down of the enemy over a long
period. Even the seeming|ly] quick, decisive, small-scale operation
thatrestored the Shahin 1953 was but the final act of a slow process”
(Turner, 1985, p. 88). Turner’s point is well taken. Even the early Cold
War coups d’état —in Iran, Guatemala, and Chile — did nothappen
overnight and required lengthy preparation.

Asnoted above, the elements of political warfare donotworkina
vacuum. ltusually mustbe nested in a whole-of-governmentapproach
that employs multiple tools — often a balance of force and psycholog-
ical tools —to accomplish its desired ends. Angelo Codevilla argues
that the “Marshall Plan, combined with stationing troops and active
black, whiteand gray propaganda effort, prevents rise of Communism
in Western Europe, but itis unlikely that propaganda alone would
have been effective” (Codevilla, 1989, p. 84). And while the Marshall
Plan needed American military might —and American boots on the
ground — to be successful, the converseisalso true. Coups d’étatin
Iran, Guatemala, and Chile required sophisticated political action and
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information warfare ultimately to succeed.?In sum, political warfare
isneithersimple, norasilverbullet; successrequires aslow, methodical,
and multifaceted approach.

Of Terms and Attributes

A heated debate exists today over what to call measures of coercion
below the threshold of kinetic conflict. For some, the preferred terms
ofartare “measures short of war,” “irregular warfare,” “netwar,” “soft
war,” “hot peace,” or simply “operating in the gray zone.” Ultimately,

as Antulio J. Echevarria argues:

While the original aim of such labeling, or re-labeling, may have
beento draw theattention of busy policymakers torapidly emerg-
ing security issues, it has evolved into something of a culture of
replicationin which thelabels are repeated more out of habit than
conscious reflection. This habit has led to a wealth of confusion
that has clouded the thinking of policymakers and impaired the
development of sound counter-strategies. (Echevarria, 2016, p. 1)

While this monograph has employed the term “political warfare”
becauseof itshistorical roots, the debate overthecorrectterminology —
while academically important—may be of lesser significance than
understanding the phenomenon. Inotherwords, understanding politi-
cal warfare’s attributes may be more important than deciding on the
label itself.

The common element in all of these formulations is the appli-
cation of a host of measures, short of conventional war, as a way to
advance an actor’s interests without incurring the costs of a full-scale
military operation. Indeed, political warfare may share the same
objectives as more conventional uses of force —such as weakening or
deterring an adversary, changing a regime, or dislodging an occupying
power. What varies in political warfare — or the other terms for this

2 For example, Codevilla argues that the United States needed to recognize the Shah’s res-
toration in order for the 1953 Iran coups to succeed (Codevilla, 1989, p. 89).
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area of activity —is the manner in which these objectives are pursued.
Echevarria argues again, that “what makes gray zone conflicts ‘inter-
esting’ for a contemporary strategist is that they occur below NATO's
Article5threshold, and below thelevel of violence necessary to prompt
aUN Security Council Resolution” (Echevarria, 2016, p.12). In other
words, political warfare aims to push the boundaries of conflict with-
out crossing an internationally recognized line.

In order to strike this delicate balance, state and nonstate actors
need a range of diplomatic/political, informational, and economic
measures, as well as uses of military and intelligence forces short of
conventional combat. To prevent sparking an accidental conventional
war, they frequently obscure attribution for their actions and operate
covertly through the use of proxies. In this fight, information warfare
plays an important, if double-edged role: Successful manipulation of
media can help maintain this shroud of secrecy or atleastafiction of
plausible deniability, although thanks to the diversification of media
sources, controlling the media becomes an increasingly difficult task.
Alternatively, actors can try to prevent political warfare from becoming
conventional wars by employing legal means of coercion. Forexample,
sanctions and foreign aid —as tools of economic warfare —have the
advantage of being legal and distinct from conflict.

Ultimately, political warfare —both as a term and a concept —
itselfisnotnew, butitsimportance may beincreasing. As Mazarr notes,
many of these tactics “are classic ‘salami-slicing” strategies, fortified
with a range of emerging gray area or unconventional techniques —
from cyberattacks to information campaigns to energy diplomacy”
(Mazarr, 2015, p. 2). But its practice may be on the rise as of late.
According to some analysts, political warfare may “be becoming the
tool of choice for states wanting to reframe the global order in the 21st
century” and may become the “default mode for conflictin the coming
decades” (Mazarr, 2015, pp. 4, 101). And so no matter what label one
slaps on the concept, it is essential for policymakers to understand its
attributes and know how to respond accordingly.
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CHAPTER SEVEN

Influence Communications:
Lessons for the United States

Information warfare is a critical component of political warfare.
Indeed, information activities play a prominent role in each of the case
studies presented in this report. During the Cold War, the Voice of
America broadcast programs in over 30 languages. Radio Free Europe
and Radio Liberty and other U.S. programs used leaflet-laden balloons
and covertly funded cultural activities to counter the Soviet threat.
While U.S. informational activities continue, the United States Infor-
mation Agency was disbanded after the Cold War. Today, Russia, Iran,
and ISIL devote substantial funding and organizational manpower to
conduct messaging. Russia runs two major satellite television agencies
to broadcast pro-Russia content both within Russia and around the
world. Russiaalso makes effective use of socialmedia by using botsand
trolls on Twitter to support Russian propaganda themes and to attack
adversaries. Iran not only broadcasts propaganda on satellite television
butalso uses an array of proxies and cultural programming to convey
itsmessage. For its part, ISIL has revolutionized the art of propaganda
by enlisting its cadre of supporters around the world to help dissemi-
nate ISIS-produced content on social media.

Giventheimportance thatstateand nonstateactors place oninfor-
mation warfare, it seemed prudent for this study to examine modern-
day U.S. communication efforts.! Consequently, we interviewed over

1 We should note that the focus of this analysis is on U.S. Government communication,
information and influence capabilities as opposed to strategic communications writ large.
According to Joint Publication 1-02, Department of Defense Dictionary of Military and
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20 active and retired U.S. government experts in persuasive messag-
ing. In accordance with our scope, the vast majority of these experts
worked within the U.S. Department of State (DoS) and U.S. Depart-
ment of Defense (DoD), and they shared a specific focus on both the
newly developed Global Engagement Center (GEC) within DoS and
the MISO forces within DoD.2During these interviews, we asked par-
ticipants to identify key challenges to U.S. communication efforts and
ways the United States could address these challenges.

These interviews yielded an abundance of information, out
of which we identified six critical themes. These themes include the
following;:

¢ Leadership must empower communicators to quicken response
times and take risks.

* The pros and cons of non-attribution need to be weighed.

¢ The use of influencers is a critical requirement for both the GEC
and MISO.

* MISO requires both increased manpower and new media train-
ing.

* CENTCOM's model of web operations could be emulated.

* Interagency coordination remains a fundamental challenge.

Associated Terms (Washington, D.C.: The Joint Staff, November 10, 2010), the strategic
communications is defined as “Focused United States Government efforts to understand and
engage key audiences to create, strengthen, or preserve conditions favorable for the advance-
ment of United States Government interests, policies, and objectives through the use of coor-
dinated programs, plans, themes, messages, and products synchronized with the actions of
allinstruments of national power.” Christopher Paul of RAND provides an excellent critique
of thisterm (Paul, 2010)in whichheargues that thetermencompasses a panopoly of mean-
ings to include (1) “Enterprise level strategic communication”; (2) “Strategic communication
planning, integratin and synchronization processes”; (3) “Communication strategies and
themes”; (4) “Communication, information and influence capabilities”; and (5) “Knowledge
of human dynamics and analysis or assessment capabilities.” For this reason we specifically
scoped this chapter to focus oncommunication, information and influence capabilities.

2 Werecognize the limitations of this study; for instance, we did not interview representa-

tives of the Broadcasting Board of Governors, public affairs officers within the Department
of Defense, representatives of the National Security Council, or U.S. commanders oversee-
ing operations in Iraq.
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We should note that several key organizational developments in
the civilian U.S. government information bureaucracy inform this
analysis.*First, as noted, the USIA was dismantled in 1999. Origi-
nally established in 1959, the USIA served as an independent agency
under the executive branch charged with conducting public diplo-
macy in support of U.S. foreign policy. Its mission was to explain and
advocate U.S. policies abroad, provide information about U.S. policy
and the USS. people, facilitating strong connections between Ameri-
cans athomeand those abroad and to advise the Presidentand U.S.
government on the relationship between U.S. policy and foreign atti-
tudes (USIA Overview, 1998). The organization led the propaganda
tight against the Soviet Union and was then dismantled in 1999. Its
communication portfolio was split up between the U.S. State Depart-
ment and the newly created Broadcasting Board of Governors which
now controls the Voice of America, Radio Free Europe/Radio Liberty,
Radio Free Asia, Radio and Tv Marti, and the Middle East Broadcast-
ing Networks (BBG, 2016).

Starting in 2011, the U.S. Department of State underwent two
consecutive organizational changes to enhance its ability to counter-
message al Qaeda and subsequently ISIL. First, to counter al Qaeda’s
media and recruitment operations, the Obama administration estab-
lished the Center for Strategic Counterterrorism Communications
(CSCC). The CSCC was charged in part with “using communication
tools to reduce radicalization by terrorists and extremist violence and
terrorism that threaten the interests and national security of the United
States” (White House, 2011). Second in March 17, 2016, the White
House issued Executive Order 13721, which effectively dissolved the
CSCC and in its place established the Global Engagement Center
(GEC) within DoS (White House, 2016). The GEC mission is two-
fold. First,ithasasakey responsibility for coordination and synchroni-
zation of U.S. government communication efforts against the Islamic

3 Of course there has also been development on the Department of Defense sector to include
the re-naming of the military’s Psychological Operations forces, Military Information Sup-
port Operations Forces, the development of web capabilities at U.S. Central Command (see
below section titled, “CENTCOM'’s model of web operations could be emulated”).
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State.*Second, rather than serve as a central hub for U.S. government-
directed communications, the GEC seeks to help partner governments
and civil society actors to create and disseminate their own content in
support of U.S. counter-terrorism objectives (White House, 2016).

1. Leadership must empower communicators to quicken
response times and take risks.

Rapid communications are inherently risky. The news media seem to
devote an extraordinary level of attention to government communi-
cation efforts. Within DoS, the Global Engagement Center (GEC)
and its DoS predecessor, the Center for Strategic Counterterrorism
Communications (CSCC), have both been subject to numerous media
exposés (see for example, Cooper, 2016; Miller, 2015; Silverman,
2016).5As one senior official from the CSCCnoted, for abureaucrati-
cally small and underfunded organization, the CSCC had received
a “huge amount of attention because of what it was supposed to do”
(interview 2, 2016).

With this attention comes bureaucratic risk. The DoD Office of
Strategic Influence, developed shortly after 9/11to counterjihadiideol-
ogy, was shuttered due to publicity (Hess, 2002). Various sources sug-
gest that a segment by John Oliver on his HBO talk show Last Week
Tonight that ridiculed a CSCC video, “Welcome to ISIS Land,” played
a critical role in hastening the office’s demise (interviews 2 & 10, 2016).
A former CSCC official observed that the White House will “hang you
outtodry.... Theywill quickly toutyoursuccesses, butif something
goes wrong, they will not back you up” (interview 5, 2016). Just speak-
ingtothe presscarriesrisk.“Sometimes, peoplehaveawide discretion,
but you are taking your career in your hands if you speak to the press

4 TheExecutive Order establishing the CSCCalso called for interagency coordinationin
counter-terrorism communications.

5 PerExecutive Order 13721, the GECis charged with supporting government-wide counter-
terrorism communication efforts that are directed at foreign audiences (White House, 2016).
The GEC replaced the CSCC, an office created on September 9,2001.
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withoutclear guidance....If yousay the wrong thing, you are toast;
nobody protects you” (interview 6, 2016).

This risk of publicity and the consequent fear of losing one’s
career have several critical implications for communications. Firstand
most significantly, communications are slow. Within DoS, the process
for answering media questions is a measured and deliberate one with
great care taken to ensure that relevant embassies and representatives
of the regional and functional bureaus, and sometimes even the White
House, have an opportunity to clear answers to anticipated policy ques-
tions. Even at the CSCC, which has often engaged in tweet wars with
ISIS, responses are relatively slow. A former CSCC official lamented
that the “hierarchical nature of government makes it mis-aligned and
inflexible whenitcomes toresponding quickly.” Incontrast to the “real
world” where you would respond to a tweet within seconds or min-
utes, they would at best respond within hours. “That is fast for the
U.S. Government. It is slower than the real world,” observed the offi-
cial.*Many noted that communications were also slow in the mili-
tary. According to doctrine, the combatant commander has authority
to approve individual influence messages for dissemination but that the
commander candelegate thedecisiondowntoasubordinatelevel. One
MISO officer commented that many commanders are very risk-averse
and maintain approval at the general officer level, a decision certain to
delay messaging, especially in the new media environment (interview
5,2016). In addition, relevant U.S. ambassadors must also approve
messages disseminated within theircountries. As onebrightspot, how-
ever, web operations within CENTCOM benefit from a streamlined
approval process in which messaging themes are pre-approved by DoS,
while military approval authority rests below the rank of colonel. This
allows units to respond quickly to developing events and adversary
messages (interview 11,2016).

6 The challenge apparently became worse when CSCC disseminated content in English.
“Once we went into English, we got into trouble and we would respond too quickly. In U.S.
government terms, we were responding too fast, we were reckless, you see. Slower than the
real world and too fast for the government world. Government is about control” (interview
2,2016).
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Beyond speed, the second major challenge with bureaucratic
communications is risk-taking. This is especially felt within the GEC,
where, as a high-profile and newly standing organization, staffers feel
that a wrong or inadvertent turn can jeopardize the organization’s
bureaucratic life. Some staffers, however, noted the importance of fail-
ure in learning and ultimately improving operations. The technology
sector learns by failure, they note, and ISIS does, too. ISIS can dissemi-
nate “ten IO themes, and maybe one of them sticks. Wecan'tdo that.
We are so afraid that it will end our funding” (interview 10, 2016).
Several staffers walked through different concepts that they felt were
necessary to push the envelope against ISIS and to help restrain the
large number of potentially radicalizing individuals that can be identi-
fied on public social media channels. But in the words of one analyst,
“Everyone is terrified to try.”

Related to this reticence is a general fear of countering ISIS ideol-
ogy using the English language. According to a former CSCC official,

Onceitisin English, itis everyone’s business. Everyoneis a critic,
everyone has an opinion. The traffic in this space is excessive.
In Arabic, you don’t have to worry about the New York Times
looking over your shoulder or John Oliver or ACLU. But once in
English, you are part of the English language twitterverse. [We
getit] from the right and from the left. We get it from Islamists
and anti-Islamists. If you goin English, youare taking your life
in your hands. (Interview 2,2016)

Currently, GEC’s primary focus is on its Arabic-speaking audi-
ence in the Middle East and so communication in English is not a
priority. However, concerns persist that communicating in English is
a dangerous and best-avoided endeavor. As one interlocutor noted, it
isbesttobe “lessturbulentinthe publicworld” (interview 10,2016).

Implications

Success in counter-messaging requires senior leaders, from the White
House to military commanders, to empower subordinates to accept
risk. In reference to influence communications, a former CSCC official
argued that communicators “need to be linked to political leadership
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and empowered. . .. You need an entity that will have political cover
from the White House.”

This has several implications. First, communicators should develop
systemsthatallow themtoquickenthe pace of messagingapprovaland
response. CENTCOM web operations are a prime example of effec-
tively using DoS coordination, fastreview cycles, and subordinate del-
egation to expedite response times to atleast approximate the speed of
the World Wide Web. Tobe effective, senior leaders must trust more
junior subordinates to clear products within appropriate limits.

Second, senior leaders must notjust empower but also encour-
age subordinates to accept risk. With the development of effective and
speedy processes for approving products, it is critical that communi-
cators take reasonable risks in the pursuit of success. This will include
using the English language to counter U.S. adversaries. With this risk-
taking, mistakes will happen; and a press, fascinated by propaganda,
will take notice. Senior leaders, especially within the White House,
must be willing to provide the necessary political cover to the bureau-
cracy, modify plans and operations accordingly, and push on.

2. Unattributed communications may have
counterproductive effects that should be anticipated
and mitigated.

One question that confronts military influence planners is whether
or not to attribute message products directly to the U.S. government.
Accordingtodoctrine, the combatantcommander can choose to directly
acknowledge U S. created products, acknowledge ina delayed fashion
for sensitive activities, or attribute the product to a concurring partner
nation. Butthe DoS does nothave such choices and can disseminate
products only with U.S. acknowledgment.

Interviews with MISO officers and staff suggest different argu-
mentsforand againstdirectattribution. The primary argumentinfavor
of non-attribution focuses on credibility. Specifically, the United States
lacks credibility in some regions of the world and among some specific
target audiences. In such cases, MISO efforts can have a greater effect
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if they are unattributed orif their attribution is delayed until a later
point in time. Observed one MISO staffer at the U.S. Special Oper-
ations Command (SOCOM), “Target audiences are most receptive
when they trust the source. How they feel about the source is impor-
tant. And with U.S. government attribution, that trust is reduced. So
non-attribution is [often the] best.” Another observed, “There are some
target audiences that can’t be reached with an attributed voice” (inter-
view 1, 2016).

In contrast, attributed messages have their advantages. First, using
non-attributed communications is a bureaucratically cumbersome pro-
cess, requiring a specific legal finding and senior officialapproval. One
strategic communications expert noted that one can often be “more
agile and responsive” by using U.S. attribution. “We would rather
have an effectimmediately with attributed voice than get a traditional
military activity finding” (interview 1,2016). Inaddition, heargues,
the need for non-attribution really depends on the message and target
audience. “I think there are a lot of effects you can have with attrib-
uted voice.” The downside of routinely going with a non-attributed
voice “is you miss the realm of the possible with an attributed voice.
Ways you can mobilize others, shape opinions, and get messages out”
(interview 1,2016). Non-attributed messages lack the authenticity and
personality that otherwise come with proxy influencers whohave their
ownhistory, personality,and following. Non-attributionalso carriesits
own political risks. During Operation Iraqi Freedom (OIF), one influ-
ence program called for the creation of non-attributed video games tar-
geted at Middle Eastern teenagers in “high risk/unfriendly areas.” The
game provided players a first-person shooter scenario where they could
play therole of the “Iraqi Hero” who shotinsurgents trying to kill civil-
ians. Ultimately, the program was shut down in part due to negative
publicity over its non-attribution status (interview 5, 2016).

3. The use of third-party influencers is a critical
requirement for both the GEC and MISO.

Aspreviously noted, onMarch 17,2016, the GECreplaced the CSCC
as the main hub for counter-terrorism communications. The CSCC
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employedavariety oftacticstocounter [SISbutultimately wasmaligned
forits attempts to directly tweet against ISISusing a U.S.-attributed
Twitter account (Suebsaeng, 2014). The GEC has subsequently sought to
limit such a direct and “top-down” messaging effort and instead focuses
on helping both government and civil society partners to develop and
disseminate counter-extremism messages. Its director Michael Lump-
kinnoted, that “this “partners-first' approachis necessary to change the
context and stimulate and amplify the voices of influential and peace-
promoting actors to counter the violent extremist propaganda in their
regions, and expose Daesh’s [ISIL’s] true nature.”
The use of this partners approach theoretically offers several key
advantages over alternative U.S.-centric messaging efforts. First, in
many ways it mimics ISIS’s own messaging strategy, which relies ona
cadre of supporters as well as key elites to send credible messages and
amplify ISIL's own propaganda messages. In addition, the approach
avoids a critical weakness of U.S.-centric campaigns, specifically that
the United Statesisnotseen as a credible source among thosein the
Middle East and elsewhere who are most at risk of radicalization.
Second, itovercomes a U.S.reluctance to directly counter the theologi-
cal underpinnings of radical Islamic ideology, owing to the particular
lack of U.S. credibility in interpreting Islamic theology and concerns
about separation of church and state. Third-party anti-ISIS influenc-
ers in the Middle East are under no limitation and can use theological
arguments, drawing on Koranic texts, to undermine the ISIS message.
Toaccomplish this objective, the GEC works to empower a vari-
ety of different partners. It seeks to promote engagement from vari-
ous state actors, to include those in the Middle East, to more actively
counteract ISIS messages. An example of this is the Sawab Messaging
Center, a counter-ISIS online messaging center that is a joint U.S.-
UAE effort (State Department, 2015). A similar center is under devel-
opment in Malaysia. The GEC also seeks to work with civil society and
nongovernmental organizations to promote the creation of contentand
raise the profile of key and local, credible anti-extremism messengers
(interview 9,2016). In one example, the GECis working to establish
an online radio station in east Africa that will air youth-produced pro-
gramming that seeks to counter the rise of extremist propaganda in
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the region (Lumpkin, 2016). As Richard A. Stengel, Under Secretary
for Public Diplomacy and Public Affairs, noted in testimony before
Congress, “Instead of direct messaging to potential ISIL sympathiz-
ers, much of our work focuses on supporting and empowering a global
network of partners — from NGOs to foreign governments to religious
leaders—who can act as more credible messengers to target audiences”
(Stengel, 2016).

Of course, such efforts face many challenges. Extremists have
sought to silence such influencers with threats and intimidation. ISIS
recently issued death threats against several prominent Muslim theo-
logical actors (Goodstein, 2016). Some have commented that there is
alimited resource of effective and mature civil society actors in the
Middle East (interview 10, 2016). Even willing, credible voices must
receive some form of financial incentive to spend their time and resources

developing and disseminating content. The GEC also experiences a
number of bureaucratic challenges operating within the Department of
State.”While the ultimate success of this approach is an open question,
the GECseemsaware of and seeks toaddress many of these challenges.
The DoD undertakes its own approach to working with influenc-
ers. During Operation Iragi Freedom, psychological operations units
promoted events that highlighted prominent Iraqi artists who called
for peace and democratic governance. Today in Iraq, MISO units are
performing anadvise-and-assist role to help Iraqi forces improve their

7 The GEC s positioned within DoS, and this position has been a source of friction for
both GEC and DoS officials. Conversations with the start-up GEC and traditional state
department staffers suggest a continuing friction between the organizations. GEC staffers
report being encumbered by State’s byzantine bureaucratic offices. One GEC staffer noted,
“Wearevalueadded toour partnersif wearequickand agile. ButatState weare‘slowed to
the speed of the building” (interview 10, 2016). Part of the challenge is that the GEC does
not have grant authority, a key weakness given that part of their mission is to provide fund-
ing to third-party influencers. Obtaining such grants today requires that GEC staffers work
closely with regional bureaus. The staffers must also clear GEC field programs with individ-
ual country ambassadors, a process that can significantly delay and stifle communications.

Within the broader State Department, there is a perception among at least a few officials
that the GEC could be more cooperative with the broader State Bureaucracy (interview 6,
2016). Itwas argued for example that the organization had anindependent streak that did
notopen doors in a State Department that cherishes relationships and cooperation (inter-
view 6, 2016).
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owninfluenceefforts (Moore, 2015). MISO unitsarealsoworking to
empower anti-ISIS voices on the Internet with sharable anti-ISIS con-
tent (seesection below on CENTCOM web ops) (interview 11,2016).
Inaddition, one prominent MISO officer, as part of his United States
Army War College thesis, strongly argued for a strategic influence
approach centered on supporting “indigenous natural allies” to “create
acompetingsocialmovementandideologicalnarrative” (Garcia, 2013).
Despite these efforts, MISO doctrine is relatively quiet on the topic
of influencers. Joint Publication 3-13.2 Military Information
Support Operations, FM 3-05.301 (2007) Psychological Operations
Process Tactics, Techniquesand Procedures and FM 3-53 (2013) Psy-
chological Operations, key doctrine texts for MISO, remain relatively
silent on the issue. JP 3-13.2, for example, devotes most of its attention
on thisissue as part of a reference to a brief paragraph on “indigenous
assets.” Most of this and the other documents, however, focus on U.S.
focused product development and dissemination.

Implications

The use of proxies, though more challenging than conventional top-
down communications, represents a potentially effective approach to
overcoming limited U.S. government credibility whilealso harnessing
the influence, following, and authenticity of local credible actors. We
recommend that MISO forces as well as the GEC and other commu-
nication elements within the U.S. government increasingly look for
opportunities to work with relevant proxies as a way to supplement
other communication campaigns. This would include working MISO
forcesworking withrelevantcivil society actorsinlocationsallowed by
current authorities as well as focusing on building the capacity of part-
ner nation psychological operations forces. In particular, this should
be a goal of the SOCOM working group currently studying future
employment of digital communications. Developing doctrine to guide
such efforts will be increasingly critical.
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4. MISO requires both increased manpower and new
media training.

MISO is challenged by significant manpower shortages and limited
new media training. Numerous interviewees spoke about manpower
shortages for MISO units. According to one senior MISO officer,
“There is a huge demand signal from operations. We are operating on
al:1cycle [timespentin garrison vs. in deployment] when SOCOM
is pushing for a 2:1 cycle. There is demand for what we do, and that
hasreached alevel notseenbefore” (interview 8,2016). With this 1:1
cycle, a number of potentially unmet needs could be addressed with
more manpower, the interviews suggest. First, currently only ten O-6
MISO billets exist, and several interviewees suggested that more O-6
personnel could help fill several strategic positions, such as an “inte-
gration and deconfliction officer” for MISO teams assigned to U.S.
embassies in Europe. Meanwhile, interviews with the GEC suggested
that it could also benefit from additional lower-grade MISO officers
and enlisted personnel who could help fill in a major staffing defi-
citwithin GEC (interview 10,2016). Third, some organizations such
as CENTCOM have had to resort to hiring contractors because of
too few trained MISO soldiers. Fourth, it was argued that it is criti-
cal to place MISO personnel in Pentagon and Combatant Command
(COCOM) plans in order to help military planners “bake in” the mes-
saging and influence operations into their military planning efforts.
Regardless of the merit of each of these individual proposals, it does
appear thatthereis growing demand for MISO personnel.
Beyond manpower shortages, others attest to training limita-
tions. This training deficit is most acutely noticed with regard to web
operations. Webinfluence operations in CENTCOM currently rely
on contracted support to fill in key communications and language
specialty positions. In addition, a senior MISO officer noted, “We
need to educate the force, and pipeline does not do that. ... How do
we deal with Facebook, Snapchat, and Instagram? How do we lever-
agedeep dataanalytics” (interview 8,2016)? This was also the focus
of testimony in front of the House Armed Services Committee by
Major General Christopher Haas, U.S. Special Operations Command
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Director, Directorate of Force Management and Development. He
noted, “The current conflicts have identified that we have aneed to
continue expanding our MISO training, primarily with regards to the
Web” (Haas, 2015).

As also noted by MG Haas, SOCOM is in the process of develop-
ing a comprehensive plan capturing all aspects of this requirement —
a key aspect of the requirement being training.

This training will incorporate social media use, online advertis-
ing, webmetrics,and web design, among many other topics. Such
a training solution will also enable us to stop being so dependent
upon a contracted solution. In the interest of managing expecta-
tions, however, such training cannot happen overnight, and we
may always need some level of contracted support in translation
and IT expertise. Wewill be dependent upon contractorsin the
short term as we train the force. (Haas, 2015)

Implications

There is broad recognition that the present MISO force structure must
grow and that it must receive effective and state-of-the-art training in
weboperations. Articulating the exact size of that growth and the exact
nature of the training is beyond the scope of this report, butis cur-
rently under consideration by SOCOM. In light of our observations,
weurge policymakers to give strong credence to SOCOM findings and
provide the funding necessary to effectively enhance both manpower
and capacity within the MISOforces.

5. Interagency coordination remains afundamental
challenge.

In 2011, Dr. Christopher Paul, a strategic communications expert at
the RAND Corporation, testified before the House Armed Services
Committee, warning that “[DoD] Subordinate formations still decry
the lack of guidance for strategic communication and a lack of higher
levelthemesand messages. ... Roomforimprovementclearly remains”
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(Paul, 2011). This observation came on the heels of numerous strategic
communication assessments that had offered a similar conclusionand
had decried the poor state of interagency coordination for “persuade,
influence and inform” communications (see Paul, 2009, for a review of
published strategic communicationrecommendations).

Based oninterviews conducted for this study, five years after this
testimony, the challenges remain the same. Numerous interviewees
articulated a fundamental problem with receiving consistent commu-
nication themes and messages that can inform U.S. government mes-
saging within DoD. One interviewee lamented there being “no broad
national themes” for countering Russia’s propaganda (interview 3,
2016). Another noted, “If I am going to influence a country, [ don't
know what to say that correlates to a national-level plan” (interview 7,
2016). Still another senior MISO officer recounted that shortly after
9/11, a lack of national-level themes and messages emanating from
the NSC forced him to dissect presidential speeches in order to draw
messaging guidance for operations in Afghanistan. He said national-
level guidance had improved little in the subsequent 15 years (interview
8, 2016).

Without such guidance, different U.S. agencies, to include DoS
and DoD and others, will convey conflicting themes and messages that
lead to confusion and information fratricide (interview 8, 2016). One
MISO officer noted that “DoD has alot of tools, butif not orches-
trated, all people hearisstatic.” A State Department official agrees with
this assessment: “Because we don’t observe any discipline of messaging,
thereare always people saying the opposite of whatever wesay itis. So,
confusing messaging is part of our problem. We have met the enemy,
and he is us” (interview 6,2016).

Severalintervieweescomplained thatthereisanabsenceofaclear
lead for communications. Referring to the DIME concept (Diplomatic,
Informational, Military, and Economic), one source complained:
“TheDIME...theD,M, Ehaveveryclearleads. Thelhasnolead.
Itis an orphan. The organizational construct for the U.S. government
toyield informationisnotoptimized. ... Whois pulling it together?
You tell me” (interview 7,2016). Other interviewees noted deleterious
effects thatresult from the fact thatnosingle U.S. agency has the broad
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authority to coordinate and synchronize all U.S. government commu-
nication efforts.

Implications

Thestudy interviewees shed light onseveral options forimproving the
coordination and synchronization of U.S. government communica-
tions. Overall, the need to balance speed and consistency of messaging
will require a nuanced handling of communications.

First, some interviewees recommend a Joint Interagency Task
Force (JIATF) model, which can be stood up on an issue-by-issue basis.
The GEC is an example of such a model. Staffed, at least lightly, by
interagency offices, ithas responsibility for coordination and synchro-
nization of U.S. government communication efforts against the Islamic
State. To accomplish this mission, the GEC disseminates anti-ISIS
themes across theinteragency officesand holdsnumerousinteragency
meetings to shape a coordinated message. In theory, as other crises
emerge, the United States can authorize new JIATF structures to coun-
ter the ISIS threat. Observed one DoD officer, “You need [a synchroni-
zation hub] by functional issue rather than a single [and overarching]
communications hub. The GEC focus oncountering ISISand terror-
ism writ large is really appropriate” (interview 7,2016). Indeed, there
is some evidence that the United States is moving in this direction.
The Portman Murphy Bill, currently under consideration by Congress,
seekstoauthorizeanew interagency organization tasked with counter-
ing Russian propaganda.’

Second, many individuals interviewed for this study recom-
mended some type of regeneration of the old USIA. A former employee
of the USIA and now retired State Department official recommended

8 Asonereviewer of early drafts of this report noted, “Do we want speed or well coordi-

natedlonglead intimes? How can we balance thetwo delicately? Werecognize that this is
an excellent question. Ideally, if effective coordination processes are put in place, then the
interagency can promulgate key coordinating themes and messages to subordinate elements.
Subordinate elements can than draw on those themes to message in real time.”

9 One critique leveled against the JIATF model, however, is that there would still be a need

tocoordinate across JIATFs. Insuch a case, “Who is your synchronizer? Who would arbi-
trate a dispute between different JIATFs?” (interview 10,2016).
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that such a model would be critical for the United States today. He
envisions an “empowered entity that does political warfare, that talks
about telling America’s story to the world but also aggressively goes
after adversaries. ... None of the structures, neither [Public Diplo-
macy]atState nor [Information Operations]at DoD nor [Broadcast-
ing Board of Governors] do what is needed. Some have elements that
would be partof ananswer. This will increasingly be important” (inter-
view 9,2016). Healsonoted thatsuchan organization would haveto
be “well linked to political leadership and empowered” and will need
“political cover from the White House” (interview 9, 2016). Another
individual observed that such an organization would need authority to
disseminate messages across areas of operation or countries so that, for
example, one could send a tweet to three countries without getting the
approval of three ambassadors (interview 3, 2016).

The final option is to maintain the status quo, adding no new
coordination structures and keeping message coordination centered at
the White House. One respondent said that a USIA-type entity might
be a good idea, but only if it were resourced correctly. His assump-
tion was that such resources would never be granted, however, and so
it would be “more effective if you build out multiple teams and work
on coordination, rather than having all OPCON [operationally con-
trolled] through a central point” (interview 11,2016). Likewise, a GEC
staffer opined that the current GEC interagency coordination efforts
are working well, thus mitigating the need for a new agency.’ Another
GEC official seconded this observation, stating that the GEC had an
interagency deconfliction issue it could not solve (interview 12, 2016).
Others, however, wish to shift the control of messaging to the NSC (as
opposed to DoS), but suggest this would require a significant increase
in the NSC’s capability. “NSC needs to be more forceful to do what the
executive branch wants to do ona problem set, such as ISIS and Russia
(interview 7,2016). This individual also suggested that the United

0 As this individual noted, “We can get around by integration and synchronization. If
another agency wants to pursue a given theme or action, I can say, ‘please don’t do that.”
And they can come back and say, no, itis important for such and such reason. If they then
massage the message to adjust to my concerns, that coordination is achieved” (interview 10,
2016).
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States closely examine coordination efforts in other countries. Henotes
that Colombia has aninformation secretariat, which playsa USIA-type
role within the ministry of presidency, and that there would likely be
valueinstudying this as well as other entities (interview 7,2016).
Which of these options is best? In an ideal scenario, the NSC
would effectively conduct coordination and synchronization of com-
munications, as the NSCis the only institution that has the full author-
ity to task subordinate departments and agencies, unless the President
designates a lead agency (e.g., State)."" Consequently, efforts to push
this coordination role out to any single department, without provid-
ing full tasking authority, will provide only a limited solution. Com-
plaints about the NSC’s limited oversight of strategic communications
continue even after 15 years of conflict. Short of a major overhaul of
NSCoperations, this portends poorly forany near-termimprovements.
And even if NSC did serve this coordination role, there would still be
a need for a robust office that could execute strategic-level commu-
nications.’? The JIATF model, of an issue-focused organization that

1 Tt is true that the NSC can designate an agency to lead interagency coordination as is
the case with the GEC. Several interlocutors within the GEC note that despite this “lead”
status, the GEC”can’tmandate” theactions of other agencies. However, asnoted, the GEC
remains satisfied that it can effectively shape the interagency via interagency meetings and
senior leader engagement. It was also noted that it could work through the NSP Deputies
Committee meetings were an irresolvable issue to arise (interview 12, 2016).

12 There remains some debate as to which agency within the U.S. Government should have
responsibility for strategic level influence communications. Currently, the Department of
Defensehas only a writ for tactical and operational level influence communications, in fit-
ting withits Title Tenauthorities. Somein the Department of Defense, however, argue that
its Title Ten writ should be expanded to include broader strategic level communications.
One senior MISO officer interviewed for this study argued that the military has both the res-
ident expertise and manpower for executing influence operations. During Operations Iraqi
Freedom for example, the DoD had significantly increased authorities to conduct broad and
expansive communication campaigns aimed at stopping the flow of foreign fighters into Iraq.
Others however believe that the DoD should remain operationally and tactically focused on
supporting U.S. military campaigns and avoid broader and more strategic influence efforts.
Here the argument is that moving the strategic information fight to the DoD would be an
excessive expansion in DoD authorities and would militarize the information fight at a time
when many key target audiences eschew military involvement. Itis also argued that the U.S.
Department of State can much more effectively leverage nongovernmental organizations as
well as global footprint of U.S. embassies.
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could bestood up ascrisesarise, is one potential solution. However, the
process of standing up such an entity willinvariably delay an effective
U.S.response when it is needed most urgently.®That leaves the option
of crafting a new agency, possibly drawing on the USIA model.**The
benefit of such an institution would be its devoted focus to the infor-
mationfight. Suchaneffortshould becloselylinked toand empowered
by the White House, and itcould play akeyrolein helping the White
House coordinate and deconflict interagency communications.
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CHAPTER EIGHT

Effective Statecraft and Integrationof
Measures Short of War

This chapter explores the strategic requirements for effective political
warfare, the organizational and operational requirements for effective
responses by the U.S. government, and the requirements for coordi-
nated action with other partners — including cases in whicha coalition,
alliance, or other sovereign country plays the leading role. The chap-
ter concludes with recommendations for the U.S. military, and U.S.
special operations forces (SOF) in particular as they provide many of
the capabilities used in political warfare.

The research for this chapter was conducted primarily through
40 interviews with currently serving and retired officials from the
US. State Department, other U.S. policymaking entities (such as the
National Security Council and the Department of Defense), and U.S.
allies and partners, including European, Canadian, and Australian
civilian and military officials. The interview research was supplemented
by reviews of relevant official documents and scholarly literature.

Strategic Requirements for Effective Offense and
Defense in Political Warfare

Torespond effectively to aggression that falls short of conventional war,
the U.S. government needs not only a suite of methods that achieves
the desired effects, but an overarching strategy and set of organizing
principles for applying those methods. In most cases, the aggression
may be directed against U.S. partners, allies, or vital interests abroad

277



278 Modern Political Warfare

rather than the U.S. homeland. This introduces a further complexity in
the form of arequirement to coordinate the U.S. strategy and approach
with those partners and allies.

The United States, as all countries, must have some organizing
principles to determine its national interests, their relative values, and
the lengths to which it will go to defend those interests. Governments
must also decide when and where not to intervene, as not every chal-
lenge short of war requires a response. Former U.S. Secretary of State
Henry Kissinger, in his recent book World Order, argued that a first
step in establishing a strategic framework is to determine the hierar-
chy of U.S. interests, the goals it intends to pursue, and the values it
seeks to defend. Otherwise the U.S. government cannot hope to craft
an effective approach to the contests that roil the international system
today (Kissinger, 2014, pp. 372-73).1This framework is particularly
important to serve as a compass to direct the U.S. government's atten-
tion to those areas where creeping, ambiguous attempts at subverting
the established order or challenging U.S. or allied interests should be
countered —ideally early to prevent or preempta worsening crisis and
also ideally by the least costly effective means available.

The multiplicity of threats at any given time, and certainly in
today’s turbulent world, requires policymakers to scale U.S. responses
appropriately in relation to both the threat to U.S. interests and also
itsavailable resources. Resource constraints are another factor forcing
clarity of purpose and efficacy in approach. The issue of resource con-
straints has become more salient in recent years. As MIT political sci-
entist Barry Posen argues in his critique of “Liberal Hegemony,” the
tendency to rely on military levers of power will exhaust the United
States (Posen, 2014). Yet failing to deter and halt aggressors who have

1" Bach U.S. administration does endeavor to answer these questions in the form of a

national security strategy, to greater or lesser effect. Typically, though, the resulting strategy
documents are broad statements of objectives that do not closely tie them to the waysand
means of achieving them, and rarely acknowledge the implicit choices being made due to
limited means or interests. The Quadrennial Defense Review is a congressionally mandated
assessment thatis limited to the military element of national power and aims primarily to
establish defense program priorities. In the past decade, the Quadrennial Diplomacy and
Development Review has sought to do the same for diplomacy and development programs.
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theability to destabilize critical allies or entire regions isarisky and
ultimately costly gambitas well. Therefore, the task of the policymaker
is to define U.S. interests clearly and forge a strategy to defend them.

The salient features of an effective offense are (1) an enunciated
strategy based on shared values to garner international approval and
support; (2) cost effective tactics, which entails both low-end mili-
tary tools and less-expensive diplomatic, informational and economic
measures; and (3) aburden-sharing scheme to distribute tasks to those
withthe greatestcompetence, insightand efficiency in particular activ-
ities. The primary features of an effective defense follow the same prin-
ciples above along with (1) proactive use of detection and preventive
measures to deter would-be aggressors, even if this protective umbrella
carries some risk of overstretch; and (2) heavy investment in remedy-
ing economic and political vulnerabilities to bolster a target country’s
identified vulnerabilities.

A retired senior U.S. diplomat interviewed for this study argued
that the strategy must be clearly broadcast as an affirmative and inclu-
sivecallforpromotingand defendingarules-based international order.
This positive formulation does not frame the overarching U.S. goal
as conducting “warfare,” but envisions robust proactive measures as
needed, including coercive ones, as well as deterrence and defense. This
strategy should include a disposition to undertake necessary reforms.
Articulating such a vision would provide impetus for a large coalition
of partners willing to undertake various roles in a coordinated effort.

Currently, the post-World War II international institutions and
the basic Westphalian rules by which sovereign states manage competi-
tionand seek toresolve their disputesis under strain from both domes-
ticand foreign pressures. Thus, promotionand defense of the ordermay
also entail reforms to enhanceits essential stabilizing functions, which
rest on its defenders” consent that the process possesses a basic legiti-
macy. As Kissinger notes in his recent book, the international system
isunder strain because the dynamics of global capitalism are de-linked
from the dynamics of state control, and challenges to the old order
arise from both domestic frictions and revisionist state powers such as
Russia, an emerging power China, and alternative models posed by
radical Islam.
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This study has illustrated how adversaries seek to use low-cost
measures short of conventional war to achieve their aims. The United
States should adopt the same approach of seeking less costly rather
than more costly means of response, provided they are effective.
Recent works by David Gompert and Robert Blackwill —as well as
the seminal Soft Power by Joseph Nye —have explored nonmilitary
tools (including reputational credibility and attractive values) and how
they might be used in these circumstances. Rather than serve as the
global 911 service, the Nixon Doctrine’s relied on a network of strong
regional partners to police given areas (Brands, 2014). The Reagan
Doctrine’s use of nonstate “freedom fighters” to contest Soviet aggres-
sion and proxy states represents another type of cost-saving alternative
tolarge-scale U.S. military presence or interventions, yet they also
avoid the high risks of quasi-isolationism thatsome offshore balancing
strategies might entail.

Tosummarize, the United States will be in a stronger position
if it can determine what it stands for, and not just what it is against.
Such a values-based approach may garner more internal and external
support from those who are motivated by its potential benefits and
may thereby enhance the chances of its success, as numerous inter-
viewees argued. Second, therefore, given the multiplicity of challenges,
the United States must exercise discipline toensure thatitcaninfact
defend and promote those interests it deems vital and critical. Third,
the lowest-cost effective approaches should be given priority over more
expensive ones, and these can include early preventive and counter-
escalatory approachesif the United States can develop sufficiently suc-
cessful formulas to produce the desired return on investment. Finally,
burden-sharing among partners yields a more effective and efficient
approach.

Organizational Requirements and the Leading Role
of State

Theneed to devise effectiveapproaches to political warfare challenges
received wide support among the dozens of civilian and military U.S.
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and non-U.S. officials and experts interviewed for this study.? Among
the challenges, Russia and ISIL were cited as two examples of con-
temporary actors whose transgressive behavior and transregional reach
are considered sufficiently threatening to require collective and multi-
faceted responses. Yet, these practitioners and experts note, the U.S.
government chronically struggles to create an effective “whole-of-
government” response that employs a full panoply of the tools at its
disposal, nottomentionleverages theresources of the wider society. As
one interviewee noted, “An ever-present problem with ‘gray zone” activ-
ities is that no U.S. government agency has the lead, and we have been
reluctant to develop a forcing function — an entity with the authority
to ensure the actions and activities of our various governmental agen-
cies are integrated and supportive of presidential decisions” (interview
with U.S. government official in Tampa, April 19,2016). That, in fact,
should bethe organizational goal for countering political warfare.
While wide agreement exists that an effective response is needed
to address threats short of conventional war, interviewees frequently
cited alack of day-to-day, routine coordination among the various U.S.
departments and agencies. No military-type command and control is
exercised overtheentire government. The growth of the National Secu-
rity Council staff in recent years may be attributed in part to the effort
toreplicate and extend this degree of control, but this development
has been criticized as leading to overinvolvement in the tactical levels
of policy execution while still failing to produce effective overarch-
ing strategies for policy guidance. That is, this development has still
failed to link policy objectives to clear, feasible, and resourced plans to
accomplish the desired aims (Ries, 2016). Thus, the growth of the NSC
staff toa historical high of 500 personnel replicates many functions

2 Anumber of analysts have used political warfare to describe adversaries activities. Center

for Strategic and International Affairs Fellow Anthony Cordesman recently used the term
to describe Russian behavior in Syria (Cordesman, 2015). Similarly, Asia experts —including
Princeton professor Aaron Friedberg and others —use the term to refer to China’s campaign
to wield political influence abroad against the United States and its allies (Parameswaran,
2015). Some analysts do argue that therefore political warfare should also be employed as
part of the American strategy. For example, Council on Foreign Relations Senior Fellow
Max Boot and Brookings Institution Fellow Michael Doran called for the United States to
rebuild its own capacity to wage political warfare (Boot and Doran, 2013).
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performed elsewhere in government without being sufficiently large or
broad enough in scope to develop detailed, integrated strategies for
each critical problem.

Designating State as the Lead

The offensive and defensive approach to political warfare outlined above
is tantamount to old-fashioned muscular statecraft, in which politi-
cal knowledge of countries and regions is married to diplomatic skill,
backed asneeded by the threat of force or coercion. Theleading role
for designing and implementing such an approach would naturally fall
to the State Department as the Cabinet traditionally considered as first
among equals.

When asked which department or agency should lead the overall
response to conflicts short of conventional war, the majority of those
consulted during this study, both civilian and military, believed that
the State Department is the appropriate entity given that, as one inter-
viewee stated, “it is the one part of the government created expressly
to do that, to represent and advance the nation’s foreign policy goals
overseas” (Ries, 2016). A military interviewee said, “DoS should have
thelead inexecuting thestrategy while being supported by the remain-
der of the government” (interview with U.S. military official, April 18,
2016). The reason given is that the activities documented in the earlier
chapters show that political warfare or “gray zone” challenges are heav-
ily nonmilitary in nature, and the primary responses are also likely to
be nonmilitary or at least nonkinetic innature.?

As part of its duties, the State Department tracks the political,
economic and cultural developments of countries around the world,
and engages in a wide array of interactions to promote U.S. interests
and goals. The President, supported by his National Security Council,
will shape the policy guidance, but the Secretary of State is historically

5 Eventhe military contributions arelikely to be nonkinetic, ranging from signaling and
deterrent activities such as forward deployed presence, patrols, exercises, and military assis-
tance to friends and allies, to more active but low-visibility, clandestine, or covert measures
undertaken normally by special operations forces or intelligence services with heavy reliance
on local agents. Early and ongoing intelligence collection and analysis is required to detect
and interpret the adversary’s typically ambiguous and/ or concealed activities.



Effective Statecraft and Integration of Measures Short of War 283

the acknowledged lead cabinet member in matters of foreign affairs.
The guidance issues from the White House, and the State Department
crafts specific policies and programs to carry it out. Such guidance
from the White House includes communications guidance, as noted in
the previouschapter. Butthemachinery to developand execute detailed
responses to nonmilitary threats does notexist at the White House,and
by portfolio and mandate would properly reside at State.

In addition to this overarching role in calibrating and coordinat-
ing the application of DIME measures as a coherent response, due
to its knowledge of the countries and regions, the State Department,
along with the USAID, possess the country familiarity and niche
specialties to diagnose and address the political aspects of the conflict.
Most political warfare threats gain traction from conditions inside a
country or region, and measures to address them must necessarily be
tailored to individual countries’ characteristics. As one State Depart-
ment official stated, “DoS should work on conditions that give rise
to political warfare, to address the common variables that we see in
conflict areas, whether prone to ISIL or other FTOs [foreign terror-
ist organizations] or Russia related or other state-generated conflicts”
(interview with U.S. State Department official, Washington, D.C,,
April 12,2016). Another State Department official emphasized that the
coordinating role must be a collaborative one, given the important roles
of defense and intelligence: “State should lead butcollaborate with DoD
and the intelligence community in both the Washington and chief-of-
mission environment. . . . The best mechanism on the military side will
be SOF capabilities working together, with embassy oversight pulling
things together” (interview with U.S. State Department official, Wash-
ington, D.C., April 12, 2016).

Most of those interviewed judged that the U.S. country team, led
by the U.S. chief of mission, was, by itself, an inadequate interagency
organizing construct. Why? The most significant foreign policy chal-
lenges span more than one country, and to be effective, an overarching
approach must be developed, with appropriate allowancesfor variation.

Thatsaid, theonestandinginteragency constructattheStateDepart-
mentis the country team, and when led by a capable chief of mission,
it routinely achieves the type of whole-of-government synchronization
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thatis particularly required to confront threats thatarealso using a
full DIME set of tactics and resources. The presidential authority con-
ferred on the chief of mission does create the needed “forcing func-
tion,” enabling theambassador to harmonize thearray of activities that
are overseen by the country team'’s various departmental and agency
representatives for best effect. The country team is also a vital source
of knowledge and thus must be integral to the effort to craft a regional
approach. The country team’s diverse members canalso, by their post-
ing in the country, gain a deep and collective appreciation of the chal-
lenges and environment to craft the best possible approach to addressing
the problemsinconcertwiththesovereign host government. However,
one veteran U.S. diplomat noted a worrying tendency for U.S. depart-
mentsand agencies tostillsend personnelaround the world toconduct
missions that are not coordinated with the country team (interview
with U.S. State Department official, Washington, D.C., July 6, 2016).

Despite the many strongattributes of the country-teamconstruct,
therefore, the majority of interviewees agreed that two related func-
tions must be performed above the level of the country team, and that
both can be performed by an entity led by State: (1) interagency policy
planningand coordination, and (2) coordination for regional problems
that exceed the reach of one country team.

Interviewees differed regarding whether additional written autho-
rization is needed to ensure or codify State’s leading role in this realm.
One currently serving diplomat believes that no additional organiza-
tional changes are required, and no additional government directives
are needed, given the long-standing primacy of the State Department
in conducting the nation’s foreign policy. The only requirement, in this
view, is that the White House enforces this primacy, by itself oper-
ating through the State Department and ensuring that others do so.
Others believe more explicit guidance is needed, given the nearly con-
stant communications and travel by staffers of all the U.S. govern-
ment’s departments and agencies, and the tendency of the very large
military bureaucracy to fill gaps that it perceives.

Other respondents agreed that explicit direction from the White
House for State leadership on specificissues is necessary. A military
intervieweeagrees thatitis desirable that “DoSbe afforded the requisite
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authority to integrate and synchronize the variety of elements of national
powerinsupportofanapproved “gray zone” campaign (interview with
U.S. military official, April 18,2016). A senior retired diplomat with
experience in multi-country interagency policy execution believes a
presidential decision directive is required to explicitly enforce a State
Department-led process and create structures as necessary to planand
implement whole-of-government strategies. “The president needs to
declare the national policy ona given issue so that the chiefs of mission
know where they fit, and everyone at the interagency table knows. It
is the equivalent of the president’s [chief of mission] letter. Then, State
cancoordinate planning and execution” (interview withretired senior
U.S. diplomat, Washington, D.C., June 20, 2016).

State Department-led interagency coordination has occurred in
the past through various organizational structures. One interviewee
recommended that the Under Secretary of State for Political Affairs
should be the “belly button” for coordination of U.S. government
policy response to Russian and Chinese revanchist activities. He cited
the precedent of former Under Secretary of State for Political Affairs
TomPickering as the first of three coordinators of U.S. government
support to Plan Colombia, a decade-long multifaceted program to
assist the Colombian government's battle against drug trafficking and
guerrillas that spanned military and counternarcotics assistance from
both State and DoD; judicial, law enforcement, and intelligence sup-
port; development aid; and an Andean free trade pact. With congres-
sional backing, the plan also promoted democracy, pluralism, and
human rights. Another more recent example is the State Department’s
Special Representative for Afghanistan and Pakistan, who, along with
arobust team, has guided interagency policy planning and execution
for the past decade. (However, that office has at times encountered dif-
ficulties, some of them personality-based, in working with the White
House and the Pentagon, which have also had czars and internal struc-
tures simultaneously devoted to this effort.)

Overall, these previous State-led structures implemented the broad
policy guidance issued by the White House and formulated through
the principals, deputies, and interagency policy committee process. This
organizational structure has been an occasional rather than routine
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occurrence, and many of those interviewed believe it must become a
standing practice. The otherrationale foraState Department-led struc-
ture is that it can articulate the broader U.S. national interest behind a
concerted approach, one that transcends narrower military, economic,
or other rationales, inits role representing U.S. foreign policy. “Wehave
allowed the TTP [the Trans-Pacific Partnership] to become about car
parts, whenitisaboutastrategic values-based response. Wehavetostart
talking about the attack on the international system,” an interviewee
stated. “Putin is pursuing measures short of war very successfully to
tear apart Europe. Taken in totality, these threats to the international
orderdefinitelyamounttoanexistential threat” (interview withretired
senior U.S. diplomat, Washington, D.C,, June 20, 2016).

Operational Requirements to Fill Seams and Gaps
in the U.S. Government

Ifa State Department-led organizational structure is deemed the most
appropriate entity to orchestrate an interagency response to the politi-
cal warfare or gray zone challenges, the question is whether the requi-
site capabilities and practices are in place to effectively implement this
approach as a routine matter. Due to its vastly greater manpower and
budget, DoD very often fills the gaps due to the lack of capacity or
capability of the State Department. As one interviewee noted: “Often-
times, DoD has been the default U.S. government response — partly
because it has the most capability and resources. [Yet] to be successful,
our government’s response to the challenges will require an unprec-
edented level of interagency coordination with all elements of national
power synchronized.” Thus, he concluded, in addition to evolving the
organizational model for “gray zone” responses, “The U.S. also needs
to grow non-military capabilities —current gray zone actions are overly
militarized” (interview with U.S. government official, Tampa, Fla.
April 19, 2016).

This military official finds ready agreement among many at the
State Department, who believe that this default to relying on military
organizations to lead results in the prioritization of military approaches
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and military-oriented thinking. A senior diplomat asserted that the
outcomes in Iraq and Afghanistan to date reflect this over-emphasis
on military measures at the expense of critically needed nonmilitary
approaches to achieving the endgame of relative peace and stability
and sufficient capacity for those governments to tend to their people’s
needs.

These are not new critiques, but in the view of both military and
civilian officials, the continuing failure to address them systematically
will preclude successful responses to the hybrid, asymmetric, irregu-
lar, and political challenges of today’s environment. The 6,500-person
diplomatic corps does not need to become as large as the 1.3 million
active-duty armed forces, but it needs sufficient personnel to accom-
plish key tasks, conduct coordinated planning, undergo training, and
receiveatleastsome of the educational opportunities thatare routinely
afforded to the nation’s uniformed services. Military personnel receive
the opportunity to earn advanced degrees during their careers, and
they have up to a year to prepare for deployed assignments, normally
visiting their predecessor units one to three times during that year. In
contrast, civilian personnel receive a few weeks training and are lucky
if they arrive in their post before their predecessor departs.

Despite some additional hiring in the Foreign Service ranks over
the past decade, Congress has routinely declined to approve multiple
administrations” requests for more robust funding, even though in
2016 the State Department’s budget was $27 billion versus $516 bil-
lion for DoD, of a total $3.5 trillion in federal government spending
(Inside.gov, 2016).* A recent survey of congressional staff indicated
that there is little sense of clarity about the perceived gaps at State or
sense of urgency to remedy them. “A majority of respondents (61 per-
cent) said they and their offices were not interested in the issue of pro-
fessional formation and development of Foreign Service members. . ..

4 Despite this overall disparity in funding, the budget for civilian public diplomacy and
information, to include the seven civilian-run international radio and television stations
overseen by an independent federal agency, the Broadcasting Board of Governors (BBG), is
larger than the MISO budget. The BBG FY15budget was $742 million, with a staff of 3,590
(Broadcasting Board of Governors, n.d.).
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Atthe same time, [only] 33 percent said they thought there is sufficient
training” (Kralev, 2013).

The other issue, somewhat related to resources, is whether the
State Department’s current practices are conducive to performing the
roles described here. These gaps in practices are illustrated by two
examples, one of which did not result in the needed coordination and
another of which holds promise of doingso.

In the firstexample, a military command sought State Depart-
ment participation in a multi-week planning session to develop joint
planning guidance. The relevant bureau sent one senior official, but
only for one day. The command’s leadership visited Washington and
briefed State Department officials three times, but, according to a
seniormilitary adviserassigned tothe State Department, the diplomats
found the 50-page briefing deck dense and difficult to understand. The
command subsequently produced a white paper, at the adviser’s sug-
gestion, and then an executive summary. Ultimately, the Pentagon
decided that the matter was sufficiently urgent to warrant producing
a DoD plan. The military officials involved assured State Department
officials that ample consultation would be conducted before the plan’s
implementation. Yet the end result was that no overarching political-
military plan was drawn up, and several of the interviewees indicated
that there is disagreement over some of the proposed activities. One
embassy,approached witharequesttoapproveanactivity within three
days, balked atthe shorttimelineaswellasthe proposed activity.

One of the military officials involved expressed frustration at the
lack of State Department involvement in crafting the plan. “Instead
of criticizing our effort, why not participate? We are happy to follow,
if youwilllead,” said a U.S. military official who was involved with
the extensive planning effort. At one level, this example illustrates the
lack of sufficient State Department personnel to participate in weeks-
long planning efforts, yetitmay also indicate a lack of commitment
to interagency planning. The State Department does assign a foreign
policy advisor to major military commands, but that person typically
engages with the command group and commander to provide senior-
level advice and does not have the time to participate in the mili-
tary’slengthy planning cycles. The result of such lack of coordination,
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however, according to a senior diplomat, is that “the theater campaign
plancontainsverylittle thatis of useto orrelevant tothe chief of mis-
sion” (interview with U.S. official, Washington, D.C,, July 6, 2016).

The second example illustrates a more constructive process, which
could point toward a more integrated government effort. A Russian
Information Group has been created, led by the State Department,
with weekly videoconferences involving all relevant government depart-
ments and agencies, including those in the field. This working group
identifies and discusses issues and exchanges information. A monthly
meeting convenes the department directors and the military O-6level
to determine what issues they can address and which items should be
elevated to the deputy assistant or assistant secretary and commanding
general at quarterly meetings. This process has just begun, but partici-
pants are hopeful thatit will be a productive and ongoing forum.

Asimilar effort tostarta government-wide public diplomacy work-
ing group did not gain traction for lack of follow-throughat seniorlevels.
The commitment of senior leaders to such processes is essential if they
are to function as intended. An interagency forum does not guarantee
that a consensus or compromise will be found, of course. For example,
several diplomats expressed wariness about U.S. military activities in
theinformationrealm, particularly when the topics concerned the deli-
cate internal affairs of a country, such as minority populations.

One State Department official suggested that the most useful and
palatable element of the newly redesigned MISO (Psyop) brigades is
the Regional MISO Team, which conducts research and analysis to
attribute adversary disinformation, which the host military or govern-
ment then publicizes or uses as best serves its aims. A Baltic Working
Group has also been formed to draw together the various DoS and
DoD elements with programs in this subregion.

Aninteragency plan and approach to a given region will require
both an overarching conceptand lines of effort as well as the neces-
sary variances that correspond to particular countries” unique char-
acteristics. For example, even in the case of the Baltic countries, a
one-size-fits-all approach is not appropriate. Both Estonia and Latvia
have large Russian minority populations, while Lithuania does not.
Country teams and the countries themselves are invaluable sources
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of information about these particularities. A number of interviewees
note that State, Defense, and the intelligence community should work
together to develop acommon understanding of threats in each region,
subregion, and country, as well as the most effective responses. That
common picture of likely scenarios would provide the necessary base-
line for determining needed actions. The above ad hoc organizational
structures may represent partial attempts to establish such a baseline,
but there has been no explicit guidance issued to develop a whole-of-
government campaign plan even in the case of Russian aggression in
Europe. Without that kind of guidance, collective action toward a
common objective will be difficult toachieve.

Interviewees made a number of recommendations that would, in
their view, enable the State Department toroutinely play a moreeffective
leading rolein coordinating interagency whole-of-government efforts:®

1 Strengthen the planning culture at the State Department by
setting up dedicated planning cells with planning as their
primary responsibility. The policy planning staff, led in the
Cold War era by George Kennan, was historically the locus for
overarching plans, but numerous interviewees suggested that
the regional bureaus need dedicated planning cells for region-
specific planning that align resources and programs to achieve
needed operational outcomes. State’s Bureau for Conflict and
Stabilization (CSO) has developed numerous planning tools,
such as the Interagency Conflict Assessment Framework, but it
iscurrently 25-percent understaffed, according to a bureau offi-
cial. The CSO could become a planning center explicitly dedi-
cated to supporting the planning needs of the regional bureaus
and embassies. Its personnel could be seconded to the regional
bureaus and country teams that require detailed political war-
fare analysis and plans.

2 Require in-depth training in interagency processes for diplomats
to enable them to effectively lead interagency groups in both

5 These recommendations were developed from interviews with current and former State
Department personnel.
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planning and implementation. One diplomat recommended a
mandatory six-month course at the National Defense Univer-
sity for all newly minted Foreign Service officers for an immer-
sive interagency education. An alternative would be to create
aninteragency program at the Foreign Service Institute, but
NDU might be rebranded as an interagency organization as
it currently hosts a very high number of both interagency and
international attendees. As a parallel initiative, he recommended
that State break down the rigid “cone” structure whereby For-
eign Service officers are shunted into political, economic, public
diplomacy, consular, or management stovepipes, which reduces
the opportunities for many, particularly those outside the politi-
cal cone, to become multifaceted senior leaders.
Elevateand incentivize the positionofforeign policy advisers, or
POLADs,whoserveassignmentsatmilitary commandsaround
the world. This has, in fact, been happening gradually in the
past decade. Recently, 400 Foreign Service officers applied for
the approximately 40 positions available (interview with U.S.
official at the State Department, June 24, 2016). If the State
Department routinely selects its best officers for these jobs,
and then promotes them to higher positions, including ambas-
sadorships, then the position will become increasingly valued
as a means to connect the U.S. military commands not only
toState butalso to the wider interagency community. Recent
military commanders have elevated their POLADs to a posi-
tion co-equal to that of the military deputy commander, includ-
ing at European Command (EUCOM), and they have held the
number two positions at Africa Command (AFRICOM) and
Southern Command (SOUTHCOM). CENTCOM has relied
on senior Foreign Service officers not only for expertise in how
Washington works, butalso for country-specific and functional
expertise outside the military lane.

Establisha close and continuing relationship between the assis-
tant secretary of state for each region and the U.S. geographic
combatant command (COCOM) that oversees military activi-
ties in that region. The regional bureaus are functionally the
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equivalent to the military commands, and one retired senior
diplomat believes that they need to behave as such and be
treated as such. The under secretary of state for political affairs,
who oversees all the regional bureaus, should also be regularly
engaged with the four-star COCOMs, particularly when the
issues involve transregional threats that cross COCOM bound-
aries and require more than a purely military approach. Any
military approach should ideally be nested under an overarch-
ing State Department-led U.S. government plan. Given the
military commands’ vastly greater manpower and training in
planning, this is currently out of reach for the State Depart-
ment. But without it, the challenges to threats short of con-
ventional war will go wanting for a coordinated interagency
approach.

5 IftheState Departmentistotakealeadingroleincraftingand
coordinating responses to political warfare, its leadership posi-
tions must be occupied by seasoned, qualified diplomats with
deep knowledge of the countries and regions in question. Thus,
itwould be imperative to reduce the ever-expanding number of
politicalappointees thathave been assigned to the department’s
most senior, critical, and sensitive positions. Career Foreign
Service officers have frequently made this recommendation, to
little effect. Usually, ambassadorships are awarded to campaign
donors, but in the best-case scenarios, these are in countries
requiring little day-to-day or strategic crisis management — or
else the bilateral relationship is managed largely in Washington.
The most worrying trend, pointed out by several interviewees,
is the growing practice of placing political appointees into the
most senior positions of assistant secretary and above. Accord-
ing to a report by the American Academy of Diplomacy, career
Foreign Service officers hold only 25 to 30 percent of those posi-
tions today versus upwards of 60 percent in 1975.°This has a
rippleeffect,depriving thedepartmentofitsmostseniortalentat

6 Thisisthe firstissuesingled out by the American Academy of Diplomacy’s report, “ Amer-
ican Diplomacy at Risk,” April 2015, p.15.
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the top, demoralizing the most talented officers, and —because
theappointees havearoleintheappointmentof ambassadors —
diluting the ability of those who know their peers to promote
the best among them to the critical chiefs of mission positions.
Ensure that the regional and functional bureaus within the
State Department operate synergistically to confront threats
short of war. As the senior under secretary, the Under Secretary
of Political Affairs is the logical person to ensure this synergy.
While the department’s regional bureaus are the logical places
for planning and coordination of integrated approaches to
regions orsubregions, the department’s functional bureaus con-
tain many of the tools for increasing countries’ resilience and
confronting threats short of war. These bureaus include Con-
flict and Stabilization Operations; Democracy, Human Rights
and Labor; Population, Refugees and Migration; International
Narcoticsand Law Enforcement (whichincludes police training
programs); and Political-Military (whichincludes foreign assis-
tance and training of peacekeepers). Diplomats acknowledge
that these separate programs and experts need to be more effec-
tively pulled together into a coordinated effort that is tailored
for each country and region (interview with U.S. State Depart-
ment official, April 25, 2016). A departmental directive may be
needed to ensure that regional bureaus and the under secretary
for political affairs can achieve —and if needed, compel — the
desired coordination with the functional bureaus. This may
require revoking the ability of functional bureaus to nonconcur.
Programs beyond State, such as the National Endowment for
Democracy, form a vital part of democracy promotion efforts. A
more operational culture could be fostered by instituting mech-
anisms to chart progress and identify obstacles. The integrated
regional strategy for each region should ideally reflect the con-
tributions of all civiliancapabilities.
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Partnership RequirementsforCoordinated Action
with Other Countries

Instituting a more holistic and collaborative U.S. government effort is
but one aspect of an integrated approach, for the U.S. government does
notactina vacuum. In all buta very few circumstances, the responses
that the United States would mount to any political warfare challenges
would be carried outin support of others, and possibly alongside allies
or partners.

Thus, detailed planning necessarily requires engagement with the
government of the country thatis directly threatened. Once acommon
planis formulated, assistance can be delivered bilaterally or as part of
a coalition or alliance. The range of military activities in which others
may seek assistance can range widely, from making deterrence more
credible; to increasing military presence, posture, exercises, or aid; to
activating defense plans and sending signals regarding measures to be
taken in the event of military aggression. Subversive or low-grade activ-
ities can be actively countered through covert, clandestine, or overt
means.

Countering aggression can also take positive, reinforcing forms,
and these are generally referred to as strengthening a partner’s resil-
ience. For example, measures to reduce vulnerability to subversion or
coercion caninclude redressing the economic, social, or political griev-
ances of populations or minorities that might be targets of recruitment
byanadversary. The general cohesionofasociety isalsoafactorinresil-
ience: Any fractured society can be further rent by outside powers that
play on, distort, or exacerbate these cleavages.In Ukraine, forexample,
Russians portrayed government supporters as fascists or Nazis; while
in Europe, both far-right and far-left political parties exploit anti-
immigrant, anti-European Union, and anti-NATO sentiments. Many
threatened countries, such as Estonia, formally embrace and plan for
resilience as a means of national defense. In all of these cases, support
for building national resilience is another type of external support that
friends and allies might provide.

The following sections use Estonia, NATO and Britain as examples
of targeted countries, coalitionsand individualaalliesin orderto provide
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detailed discussions of the respective roles they may play in aninte-
grated approach to countering political warfare. While no example
serves asacomprehensiveillustration, anumber of these practices and
approaches could apply to countering subversion and coercion exercised
in the Middle East or Asia by Iran, China, or other actors.

Estonia as an Exemplar of Host-Nation Considerations
Estonia is an example of a country that has been subjected to a steady
campaign of threats and pressure from Russia, as the earlier case study
described. In addition to seeking robust support from NATO to serve
asadeterrentand tosignal that the alliance will act onits Article 5 com-
mitment to defend its member country in the event of a Russian mili-
tary intervention, Estonia is undertaking its own whole-of-government
effort to prepare for a range of contingencies. Estonia’s leaders believe
that the Russians could seek to provoke or stimulate unrest in its
Russian-dominated northeastern region and use that pretext to inter-
vene to protect fellow Russians in the guise of a “peacekeeping” force.
An ambiguous stand-off could pose a serious test for NATO, if the
provocation were staged clandestinely by plainclothes Russians and
attribution could not readily be established. Even if NATO is much
more alert to such a scenario after the clandestine activity in Crimea,
the current pressures facing Europe could prompt an opportunistic
Russian leader like Putin to test the alliance, some Estonians fear. They
point to just such an attempt by the Soviet Union in 1924, when the
Communist International (COMINTERN) attempted to carry outa
coup in Estonia by infiltrating Soviet GRU agents in hopes of sparking
awider uprising with the help of the Estonian Communist Party.
An Estonian national security official related various scenarios
that the government is preparing for, which range from a military
intervention that Russia could launch if it feels threatened elsewhere
to “continuing to foment latent conflict that it can heat up if necessary
through subversion, economic pressure, IO and cyber.” While Esto-
nia is a small, flat country of 1.5 million people, it seeks to harden
itself as much as possible. It is one of five NATO members that devote
the 2-percent minimum of its GDP to defense spending. Moreover, its
National Security and Defense Coordination directorate has conducted
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government-wide exercises involving finance, education, justice, cul-
ture, and other ministries, as well as the country’s president, prime
minister, and members of parliament. “Our conception is that it must
be a whole of government and whole of nation effort,” the senior Esto-
nian official said. “Our view is that in different stages of the conflict or
different types of conflict, the military can be the supporting effort.”
He described the strategic guidance and legal framework to “protect
against the possibility that the government will become rudderless.
Thisis to ensure that they cannot win by decapitating the government”
(interview with senior Estonian official, Tallinn, June 3, 2016).

Sitting right on the border of Russia, Estonians are literally eye-
ball to eyeball with Russia’s 76th Regiment and intelligence services.
Thetwocountries’ border guardsdocooperateinlaying outbuoyseach
spring to mark the border that runs 98 kilometers through waterways
and flat land. A tour of the Estonian border stations reveals a net-
work of high-tech border posts, where agents watch fishermen ply Lake
Peipus and the Narva River while monitoring the dry riverbed that
runsrightintoNarvacity. A walking bridge connects workers, tourists,
and shoppers, as does a multi-lane bridge into Ivangorod, Russia. This
northeast area includes mines, factories, and the main electricity gen-
erating plant for the country —all potentially lucrative military targets.
Nextto the power plant,a tumbledown neighborhood of weekend cot-
tages, nicknamed Venezia, is honeycombed with canals leading into
the river and straight across to Russia.”

These physical characteristics illustrate how easily the northeast-
ern border can be penetrated either overtly or in clandestine fashion.
The Narva population, according to Estonian officials, is not actively
pro-Russian buthas suffered disproportionate unemploymentand the
dislocating effects of migrating from the top of the social strata to the
bottom. “Mostly they live in their own [Russian-speaking] informa-
tion space and just want to be left alone,” a U.S. special operator said.
AnEstonian official concurred: “They wear the St. George ribbons and
show the Russian flag, butitis morea sign of their separateness.”

7 These observations are drawn from a tour of Narva and the Estonian-Russian border area,
June 2, 2016.
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TheEstoniangovernment hastakensomemeasurestoreachoutto
its Russian population. The Estonian public television network recently
launched TVE+, a Russian-language channel, but its programming is
far less slick than the Russian offerings. Similarly, the government has
hosted jobfairsin Narva, but the positions rarely match the salaries
of the higher-paid factory work. Additional measures to assimilate the
Russianpopulationmightincrease Estonia’sresilience to Russian polit-
ical warfare, but Estonians view their national identity as part of their
concept of national defense. Estonian citizenship requires that Esto-
nians speak the national language, and secondary schools must teach
in Estonian.

The whole-of-government effort extends to the Estonian military,
which includes a special operations unit that deployed in combat mis-
sions to Afghanistan to gain experience and political capital for the
potential day it might need to call in the favor from the United States.
Estonia’s Special Operations Force works closely with the Estonian
Defense League (EDL), a volunteer civilian defense organization that
wasrevived when Estoniaregained itsindependence. The EDLreports
to the Estonian Ministry of Defense, which serves as a conduit for
U.S. assistance. A former head of the EDL echoed this societal model
of national defense, flipping the U.S. paradigm on its head: “Civilian
resistanceisnecessary for the military to survive. Civil society is critical
for deterrence and defense at all stages from Phase 0 through occupa-
tion. Civil defense forces forma critical bridge between society and the
military. If this bridge works, civil resistance can succeed in an emer-
gency. Civil society will form the local authorities, even as the elected
leadership is killed” (interview with Estonian Ministry of Defense
adviser, Tallinn, June 3, 2016).

Estonian SOF and the security services work closely with law
enforcement and the border guard in peacetime, and both the EDL
and border guard are forming additional units. The border guard
cannothopetoweed outall Russianagentsfrom theflood of8,000to
12,000 civilians coming and going each day, any more than the tiny
Estonian military can hope to hold off Russian tanks until NATO
forces arrive — especially given the airspace denial that Russia has
achieved by movingits S-400 anti-aircraft system into Kaliningrad
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on the Baltic Sea. In the worst-case scenario, if its own hardening
efforts and NATO’s umbrella prove an insufficient deterrent to Rus-
sian aggression, Estonia plans to mount a resistance against Russian
occupation, using civilian resistance and unconventional warfare for
which they are actively training.

The Estonian national security official said, “Wewould be happy
to see the Estonian-U.S. SOF partnership furthered. Anything that
relates to unconventional warfare is relevant.” Estonian and U.S. SOF
operated closely together in Afghanistan over the past decade, and
Estonian special operations plans include a variety of support roles by
U.S. SOF, scaled according to the threat level. Estonian special opera-
tions officers have described their doctrine, planning, and preparations
to mount this effort, along with the types of assistance they would
most like to receive from abroad. These include training, planning,
and preparation initially, plus direct support in the event of escala-
tion to armed hostilities — complete with the provision of communi-
cations links, joint terminal air controllers (JTACs), intelligence, and
air support (interviews with Estonian special operations officers, June
2016).

While Estonia is preparing for a variety of scenarios, its small
defense budget forces it to make some choices. Given the futility of
a conventional matchup against Russia, one Estonian special opera-
tions officer said the best materiel would be man-portable air defense
systems (MANPADs) and anti-tank Javelins rather than the recently
purchased armored personnel carriers. MANPADS could be used to
good effect by Estonians fighting a guerrilla-style war, though risks
include proliferation of weapons systems that pose a threat to civil avi-
ation if they fall into the wrong hands. Estonian SOF have closely
studied the irregular tactics employed in the recent decade of fight-
ing elsewhere to adapt them to their own needs should they become
insurgents themselves. The primary injunction is for them to become
a seamless part of the whole-of-government effort. An admonition to
workharmoniously withcivilianagencies and the populationis posted
in their headquarters: “No [direct action] monkeys in unconventional
warfare,” the poster reads, with a red line drawn through a photo of a
fully kitted commando.
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In July 2016, NATO announced at its Warsaw summit that a
UK-led battalion would go to Estonia as part of a ramped-up four-
battalion deterrence increment in the Baltics and Poland. Conversa-
tions with both Estonian and U.S. military officials indicate that the
Estonians welcometheincreased force presencebutalsowanttoensure
that it supports their concept and efforts. Some Estonian officials
expressed concern that the U.S. forces and equipment sets planned for
Poland and Germany are located too far away to be of much deter-
rentorpractical use (interview with Estonian defense ministry officials,
June 1, 2016).

Insum, this case illustrates three general principles for effectively
supporting another country in measures short of conventional war:

* build a common approach;
* tap local knowledge;
* avoid redundancy or unwanted help.

Coalitions and the Evolving Role of SOF

In addition to bilateral support to a host nation confronted by aggres-
sion or coercion short of conventional war, coalitions may offer vital
support. The agreed-upon measures will necessarily be the product of
consensus, but that may result in a lowest-common-denominator
approach. The members will sign up for those activities that are politi-
cally and practically feasible for them to perform, and in some cases
they will impose limitations or caveats on their commitments. On
the other hand, taking a common stand on an actual or threatened
response endorsed by all members of a coalition or alliance sends a
powerful message to would-be aggressors, and such signaling is an
integral part of robust measures short of war.

NATO has performed this function within Europe and in out-of-
area endeavors. NATO's actions as a 28-member alliance can be seen
as an overarching umbrella to present a strong front against efforts by
Russia, ISIL, and others to undermine individual NATO members or
weaken the alliance as a whole. Nested under this umbrella are bilat-
eral efforts, such as those undertaken by EUCOM and Special Opera-
tions Command — Europe (which is now a subunified command of
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SOCOM that falls under the operational control of EUCOM). At
its July 2016 summit in Warsaw, NATO moved to bolster its “reas-
surance” measures with more explicit forms of deterrence, including
the commitment to place not just the four rotational battalions in the
Baltics and Poland butalso four more in Romania and Bulgaria. The
more obviousitis that NATO and the United States are in a position
to act on their commitments at a moment’s notice, the more credible
and effective their deterrent becomes. At the same time, the alliance
must take carenotto create or provoke the very aggression or para-
noid reaction it seeks to forestall, and thus prompt war by miscalcula-
tion. Russia may, of course, claim that any such moves to strengthen
deterrence, defense, and resilience are tantamount to provocations,
so the diplomatic messaging is a critically important element of the
response.

Through NATO SOF Headquarters, member countries” SOF
have progressively developed greater interoperability over the past
decade, both in the field in Afghanistan as well as in institutional
development. Theirsingular roleinresponding to conflicts short of war
is confined to military assistance, according to NATO SOF doctrine,
which defines three categories of activities: military assistance, special
reconnaissance, and direct action. The doctrine does not include sup-
port to resistance or unconventional warfare, so any such support the
United States or others wish to give must be provided on a bilateral
basis unless the doctrine is revised. Military assistance is typically the
only activity that NATO SOF carries out in peacetime, and it roughly
corresponds with the U.S. doctrinal term Security Force Assistance
(SFA), which is provided to build partner capacity. However, certain
activities delineated under the military assistance doctrine might be
interpreted to include some support activities that the Baltic countries
or other NATO members may wish the alliance to provide to supple-
ment preparations for resistance.

Paragraph2.2.1.of NATOSOF doctrine defines military assistance
(MA) as “abroad category of measures and activities that support and
influence critical friendly assets through organizing training, advising,
mentoring, or the conduct of combined operations. The range of MA
includes, butis notlimited to, capability building of friendly security
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forces, engagement withlocal, regional, and national leadership or orga-
nizations,and civicactionssupporting and influencing thelocal popula-
tion” (NATO, 2013.)

Special MA activitiesinclude training, advising, and mentoring/
partnering. Advising is a broad category that includes operational assis-
tance, as the doctrine states: “These are activities that improve the per-
formance of designated actors by providing active participation and
expertise to achieve strategic or operational objectives.” The doctrine
alsospecifically notesthat MA may be used to build a partner’s preemp-
tion capabilities: “SOF do this through MA efforts to build indigenous
defenceand INTEL capabilities and DA on an adversary’s critical oper-
ational or strategic targets” (NATO, 2013).

Finally, the doctrine calls out the particular importance of “Early
Presence,” that is, the proactive pre-positioning of SOF as an impor-
tant factor determining their successful employment. “While a crisis is
developing, SOF may be deployed to establish an early forward pres-
ence and initiate military and civilian liaison, conduct area assess-
ments, provideanearly command and control (C2) capability, oradvise
friendly forces. This provides the Supreme Allied Commander Europe
(SACEUR) as the Strategic Commander of Allied Command Opera-
tions (ACO) and the operational-level commander with an increased
understanding of a developing crisisand, if required, helps set the con-
ditions for the initial entry of joint forces” (NATO, 2013).

Despite these elements of NATO doctrine that may permit
the alliance to employ SOF in these ways, the deliberative nature of
NATO decisionmaking will in all likelihood mean that its activities
will remain in the realm of capacity building rather than proactive
operational assistance. The early presence clause may not be invoked
until a crisis has been recognized, moving NATO from its customary
peacetime posture into a more robust reaction (discussions with a
NSHQ official, February 1, 2016).

Individual NATO members may endorse efforts to develop a
“support toresistance” concept that could eventually pave the way for
aNATO doctrine that accepts resistance as a form of national defense,
and allows for circumstances in which the alliance may explicitly sup-
port that form of defense. An easier path to obtaining NATO and
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international support, though, would be for any resistance movement
to form and declare a government in exile. At that point, those wish-
ing to support the resistance can recognize the government in exile as
a legitimate government and thereby defend its assistance as support to
a recognized government.

Nonetheless, support to resistance for the near term is likely to
remain a bilateral effort. If the U.S. government makes a policy deci-
sion to support a resistance movement, as it has in past periods, then
U.S. SOF stands ready with highly detailed, codified, and published
military doctrine on unconventional warfare, including an unclassified
joint doctrine published in 2015 (as well as detailed doctrine on foreign
internal defense to support recognized governments). Unconventional
warfaredoctrine, withitsemphasisonthelonglead time (several years)
thatistypically required toassesslocal conditionsand develop thenec-
essary human and physical infrastructure, suggests that U.S. SOF will
likely play the most active role in planning and preparing to support
the resistance of any allied member countries or other partners who
seek U.S. help. Even so, U.S. SOF can directly support civil defense, as
inthe EDL case, only when explicitly permitted to doso by the host-
nation government and U.S. directives. In most cases, this will mean
supporting civilian defense groups that are legally part of or reporting
to the defense ministry chain of command (or, when permitted by U.S.
law or policy guidance, the ministry of interior) (interview with U.S.
special operations official, February 1,2016). This is a topic of ongoing
discussion, since civilian defense organizations are important thicken-
ing agents in the Baltic countries” defense schemes.

Britain as a Political Warfare Innovator

Some U.S. allies are moving of their ownaccord toadopt changes in
policy, doctrine, and organization that will make them more capable
of responding to threats short of conventional war. The United King-
dom is a particularly striking example for the array of innovations it
is undertaking, partly due to military spending cuts and partly due to
its assimilation of wartime lessons over the past decade. The UK army
underwent a 25-percent reduction in manpower since budget cuts in
2010, but the British government has subsequently embarked on a sig-
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nificant recapitalization in key areas. On the theory that early, proac-
tive, and nonlethal responses make for a cost-effective defense, Britain
hasinvested significantly indoctrinal and organizational adaptations.
It has drawn upon a long history of doctrine and organization based
on political warfare, which was developed in World War Il largely asa
psychological warfare specialty (Garnett, 2002).

What follows is notan exhaustive treatment of the British mil-
itary evolution and investment plan but a summary that highlights
changes in British policy, doctrine, and organization of particular rel-
evanceto political warfare ormeasures shortof conventional war.

First, as a matter of policy, it may be no coincidence that one
of the United States” closest allies sees the current global challenges
in much the same way as do the “gray zone” advocates in the United
States. Britain’s official National Security Risk Assessment, published
in 2015, sees a growing risk of international military conflict that will
draw in the UK, including through its treaty obligations. The assess-
mentstates: “Our ability to respond effectively will be made harder by
the growing use of asymmetric and hybrid tactics by states, combin-
ingeconomic coercion, disinformation, proxies, terrorismand criminal
activity, blurring the boundaries between civil disorder and conflict
(HM Government, 2015).” The document also names terrorism by
ISIL, al Qaeda, and its affiliates as the primary “Tier One” threat.

The UK may be ahead of the U.S. government in adopting inter-
agency task forces asa common organizational mode for coordinating
a whole-of-government response. One current example is Her Majesty’s
Government Counter-Daesh Task Force, which is comprised of mem-
bers of all ministries and agencies, including intelligence, and housed
atthe Foreign and Commonwealth Office, the UK equivalent of the
State Department. One UK diplomat remarked that achieving inter-
agency coordination might be easier in a smaller government (inter-
view, London, June 29, 2016).

Second, at thelevel of military doctrine, Chief of General Staff
General Sir Nicholas Carter has internalized his extensive experience
in Afghanistan to embrace the need for a wider view of maneuver to
encompass information and other dimensions, as well as the need for
adaptability among smaller forces to wage the full spectrum of con-
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flict.8British forces will also, furthermore, most often act as part ofa
larger coalition, requiring adaptability to achieve interoperability. The
UK army has developed doctrine calling for “integrated action” that
combines maneuver, fires, information activities, and security capacity
building as needed for complex conflicts, which it sees as the dominant
form of conflict today. An internal UK army note was published last
year, outlining the new doctrine to be published in its forthcoming
capstone publication.

Information activities assume a particularly large and expan-
sive dimension in British thinking about warfare today. An officer
involved in developing the new army doctrine summarizes the think-
ing behind it: “We have to understand and take account of all actors.
The populationis critical to the outcome. There is no definitive vic-
tory and no clear end point such as a [formal] surrender. World
opinion will determine if we won” (interview with UK army officer,
London, June 27,2016). Inaddition to Britain’s own experiences, he
offered the example of Israel’s struggle with world opinion over its
recent conflict in Gaza. “Israel lost the battle of perception and there-
fore lost in Gaza,” he said.

The British doctrine also calls for greater synergies with nonmili-
tary forces. “Weneed to blur the edges of capabilities,” the officer said.
“If a state wants to use its tools, it makes sense to do it cooperatively
and with as few gaps as possible.” He cited the UK military’s recent
deployment under a civilian “two star” to Sierra Leone as part of the
international assistance to African countries suffering from the Ebola
epidemic as an example of the types of adaptation in command struc-
tures that he considers likely in the future.

British history is replete with examples of limited military opera-
tions thatinvolved little to no conventional combat, henoted, recalling
his own father’s deployment to Aden, Yemen. “Weused to call them
Military Operations Other Than War (MOOTW), and we applied

8 For complete remarks, see transcripts of the Chief of General Staff speeches on adapt-
ability and integrated action, delivered at theannual UK land warfare conferences in 2016
and 2015, are posted at theRoyal United Services Institute website. As of Janauary 18,2017
https:/ /rusi.org/landwarfare
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itin the Empire and post-colonial policing, and punitive actions, as
opposed to [the] Crimea expedition to conduct war with a peer against
another peer. Theselesser casesareactually mostof whatwehave done,
but after the Cold War we chose to maintain forces and doctrine to
deal with those occasional existential threats. Now we see thatwe have
arevisionist power, but the most demanding task is not necessarily
fighting another state but the irregulars mixed in with the civilians
in the Ukraine.” He cited another example from the end of World
War II, when 20,000 Greek Communists began marching toward
Athens to seize it before the government in exile returned. The UK
sent three infantry battalions to seize the high ground and key govern-
ment installations to preempt the Communist takeover. It built up the
Greek army and police, set up soup kitchens, senta Greek unit to Crete
to prevent it from committing atrocities in revenge, and flew British
trade unionists in to verify and publicize that the 18-month operation
did not constitute a repression of Greek citizens.

Third, the UK army has also embarked on a novel effort to retool
some of its organizational structure and personnel for nontraditional
missions. The locus of this activity is the 77th Brigade, a joint bri-
gade that General Carter created following his last tour in Afghan-
istan.”The transformational efforts of the UK army aim to remedy
deficitsithas discovered in 15years of confronting irregular threats, as
it fought in coalitions alongside the U.S. For example, Carter led Brit-
ish troops in Shi’a-dominated southern Iraq, where they encountered
Iranian-backed militias and complex political machinations. One of
his senior officers recalled how ill-equipped the coalition was to address
thistype of warfare. Hesaid, “In Basra, we knew [we] were fighting
the wrong enemy with the wrong tools —.556 ammo and tanks. The
Badr Brigade [the dominant Shi'a militia with deep Iranian ties] was
a veterans organization with a foreign policy, with political, economic
and security lines of operations. We knew this but did not know how
to address it. CPA [the Coalition Provisional Authority] wrote policy

9 The official website of the 77th Brigade is http:/ /www.army.mod.uk/structure/39492.
aspx.
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papers....In Afghanistan we encountered the same thing” (interview
with UK army officer, June 27,2016).

This officer views the current transformation ordered by Carteras
critical to confronting the current threats, and he emphasizes how pro-
found this change is for an organization that has been oriented largely
toconventional warfare since the cold war. “The infantryman is condi-
tioned to simplicity, toremove doubt, to act swiftly to killincombat.
This is entirely different from the gray areas in which we find ourselves,”
he noted. In his view, the work on unrestricted warfare published by
two Chinese colonels in 1999 constitutes the most insightful treatment
of the modern mode of warfare, which conceives of the world as the
battlespace in which close and deep fires are aimed at domestic and
distant audiences, with time being a critical element.

To address the needed gaps, Carter created the 77th Brigade,
whichisanovel formation that is deployed in support of other mili-
tary formations to assist them in conducting nontraditional warfare.
This model for transforming military operations is intended to pre-
serve conventional fighting competence but to add tailored capabilities
asneeded. The brigade includes a wide range of competencies that are
currently located in U.S. SOF as well as some unique skills imported
from the private sector and civil society. The brigade delivers both non-
lethal military specialties and nonmilitary specialties, which are task
organized into mission groups and smaller eight-person hybrid warfare
teams. The nonlethal military specialties include psychological opera-
tions/media operations, civil affairs, and security capacity building at
the ministerial or institutional (as opposed to tactical) level. The non-
military capabilities are specialists in political operations (i.e., under-
standing the politics of other countries), business, finance, informal
economy, organized crime, nongovernmental and international volun-
tary organizations, and proxy forces.

When Brigadier Alastair Aitken assumed command of the 77th
Brigadetwoyearsago, hefirstsetaboutdefining the personnel require-
ments for the new unit. Working with British Special Forces, he devel-
oped selection criteria based on lateral thinking, creativity, emotional
intelligence, and all types of communications skills, for both active-
duty and reserve recruitment. He built upon a British reserve model
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whereby senior business executives serve as top advisers to the military
in areas of engineering and logistics as a special reserve. He obtained
exemptionstoallow himtorecruitreservists withuniqueskillsand rec-
ognition in technology, creative arts, and the above specialties —and to
transform their terms of service. They may work remotely or part time,
and they may providereachback services to deployed troops. Similarly,
he has arranged to place troops in training fellowships at companies
or other organizations where they can gain discrete skills and build
social networks to aid the brigade. “We want people who think differ-
ently, whocantearideas apart, anideafactory,” anofficer at the 77th
Brigade explained. The Hybrid Warfare Center at Dennison Barracks
is designed as a brainstorming center for a core of the 500-strong joint
brigade, 40 percent of whose troops are reservists. The nascent effort is
now supporting UK and coalition forces in Iraq and Africa. While the
effectiveness of these innovations will require some time to determine,
and very likely some additional refinement, the experimentation and
organizational flexibility are useful models for emulation.

Recommendations for Military and SOF Support
to an Integrated Approach

The employment of all elements of national power to counter threats
short of war is, in the first instance, a description of effective statecraft.
For diplomacy to succeed, it must be backed by sufficient leverage,
which is the essence of political power, as Hans Morganthau defined
it. Political power emanates from the possession of sufficient military,
economic, and reputational clout to achieve ends without resorting to
force. Such power can be exercised through threats or incentives, and
most likely a combination of the two. In this view, military powerisa
supporting element in the effort to achieve objectives without going to
war. Many displays of military might and intent fall into the realm of
signaling through presence, posture, exercises, and other shows of force
that willinvolve either primarily conventional forces or a combination
of conventional and SOF.
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Special operations forces are particularly suited to a multitude of
rolesinthe political warfarerealm, dueto their diverse capabilities and
to their ability to operate at low levels of visibility in semipermissive
environments or behind enemy lines. The military, and primarily SOF,
canplay threeoverarchingrolesinrespondingtothechallengesshortof
war. First, in sensitive, semipermissive, or nonpermissive environments,
SOFaretrained to help gather and synthesize informationaboutambig-
uous and possibly threatening developments that might signal subver-
sion, coercion, or other attempts to destabilize critical regions, allies, or
friends. Given the clandestine and subtle nature of these threats, a great
premium for any effective response must be placed on early efforts to
detect and understand what may be happening. Second, civil affairs
and MISO can play a significant role in enhancing the resilience of tar-
geted societies. These two SOF capabilities are already in use in many
embassies to support diplomacy with hostnations by addressing socio-
economic conditions that generate conflict and meeting informational
needs. Insome cases, specificauthorities or permissions may beneeded
to address conflicts that do not involve terrorism. Third, SOF can help
preparefor,and support, national resistance to subversionand coercion;
SOF aid in these missions by working with host-nation security forces
as well as informal forces in countries where governance is weak, non-
existent, or malign. Some European states” defense strategies include
reliance on national and civil resistance to counter subversion or inva-
sion. Ideally the SOF capabilities should be available to support those
resistance efforts where the hostnation desires such support. In the case
ofthecurrentfightagainstISIL, the United States and coalition part-
ners are working with an array of informal forces in Syria and Iraq, as
they havealso donein Afghanistan, Somalia, Libya, and elsewhere.

This final section draws upon interviews and other research to syn-
thesize a number of implications and recommendations for the U.S.
military and SOFin particular that may be useful inimprovingstrategy,
planning, and execution across the government to successfully mitigate,
manage, or defeataggression short of conventional war. These military
capabilities are likely to be employed as part of a whole-of-government
strategy, given the nature of political warfare as characterized in this
study. The above sections indicate that the leading role may most often
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beplayed by civilianentities, other countries, and possibly entire coali-
tions. Thus, the U.S. military and SOF roles in particular will neces-
sarily need to nest closely with those other actors. It follows that many
of the implications and recommendations emphasize a greater degree of
collaboration with other governmental actors to understand the envi-
ronment and form a plan of action. Other implications emphasize the
military or SOF capabilities needed to address a diverse and increasing
array of challenges short of war. At the same time, some of the chal-
lenges may not require any military role whatsoever.

While many military activities in support of a largely civilian
response to nonconventional threats are not controversial, some areas
of SOF activity may give rise to controversy, as they may risk disrupt-
ing diplomatic relations or triggering an escalation of crises. And in
some areas the U.S. government has only rarely authorized SOF activ-
ity, such as in supporting resistance activities inside other countries.
Policymakers will necessarily weigh risks and benefits in arriving at
the most effective responses. In addition, developing and applying
measures of effectiveness for the range of special operations activities
willgive policymakers greater confidence of the results they canexpect
to achieve.

Recommendation 1: To improve whole-of-government synergy, U.S.
military commands, including deployed headquarters, should as a matter
of course include civilian departmental representatives in order to under-
stand, coordinate with, and support U.S. State Department and other
civilian program execution. The extension of civilian reach —as a formal
task —should be directed from national decision makers and written
into the formal mission statements and plans of military organization
asarequirement rather thanan ad hoc or exceptional occurrence. Most
effortswillbenefitfromacombined civilian-military effort,and organi-
zations should routinely be formed with a diverse set of personnel. Such
collaboration may need to be written into the instructions for military
task forces and commands. In cases where U.S. missions or consulates
are inadequate, the execution of civilian missions may require the use
of military platforms and organizations. The U.S. military has a large
number of platforms in the form of task forces, military commands,



310 Modern Political Warfare

and bases around the world. Thus, it may be that these platforms will
serve as the physical locus for coordination of what could be nonmili-
tary or civilian-led efforts.

Over the past decade advances have been made. Over 80 foreign
policy advisers and a similar number of USAID representatives are now
assigned routinely to major military commands, but operational head-
quarters and task forces donotalways include such personnel. A State
Department official stated that, in her experience, the special opera-
tions community has been in the forefront in recent years of forming
interagency task forces and welcoming civilian partners in efforts being
conducted in Africa, South Asia, the Middle East, and elsewhere. “It’'s
in SOF's DNA to take a civilian-military approach,” she said. “This
providesaway toreachacommondiagnosisand a military-diplomatic
approach to addressing it” (interview, April 12, 2016). But other enti-
ties have not always been so welcoming. Despite a plan approved for
State and DoD to tackle a failed state’s problems together, for example,
aregional task force was unwilling to host a State Department team.

Recommendation 2: The Defense Department, and special operations
forces in particular, should incentivize and improve selection and train-
ing for military advisers serving at State Department headquarters, U.S.
embassies, and other diplomatic posts in order to increase their effective-
ness. The U.S. military has for years assigned military advisers to the
State Department, and more recently special operations personnel have
beenassigned as well, to Special Operations Support Teams (SOSTs) in
Washington and to SOF Liaison Elements (SOFLEs) in embassies. The
quality of the military adviser and his or her preparation can be deter-
mining factors in whether a given effort achieves the needed level of
integration among the military and civilian entities. An astute adviser
will understand the culture and process of the State Department and
be proactive in helping his military colleagues navigate it successfully.
He or she will also lean forward to ensure that State is informed of and
invited to critical meetings convened by the military.

A particular problem concerns the placement of special oper-
ations personnel in embassies, where the normal tour for members of
the country team is two years or longer. The special operations com-
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munity, small and operationally oriented, is reluctant to assign advis-
ers forlonger thana year. The career path for upwardly mobile officers
creates distinct disincentives for a two-year tour, and the result is that
few star officers wish to serve in those positions. At a minimum, the
SOF leadership needs to understand and take account of the impact
this may have on the success of the SOF liaison within the country
team, and seek ways to mitigate the negative impact and increase the
liaison’s ability to offer value. USSOCOM has been willing to pay for
the cost of housing a SOFLE at missions, but the issue goes beyond
the financial burden on State’s much smaller budget. One interviewee
suggested that liaisons should all serve a minimum one-year tour, and
another suggested that the military services’ personnel models should
incentivize this vital function. High-quality senior officers nearing the
end of their careers who will make a final three-year commitment may
be the ideal candidates for these positions.

The final issue regarding military advisers involves the chain of
command: While a SOFLE continues to report to his or her military
command, he or she must treat the embassy chief of mission as his or
her boss as well. This deference to the chief of mission requires signifi-
cantdiplomaticskilland, inemergency circumstances, the intercession
of the higher command to ensure that any disagreements are amicably
resolved. The SOFLE must establish a constructive relationship with
the senior defense official at the mission. If theliaisonisnotseenasa
trusted member of the team, his or her utility will be limited.

Recommendation 3: The Defense Department, and special operations
forces, should offer military planners to the State Department as the latter
builds its own cadre of planners and increases coordination among regional
and functional bureaus, to enable State to play a lead role in responses to
politicalwarfare. While the State Department enhances its own plan-
ning capacity, the U.S. military could formally second its trained plan-
ners to each State Department regional bureau and the policy planning
bureau to provide a dedicated source of manpower to develop political-
military plans that would complement the military theater campaign
plansand, ideally, lay the foundation for those plans. These documents
couldserveas the forcing function forimplementing a DIME approach
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to threats short of conventional war. The documents could fill the gap
between the normal diplomatic goals articulated in the Integrated
Country Strategy and the military suite of plans that flow from the
National Military Strategy, the Guidance for the Employment of the
Force,and other military guidance. With the development of a set of
plans on a routine basis, the expression “whole-of-government” will
cease to be an aspirational phrase and will acquire a concrete form for
measuring progress, effects, and areas for adjustment.

Recommendation4: Military commanders should develop andmain-
tain collaborative relationships with their civilian counterparts through
reqular visits and frequent communications to develop common under-
standing of and approaches to political-military conflicts. The military
leadership should not rely solely on liaison and advisory personnel but,
in addition, seek regular visits and make regular calls to key person-
nel at the State Department and embassies. One diplomat suggested
that quarterly visits would be ideal to develop and maintain personal
relationships with key civilian officials; and weekly or biweekly calls, to
maintain communications on significant issues. This effort to resolve
differences and develop a combined approach will provide direction
to their subordinates and allow them to focus on detailed planning
and execution. Without agreement at the top of the respective State
and DoD structures, no coordinated U.S. government approach can be
achieved. This agreement should logically precede engagement with the
host country government to develop substantive plans and agreements.

Recommendation 5: DoD should routinely seek to incorporate State
Department knowledge and the current insights of the UL.S. country team
into military plans in order to develop effective responses to political-
military threats. The country team constitutes the most valuable source
of current authoritative knowledge that exists within the U.S. govern-
ment about a particular country. The U.S. country team members are
constantly in touch with a wide array of actors in its assigned country,
and one of its primary missions is to understand and report on sig-
nificant political, economic, cultural, and security developments. The
U.S. military, including SOF, can exploit this source of knowledge more
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actively in conducting assessments, formulating military plans, and col-
laborating on government-wide plans. The theater campaign plan, the
embassy’s integrated country strategy, and the regional bureaus’ plans
should notbe formulated inisolation from oneanother. U.S. military
plans are often framed in extremely broad language and do not take
into account critical information and holistic assessments of a coun-
try’s political dynamics. The development of threat scenarios and likely
coursesofactionwill be greatly improved by moreextensive input.

Recommendation 6: The special operations community should make
it a high priority to improve and implement fully resourced, innovative,
and collaborative information operations. Extensive research, training
and collaboration are required to improve the foundations and meth-
ods of this key discipline, as described in detail in Chapter Eight.
Military Information Support Teams (MISTs) and Civilian Military
Support Elements (CMSEs) are in high demand from many chiefs of
mission, but there remains substantial unease in the diplomatic corps
about perceptions of the “militarization of foreign policy” and the
potential for unintended disruption of delicate relations during infor-
mation operations in particular. U.S. diplomats are naturally wary
of being accused of interference in another country’s internal affairs,
as this can compromise their ability to function, sometimes severely.
In past years, unfortunate diplomatic incidents have occurred when
U.S. military personnel entered countries without embassy-granted
“country clearance” or while gathering information in sensitive areas. A
prolonged diplomatic crisis ensued when Pakistan detained a CIA con-
tractor after he shot individuals who had accosted him and stolen his
surveillance equipment. These risks always exist,and U.S. intelligence
and other activity should not cease simply because they may run afoul
in some way. Nonetheless, steps could be taken to address the unease
and achieve greater integration.

For example, an experiment could be conducted to form blended
civilian-military teams to carry out information operations. This would
represent a significant departure from U.S. SOF’s normal procedures,
but it mirrors similar steps taken in recent years to develop Cultural
Support Teams and to partner with Spirit of America volunteers. As
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the UK’s 77th Brigade is doing, perhaps an experiment to field blended
Community Service Officer (CSO), USAID, and CMSE teams would
bebeneficial. MISTsalready routinely work inembassies’ public diplo-
macy sections, but perhaps a further step could be to form standing
teams of State public diplomacy and MIST personnel.

If these models prove successful, the demand for MIST and Civil
Affairs personnel could grow in coming years, necessitating an expan-
sionof theirranks. Currently, thesesmalland heavily deployed unitsare
just returning to a normal operational tempo. Any surge requirements
would place them under strain again. They are perhaps the most valu-
able tactical contribution that SOF can make to whole-of-government
efforts to counter political warfare. CMSEs recently deployed ina coun-
try conducted critical assessments of Russian national youth popula-
tions, revealing a very important distinction between their attitudes’
toward the Westand their parentsmorehardlineattitudes. Suchinsights
can provide the basis for a nuanced and effective outreach program.

Finally, significant additional resources, education, and training
should be provided to create a new generation of psychological opera-
tions (PSYOP) talent. MIST or PSYOP capabilities used to be firmly
grounded in a tactical suite of radio broadcast and print leaflet opera-
tions. Today, those capabilities may still be necessary, butin addition, a
major investment is needed to ensure that MIST becomes as expert in
usingsocial media and other cutting-edge information technologies as
any entity in the U.S. government. These capability requirements span
analytic tools, collection mechanisms, and delivery models. The entire
U.S. military places a constant demand on the intelligence community
for a wide variety of assets, including all-source analysts. MISO relies
heavily on intelligence to conduct precision target audience analysis.
However, satisfying the MISO requirements are far down the priority
list when they should be at or near the top, if the information arena
is indeed the critical battlefield. Intelligence support to MISO may be
the most pressing requirement for developing a world-class military
information capability that can lend support to civilian and whole-of-
government organizations.
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Recommendation 7: Military commanders and the State Depart-
ment should identify critical information requirements for political war-
fare threats, and the intelligence community should increase collection and
analysis capabilities that are dedicated to detecting incipient subversion,
coercion, and other emerging threats short of conventional warfare. The
policymaking community hasawakened totheneed todeveloparange
of collection priorities of this type, as evidenced by the recent request
for intelligence reporting on Russian economic aid to European politi-
cal leaders, parties, and other entities (Foster, 2016). Tracing finan-
cial flows is a promising but difficult method to understand how and
where countries are seeking influence for political purposes. Additional
policy and legal issues must be navigated to determine legitimate tar-
gets of inquiry and permissible procedures for collecting information.
However, the mapping of open source information about the influence
networks of adversaries and potential adversaries is necessary to under-
stand how political power is being amassed and wielded. Determin-
ing when those networks are being used for subversive, coercive, or
aggressive purposes is necessary if sufficient warning is to be supplied to
policymakers. Attributing cyber attacks is another area requiring tech-
nical resources and enhanced policy focus. Finally, unmasking adversary
measures without compromising intelligence sources and methods poses
anadditional related challenge for policymakers when threats warrant
countermeasures.

Recommendation 8: DoD and State should support deployment of
special operations forces in priority areas deemed vulnerable to political
warfare threats as an early and persistent presence to provide assessments
and develop timely and viable options for countering measures short of
conventional war. Interviews with SOF have stressed this requirement
above all others: Their ability to assess conditions and formulate and
validate options for policymakers requires a presence on the ground
in emerging trouble spots. The initial step required by doctrine is an
assessment of the conflict and of the potential partners’ objectives,
needs, and capabilities. While intelligence collection and analysis can
be doneremotely toalarge degree, both the operationalassessmentand
the formulation of concepts of operation require SOF to conduct phys-
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ical inspections and face-to-face meetings. Otherwise, the U.S. gov-
ernment cannot expect the special operations community to provide
sound and detailed options in a timely fashion. While military com-
mandsand DoD1initiate the proposals for such deployments innonwar
zones, the U.S. chief of mission authorities grant country clearance for
U.S. personnel to enter countries. Thus, both State and DoD support
for this use of special operations forces is imperative.

A proactive stance may provide policymakers with more options,
and risk mitigation strategies can alleviate downsides. The interviewees
cited numerous cases in Eurasia, Syria, and Iraq where the options for
countering Russia, ISIL, and other potential adversaries could not be
developed in a timely manner because commanders were not willing
to authorize site visits or contacts with exiles or expatriates. In the case
of unconventional warfare or support to resistance, the interviewees
stated thata minimum of three to five yearsisneeded to conductan
assessmentand, if warranted and approved, to build the needed infra-
structure to support resistance. Policymakers must recognize that these
missionsarelikely to goawry if ordered up withoutsufficientlead time.
In addition, assessments should evaluate the likelihood that activities
willbeexposed in the ubiquitous global media environment. Proposals
should include measures tomitigate exposure of any authorized sensi-
tive, clandestine or covert activities. In some cases the effects of expo-
sure may outweigh the benefits of such operations.
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CHAPTER NINE

Conclusion

Emile Simpson ends his book War from the Ground Up by cautioning
against the blurring of lines between war and politics: “War is cur-
rently notcompartmentalized asitshould be. By increasingly merging
it with regular political activity, and investing in operational ideas a
policy-like quality, we are confronted with policy as an extension of
war; that used to be the other way around.” (Simpson, 2012, pp. 243-
44.) He is referring here to the Clausewitzian formulation that war is
an extension of politics (policy, as Simpson translates it).

Despite Simpson’s plea, it is likely today that the continuum is
blurrier than ever between peace and war, between political contests
thatareunarmed (but may involveanarray of other coercive measures)
and those that are armed. It may not be our choice to blur, but the real-
ityinwhichwelive. The choices of what tocall thingsarestill oursto
make, however. The naming of types of conflict should clarify rather
than confuse, and also represent the reality accurately.

It would not do to turn our back on “armed politics” as a phe-
nomenon, sinceitis being so widely practiced by state and nonstate
actors onall sides. As Simpson himself argues, “The use of armed force
withina traditional conception of war on the one hand, and outside
war, as’armed politics’ina direct extension of policy, on the other, is
an important distinction in the abstract. . . . The failure to distinguish
[between these two] carries with it a risk of liberal powers potentially
getting the worst of both parts: engagement in permanent conflicts in
whose operational prosecution they are unskilled” (Simpson, p. 11).

The United States and its allies donothave the luxury of choice
inmodes of warfare, as enemies will choose to fight in the ways most
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advantageous to them. Most often, they will, if they can, use a blend
that Frank Hoffman dubbed hybrid warfare (Hoffman, 2007). This
trend was first noted by Martin van Creveld in his work The Transfor-
mation of War (1991). On grounds that the attributes of conventional
warfare are well known, well studied, and codified, this monograph
has focused on the attributes of irregular warfare. The attributes iden-
tified through our case studies and listed in Chapter Seven serve as
a descriptive starting point, and subsequent chapters identify the key
elements of an effective response and the key changes the U.S. govern-
ment needs to make to implement that response.

This study further argues that developing nonlethal measures to
respond to these challenges, and more effectively orchestrating those
measures under the State Department’s oversight, is the most prudent
and cost-effective strategy for safeguarding the nation’sinterests while
avoiding unnecessary and often unproductive military interventions.
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APPENDIX A

Defining Political Warfare

Table A.1

Political Warfare’s Multiple Definitions

Author

Source

Definition

George
Kennan

Paul Smith

Angelo
Codevilla

“On the
Inauguration of
Organized Political
Warfare,” 1948,
paragraph 1

On Political War,
1989, p. 3

’

“Political Warfare,”
in Political Warfare
and Psychological
Operations:
Rethinking the US
Approach, 1989,
p.77

Political warfare is the logical application

of Clausewitz’s doctrine in time of peace. In
broadest definition, political warfare is the
employment of all the means at a nation’s
command, short of war, to achieve its national
objectives. Such operations are both overt
and covert. They range from such overt
actions as political alliances, economic mea-
sures (as ERP—the Marshall Plan), and “white
propaganda to such covert operations as
clandestine support of “friendly” foreign
elements, “black” psychological warfare

and even encouragement of underground
resistance in hostile states.

”

Political war is the use of political means

to compel an opponent to do one’s will,
political being understood to describe
purposeful intercourse between peoples
and governments affecting national

survival. Political war may be combined with
violence, economic pressure, subversion, and
diplomacy, but its chief aspect is the use of
words, images, and ideas, commonly known,
according to context, as propaganda and
psychological warfare.

Political warfare is the marshaling of human
support, or opposition, in order to achieve
victory in a war or in unbloody conflicts as
serious as war.
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Table A.1—Continued

Author

Source

Definition

Carnes Lord
and Frank
Barnett

Carnes Lord

United
States Army
Special
Operations
Command
2015

“Introduction,” in
Political Warfare
and Psychological
Operations:
Rethinking the US
Approach, 1989,
p. xi

“The Psychological
Dimension in
National Strategy,”
in Political Warfare
and Psychological
Operations:
Rethinking the US
Approach, 1989,
p.18

“SOF Support to
Political Warfare
White Paper,”

March 10, 2015,

p.2

Political warfare is a term that is less well
established in usage and doctrine, but one
that seems useful for describing a spectrum
of overt and covert activities designed to
support national political-military objectives.

Political warfare is a general category of
activities that includes political action,
coercive diplomacy, and covert political
warfare.

Political Warfare encompasses a spectrum
of activities associated with diplomatic
and economic engagement, Security
Sector Assistance (SSA), novel forms

of Unconventional Warfare (UW), and
Information and Influence Activities (l1A).




The United States today faces a number of actors who employ a wide range

of political, informational, military, and economic measures to influence, coerce,
intimidate, or undermine U.S. interests or those of friends and allies; many of
these measures are often collectively referred to as “political warfare.” This
report analyzes political warfare as it is practiced today by both state and
nonstate actors, and provides detailed recommendations regarding the most
effective ways that the U.S. government, along with its allies and partners, can
respond to or engage in this type of conflict to achieve U.S. ends and protect
U.S. interests.

The authors examine historical antecedents of political warfare and current-
day practices through in-depth case studies of Russia, Iran, and the Islamic State.
They use these cases to derive common attributes of modern political warfare.
The authors then identify effective means for responding to these challenges.
Drawing on documentary and field research as well as extensive semistructured
interviews with practitioners in the U.S. government and elsewhere, they
determine gaps in practices and capabilities for addressing political warfare
threats. The report concludes with recommendations for countering political
warfare by creating a more effective, coordinated, and cost-sensitive approach
to effective statecraft, including specific measures for the U.S. State Department
and the U.S. military, particularly the special operations community.
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