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ABSTRACT

Situational awareness is essential for first responders to critical incidents. Failure
to achieve effective awareness of an event can impede decision making and result in
drastic consequences. Limitations on the agility and interoperability of proprietary
technology and current communications devices prevent effective situational awareness
from being achieved and shared. Off-the-shelf mobile applications provide a unique
opportunity for this objective to be accomplished. The universal acceptance of mobile
technology and free or low-cost mobile applications can be used to enhance situational
awareness during critical incidents and even enable sharing ad hoc at the event. While the
adoption of this technology presents many cost-effective opportunities to its users, it also
presents many challenges related to its adoption. Agencies must be made aware of the
logistical, cultural, and policy challenges related to off-the-shelf mobile application
adoption and address these issues early in order to effectively employ these technologies

during critical incidents.
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EXECUTIVE SUMMARY

Mobile technology and software applications are assuming an increasing role in
homeland security operations. First responders are using these technologies more
frequently to collaborate with each other and alert the public during critical incidents.*
Agencies that are able to procure proprietary mobile technologies have used these
systems to improve operations, but these systems typically do not enable collaboration
with outside agencies. Further, 62 percent of public service agencies report they cannot
afford proprietary mobile solutions.”? Marc Goodman of the Future Policing Institute
suggests that to combat terrorism, advanced technologies cannot be available to only a
select few.? Fortunately, off-the-shelf mobile application technologies offer a variety of
alternative solutions and, in some cases, are free. This thesis examines the viable
alternative offered by off-the-shelf mobile applications for enhancing situational

awareness for collaborative homeland security operations.

Off-the-shelf mobile technology and applications are developed daily to meet the
personal and professional needs of mobile-device users. A recent survey indicates that
68 percent of American adults possess smartphones, and more than 77 percent have
downloaded applications to their devices.* Off-the-shelf mobile applications were used
by local law enforcement to resolve communication issues during a recent terrorist attack
in Belgium. After suicide bombings at the country’s train station and airport, mobile and
terrestrial radio networks began to fail.” The Belgian officers were using the mobile

L' M. Jae Moon, “From Egovernment to Mgovernment,” IBM Center for the Business of Government,
November 2004, http://www.uquebec.ca/observgo/fichiers/28540 mgovernment.pdf.

2 Governing, Mobile Strategy Survey: Where Are You on the Roadmap from Apps to Enterprise
Management? Washington, DC: e.Republic, 2013.
https://www.business.att.com/content/whitepaper/Creating-a-Mobility-Strategy-Survey-Results.pdf.

¥ Marc Goodman, “How Technology Makes us Vulnerable,” CNN, July 29, 2012,
http://www.cnn.com/2012/07/29/opinion/goodman-ted-crime/index.html.

# Kenneth Holmstead and Michelle Atkinson, “The Majority of Smartphone Users Download Apps,”
Pew Research Center, November 10, 2015, http://www.pewinternet.org/2015/11/10/the-majority-of-
smartphone-owners-download-apps/.

® “Brussels Police Were Forced to Use WhatsApp during Attack,” BNO News, March 26, 20186,
http://bnonews.com/news/index.php/news/id3969.
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application WhatsApp, through local WiFi hotspots, to share information. While much
has been written regarding social media as a tool to communicate with the public during
critical incidents, this example identifies that mobile applications can be used by public
safety professionals to communicate securely.’

Implementation and sustainment challenges may develop for agencies that
attempt to adopt such technologies. Policy gaps exist in information security and
retention through off-the-shelf mobile applications that are cloud hosted. Applications
such as Slack’s free version only retain the last 10,000 messages. Data retention
requirements of agencies will need to be considered for homeland security agencies that
adopt these platforms. Additionally, there is always the potential that a homeland security
practitioner will use the application for personal functions, commingling personal and

duty-related information.

Currently, there is limited policy uniformity for the procurement and use of off-
the-shelf mobile applications by homeland security agencies. There are several draft
policies being developed for the federal government, but state and local governments do
not have uniform regulations or guidance to safely take advantage of these emerging
technologies. The homeland security community would benefit from a thorough
examination of off-the-shelf mobile technologies for situational awareness needs. This
research presents an analysis of the technology adoption concerns for federal, state, local,
and tribal agencies that seek to use these mobile solutions. An examination of how these
systems will integrate into homeland security operations is also conducted. The research
provides an academic review of technology adoption theories as well as case studies
showing how similar mobile technology platforms were integrated.

Any agency seeking to use off-the-shelf mobile applications for situational
awareness should consider these recommendations. There are numerous benefits to
adopting these technologies to increase the interoperability and coordination between the

various disciplines of homeland security. The costs of not adopting mobile applications

6 “Apps, The Basics,” IACP Center for Social Media, accessed November 30, 2016,
http://www.iacpsocialmedia.org/Technologies/Parent/Platform.aspx?termid=155&depth=3.
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for situational awareness are diminished inter-agency coordination and compromises in
first responder safety. This thesis offers the pros and cons of off-the-shelf mobile
applications to inform the reader. A hypothetical scenario is offered to present the
potential of off-the-shelf mobile applications for homeland security situational awareness
needs. The recommendations provided are consistent with federal guidelines for
application security and identify how homeland security can embrace these technologies

for current and future needs.
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l. INTRODUCTION

To examine the potential of off-the-shelf mobile applications on the homeland
security enterprise, this thesis addresses the following question: How can homeland
security agencies adopt off-the-shelf mobile applications to support situational awareness

needs?

A. PROBLEM STATEMENT

Mobile technology and software applications are assuming an increasing role in
homeland security operations. First responders are using these technologies more
frequently to collaborate with each other and alert the public during critical incidents.1
Mobile devices and software have been used to improve situational awareness and
collaboration of response efforts at events dating back to Hurricane Katrina in 2005.2
Unfortunately, this is more the exception than the norm. Agencies that are able to procure
proprietary mobile technologies have used these systems to improve operations, but
typically do not enable collaboration with outside agencies. Further, 62 percent of public
service agencies report they cannot afford proprietary mobile solutions.3 This thesis
examines the viable alternative offered by off-the-shelf mobile technology for enhancing

situational awareness for collaborative homeland security operations.

The public perception that homeland security agencies possess the technologies
shown on television is largely false. In fact, many public safety agencies have trouble

procuring and implementing technologies due to fiscal, cultural, or regulatory

1 M. Jae Moon, “From Egovernment to Mgovernment,” IBM Center for the Business of Government,
November 2004, http://www.uquebec.ca/observgo/fichiers/28540_mgovernment.pdf.

2 Shelly Farnham, E. Pedersen, and Robert Kirkpatrick, “Observation of Katrina/Rita Groove
Deployment: Addressing Social and Communication Challenges of Ephemeral Groups,” Proceedings of the
3rd International ISCRAM Conference (2006), 41.

3 Governing, Mobile Strategy Survey: Where Are You on the Roadmap from Apps to Enterprise
Management? (Washington, DC: e.Republic, 2013), https://www.business.att.com/content/whitepaper/
Creating-a-Mobility-Strategy-Survey-Results.pdf.



constraints.4 This is unfortunate because research has shown public safety agencies that
utilize technological support for enterprise operations are more successful in combating
crime.> However, most agencies do not have the funding to support such measures. Marc
Goodman of the Future Policing Institute suggests that to combat terrorism, advanced
technologies cannot be available to only a select few.6 Fortunately, off-the-shelf
technologies offer a variety of alternative solutions and, in some cases, can be free.

Mobile technology and software applications are rapidly integrating into the daily
lives of U.S. citizens. Mobile computing use has recently surpassed desktop computing,
with over two billion users worldwide.” The public demand for agile mobile networks
and applications has driven the industry to meet consumer demands for portable
solutions. Smartphones have replaced daily-use items ranging from cameras to credit
cards. Evolving applications for this technology also diminish the need for personal
identification cards, television remote controls, and keys to residences and automobiles.8
As this technology has proliferated, the corporate world has taken notice. Mobile
technology developers have offered many enterprise solutions to meet the demands of the

employee on the move.

The rapid growth of mobile technology, omnipresent Internet accessibility, and an
increasingly technologically aware generation have encouraged the private sector to
adopt mobile solutions. These agencies are relying more on mobile devices and networks
to support critical business operations than on employees typing away at desktop
computers in office buildings. Research indicates that 76 percent of private sector

organizations feel that mobile devices and/or applications have enhanced the speed of

4 Community Oriented Policy Services, “The Impact of the Economic Downturn on American Police
Agencies,” Department of Justice, accessed May 20, 2016,
http://www.cops.usdoj.gov/Default.asp?ltem=2602.

5 Ger Daly, “Embracing the Police Force of the Future,” CNN, September 19, 2013,
http://www.cnn.com/2013/09/18/tech/innovation/police-future-technology/.

6 Marc Goodman, “How Technology Makes us Vulnerable,” CNN, July 29, 2012,
http://www.cnn.com/2012/07/29/opinion/goodman-ted-crime/index.html.

7 Dave Chaffey, “Mobile Marketing Statistics Compilation,” Smart Insights, accessed March 25, 2016,
http://www.smartinsights.com/mobile-marketing/mobile-marketing-analytics/mobile-marketing-statistics/.

8 Jon Evans, “When Will Your Phone Replace Your Keys and Wallet?” Tech Crunch, December 27,
2014, http://techcrunch.com/2014/12/27/when-will-your-phone-replace-your-keys-and-wallet/.
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decision making and employee responsiveness.® Mobile technology and applications may
also replace the traditional tools that enhance decision making for the homeland security
enterprise. The chart in Figure 1 shows further benefits increased use of mobile
technology can bring to the workplace.

“What benefits, if any, has your business unitor organization experienced asa
result of deploying mobility solutions around smartphones and/ortablets
(e.g., mobile devices and/or mobile applications)?"”

(Selectall that apply)

Increased employee responsiveness and decision-making speed 76%
Faster internal issue resolution
Increased worker productivity
Faster customerissue resolution
Improved customer satisfaction
Reduced fuel, gas, or fleet maintenance costs
Reduced sales cycle time
Increased sales revenues
Competitive differentiation

It's too soon to tell

Improved brand perception

Reduced inventory costs

Base: 70 senior-level decision-makers at enterprises in US, Canada, UK, and Germany with between 100 and 1,500 employees
Source: A commissioned study conducted by Forrester Consulting on behalf of Cisco Systems, February 2012

Figure 1. Key Mobility Benefits10

The continued evolution of smartphone technology could lead to a large-scale
technological transition for homeland security operations. Conventional terrestrial radio
systems, in which the government has made substantial investments, do not meet the
situational awareness needs of the public safety community. In 2016, for example, more
than 400 New Jersey State Police officers were providing security for a high-risk event at

MetLife stadium in East Rutherford, New Jersey. During the event, a stabbing took place

9 Forrester Research, “The Expanding Role of Mobility in the Workplace,” Cisco, February 2012, 7,
https://www.cisco.com/c/dam/en_us/solutions/trends/unified_workspace/docs/Expanding_Role_of Mobilit
y_in_the_Workplace.pdf.

10 source: Ibid., 7.
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in the parking area, and the suspect fled the scene. A quick-thinking trooper responded to
the scene and used his personal smartphone to obtain a photo of the suspect from a
witness. The image was transmitted via the trooper’s mobile Short Message Service
(SMS) system to his five squad-mates, but not to the 400 other troopers or security
workers working the event. Fortunately, due to the use of the smartphone’s messaging
system, the suspect was apprehended prior to leaving via mass transit.11 This event draws
attention to the situational awareness and technological needs of public safety personnel.
Had the troopers collectively employed an existing crowdsourcing tool such as
WhatsApp, the information would have been transmitted to hundreds of first responders

at the event, fully encrypted, at no cost.

The New York City Police Department (NYPD) implemented its Mobility
Initiative in 2014 to meet the situational awareness and technological needs of the largest
police department in the United States. Through the program, the agency issued more
than 36,000 smartphones and tablets to members of the department. The devices allow
personnel to track events and communicate via the city’s proprietary Domain Awareness
System (DAS). According to Michael Bloomberg’s office, DAS, a collaboration between
Microsoft and the NYPD, “aggregates and analyzes existing public safety data in real
time to provide a comprehensive view of potential threats and criminal activity.”12 The
system was originally designed to provide the department’s command center with real-
time situational awareness. It has evolved into an interactive network of situational
awareness between the edge user, or “cop on the beat,” central command, and the
network of devices integrated into the environment. The Mobility Initiative and DAS in
New York City serve as an excellent case study to examine the application of proprietary
mobile technology. However, most agencies do not have a budget like the NYPD’s to
develop such programs. Further, there is a lack of interoperability between the NYPD’s

proprietary technology with other first responders such as the Fire Department of New

11 Information provided is based on the author’s personal experience at the event.

12 City of New York, “Press Release from the Office of Mayor Bloomberg” (PR-291-12), August 8,
2012, http://mww.nyc.gov/portal/site/nycgov/menuitem.c0935b9a57bb4ef3daf2f1c701c789a0/
index.jsp?pagelD=mayor_press_release&catiD=1194&doc_name=http%3A%2F%2Fwww.nyc.gov%2Fht
ml%2Fom%2Fhtml%2F2012b%2Fpr291-12.html&cc=unused1978&rc=1194&ndi=1.
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York City (FDNY) or law enforcement partners. Therefore, further examination of off-

the-shelf technology options that can be used by all first responders is warranted.

Off-the-shelf mobile technology and applications are developed daily to meet the
personal and professional needs of mobile-device users. A recent survey indicates that 68
percent of American adults possess smartphones, and more than 77 percent have
downloaded applications to their devices.13 Most downloaded mobile applications are for
personal use; however, there is a growing trend of users adopting mobile enterprise
applications.14 These advantages include cross-platform utility, low upfront cost, and
improved customer service.1> The “open-ended” nature of these programs allows the
applications to be updated and supported by the developers, as needed, to secure
vulnerabilities.16 Reputable mobile application developers are constantly evaluating and

updating their products to ensure they meet consumer expectations and security needs. 1’

There are many emerging federal government programs that are embracing a
large-scale migration to mobile technology platforms for the homeland security
enterprise. FirstNet is a cellular infrastructure program that will prioritize service to
mobile devices of homeland security practitioners. The goal of this program is to ensure
that first responder technology works at the most critical times.18 San Jose Police Chief
Chris Moore touts the importance of this program to homeland security:

The network will be integral to how policing is done in this country over

the next 40-50 years. It’s pretty clear that resources for local and state law
enforcement have diminished. It’s imperative that police become more

13 Kenneth Holmstead and Michelle Atkinson, “The Majority of Smartphone Users Download Apps,”
Pew Research Center, November 10, 2015, http://www.pewinternet.org/2015/11/10/the-majority-of-
smartphone-owners-download-apps/.

14 sanjeev Narayan Bal, “Mobile Web—Enterprise Application Advantages,” International Journal of
Computer Science and Mobile Computing 2, no. 2 (February 2013): 36, http://www.academia.edu/
2580454/Mobile_Weh_Enterprise_Application_Advantages.

15 1bid., 40.

16 Jeffrey Voas et al., Technical Considerations for Vetting 3rd Party Mobile Applications (Draft)
(NIST SP 800-163) (Washington, DC: U.S. Department of Commerce, August 2014), 5,
http://csrc.nist.gov/publications/drafts/800-163/sp800_163_draft.pdf.

17 Ken Yarmosh, “How Often You Should Update Your Apps,” Savvyapp, January 12, 2016,
http://savvyapps.com/blog/how-often-should-you-update-your-app.

18 «FirstNet RFP,” accessed March 25, 2016, http://www.firstnet.gov.
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efficient, and technology will allow this. We have to find ways to leverage
this network to help us solve crimes more quickly and efficiently. With
this broadband capability, we will be able to securely and reliably use
applications that we can’t even anticipate yet.19

Next Generation 9-1-1 (NG911) is another emerging program designed to meet the future
demands of homeland security. NG911 will have the ability to support the dispatch needs
of the increasingly mobile-dependent citizenry.20 This system will allow text messages,
photographs, and videos to be imported to operational dispatch centers and exported to
first responder mobile device applications while they are in the field.21 While proprietary
mobile applications have not been identified for first responder mobile devices yet, off-
the-shelf mobile applications may be a cost-effective tool to facilitate the situational

awareness needs of first responders and dispatch centers.

Off-the-shelf mobile applications were used by local law enforcement to resolve
communication issues during a recent terrorist attack in Belgium. After suicide bombings
at the country’s train station and airport, mobile and terrestrial radio networks began to
fail. One officer deployed to the event attested, “It was a helpless situation. Orders were
not received and no one knew what was being done. The mobile network was down too.
Fortunately, WhatsApp was still working. Without the app we wouldn’t have been able to
communicate at all.”22 The Belgian officers were using the mobile application through
local Wi-Fi hotspots to share information. While much has been written regarding social
media as a tool to communicate with the public during critical incidents, this example
identifies that mobile applications can be used by public safety professionals to

communicate securely.?

19 1pid.

20 “Next Generation 911 (NG911),” 911.gov, accessed March 25, 2016, http://www.911.gov/911-
issues/standards.html.

21 Federal Communications Commission (FCC), A Next Generation 9-1-1 Cost Study: A Basis for
Public Funding Essential to Bringing a Nationwide Next Generation 911 Network to America’s
Communications Users and First Responders (Washington, DC: FCC, September 2011),
https://apps.fcc.gov/edocs_public/attachmatch/DOC-309744A1.pdf.

22 «Bryssels Police Were Forced to Use WhatsApp during Attack,” BNO News, March 26, 2016,
http://bnonews.com/news/index.php/news/id3969.

23 «“Apps, The Basics,” IACP Center for Social Media, accessed November 30, 20186,
http://www.iacpsoc