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Annual Report:  Medical Device Plug-and-Play Interoperability 
Standards and Technology Leadership  

Award Number W81XWH-09-1-0705 
Principal Investigator:  Julian M. Goldman, MD 

Period of Performance:  21 September 2016 – 20 September 2017 

Introduction 

A May 2004 symposium jointly sponsored by TATRC and CIMIT kicked off what became the 
Medical Device “Plug-and-Play” (MD PnP) interoperability program. Initially focused on creating 
a standardization framework for interoperability of medical devices in the Operating Room of the 
Future (ORF), the program collected clinical requirements from anesthesiologists, surgeons, 
and clinical engineers, and began to define an agenda for standards development. Within a 
year, we acknowledged that the need for interoperability encompasses the full continuum of 
healthcare environments (not limited to the OR), and we developed a strategy to accelerate the 
development of interoperability technologies, as well as standards. This strategy addressed the 
need for a “sandbox” laboratory environment to facilitate the testing of devices and technologies 
with proposed standards; development of a “plug-and-play” system architecture; collaboration 
with regulatory agencies; leveraging standards and technology to address vendors’ liability and 
regulatory concerns; and assuring the clinical relevance of all proposed interoperability 
solutions. 

CDMRP support, through a prior BAA and conference grants, has enabled the MD PnP 
interoperability program to develop key capabilities, to identify, access, and share numerous 
available resources, and to build collaborations to achieve MD PnP-identified objectives. 
CDMRP’s support has enabled us to attract additional program funding from Partners 
Information Systems, CIMIT, NSF, NIST, and NIH. We have created a multi-million-dollar 
medical device interoperability laboratory in Cambridge, MA as a vendor-neutral, 
interdisciplinary shared resource. We have developed clinical use cases demonstrating the 
capability of medical device interoperability to improve patient safety, and have exhibited these 
demonstrations at national meetings and held demonstrations for international audiences in our 
MD PnP Lab. In 2007, we held our first international conference on “Improving Patient Safety 
through Medical Device Interoperability and High Confidence Software”, jointly sponsored by 
TATRC and NSF. 

Significantly, core program support from CDMRP enabled us to lead the writing of the first 
medical device integration system safety standard – the Integrated Clinical Environment (ICE) 
standard, ASTM F2761—Part 1, which includes functional (or logical) architecture and risk 
mitigation strategies for networked, patient-centric interoperable medical devices. In addition, 
we led a successful collaborative effort involving four major healthcare delivery organizations to 
develop and adopt sharable interoperability contracting language for use in the procurement of 
medical devices and related equipment. We facilitated the endorsement of medical device 
interoperability for improving patient safety by fourteen medical societies (including the 
American Medical Association). We additionally worked with three companies on DoD SBIR 
projects to develop a first-responder ICE Supervisor. CDMRP BAA support has been 
instrumental in providing “program glue” to effectively leverage these highly interdependent and 
synergistic activities to realize program objectives.  

With the FDA and Continua Health Alliance, MD PnP through CIMIT planned and co-sponsored 
a three-day workshop on Medical Device Interoperability in January 2010. The workshop was 
attended by over 200 participants from industry, health care, and federal agencies. There has 
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since been a follow-on working group, which meets regularly under MD PnP leadership, to 
address safety and regulatory concerns for integrated medical device systems. The FDA 
organized another meeting on device interoperability with AAMI in 2011, and, in 2012-2013, the 
FDA initiated a Medical Device Interoperability Coordinating Council to bring together various 
groups working on different aspects of interoperability. MD PnP played a leadership role in 
these activities. 

Body of Report 

The MD PnP Program has become a recognized leader in demonstrating clinically derived 
technical solutions for improving patient safety and healthcare efficiency through medical device 
interoperability. Interoperability will enable the creation of complete electronic health records 
and will introduce advanced capabilities, such as clinical error resistance, into networked 
medical device systems. We are producing a standardization framework consisting of a 
functional architecture and requirements for implementing standards in a manner that will 
support safe interoperability for effective clinical deployment. This requires critical evaluation (or 
“gap analysis”) of potentially suitable candidate standards, as well as the modification of existing 
standards and the development of new standards for implementation in the MD PnP 
“standardization framework.” By leveraging available standards, we expect to accelerate the MD 
PnP standards framework development so that useful candidate standards can be vetted and 
demonstrated. This includes partnering with industry and the FDA to define interoperability-
related hazards and mitigation thereof to help inform regulatory science for networked medical 
device systems. This has also involved developing the MD PnP Laboratory as a “sandbox” 
populated with medical devices and test equipment to serve as a vendor-neutral environment to 
evaluate proposed standards and technologies. Building on our accomplishments to date, we 
have sought to leverage areas of traction around five key themes identified for this work: 

 Standards Development

 Clinical and Engineering Requirements for Safe Medical Device Interoperability

 Interoperability and Security Requirements for Medical Device Procurement

 Regulatory Science for Safe Medical Device Interoperability

 Management of External Collaborations

Since the program’s inception, more than 1000 clinical and engineering experts, as well as 
representatives of more than 140 industrial and academic institutions, have participated in our 
plenary workshops / conferences, working group meetings, lab demonstrations, and focus 
groups to contribute to ongoing program activities that helped shape the common goals.  

Option-Year 3 activities under this award have built upon all of our MD PnP program work to 
date and reflect our vision of progressing medical device interoperability standards, whether 
specifically ICE-related or more generally applicable, and continuing to develop and make 
available the clinical requirements for safe medical device interoperability,  helping healthcare 
delivery organizations in general and the DoD in particular with strategies for the procurement of 
interoperable medical devices, working with the FDA to develop the regulatory science related 
to integrated medical device systems, and continuing to build the community of interest that will 
lead to widespread availability and adoption of medical device interoperability for the 
improvement of patient safety and clinical care. Our work has reached a level of federal interest, 
national and international recognition, and resource development that underscores our ability to 
provide strong clinically based leadership in all of these areas. 

Aims 2, 5, 7, 8, 10, 11, and 12 were completed for purposes of this award during Option-Year 2. 
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For Option-Year 3 of this grant, the following set of aims – recast as Tasks – was agreed on 
with our sponsor as our area of focus: 

Standards Development 

 Task 1: Lead transition of ASTM F2761 “ICE” standard to management by a new
standards development organization (SDO):

Participate in 7-12 days of ASTM International and AAMI SDO committee meetings and
liaise with senior SDO officers to lead an effective transition of the ICE standards
portfolio (ASTM F2761 and future parts) from ASTM to AAMI. Assuring the availability
and further development of the ICE standard is important to enable safe standards-
based medical device integration for clinical care and equipment management
applications of broad importance to the DoD.

Deliverable: Report on the success of the transition

 Task 2: Initiate consensus standard for Data Logger (black box recorder) for devices in
Integrated Clinical Environments (ICE):

Develop, draft, submit, and present to a standards development organization a formal
“new work item proposal” document to initiate a new consensus standard for medical
device data logging in an integrated clinical environment (ICE Data Logger). Base the
proposed standard on the analysis of clinical and system requirements and foundational
medical device informatics research performed in our MGH / MD PnP Lab in
coordination with NIST and the FDA pre-submission initiative. Identify additional
engineering requirements via 2-3 meetings and weekly teleconference calls with the
AAMI/UL JC2800 standardization committee, and liaison with the AAMI Interoperability
Working Group and Medical Device Interoperability Safety Working Group. Data logging
is an essential capability to enable continuous quality improvement in integrated clinical
environments.

Deliverable: Submission of New Work Item Proposal (NWIP)

Interoperability and Patient Safety 

 Task 3: Submit for peer-reviewed publication an article on the relationship between
medical device interoperability and patient safety:

Include in this paper the potential national impact of reducing preventable medical errors
by improving the ability of medical device-health IT systems to reduce preventable
adverse events. Analyze published literature, leverage MGH / MD PnP research
experience and subject matter experts (SME) community observations as inputs to
article.

Deliverable: Submission of article

 Task 4: Expanded Release of the Clinical Scenario Repository (CSR):

The CSR web-based research repository of observations regarding how medical device-
HIT integration barriers are impeding the implementation of patient-safety solutions was 
developed under W81XWH-12-C-0154 and has undergone pilot testing by physician-
experts. We will expand the CSR user community to nurse informaticists, clinical 
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engineers, and DoD clinicians. This will enable further research to refine the research 
tool’s ability to inform opportunities to improve patient safety, and analysis of the 
effectiveness of the CSR to derive medical device interface and broader device-health IT 
system requirements. The findings of this research can inform MHS medical equipment 
procurement guidelines in support of improving healthcare delivery. 

Deliverable: Enhanced CSR website and report on ability of CSR to generate 
requirements for improvements to healthcare delivery and medical device procurement 

All aims and tasks have been completed for purposes of this grant. 

Research Accomplishments 

Standards Development, Task 1:  Lead transition of ASTM F2761 “ICE” standard to 
management by a new standards development organization (SDO) 

The MD PnP program has continued to play a leadership role in work with various standards 
development groups, especially the AAMI Interoperability Working Group and the AAMI/UL 
JC2800 standards for certification of safe medical device interoperability. This Option-Year has 
enabled significant changes to the trajectory of standards and technologies to leverage 
interoperability in support of patient safety and innovation, and this input is not limited to the 
above committees. Several other standards are building on “ICE” (including medical device 
cybersecurity standards), and will inform changes to future revisions to ICE and the ICE Data 
Logger standard. (AAMI/UL JC2800 will require data logging based on requirements in the ICE 
Data Logger standard.) 

Background regarding the need to transition the SDO for the “ICE” standard – ASTM F2761: 
Standard ASTM F2761 describes a logical or functional architecture for platform-based medical 
device interoperability to enable the use of “apps” and devices to support innovation in clinical 
care, research, operations, and biomedical device management, and enhance the security of 
the clinical environment. ASTM F2761 was developed by ASTM Committee F29, based on 
three years of research performed by the MD PnP program and collaborators, supported by 

CDMRP. It was the first medical device platform architecture standard and was developed with 

(FDA) regulatory conformance as a goal. ASTM decided to sunset committee F29, which 
initiated shepherding the F29 standards portfolio to a new Standards Development Organization 
(SDO). The F29 portfolio consisted of anesthetic and respiratory equipment (ventilators, 
anesthesia machines, fluid warmers, etc.) These more traditional device standards in the 
portfolio were likely to move en masse to a new committee in a new SDO, but ICE required 
careful consideration of a new “home” to ensure its continued development and effective 
connection to an emerging portfolio of interdependent standards. 

The desired goal of this project was to successfully identify a new standards organization and 
committee which could adopt and further develop ASTM F2761 “ICE” and any future Parts. 
Through a series of meetings with the AAMI Senior VP of Standards and the ASTM F29 
Executive Committee, we developed a consensus plan. All ASTM F29 standards were 
transferred to AAMI A/R (Anesthesia and Respiratory equipment), with the exception of the ICE 
family of standards, which was assigned to the newly formed AAMI Interoperability Working 
Group (IOWG); both committees are co-chaired by Dr. Goldman. The IOWG offers the benefit of 
much broader stakeholder participation than the A/R committee, and the placement of ICE there 
has enabled a number of complimentary standards to be initiated by the experts who constitute 
the IOWG. As part of the ICE-standards transition plan, Dr. Goldman was appointed to the 
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AAMI Committee on Standards Strategy (CSS) to provide continued input and direction on the 
alignment of medical device equipment, interoperability, cybersecurity, and HIT standards. 

An IP agreement was reached between ASTM and AAMI to enable future revisions of the ASTM 
F2761-09(13) ICE standard Part I to be published by AAMI. Future Parts of the ICE standard 
may be developed within the AAMI Interoperability Working Group (IOWG). The list of proposed 
parts (subject to change) is currently: 

 Part 1: ICE architecture – foundational standard. Published 2009 and 2013, based on
research funded by base year of this award

 Part 2: Requirements for network control and equipment interface

 Part 3: Requirements for device models

 Part 4: Requirements for supervision

 Part 5: Requirements for safe and reliable integration

 Part 6: Requirements for Data Logging (initiated under this award – see Task 2 below)

This task is complete. 

We have continued to meet with a broad range of experts and stakeholders to share our 
research learnings and identify content and requirements for standards and technology. In May 
2016 we were approached by the VA and asked to participate in the medical device 
cybersecurity initiative that was formed under a VA-UL CRADA. During this past year, we have 
been providing the VA CRADA team with subject matter expertise related to medical device 
interoperability and system safety as they relate to cybersecurity. In April 2017 we hosted an all-
day meeting of the VA medical device cybersecurity CRADA team and members of the DoD/VA 
IPO team in our MD PnP Lab to meet our subject matter experts and see lab demonstrations. 

Standards Development, Task 2:  Initiate consensus standard for Data Logger (black box 
recorder) for devices in Integrated Clinical Environments (ICE) 

Background on ICE Forensic Data Logging: 
Data Logging of mixed-vendor (heterogeneous) interoperable medical devices – which is 
medical network “system-level data logging” – is essential to achieve market success by 
addressing liability concerns and supporting continuous quality improvement of the system of 
devices. Data logging also drives standardization of interfaces to enable data logger 
connectivity. One of the key benefits of the ICE standard (F2761) is the provision of a systems 
architecture to enable complete, time-synchronized data logging. The “ICE Data Logger” is 
primarily intended for logging to support forensic analysis. F2761 includes an ICE Data Logger 
in the logical architecture, which served as a placeholder for a future Data Logger standard. 

The goal of this task was to work with the AAMI Interoperability Working Group (IOWG) to 
develop and submit for approval to the AAMI Standards Board, a New Work Item Proposal 
(NWIP) to initiate a consensus standard for an ICE Forensic Data Logger. AAMI procedure (and 
good standards-development practice) requires substantial evidence of progress toward a 
standard prior to submission of the NWIP. We had written a 36-page proposed draft ICE Data 
Logger standard as part of DoD Award #12277012, and further work on the standard was 
moved to this award in 2016. With some further work under this award, we had a substantive 
draft for launching the NWIP submission process. 

In a series of AAMI IOWG meetings (chaired by Dr. Goldman), the IOWG refined the ICE Data 
Logger draft standard to meet committee consensus approval. An ICE Data Logger NWIP was 
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prepared and submitted to IOWG committee ballot, using the draft data logger standard as 
foundational supporting content.  
 
Following further document revisions, facilitated by our web-based project site on Basecamp, 
the IOWG committee unanimously approved the NWIP for submission to the AAMI Standards 
Board, which meets biannually. Updated NWIP documents were circulated to the Standards 
Board in October 2016 in preparation for their November 2016 meeting. These updated 
documents included a strong letter of support from Draeger, and five medical device companies 
actively participated in this effort.  
 
On initial review, the AAMI Standards Board identified two sections of the draft standard that 
required modification to meet with their approval. In conference calls with an AAMI standards 
director, Chair of the AAMI Standards Board, and IOWG subject matter experts, we edited the 
NWIP, and it was approved in a special meeting of the AAMI Standards Board in November 
2016. With the approval of the NWIP, this task is complete. 
 
The technical analysis performed by the IOWG committee is documented in a committee-
shared spreadsheet. In addition, two articles were published last year on this work: “Capturing 
Essential Information to Achieve Safe Interoperability” (Weininger, Jaffe, Rausch, Goldman) in 
Anesth Analg 2016 Jul 6, and “The Importance of State and Context in Safe Interoperable 
Medical Systems” (Weininger, Jaffe, Robkin, Rausch, Arney, Goldman) in IEEE Journal of 
Translational Engineering in Health and Medicine, 8 July 2016.  
 
Although our deliverable of submission of the NWIP to the AAMI process is complete, we have 
continued to chair standards meetings and support meeting logistics (e.g. via Basecamp) to 
mature the ICE Data Logger standard until the end of the period of performance of this award. 
We will also respond to ICE Data Logger NWIP questions, if posed by the AAMI Standards 
Board. In June 2017 Dr. Goldman co-chaired a three-day meeting of the IOWG at which 
substantial progress was made on the ICE Data Logger standard.  
 
Interoperability and Patient Safety, Task 3: Submit for peer-reviewed publication an article on 
the relationship between medical device interoperability and patient safety 
 
Two journal articles were published:  
 

 The Need to Apply Medical Device Informatics in Developing Standards for Safe 
Interoperable Medical Systems. Weininger S, Jaffe MB, Goldman JM, Anesthesia and 
Analgesia (published online). DOI: 10.1213/ANE.0000000000001386. Published in 
Anesth Analg 2017 Jan;124(1):127-135 

 

 Capturing Essential Information to Achieve Safe Interoperability. Weininger S, Jaffe MB, 
Rausch T, Goldman JM, Anesthesia and Analgesia (published online.) DOI: 
10.1213/ANE.0000000000001351. Published in Anesth Analg 2017 Jan;124(1):83-94 

 
By submission of these articles for publication we completed Task 3. We are pleased to report 
that they were published both online and in print. Anesthesia & Analgesia is a prestigious 
monthly peer-reviewed medical journal established in 1922 and covering anesthesia, pain 
management, and perioperative medicine. The journal has a 2015 impact factor of 3.827, 
ranking it fourth out of 31 journals in the category “Anesthesiology.”   
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Interoperability and Patient Safety, Task 4: Expand the release of the Clinical Scenario 
Repository (CSR)  

Background on Clinical Scenario Repository (CSR): 
The CSR is a prototype web-based tool our MD PnP team developed to enable researchers, 
engineers, clinicians, and patients to describe solutions to healthcare technology gaps that 
interfere with optimal patient care. The CSR resulted from investigating methods to identify 
persistent care-delivery gaps that could be addressed through improved interoperability. It 
became clear to us that the voice of the customer (clinicians, biomedical engineers, patients, 
and others) could provide detailed information about current or foreseeable problems and also 
propose solutions if the right tool were available. With DoD funding we developed, and 
demonstrated an initial web-based prototype; the CSR website and database have been 
through three iterations based on diverse user feedback and requirements of potential 
deployment environments. Questions related to management of PHI, governance, stakeholders, 
and user communities have been investigated. The results have shown that CSR input can spur 
healthcare improvements by driving the development of new healthcare technologies and 
refining the implementation of legacy technologies. CSR data can be used to inform 
compliance/certification criteria for risk-mitigation of specific scenarios, such as persistent 
hazards or cybersecurity vulnerabilities. The CSR is not intended to replace any mandatory 
reporting systems. 

The goal of Task 4 this past year has been to expand trial usage of our current prototype in 
order to determine how it might best be further developed. A pilot implementation of the Clinical 
Scenario Repository (CSR) (aka Good Ideas for Patient Safety) was performed with the 
physician members of the American Society of Anesthesiologists (ASA) Committee on Patient 
Safety and Education (CPSE). (The ASA is an educational, research and scientific association 
of more than 52,000 physicians.) Unique logon credentials were created for the CPSE 
members, and several web tutorials were held to demonstrate how to use the website. At the 
annual meeting of the ASA in Chicago in October 2016, the 25 clinical scenarios submitted in 
the CSR were discussed within the committee, and a plan was formulated to develop a report 
for ASA leadership. The CPSE reported on the CSR pilot to ASA leadership in a formal 
committee report. 

The ASA CPSE users identified additional usability and data access functions that could be 
included in a future iteration of the CSR. As the current version of the CSR is still a research 
build, requirements such as those identified in the ASA pilot will be helpful to develop a more 
robust version. In addition to the initial intent of using the CSR to identify barriers and 
opportunities related to device and data integration, we have found that the CSR can be used to 
capture scenarios related to cybersecurity threats. 

In July our MD PnP Interoperability Lab was relocated to an expanded space (3200 sq ft) with 
greatly expanded networking infrastructure and pre-clinical use case demonstration capabilities, 
funded by MGH and Partners HealthCare. This enhances the Lab’s cybersecurity and 
interoperability research and operational capabilities, and necessitated moving the servers, 
including the CSR server. 

Key Research Accomplishments 

• The ICE Standard ASTM F2761-09(13) and its emerging portfolio of related
standards have been successfully transferred from ASTM to AAMI. ASTM, an
ANSI-recognized Standards Development Organization (SDO) sunsetted the committee
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that developed the ICE standard, requiring a transition to a new SDO. AAMI welcomed 
the ICE-related standards into the AAMI Interoperability Working Group for standards 
maintenance and the development of future component parts of the ICE standard 
portfolio. 

 ICE Data Logger proposed draft standard accepted as New Work Item Proposal by 
AAMI. The ICE Data Logger proposed draft standard, which was drafted under Option 
Year 2, was modified by the Interoperability Working Group and submitted to AAMI to 
accompany the submission of the ICE Data Logger New Work Item Proposal (NWIP). 
The NWIP was submitted to the AAMI Standards Board and accepted. As a result of the 
NWIP, the Interoperability Working Group began formal development of the ICE forensic 
Data Logger standard. 

 Two peer reviewed papers were published on the relationship between 
interoperability and patient safety. These papers detailed the need to understand the 
system level performance aspects of interoperable systems, the value of basing 
technical requirements on clinical scenarios, and the importance of using this information 
to develop safe and usable standards. 

 The expanded Clinical Scenario Repository (CSR) research pilot demonstrated the 
value of eliciting clinician user-needs with a self-guiding tool, and using the data as 
system engineering inputs for interoperable systems.  

 

 

Reportable Outcomes  

 October–December 2016 – Multiple teleconference calls of the Medical Device 
Interoperability Safety Working Group (MDISWG) to complete the Pre-IDE Supplement 
submission to FDA 

 October–December 2016 – Multiple teleconference calls of the AAMI/UL JC2800 
standards committee  

 October 13 2016 – DoD/VA Industry Interoperability Roundtable: Interoperability 
Opportunities 

 October 22-24 2016 – American Society of Anesthesiologists Annual Meeting, Chicago, 
IL. Clinical requirements processes were shared with the ASA Committee on Patient 
Safety and the Committee on Electronic Media and Information Technology. 

 October 26-27 2016 – Wireless Health Conference, held at the NIH (Dr. Goldman is 
General Co-chair) 

 November 10 2016 – IEEE-NIH Special Topics Conference on Healthcare Innovations 
and Point-of-Care Technologies, Cancun, Mexico 

 December 5-9 2016 – Chaired AAMI IOWG and participated in associated committee 
meetings at AAMI Standards Meeting week, Orlando, FL 

 December 2016–March 2017 – Multiple teleconference calls with members of the 
AAMI/UL JC2800 standards committee 

 February 17 2017 – Cyber Wargames, hosted by Smiths Medical 

 March 6-10 2017 – Dr. Goldman chaired the IEC/ISO JWG5 Physiologic Closed-Loop 
Control Systems standard meeting, Arlington, VA. MD PnP research findings on safe 
interoperability and system integration informed a number of key technical discussions.  

 March 7 2017 – Meeting with Dr. Rob Jensen, President of AAMI 

 March–June 2017 – Telephone and in-person meetings with AAMI Senior Standards 
Leadership 
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 April 7 2017 – DoD/VA Interagency Program Office and members of VA-UL Medical
Device Cybersecurity CRADA team participated in all-day meeting with our MD PnP
team at our Lab and offices in Cambridge, MA

 May 22-26 2017 – Dr. Goldman chaired the ISO TC 121 international standards meeting
for anesthetic and respiratory equipment in Boston. Over 105 delegates from 19
countries participated. Many discussions were held related to medical device
interoperability, safety, and security.

 Bi-monthly meetings of the AAMI Interoperability Working Group standard committee

Presentations on Medical Device Interoperability Topics: 

Dr. Goldman delivered invited presentations on topics related to medical device interoperability 
for improving patient safety and healthcare efficiency to the following groups during the past 
year: 

 October 13 2016 – “Safety and Interoperability Innovation,” at the DoD/VA Industry
Interoperability Roundtable, McLean, VA

 October 25 2016 – Pre-Conference workshop (Co-Chaired with Dr. S. Weininger, FDA)
on data trust of medical and health systems, prior to the Wireless Health Conference,
held at the NIH

 November 10 2016 – Keynote Speaker, “Interoperability with POC Technologies,” IEEE-
NIH Special Topics Conference on Healthcare Innovations and Point-of-Care
Technologies, Cancun, Mexico

 December 12 2016 – Invited Panelist, “Overcoming Technology Barriers to Precision
Medicine,” Accelerating Precision Medicine Workshop, Connected Health Conference,
Washington, DC

 January 10-14 2017 – Poster presentation on “ICE-based safety interlock to improve the
safety of patients undergoing induction of labor,” Society of Technology in Anesthesia
Annual Meeting, San Diego, CA

 February 19 2017 – Presentation on “MD PnP-led Precision Medicine Initiative
Challenge for the Underserved,” HIMSS PCHA Conference, Orlando, FL (see
PMIChallenge.org)

 January 10-14 2017 – Poster presentation on “ICE-based safety interlock to improve the
safety of patients undergoing induction of labor,” Society of Technology in Anesthesia
Annual Meeting, San Diego, CA

 February 19 2017 – Presentation on “MD PnP-led Precision Medicine Initiative
Challenge for the Underserved,” HIMSS PCHA Conference, Orlando, FL (see
PMIChallenge.org)

 March  2017 – Presentation of ICE standard, CSR and ICE Data Logging research to the
biomedical research planning team, Center for Advancement of Science in Space /
International Space Station, held at Boston University, Boston, MA

 July 18 2017 – CISA 405(d) Task Group Session (for the Cybersecurity Information
Sharing Act of 2015), Washington DC

 July 19 2017 – Panel: Internet of Things in Health and Medicine: Challenges and

Opportunities, at IEEE/ACM Conference on Connected Health, Philadelphia, PA

 September 26 2017 – JPC-1 HITI In-Progress Review, Ft Detrick, MD



10 

Web Site: 

 Our MD PnP web site (currently www.mdpnp.org, new http://mdpnp.mgh.harvard.edu/ in
process) is maintained as a major communication vehicle for the program and all major
programmatic initiatives, including MD FIRE contracting language, publications, posters,
links to streaming video of talks from plenary meetings and from the FDA Workshop.
The OpenICE project information and downloads of shared documents and code are
located at www.openice.info.

Manuscripts/Publications: 

 The Need to Apply Medical Device Informatics in Developing Standards for Safe
Interoperable Medical Systems. Weininger S, Jaffe MB, Goldman JM, Anesthesia and
Analgesia (published online). DOI: 10.1213/ANE.0000000000001386. Published in
Anesth Analg 2017 Jan;124(1):127-135

 Capturing Essential Information to Achieve Safe Interoperability. Weininger S, Jaffe MB,
Rausch T, Goldman JM, Anesthesia and Analgesia (published online.) DOI:
10.1213/ANE.0000000000001351. Published in Anesth Analg 2017 Jan;124(1):83-94

Conclusions 

Option-Year 3 of this award has enabled significant changes to the trajectory of standards and 
technologies to leverage interoperability in support of patient safety, cybersecurity, and 
innovation. Several other standards are building on the ICE standard, and will inform changes to 
future revisions to ICE and to the ICE Data Logger standard. For example, AAMI/UL JC2800 
(for medical device interoperability safety certification) will require data logging based on 
requirements in the ICE Data Logger standard.  

Many companies, researchers, and government representatives have become engaged in this 
body of work. Several companies are developing ICE-based platforms.  

The CSR is a successful proof-of-concept ready for expanded implementation. This progress 
would have been unlikely without the support of CDMRP.  

Despite substantial progress, gaps in standards, technology, and the knowledge-roadmap exist. 
Research to date has created a solid foundation, but more effort is required to enable industry to 
effectively engage in such a complex, but much needed, system.  
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