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ABSTRACT 

The Cyberspace Domain is a relatively new and complex domain that interfaces with the 

other domains of air, land, sea, and space. The Department of Defense (DOD) released an 

introductory Strategy for Operating in Cyberspace in 2011, followed by an updated and more 

robust DOD Cyber Strategy in 2015. There are obvious shortcomings to both strategies; therefore 

this paper proposes how a revision of the current DOD cyber strategy will achieve an advantage 

against existing and near-term cyber threats. In order to assess what changes are necessary to 

achieve the kind of superiority contemplated by this paper, the following methodology is 

employed; the 2015 DOD cyber strategy is compared to the 2011 DOD cyber strategy; 

recommendations are made to show how the update is pertinent to the existing cyber posture. Key 

recommendations of the paper include how to identify and counter supply chain threats, as well as 

a strategy to define a cyber risk management plan that adheres to a set of standards put forth by 

the government. The paper recognizes a lack of private sector accountability and identifies how 

the DOD can assist the private sector and enforce accountability. The paper also endorses 

improvements to the rapid cyber acquisition cyber process and suggests how the DOD can improve 

the development and retention of an adequate cyber workforce.  
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INTRODUCTION 
 

The Cyberspace domain is relatively new to the Department of Defense (DOD). Of the 

domains in which the military operates (Land, Air, Sea, Space and Cyberspace) Cyberspace has 

quickly gained significance as it has a pervasive reach in almost every aspect of DOD operations.  

This man-made domain has the capability to cripple or advance the ability for the U.S. to achieve 

superiority. Cyberspace superiority is defined as the degree of dominance in cyberspace by one 

force that permits the secure, reliable conduct of operations of that force, and its related land, air, 

sea, and space forces at a given time and sphere of operations without prohibitive interference by 

an adversary.1  

Cyberspace is also readily available as a tool for adversaries that have traditionally been a 

huge threat and those that have only recently started taking advantage of the ease and 

accessibility of cyberspace to increase their chances of causing damage, infiltrating systems, or 

hindering operations. Both state and non-state actors are launching an increasing number of 

cyberattacks, using them as a political instrument in direct and non-direct ways. Conducting 

cyberattacks is a relatively inexpensive endeavor with potential for high yield effects and no 

attribution.2 As such, the DOD has realized the need for dedicated strategy to deal with this 

newest and least understood domain of warfare. Unfortunately, any strategy put in place would 

prove short lived with the rapid advancement, sophistication and unpredictability of adversarial 

attacks and capabilities.  

How can the current DOD cyber strategy be further revised to achieve an advantage 

against existing and near-term cyber threats? In order to achieve an advantage in cybersecurity, 

the DOD cyber strategy must acknowledge the rapidness in which technology proliferates, and 
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lend itself towards being dynamic to future changes. The DOD must also address supply chain 

threats and provide guidance for private sector accountability. It must focus on rapid cyber 

acquisition to stay abreast of current and emerging threats and also formally define a cyber risk 

management plan to properly mitigate all anticipated cyber threats. Lastly, it must implement a 

plan to recruit and retain a reliable cyber workforce that is dedicated to the cyber mission. 

By critiquing the previous strategies, determining strengths and weaknesses, and 

highlighting the improvements from the 2011 to the 2015 DOD cyber strategy, one can obtain a 

clearer understanding of inclusion necessities in a new strategy. As predicted, the 2015 DOD 

cyber strategy is not flawless and will still call for modification to close gaps that have not been 

considered or are not yet addressed.  The DOD must expand its efforts to build and maintain 

capabilities to conduct cyberspace operations, including increasing offensive cyber capabilities. 

It will attain achievement by identifying, obtaining and utilizing the rapidly advancing 

technologies that are readily available and soon to be released. It is important to understand the 

rapidly changing cyber environment and that the strategy must be dynamic and consistently 

updated to stay relevant. 

This research paper is a fusion of the problem/solution and evaluation frameworks to 

scrutinize both the 2011 and 2015 DOD cyber strategies in order to make supplementary 

recommendations and updates. To assess what changes are necessary to achieve the kind of 

superiority contemplated by this paper, the following methodology is employed, the 2015 DOD 

cyber strategy is compared to the 2011 DOD cyber strategy; enhancements are addressed to 

show how the update is relevant to the current cyber posture. Statistical data from secondary 

sources such as the United States Government Accountability Office (GAO) Reports to 

Congressional Committees provides applicable data on the past and current cyber posture, and is 
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suitable to forecast future trends in the cyber domain. The GAO reports are germane to the topic 

in that the data trends will show the impact that both the 2011 and 2015 strategies had through 

actual cyber threats and incidents.  

Following this methodology, the paper intends to examine the DOD Strategy for 

Operating in Cyberspace (May 2011) and identify shortcomings and/or weaknesses. There is 

then an associated analysis of the DOD Cyber Strategy (April 2015) with a discussion on 

improvements and significant updates. The frame of reference for determine the shortcomings 

and/or weaknesses of these strategies is a combination of personal expertise, industry experts, 

and a breakdown of how the strategic initiatives and goals fail to directly respond to specific 

threats and types of exploits.  Finally, the research paper will propose updates to the cyber 

security strategy based off the inadequacies in the 2015 DOD cyber strategy. 

BACKGROUND 
 

Before critiquing the 2011 and 2015 DOD cyber strategies, it is important to present 

background information to show why these strategies are so important, and why the 2015 DOD 

cyber strategy requires further revision. This section starts with an overview of the current DOD 

cyber posture. The overview includes the current collaborative efforts in which DOD 

participates, as well as a brief description of some of the most critical threat types that are present 

today. Descriptions of common threat sources and types of exploits that are most typical are 

given.  This section also provides some statistics on number of attacks and whom they affected. 

Lastly, background information on commercial and industry involvement is included.  
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In the previous eight years, the number of information security (IS) related incidents 

reported by federal agencies to the U.S. Computer Emergency Readiness Team (US-CERT) have 

increased from 5,503 to 67,168, an increase of 1,121 percent.3 This rapid rise in incidents was 

one of the major catalysts that prompted the U.S. Government to take action and define a cyber 

security strategy. The DOD Strategy for Operating in Cyberspace to battle the IS related 

incidents was released in May 2011. Four years later, a modified and expanded DOD Cyber 

Strategy was released in April 2015 with the purpose of updating the previous strategy, given 

that the number of IS incidents continued to increase in frequency, and cyber technology was 

rapidly changing.  

While the 2011 DOD cyber strategy guided the DOD’s cyber activities and operations in 

support of United States national interests over the last four years, the current strategy sets 

prioritized strategic goals and objectives for DOD’s cyber activities and missions to achieve over 

an undetermined amount of years. It concentrates on building capabilities for effective cyber 

security and cyber operations to defend DOD networks, systems, and information; to defend the 

nation against cyber-attacks of noteworthy consequence; and support operational and 

contingency plans. Lastly, it builds on preceding decisions regarding DOD’s Cyber Mission 

Force and cyber workforce development and provides specific guidance to mitigate anticipated 

risks and capture opportunities to strengthen U.S. national security.4  

Although the current DOD cyber strategy is only about a year old as of this writing, it 

still does not provide a comprehensive plan for existing and potential threats because the threats 

are constantly evolving and maturing. It is vital that the United States not only react to these 

threats, but also anticipate and mitigate them. Lt. Gen James Clapper, Jr., Director of National 

Intelligence believes that the most menacing foreign intelligence threats involve cyber-enabled 
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espionage, insider threats and espionage by China, Russia, and Iran.5 His theory supports the 

current thinking on the matter by the DOD and other U.S. government agencies that there are 

three specific and unique threat types: supply chain, malicious insiders, and foreign actors. 

Unfortunately, due to shortcoming in the current policy, the current DOD cyber strategy cannot 

keep up with all of these threats. An analysis of both the 2011 and 2015 DOD cyber strategies 

could assist in building proposals, revisions and updates that will allow the DOD to achieve 

superiority in the cyber domain. 

CURRENT DEPARTMENT OF DEFENSE (DOD) CYBER POSTURE 
 

Collaboration 
 

 Collaborative efforts between the DOD and other U.S. government agencies are a large 

contributor to the success of the U.S. in cyber security. The DOD cyber strategy is only part of 

the bigger picture, in addition to operating on its own goals, due to its nature, the U.S. cyber 

strategy must take on a “whole-of-government” approach to defend against and respond to 

threats. This is a concept that would establish a unified effort between multiple government 

agencies in order to maximize all available resources through a collaborative effort. It requires 

the DOD to cooperate with agencies of the U.S. government, with the private sector, and with 

international partners to share information, build alliances, and foster norms of responsible 

behavior to improve global strategic stability.6  

To this end, the Secretary of Defense directed the Commander of the United States 

Strategic Command to establish a sub-unified command of the United States Strategic Command 

(USSTRATCOM), United States Cyber Command (USCYBERCOM). Its mission is to plan, 
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coordinate, integrate, synchronize and conduct activities to: direct the operations of identified 

DOD information networks; and when directed, conduct full range military cyberspace 

operations to enable activities in all domains, and ensure U.S./Allied freedom of action in 

cyberspace while denying the same to adversaries.7 This command has representation from all 

branches of the military; to include U.S. Army Cyber Command, the 24th Air Force, U.S. Coast 

Guard Cyber Command, U.S. Fleet Cyber Command/ U.S. 10th Fleet, and U.S. Marine Corps 

Forces Cyber Command.  

Further partnerships include those with the National Security Agency (NSA), the Central 

Intelligence Agency (CIA), the Defense Advanced Research Projects Agency (DARPA), the 

Department of Homeland Security (DHS), and other public and private investments and 

initiatives. In addition, in Feb 2015 the President directed the Director of National Intelligence 

(DNI) to establish the Cyber Threat Intelligence Integration Center (CTIIC); this national 

intelligence center focuses on gathering and analyzing information regarding malicious foreign 

cyber threats to the nation and cyber incidents affecting U.S. national interests, and provides all-

source analysis of threats to U.S. policymakers. It also assists relevant departments and agencies 

in their efforts to identify, investigate, and mitigate those threats.8  

Both the 2011 and the 2015 DOD cyber strategies identify the need for collaboration by 

dedicating specific strategies and goals to working with additional government departments and 

agencies as well as U.S. allies and international partners. DHS is ultimately responsible for 

securing cyberspace at the national level, but all other government agencies and departments are 

responsible for securing the portions of cyberspace that lie under their authority; if one system is 

compromised it can have detrimental effects and negatively influence other organizations.  
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Types of Threats 
 

 Although the DOD mission is susceptible to a variety of cyberattacks, there is a 

categorization of three specific and unique types: supply chain, malicious insiders, and foreign 

actors. These threat types must be understood in order to have a strategy that is equipped to 

combat the specific damages that they can cause. According to Cyber Vision 2025, the threat 

types are described in further detail below.9  

The supply chain threat focuses on the flow of products that go from the production 

source to the end user and the opportunities for attack during both the movement and 

manufacturing of these products. The supply chain is complex and provides many opportunities 

for those with malicious intent to infiltrate and potentially contaminate critical components of 

cyber related products, particularly in the manufacturing phase. During this phase, an adversary 

has the ability to take steps that ultimately allow access to computer systems, gather sensitive 

information, or disrupt computer operations through the use of sub-standard, malicious or 

counterfeit IT components and software. Supply Chain Risk Management (SCRM) is 

increasingly important in the acquisition of new cyber products and is now taken into account 

and tracked in this process. Finding a balance between a secure mixing of government off the 

shelf (GOTS) and commercial off the shelf (COTS) components for cyber systems is critical.  

The malicious insider threat includes both willing and unknowing participants. The 

willing participants are motivated by a number of different factors; having legitimate access to 

information systems provides an opportunity to input corrupt data or malicious software into 

critical missions systems. Recent media exposure of malicious government employees and 

contractors has shown that people are willing to compromise systems and information.  Further, 
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unknowing participants unintentionally enable or create cyber vulnerabilities through bad 

information assurance practices or lack of operational security measures.  

The foreign actor threat describes actors that have the capability and intent to leverage 

threats to exfiltrate strategically, operationally and/or tactically relevant data and launch 

persistent cyberattacks. The foreign threat ties into the supply chain threat; circuit card 

components that are made in a foreign factory have an increased opportunity for insertion of 

compromised parts with unintentional functions or software.    

Threat Sources and Types of Exploits 
 

 Not only does the DOD and the entire United States face cyber threats from different 

adversaries, but the types of threats are widely varied. Adversaries fluctuate in terms of their 

capabilities, inclination to act, and motivations, which include seeking financial gain or a 

political, economic, or military advantage.10 There are common cyber adversaries that make up a 

detailed list of threat sourced as well as types of exploits that are typical of adversaries, both state 

and non-state. Details on the threat sources and types of exploits below are cited from the GAO 

report, Information Security Cyber Threats and Data Breaches Illustrate Need for Stronger 

Controls across Federal Agencies.11 

 Bot-network operators use a network of compromised remotely controlled systems to 

coordinate attacks and distribute phishing schemes, spam, and malware attacks, without the 

knowledge of the user or host. Some of these network services are available in underground 

markets. Financial gain is a motivator for criminal groups pursing attacks on systems; they use 

cyber exploits for stealing identities, computer fraud, and internet extortion. International 
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corporate spies and criminals also pose a threat to the U.S. through the ability to organize 

monetary theft in large amounts, industrial espionage, and to employ or mature hacker talent.  

Hackers break into networks for a number of reasons, including the challenge, 

annoyance, payback, or to earn large amounts of money. It once took a good amount of computer 

knowledge or skills to gain unauthorized access, Hackers can download attack scripts and 

protocols to gain unauthorized access rather easily, even without a large amount of computer 

knowledge or skills. This means that although these implements have become more refined, they 

have also become simpler to use. Most hackers do not have the obligatory know-how to credibly 

threaten challenging marks (such as critical U.S. networks), but the international populace of 

hackers poses a comparatively high risk of an isolated or momentary disruption, triggering grave 

damage.  

Employees that are dissatisfied in their job make up the primary basis of insider computer 

crime. They do not need to possess a great amount of system or network intrusion knowledge 

based on their rank within the company – which allows them unhampered access to cause 

damage to a system or to steal sensitive data. The insider threat includes indifferent or badly 

trained employees who can unintentionally insert malware into systems and networks 

Nations use cyber tools as part of data collecting and espionage actions. Quite a few 

nations are working to improve information warfare guidelines, platforms and proficiencies. This 

empowers an individual to possibly have a grave and momentous impact by disturbing supply, 

communications, and economic infrastructures that maintain military authority. Adversaries look 

for means to debilitate, terminate, or exploit critical infrastructures in order to threaten national 

security, ensure mass casualties, deteriorate the economy, and harm public morale and assurance. 
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Adversaries could also use phishing techniques or spyware/malware in order to collect money or 

obtain sensitive data. 

The threat sources identified above take advantage of several exploits to unfavorably 

distress systems, networks and operations. Some are identified below. Cross-site scripting takes 

advantage of third-party resources to run script inside the target’s web browser application. This 

technique exploits weaknesses that allow an attacker to steal cookies, take screen images, record 

key strokes, identify and gather network information, and gain access to control the victim’s 

machine from another location.  

 Denial-of-service thwarts approved users of networks and systems from opening 

them by draining resources. A similar type of attack is distributed denial-of-service in which 

numerous hosts accomplish the attack. Malware is a program injected into a system, typically 

without the owner’s knowledge, set on weakening the integrity, confidentiality, or availability of 

the host’s data, or otherwise aggravating or distracting them. Examples include viruses, worms, 

Trojan Horses and logic bombs.  

Phishing is a digital form of social engineering that uses bogus emails that appear valid in 

order to request data from someone or point them to a replica website that then requests the data. 

Passive wiretapping is the observing or tracking of information, such as passwords transmitted 

unencrypted, while being sent over a communications link without disturbing or changing the 

information. Spamming is sending unsolicited email advertising for services, products and 

websites used as a delivery mechanism for malware and other cyber threats. Spoofing is 

generating a fake website to impersonate a real website run by a different party. Email spoofing 
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is altering the sender address and other parts of the email to appear as though the email came 

from a different source.  

Structured Query Language (SQL) injection is an attack that involves the alteration of a 

database search in a web-based application; this is useful to obtain unauthorized access to 

sensitive information in a database. War driving is the act of physically driving around with a 

wireless-equipped device, probing for an unsecured wireless network. Once someone has gained 

access, any number of other exploits could follow. Lastly, zero-day exploits take benefit from 

formerly unidentified security weaknesses. By scripting an exploit for a formerly unidentified 

weakness, the attacker produces a superior threat since the compacted timeframe between public 

unearthing of both makes it problematic to guard against. 

Statistics   
 

 Most of the cyberattack data on federal systems is not made available to the public; 

details such as what systems were attacked, what, if any, critical or sensitive data was 

compromised, or if those systems were rendered wholly inoperative. However, statistics on the 

level of cyber threats that the federal government is facing on a daily basis can provide some 

ideas on what the DOD must face. Figure 1 below shows the types of IS occurrences that 

occurred in fiscal year 2014. This figure supports the previously provided data on common types 

of exploits. As it stands, these numbers are expected to continue to rise each year unless federal 

agencies ensure that appropriate steps are taken to secure systems and information.   
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Figure 1: Information Security Incidents by Category for Fiscal Year 201412 

 

Commercial and Industry Involvement 
 

 It should come as no surprise that the DOD has in the past relied heavily on private sector 

innovation as the foundation for many of its capabilities. This holds true for some of the cyber 

security capabilities in place today. However, most commercial sector research and development 

of cyber protection technologies is driven by private sector needs and not DOD mission 

requirements; the commercial industry is primarily driven by profit and this drives the trade-off 

they will make to ensure the hardware and software in their manufacturing supply chains are free 

from viruses, back doors, and covert communications channels.13 Although these steps are taken 

to ensure that commercial needs are met, their standards are usually not as stringent as those that 

are required by government agencies. Cybersecurity standards for industry must be put in place 

by the DOD for any components used in critical systems and networks. The DOD must ensure 
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that their cyber security requirements are well understood and known to commercial industry. 

The inherent problem lies with the rapid advancement of technologies, and the associated rapidly 

emerging requirements. It is increasingly important for the DOD to find a workable mix of 

GOTS and COTS to satisfy these requirements. Relying on just one or the other results in 

systems and networks that are vulnerable to cyberattacks; this is due to inherent security 

vulnerabilities that are not considered or are inherent to the system. 

2011 DOD CYBER STRATEGY 
 

 This section turns to an analysis and critique of the 2011 Cyber Security strategy. It starts 

by briefly reviewing the five strategic initiatives in order to give insight into important 

considerations for cybersecurity in 2011. It then discusses the strengths and opportunities as well 

as its weaknesses and oversights. An analysis shows that although the DOD was on the right 

track with its initiatives, additional considerations necessary to fully combat the cybersecurity 

threats are not present. This information provides a basis for the improvements that the 2015 

DOD cyber strategy contains.  It is important to note that some aspects of these strategic 

initiatives overlap with each other; in order to achieve the goals set forth; there are common 

actions deemed necessary for this cyber security strategy.  

Strategic Initiatives14 
 

Strategic Initiative 1: DOD will treat cyberspace as an operational domain to 

organize, train, and equip so that DOD can take full advantage of cyberspace’s potential. 

 Cyberspace is different from other DOD domains in that it is not a physical domain; it is 

a man-made domain created when computers, switches, routers, fiber optic cables, wireless 
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devices, satellites and other components are connected to allow for the movement of large 

amounts of data at fast speeds. This initiative proposed that the DOD must treat it the same as the 

other domains so that it used to support those domains; this led to the establishment of 

USCYBERCOM. Planned activities include integrating cyberspace scenarios into existing 

training and exercise, as well as developing increasingly resilient networks and systems for 

contingency purposes.  

 Strategic Initiative 2: DOD will employ new defense operating concepts to protect 

DOD networks and systems.  

 Proposed concepts under this initiative included the DOD enhancing its cyber hygiene 

best practices; discouraging and reducing insider threats by solidifying workforce 

communications, responsibility, internal observation and information management 

competencies; commissioning active cyber capabilities to avert intrusions onto networks and 

systems; and evolving new operational defense  capabilities and architectures.  

 Strategic Initiative 3: DOD will partner with other U.S. government departments 

and agencies and the private sector to enable a whole-of-government cybersecurity 

strategy. 

 This initiative proposed that the DOD should work with DHS, other federal agencies, and 

the private sector to promote sharing of ideas, development of novel capabilities, and backing of 

cooperative efforts. Both the Secretary of Defense and Secretary of Homeland Security in order 

to align and improve cybersecurity collaboration signed a 2010 memorandum of agreement. This 

memo stated that there is a formalized structure to reaffirm the limits that current law and policy 

set on DOD and DHS collaboration, and to introduce joint participation in program planning to 



15 
 

increase each department’s mission effectiveness.15 DOD also planned on supporting DHS in 

leading interagency efforts to identify and mitigate cyber vulnerabilities in critical 

infrastructures.  

 Strategic Initiative 4: DOD will build robust relationships with U.S. allies and 

international partners to strengthen collective cybersecurity. 

 This initiative focused on supporting the U.S. International Strategy for Cyberspace by 

working in association with other government agencies to form healthy international 

relationships to echo core obligations and mutual interests in cyberspace. DOD would support 

efforts to spread the improvement and elevation of international cyberspace norms and 

ideologies that encourage candidness, security, dependability and interoperability. An additional 

part of this initiative was to encourage responsible behavior and oppose those who would seek to 

disrupt networks and systems, and to develop collective self-defense and increase collective 

deterrence.  

 Strategic Initiative 5: DOD will leverage the nation’s ingenuity through an 

exceptional cyber workforce and rapid technological innovation. 

 This initiative focused on leveraging scientific, academic, and economic assets to foster a 

team of gifted civilian and military personnel to function in cyberspace and realize goals. Key 

factors included investing and in people, technology, and research and development; the idea 

was to evaluate the cyber personnel, requirements and capabilities on a systematic basis. This 

initiative also stated that it would encourage private sector participation in the development of 

robust cyberspace capabilities.  
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Strengths and opportunities 
 

 Considering that this is the first cyber strategy written by the DOD, it has a number of 

strengths and opportunities. It was released two years before the Cyberspace Operations Joint 

Publication, and is credited with providing a foundation for that doctrine. It also promoted a 

general awareness to the rising concern of an increase of cyber security incidents.  

The strongest initiative is the first one, treating cyberspace as an operational domain. By 

giving it the same credibility and visibility as the other domains, it allows for an alignment of 

budget, training and equipment to fully realize the other initiatives. Standing up USCYBERCOM 

as a sub-unified command of USSTRATCOM demonstrated that the DOD is dedicated to 

efficiently and effectively organizing its resources to support the mission.  

This cyber strategy introduced the central aspects of key cyber threat; these include 

external threat actors, insider threats, supply chain vulnerabilities, and threats to DODs 

operational ability.16Although the methods to deal with these threats are different today, the early 

identification of them allowed for gathering data useful to further modify how to combat the 

threats at the time of writing and in the future. It showed that the DOD has a good grasp of the 

cyber threats, even if there were not suitable capabilities to combat them. 

Another strength of this cyber strategy is the introduction of active cyber defense 

capabilities. It defines active cyber defense as the DOD’s synchronized, real-time capability to 

discover, detect, analyze, and mitigate threats and vulnerabilities.17 Although early in its 

conception, this concept paves the way for the distinction between defensive and offensive cyber 

defense capabilities seen and expanded on in the 2015 cyber strategy.  
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Additionally, the strategy recognizes the significance of collaboration between the DOD, 

other government agencies, and allied nations. By proposing to seek increasingly robust 

relationships between those with common interests and commitments, it shows recognition that 

no single entity can maintain effective cyber defenses on its own. It suggests plans such as joint 

training activities, developing shared warning systems, and sharing the burden of developing 

capabilities that benefit all interested players. 

This strategy also emphasized an importance on ensuring that the cyber workforce is 

attracting the right talent and ingenuity needed to make the other strategic initiatives a reality. It 

proposes using a Presidential Initiative to attract new people and improve the federal recruitment 

and hiring process. It also concedes to the need for rapidly advancing technology, offering a 

streamlined approach. The 2011 DOD cyber strategy proposed adopting a five principle method 

for the DOD acquisition process for information technology related products. Logically, the 

principles made sense; making speed a critical priority, employ critical incremental development 

and testing rather than a single deployment of a complex system, willingness to sacrifice or defer 

some customization to achieve speedy incremental improvements, having information 

technology needs adopt differing levels of oversight based on the DIDs prioritization of critical 

systems, and improving security measures taken with all of the systems purchased by the DOD.18       

Weaknesses and oversights 
 

 The 2011 cybersecurity strategy was well intentioned, but some of the strengths 

highlighted above are also weaknesses due to the vague nature and lack of feasible enforcement 

of the initiatives. The strategy reads as a statement from the government about the strategies and 

plans that are already in progress, and doesn’t promote additional measures to take.    



18 
 

 From an introductory perspective, no primary mission is identified. The strategy weakly 

described the current cyber posture and its strengths and opportunities in cyberspace, as well as 

the known threats. Without a primary mission set forth, the strategic initiatives had no mission 

goals to directly address, forcing the strategy to appear unfocused. The strategy does not directly 

state why the five initiatives are important to the overall DOD cyber mission.   

 The strategy proposed an accelerated acquisition process to reduce the amount of time to 

buy new technology from seven or eight years to a cycle of 12 to 36 months.19 It is a move in the 

right direction, however 12 months is still too long to purchase and implement a cyber security 

infrastructure; the DOD needs to react in days and weeks, not in terms of months, years and 

decades.20 Compared to the commercial sector and even other countries, a 12 to 36 month 

acquisition process is entirely too cumbersome to keep up with the rapidly advancing 

technologies that adversaries have at their disposal. By sacrificing or deferring customization to 

achieve faster incremental improvements, the DOD exposes itself to a reliance on COTS systems 

that are more susceptible to compromise through poor SCRM practices.  

 In terms of employing new defense operating concepts to protect DOD networks and 

systems, the strategy is not specific about what capabilities it will invest in, and how to take 

advantage of them. The strategy states that the DOD would enhance its cyber hygiene best 

practices, but that is all they are – best practices. By merely suggesting the minimum standards 

and not addressing anything further, it does read as impactful. It also fails to clarify the influence 

that the human element has and how the strategy will directly deter insider attacks.  The strategy 

makes an effort to promote the concept of active cyber defense capabilities with real time 

detection and prevention of intrusion, but does not explicitly say how it is accomplished, or who 
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will provide the technology. It also does not state why it is useful to detect, discover, map and 

mitigate malicious activity on DOD networks.21   

 Although the cyber strategy mentions the addition of active cyber defense capabilities, 

the strategy as a whole focuses mostly on defensive protection of networks and systems, and 

does not endorse the need for offensive cyber defense capabilities. Emphasizing a defensive 

stance towards cyber security instead of both a defensive and an offensive stance promotes the 

illusion that defensive capabilities alone are enough to combat the current and future cyber 

threats.  

 Lastly, and perhaps most importantly, the strategy made no mention of the necessity for 

attribution to the attacks, such as those that are highest in number or pose the biggest threats. No 

clear distinction between the different types of adversaries was made; nor does it address their 

ingenuity in devising ways to obfuscate attribution. The strategic initiatives did not include any 

attribution plans to track and collect data on attacks, both in who was behind them, the motives, 

and methods used. Although this information would have been classified, the strategy should 

have stated the intent to use this data to deter future cyber events from occurring.    

2015 DOD CYBER STRATEGY 

 

 This section covers the 2015 DOD Cyber Strategy. As it becomes apparent, the 2015 

DOD cyber strategy contains significant improvements over the 2011 DOD cyber strategy; there 

is evidence in the details alone (19 pages for the 2011 strategy, 42 pages in the 2015 strategy). 

The 2015 DOD cyber strategy contains many of the same initiatives as the 2011, aimed at 

directly supporting primary missions identified prior to introducing the newly revised strategic 
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goal. The primary missions that the 2015 DOD cyber strategy sets forth are summarized below, 

followed by the strategic goals employed to satisfy those mission requirements.  

Primary Missions22 
 

 First Primary Mission: The DOD must defend its own networks, systems, and 
information. 

 In support of cyberspace recognition as an operational domain, the DOD has a duty to 

protect its own systems against attack and rapidly recuperate if security methods fail. This also 

includes being able to operate in an environment where access to cyberspace is contested; the 

DOD must carry out its missions to secure the U.S. and learn to function without the implements 

that have become a critical part of everyday lives and operations.    

 Second Primary Mission: The DOD must be prepared to defend the United States 
and its interests against cyberattacks of significant consequence.  

 Significant consequences include mass casualties, large-scale destruction to property, 

crucial adverse U.S. foreign policy penalties, or severe economic impact on the U.S. To this end, 

if ordered by the President, the U.S. military may conduct cyber operations to neutralize a 

looming or on-going attack against the U.S. homeland or U.S. assets in cyberspace. The U.S. will 

pursue to deplete all network defense and law enforcement choices to lessen any potential cyber 

risk before conducting cyberspace operations.   

 Third Primary Mission: If directed by the President or the Secretary of Defense, 
DOD must be able to provide integrated cyber capabilities to support military operations 
and contingency plans.  

 To ensure that the Internet remains open and secure, the U.S. will always undergo cyber 

operations under a principle of limitation, as obligated to defend human lives and to avert the 

devastation of property. Similar to the other domains, the DOD will continuously perform in a 
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way that mirrors lasting U.S. values; any choice to conduct cyber operations external to DOD 

networks adheres to strict policy oversight and in accord with all conflict laws.  

Strategic Goals23 
 

 Strategic Goal I: Build and maintain ready forces and capabilities to conduct 
cyberspace operations. 

 To operate successfully in cyberspace, the DOD needs forces and employees that are 

proficient to the uppermost standard, prepared, and fortified with the finest technical capabilities. 

To take advantage of the investment that the DOD put towards the cyber workforce and 

technologies, the DOD must train its individuals, shape efficient organizations and command and 

control systems, and wholly grow the mandatory capabilities. This strategy sets precise goals for 

the DOD to meet as it hires, trains, and provides equipment for its forces and personnel in the 

immediate and near future.  

 Strategic Goal II: Defend the DOD information network, secure DOD data, and 
mitigate risks to DOD missions. 

 While the DOD cannot protect all of its systems and networks against every invasion, the 

DOD must prioritize its critical networks and information so that it can conduct missions 

successfully. It essential  that the DOD also accounts for operating inside an interrupted or 

degraded cyber setting if an attack is successful, or if parts of the infrastructure on which it 

depend on for operational and emergency plans are degraded. This goal also states that the DOD 

must be prepared to assist other government agencies in hardening U.S. networks and 

information against cyberattacks and reconnaissance.  

 Strategic Goal III: Be prepared to defend the U.S. homeland and U.S. vital interests 
from disruptive or destructive cyberattacks of significant consequence.  
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 This goal states that the DOD must consult with other government agencies, private 

companies, and allied nations to discourage and stop a cyberattack of noteworthy magnitude on 

the U.S. The DOD must mature its intelligence, cautionary, and functioning capabilities to lessen 

refined and malevolent attacks; accomplished through constructing partnerships with interagency 

partners to conduct joint cyber operations to discourage and stop aggression in cyberspace.  

 Strategic Goal IV: Build and maintain viable cyber operations and plan to use these 
operations to control conflict escalation and to shape the conflict environment at all stages. 

 Through elevated tensions or absolute hostilities, the DOD must be able to offer the 

President a variety of possibilities for handling conflict escalation. If ordered the DOD will take 

advantage of cyber operations to disrupt an adversary’s networks, infrastructure, and weapons; 

the means should minimalize casualties and damage to properties. To guarantee unity of effort, 

the DOD will empower combatant commands to design and complement cyber operations with 

dynamic operations across all domains of military operations.    

 Strategic Goal V: Build and maintain robust international alliances and 
partnerships to deter shared threats and increase international security and stability.  

 In its global cyber assignation the DOD seeks to extend operational partnerships where 

suitable, and to pursue partnership capacities in cybersecurity and cyber defense. The DOD must 

elect to concentrate its partnership bulk initiatives on capacities where vital U.S. national 

interests are most critical; in addition to enduring partner capacity construction efforts in other 

areas, the DOD will concentrate global engagement on other countries such as the Middle East, 

the Asia-Pacific, and NATO allies. Through this strategy the DOD will continuously evaluate the 

global environment and mature groundbreaking partnerships to answer back to opportunities and 

developing trials.  
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Strengths and Opportunities 
  

 This version of the DOD cyber strategy contains significant improvements over the 2011 

cyber strategy. It is a more comprehensive and detailed articulation of the previous strategy; this 

strategy shows that the DOD wants to obtain transparent about U.S. military doctrine, policy, 

roles, and missions in cyberspace both to better inform the public debate and expand declaratory 

policy for cyber conflict.24 By identifying the three primary missions up-front, the strategy aims 

to directly address those missions through pointed goals that intertwine with each other. After 

identifying the goals, the stated missions trace back to them. This strategy also provides an 

updated cyber threat list that is more inclusive than the previous strategy; it shows that the DOD 

has a better grasp of the key cyber threats. However, it does leave out one critical threat, supply 

chain, which is a discussion later with further detail.  

 An emphasis on attribution is included in this strategy. The DOD realized that anonymity 

allowed for state and non-state actors to pose cyber threats without fear of attribution or 

retaliation, leading to an increase of cyber-attacks. Adversaries who would otherwise abstain 

from conducting cyber-attacks have taken advantage of resources that would permit anonymity; 

this has caused an increase in attempts, knowing that it could not, or would not trace back to the 

source.  As such, this strategy proposed an increase partnership with the intelligence community 

to unmask an actor’s cyber persona, identify the attack’s point of origin, and determine tactics, 

techniques and procedures.25 Collecting and knowing this critical information could play an 

important role in dissuading cyber actors from conducting attacks in the first place. 

 A dominant intention of this strategy was to set precise aims and objectives to dictate the 

creation of a Cyber Mission Force (CMF) of cyber personnel and forces. The CMF is comprised 
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of three teams and aligned as follows: Cyber Protection Forces would supplement traditional 

defensive procedures and defend important DOD networks and systems against significance 

threats; National Mission Forces and their accompanying support members would defend the US 

against cyberattacks of substantial consequence; and Combat Mission Forces and their 

accompanying support members would sustain combatant commands by producing combined 

cyberspace efforts in backing of operational plans and contingency operations.26 As of today, the 

CMF has been implemented as Cyber Mission Teams (CMTs) and its components are labeled as 

Cyber Protection Teams (CPTs) and National Mission Teams (NMTs).    

 This strategy also introduces the addition of a deterrence element responsible for the 

deterrence of state and non-state actors from conducting cyber-attacks against the U.S. The 

strategy states that this will require cooperation from multiple government agencies; 

achievement is not through the articulation of cyber policies alone, but through declaratory 

procedures, considerable warnings and cautioning capabilities, defensive posture, efficient 

response measures, and the general resiliency of networks and systems. As deterrence is partially 

a function of perception, the strategy asserts that the United States is able to announce or show 

efficient response capabilities to discourage an adversary from commencing an attack; develop 

proficient defensive capabilities to repudiate a probable attack from being successful; and 

strengthen the overall resilience of U.S. systems to endure a likely attack if it breaches 

defenses.27  

 The overall organization of this strategy is an improvement over the 2011 DOD cyber 

strategy. The strategic goals are listed and briefly s, and then there are further details provided in 

the implementation objective section. One major critique of the 2011 DOD cyber strategy is that 

it did not explicitly explain how the DOD planned on achieving the strategic initiatives that it 
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proposed. The 2015 DOD cyber strategy however, attempts to lay out a specific plan for carrying 

out the proposed goals in order to meet the mission objectives. It includes plans such as the 

previously mentioned CMF, building the Joint Information Environment (JIE), and improving 

the effectiveness of the DOD Computer Network Defense Service Provider (CNDSP). An entire 

section is dedicated to how the DOD planned on managing the strategy, this includes improving 

cyber budgetary management as well as conducing end-to-end assessments of the DODs cyber 

capabilities.  

Weaknesses and Oversights 
 

 Although the 2015 DOD cyber strategy shows significant improvements over the 2011 

DOD cyber strategy, it still has some weaknesses and fails to recognize items that are of utmost 

importance to a successful cyber strategy. Once through the identification of shortfalls, the 

proposed updated strategy aims to address them.  

 To start, the strategy promotes a heavy emphasis on needing to protect the United States 

and its interests against cyberattacks of significant importance. Certainly the DOD needs to keep 

this in consideration; however the strategy promotes the image that it is only focusing on the big 

picture, and fails to show an interest in protecting less significant networks and systems from 

state and non-state actors who do not wish to cause significant damage, but merely intent to carry 

out smaller scale attacks. Collectively, these attacks could eventually lead to substantial loss if 

not prevented. For instance, the strategy suggests that the DOD should partner with the private 

sector to utilize their products and innovation for DOD cyber security purposes, but does not 

outline plans to assist these companies in their own cyber security missions. Rather, it simply 
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mentions that companies must prioritize what they consider significant enough to safeguard, and 

spend time and money in improving their own security.  

As previously mentioned, the three biggest cyber threats to the U.S. are supply chain, 

malicious insiders, and foreign actors.28 The strategy addresses goals to combat both malicious 

insiders and foreign actors, but makes no mention of how to combat supply chain issues. This is 

a massive oversight as supply chain related cyber-attacks have risen greatly over the years, and 

will continue to do so without some action on behalf of the DOD. If the DOD plans on 

developing and increasing partnerships with the private sector, it must acknowledge and address 

the current supply chain issues and propose a way forward to deal with them.  

The strategy has a valid point that it must build and maintain ready forces to conduct 

cyberspace operations, but provides more guidance than specific implementation. It states that 

the DOD will build viable career paths and focus on improving civilian recruitment and 

retention, but does not say how apart from providing an opportunity for an advancement track 

with best-in-class opportunities to develop and succeed within the workforce.29 Why would an 

Active Duty officer or a highly skilled civilian settle for a career with the DOD or other 

government agency when there are potential offers for extremely high pay and other enticing 

benefits within the private technology sector? If the DOD is serious about building and 

maintaining ready forces, competitiveness is key, not just with compensation but with job 

satisfaction, opportunities for training and professional development, and overall interest in the 

assignments.   

Mitigation of risk is a common theme evident throughout the entire strategy. However, a 

specific cyber risk management plan is not identified. For example, assessing vulnerabilities and 
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weaknesses in DOD systems is not easy due to the large number of such systems; even given 

assessed levels of risk for all systems, decision-makers may find it challenging to prioritize risk 

mitigation efforts due to uncertainties about whether there is an attack on high risk systems and 

how the functionality of systems weighs on the ability to conduct missions. Cyber risk changes 

over time, with the discovery of vulnerabilities in new and upgraded systems; therefore the 

importance of conduction of risk assessments with sufficient regularity to keep up with the pace 

of change is vital.30 Construction of a defined risk management plan specific to cyber security is 

necessary in order to properly mitigate all risk identified in the strategy.  

RECOMMENDATIONS 

 

 The intent of this section is not to propose an entirely new cyber strategy; rather it is to 

build upon the existing strategy to allow the DOD to achieve an advantage against existing and 

near-term cyber threats. It will address the shortcomings that were identified in the previous 

cyber strategies and make recommendations for inclusions in the next revision of the DOD 

Cyber Strategy as well as why it is necessary. It is important to keep in mind that upcoming 

strategies should also be dynamic in nature, and open to further revisions as necessary.   

Supply Chain 

 One glaring oversight in the 2015 DOD cyber strategy is the lack of acknowledgment of 

supply chain issues. Poor supply chain management leads to concerns such as hardware and 

software having covert communications channels, back doors and viruses. An inclusion of a 

strategic goal that addresses supply chain problems is necessary to ensure that there are no 

opportunities for adversaries to insert concealed functions.  
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To counter supply chain vulnerabilities, the DOD must gauge the level of trust in 

numerous components and understand the risk they pose to the execution of critical mission 

functions. A key element to developing trust is the ability to perform hardware and software 

analysis, automated reverse engineering and the advancement of threat avoidance metrics and 

modeling capabilities that will deliver an understanding of the comprehensive risks in complex 

mission systems.31 The DOD must work closely with vendors that provide components and 

systems for cyber security; not only is there a necessity for a manageable balance of government 

and commercial off the shelf products, but supply chain verification and security at all levels is 

required. Something as simple as a virus inserted on a single chip on a large system could do 

significant damage to a critical infrastructure if not prevented. A higher level of supply chain 

assurance could also be achieved by increasing the supply of components produced domestically. 

The DOD should have better insight into domestic suppliers, as opposed to those that are located 

internationally; it could control the quality and authentic of all products through monitoring 

efforts and regulations.       

By conducting these efforts to counter the supply chain vulnerabilities, the DOD would 

not only assure the integrity of critical systems and networks, but also deny adversaries multiple 

avenues in which they could compromise or cripple them. Ensuring that all critical systems and 

networks are comprised of secured supply chain components promotes a reliable and dependable 

cyber security environment.  

Cyber Risk Management  

 The 2015 DOD cyber security strategy places a heavy emphasis on mitigating risk, but 

does not state why that is important or how it plans on doing so. The next revision of DOD cyber 

strategy must reference the Risk Management Framework (RMF) and identify its application to 
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cyber security.32 As directed by Executive Order 13636, the National Institute of Standards and 

Technology (NIST) has developed a Cybersecurity Framework that is recommended for use by 

the DOD to apply the principles and best practices to reduce cyber risk while enhancing 

resiliency. The DOD cyber strategy should emphasize the use of the Cybersecurity Framework to 

provide a prioritized, flexible, repeatable, performance-based, and cost-effective approach, 

including information security measures and controls, to help the DOD identify, assess, and 

manage cyber risk for critical infrastructures. 33 

 When adding the reference to RMF to the next revision of the DOD cyber security 

strategy, it will automatically apply to other areas of the strategy, such as supply chain and rapid 

cyber acquisition. To ensure RMF accountability, the DOD must trace all risk mitigation 

activities.  

Private Sector Accountability 

 The 2015 cyber strategy insinuates that the private sector must prioritize their data and 

networks for protection, and make investments in improving their own cybersecurity. The 

strategy also indicates that the DOD should work with the private sector to develop and use their 

solutions to protect DOD systems and networks. What the strategy does not include is how the 

relationship could work the other way, with the DOD not only assisting the private sector with 

cybersecurity but also enforcing it so that critical data and systems are not compromised. The 

current policy of voluntary regulation of cyber security is not adequate, especially considering 

that the private sector supplies and maintains much of the technology used by the DOD and other 

government agencies.   
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 Not only can poor cyber defense in the private sector lead to the loss of trade secrets and 

proprietary information, but cyber-attacks can take a kinetic form, harming equipment and 

facilities of those attacked. According to a report from a cyber security firm, from 2006-2013, 

the Chinese People’s Liberation Army had an army cyberattack unity compromise 141 

companies spanning 20 major industries, from information technology and telecommunications 

to aerospace and energy, using a well-defined attack methodology, honed over years and 

designed to steal large volumes of valuable intellectual property.34 

 The DOD needs to partner with other government agencies (namely DHS) to establish 

clear standards for the private sector. One of the standards recommended for companies is a 

requirement to report all cyber security related incidents, regardless of the size or damage related 

to the breach. This information is beneficial for the government to track to analyze trends and 

learn how to assist in combating the threats.  

All private companies should adhere to the NIST Framework standards, or at the very 

least meet a mandatory minimum set of cyber security standards. The DOD could adopt a reward 

or punishment system; award federal contracts to companies that have met baseline cyber 

security standards and encourage sanctions on private sector entities that have not adopted 

reasonable cyber security practices. This would encourage all private companies to invest in 

cyber security, to avoid a shut out by the largest possible contracts available. Most private 

companies view more government regulation and oversight as a burden that costs money and 

inhibits innovation; although increased regulation is more burdensome for these corporations, the 

lack of concrete cybersecurity standards in private industry are creating large vulnerabilities 

which could become a national security threat.     
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Rapid Cyber Acquisition 

 It is no secret that the traditional DOD acquisition process is exceedingly slow and 

cumbersome, with the amount of time to purchase new technology sometimes taking up to ten 

years and often times results in delivering cyber systems that are late-to-need or obsolete. With 

technology rapidly advancing at an increasingly faster rate, it is imperative that the DOD modify 

this archaic process to better suit the cyber security infrastructure, especially considering that 

adversaries with malicious intent are not limited by the same process of acquiring technology 

and can do so in a much timelier fashion.    

 The next revision of the DOD cyber strategy must reference and enforce the recent 

changes made to the Joint Capabilities Integration and Development Systems (JCIDS) 

requirements process. The variation allows for a Joint Requirements Oversight Council (JROC) 

to designate a suitable group as the sponsoring organization once the JROC approves an 

Information Systems-Initial Capabilities Development Document (IS-ICD), thus relieving the 

suitable group from having to return to JROC for endorsement of additional requirements unless 

those requirements surpass the recommended thresholds.35  

 To counter rapidly evolving cyber threats, the DOD must work directly with the cyber 

operational and acquisition communities to understand rapidly emerging requirements, address 

urgent needs, and streamline the development, test and transition process of cyber capabilities.36 

By restructuring the cyber acquisition and operations policy to a rapid cyber acquisition model, 

DOD can ensure a prompt and total insertion of new technologies to combat the existing and 

future cyber threats that evolve constantly.   
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Cyber Workforce 

 In order to fortify the cyber workforce, the DOD cyber strategy must lay out a specific 

implementation plan, instead of merely providing guidance. If the DOD cannot offer a unique 

and rewarding mission to offset the other competitive advantages that private industry can offer, 

it will continue to have an increasing problem with recruitment and retention of cyber warriors, 

which are described as individuals engaged in offensive and defensive cyber operations.37   

As more and more universities and higher level institutions acknowledge that cyber 

security is a growing career field, they are offering advanced degrees and research opportunities 

aimed at directly providing a solid background necessary for an in-depth understanding of cyber 

security. Not only should the DOD look for civilians that have a strong technical background for 

recruitment, but a strong technical background is a necessary requirement for Active Duty 

officers. Modeling the career path for an Active Duty cyber warrior after the pilot program is 

another option. Cyber warriors should obtain undergraduate degrees in the cyber security, 

networking and/or computer science areas; followed by an intensive training program to include 

realistic simulated attacks and defense, after which tracking and documentation of operational 

hours related to cyber security indicates their expertise. An increased effort for Active Duty 

officers and civilians to go regularly to continued learning and new informational classes to stay 

current on trends and technological advances follows.  

One of the largest issues with retaining cyber talent goes beyond the training pipelines. 

The training framework is good, but one can argue that the material that the officers are being 

trained is inadequate. Additionally, the big angst in cyber operations currently is how the officers 

and enlisted personnel are being used. They are typically doing normal maintenance activities 
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instead of actual attack and defense operations, and this is immensely boring. A lack of practice 

ranges and simulators does not let operators fully train new tactics, techniques, and procedures.  

This proposed program will aid to keep the cyber warriors excited about their careers by 

providing them with a unique and rewarding mission. It will also assist the DOD in recruiting 

and retaining top talent normally hired by private companies offering better compensation. An 

employee must show that they have adequate advancement and growth opportunities to support a 

long term commitment to a mission. If a cyber warrior embraces a culture of training, education, 

exercises, continuous learning to evolve effective tactics, techniques and procedures, sound 

operational risk management, and routine evaluations of compliance and operational 

effectiveness then they will in return thrive on professional competency, discipline, innovation 

and teamwork, as well as a comprehensive knowledge of the application of Joint combat 

power.38           

CONCLUSION 
 

This paper began with an overview of the current DOD cyber posture. The overview 

included the current collaborative efforts in which DOD participates, as well as a brief 

description of some of the most critical threat types that are present today. Descriptions of 

common threat sources and types of exploits that are most typical followed.  This section also 

provided some statistics on number of attacks and whom they affected.  

The next sections consisted of an analysis and critique of both the 2011 and 2015 Cyber 

Security strategies. They started by briefly reviewing the primary missions, strategic initiatives 
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and strategic goals in order to give insight into important considerations for cybersecurity. They 

then discussed the strengths and opportunities as well as the weaknesses and oversights. 

By providing a background on the current cyber posture and an analysis on the initial and 

current DOD Cyber Strategy, there are recommendations provided on further revisions to the 

current DOD cyber strategy to achieve an advantage against existing and near-term cyber threats. 

Recommendations included addressing supply chain threats and how to reduce the number of 

compromised components; guidance on how to provide assistance with private sector 

accountability with securing their own networks and systems follows. A suggestion that an 

adherence to both the NIST Cybersecurity Framework standards for risk mitigation as well as the 

updated JCIDS process for rapid cyber acquisition inclusion in the updated DOD cyber strategy 

is made. Lastly, an improved recruitment and retention process is proposed to grow a reliable 

cyber workforce that is dedicated to the cyber mission. With all these recommendations 

considered in the next revision of the DOD cyber strategy, it becomes a more robust strategy that 

will reflect aspects of the cyber posture that are not currently considered.  

 Although this is not a specific recommendation for something to add to the next revision 

of the DOD cyber strategy, it is important to mention the concept of a Cyber Force. There are 

many schools of thought that believe that sometime in the near future there should be the 

construction of a separate Cyber Force, instead of pulling and combining resources from multiple 

federal agencies. This thought has a lot of merit, supported by facts considered in this paper. A 

dedicated Cyber Force would allot for its own chain of command and budget considerations, 

potentially cutting down the amount of bureaucracy that is currently hindering the cyber 

acquisition process. As it stands, USCYBERCOM does not have its own budgetary powers and 

acquisition arm, so it relies on the individual services. If there is a realization of a Cyber Force, it 
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would have its own acquisition proficiency, and could bypass most of the traditional JCIDS 

processes to rapidly field cyber capabilities.  

 The proposal of the ideas and recommendations in this paper is relevant for the current 

cyber posture. However, it is important to remember that the cyber domain is rapidly fluctuating 

and advancing, and the key take away is to maintain a strategy that is dynamic to future changes 

to sustain and progress the capabilities needed to deal with current and emerging cyber threats. 

What is recommended in this paper may not be lesser or increasingly relevant in future years as 

the cyber posture matures and changes.  
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