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Executive Summary 

Based on the rapid expansion of cyberspace operations and the importance of cyber secw·ity to 
both the Department of Defense (DoD) and industry, the University of Hawai·i - West o·ahu 
(UHWO) developed the Bachelor of Applied Science degree with a concentration in Information 
Security and Assw·ance (BAS-ISA). The mission of the program is to: 

''Prepare all students, including Native Hawaiian, local, and regional 
students for employment in the information technology and information 
security careerfields upon graduation. " 

This Cyber Security Workforce Development and the Protection of Critical 1nfrastructure 
Project directly supports workforce development needs for the U.S. Navy; promotes loca~ 
regional, and global needs to develop subject matter experts in information security and 
assw-ance; and supports the transition of veterans into engineering related career fields. The 
project was completed along three lines of effort: expansion of the UHWO Cyber Security 
Coordination Center (UHWO CSCC), establishment of the UHWO CSCC Network 
Vulnerability Assessment Lab, and the Expansion of the Troops to Engineers Program. The 
estimated and final cost for the program was $360,275. 
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Introduction 

Since 1976. the Unjversity of Hawai'i - West O' ahu (Ul-IWO) has served the people of 
Hawai ' i and remains a dynamic and diverse place of learning and cultural enrichment. UHWO 
is located in the city ofKapolei on the island of O'ahu, and is a four-year, comprehensive 
university with an emphasis on career-related baccalaureate education based on state, regional, 
and global needs. The university is located closely to key defense and mmtary facilities to 
include: Joint Base Pearl Harbor-Hickam, Headquarters United States Pacific, Command, 
Schofield Barracks, Kaneohe Marine Corps Base, and numerous critical Department of Defense 
(DoD) facilities. 

Due to the rapid expansion of cyberspace operations and the importance of cyber security 
for both the DoD and industry, UHWO developed the Bachelor of Applied Science degree with a 
concentration in lnf01mation Security and Assurance (BAS-ISA). This degree program is the 
first of its kind at a public institution in Hawai ' i and the Pac ific to be developed jn response to 
both national and state needs for graduates with education in information security. The 
concentration was developed in cooperation with University of Hawaii Community Colleges, 
state and federal law enforcement agencies, state security officials, and local businesses to cover 
a wide variety of technical and managerial aspects within the field. 

The National Security Agency (NSA) and the Deprutment of Homeland Defense (DHS) 
have certified the University of Hawai ' i - West O' ahu as a National Center of Academic 
Excellence in cyber defense education through academic year 2021. This is in keeping with the 
mission and vision of the information technology and security concentrations at UHWO. 

"'Prepare all students, including Native Hawaiian , focal, and regional 
students for employment in the i1?formatio11 technology and infonnation 
security career fields upon graduation (Mission) . ·· 

"Establish and expand the UHWO Cyber Security Coordination Center as a 
Center of Academic Excellence in Information Security and Cyber Defense, 
educating students to be engaged global citizens and leaders in our society 
(Vision). " 

Additionally, the Chief of Naval Operations (CNO) Position Report for 2014 highlighted 
the U.S. Navy's plan to develop a cadre of about 1,000 cyberspace operators by 2016 to man 
cyber mission teams and identifies other personnel shortfalls that may directly impact readiness. 

Project Objective 

This Cyber Security Workforce Development and the Protection of Critical Infrastructure 

Project directly supports workforce development needs for the U.S. Navy; promotes local. 

regional, and global needs to develop subject matter experts in information security and 

assurance; and suppo1ts the transition of veterans into engineering related career fields. Funding 

to support the three lines of effort desc1ibed here, expansion of the UHWO Cyber Security 
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Coordination Center (UHWO CSCC), establishment of the UHWO CSCC Network 

Vulnerabi lity Assessment Lab, and the Expansion of the Troops to Engineers Program was 

instrumental to the success ohbis project and for progressing towards the stated mission and 

vision for the BAS-ISA program. The estimated and actual cost of this complete project was 
$360,275, which includes the three lines of effort and project management requirements. 

Technical Findings 

Expansion of the UHWO Cyber Security Coordination Center (UHWO CSCC) 

The purpose of the UHWO CSCC is to provide BAS-ISA students with an opportunity to work 
in a cyber-operations center and coordinate cyber defense information with local and regional 
partners. Tbis center provides students with experience and education as network defense 
subject matter experts to prepare them for future employment in industry or the DoD. This 
center also supp011s information security needs in the community and region by acting as a 
resource to learn about modern cyber conflicts emerging threats. Cuniculum courses that 
suppo11 this center include Proactive System Security, Digital Forensics, Management of 
Infonnation Secw·ity, Modem Cyber Conflicts, and Senior Practicum. The expansion of the 
center supp011s the NSA!DHS National Centers of Academic Excellence focus areas of Cyber 
Investigations and Security Incident Analysis and Response. 

This program has been expanded and now includes a further developed web-based 
coordination site, associated hardware, and software for the on-campus UHWO CSCC, 
administrative stipends for practicwn and research students, faculty summer salary, 
communicat ions products, and limited travel for site visits and conferencing. 

The CSCC contains a developed web-based coordination site, computer workstations, and 
industry standard software for interns to conduct their research. Currently, the CSCC is located 
on the UHWO campus in Building E, and is staffed with five student research interns perfonning 
the following roles: Global Cyber Envirorunent Analyst, Vulnerability Researcher, Best Practices 
Analyst, Forensics Analyst, and Indust1ial ContTol Systems Cybersecurity Analyst. 

The Global Cy ber Analyst position researches and conduct analysis on cu1Tent national and 
international developments related to cybersecurity. Tbis involves gathering information on 
activities such as data breaches, cyber-related legislative activities. and international and 
domestic events. The duty requirements for th.is position include: 

• Production of weekly executive summaries. 
• Maintenance of designated web space with cun-ent analysis. 
• Maintenance of information security resources for the CSCC. 

The Best Practices Ana~yst position maintains a lisr of best practices, computer related patches. 
and standard operating procedures (SOP) for various Operating Systems (OS), software and 
hardware. The duty requirements for this position include: 
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• Keep up to date with latest patches and security updates for Linux Windows. and 
MacOSs. 

• Maintain a list of SOPs for hardening Linux Windows, and Mac OS. 
• Provide weekly executive summaries of software updates and patches for the 

CSCC. 
• Maintain a list of updates and patch resow·ces for the CSCC. 

The Vulnerability Researcher position investigates the latest secwity vulnerabilities and 
published exploits. The Vulnerability Researcher analyzes the vulnerabilities and exploits to 
provide info1mation on how they work, the likelihood of it turning into an attack, and how to 
best mitigate the issue. The duty requirements for this position include: 

• Research the latest vulnerabilities and exploits. 
• Test and document vulnerabilities, exploits and effective countermeasures. 
• Provide effective countermeasures to the Best Practices Analyst. 
• Produce weekly executive summaries of cu1Tent vulnerabilities and exploits. 
• Maintain a list of vulnerability news resources for the CSCC. 

The Forensics Analyst position further examines and analyzes various forms of malware, 
exploits, phisbing attempts, and related cyber-attacks. The Forensics Analyst perfonns certain 
exploits found in a developed sandbox environment. The duty requirements for this position 
include: 

• Building and maintaining a Network Vulnerability Assessment Lab. 
• Obtaining samples of viruses, ma I ware, and phlshing-attempts for analysis. 
• Produce weekly executive summaries of cun-ent threats, phishing-attempts, and 

malware campaigns. 
• Produce analysis reports of malware samples and phishing attempts. 
• Publish malware remediation procedures to CSCC. 

The Industrial Control Sysiems Cybersecurity Analyst further specifically examines and 
analyzes current cybersecw-ity threats related to both ICS and critical infrastructure protection. 
The duty requirements for this position include: 

• Building and maintaining Network Vulnerability Assessment Lab equipment 
specifically related to ICS. 

• Produce weekly executive summaries relating to JCS cybersecurity. 
• Publish ICS alerts and advisories. 
• Maintain ICS training and resources for the CSCC. 

CSCC Portal (Availablefrorn www.ulzwo.hawaii.edu/cybe1) 

The expansion of the CSCC Portal allows access to all analyst resources to the public to 
support education and the increased cybersecurity posture of networks local and regionally. The 
portal also suppo1i academics, training, events, jobs, internships, and cybersecurity resources 
(see figures I and 2). 
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Figure 2: CSCC Portal 

CSCC Center - UHWO Campus Room E205 

The expansion of the CSCC into expanded physical space provides five student interns the 
resources to conduct cybersecurity research and analysis. The CSCC is configured with analyst 
workstations, forensics machines, and vulnerability testing platforms (see figure 3). 
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Figure 3: Physical CSCC 

Establishment of the UHWO CSCC Network Vulnerability Assessment Lab 

Ethical and legal considerations are a significant challenge when educating BAS-ISA students 
on techniques and procedures involved in conducting vulnerability assessments of computer 
networks. To adequately exercise and experiment with industry standard software, it was 
necessary to construct a Network Vulnerabjlity Assessment Lab to mitigate the risks associated 
with conducting penetration testing on live networks. In addition, a reconfigurable lab allows 
students to model various network architectures and suppo1t research into the vulnerabilities 
associated with home networks, small business networks, and industrial control 
systems. Curriculum courses tbat support this lab include Proactive System Security, Digital 
Forensics, Management of Information Security, Secure Software Programming, and Senjor 
Project. A new course was developed and offered for the spring 2017 semester to better train 
and educate students on the cybersecurity concerns of the Nation's critical infrastructure; 
Cybersecurity of Supervisory Control and Data Acquisition (SCAD A) Systems. 

Establishment ofthis lab included associated hardware and software for the on-campus lab, 
faculty and researcher training, administrative stipends for practicum and research students, and 
limited travel for site visits and conferencing. 

Triangle Micro Works Test Hamess: UHWO completed the purchase and configuration of 
network simulation and industry commercial-of- the-shelf (COTS) solution to begin 
understanding protocol parsing and vulnerability analysis for protocols used in critical 
infrastructure. The purpose of this vulnerably analysis was to gain a better understanding of 
infonnation secw-ity as it applies to the protection of c1irical infrastructure. This will be tbe first 
test conducted in tbe Protection of Critical Infrastructure lab to better understand issues involved 
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in the specific protocols. This objective of this study was to implement a small-scale simulation 
of a utility industrial control system using the Triangle Micro Works Test Harness. Protocols 
involved in this test include DNP3. The simulation was used to monitor communications from a 
remote user to the remote terminal unit (RTU). This laid the groundwork for possible expansion 
of this study to include vulnerability testing of the communications to an RTU using commercial 
products. 

NETLAB: UHWO implemented a system created by Network Development Group (NDG) called 
NETLAB. This system allows students to connect to a self-enclosed virtualized network 
environment at any time. NETLAB utilizes a virtual network called "pods" that are non
persistent and reusable for hands-on learning. The pods contain their own network and are 
unable to access anything outside of the environment allowing students to work safely on system 
penetration techniques, malware analyzing and forensics analysis. In addition, the 
reconfigurable lab allows students to model various network architectures and support research 
into the vulnerabilities associated with home networks, small business networks, and industrial 
control systems. Curriculum courses that support this lab include Proactive System Security, 
Digital Forensics, Management of Infonnation Security, Secure Software Programming, and 
Senior Project and Cybersecurity of SCADA. Student interns were provided the opportunity to 
assist in the installation, configuration, and maintenance of the NETLAB system (see figure 4 ). 

Figure 4 : NETLAB Installation 

Student Client Workstations and Lab: UHWO completed the purchase and configuration of a 
commercial-of- the-shelf (COTS) solution for a student Jab to access penetration testing 
resources. This lab includes 30 workstations configured for access to the NETLAB 
infrastructure, host-based virtual machine penetration testing, and academic software for course 
support. 
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Expansion of the Troops to Engineers Program 

The Troops to Engineers Program promotes success in engineering through internships and 
work experience for recent veterans. This National Science Foundation sponsored initiative at 
San Diego State University demonstrated a methodology to bridge the gap between military 
service and the transition into engineering careers. O' ahu is home to several military 
installations, and as of November 2010, the number of veterans in the State of Hawaii was 
117, 254. The expansion of the program to UHWO allowed the university to support veterans 
transitioning into engineering career fields, specifically information assurance and cyber security 
(See Appendix B). Additionally, UHWO developed a partnership with the SPAW AR Systems 
Center Pacific and has a student veteran serving as an intern at the Hawaii facility. 

SPA WAR Systems Center Pacific: UHWO established partnerships with SPAW AR Systems 
Center Pacific, Cybersecurity Science and Technology Branch. This partnership led to the 
support of ICS Cybersecurity training for UHWO students in support of cyber workforce 
development. To support this prutnership, a new course was developed and offered to advanced 
cybersecurity students (available Spring 2017 semester). JCS cybersecurity training and 
workforce development are also directly supported with SP AW AR SSC subject matter experts 
providing student training and faculty development (see Figure 5). 

Figure 5: SPAWAR Systems Center Partnership 

Tasks and Timeline 

The Cyber Secmity Workforce Development and the Protection of Critical Infrastructure 
Project original period of perfmmance was from May 15th, 2015 through December 2016. This 
project directly supports cyber workforce development needs. The level two and three tasks from 
the project work breakdown structure (WBS) and associated milestones are as follows: 
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* Identifies a project milestone 

I. Initiation 

1.1. Stakeholder identification 
J .2. Stakeholder register completed* 
1.3. Stakeholder management strategy completed* 
1.4. Development of white-paper* 
1.5. Completion of project proposal* 

2. Planning 

2. 1. Scope statement 
2.2. Schedule 
2.3. Initial project management plan (PMP)* 
2.4. Gantt chart* 
2.5. PMP* 
2.6. Updated resources registeJ with financial overhead 

3. Cyber Security Coordination Center (CSCC) 

3 .1. Expansion of web-based coordination site 
3.2. Hardware equipment plan 
3.3. Hardware procurement* 
3.4. Software plan 
3.5. Software, licenses, and procurement* 
3.6. Facilitjes improvement* 
3. 7. Communications plan and products 
3.8. Travel plan 
3.9. CSCC transition to sustained operations* 

4. Network Vulnerability Assessment Lab 

4 .1. Lab design* 
4.2. Hardware equipment plan 
4.3. Hardware procurement* 
4.4. Software plan 
4.5. Software, Licenses, and procurement* 
4.6. Facilities improvement* 
4.7. Researcher training, SCADA and penetration testing 
4 .8. Travel plan 
4.9. Lab transition to sustained operations* 

5. Troops to Engineers Program 

5.1. Communication 

May 2015-August 2015 

5/ 15-6/15 
7115 
8/ 15 
Complete 
2115 

May 2015-August 2015 

5/ 15-6/15 
7/ 15 
7/ 15 
7/ 15 
8/15 

8/ 15 

Aug.2015 - Dec. 2016 

6/15-6/16 
8/ 15 
8/ 15-12/ 15 
8/15 
8115-12/ 15 
8/15-12/ 15 
8/15-12/ 15 
9115 
8/16 

Aug. 2015-Dec 2016 

9/15-12/ 15 
9/ 15-12/ 15 
1/15-12/16 
9/15-12/15 
1/ 15-3116 
l/15-12/16 
8/ 15-12/16 
8/15-12/16 
12/16 

Aug. 2015-Dec. 2016 

8115-3/16 

10 



5.2. Planning for veteran stipends 
5.3. Travel plan 
5.4. Support plan for CSCC* 
5.5. Support plan for Network Vulnerability Assessment 

Lab* 
5.6. Internships complete* 

6. Monitoring and Controlling 

6. 1. Lab direction 
6.2. CSCC operations 
6.3. Stakeholder update/visit 1QFY16* 
6.4. Stakeholder update/visit 3QFY 16* 
6.5. Fina l stakeholder update/visit complete* 

7. Closing 

7. 1. Final project report complete* 
7 .2. Project complete* 

Key Project End Items 

C CC Equipment and Supplies and Related Expenses 

CSCC Hardware 
Dell Workstations 
Cyber Center laptops 
Cyber Center Display Panels 

CSCC Software 
Nessus Vulnerability Scanner 
Office Software 
Deepfreeze security Software 

CSCC Book Library 
Industry and academic standard texts 
CHFI Courseware 
CEH Courseware 

Vulnerability Assessment Lab and Server Equipment 

Lab Hardware 

8/15-12/15 
8/15-12/16 
11 16-12/16 
1116-12/ J 6 

12116 

Aug. 2015 - Dec 2016 

8115 - 12/ 16 
8/ 15-12/ 16 
11 / 15 
5116 
12/ 16 

3/17 
3/ 17 

NETLAB Server and associated networking equipment 
Dell Servers and virtual network equipment 
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Student client workstations 

Lab Software 
NETLAB Installation and Training 
vSphere ESXJ software for network virtualization 
Triangle Microworks Test Harness 

Summary 

This Cyber Security Workforce Development and the Protection of Critical Infrastructure 
Project directly suppo1ts workforce development needs for the U.S. Navy; promotes local, 
regional, and global needs to develop subject matter experts in info1mation security and 
assurance; and supports the transition of veterans into engineering related career fields. The 
project was completed along three lines of effort: expansion of the UHWO Cyber Security 
Coordination Center (UHWO CSCC), establishment of the UHWO CSCC Network 
Vulnerability Assessment Lab, and the Expansion of the Troops to Engineers Program. The 
project was completed on December 31 s\ 2016 followin,g the no cost extension identified in 
Appendix A (No Cost Extension). The estimated and final cost for the program was $360,275. 

Project Highlights lnclude: 

• UHWO Certification by the NSA and DHS as a National Center of Academic Excellence 
in Cyber Defense Education through Academic Year 2021. 

• UHWO Team was the fast in the state to win the National Cyber League, National 
Championship. The team placed first in both the overall and gold brackets earning the 
title ofNational Champions in 2016. 

• Expansion of both the physical and virtual CSCC at UHWO supporting student research. 

• Design and installation of server and client infrastructure to support cyber workforce 
development. 

• Established Partnerships with SPAW AR Systems Center Pacific. 
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Appendlx A-No Cost Extension to December 31'"\ 201 7 

July 1 s. :a)le 

UNIVERSITY 
of HAWAI'I" 
W:EST O 'AHU 

Dr. Ridlafd Carlin 
ONR SfA WARFARE & WEAPONS S& T DEPT 

875 N. Randolph Slleet 

Mnglon, VA 22203-1995 

RE: Award No. NOOCH4·1~1-2.07 

No Cost &tension uolll Decomtlt!f 31, 2016 

Dear Or. Cetlln, 

We cetpecifUlly ~uest a No Cost E.JCtenslon until Oeee\'ntler 31, 2016 for award No. N00014-1S.1c2407 C)'W 
SewrifY w~ Development and lfle Protection ofCrillcal /nfra.!11.ructure. The cu-renc end date 1$ August 14, 
2016. We Wlticlpate helling• balanoe of aPDroxlmately $104.035 fell of ttie cwlpinal 11-d. 

We request a no oost extel'ISiolt to hlcl!tate 1he comj)lelion <A projected procuremen1 actions and &eheduled 
8IUdeol relll!arch lotam5hlp$. The period of pertoonance on lhe grant pl"()j)0$81 8'lO h gl'lll'lt ~d document ti; 
from May 15th, 2015-AIJg\m 14th. 2016; hcMever, projecl funding was iniliabild oo Jtoiy 2811. 2015. The 
addlliooal dme vtll also alloW ttte prqea m~ ID continue wppoo of the UHWO Cyt>er Coordlnallon Training 
Center ll!nd asllOCiatied ab.ldent researd'I tor ttie Fall 2016 semesier. 

Than!< you for )'OIK SIJW0'1 of the program. 

Maat.w A. Chapm•n, Ph.D. 

PYindl>al lnvl!Sligetor 

mc:sm 

~~-IL~ -
contracts and Grants Specia,1111 

Oflce ol R~ SeMce$ 

01·1'01~~ 

~-T~)6n-13()0 

"""'""'~--ms...... 
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Appendix B- Troops to Engineers Report 

Troops to Engineers Program Trip Report: Ms. Sherry Proper, Director of Strategic Initiatives 

CooJdination meetings with tbe Veterans Centers at California State University San Marcos 
(CSU San Marcos) were conducted on July 15. 20 16 and with San Diego State University 
(SDSU) on July 18, 2016. The purpose of these trips was to gain a better understanding oftbe 
infrastructw·e of the centers, as well as their scope and services, in order to begin to devise a plan 
for proviqing similar services at the University of Hawai i West Oahu. 

At CSU San Marcos, Ms. Proper met with the following representatives: Patricia Reilly, 
Veterans Center Director; Ericka Korb, ESTEP Coordinator and Professional Development; and 
Brian Pierce, ESTEP Management Intern. At SDSU, meeting occurred with the following 
representatives: Todd Kennedy, Veterans Coordinator; Ryan Morris, Vocational Rehabilitation 
Coordinator; Jason Smith, Veterans Employment Specialist~ and Holly Shaffuer, Military 
Liaison Officer. 

At each of these institutions, the petcentage of military-related students - including veterans, 
activity duty, and family members - is approximately 10-12% of the total student population. 
Both CSU San Marcos and SDSU are institutions that have demonstrated appreciation and 
support of veterans by dedicating facilities. staff and financial support to ensure veterans, active 
military and their family members are successful in transitioning from military to non-military 
life. 

The lllission of the Centers focusses on fi ve key areas: family, finances, health, education, and 
career. Specific center services include assistance with admission and application information, 
educational benefits, scholarshlps, disability compensation claims, degree evaluation, internship 
opportunities, counseling, and vocational advising. According to staff members at both schools, 
it is workforce development and career preparation that are the most strategic components of the 
Centers' activities. Programs li ke ESTEP, VetSuccess. Troops to College, and Troops to 
Engineers fu11her establish and organize specific pathways to educational and career 
achievement. 

1n order for the University of Hawaii West Oahu to begin to build the groundwork for 
suppmting military-related families, the initial step would be to hire a staff who has knowledge 
of and experjence in the five key areas of military support member to establish the foundation of 
a military-related support center. The University of Hawaii West Oahu already has some select 
academic programs that are attractive and conducive to military students, as well as its first 
ESTEP student intern. Should funding be available to lead the development of a 3-5 year pilot 
program, specific goals for enrollment aod retention could be detennined in an effort to project 
tuition revenue that would suppo1t the institutionalization of these efforts. Another trip to CSU 
San Marcos in a few months would be appropriate to have a more detailed meeting with the 
Veterans Financial Aid specialist there, since finances are a key area of support focus for military 
students and UH West Oahu needs more information about that particular area in order to 
establish a Veterans Center. 
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Appendix C - CSCC Library Inventory 

(Availablejj--om lzttp://wwH'.1thwo.hmvaii. ed11/cyber/resourcesluhwo-cscc-libra1:y/ ) 

UHWO CSCC Library 

The IJIIe$ oelOW ere avsiJa/Jle f0t student reading eno ,_afl)JJ In Ille WMt> CSCC. em. ~ mference me1en81S caMOl ll8 removed from Ille CSCC. 

~ Autho< ISBN 
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Joeh ... J o..- Pov <lliY• Fe.a. Z.edl Lw-.ier, co.,-·· s-· A Ridley ond <ltO<V 

w-

CHA~~ F~:R: tfwre.s:tlg•iot'~ Al4n-One. E.Qm GUdit 

1 

cn.llU L 8took:I _ 

c:lssP s .. av Gu<de n..v E....., I enec."""'· s.., M __ ,.-,,.. -

CISSP. ~~ Systl:t"lS S.OOnty Ptotu~Officilt! Sway~ - Jtima ~Nls ..... ,, 

Ed-

Ecc:our..J 

I 0-7S159n76QQ1 

on1eoon~16& 

9781 11904.2710 

NIA 

NIA 
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