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ABSTRACT

MIT Lincoln Laboratory (MIT LL) has been engaged in a project sponsored by the Department of
Homeland Security Science and Technology Directorate (DHS S&T) and the Federal Emergency
Management Agency (FEMA) that examines alternative mechanisms for training and evaluation of
emergency managers (EMs) to augment and complement existing techniques. The effort seeks to answer
the question of how government agencies can ensure that key emergency response personnel have the
required skills and knowledge to make critical decisions during an incident of unprecedented size, scope,
and complexity, such as an improvised nuclear device (IND) detonation. The effort has examined game-
based training methods to determine their suitability for addressing the identified gaps and to improve the
tools, techniques, and guidance for creating game-based training materials. This report summarizes the
key steps and findings of the project.
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1. INTRODUCTION

MIT Lincoln Laboratory (MIT LL) has been engaged in a project sponsored by the Department of
Homeland Security Science and Technology Directorate (DHS S&T) and the Federal Emergency
Management Agency (FEMA) that examines alternative mechanisms for training and evaluation of
emergency managers (EMs) to augment and complement existing techniques. The effort seeks to answer
the question of how government agencies can ensure that key emergency response personnel have the
required skills and knowledge to make critical decisions during an incident of unprecedented size, scope,
and complexity, such as an improvised nuclear device (IND) detonation. The effort has examined game-
based training methods to determine their suitability for addressing the identified gaps, and to improve the
tools, techniques, and guidance for creating game-based training materials. The following three reports
resulted from the project research, covering key aspects of the problem space:

Analysis of Decision Making Skills for Large-Scale Incidents [1] summarizes the key
decisions and skills that professional EMs thought were critical to an effective response to a
large scale incident, with an emphasis on those decisions and skills that may not be adequately
addressed by current training methods. The information was gathered through a combination of
interviews and surveys conducted with a broad range of Subject Matter Experts (SMESs) and a
review of pertinent planning documents. The analysis focused on IND detonation scenarios;
however, many of the results generalize to other large-scale incidents.

Game Design for Disaster Response Training [2] provides guidelines for determining when
game-based training techniques are suitable to a training task, creating training games for
targeting decision-making skills, and validation methods for those games that are cognizant of
practical limitations on time and resources. The report also describes two games implemented
as part of the project to target skills and decisions identified in the decision-making report
mentioned previously. Those two games serve as concrete case studies to demonstrate the
guidance on selection, design, and validation.

Models for Government-Industry Collaboration for the Development of Game-Based
Training Tools [3] describes the unique challenges of serious game development, how proper
use of collaboration partners can overcome those challenges, and how projects can be organized
and managed to accommodate those partners. The report presents seven different collaboration
models, describes the tradeoffs of each model, and offers guidance on how to select the right
model based on the task and budget. The analyses and recommendations in the report are
supported by the input of the Serious Games Focus Group held at the Massachusetts Institute of
Technology on August 27, 2015.

The findings of those reports are summarized in Section 2; the full reports are available upon
request. Section 3 focuses on the practical next steps to apply the findings of this project.



2. PROJECT SUMMARY AND TAKEAWAYS

2.1 EMERGENCY MANAGEMENT TRAINING FACES CHALLENGES

Adept EMs and incident commanders possess a refined set of behavioral competencies, such as the
ability to improvise, make correct inferences under time pressure, and provide effective guidance to
teams. It is difficult and time-consuming to gain expertise in those vital decision-making roles, especially
for large-scale incidents. The required skills are challenging to learn with traditional training methods,
such as classroom lectures or live exercises, and opportunities to gain actual experience are infrequent.
Classroom-based training provides professionals with the fundamentals of their position requirements, but
it has a limited ability to train or assess strategic thinking and interpersonal skills. Live exercises help to
rehearse knowledge, but they are time-consuming and generally expose the participant to just a single
scenario. On-the-job learning is invaluable for building and demonstrating decision-making skills, but it is
fundamentally limited by the infrequency of relevant events in the real world. Waiting for candidate
emergency managers to slowly acquire and demonstrate the skills during real incidents limits the
available talent pool and reduces confidence that decision makers have the skills to handle large incidents.

In this project, we began with identifying the difficult decisions that EMs would be required to
make during an IND detonation or similar large-scale incident. We then investigated the skills that experts
used when making those impactful decisions with an emphasis on which skills were most difficult to train
or evaluate. These difficult decisions and required skills were identified through a quantitative and
qualitative domain analysis of relevant technical documents and input from a broad range of SMEs. While
we focused our efforts in one area of disaster response, a similar analysis could be performed to identify
training difficulties for any domain. The top ranked decisions and skills relevant to an IND detonation or
other large-scale incident are illustrated in Figure 1.



Number of SMEs that Identified the Difficult Decision
(24 Total Responses)

How to allocate finite resources? I |6

How to phrase/disseminate info to public or FRs?
Whether to expose first responders to radiation?
Where, when, and how to evacuate?

How to set patient triage standards?

I 15
I 14
I !
I L0

Number of SMEs that Identified as a Skill (24 Total Responses)

Make atimely decision with limited information
Determine and use reliable information/sources
Adapt plans, improvize solutions

Apply resources effectively / efficiently

Synthesize it ion, gain s

Selective attention

Y
i
I |0
K
K

Where are dangerous fallout and hot zones? |[INNEEG_ Cost /benefit analysis | 7 C:;glg:::\'e
Where to issue shelter-in-place? NI Forward thinking, able to adjust decisions NN 7
How to develop an information collection plan? NI o Focus under stress, detach from emotional aspects [N 6
Where to stage incoming resources? NI 7 Confidence, courage to make a decision [NNNGEGGGEGEN
Where to assemble survivors? NN 7 Provide vision of outcome / set priorities NN 5
How to recognize as a rad/nuc incident?  |IREEEG_—_———__ 7 Leadership | 1 11
Where are the damage zones (DZs)? [N - Communication | 1 10
Has the decision making staff been impacted? [N 5 Teamwork | 7 Tnterpersonal
How to get public services and wtilities back up? NN - Compassion | | 4 Skitls
How and where to decontaminate people? NN 5 Capability to influence and collaborate | | 3
How to monitor the affected population? [N 3 Experience working with the response team or network | S Experience
How to maintain public confidence and trust? NN 3 Experience with strategic decisions | 3
. . - Domain
Do FRs restrict who can leave/enter areas? I 3 Understand and ua"‘!‘.:;::[wh““l nature of the | 3 Knowledge

Single detonation or is there a secondary device? N 3

Have relevant technical domain knowledzge [NNNINGEGEN 11

Figure 1. Difficult Decisions (left) and Critical Skills (right) ranked by their frequency of emphasis by SMEs.

2.2 GAME-BASED TRAINING CAN PLAY AN IMPORTANT ROLE

Game-based training for emergency management professionals can complement traditional training
methods such as classroom learning, live exercises, and on-the-job experience. It offers a number of
appealing benefits to traditional methods, such as reduced cost, greater accessibility, flexible scenario
creation, and increased motivation for participation. It can also effectively engage participants in a variety
of complex decision-making environments that are not easily replicated by other training methods.

The use of serious games has attracted a growing interest in both the research and training
communities, and the related field of “war gaming” has a long tradition in military sectors. Games and
game-like training methods are already used throughout the Department of Homeland Security (DHS) and
other government agencies to support training, evaluation, analysis, and technology exploration. Those
techniques have found successful niches, but their wider applicability faces several barriers that limit their
impact. This project offers practical guidance to government agencies, project offices, and program
managers on how to overcome those obstacles and leverage the strengths of game-based training
methods.

Two prototype games developed as part of this program are illustrated in Figure 2, showing two
very different styles of games that can target decisions and skills key to effective emergency management.
First Response demonstrates how a strategy game can target topics related to allocation of scarce
resources, managing competing priorities, and adjusting the response strategy as the situation unfolds.



Disaster Dilemma demonstrates how a narrative game can target topics related to managing social and
political situations that emerge in parallel to the physical disaster, and how to make calculated tradeoffs
based on shifting context, priorities, and opportunities.
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Figure 2. Two lightweight serious games (LWSGs) developed to target skills important to emergency management.
First Response (top) and Disaster Dilemma (bottom).



2.3 WHEN IS GAME-BASED TRAINING THE RIGHT APPROACH?

Serious games are interactive systems that focus the participant on decision making in a virtual
scenario. They offer players rapid feedback, multiple play iterations, a low cost of failure, and an
opportunity to experiment and explore different strategies. They are well-suited for building and
evaluating strategic and interpersonal skills, and can be used in concert with classroom lectures (which
are effective at conveying factual information) and live exercises (which are effective at rehearsing
complex procedures).

Different types of serious games can serve different audiences and different types of training
materials, as illustrated in Figure 3. Quiz Games are best for conveying factual information, Tactical
Games help convey difficult tradeoffs and depend on the decision context, and Cognitive Games capture
subtleties about situational awareness, information processing, and prioritization.

AN
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bigger picture

EMs and
Cognitive Games command staff
Look beyond the presented
facts and choices; see

emergent properties.

SMEs and
support staff

Tactical Games

Well understood tradeoffs
but no clear right answer;
change behavior based on
context.

Understand
tradeoffs

Critical skills

First responders

Quiz Games
Understand Explicitly reinforce facts and
facts & plans best practice; experiment

v with failure. Affected public

Figure 3. Different types of learning objectives, different styles of serious games, and different audiences
are related.

24 ADVANTAGES OF LIGHTWEIGHT GAMES

Conventional approaches to using game-like structures for serious purposes often encounter several
limitations due to being heavyweight. Heavyweight approaches have high up-front development costs,
high scenario creation costs, a high burden on attendees’ time, they give players limited exposure to a
variety of scenarios, and they rarely yield quantitative results. In contrast, lightweight serious games
(LWSGs) focus on having short playtime (minutes, not days), deployable implementations (playable



over the Internet, not requiring specialized hardware), and focused in content (a few learning objectives,
not a full simulation). As illustrated in Figure 4, players can experience many more scenarios and
iterations of those scenarios, providing more reinforcement of learning objectives, more opportunity to
experiment with different strategies, and more opportunity to gather statistically significant data on their
readiness and gaps.

1-2 minute turns
(see trends, shift priorities)

10-15 minute games
{experiment w/ feedback,
measure rate of learning)

many participants many scenario.s
(accessible; easily integrated)  (adaptable, extensible)

1-2 hour session
(low burden on participants,
can be paired with other materials)

Figure 4. LWSGs are short, accessible, and focused.

2.5 GAME-BASED TRAINING VALIDATION

Serious-game validation is the most important step during the design process of any training
method, game-based or otherwise. It is in this step that we justify that the created game targets the
appropriate technical material, lessons, decisions, and skills that were intended by the game creators. The
most straightforward approach to validation is to run a direct end-to-end experiment and compare on-the-
job performance of people who do and do not play the game. However, traditional empirical user studies
can often be infeasible, impractical, or otherwise undesirable for a variety of reasons. They are generally
costly, require a long time frame, and can produce noisy results because of confounding factors. Scientific
field studies are essential for establishing the validity of game-based training in general, but they are not
well-suited for supporting the creation of games for particular applications. This project described and
demonstrated the utility of several alternate methods for building confidence in the suitability of a



particular game for a specific training task. The methods explored by this project include using frequent
SME involvement, following best practices in game design, analyzing expert strategies, and using
machine learning and artificial intelligence (Al) techniques.

2.6 FORGE NEW PARTNERSHIPS TO SUPPORT GAME-BASED TRAINING
DEVELOPMENT

Creating game-based training tools for emergency management presents unique challenges as game
design often requires multidisciplinary contributors to develop a successful product. The diverse set of
stakeholders, which includes the sponsoring government agencies, game developers, and those who may
benefit from the training, necessitates collaboration between multiple organizations, which can lead to a
challenging management and development process. This program investigated the practical question of
how to leverage existing talent in the commercial, academic, and federally funded research and
development center (FFRDC) communities to help interested government agencies create effective game-
based training tools. The analyses and recommendations in this area are supported by the input of the
Serious Games Focus Group held at the Massachusetts Institute of Technology in August 2015.

Effectively collaborating with new partners may require adapting existing collaboration models to
align with the interests and working patterns of those communities and supporting the inherently iterative
process of creating an effective training game. We recommended seven different collaboration models, all
of which have precedents both in and outside of government programs. An appropriate model can be
selected based on the needs and budget of the program; a summary is illustrated in Figure 5.
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A . 5500k-10M None On Demand Low - Med High Sole Source Project i .
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B Game Design Competition 5100k-200k None On Demand Med - High Med lam Central,

BAA

IndieGamelams.com

. - ArtCorgi, Bricklink,
Project Bidding and i
(c $10k-100k Required On Demand Low - Med Med BAA Upwork, Toptal,
Development Platform
Shapeways
Existing Centers of MIT Beaverworks, NASA

D Academic Capstone 510k-100k Required On Demand Low - Med Low
Excellence Glenn Research Center

Require Full Spectrum Warrior,
E Commerical Dual Release  S1M-10M  None o g tunlt Med High Sole Source Project America's Army,
ortuni
PP v NumberShire, Sokikom
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Opportunity

Med High Sole Source Project vs. Zombies 2, Quake,
Portal 2

$100k-10M Existing Centers of
G Center of Excellence (varies by  Required On Demand High Med € MassDigi, CIGG
Excellence, FFRDCs
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Figure 5. Comparison of the strengths and weaknesses of the seven collaboration models.



3. NEXT STEPS

There are several productive ways to build on the findings of this project, depending on the goals
and interests of the sponsoring agencies. These extensions fall into three main categories: applied pilot
studies, collaboration building, and validation improvement.

3.1 APPLIED PILOT STUDIES

We recommend performing initial integrations of game-based training with courses at current
training programs for emergency professionals, such as those run by FEMA for Incident Management
Assistance Team (IMAT) training, federal training organizations such as the FEMA Emergency
Management Institute (EMI), or local emergency management offices. Preliminary conversations suggest
that many such organizations are open to integrating serious games to complement their current methods,
and several have expressed eagerness to experiment with game-based training. Running integrated studies
with working training organizations is likely to yield more actionable feedback to improve the training
methods and build more confidence in their broader merit than would additional theoretical or laboratory
studies.

We recommend starting with an integrated approach, where a classroom or online training course is
paired with a game targeting similar learning objectives. The students would play the game before the
course to familiarize themselves with the challenges and tradeoffs they face. Then, the students would
participate in the normal course, with some context for the lessons they are being taught. After the course,
the students would play the game again to solidify the material they just learned, experiment with
variations of the material, and receive some repetition of the material to improve retention. If the course is
multi-day, the students might play the game each day after the lecture and discuss it with other students.

As with any experiment, to understand the benefit of game-based training it is important to have a
controlled comparison. We suggest creating three groups of students to participate in analyzing the
benefits of a course with game-based training integration. One test group would not play the game and
take the training course in its current state; one test group would take the course with the game integrated,;
a final test group would take the course, spending the same amount of time as the game-playing group,
reviewing a summary of the lecture material. In this way, researchers can compare performance of the
game versus nothing and versus additional time with the material. Note that even if the benefit gained
from the game-based training is the same as spending additional time with the material, that is a positive
result for serious games—one of the benefits of serious games is that they engage players, resulting in
more total time spent with the material (in addition to showing them that material in a more interactive
format). Running such a study to would offer several benefits and opportunities:

* Quantitative Validation. Have students of all groups take a quiz to evaluate their
comprehension of the material. Compare the results of the quiz for the groups of students taught
via traditional methods versus when paired with a serious game.



Qualitative Validation. Ask students and instructors to self-report on what benefits,
drawbacks, and opportunities for improvements they observed. Such feedback would help to
improve the games, adjust the way in which the game is incorporated into the curriculum, and
offer some basic validation of the merits of the game.

Professional Validation. Run the experiment for a live classroom lecture with a discussion
component. Do not tell the instructor which students were using the game-based methods and
which students were just seeing the lecture. After the course, have the instructors rate their
assessment of the depth of understanding that each student had by the end of the course.

Retention Study. Several weeks or months after the instructional session, have the students re-
take a quiz or provide another self-assessment of their knowledge of the material. Compare the
retention of material when taught just via traditional methods versus when paired with a game.

Compare Impact of Experience. In addition to having students play the game, give the game
to experienced professionals. Determine what professional experience and demographic factors
affect performance on the game to identify what types of material the game is most effective at
capturing. For example, if experienced IMAT outscore health physicists, that provides evidence
that the game is more directly targeting decision-making skills and not factual knowledge about
radiation. If experienced responders outscore inexperienced volunteers, then there is evidence
that the game is measuring skills that are acquired through experience.

Measure Topics Discussed. Have students play the game cooperatively in small teams of 2—4
players. Record the discussions they have about what actions to take in the game, and code
them according to topics (e.g., “inferring priorities,” “debating rules,” “mathematical
calculations,” “planning for evacuation”). Such a measure would determine if the game is
forcing players to think about the topics it was intended to address.

Demonstrate Template Flexibility. Integrating one of the games developed during the current
project [2] will involve updating the game to meet the particular topics and learning objectives
of the collaborating training organization. Doing so will help improve understanding of when
different game styles and templates mesh well with different topics, producing better guidelines
for when different types of games are most appropriate.

Explore Integration Styles. Compare different ways of pairing game-based training with
traditional lectures and coursework. For example, how do students rate the game differently if
they play both before and after the lecture versus just one of those times?

Student Benefit. There is also an immediate benefit to the students involved, who get early
exposure to modernized training methods and see the course material from another angle.



3.2 BUILD COLLABORATIONS

Partnering with new collaborators in order to build, validate, and deploy serious games may require
modifying existing models for collaboration. Two communities that are likely to be very productive
partners—independent video-game developers and academic game degree programs—are not familiar
with working with government sponsors. Building those connections through small efforts can pave the
way and produce a smooth relationship so that those partnerships are available for later efforts.

* Academic Capstone Projects. During the last decade, university degree programs have sprung
up that are dedicated to training students to enter the game industry. Such programs typically
combine computer science and art coursework, and they often have a very practical focus on
providing students with skills to immediately start a game-development career, and the
professors in those programs typically combine practical experience with deep theoretical
thinking. Engaging such programs through capstone projects or as centers of excellence can be
an inexpensive way to access a smart community that is able to manage the link between best
practices in game design and scientific principles of user analysis of experimental validation.

* Independent Video-Game Developers. Small companies and individuals that pursue video-
game design and development can be inexpensive sources of talent, creativity, and productivity.
However, that community is unfamiliar with operating with government agencies via traditional
methods and is not equipped with the administrative infrastructure to engage government
bureaucracies. As recommended in one of our reports [3], one way to engage those groups is
through game design competitions and “game jams,” akin to a Defense Advanced Research
Projects Agency (DARPA) Challenge. Running a competition to create a serious game for a
specific emergency management training program would be a good way to evaluate the
strengths and weaknesses of games coming out of that collaboration mode, and would likely
produce either usable games or strong prototypes to directly address a training need.

3.3 IMPROVE VALIDATION TECHNIQUES

As discussed in our report [2], a serious game can be partially validated by analyzing winning
strategies. If winning strategies involve the types of decisions and choices that we would like to instill in
students, then the game is rewarding desirable behavior and thus more likely to be teaching that behavior.
In contrast, if a winning strategy involves undesirable or unrealistic behavior on the part of the player,
then we know that the game needs to be revised to avoid teaching the wrong lessons. There are two
extensions to this work that would help to make that style of validation easier and more trustworthy.

* Al-Based Validation. Work should be done to improve machine learning and Al-based
methods for determining optimal strategies in a game. These techniques are often applied to
games for the purpose of creating computer opponents for entertainment games, but additional
research is needed to improve their use as a tool to support the design, refinement, and
validation of serious games. Once available, these techniques could become low-cost ways to

10



build confidence that a game is teaching the right lessons, and not accidentally rewarding
undesirable behavior.

Compare Transference and Precision. A transference test measures if students using a
method (e.g., serious games) are more effective in their real-world jobs, but does not determine
if the right lessons are being taught. A precision test measures if the right lessons are being
taught, but does not measure if that translates to better job performance. It would be interesting
to do a comparison study to determine how well precision tests predict transference. For
example, choose a game that rates well according to the alignment of winning strategies with
learning objectives (via the methods described in our report [2]), and run end-to-end tests of
transference to see how well precision predicts transference. If precision does predict
transference, then less expensive validation methods can be employed to build and validate
game-based training materials with confidence that those materials will have a positive
operational impact, even though such impacts are hard to directly measure.
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