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Abstract

Cyber threats are one of the most serious and challenging types of operational risk facing modern
organizations. The national and economic security of the United States depends on the reliable
functioning of the information technology (IT) services that serve the Nation’s critical infrastruc-
ture in the face of such threats. Beyond critical infrastructure, the economic vitality of the Nation
depends on the sustained operation of enterprise IT services of organizations of all types. This re-
port describes the Cybersecurity Capability Maturity Model for Information Technology Services
(C2M2 for IT Services), which helps IT service delivery organizations of all sectors, types, and
sizes evaluate and make improvements to their cybersecurity programs.
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1 Introduction

Cyber threats are one of the most serious and challenging types of operational risk facing modern
organizations. The national and economic security of the United States depends on the reliable
functioning of the information technology services that serve the Nation’s critical infrastructure in
the face of such threats. Beyond critical infrastructure, the economic vitality of the Nation de-
pends on the sustained operation of the enterprise information technology (IT) services of organi-
zations of all types. The Cybersecurity Capability Maturity Model for Information Technology
Services (C2M2 for IT Services) is provided to help IT service delivery organizations of all sec-
tors, types, and sizes evaluate make improvements to their cybersecurity programs.

C2M2 for IT Services focuses on the implementation, management, and assessment of cybersecu-

rity practices associated with typical enterprise IT services, along with related enabling infor-

mation technology assets and the environments in which they operate. It is based on a combina-

tion of existing cybersecurity standards, frameworks, programs, and initiatives. The model can be

used to

« strengthen enterprise cybersecurity capabilities

« enable IT service organizations to effectively and consistently evaluate and benchmark cyber-
security capabilities

« share knowledge, best practices, and relevant references across IT service organizations as a
means to improve cybersecurity capabilities

« enable IT service organizations to prioritize actions and investments to improve cybersecurity

« enable IT service organizations to communicate capability levels in meaningful terms

C2M2 for IT Services is designed for use with a self-evaluation methodology for an organization
to measure and improve its cybersecurity program. A self-evaluation can be completed in one
day, but the model could be adapted for a more rigorous evaluation and improvement effort. Ad-
ditionally, the model can inform the development of a new cybersecurity program.

The model guidance is descriptive rather than prescriptive and is intentionally presented at a high
level of abstraction so that it can be interpreted by the IT service delivery units of organizations of
various types, structures, sizes, and industries.

1.1 Intended Audience

This document is intended specifically for people in the following organizational roles:

« Decision makers (executives) who control the allocation of resources and the management of
cybersecurity risk associated with enterprises IT services; these are typically senior leaders

« Leaders with responsibility for managing organizational resources and operations associated
with the domains of this model as they relate to enterprise IT services (see Section 3.1 for
more information on the content of each C2M2 for IT Services domain)

« Practitioners with responsibility for supporting the organization in the use of this model
(planning and managing changes in the organization based on the model)

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 1
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« Facilitators with responsibility for leading a self-evaluation of the organization based on this
model and analyzing the self-evaluation results

1.1 Document Organization
This document is intended to support enterprises in the effective use of C2M2 for IT Services. It

introduces the model and describes its main structure and content.

Stakeholders in the roles described in Section 1.1 may benefit by focusing their attention on spe-
cific sections of this document, as outlined in Table 1. Stakeholders may also want to read the do-
main content for any domain related to their areas of responsibility. Beyond these recommenda-
tions, all readers may benefit from understanding the entire document.

Table 1: Recommended Document Sections for Various Organizational Roles

Role Recommended Document Sections
Decision makers Chapters 1 and 2

Leaders or managers Chapters 1, 2, and 3

Practitioners Entire document

Facilitators Entire document

Chapter 2 describes several core concepts that are important for interpreting the content and struc-
ture of C2M2 for IT Services. Chapter 3 describes the architecture of the model. Chapter 4 pro-
vides guidance on how to use the model. Chapter 5 contains the model itself—the model’s objec-
tives and practices, organized into 10 domains.

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 2
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2 Core Concepts

This section describes several core concepts that are important for interpreting the content and
structure of the model.

2.1 Maturity Models

A maturity model is a set of characteristics, attributes, indicators, or patterns that represent capa-
bility and progression in a particular discipline. Model content typically represents best practices
shared by practitioners of the discipline and may incorporate standards or other codes of practice
of the discipline.

A maturity model thus provides a benchmark against which an organization can evaluate the cur-
rent level of capability of its practices, processes, and methods and set goals and priorities for im-
provement. Also, when a model is widely used in a particular industry (and assessment results are
shared), organizations can benchmark their performance against other organizations, and an in-
dustry can determine how well it is performing overall by examining the capability of its member
organizations.

To measure progression, maturity models typically have “levels” along a scale (C2M2 for IT Ser-
vices uses a scale of maturity indicator levels [MILs] 0-3, which are described in Section 3.2.) A
set of attributes defines each level; if an organization demonstrates these attributes, it is said to
have achieved both that level and the capabilities that the level represents. Having measurable
transition states between the levels enables an organization to use the scale to

o Define its current state
o Determine its future, more mature state
« ldentify the capabilities it must attain to reach that future state

2.2 C2M2 Constructs

The model makes regular references to the objectives of enterprise IT services and the organiza-
tional unit that is responsible for delivery of such services. These objectives include planning, es-
tablishing, delivery, monitoring, and maintaining security information technology systems and
services for the enterprise (see Figure 1).

Governance, Engineering .
. . Information .
Planning Risk, and — Operations
Compliance Development

Figure 1: The Enterprise IT Service Delivery Organization

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 3
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A key tenet of C2M2 for IT Services is the importance of the relationship of an enterprise’s mis-
sion, the vital IT services that support that mission, and the identification of assets that support
those enterprise IT services (see Figure 2). Organizational mission achievement is dependent on
vital IT services meeting their missions; IT service delivery mission achievement is dependent on
keeping related assets productive; and asset productivity is dependent on preventing exposure to
threats and vulnerabilities and making assets sustainable under stress and changing risk condi-
tions. Cybersecurity practices in the model enable organizations to protect and sustain assets in a
manner that aligns with their importance in supporting IT service delivery and organization mis-
sions.

[ [
[ [
| | Mission of the
Productive Productive Productive Productive Enterprise
o Activity or Activity or Activity or Activity or AR
@ Business Business Business Business
<. Process Process Process Process
o
@ A B (o3 D
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3 ~
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- Assets Assets Assets Assets Chain -
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Resilience Information | IT Disaster | |~ 0. Other i many of the |
e S Security Recovery yoer Ris Resilience | [**-~"" | cybersecurity |
Activities that ) . Management i . . |
Protect and Solutions Planning Process ¢ practicesin !
Sustain Assets i ITS-C2M2 apply. E

Figure 2: Application of Practices in C2M2 for IT Services

Many C2M2 for IT Services practices refer to assets. Generically, the model identifies several key
asset types as typical assets that an organization deploys to deliver vital services: people, infor-
mation, technology, facilities, and externally supplied assets as shown in Figure 2. Information
and technology assets are a particular focus of the model. Information assets could be digital (e.g.,
stored in a computer system), physical (e.g., written on a piece of paper), or logical (e.g., what we
store in our brains). Information assets could represent operational data, intellectual property, cus-
tomer information, contracts, and any other type of information that is of value to the enterprise
and/or critical to delivery of services. Technology assets range from individual hardware, soft-
ware, or firmware components used by the organization in the delivery of services to complex
systems made up of many individual components. When evaluating how completely a practice is
performed, it is important to consider both traditional and emerging enterprise IT assets.

2.3 Relationship to Risk Management Activities

The phrase “commensurate with risk to critical infrastructure and organizational objectives” is
used throughout the model. This phrase is included to remind the organization to tailor its imple-
mentation of the model content to address its unique risk profile. This supports the model’s intent

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 4
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of providing descriptive rather than prescriptive guidance. To effectively follow this guidance, the
organization should use the model as part of a continuous enterprise risk management process.

The C2M2 for IT Services Risk Management domain (see Section 5.1) suggests establishing a cy-
bersecurity risk management strategy that aligns with the enterprise risk management strategy.
Cybersecurity risk is an important component of the overall business risk environment. The
model’s cybersecurity risk management activities should align with and support the enterprise risk
management strategy and program so that cybersecurity risk is considered in and benefits from
corporate decisions based on risk impact, tolerance for risk, and risk response approaches.

The implementation of practices in the Risk Management domain provides supporting elements
that are used by other practices in the model as part of the overall risk management process.
Throughout the model, these Risk Management practices are referenced in related practices using
the notation described in Section 3.3.

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 5
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3 Model Architecture

The model is organized into 10 domains. Each domain is a logical grouping of cybersecurity prac-
tices. The practices within a domain are grouped by objective—target achievements that support
the domain. Within each objective, the practices are ordered by maturity indicator level (MIL).

The following sections contain additional information about the domains and the MILs.

0 M
[
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S Performed
5 I [
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10 Model Domains: Logical groupings of cybersecurity practices

Figure 3: C2M2 for IT Services Model Architecture

3.1 Domains

Each of the model’s 10 domains is a structured set of cybersecurity practices. Each set of practices
represents the activities an organization can perform to establish and mature capability in the do-
main. For example, the Risk Management domain is a group of practices that an organization can
perform to establish and mature a cybersecurity risk management capability.

For each domain, the model provides a purpose statement, which is a high-level summary of in-
tent of the domain, followed by introductory notes, which give context for the domain and intro-
duce its practices and its abbreviation. (The abbreviation for the Risk Management domain, for
example, is RM.) The purpose statement and introductory notes provide context for interpreting
the practices in the domain.

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 6
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The practices within each domain are organized into objectives. The objectives represent achieve-
ments that support the domain. For example, the Risk Management domain comprises three ob-
jectives:

» Establish Cybersecurity Risk Management Strategy

« Manage Cybersecurity Risk

« Institutionalization Practices

Each of the objectives in a domain comprises a set of practices, which are ordered by MIL.

Figure 4 summarizes the elements of each domain.

—){ Domain ‘ Model contains 10 domains

—> Purpose Statement Summarizes the overallintent of the domain
F—> Introductory Notes Provide an overview of the domain objectives
44 Approach Objectives ‘ One or more per domain; unique to each domain

4# Specific Practices at MIL1 ‘
Each specific objective is supported by

e R a progression of practices that are
4>{ Specific Practices at MIL2 ‘ prog fp

unique to the domain and are ordered

by maturity indicator level.
4>{ Specific Practices at MIL3 ‘

e Management Objective One per domain; similar across domains
—> Common Practices at MIL2 The Management Objective is supported
by a progression of practices at MiL2 and
L5 Common Practices at MIL3 MIL3 that are similar in each domain.

Figure 4: Model and Domain Elements

The 10 domains are briefly described below in the order in which they appear in the model.

Risk Management (RM)

Establish, operate, and maintain an enterprise cybersecurity risk management program to identify,
analyze, and mitigate cybersecurity risk to the enterprise and its mission, including its business
units, subsidiaries, related interconnected infrastructure, and stakeholders.

Asset, Change, and Configuration Management (ACM)

Manage the organization’s information technology assets, including both hardware and software,
commensurate with the risk to the enterprise and its mission.

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 7
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Identity and Access Management (IAM)

Create and manage identities for entities that may be granted logical or physical access to the or-
ganization’s assets. Control access to the organization’s assets, commensurate with the risk to the
enterprise and its mission.

Threat and Vulnerability Management (TVM)

Establish and maintain plans, procedures, and technologies to detect, identify, analyze, manage,
and respond to cybersecurity threats and vulnerabilities, commensurate with the risk to the organi-
zation’s infrastructure (e.g., critical, IT, operational) and the enterprise and its mission.

Situational Awareness (SA)

Establish and maintain activities and technologies to collect, analyze, alarm and alert, present, and
use operational and cybersecurity information, including status and summary information from
the other model domains, to form a common operating picture (COP).

Information Sharing and Communications (ISC)

Establish and maintain relationships with internal and external entities to collect and provide cy-
bersecurity information, including information about threats and vulnerabilities, to reduce risks
and to increase operational resilience, commensurate with the risk to the enterprise and its mis-
sion.

3.2 Event and Incident Response, Continuity of Operations (IR)

Establish and maintain plans, procedures, and technologies to detect, analyze, and respond to cy-
bersecurity events and to sustain operations throughout a cybersecurity event, commensurate with
the risk to the enterprise and its mission.

Supply Chain and External Dependencies Management (EDM)

Establish and maintain controls to manage the cybersecurity risks associated with services and as-
sets that are dependent on external entities, commensurate with the risk to the enterprise and its
mission.

Workforce Management (WM)

Establish and maintain plans, procedures, technologies, and controls to create a culture of cyber-
security and to ensure the ongoing suitability and competence of personnel, commensurate with
the risk to the enterprise and its mission.

Cybersecurity Program Management (CPM)

Establish and maintain an enterprise cybersecurity program that provides governance, strategic
planning, and sponsorship for the organization’s cybersecurity activities in a manner that aligns
cybersecurity objectives with organizational and enterprise strategic objectives and the risk to the
enterprise and its mission.

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 8



DRAFT PENDING RRO APPROVAL

3.3 Maturity Indicator Levels

The model defines four maturity indicator levels, MILO through MIL3, which apply inde-
pendently to each domain in the model. The MILs define a dual progression of maturity: an ap-
proach progression and an institutionalization progression, which are explained in the following
sections.

Four aspects of the MILs are important for understanding and applying the model:

1. The maturity indicator levels apply independently to each domain. As a result, an organiza-
tion using the model may be operating at different MIL ratings for different domains. For ex-
ample, an organization could be operating at MIL1 in one domain, MIL2 in another domain,
and MIL3 in a third domain.

2. The MILs are cumulative within each domain; to earn a MIL in a given domain, an organiza-
tion must perform all of the practices in that level and its predecessor level(s). For example,
an organization must perform all of the domain practices in MIL1 and MIL2 to achieve
MIL2 in the domain. Similarly, the organization would have to perform all practices in
MIL1, MIL2, and MIL3 to achieve MIL3.

3. Establishing a target MIL for each domain is an effective strategy for using the model to
guide cybersecurity program improvement. Organizations should become familiar with the
practices in the model prior to determining target MILs. Gap analysis activities and improve-
ment efforts should then focus on achieving those target levels.

4.  Practice performance and MIL achievement need to align with business objectives and the
organization’s cybersecurity strategy. Striving to achieve the highest MIL in all domains
may not be optimal. Companies should evaluate the costs of achieving a specific MIL
against potential benefits. However, the model was developed so that all companies, regard-
less of size, should be able to achieve MIL1 across all domains.

3.3.1 Approach Progression

The domain-specific objectives and practices describe the progression of the approach to cyberse-
curity for each domain in the model. Approach refers to the completeness, thoroughness, or level
of development of an activity in a domain. As an organization progresses from one MIL to the
next, it will have more complete or more advanced implementations of the core activities in the
domain. At MIL1, while only the initial set of practices for a domain is expected, an organization
is not precluded from performing additional practices at higher MILs.

Table 2 provides an example of the approach progression in the Cyber Program Management do-
main. At MIL1, a cybersecurity program strategy exists in any form. MIL2 adds more require-
ments to the strategy, including the need for defined objectives, alignment with the overall organi-
zation’s strategy, and approval of senior management. Finally, in addition to requiring
performance of all MIL1 and MIL2 practices, MIL3 warrants that the strategy be updated to re-
flect business changes, changes in the operating environment, and changes to the threat profile
(developed in the Threat and Vulnerability Management domain).

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 9
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Table 2: Example of Approach Progression in the Cyber Program Management Domain

MILO
MIL1 a. The organization has a cybersecurity program strategy
MIL2 b. The cybersecurity program strategy defines objectives for the organization’s cybersecurity activities
C. The cybersecurity program strategy and priorities are documented and aligned with the organization’s stra-
tegic objectives and risk to critical infrastructure
d. The cybersecurity program strategy defines the organization’s approach to provide program oversight and
governance for cybersecurity activities
e. The cybersecurity program strategy defines the structure and organization of the cybersecurity program
f. The cybersecurity program strategy is approved by senior management
MIL3 g. The cybersecurity program strategy is updated to reflect business changes, changes in the operating envi-
ronment, and changes in the threat profile (TVM-1d)
3.3.2 Institutionalization Progression

Institutionalization describes the extent to which a practice or activity is ingrained in an organiza-
tion’s operations. The more deeply ingrained an activity, the more likely it is that the organization
will continue to perform the practice over time, the practice will be retained under times of stress,
and the outcomes of the practice will be consistent, repeatable, and of high quality.

The progression of institutionalization is described by a set of practices that can be performed to
institutionalize the domain-specific practices. These practices are similar across domains and are
called the Institutionalization Practices. The progression of the practices within any domain-spe-
cific objective corresponds to the progression of the institutionalization practices, though not nec-
essarily practice to practice. Table 3 shows an example mapping of the institutionalization prac-
tices to the practices in the second objective of the Risk Management domain.

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 10
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Table 3: Mapping of Institutionalization Practices to Domain-Specific Practices

2 Manage Enterprise Cybersecurity Risk Institutionalization Practices

The risk management program defines and oper-
ates risk management policies and procedures
that implement the risk management strategy
Current cybersecurity architecture documentation
is used to support risk analysis

A risk register (a structured repository of identified
risks) is used to support risk management activi-
ties

MILO

MIL1 Cybersecurity risks are identified, at least in an ad Initial practices are performed but may
hoc manner be ad hoc
Identified risks are mitigated, accepted, tolerated,
or transferred, at least in an ad hoc manner

MIL2 Risk assessments are performed to identify risks Practices are documented
in accordance with the risk management strategy Stakeholders of the practice are identi-
Identified risks are documented fied and involved
Identified risks are analyzed to prioritize response Adequate resources are provided to
activities in accordance with the risk management support the process (people, funding,
strategy and tools)
Identified risks are monitored in accordance with Standards, guidelines, and best prac-
the risk management strategy tices have been identified to guide the
Current network architecture documentation is implementation of the practices
used to support risk analysis

MIL3

Activities are guided by policies (or
other organizational directives) and gov-
ernance

Policies include compliance require-
ments for specified standards, guide-
lines, and best practices

Activities are periodically reviewed to
ensure they conform to policy
Responsibility and authority for perform-
ing the practices are assigned to per-
sonnel

Personnel performing the practices
have adequate skills and knowledge

The management practices of each MIL are described below.

3.3.3 MIL Characteristics

Maturity Indicator Level 0 (MILO)

The model contains no practices for MILO. Performance at MILO simply means that MIL1 in a
given domain has not been achieved.

Maturity Indicator Level 1 (MIL1)

In each domain, MIL1 contains a set of initial practices. To achieve MIL1, these initial activities
may be performed in an ad hoc manner, but they must be performed. If an organization were to
start with no capability in managing cybersecurity, it should focus initially on implementing the
MIL1 practices.

MIL1 is characterized by a single management practice:

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 11
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1.

Initial practices are performed but may be ad hoc. In the context of this model, ad hoc
(i.e., an ad hoc practice) refers to performing a practice in a manner that depends largely on
the initiative and experience of an individual or team (and team leadership), without much in
the way of organizational guidance in the form of a prescribed plan (verbal or written), pol-
icy, or training.

The quality of the outcome may vary significantly depending on who performs the practice,
when it is performed, and the context of the problem being addressed, the methods, tools,
and techniques used, and the priority given a particular instance of the practice. With experi-
enced and talented personnel, high-quality outcomes may be achieved even if practices are
ad hoc. However, at this MIL, lessons learned are typically not captured at the organizational
level, so approaches and outcomes are difficult to repeat or improve across the organization.

Maturity Indicator Level 2 (MIL2)

Four management practices are present at MIL2, which represent an initial level of institutionali-
zation of the activities within a domain:

Practices are documented. The practices in the domain are being performed according to a
documented plan. The focus here should be on planning to ensure that the practices are in-
tentionally designed (or selected) to serve the organization.

Stakeholders of practices are identified and involved. Stakeholders of practices are identi-
fied and involved in the performance of the practices. This could include stakeholders from
within the function, from across the organization, or from outside the organization, depend-
ing on how the organization implemented the practice.

Adequate resources are provided to support the process (people, funding, and tools).
Adequate resources are provided in the form of people, funding, and tools to ensure that the
practices can be performed as intended. The performance of this practice can be evaluated by
determining whether any desired practices have not been implemented due to a shortage of
resources. If all desired practices have been implemented as intended by the organization,
then adequate resources have been provided.

Standards, guidelines, and best practices have been identified to guide the implementa-
tion of the practices. The organization identified some standards, guidelines, and best prac-
tices to inform the implementation of practices in the domain. These may simply be the ref-
erence sources the organization consulted when developing the plan for performing the
practices.

Overall, the practices at MIL2 are more complete than at MIL1 and are no longer performed irreg-
ularly or are not ad hoc in their implementation. As a result, the organization’s performance of the
practices is more stable. At MIL2, the organization can be more confident that the performance of
the domain practices will be sustained over time.
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Maturity Indicator Level 3 (MIL3)

At MIL3, the activities in a domain have been further institutionalized and are now being man-
aged. Five management practices support this progression:

Activities are guided by policies (or other organizational directives) and governance.
Managed activities in a domain receive guidance from the organization in the form of organ-
izational direction, as in policies and governance. Policies are an extension of the planning
activities that are in place at MIL2.

Policies include compliance requirements for specified standards, guidelines, and best
practices.

Activities are periodically reviewed to ensure they conform to policy.
Responsibility and authority for performing the practices are assigned to personnel.

Personnel performing the practices have adequate skills and knowledge. The personnel
assigned to perform the activities have adequate domain-specific skills and knowledge to

perform their assignments.

At MIL3, the practices in a domain are further stabilized and are guided by high-level organiza-

tional directives, such as policy. As a result, the organization should have additional confidence in

its ability to sustain the performance of the practices over time and across the organization.

Table 4 summarizes the characteristics of each MIL. At MIL2 and MIL3, the characteristic asso-
ciated with the approach progression is distinguished from the characteristics associated with the
institutionalization progression.

Table 4: Summary of Maturity Indicator Level Characteristics

Level Characteristics

MILO e  Practices are not performed

MIL1 e Initial practices are performed but may be ad hoc

MIL2 Institutionalization characteristics
e  Practices are documented
e  Stakeholders are identified and involved
e  Adequate resources are provided to support the process
e  Standards or guidelines are used to guide practice implementation
Approach characteristic
e  Practices are more complete or advanced than at MIL1

MIL3 Institutionalization characteristics
e Activities are guided by policy (or other directives) and governance
. Policies include compliance requirements for specified standards or guidelines
e  Activities are periodically reviewed for conformance to policy
. Responsibility and authority for practices are assigned to personnel
. Personnel performing the practice have adequate skills and knowledge
Approach characteristic
. Practices are more complete or advanced than at MIL2
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3.4 Practice Reference Notation

A number of practices within the domains are connected to other model practices. When this oc-

curs, the connecting practice is referenced using a notation that begins with the domain abbrevia-
tion, a hyphen, the objective number, and the practice letter. Figure 5 shows an example from the
Risk Management domain: the domain’s first practice, “There is a documented cybersecurity risk
management strategy,” would be referenced elsewhere in the model using the notation “RM-1a.”

Example: RM-1a
Domain Abbreviation-Objective Number Practice Letter

@tablisl{ Cybersecurity Risk Management Strategy

MIL1 o practiceat MIL 1
MIL2 @ There is a documented cybersecurity risk management strategy
b. The strategy provides an approach for risk prioritization, including
consideration of impact
MIL3 | c. Organizational risk are defined (objective criteria that the organization uses
for evaluating, categorizing, and prioritizing operational risks based on
impact, tolerance for risk, and risk response approaches) are defined and
available
d. The risk management strategy is periodically updated to reflect the current
threat environment
e. An organization-specific risk taxonomy is documented and is used in risk

management activities

Figure 5: Example of Referencing an Individual Practice
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4 Using the Model

The C2M2 is meant to be used by an organization to evaluate its cybersecurity capabilities con-
sistently, to communicate its capability levels in meaningful terms, and to inform the prioritization
of its cybersecurity investments. Figure 6 summarizes the recommended approach for using the
model. An organization performs an evaluation against the model, uses that evaluation to identify
gaps in capability, prioritizes those gaps and develops plans to address them, and finally imple-
ments plans to address the gaps. As plans are implemented, business objectives change, and the
risk environment evolves, the process is repeated. The following sections discuss the preparation
activities required to begin using the model in an organization and provide additional details on
the activities in each step of this approach.

( Perform J
| Evaluation

» o

[ Analyze \
Implement | Identified |
Plans Gaps
> N

Prioritize
and Plan

Figure 6: Recommended Approach for Using the Model

4.1 Prepare to Use the Model

A design goal of the model was to enable organizations to complete a self-evaluation for a single
organization in one day without extensive study or preparation. This goal can be achieved in part
because the model is supported by an evaluation survey and scoring mechanism and the evalua-

tion survey itself is performed in a workshop setting, led by a facilitator who is familiar with the

model content.

Another important component of successfully completing the self-evaluation in one day is the se-
lection of an effective facilitator. Generally speaking, a C2M2 for IT Services facilitator is not
only someone who is familiar with the model and its supporting artifacts but also someone who is
effective at helping a group of people understand their common objectives and assisting them in
planning to achieve these objectives without taking a particular position in the discussion.
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In addition to helping to execute the self-evaluation and interpret the results, the facilitator helps
the organization establish the survey scope—the IT service delivery organization and the corre-
sponding assets to which the model and survey will be applied. Though C2M2 for IT Services and
its supporting survey could apply to all IT service organizations in an entire enterprise, the self-
evaluation survey is typically applied to a single organization to maintain focus. (See Figure 7 for
examples of types of IT service organizations within a large enterprise. For some organizations
using the model, the “enterprise” might be a cooperative or a national laboratory.) Selecting and
documenting the scope before completing the survey ensures that users of the survey results un-
derstand to which organization the results apply.

The scoping discussion should also include consideration of assets to which the model and survey
will be applied. For example, does the survey only pertain to information and technology assets
that are owned and operated by the organization being evaluated or does it also include infor-
mation and technology assets that are owned and managed by others but reside in the environment
that is managed by the organization under review? (The latter assets may have an adverse effect
on the cybersecurity properties of the environment.) The scooping discussion would also benefit
from touching upon things that are explicitly not included in the scope.

The Enterprise

Primary Corporation Separated Subsidiary 1
Headquarters
Line of Information
Other Business Technology
: - D Services
- Enterprise Line of
IE;‘:rer:'lpar;;i Shared Line of Line of Business
Technology Services Business Business C
Services (e.9. Legal, a8 = fmmm F
HR, Local Other Shared Servicesin
Finance) ITSve Separated Subsidiary 1

Separated Subsidiary 2

Information
Line of Business X Line of Business Y Line of Business Z Technology
Services

LEGEND The green squares denote candidate organizations within a large enterprise where C2M2 for IT Services could be used.

Figure 7: Examples of IT Service Organizations in a Large Enterprise

More thorough guidance on using the model, selecting a facilitator, scoping an evaluation, con-
ducting the evaluation, and scoring and reporting results can be found in the supporting C2M2 Fa-
cilitator Guide [DOE 2014b].
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4.2 Perform an Evaluation

The organization should select the appropriate personnel to evaluate the function in scope against
the model practices. Participation by a broad representation across the parts of the organization
being evaluated yields the best results and enables internal information sharing about the model
practices. Personnel selected to participate in the evaluation should include operational personnel,
management stakeholders, and any others who could provide useful information on the organiza-
tion’s performance of cybersecurity practices in the model.

Upon completion of the evaluation, a scoring report is generated that shows maturity indicator
level results for each domain. This report provides a picture of the current state of practices rela-
tive to the model for the unit evaluated. The report should be reviewed with the evaluation work-
shop participants, and any discrepancies or questions should be addressed.

4.3 Analyze Identified Gaps

The scoring report from the evaluation will identify gaps in the performance of model practices.
The first analysis step for the organization is to determine whether these gaps are meaningful and
important for the organization to address.

It is not typically optimal for an organization to strive to achieve the highest MIL in all domains.
Rather, the organization should determine the level of practice performance and MIL achievement
for each domain that best enables it to meet its business objectives and cybersecurity strategy. The
organization should identify its desired capability profile—a target MIL rating for each domain in
the model. This collection of desired capabilities is the organization’s target profile.

For organizations using the model for the first time, a target capability profile is typically identi-
fied after the initial evaluation. This gives the organization an opportunity to develop more famili-
arity with the model. Organizations that have more experience with the model have often identi-
fied a target capability profile before undergoing an evaluation. The appropriate organizational
stakeholders should select the desired profile. This might be a single individual with expertise in
the function’s operations and management, but it is likely to be a collection of individuals.

The desired profile can then be examined against the results from the evaluation workshop to
identify gaps that are important to the organization because they represent differences from the
desired capability profile.

4.4 Prioritize and Plan

After the gap analysis is complete, the organization should prioritize the actions needed to fully
implement the practices that enable achievement of the desired capability in specific domains.
The prioritization should be done using criteria such as how gaps affect organizational objectives,
the importance of the business objective supported by the domain, the cost of implementing the
necessary practices, and the availability of resources to implement the practices. A cost-benefit
analysis for gaps and activities can inform the prioritization of the actions needed.

Next, a plan should be developed to address the selected gaps. The plan can span a period of
weeks, months, or years, depending on the extent of improvements needed to close the selected
gaps and achieve the desired capability.
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4.5

Implement Plans and Periodically Reevaluate

Plans developed in the previous step should be implemented to address the identified gaps. Model
evaluations are particularly useful in tracking implementations and should be conducted periodi-
cally to ensure that desired progress is achieved. Reevaluations should also be considered in re-
sponse to major changes in the business, technology, market, or threat environments to ensure that
the current profile matches the organization’s desired state.

Table 5 presents a more detailed outline of the C2M2 process as described in this chapter.

Table 5: Recommended Process for Using Evaluation Results
Inputs » Activities » Outputs
1. ES-C2M2 Self-Bvaluation |, 4+ £5.COM2 Self-Evaluation ES-C2M2 Self-
Perform 2. Policies and procedures . . .
luati 3. Understandi p Workshop with appropriate Evaluation
Evaluation ’ nders an. ing © attendees Report
. cybersecurity program
1. ES-C2M2 Self-Evaluation 1. Analyze gaps in organization’s context
Analyze Report ' Yy2€ gaps In org List of gaps and
g L L 2. Evaluate potential consequences -
Identified | 2. Organizational objectives from gaps potential
Gaps 3. !mpact to critical 3. Determine which gaps need attention consequences
‘ infrastructure
1. List of gaps and potential 1. Identify acFlons to :?\ddress gaps . o
. e 2. Cost benefit analysis (CBA) on actions | Prioritized
Prioritize consequences N . . .
L 3. Prioritize actions (CBA and implementation
and Plan 2. Organizational
. consequences) plan
constraints . A .
‘ 4. Plan to implement prioritize actions
1. Track to pl
Implement | Prioritized implementation rack progress _0 p.an . Project tracking
2. Re-evaluate periodically or in
Plans plan . data
response to major change
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5 Model Domains

5.1 Risk Management

Purpose: Establish, operate, and maintain an enterprise
cybersecurity risk management program to identify, an-
alyze, and mitigate cybersecurity risk to the enterprise
and its mission, including its business units, subsidiar-
ies, related interconnected infrastructure, and stake-
holders.

Cybersecurity risk is defined as risk to organizational
operations (including mission, functions, image, and
reputation), resources, and other organizations due to the
potential for unauthorized access, use, disclosure, dis-
ruption, modification, or destruction of assets. Cyberse-
curity risk is one component of the overall business risk
environment and feeds into an organization’s enterprise
risk management strategy and program. Cybersecurity
risk cannot be completely eliminated, but it can be man-
aged through informed decision making processes.

The Risk Management (RM) domain comprises three
objectives:
1. Establish Cybersecurity Risk Management Strategy

2. Manage Cybersecurity Risk
3. Institutionalization Activities

A cybersecurity risk management strategy is a high-level
strategy that provides direction for analyzing and priori-
tizing cybersecurity risk and defines risk tolerance. The
cybersecurity risk management strategy includes a risk
assessment methodology, risk monitoring strategy, and
cybersecurity governance program. This includes defin-
ing the enterprise risk criteria (e.g., impact thresholds,
risk response approaches) that guide the cybersecurity
program discussed in the Cybersecurity Program Man-
agement domain later in this model. The cybersecurity

Example
Risk Management

Anywhere Inc. has developed an
enterprise risk management strategy that
identifies its risk tolerance and strategy
for assessing, responding to, and
monitoring cybersecurity risks. The Board
of Directors reviews this strategy annually
to ensure that it remains aligned with the
strategic objectives of the organization.

Within this program, risk tolerances,
including compliance risk and risk to the
delivery of essential services, are
identified and documented. Identified
risks are recorded in a risk register to
ensure that they are monitored and
responded to in a timely manner and to
identify trends.

Anywhere Inc. maintains a network
architecture diagram that identifies critical
assets and shows how they are
connected and which ones are exposed
to the Internet. Resources like web
servers that take requests from the
Internet are considered at higher risk than
those that do not. Assets that directly
support other assets with direct exposure,
like the database server behind a web
server, are in the second risk tier and so
on. Anywhere Inc. augments the risk
assessment derived from the network
architecture with its cybersecurity
architecture. Since their network diagram
includes elements like firewalls and
intrusion detection devices, an asset’s
base risk is refined depending on how it is
protected by security controls.

Risk for each IT asset is determined from
a combination of the asset’s importance
in delivering essential IT services and its
exposure based on the network and
cybersecurity architectures.

risk management strategy should align with the enterprise risk management strategy to ensure that
cybersecurity risk is managed in a manner that is consistent with the organization’s mission and

business objectives.

Managing cybersecurity risk involves framing, identifying and assessing, responding to (accept-
ing, avoiding, mitigating, transferring), and monitoring risks in a manner that aligns with the
needs of the organization. Key to performing these activities is a common understanding of the
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cybersecurity risk management strategy discussed above. With defined risk criteria, organizations
can consistently respond to and monitor identified risks. A risk register—a list of identified risks
and associated attributes—facilitates this process. Other domains in this model, including Event
and Incident Response, Continuity of Operations, Threat and Vulnerability Management, and Sit-

uational

Awareness, refer to the risk register and illustrate how the practices in the model are

strengthened as they connect through a cybersecurity risk management program.

RISK MANAGEMENT
Objectives and Practices

1. Establish Enterprise Cybersecurity Risk Management Strategy

MIL1 No practice at MIL1

MIL2 a. There is a documented cybersecurity risk management strategy

MIL2 b. The strategy provides an approach for risk prioritization, including consideration of impact and
resource requirements

MIL3 c. Organizational risk criteria (criteria that the organization uses for evaluating, categorizing, and
prioritizing operational risks based on impact, tolerance for risk, and risk response approaches)
are defined and available

MIL3 d. The risk management strategy is periodically updated to reflect the current threat environment

MIL3 e. An organization-specific risk taxonomy is documented and is used in risk management activi-
ties

2. Manage Enterprise Cybersecurity Risk

MIL1 a. Cybersecurity risks are identified, at least in an ad hoc manner
b. Identified risks are mitigated, accepted, tolerated, or transferred, at least in an ad hoc manner

MIL2 c. Risk assessments are performed to identify risks in accordance with the risk management
strategy

MIL2 d. Identified risks are documented

MIL2 e. Identified risks are analyzed to prioritize response activities in accordance with the risk man-
agement strategy

MIL2 f. Identified risks are monitored in accordance with the risk management strategy

MIL2 Current network and/or system architecture documentation is used to support risk analysis

MIL3 The risk management program defines and operates risk management policies and procedures
that implement the risk management strategy

MIL3 i Current cybersecurity architecture documentation is used to support risk analysis

MIL3 j- A risk register (a structured repository of identified risks) is used to support risk management
activities

3. Institutionalization Activities for RM Domain

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed for risk management activities

MIL2 b. Stakeholders for risk management activities are identified and involved

MIL2 c. Adequate resources (people, funding, and tools) are provided to support risk management ac-
tivities

MIL2 d. Standards, guidelines, and best practices have been identified to inform risk management ac-
tivities
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RISK MANAGEMENT
Objectives and Practices

MIL3 e. Risk management activities are guided by documented policies or other organizational direc-
tives

MIL3 f. Risk management policies include compliance requirements for specified standards, guide-
lines, and best practices

MIL3 Risk management activities are periodically reviewed to ensure conformance with policy

MIL3 Responsibility and authority for the performance of risk management activities are assigned to
personnel

MIL3 i. Personnel performing risk management activities have the skills and knowledge needed to per-

form their assigned responsibilities
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5.2 Asset, Change, and Configuration
Management

Purpose: Manage the organization’s information tech-
nology assets, including both hardware and software,
commensurate with the risk to the enterprise and its mis-

sion.

An asset is something of value to an organization. For
the purposes of this model, assets to be considered are
information technology hardware and software assets, as
well as information essential to operating enterprise IT
services.

The Asset, Change, and Configuration Management
(ACM) domain comprises four objectives:
1.  Manage Asset Inventory

2. Manage Asset Configuration
3. Manage Changes to Assets
4. Institutionalization Activities

An inventory of assets important to the delivery of enter-
prise IT services is an important resource in managing
cybersecurity risk. Recording important information,
such as software version, physical location, asset owner,
and priority, enables many other cybersecurity manage-
ment activities. For example, a robust asset inventory
can identify the deployment location of software that re-
quires patching.

Managing asset configuration involves defining a con-
figuration baseline for technology assets and ensuring
that assets are configured according to the baseline.
Most commonly, this practice applies to ensuring that
similar assets are configured in the same way. However,
in cases where assets are either unique or must have in-
dividual configurations, managing asset configuration
involves controlling the configuration baseline of the as-
set when it is deployed for operation and ensuring that
the asset remains configured according to the baseline.

Managing changes to assets includes analyzing re-

Example
Asset Change and
Configuration Management

Anywhere Inc. is consolidating multiple
information repositories into a single IT
asset database that will be maintained by
the enterprise IT service organization.
Within this database, information and
technology assets will be identified and
prioritized based on importance to the
delivery of enterprise IT services. The
database will eventually include attributes
that support cybersecurity operations,
such as hardware and software versions,
physical location, security requirements
(business needs for the asset’s
confidentiality, integrity, and availability),
asset owner, and version of applied
configuration baseline. This information is
lacking for many of the IT assets that will
be included in the database, but a plan is
being developed to identify and capture
missing information as the system is
deployed.

Anywhere Inc. will use this information for
cybersecurity risk management activities,
including identifying which IT systems
may be affected by software
vulnerabilities, prioritizing cybersecurity
incident response, and planning disaster
recovery. At this time, much of this
information has to be gathered during an
event, which has led to delays and
inconsistencies in response.

To maintain change traceability and
consistency, Anywhere Inc.’s change
management activities will require that
the asset database remain current as
configurations change. The new change
management process ensures that all
important decisions about assets are
communicated to stakeholders, including
the asset owner, so that potential impacts
to the IT service delivery are efficiently
managed.

quested changes to ensure they do not introduce unacceptable vulnerabilities into the operating
environment, ensuring all changes follow the change management process, and identifying unau-
thorized changes. Change control applies to the entire asset lifecycle, including requirements defi-
nition, testing, deployment and maintenance, and retirement from operation.
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ASSET, CHANGE, AND CONFIGURATION MANAGEMENT
Domain Objectives and Practices

1. Manage Asset Inventory

MIL1 a. There is an inventory of technology assets (e.g., computers and telecommunication equipment,
data centers, and emergency power generators) that are important to the delivery of IT ser-
vices; management of the inventory may be ad hoc

MIL1 b. There is an inventory of information assets (e.g., customer information, financial data, and con-
figuration items) that are important to the delivery of IT services; management of the inventory
may be ad hoc

MIL2 c. Inventory attributes include information to support the cybersecurity strategy (e.g., location, as-
set owner, applicable security requirements, service dependencies, service level agreements,
and conformance of assets to relevant industry standards)

MIL2 d. Inventoried assets are prioritized based on their importance to the delivery of IT services

MIL3 e. The asset inventory describes (physical and logical) connections among technology assets

MIL3 f. The asset inventory is current (as defined by the organization) at least for assets of importance

to enterprise IT services

2. Manage Asset Configuration

MIL1 a. Configuration baselines are established, at least in an ad hoc manner, for inventoried assets
where it is desirable to ensure that multiple assets are configured similarly

MIL1 b. Configuration baselines are used, at least in an ad hoc manner, to configure assets at deploy-
ment

MIL2 c. The design of configuration baselines includes cybersecurity objectives

MIL3 d. Configurations of assets are monitored for consistency with baselines throughout the assets’
lifecycles

MIL3 e. Configuration baselines are reviewed and updated at an organization-defined frequency

3. Manage Changes to Assets

MIL1 a. Proposed changes to inventoried assets are evaluated, at least in an ad hoc manner, before
being implemented

MIL1 b. Changes to inventoried assets are logged, at least in an ad hoc manner

MIL2 c. Changes to assets are tested prior to being deployed, whenever possible

MIL2 d. Change management practices address the full lifecycle of assets (i.e., acquisition, deploy-
ment, operation, retirement)

MIL3 e. Changes to assets are tested for cybersecurity impact prior to being deployed

MIL3 f. Change logs include information about modifications that impact the cybersecurity require-

ments of assets (availability, integrity, confidentiality)

4. Institutionalization Activities for ACM Domain

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed for asset inventory, configuration, and change manage-
ment activities

MIL2 b. Stakeholders for asset inventory, configuration, and change management activities are identi-
fied and involved

MIL2 (o Adequate resources (people, funding, and tools) are provided to support asset inventory, con-
figuration, and change management activities

MIL2 d. Standards, guidelines, and best practices have been identified to inform asset inventory, con-
figuration, and change management activities

MIL3 e. Asset inventory, configuration, and change management activities are guided by documented

policies or other organizational directives
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ASSET, CHANGE, AND CONFIGURATION MANAGEMENT

Domain Objectives and Practices

MIL3 f. Asset inventory, configuration, and change management policies include compliance require-
ments for specified standards, guidelines, and best practices

MIL3 g. Asset inventory, configuration, and change management activities are periodically reviewed to
ensure conformance with policy

MIL3 h. Responsibility and authority for the performance of asset inventory, configuration, and change
management activities are assigned to personnel

MIL3 i. Personnel performing asset inventory, configuration, and change management activities have
the skills and knowledge needed to perform their assigned responsibilities
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5.3 Identity and Access Management

Purpose: Create and manage identities for entities that
may be granted logical or physical access to the organi-
zation’s assets. Control access to the organization’s as-
sets, commensurate with the risk to the enterprise and its

mission.

For the purposes of this domain, access control applies
to logical access to assets used in the delivery of enter-
prise IT services, physical access to cyber assets relevant
to enterprise IT services, and automated access control
systems (logical or physical) relevant to enterprise IT
services. Improper access management practices can
lead to unauthorized use, disclosure, destruction, or
modification, as well as unnecessary exposure to cyber-
security risks.

The Identity and Access Management (IAM) domain
comprises three objectives:
1. Establish and Maintain Identities

2. Control Access
3. Institutionalization Activities

Establishing and maintaining identities begins with the
provisioning and deprovisioning of identities to entities.
Entities may include individuals (internal or external to
the organization), devices, systems, or processes that re-
quire access to assets. In some cases, organizations may
need to use shared identities. Management of shared
identities may require compensatory measures to ensure
an appropriate level of security. Maintenance of identi-
ties includes traceability (ensuring that all known identi-

Example
Identity and Access
Management

Anywhere Inc. decides to upgrade its IT
service platforms from multiple identity
and access management (IAM) systems
to a single sign-on system that is capable
of supporting multifactor authentication.
The organization believes that reducing
the number of IAM systems that it
manages and increasing the
authentication capability will enable more
effective access management.

As Anywhere Inc. prepares to migrate
legacy systems to the new IAM system, it
discovers that some former employees
still have active accounts, some current
employees have more access than is
required for their current role, and some
employees who have changed roles
within the organization still have active
accounts on systems to which they no
longer require access.

Anywhere Inc. updates its identity
management processes to include
coordination with the organization’s HR
processes to help ensure that whenever a
user changes roles or leaves the
organization, his or her access will be
reviewed and updated appropriately.

It also institutes a quarterly review to
ensure that access granted to the
organization’s assets aligns with access
requirements.

ties are valid) as well as deprovisioning (removing available identities when they are no longer

required).

Controlling access includes determining access requirements, granting access to assets based on
those requirements, and revoking access when it is no longer required. Access requirements are
associated with assets and provide guidance for which types of entities are allowed to access the
asset, the limits of allowed access, and authentication parameters. For example, the access re-
quirements for a specific asset might allow remote access by a vendor only during specified and
preplanned maintenance intervals, and might also require multifactor authentication for such ac-
cess. At higher maturity indicator levels, more scrutiny is applied to the access being granted. Ac-
cess is granted only after considering risk to enterprise IT services, and regular reviews of access

are conducted.
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IDENTITY AND ACCESS MANAGEMENT
Objectives and Practices

1. Establish and Maintain Identities

MIL1 a. Identities are provisioned, at least in an ad hoc manner, for personnel and other entities (e.g.,
services, devices) that require access to assets (note that this does not preclude shared identi-
ties)

MIL1 b. Credentials (e.g., passwords, smart cards, certificates, keys, lock combinations) are issued to
identities that require access to assets, at least in an ad hoc manner

MIL1 c. Identities are deprovisioned and credentials revoked, at least in an ad hoc manner, when no
longer required

MIL2 d. Identity repositories are periodically reviewed and updated to ensure validity (i.e., to ensure
that the identities still need access)

MIL2 e. Credentials are periodically reviewed to ensure that they are associated with the correct person
or entity

MIL2 f. Identities are deprovisioned within organization-defined time thresholds when no longer re-
quired

MIL3 g. Requirements for credentials are informed by the organization’s risk criteria (e.g., multifactor

credentials for higher risk access) (RM-1c)

2. Control Acce

SS

MIL1 a. Access requirements, including those for remote access, are determined, at least in an ad hoc
manner (i.e., access requirements are associated with assets and provide guidance for which
types of entities are allowed to access the asset, the limits of allowed access, and authentica-
tion parameters)

MIL1 b. Access is granted, at least in an ad hoc manner, to identities based on requirements

MIL1 c. Access is revoked, at least in an ad hoc manner, when no longer required

MIL2 d. Access requirements incorporate least privilege and separation of duties principles

MIL2 e. Access requests are reviewed and approved by the asset owner

MIL2 f. Root privileges, administrative access, emergency access, and shared accounts receive addi-
tional scrutiny and monitoring

MIL3 g. Access privileges are reviewed and updated to ensure validity, at an organization-defined fre-
quency

MIL3 h. Access to assets is granted by the asset owner based on risk to IT services

MIL3 i Anomalous access attempts are monitored as indicators of cybersecurity events

3. Institutionalization Activities for IAM Domain

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed to establish and maintain identities and control access

MIL2 Stakeholders for identity and access management activities are identified and involved

MIL2 c. Adequate resources (people, funding, and tools) are provided to support identity and access
management activities

MIL2 d. Standards, guidelines, and best practices have been identified to inform identity and access
management activities

MIL3 e. Identity and access management activities are guided by documented policies or other organi-
zational directives

MIL3 f. Identity and access management policies include compliance requirements for specified stand-

ards, guidelines, and best practices
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IDENTITY AND ACCESS MANAGEMENT
Objectives and Practices

MIL3 g. Identity and access management activities are periodically reviewed to ensure conformance
with policy

MIL3 h. Responsibility and authority for the performance of identity and access management activities
are assigned to personnel

MIL3 i Personnel performing identity and access management activities have the skills and knowledge

needed to perform their assigned responsibilities
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5.4 Threat and Vulnerability
Management

Purpose: Establish and maintain plans, procedures, and
technologies to detect, identify, analyze, manage, and
respond to cybersecurity threats and vulnerabilities,
commensurate with the risk to the organization’s infra-
structure (e.g., critical, IT, operational) and the enter-
prise and its mission.

A cybersecurity threat is defined as any circumstance or
event with the potential to adversely impact organiza-
tional operations (including mission, functions, image,
or reputation), resources, or other organizations through
technology or communications infrastructure via unau-
thorized access, destruction, disclosure, modification of
information, and/or denial of IT service. Threats to tech-
nology and communication infrastructure assets are var-
ied and may include malicious actors, malware (e.g., vi-
ruses and worms), Distributed Denial of Service (DDoS)
attacks, and the like.

A cybersecurity vulnerability is a weakness or flaw in
technology, communications systems or devices, proce-
dures, or internal controls that could be exploited by a
threat.

The Threat and Vulnerability Management (TVM) do-
main comprises three objectives:

1. Identify and Respond to Threats

2. Reduce Cybersecurity Vulnerabilities

3. Institutionalization Activities

Example
Threat and Vulnerability
Management

Anywhere Inc. has examined the types of
threats that it normally responds to,
including malicious software, denial-of-
service attacks, and activist cyber attack
groups. This information has been used
to develop and document a threat profile
for Anywhere Inc.’s enterprise IT
services. Anywhere Inc. has identified
reliable sources of information to enable
rapid threat identification and is able to
consume and analyze published threat
information to begin effective response,
from sources such as the United States
Computer Emergency Readiness Team
(US-CERT), industry associations, and
vendors.

When reducing cybersecurity
vulnerabilities, Anywhere Inc. uses the
Forum of Incident Response and Security
Teams (FIRST) Common Vulnerability
Scoring System (CVSS) to better identify
the potential impacts of known software
vulnerabilities. This allows the
organization to prioritize reduction
activities according to the importance of
the vulnerabilities.

Threat identification and response begins with collecting useful threat information from reliable

sources, interpreting that information in the context of the organization and enterprise IT services,
and responding to threats that have the means, motive, and opportunity to affect the delivery of
services. A threat profile includes characterization of likely intent, capability, and target of threats
to enterprise IT services (see the example in Table 6). The threat profile can be used to guide the
identification of specific threats, the risk analysis process described in the Risk Management do-
main, and the building of the COP described in the Situational Awareness domain.
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Table 6: Threat Profile Example

Asset Access Type Actor Motive Outcome
Network access Outsider Deliberate Server configuration details disclosed
Outsider Deliberate Server configuration information is lost
Server baseline Physical access Insider Accidental Server configuration information is cor-
configurations rupted
Insider Deliberate Server configuration information is cor-

rupted

Reducing cybersecurity vulnerabilities begins with collecting and analyzing vulnerability infor-
mation. Vulnerability discovery may be performed using automatic scanning tools, network pene-
tration tests, cybersecurity exercises, and audits. Vulnerability analysis should consider the vul-
nerability’s local impact (the potential effect of the vulnerability on the exposed asset) as well as
the importance of the exposed asset to the delivery of enterprise IT services. Vulnerabilities may
be addressed by implementing mitigating controls, monitoring threat status, or applying cyberse-
curity patches, or through other activities.

THREAT AND VULNERABILITY MANAGEMENT
Objectives and Practices

1. Identify and Respond to Threats

MIL1 a. Information sources to support threat management activities are identified (e.g., US-CERT, in-
dustry associations, vendors, federal briefings), at least in an ad hoc manner

MIL1 b. Cybersecurity threat information is gathered and interpreted for IT services, at least in an ad
hoc manner

MIL1 c. Threats that are considered important to IT services are addressed (e.g., implement mitigating
controls, monitor threat status), at least in an ad hoc manner

MIL2 d. A threat profile for IT services is established that includes characterizations of likely intent, ca-
pability, and targets

MIL2 e. Threat information sources that address all components of the threat profile are prioritized and
monitored

MIL2 f. Identified threats are analyzed and prioritized

MIL2 Threats are addressed according to the assigned priority

MIL3 The threat profile for IT services is validated at an organization-defined frequency

MIL3 i. Analysis and prioritization of threats are informed by the defined risk criteria (RM-1c)

MIL3 j- Threat information is added to the risk register (RM-2j)

2. Reduce Cybersecurity Vulnerabilities

are monitored

MIL1 a. Information sources to support cybersecurity vulnerability discovery are identified (e.g., US-
CERT, industry associations, vendors, federal briefings), at least in an ad hoc manner

MIL1 b. Cybersecurity vulnerability information is gathered and interpreted for IT services, at least in an
ad hoc manner

MIL1 c. Cybersecurity vulnerabilities that are considered important to IT services are addressed (e.g.,
implement mitigating controls, apply cybersecurity patches, plan for software end of life), at
least in an ad hoc manner

MIL2 d. Cybersecurity vulnerability information sources that address all assets important to IT services
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THREAT AND VULNERABILITY MANAGEMENT
Objectives and Practices

MIL2 e. Cybersecurity vulnerability assessments are performed (e.g., architectural reviews, penetration
testing, cybersecurity exercises, vulnerability identification using specialized tools)

MIL2 f. Identified cybersecurity vulnerabilities are analyzed and prioritized (e.g., NIST Common Vulner-
ability Scoring System could be used for software vulnerabilities)

MIL2 Cybersecurity vulnerabilities are addressed according to the assigned priority

MIL2 Operational impact to IT services is evaluated prior to deploying cybersecurity patches

MIL3 i Cybersecurity vulnerability assessments are performed for all assets important to the delivery
of IT services, at an organization-defined frequency

MIL3 j- Cybersecurity vulnerability assessments are informed by the defined risk criteria (RM-1c)

MIL3 k. Cybersecurity vulnerability assessments are performed by parties that are independent of the
operations of IT services

MIL3 l. Analysis and prioritization of cybersecurity vulnerabilities are informed by the defined risk crite-
ria (RM-1c)

MIL3 m. Cybersecurity vulnerability information is added to the risk register (RM-2j)

MIL3 n. Risk monitoring activities validate the responses to cybersecurity vulnerabilities (e.g., deploy-
ment of patches)

3. Institutionalization Activities for TVA Domain

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed for threat and vulnerability management activities

MIL2 b. Stakeholders for threat and vulnerability management activities are identified and involved

MIL2 c. Adequate resources (people, funding, and tools) are provided to support threat and vulnerabil-
ity management activities

MIL2 d. Standards, guidelines, and best practices have been identified to inform threat and vulnerability
management activities

MIL3 e. Threat and vulnerability management activities are guided by documented policies or other or-
ganizational directives

MIL3 f. Threat and vulnerability management policies include compliance requirements for specified
standards, guidelines, and best practices

MIL3 g. Threat and vulnerability management activities are periodically reviewed to ensure conform-
ance with policy

MIL3 h. Responsibility and authority for the performance of threat and vulnerability management activi-
ties are assigned to personnel

MIL3 i. Personnel performing threat and vulnerability management activities have the skills and

knowledge needed to perform their assigned responsibilities
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5.5 Situational Awareness

Purpose: Establish and maintain activities and technol-
ogies to collect, analyze, alarm and alert, present, and
use operational and cybersecurity information, includ-
ing status and summary information from the other
model domains, to form a common operating picture.

Situational awareness involves developing near-real-
time knowledge of a dynamic operating environment. In
part, this is accomplished through the logging and moni-
toring of information technology infrastructure assets es-
sential for the delivery of enterprise IT services. It is
equally important to maintain knowledge of relevant,
current cybersecurity events external to the enterprise.
Once an organization develops a common operating pic-
ture (COP), it can align predefined states of operation to
changes in the operating environment. The ability to
shift from one predefined state to another can enable
faster and more effective response to cybersecurity
events or changes in the threat environment.

The Situational Awareness (SA) domain comprises four
objectives:
1. Perform Logging

2. Perform Monitoring

3. Establish and Maintain a Common Operating Pic-
ture

4. Institutionalization Activities

Logging on an asset should be enabled based on the as-
set’s potential impact on enterprise IT services. For ex-
ample, the greater the potential impact of a compro-
mised asset, the more data an organization might collect
about the asset.

The condition of assets, as discovered through monitor-
ing, contributes to an operating picture. Effectively com-
municating the operating picture to relevant decision
makers is the essence of a COP. While many implemen-
tations of a COP may include visualization tools (e.g.,
dashboards, maps, and other graphical displays), they

Example
Situational Awareness

Anywhere Inc. has determined that
indicators of an emerging threat often
reside in different parts of the
organization. Building security staff track
visitors, the help desk responds to
strange laptop behavior, shipping knows
about packages, and the security team
monitors network events and external
sources. Each day the security team
gathers information from other
departments, adds its own data, and
produces a COP for the rest of the
organization. This COP is a simple heat
map that summarizes the current state of
operations across the organization using
a color-coded scale and is continuously
displayed on a monitor in the IT
operations centers as well as on the
corporate intranet site.

When the COP suggests a need for
heighted security (for example, the FBI
has reported increasing interest from
criminal groups in organizations like
Anywhere, Inc. and the network
operations center is reporting unusual
amounts of off-hour network scanning
activity), the organization responds.
Visitors are screened more carefully, the
help desk conducts malware scans on
misbehaving laptops, HR sends out
reminders about phishing, and network
logs are reviewed more frequently and
thoroughly.

Senior management reviews the COP
and is prepared should extraordinary
action—such as shutting down the
enterprise website—be required. At the
highest state of alert, they change firewall
rule sets to restrict nonessential protocols
like video conferencing, delay all but
emergency change requests, and put the
cybersecurity incident response team on
standby.

are not necessarily required to achieve the goal. Organizations may use other methods to share IT

services’ current state of cybersecurity.
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SITUATIONAL AWARENESS
Objectives and Practices

1. Perform Logging

MIL1 a. Logging is occurring, at least in an ad hoc manner, for assets important to IT services where
possible

MIL2 b. Logging requirements have been defined for all assets important to IT services (e.g., scope of
activity and coverage of assets, cybersecurity requirements [confidentiality, integrity, availabil-
ity])

MIL2 c. IT services’ log data are being aggregated

MIL3 d. Logging requirements are based on the risk to IT services

MIL3 e. Log data support other business and security processes (e.g., incident response, asset man-

agement)

2. Monitor IT Services

MIL1 a. Cybersecurity monitoring activities are performed (e.g., periodic reviews of log data), at least in
an ad hoc manner

MIL1 b. IT services’ operational environments are monitored, at least in an ad hoc manner, for anoma-
lous behavior that may indicate a cybersecurity event (e.g., web response rates are exception-
ally slow)

MIL2 c. Monitoring and analysis requirements have been defined for IT services and address timely re-
view of event data

MIL2 d. Alarms and alerts are configured to aid the identification of cybersecurity events (IR-1b)

MIL2 e. Indicators of anomalous activity have been defined and are monitored across the operational
environment

MIL2 f. Monitoring activities are aligned with IT services’ threat profile (TVA-1d)

MIL3 g. Monitoring requirements are based on the risk to IT services

MIL3 Monitoring is integrated with other business and security processes (e.g., incident response,
asset management, vulnerability and threat management)

MIL3 i. Continuous monitoring is performed across the operational environment to identify anomalous
activity

MIL3 j- Risk register (RM-2j) content is used to identify indicators of anomalous activity

MIL3 k. Alarms and alerts are configured according to indicators of anomalous activity

3. Establish and Maintain a Common Operating Picture

MIL1 No practice at MIL 1

MIL2 a. Methods of communicating the current state of cybersecurity for IT services are established
and maintained

MIL2 b. Monitoring data are aggregated to provide near-real-time understanding of the operational
state of IT services (i.e., a common operating picture; a COP may or may not include visualiza-
tion)

MIL2 (o Information from across the organization is available to enhance the common operating picture

MIL3 d. Monitoring data are aggregated to provide near-real-time understanding of the cybersecurity
state for IT services to enhance the common operating picture

MIL3 e. Information from outside the organization is collected to enhance the common operating picture

MIL3 f. Predefined states of operation are documented and invoked (manual or automated process)

based on the common operating picture

4. Institutionalization Activities for SA Domain

MILL ‘

‘ No practice at MIL 1
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SITUATIONAL AWARENESS
Objectives and Practices

MIL2 a. Documented practices are followed for logging, monitoring, and COP activities

MIL2 b. Stakeholders for logging, monitoring, and COP activities are identified and involved

MIL2 c. Adequate resources (people, funding, and tools) are provided to support logging, monitoring,
and COP activities

MIL2 d. Standards, guidelines, and best practices have been identified to inform logging, monitoring,
and COP activities

MIL3 e. Logging, monitoring, and COP activities are guided by documented policies or other organiza-
tional directives

MIL3 f. Logging, monitoring, and COP policies include compliance requirements for specified stand-
ards, guidelines, and best practices

MIL3 g. Logging, monitoring, and COP activities are periodically reviewed to ensure conformance with
policy

MIL3 h. Responsibility and authority for the performance of logging, monitoring, and COP activities are
assigned to personnel

MIL3 i. Personnel performing logging, monitoring, and COP activities have the skills and knowledge

needed to perform their assigned responsibilities
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5.6 Information Sharing and
Communications

Purpose: Establish and maintain relationships with in-
ternal and external entities to collect and provide cyber-
security information, including information about
threats and vulnerabilities, to reduce risks and to in-
crease operational resilience, commensurate with the
risk to the enterprise and its mission.

The objective of information sharing is to strengthen cy-
bersecurity in an organization, enterprise, or industry by
establishing and maintaining a framework for interaction
within an organization, among organizations in an enter-
prise, among enterprises in an industry, and between en-
terprises in an industry and the government.

The Information Sharing and Communications (ISC) do-
main comprises two objectives:
1.  Share Cybersecurity Information

2. Institutionalization Activities

Sharing cybersecurity information begins with gathering
cybersecurity information relevant to enterprise IT ser-
vices. This information is available from many sources,
including vendors, government entities, and peers. Es-
sential to the security posture of any organization is the
sharing of different types of risk-related information,
which makes the secure distribution of this information
important to the security of the organization. As threats
are responded to and vulnerabilities are discovered, or-

Example
Information Sharing and
Communications

Anywhere Inc. has worked with trade
groups to find and maintain informal
connections with other organizations.
This has worked sufficiently well for a
variety of issues without critical deadlines.
However, new security and cyber-related
issues with critical deadlines have
strained this informal method of sharing
and communications.

Recognizing the need for more significant
relationships, the organization has
decided to formalize ties to industry
groups that will inform it of news and
issues; engage with vendors with whom it
has significant investment; and participate
with regional, state, and government
organizations that advance thought
leadership and practical guidance.

As part of this effort, Anywhere Inc. has
partnered with others to establish a
secure, confidential information-sharing
environment that enables organizations to
share cybersecurity information without
attribution. Within this environment,
organizations are free to disclose
cybersecurity information as well as share
technical expertise to overcome
cybersecurity challenges.

ganizations should ensure that relevant data are effectively and appropriately shared so that peers
may also reduce their risk and improve resilience. Forums, such as the Information Sharing and
Analysis Centers in many critical infrastructure sectors, can facilitate this sharing for private sec-
tor organizations. US-CERT provides this forum for public sector organizations at the federal

level.
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INFORMATION SHARING AND COMMUNICATIONS
Objectives and Practices

1. Share Cybersecurity Information

MIL1 a. Cybersecurity information is collected from and provided to selected individuals and/or organi-
zations, at least in an ad hoc manner

MIL1 b. Responsibility for cybersecurity reporting obligations is assigned to personnel (e.g., internal re-
porting, US-CERT, law enforcement), at least in an ad hoc manner

MIL2 c. Information-sharing stakeholders are identified based on their relevance to the continued oper-
ation of IT services (e.g., connected organizations, vendors, internal entities)

MIL2 d. Information is collected from and provided to identified information-sharing stakeholders

MIL2 e. Technical resources are identified that can be consulted on cybersecurity issues

MIL2 f. Provisions are established and maintained to enable secure sharing of sensitive cybersecurity
information

MIL2 g. Information-sharing practices address both standard operations and emergency operations

MIL3 Information-sharing stakeholders are identified based on common interests and risks

MIL3 i. The organization participates with external information sharing and analysis organizations

MIL3 j- Information-sharing requirements have been defined for IT services and address timely dis-
semination of cybersecurity information

MIL3 k. Procedures are in place to analyze and deconflict received information

MIL3 l. A network of internal and external trust relationships (formal and/or informal) has been estab-
lished to vet and validate information about cyber events

2. Institutionalization Activities for ISC Domain

MIL1 No practice at MIL 1

MIL2 a. Documented practices are followed for information-sharing activities

MIL2 b. Stakeholders for information-sharing activities are identified and involved

MIL2 c. Adequate resources (people, funding, and tools) are provided to support information-sharing
activities

MIL2 d. Standards, guidelines, and best practices have been identified to inform information-sharing
activities

MIL3 e. Information-sharing activities are guided by documented policies or other organizational direc-
tives

MIL3 f. Information-sharing policies include compliance requirements for specified standards, guide-
lines, and best practices

MIL3 g. Information-sharing policies address protected information, ethical use and sharing of infor-
mation, including sensitive information as appropriate

MIL3 h. Information-sharing activities are periodically reviewed to ensure conformance with policy

MIL3 i. Responsibility and authority for the performance of information-sharing activities are assigned
to personnel

MIL3 j- Personnel performing information-sharing activities have the skills and knowledge needed to

perform their assigned responsibilities
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5.7 Event and Incident Response,
Continuity of Operations

Purpose: Establish and maintain plans, procedures, and
technologies to detect, analyze, and respond to cyberse-
curity events and to sustain operations throughout a cy-
bersecurity event, commensurate with the risk to the en-
terprise and its mission.

A cybersecurity event in a system or network is any ob-
servable occurrence that is related to a cybersecurity re-
quirement (confidentiality, integrity, or availability of
assets). A cybersecurity incident is an event or series of
events that significantly affects or has the potential to
significantly affect critical infrastructure and/or organi-
zational assets and services and requires the organization
(and possibly other stakeholders) to respond in some
way to prevent or limit adverse impacts.

The Event and Incident Response, Continuity of Opera-

tions (IR) domain comprises five objectives:

1. Detect Cybersecurity Events

2. Escalate Cybersecurity Events and Declare Inci-
dents

3. Respond to Incidents and Escalated Cybersecurity
Events

4.  Plan for Continuity

Institutionalization Activities

Detecting cybersecurity events includes designating a
forum for reporting events and establishing criteria for
event prioritization. These criteria should align with the

Example
Event and Incident Response,
Continuity of Operations

Anywhere Inc. has purchased a help desk
tracking system to improve logging and
tracking of all events that are reported to
the IT service help desk, including
important cybersecurity events. At every
help desk workstation, Anywhere Inc. has
posted a chart that identifies criteria for
escalating cybersecurity events, which
include who must be notified and
response time objectives. This
information is available on the
organization’s intranet as well.

When the organization experiences a
cybersecurity incident, the incident
response plan requires that the incident
be logged and communicated to key
stakeholders. The reporting process
includes those responsible for
communicating the common operating
picture described in the Situational
Awareness domain.

Anywhere Inc. tests its disaster recovery
plans for each enterprise IT service
annually to ensure that it can continue to
meet recovery time objectives for the
functional and organizational units it
supports. Staff responsible for disaster
recovery have a good understanding of
the restoration path for the assets that
support each service.

cybersecurity risk management strategy discussed in the Risk Management domain. They should
ensure consistent valuation of events and provide a means to determine what constitutes a cyber-
security event, when cybersecurity events are to be escalated, and the conditions that warrant the

declaration of cybersecurity incidents.

Escalating cybersecurity events involves applying the criteria discussed in the Detect Cybersecu-
rity Events objective to determine when an event should be escalated and when an incident should
be declared. Both escalated cybersecurity events and cybersecurity incidents should be managed
according to a response plan. Escalated cybersecurity events and declared incidents may trigger
external obligations, including reporting to regulatory bodies or notifying customers. Correlating
multiple cybersecurity events and incidents and other records may uncover systemic problems

within the environment.
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Responding to escalated cybersecurity events requires the organization to have a process to limit
the impact of cybersecurity events. The process should describe how the organization manages all
phases of the incident lifecycle (e.g., triage, handling, communication, coordination, and closure).
Conducting lessons-learned reviews as a part of cybersecurity event and incident response helps
the organization eliminate the exploited vulnerability that led to the incident.

Planning for continuity involves the necessary activities to sustain the critical operations of the
organization in the event of an interruption such as a severe cybersecurity incident or a disaster.
Business impact analyses enable the organization to identify essential assets and associated recov-
ery time objectives. Continuity plans should be tested and adjusted to ensure they remain opera-
ble.

EVENT AND INCIDENT RESPONSE, CONTINUITY OF OPERATIONS
Objectives and Practices

1. Detect Cybersecurity Events

MIL1 a. A point of contact (person or role) to whom cybersecurity events can be reported has been
identified, at least in an ad hoc manner

MIL1 b. Detected cybersecurity events are reported, at least in an ad hoc manner

MIL1 c. Cybersecurity events are logged and tracked, at least in an ad hoc manner

MIL2 d. Criteria are established for cybersecurity event detection (e.g., what constitutes an event,

where to look for events)

MIL2 e. There is a repository where cybersecurity events are logged based on the established criteria

MIL3 f. Event information is correlated to support incident analysis by identifying patterns, trends, and
other common features

MIL3 g. Cybersecurity event detection activities are adjusted based on information from the organiza-
tion’s risk register (RM-2j) and threat profile (TVA-1d) to help monitor for identified risks and de-
tect known threats

MIL3 h. The common operating picture for IT services is monitored to support the identification of cy-
bersecurity events (SA-3a)

2. Escalate Cybersecurity Events

MIL1 a. Criteria for cybersecurity event escalation are established, including cybersecurity incident dec-
laration criteria, at least in an ad hoc manner

MIL1 b. Cybersecurity events are analyzed, at least in an ad hoc manner, to support escalation and the
declaration of cybersecurity incidents

MIL1 c. Escalated cybersecurity events and incidents are logged and tracked, at least in an ad hoc
manner

MIL2 d. Criteria for cybersecurity event escalation, including cybersecurity incident criteria, are estab-

lished based on the potential impact to IT services

MIL2 e. Criteria for cybersecurity event escalation, including cybersecurity incident declaration criteria,
are updated at an organization-defined frequency

MIL2 f. There is a repository where escalated cybersecurity events and cybersecurity incidents are
logged and tracked to closure

MIL3 g. Criteria for cybersecurity event escalation, including cybersecurity incident declaration criteria,
are adjusted according to information from the organization’s risk register (RM-1c, RM-2j) and
threat profile (TVM-1d)

MIL3 h. Escalated cybersecurity events and declared cybersecurity incidents inform the common oper-
ating picture (SA-3a) for IT services
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EVENT AND INCIDENT RESPONSE, CONTINUITY OF OPERATIONS
Objectives and Practices

MIL3 i. Escalated cybersecurity events and declared incidents are correlated to support the discovery
of patterns, trends, and other common features

3. Respond to Escalated Cybersecurity Events

MIL1 a. Cybersecurity event and incident response personnel are identified and roles are assigned, at
least in an ad hoc manner

MIL1 b. Responses to escalated cybersecurity events and incidents are implemented, at least in an ad
hoc manner, to limit impact to IT services and restore normal operations

MIL1 c. Reporting of escalated cybersecurity events and incidents is performed (e.g., internal reporting,
IS-CERT), at least in an ad hoc manner

MIL2 d. Cybersecurity event and incident response is performed according to defined procedures that
address all phases of the incident lifecycle (e.g., triage, handling, communication, coordination,
and closure)

MIL2 e. Cybersecurity event and incident response plans are exercised at an organization-defined fre-
quency

MIL2 f. Cybersecurity event and incident response plans address all assets important to the delivery of
IT services

MIL2 Training is conducted for cybersecurity event and incident response teams

MIL3 Cybersecurity event and incident root-cause analysis and lessons-learned activities are per-
formed and corrective actions are taken

MIL3 i. Cybersecurity event and incident responses are coordinated with law enforcement and other
government entities as appropriate, including evidence collection and preservation

MIL3 j- Cybersecurity event and incident response personnel participate in joint cybersecurity exer-
cises with other organizations (e.g., table top, simulated incidents)

MIL3 k. Cybersecurity event and incident response plans are reviewed and updated at an organization-
defined frequency

MIL3 l. Cybersecurity event and incident response activities are coordinated with relevant external en-
tities

MIL3 m. Cybersecurity event and incident response plans are aligned with defined risk criteria (RM-1c)
and threat profile (TVA-1d)

MIL3 n. Policy and procedures for reporting cybersecurity event and incident information to designated
authorities conform with applicable laws, regulations, and contractual agreements

MIL3 o. Restored assets are configured appropriately and inventory information is updated following
execution of response plans

4. Plan for Continuity

MIL1 a. The activities necessary to sustain minimum operations of IT services are identified, at least in
an ad hoc manner

MIL1 b. The sequence of activities necessary to return IT services to normal operation is identified, at
least in an ad hoc manner

MIL1 (o Continuity plans are developed, at least in an ad hoc manner, to sustain and restore IT ser-
vices

MIL2 d. Business impact analyses inform the development of continuity plans

MIL2 e. Recovery time objectives and recovery point objectives for IT services are incorporated into
continuity plans

MIL2 f. Continuity plans are evaluated and exercised

MIL3 g. Business impact analyses are periodically reviewed and updated
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EVENT AND INCIDENT RESPONSE, CONTINUITY OF OPERATIONS
Objectives and Practices

MIL3 h. Recovery time objectives and recovery point objectives are aligned with defined risk criteria
(RM-1c)
MIL3 i The results of continuity plan testing and/or activation are compared to recovery objectives,

and plans are improved accordingly

MIL3 j- Continuity plans are periodically reviewed and updated

MIL3 k. Restored assets are configured appropriately and inventory information is updated following
execution of continuity plans

5. Institutionalization Activities for IR Domain

MIL1 No practice at MIL 1

MIL2 a. Documented practices are followed for cybersecurity event and incident response and continu-
ity of operations activities

MIL2 b. Stakeholders for cybersecurity event and incident response and continuity of operations activi-
ties are identified and involved

MIL2 c. Adequate resources (people, funding, and tools) are provided to support cybersecurity event
and incident response and continuity of operations activities

MIL2 d. Standards, guidelines, and best practices have been identified to inform cybersecurity event
and incident response and continuity of operations activities

MIL3 e. Cybersecurity event and incident response and continuity of operations activities are guided by
documented policies or other organizational directives

MIL3 f. Cybersecurity event and incident response and continuity of operations policies include compli-
ance requirements for specified standards, guidelines, and best practices

MIL3 g. Cybersecurity event and incident response and continuity of operations activities are periodi-
cally reviewed to ensure conformance with policy

MIL3 h. Responsibility and authority for the performance of cybersecurity event and incident response
and continuity of operations activities are assigned to personnel

MIL3 i Personnel performing cybersecurity event and incident response and continuity of operations
activities have the skills and knowledge needed to perform their assigned responsibilities
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5.8 Supply Chain and External
Dependencies Management

Purpose: Establish and maintain controls to manage the
cybersecurity risks associated with services and assets
that are dependent on external entities, commensurate
with the risk to the enterprise and its mission.

As the interdependencies among infrastructures, operat-
ing partners, suppliers, service providers, and customers
increase, establishing and maintaining a comprehensive
understanding of key relationships and managing their
associated cybersecurity risks are essential for the se-
cure, reliable, and resilient delivery of enterprise IT ser-
vices.

This model classifies external dependencies as supplier
or customer. Supplier dependencies are external parties
on which the delivery of enterprise IT services depends,
including operating partners. Customer dependencies are
external parties that depend on the delivery of enterprise
IT services, including operating partners.

Consideration of supplier and customer dependencies
should not be limited to the dependent parties and
should include the full spectrum of the relationship. As-
set-level dependencies such as system interconnections
should be considered as well. For example, the success-
ful operation of a function may be dependent on the
ability of one organization’s IT assets to process another
organization’s information within a specific set of con-
straints.

Supply chain risk is a noteworthy example of this type

Example
Supply Chain and External
Dependencies Management

Anywhere Inc. receives IT services and
support from multiple vendors. Recently,
the organization began to work with a
new vendor that will be a providing
proprietary cloud platform. During the
normal course of business, this vendor
will have access to systems operating on
sensitive data.

Within the contract for the project,
Anywhere Inc. mandated the
nondisclosure of sensitive data. It also
specified cybersecurity requirements for
the handling, communication, and storage
of its information, requiring that it would
be encrypted both in transit and in
storage. The cybersecurity requirements
also stated that passwords and
cryptographic keys would be properly
managed, and they specified strict limits
and controls on the vendor personnel and
systems that will have access to
Anywhere Inc.’s data during deployment,
operations, and maintenance.
Additionally, Anywhere Inc. conducted a
review of the vendor’s practices (including
the vendor’s cybersecurity practices with
respect to its suppliers), participated in a
security design review of the vendor’s
cloud service delivery platform, and plans
to conduct periodic audits of the system
to ensure that the vendor continues to
meet its obligations.

of supplier dependency. The cybersecurity characteristics of products and services vary widely.
Without proper risk management, they pose serious threats, including software of unknown prov-
enance and counterfeit (possibly malicious) hardware. Requests for proposal (RFPs) often give
suppliers of high-technology systems, devices, and services only rough specifications, which may
lack adequate requirements for security and quality assurance. The autonomy enterprises often
give to their individual business units further increases the risk, unless procurement activities are
constrained by plan or policy to include cybersecurity requirements.

The Supply Chain and External Dependencies Management (EDM) domain comprises three ob-

jectives:
1. Identify Dependencies

2. Manage Dependency Risk
3. Institutionalization Activities
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Identifying dependencies involves establishing and maintaining a comprehensive understanding
of the key external relationships required for the delivery of enterprise IT services.

Managing dependency risk includes approaches such as independent testing, code review, scan-
ning for vulnerabilities, and reviewing demonstrable evidence from the vendor that a secure soft-
ware development process has been followed. Contracts binding the organization to a relationship
with a partner or vendor for products or services should be reviewed and approved for cybersecu-
rity risk mitigation, such as contract language that establishes vendor responsibilities for meeting
or exceeding specified cybersecurity standards or guidelines. Service level agreements (SLAS)
can specify monitoring and audit processes to verify that vendors and service providers meet cy-
bersecurity and other performance measures.

SUPPLY CHAIN AND EXTERNAL DEPENDENCIES MANAGEMENT
Objectives and Practices

1. Identify Dependencies

MIL1 a. Important supplier dependencies are identified (i.e., internal and external parties on which the
delivery of IT services depends), at least in an ad hoc manner

MIL1 b. Important customer dependencies are identified (i.e., internal and external parties that depend
on the delivery of IT services), at least in an ad hoc manner

MIL2 c. Supplier dependencies are identified according to established criteria

MIL2 d. Customer dependencies are identified according to established criteria

MIL2 e. Single-source and other essential dependencies are identified

MIL2 f. Dependencies are prioritized

MIL3 g. Dependency prioritization and identification are based on defined risk criteria (RM-1c)

2. Manage Dependency Risk

MIL1 a. Significant cybersecurity risks due to suppliers and customers are identified and addressed, at
least in an ad hoc manner

MIL1 b. Cybersecurity requirements are considered, at least in an ad hoc manner, when establishing
relationships with suppliers and customers

MIL2 c. Identified cybersecurity dependency risks are entered into the risk register (RM-2j)

MIL2 d. Contracts and agreements with suppliers and customers incorporate sharing of cybersecurity
threat information

MIL2 e. Cybersecurity requirements are established for suppliers according to a defined practice, in-
cluding requirements for secure software development practices where appropriate

MIL2 f. Agreements with suppliers and customers include cybersecurity requirements

MIL2 g. Evaluation and selection of suppliers includes consideration of their ability to meet cybersecu-
rity requirements

MIL2 h. Agreements with suppliers require notification of cybersecurity incidents related to the delivery
of their products or services

MIL2 i Suppliers are periodically reviewed for their ability to meet the cybersecurity requirements

MIL3 j- Cybersecurity risks due to external dependencies are managed according to the organization’s
risk management criteria and process

MIL3 k. Cybersecurity requirements are established for supplier dependencies based on defined risk
criteria (RM-1c)

MIL3 I. Agreements with suppliers require notification of product vulnerabilities throughout the intended

lifecycle of the products
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SUPPLY CHAIN AND EXTERNAL DEPENDENCIES MANAGEMENT
Objectives and Practices

MIL3 m. Acceptance testing of procured assets includes testing for cybersecurity requirements

MIL3 n. Information sources are monitored to identify and avoid supply chain threats (e.g., counterfeit
parts, software, and services)

3. Institutionalization Activities for EDM Domain

MIL1 No practice at MIL 1

MIL2 a. Documented practices are followed for managing dependency risk

MIL2 b. Stakeholders for managing dependency risk are identified and involved

MIL2 c. Adequate resources (people, funding, and tools) are provided to support dependency risk man-
agement activities

MIL2 d. Standards, guidelines, and best practices have been identified to inform managing dependency
risk

MIL3 e. Dependency risk management activities are guided by documented policies or other organiza-
tional directives

MIL3 f. Dependency risk management policies include compliance requirements for specified stand-
ards, guidelines, and best practices

MIL3 g. Dependency risk management activities are periodically reviewed to ensure conformance with
policy

MIL3 h. Responsibility and authority for the performance of dependency risk management are assigned
to personnel

MIL3 i. Personnel performing dependency risk management have the skills and knowledge needed to

perform their assigned responsibilities
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5.9 Workforce Management

Purpose: Establish and maintain plans, procedures,
technologies, and controls to create a culture of cyber-
security and to ensure the ongoing suitability and com-
petence of personnel, commensurate with the risk to the
enterprise and its mission.

As organizations increasingly adopt advanced digital
technology and as cyber threats become more pervasive
and relentless, maintaining an 1T services workforce
with the appropriate level of cybersecurity experience,
education, and training is a serious challenge and poten-
tially a major area of risk. IT service organizations must
ensure that cybersecurity responsibilities are defined and
are assigned to competent, trustworthy personnel. IT ser-
vice organizations are also responsible for developing a
culture of cybersecurity awareness in the enterprise to
help prevent and mitigate cyber attacks.

An organization’s workforce management objectives de-
fine what it aims to achieve, with respect to growth and
development of the workforce, within a given time
frame and with available resources. These objectives
support the organization’s larger goals and should in-
clude cybersecurity considerations.

The Workforce Management (WM) domain comprises
five objectives:
1. Assign Cybersecurity Responsibilities

2.  Control the Workforce Lifecycle
3. Develop Cybersecurity Workforce
4. Increase Cybersecurity Awareness
5. Institutionalization Activities

An important aspect of assigning cybersecurity responsi-
bilities is ensuring adequacy and redundancy of cover-
age. For example, specific workforce roles with signifi-

Example
Workforce Management

Anywhere Inc. recognizes that technology
underlying its enterprise IT services is
constantly evolving and that it must
continually invest in advanced technology
to meet increasingly demanding service
delivery requirements. Part of this
investment will be a long-term program
for workforce training and management to
help personnel keep up to date with new
technologies and so that they can keep
the IT services running efficiently and
securely. Anywhere Inc. finds it much
harder than expected to recruit, train, and
retain personnel with the necessary skill
sets, particularly personnel with
cybersecurity education and experience.
Furthermore, it finds that its newly
deployed technology has been
compromised at another company due to
poor security practices.

Anywhere Inc. analyzes this information
through a risk management assessment
of its systems, practices, and policies.
The organization determines that
employee training is paramount to
addressing system and social
engineering vulnerabilities as well as
insider threats to the company’s goals
and objectives. As a result, Anywhere Inc.
begins investing in technical and security
training and certification for management
and personnel to instill the awareness
and skills necessary to manage and
protect the company’s assets, which may
also contribute to the protection of
interconnected IT services external to the
organization (e.g., partners or vendors
with IT services connected to Anywhere
Inc.).

cant cybersecurity responsibilities are often easy to determine, but they can be challenging to

maintain. It is vital to develop plans for key cybersecurity workforce roles (e.g., system adminis

trators) to provide appropriate training, testing, redundancy, and evaluations of performance.

Controlling the workforce lifecycle includes personnel vetting (e.g., background checks) and as-

signing risk designations to positions that have access to assets needed to deliver an essential ser-
vice. For example, system administrators (who typically have the ability to change configuration
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settings, modify or delete log files, create new accounts, and change passwords) on critical sys-
tems are given a higher risk designation, and specific measures are taken for protection of these
systems from accidental or malicious behavior by this category of personnel.

Developing the cybersecurity workforce includes training and recruiting to address identified skill
gaps. For example, hiring practices should ensure that recruiters and interviewers are aware of cy-
bersecurity workforce needs. Also, personnel (and contractors) should receive periodic security
awareness training to reduce their vulnerability to social engineering and other threats. The effec-
tiveness of training and awareness activities should be evaluated, and improvements should be
made as needed.

Increasing the cybersecurity awareness of the workforce is as important as technological ap-
proaches for improving the cybersecurity of the organization. The organization should share infor-
mation with the enterprise workforce on methods and techniques to identify suspicious behavior,
avoid spam or spear phishing, and recognize social engineering attacks to avoid providing infor-
mation about the organization to potential adversaries. For example, an internal website could
provide information about new threats and vulnerabilities in the industry. If no information on
threats, vulnerabilities, and best practices is shared with the workforce, personnel may become
more lax about security processes and procedures.

Collective bargaining agreements may challenge some aspects of the practices in this domain as
written, so organizations may need to implement alternative practices that meet the intent of the
model practices and are compatible with those agreements.

WORKFORCE MANAGEMENT
Objectives and Practices

1. Assign Cybersecurity Responsibilities

MIL1 a. Cybersecurity responsibilities for IT services are identified, at least in an ad hoc manner

MIL1 b. Cybersecurity responsibilities are assigned to specific people, at least in an ad hoc manner

MIL2 c. Cybersecurity responsibilities are assigned to specific roles, including external service provid-
ers (e.g., Internet service providers, security as a service providers, cloud service providers)

MIL2 d. Cybersecurity responsibilities are documented (e.g., in position descriptions)

MIL3 e. Cybersecurity responsibilities and job requirements are reviewed and updated as appropriate

MIL3 f. Cybersecurity responsibilities are included in job performance evaluation criteria

MIL3 g. Assigned cybersecurity responsibilities are managed to ensure adequacy and redundancy of
coverage

2. Control the Workforce Lifecycle

MIL1 a. Personnel vetting (e.g., background checks, drug tests) is performed, at least in an ad hoc
manner, at hire for positions that have access to the assets required for delivery of IT services

MIL1 b. Personnel termination procedures address cybersecurity, at least in an ad hoc manner

MIL2 (o Personnel vetting is performed at an organization-defined frequency for positions that have ac-
cess to the assets required for delivery of IT services

MIL2 d. Personnel transfer procedures address cybersecurity

MIL3 e. Risk designations are assigned to all positions that have access to the assets required for de-

livery of IT services

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY 44



DRAFT PENDING RRO APPROVAL

Objectives and

WORKFORCE MANAGEMENT

Practices

MIL3 f. Vetting is performed for all positions (including employees, vendors, and contractors) at a level
commensurate with position risk designation

MIL3 Succession planning is performed for personnel based on risk designation

MIL3 A formal accountability process that includes disciplinary actions is implemented for personnel

who fail to comply with established security policies and procedures

3. Develop Cybersecurity Workforce

MIL1 a. Cybersecurity training is made available, at least in an ad hoc manner, to personnel with as-
signed cybersecurity responsibilities

MIL2 b. Cybersecurity knowledge, skill, and ability gaps are identified

MIL2 c. Identified gaps are addressed through recruiting and/or training

MIL2 d. Cybersecurity training is provided as a prerequisite to granting access to assets that support
the delivery of IT services (e.g., new personnel training, personnel transfer training)

MIL3 e. Cybersecurity workforce management objectives that support current and future operational
needs are established and maintained

MIL3 f. Recruiting and retention are aligned to support cybersecurity workforce management objec-
tives

MIL3 Training programs are aligned to support cybersecurity workforce management objectives

MIL3 The effectiveness of training programs is evaluated at an organization-defined frequency and
improvements are made as appropriate

MIL3 i. Training programs include continuing education and professional development opportunities for

personnel with significant cybersecurity responsibilities

4. Increase Cyb

ersecurity Awareness

MIL1 a. Cybersecurity awareness activities occur, at least in an ad hoc manner

MIL2 b. Objectives for cybersecurity awareness activities are established and maintained

MIL2 c. Cybersecurity awareness content is based on the defined threat profile (TVA-1d)

MIL3 d. Cybersecurity awareness activities are aligned with the predefined states of operation (SA-3f)
MIL3 e. The effectiveness of cybersecurity awareness activities is evaluated at an organization-defined

frequency and improvements are made as appropriate

5. Institutionalization Activities for WM Domain

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed for cybersecurity workforce management activities

MIL2 b. Stakeholders for cybersecurity workforce management activities are identified and involved

MIL2 c. Adequate resources (people, funding, and tools) are provided to support cybersecurity work-
force management activities

MIL2 d. Standards, guidelines, and best practices have been identified to inform cybersecurity work-
force management activities

MIL3 e. Cybersecurity workforce management activities are guided by documented policies or other or-
ganizational directives

MIL3 f. Cybersecurity workforce management policies include compliance requirements for specified
standards, guidelines, and best practices

MIL3 g. Cybersecurity workforce management activities are periodically reviewed to ensure conform-

ance with policy
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WORKFORCE MANAGEMENT
Objectives and Practices

MIL3 h. Responsibility and authority for the performance of cybersecurity workforce management activi-
ties are assigned to personnel

MIL3 i Personnel performing cybersecurity workforce management activities have the skills and
knowledge needed to perform their assigned responsibilities
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5.10 Cybersecurity Program Management

Purpose: Establish and maintain an enterprise cyberse-
curity program that provides governance, strategic
planning, and sponsorship for the organization’s cyber-
security activities in a manner that aligns cybersecurity
objectives with organizational and enterprise strategic
objectives and the risk to the enterprise and its mission.

A cybersecurity program is an integrated group of activ-
ities designed and managed to meet cybersecurity objec-
tives for the organization and/or enterprise IT services.
A cybersecurity program may be implemented at either
the organization level, but a higher level implementation
and enterprise viewpoint may benefit the organization
by integrating activities and leveraging resource invest-
ments across the entire enterprise.

The Cybersecurity Program Management (CPM) do-
main comprises five objectives:
1. Establish Cybersecurity Program Strategy

Sponsor Cybersecurity Program

2
3. Establish and Maintain Cybersecurity Architecture
4.  Perform Secure Software Development

5

Institutionalization Activities

The cybersecurity program strategy is established as the
foundation for the program. In its simplest form, the
program strategy should include a list of cybersecurity
objectives and a plan to meet them. At higher levels of
maturity, the program strategy will be more complete
and include priorities, a governance approach, structure
and organization for the program, and more involvement
by senior management in the design of the program.

Sponsorship is important for implementing the program
in accordance with the strategy. The fundamental form
of sponsorship is to provide resources (people, tools, and

Example
Cybersecurity Program
Management

Anywhere Inc. decided to establish an
enterprise cybersecurity program. To
begin, it has formed a board with
representation from each of the functional
areas. This cybersecurity governance
board will develop a cybersecurity
strategy for the organization and recruit a
new vice president of cybersecurity to
implement a program based on the
strategy. The vice president will also
report to the board of directors and will
work across the enterprise to engage
business and technical management and
personnel to address cybersecurity.

The new vice president’s first action will
be to expand and document the
cybersecurity strategy for Anywhere Inc.,
ensuring that it remains aligned to the
organization’s business strategy and
addresses its risk to critical infrastructure.
Once the strategy is approved by the
board, the new vice president will begin
implementing the program by
reorganizing some existing
compartmentalized cybersecurity teams
and recruiting additional team members
to address skill gaps in the organization.

The head of customer service and vice
president of accounting are counting on
the new program to address both
immediate and collateral damage from
potential incidents and the public relations
issues that follow.

The head of IT and the vice president for
engineering are expecting guidance on
systems development and methods to
mitigate risks.

funding). More advanced forms of sponsorship include visible involvement by senior leaders and
designation of responsibility and authority for the program. It also includes organizational support
for establishing and implementing policies or other organizational directives to guide the program.

A cybersecurity architecture is an integral part of the enterprise architecture. It describes the struc-
ture and behavior of an enterprise’s security processes, cybersecurity systems, personnel, and sub-
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ordinate organizations and aligns them with the organization’s mission and strategic plans. An im-
portant element of a cybersecurity architecture is often effective isolation and segregation of IT

systems.

Performing and/or requiring secure software development for assets that are important to the de-
livery of enterprise IT services is important to help reduce vulnerability-inducing software de-

fects.

CYBERSECURITY PROGRAM MANAGEMENT

Objectives and Practices

1. Establish Cybersecurity Program Strategy

MIL1 a. The organization has a cybersecurity program strategy, which may be developed and/or man-
aged in an ad hoc manner

MIL2 b. The cybersecurity program strategy defines objectives for the organization’s cybersecurity ac-
tivities

MIL2 c. The cybersecurity program strategy and priorities are documented and aligned with the organi-
zational and enterprise strategic objectives and risk to the enterprise and its mission

MIL2 d. The cybersecurity program strategy defines the organization’s approach to provide program
oversight and governance for cybersecurity activities

MIL2 e. The cybersecurity program strategy defines the structure and organization of the cybersecurity
program

MIL2 f. The cybersecurity program strategy is approved by senior management

MIL3 g. The cybersecurity program strategy is updated to reflect business changes, changes in the op-
erating environment, and changes in the threat profile (TVA-1d)

2. Sponsor Cybersecurity Program

MIL1 a. Resources (people, funding, and tools) are provided, at least in an ad hoc manner, to support
the cybersecurity program

MIL1 b. Senior management provides sponsorship for the cybersecurity program, at least in an ad hoc
manner

MIL2 c. The cybersecurity program is established according to the cybersecurity program strategy

MIL2 d. Adequate resources are provided to establish and operate a cybersecurity program aligned
with the program strategy

MIL2 e. Senior management sponsorship for the cybersecurity program is visible and active (e.g., the
importance and value of cybersecurity activities is regularly communicated by senior manage-
ment)

MIL2 f. If the organization develops or procures software, secure software development practices are
sponsored as an element of the cybersecurity program

MIL2 g. The development and maintenance of cybersecurity policies is sponsored

MIL2 Responsibility for the cybersecurity program is assigned to a role with requisite authority

MIL3 i The performance of the cybersecurity program is monitored to ensure it aligns with the cyber-
security program strategy

MIL3 j- The cybersecurity program is independently reviewed for achievement of cybersecurity pro-
gram objectives

MIL3 k. The cybersecurity program addresses and enables the achievement of regulatory compliance
as appropriate

MIL3 I The cybersecurity program monitors and/or participates in selected industry cybersecurity
standards or initiatives

CMU/SEI-2015-TR-009 | SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY

48



DRAFT PENDING RRO APPROVAL

CYBERSECURITY PROGRAM MANAGEMENT
Objectives and Practices

3. Establish and Maintain Cybersecurity Architecture

MIL1 a. A strategy to segment and isolate IT service delivery systems, where feasible, is implemented,
at least in an ad hoc manner

MIL2 b. A cybersecurity architecture is in place to enable segmentation, isolation, and other require-
ments that support the cybersecurity strategy

MIL2 c. Architectural segmentation and isolation is maintained according to a documented plan

MIL3 d. Cybersecurity architecture is updated at an organization-defined frequency to keep it current

4. Perform Secure Software Development

MIL1 No practice at MIL1

MIL2 a. Software to be deployed on assets that are important to the delivery of IT services is developed
using secure software development practices

MIL3 b. Policies require that software to be deployed on assets that are important to the delivery of IT
services be developed using secure software development practices

5. Institutionalization Activities for CPM Domain

MIL1 No practice at MIL1

MIL2 a. Documented practices are followed for managing cybersecurity program activities

MIL2 b. Stakeholders for cybersecurity program management activities are identified and involved

MIL2 c. Standards, guidelines, and best practices have been identified to inform cybersecurity program
management activities

MIL3 d. Cybersecurity program management activities are guided by documented policies or other or-
ganizational directives

MIL3 e. Cybersecurity program management activities are periodically reviewed to ensure conformance
with policy

MIL3 f. Personnel performing cybersecurity program management activities have the skills and

knowledge needed to perform their assigned responsibilities
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