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Cyber Vigilance: 
The Human Factor 

by Dr. Ben D. Sawyer, Dr. Victor S. Finomore, Dr. Gregory J. Funke, Dr. Gerald Matthews, Dr. 
Vincent Mancuso, Dr. Matthew Funke, Dr. Joel S. Warm, and Dr. Peter A. Hancock 

OVERVIEW 

Cyber-defenders face lengthy, repetitive work 
assignments with few cri tical s ignals and little control 
over what transpires. Their task is one of vigilance, 

well studied in contexts including air traffic control and 
medical monitoring. Cyber-defense display information 
density is several orders of magnitude above that seen in the 
aforementioned domains, and therefore bl indly generalizing 
prior research is inadvisable. To understand this unique 
domain, we asked participants to perform a simulated cyber
security task, searching for attack signatures in Internet 
traffi c information . Consistent with results observed in 
"trad itional" vigilance paradigms, signal detection declined 
significantly over time, it was directly related to signal 
probability, and it was inversely related to event rate. 
Reported high mental workload accompanied such degraded 
perfonnance. These results highlight the necessity for 
understanding the physical and cognitive ergonom ics 
underlying cyber-defense. They also suggest vulnerability 
to denial & deception (D&D) tactics which would effectively 
hack the human rather than the machine. 

INTRODUCTION 

]Jn a world of asymmetric conflict in which the dominant 
force of arms is owned by one side in the struggle, 
nherent conditions force the opposition to adopt new 

and innovative strategies and tactics if the warfare is to 
persist. Guerrilla tactics have always featured such 
necessary innovat ion, while the dominant entity similarly 
employs a variety of innovations to match evolving 
circumstances. Our age provides new opportun ities; 
electronic networks such as the World Wide Web provide 
the opportunity to effect action at a distance. In many 
contemporary societies, predicated upon the foundation of 
safe, secure, and effective networks, disruption and 
destruction of hardware- and software-based systems pose 
crucial threats. Traditional D&D tactics take on new 
destructive and distractive power in a fully human-generated 
electronic environment. Unlike traditional conflict, attacks of 
this sort require no immediate physical presence of the 
attacker, and thus represent an appealing strategy to those 
constrained by kinetic force of arms. 

In general, today there are cyber-attack forces which 
necessarily mandate the need for cyber-defense. As 
described by the previous Chief Scientist of the U.S. Air 
Force, Dr. Mark Maybury, cyberspace is a domain from and 
through which Air Force (AF) operations are performed, and 
it is essential for all such operations. 1 Of course, cyber
security extends well beyond military operations, but its 
centrality to national defense provides some idea of the 
importance of the domain. Given that importance, it is critical 
to maintain cyberspace security to prevent intrusion by 
fo reign state actors, non-state actors (e.g., hackers), or even 
inadvertent interference. 

The noisy, information-dense, human-conceived 
environment of cyber provides an excellent staging ground 
from which to practice the ancient art of deception. z A 
variety of strategies exists to deny access to real information 
about malicious network actions,' and although software 
ini tially identifies potential attacks such automation is never 
perfect. Thus, cand idate attack events and false positives 
must be monitored by human observers who render the final 
decision. In small institutions, this process may be as simple 
as having an individual occasionally check for software 
alerts. However, within the present scale of military and 
civilian network activity, petabytes of data move between 
millions of addresses each day. As such, the human factor in 
military cyber-defense is larger by orders of magnitude. 
Dedicated teams of cyber-defenders are assigned to monitor 
algorithmically identified network traffic to determine if 
suspicious patterns warrant further detailed analysis. They 
then forward evidence to cyber forensic teams for 
subsequent exam ination .~ 5 

At present, contemporary cyber-intrusion detection systems 
are based solely on computer network analysis." Though the 
algorithms and analytic techniques used in these systems 
vary considerably, most intrusion detection systems (IDS) 
identify malicious activity by algorithm ically comparing 
current network activity to previously encountered or 
"known" malicious software signatures. This is also a key 
limitation of such systems- even slightly altering the 
underlying code of an attack may prevent its detection. To 
avoid this, IDS detection algorithms are purposely liberal, 
broadly flagging any activity that resembles a known 
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signature. Further complicating these issues are attacker 
attempts to disguise malicious code by creating deliberate 
sim i larit ics bet ween attacks and " normal'' traffic, which 
may great ly increase false positive rates. To supplement 
and improve IDS. cyber-defenders use a variety of tools, 
including hand-sorting, to discriminate attacks from false 
positives. T hi s effort involves search ing for specific 
patterns in information including key words and Internet 
protocol (IP) addresses, although the exact natures of the 
targets are changeable and unknown. Base rate of 
success is also unknown; while (in conventional warfare) 
casua lties might be counted, a well-executed and 
successful cyber-attack may leave no trace. 

In pursuing thei r miss ion, cyber-defenders face highly 
repetit ive work assignments featuring large quantities of 
data (most of which are ultimately fa lse positives) that 
must be processed. Embedded in these trains of 
information are few cri tical occurrences. Cyber-defenders 
have little contro l over the rate at which such critical 
events appear and, as cand idate signals are passed o n to 
other teams, have little knowledge of their ultimate 
resolution. Their task bears the hallmark of what is known 
in the ergonomics and human factors community as a 
vigilance task. in which operators must focus their 
attention and detect infrequently occurring critical signals 
over prolonged periods of time.7 x Understanding of 
vigilance tasks and appropriate countermeasures are 
crucial in many working environments wherein such sem i
automated systems are featured. Some of these include air 
traffic control, cockpit display monitoring, airport 
security, industrial process control, long distance driving, 
and the monitoring of anaesthesia gauges during surgery, 
among many others. Accidents ranging from minor to 
major have resulted from vigi lance failures by human 
observers." Consequently, one can posit that cyber
security operations could take advantage of what is 
known about vigi lance in order to enhance their m ission 
success rate. However, this presently appears to be an 
unexplored opportunity . 

To date, the only study to exami ne vigilance performance 
in cyberspace was carried out by Mcintire and her 
associates. 10 They showed that the vigilance decrement, 
the temporal decline in signal detection that typifies 
vigilance performance, 11 12, also occurred in a simulated 
cyber task , and that the decrement was accompanied by 
changes in oculomotor activity. such as blink frequency 
and duration. and pupil diameter, which they argued could 
be emp loyed to detect when cyber operators are in need 

of rest or replacement. 

In addition to tim e on task , vigilance performance is 
determined by a number o f psycho-physical factors which 
confront observers w ith perceptual chal lenges. 

Knowledge of those challenges could enable designers to 
develop cyber displays that can be interrogated more 
effectively by observers. 13 1

• Accordingly, one goal for 
our present study was to extend the l ink between 
vigilance and cyber tasks by determining if two of the 
most critical psycho-physica l factors , signal probability 
and event rate, would affect performance on a s imulated 
cyber task. Signal probability refers to the likelihood that 
any stimu lus event is a cri tical signal, while event rate 
refers to the number of stimulus events that must be 
monitored in order to detect critical signals. 

. .. llflt1cks in the field, especit1/ly those of 
real consequence, t1re so diluted in the high 
event rate as to qualify llS the putative 
"black swans." 

Performance efficiency in vigi lance tasks varies directly 
with the probabi I ity of cri tical signals and inversely with 
event rate.1{ 16 Event rate might defensibly be labelled 
" self-paced" in many real-world cyber-defense 
environments. However, overall event rate is a function of 
the total candidate s ignals over time, divided of course by 
the workforce s ize available. This is a metric that readily 
indexes to the macro view of cyber-defense: rapid growth 
in infrastructure coupled with a shortage of information 
security professionals. Our current task presented stimu li 
at a controll ed rate. Given the supposition that actual 
events in the field are high and climbing we have chosen 
to explore precisely what, in the context of information 
processing demands, is a demanding event rate. 
Conversely, signa l probability in cyber-defense, although 
not known, is li kely well below the 5% "low" rate ofour 
present experiment. Thi s probability is a practicality of 
experimental design si nce we must have enough 
candidate signals to observe variation between groups. It 
is worth noting, however, that attacks in the field , 
especial ly those of real consequence, are so diluted in the 
high event rate as to qualify as the putative "black 
swans." 17 

In addition to con fronting observers with perceptual 
challenges, vig ilance tasks also induce high levels of 
perceived mental workload 1x as reflected by the NASA
Task Load Index , '~ which is considered to be one of the 
most effective 1neasures of perceived mental workload 
currently available.20 It provides a measure of overal l or 
g lobal workload on a 0-100 scale and identifies the re lative 
contribution of six sources of workload: Mental Demand. 
Physical Demand , Temporal Demand, Performance, Effort. 
and Frustration. As summarized by Finomore, Shaw, 
Warm. Matthews, and Boles,2 1 Warm et al. ,12 and Wickens 
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et al., 23 a number of studies have shown that the globa l 
workload scores on vigilance tasks fall at the upper end of 
the NASA-TLX scale and that Mental Demand and 
Frustration are the primary drivers of such high workload 
levels in vigi lance tasks. A second goal for the present 
study was to determine if a simulated cyber task would 
also induce hard work in observers, and if Mental Demand 
and Frustration would be the primary components of that 
workload in the cyber task that we employed . Such 
knowledge may help supervisors and designers better 
understand observers' reactions to cyber monitoring 
assignments. 

METHODOLOGY 

Participants 

111e study was conducted at the Air Force Research 
Laboratory (AFRL), Wright-Patterson Air Force Base 
(WP AFB). Twenty-four volunteers ( 14 men and IO 

women) were recruited from base personnel and the local 
population and paid a total of$45 each for their 
participation. Al I participants had 20/20 or corrected 
vision and no history of neurological problems. The study 
was approved by the WPAFB Inst itut ional Review Board 
(IRB). 

Apparatus and Procedure 

Participants assumed the role of a cyber-defender 
monitoring strings of IP addresses and communication 
port numbers on a computer display. The task, which was 
si milar to that em ployed by Mcinti re et a l.,H was 
developed by the University of Dayton Research Institute 
(UDR!) to s imulate a task that was representat ive of 
cybcr-dcfense operations. As shown in Figure I, the 
waterfall display was composed of two columns of six IP 
addresses, each containing 12 digits, and two columns of 
six comm unicatio n port numbers, each containing two 
digits. The task o f the cyber-defender was to look for 
cases in which the IP address and associated 
communication port number at the top position of any 
column completely matched an IP address/communication 
port number that was already present in any one of the 
other position s in that column (the critical signal for 
detection). At regular intervals throughout the task. the 
display would refresh and two new IP address/ 
communication port numbers would appear in the top 
position of the columns. The previous entries would then 
move down to the next row immediately below the top 
position and the bottom series would disappear from the 
display. 
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Figure I. Above, a screenshot of the waterfall display used 
in the cyber task. A critical signal is present in the rightmost 
" Dest. Port" column, as there is a match between the IP 
address and associated communication port of the top 
posi tion and the second position. In 3.75 or 7.5 seconds, 
dependent on event rate, another line of IP addresses would 
drop down from the top, and the bottom l ine would drop 
away. 

We acknowledge here that the critical signal for detection 
employed in this experiment could be algorithmically 
identified and the associated attack automatically prevented 
by an intrusion detection system due to its relative 
unsophistication. However, in "real-world" cyber defense 
contexts novel signatures are encountered for which there is 
not an existing algorithmic response. In such instances, 
human operators must detect and respond to attacks 
exploiting that vulnerability while the algorithmic defense is 
coded and put into place. We intended the context of the 
current experiment to represent just such an occurrence. 
More broadly, many present cyber-displays present far more 
in formation in far less time than any "classical" vigilance 
experiment display, and thus the present experiment can 
build understanding of whether vigilance decrements might 
be seen in such informationally dense tasks. 

T wo levels o f s ignal probability (low vs. high) were 
combined with two levels of event rate (slow vs. fast) to 
produce four experimental conditions. Six partic ipants were 
assigned at random to each of the.se four condi tions. A ll 
participants completed a 40- minute vigi l divided into four 
continuous JO-minute periods of watch. During the task, 
strings of IP addresses and port numbers were always 
visible on the computer screen . In the s low event rate-high 
signal probability condition, the display was updated eight 
times/min with a 20% chance of the appearance of a critical 
s ignal. In the s low event rate-low signal probability 
condition, updates also occurred eight times/min but with a 
5% chance of critical signal appearance. In the fast event 
rate-high sig nal pro bability condition, the display was 
updated 16 times/min with a 20% chance of the presence ofa 
crit ical signal. In the fast event rate-low signal probability 
condition, updates also occurred 16 times/ min but with a 5% 
chance of critical signal appearance. Critical signal 
appearance was scheduled so that only one of the two IP 
address/communication port columns would have a signal at 
any given time. Participants responded to cri tical signals by 
pressing the spacebar on the computer keyboard. 
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Responses occurring within three seconds of the 
appearance of a critical signal were considered correct 
detections. All other responses were scored as false alarms. 
T he participants were aware of this scoring procedure. 

Preceding the 40-m inute vigil , participants were given a 15-
minute training period on the cyber task. During that tra ining 
period the program played recorded auditory feed back in the 
form ofa male voice, indicating correct detections, misses, 
and false alarms. Feedback was not provided during the main 
task itself. Immediately followi ng the conclusion of that task, 
partic ipants completed a computerized version of the NASA
TLX. 

RESULTS 

Performance Efficie11cy 

Mean percentages of correct detections and their associated 
standard errors for all combinations of event rate, s ignal 
probability, and time on task are presented in Table I . 

Table I. Mean percent correct detection scores for all 
combinations of s ignal probability and event rate during 
each period of watch. 

Period of Watch {10 minutes) 

Sisnal Probabilitl Event Rate 1 2 3 4 

~ ~ 87.50 95.83 95.83 7S.OO 

(5.59} (4.17) {4.tn (15.81) 

fill 60.42 60.42 58.33 43.75 

{7.511 (7.511 {6.97) {7.74) 

lliK!! ~ 95.83 91.67 88.54 80.21 

{1.32) (3.841 {2.98) (6.13) 

fill 77.0f. 77.60 76.56 n.60 
(5.33) (6.01) (7.38) (4.80) 

Mun 80.21 81.38 79.82 69.14 

(4.94) !S.38) !S.381 j862l 

Note: Standard errors are in parentheses. 

Mean 
88.54 
(7.431 

SS.73 

(7.43) 

89.06 

(3.$7) 

77.21 

(5.88) 

Perusal of Table I reveals that detection rates were lower in 
the case of the low (M = 72.14%) signal probabili ty cond it ion 
as compared to the high (M = 83.14%). Mean detection 
scores were higher in the slow (M = 88.80%) event rate 
condition as compared to the fast (M= 66.47%). In addition 
there was a notable decline in signal detections during the 
fi nal period of watch . These patterns were confirmed by a 2 
(event rate) x 2 (signal probability) x 4 (periods of watch) 
mixed-model analysis of variance (ANOV A) of the arcsines 
of the percentage of correct detections. This analysis 
indicated statistically significant main effects for signal 

probability, F( I, 20) = 4.26,p= .05, T\/ = .18 event rate. F( I, 

20) = 17.53, p < .00 I,11/=.47, and period of watch, F(2.05, 

40.93) = 5.44,p= .008 , 11/=.2 l . The remaining sources of 
variance in the analysis were not significant (p > .05 in each 
case). However. the Signal Probability by Event Rate 

interaction closely approached the traditional level of 

s igni fi cance, F( 1,20) = 3.86,p= .06.11/=.16. In this, as well 
as in the analysis of the workload scores which follow, the 
Box correction was applied when appropriate to compensate 
for violations of the sphericity assumption .2:1 

The Signal Probability by Event Rate interaction is illustrated 
in Figure 2 . It is evident in the graphic that the scores for the 
two signal probability conditions were s imilarly high in the 
context of the s low event rate. By contrast. in the context of 
a fast event rate, performance efficiency in the high 
probability condit ion was considerably better than in the low 
probability condition. 

False alarms were rare in this study . The overall false alarm 
percentage across all experimental conditions was < I%. 
Consequently, false alarms were not analyzed further. 
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Figure 2 . Mean percent detect ion scores for all combinations 
of signal probabi lity and event rate. Error bars are standard 
errors. 

Subjective Workload 

Observers in all task conditions rated their workload on the 
six subscales of the NASA-TLX. Following a procedure 
recommended by Nygren,26 workload scores were based 
solely on the rat ings themselves and not on associated 
weightings for each subscale. Mean workload values for all 
combinations of event rate, signal probability, and NASA
TLX subscales are presented in Table 2. 

Table 2. Mean NASA-TLX subscale scores for all 
combinations of signal probability and event rate. 
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/1fo1e: Sta11dard errors are i11 pare111'1eses. Alea11 NASA Task Load 
Index (TLX) scores are listed/or 1he subscafes of Me11taf Demand 
(MD), Physical Demand (PD). Temporal Demand (7D). 
Pe1forma11ce (P), F.jfort (£). and Fmstration (F). 

As can be seen in T able 2, the overall composite workload 
rating for all task conditions (M= 53.6 1) fell above the 
midpoint of the scale (50), suggesting that participants 
found the cyber monitoring assignment to be demanding. A 
2 (event rate) x 2 (signal probability) x 6 (subscales) mixed 
ANOV A of the workload data revealed a significant main 

effect for event rate, F( I, 20) = 5.32, p = .03, Tl/= .2 1, 

signifying that observers in the fast event rate condition 
(M= 59.58) found their vigi lance assignments to be more 
challenging than those in the slow event rate condition (M = 
47.64). A significant main effect was also found for 

subscales, F(2.88, 57.66)= 33.02,p < .00 I, Tl/= .62. 
Bonferroni-corrected /-tests with alpha set at .05 indicated 
that participants perceived Mental Demand, Temporal 
Demand, and Effort as the greatest contributors to overall 
workload in the present circumstances. The means for these 
scales, which fell a t the upper level of the workload index, 
differed significantly from those of all the other scales (p < 
.05 in all cases) but not from each other. The main effect for 
s ignal probability and all of the interactions in the analysis 
lacked s ign ificance (p > .05 in all cases). 

DISCUSSION 

Consistent with results first reported by Mcintire e t 
a l. ,27 performance efficiency on the cyber task was 
susceptible to the vigilance decrement. In the present 

case, the decrement consisted of a notable drop in signal 
detection during the last period of watch after participants 
had maintained a stable level of performance across three 
earlier watchkeeping periods. The temporal step-function in 
regard to the cyber task differs from the decrement seen in 
more traditional vigilance tasks in which typically there is a 
negatively accelerated progressive decline in performance 
efficiency over time .2~ A major theory used to account for 
the deterioration of performance efficiency over time 
characteristic of vigilance tasks is anchored in resource 
theory, wherein a limited-capacity information process ing 

system allocates resources or reservoirs of energy to deal 
with the tasks that confront it. Since vigilance tasks require 
observers to make continuous s ignal/noise discriminations 
without rest, such tasks deplete available cognitive 
resources over time, which results in the vigilance 
decrement.2• }u ;i ' 1 The step-function observed in our 
present study may be based on a combinat ion of both 
motivation and resource loss.33 H More specifically, s ince 
the present part icipants were engaged in what they were 
informed was a cri tical Air Force assignment-cyber
defense-and were paid a substantial sum for servi ng in the 
study, they may have been motivated to sustain a high level 
of performance. However, over time they were unable to do 
so, potentially because of diminished information processing 
resources, a s ituation that is arguably refl ected in the high 
scores seen on the NASA TLX, especially in the Effort 
subscale. 

It is evident that operators cannot sustain 
performance in cyber tasks such as the one 
presented by our testbed over prolonged 
intervals of time. Consequently, this finding 
must be considered in work scheduling. 

We should note that it was not a forgone conclusion that 
the information-rich cyber task would result in any fo rm of 
decrement. Some complex tasks exh ibit attenuated or 
absent decrements, especially when they involve diverse 
subtasks.n 36 In other cases however, complexity can 
amplify the decrement.37 >k Given the pattern we observed, 
cyber tasks appear to fall in the former category. 

It is evident that o perators cannot sustain performance in 
cyber tasks such as the one presented by our testbed 
over pro longed intervals of time. Consequently, this 
finding must be considered in work scheduling. Given the 
present data, instituting a 30-minute shift length for 
operators should be beneficial. Further, as Mcintire and 
her associates have indicated/• the development of non
invasive methods could enable supervisors to monitor a 
cybersecurity operator's need for res t or replacement. The 
ocu lomotor changes described by Mcinti re et al.(" such 
as increased blink rate and longer blink durations, offer 
one approach by which supervisors might ··monitor the 
monitor. '' 

Another possibili ty that supervisors of cyber-security 
operato rs might consider is the use ofTranscranial 
Doppler (TCD) sonography, a non-invasive neuroimaging 
method invo lving sensors worn in a headband. to assess 
cerebral blood flow velocity (CBFV). Several studies have 
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shown that the vigilance decrement is accompanied by a 
decline in CBFV, and that the changes in CBFV can 
fo recast decli nes in operator efficiency.4 142

H
44 Regarding 

electroencephalography (EEG), increases in lower frequency 
alpha power (8- 10.9 Hz) also appear to be diagnostic of loss 
of vigilance in high event rate tasks.•> 

Consistent with the find ings of a large number of vigilance 
studies,4" 

47 participants in the cyber task benefited from a 
high level of signal probability. In an insightful analysis of 
human factors principles involved in the control of vigilance, 
Craig pointed out that one way 10 enhance the quality of 
sustained attention in operational settings is to reduce 
signal uncertainty .48 Increments in signal probability clearly 
reduce s ignal uncertainty. Consequently, when signal 
probability is low, as is often the case in cyber-security 
operations, controllers might give some thought to 
introducing art ificial signals in order to increase signal 
probability and thereby the likelihood of cri tical s ignal 
detection . A strategy of that sort would require careful 
thought, however, for as Craig ( 1984) has pointed out, 
artificial signals also increase the frequency of false alarms, 
which themselves can have a negative impact on cyber
securi ty operations.•~ 

Clearly, event rate is a key factor in cyber 
performance and slwuhl be considered in 
the design of cyber-securi(y systems. 

The concept of boosting detection through artificial inflation 
of signal probability gives rise to a corollary potential : a 
prevalence denial attack (PDA) upon enemy operators. By 
flooding a network with "grey s ignals," purposely built to be 
flagged by algori thmic defense systems but easily identified 
as non-threats by human operators, an aggressor would 
artificially depress the signal probabil ity of candidate events 
presented to cyber-defenders. This imposition of 
impoverished signal probabil ity would compromise operator 
accuracy, allowing genui ne attacks a greater chance to avoid 
human detection. Such a " PDA," therefore, represent a style 
of D&D perhaps analogous to the Chinese concept of 
"seduction," in which an enemy is induced to make a fatal 
mistake.' 0 

Vigilance experiments often employ dynam ic displays 
wherein the critical signals for detection are embedded in a 
matrix of recurring neutral background events. Although the 
background events may be neutral in the sense that they 
require no overt response from the observer, they are far 
from neutral in their influence on signal detection .'1 Signal 
detections vary inversely with event rate, and event rate 
serves as a moderator variable for other psychophysical 

factors. For example, the degrading effects of low signal 
probability are magnified in the context of a fast as compared 
to a s low event rate.s.2 ·'~ Outcomes such as these were 
evident in the cyber task that we employed in this study. 
Signal detection was poorer in the context of a fast as 
compared to a slow event rate and the differential effects of 
variations in signal probability were observed only in the 
fast event rate condition. 

Clearly, event rate is a key factor in cyber performance and 
should be considered in the design of cyber-security 
systems. As with the case of the v igilance decrement, the 
effects of event rate can also be accounted for on the basis 
of the resource model. Fast event rates require observers to 
make more frequent signal/noise discriminations than slow 
event rates and, therefore, deplete information-processing 
assets to a greater degree.;4 From an operational viewpo int, 
it might seem reasonable to expect that the more an operator 
is required to view the cyber display, the more likely the 
operator is to detect adverse events. The event rate effect 
indicates this is not necessarily so, and designers of cyber 
displays should be heedful of establishing an event rate that 
maximizes performance in the systems that they develop. 

Along this line, we should note that, in t raditional vigilance 
tasks, event rates which are below 24 events/min are 
categorized as s low, while those greater than 24 events/min 
are considered as fast5

" 
56

. In our current study, 8 events/min 
consti tuted the slow event rate while the fast event rate was 
only 16 event/min, a value well below the 24 event/min 
criterion for the de fin it ion of a fast event rate. T he fast event 
used in the present experiment was chosen because pilot 
work revealed that observers could not perform the task 
effectively at event rates of24/min or more. Evidently, cyber 
task performance is extremely sensitive to event rate effects. 

At first glance, vigilance tasks can seem to be relatively 
simple and under-stimulating assignments s ince all 
observers are required to do is view a display and take 
act ion when a critical event occurs. On the contrary, 
Hancock and Wann57 were the first to propose, and then 
subsequently demonstrate that that the cost of mental 
operations in vigilance is high.'~ This proposition has been 
confirmed a number of times, as reflected in scores on the 
NASA-TLX and the finding that Mental Demand and 
Frustration are the primary components of workload in 
vigilance.'9 ~0 • 1 Our present results indicate that cyber 
operations also induce high levels of mental demand as seen 
through the lens of the NASA-TLX-overall workload 
ratings were above the midpoint of the NASA-TLX and the 
scores forthe Mental Demand, Temporal Demand, and Effort 
components o f workload fell at the upper level of the 
workload index. 

It is of interest to note that, while the portrait of critical 
workload components in the present cyber task included 
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Mental Demand, it also included Temporal Demand and 
Effort, wh ich arc not often included in the ensemble of key 
workload elements identified in more traditional vigi lance 
tasks. These differences in the profile of workload 
components may be related to the need for rapid responding 
and display scanning inherent in the cyber task employed 
here in and to the participants' awareness of the importance 
of the task they were perfom1ing for A ir Force operations. 

As described by Wickens ct al. ,61 mental workload 
characterizes the demands that tasks make on the limited 
information processing capacity of observers. Excessive 
levels of demand lead to declines in performance efficiency 
and to heightened levels of task-related stress.63 

Consequently, the high level of workload reported in the 
current experiment should be a concern to designers of 
cybersecurity interfaces. From the resource view, care 
shou ld be taken not to develop cyber displays in which 
mental demands exceed resource supply, and to generate 
remedies for cyber tasks that pose threats to that supply. 
Given the high workload of cyber tasks, managers should be 
mindful of the fact that cyber tasks can be stressful and of 
the implications of stress for performance efficiency and 
operator health.""' 6$ 

In sum , our study was conducted to determine if cyber tasks 
are linked to more traditional vigilance tasks. The answer to 
that question is a resounding "yes." Accordingly, cyber 
system designers need to be aware of the information
processing demands imposed by vigilance tasks and the 
steps that can be taken to minimize the negative effects of 
these demands on operator performance in cyber 
environments. We identify two classic factors on which- in 
cyber tasks as in "classical" vigilance-such vigilance 
performances hinges: event rate and signal probability. The 
former is firm ly in the hands of the defender, as the number 
of operators may be ramped up to satisfy demand, and as 
such can be considered in part a human resources problem. 
The latter, s ignal probability, is more problematic. Although 
artificial "critical events" might be introduced to boost 
operator performance, such tactics have drawbacks. An 
attacker, however, would have little difficulty boosting " non
critical events," to the detriment of cyber-defender 
performance, in a D&D PDA (prevalence denial attack). 
Immediate action can be taken to reduce the above identified 
risks. and they also reveal as critical the ongoing push to 
train more cyber-defenders. Such steps are vitally necessary 
to address not o nly algorithmic challenges in cyber-defense 
but also the human factor. 

Notes 
1 Mark T. Maybury. ··cybcr Vision 2025: United States Air Force 
Cyberspace Sc icncc and Technology Vision. 2012-2025"' 
(Washington. DC: U.S. Air Force Chief Scientis t. December 13, 
2012). 

1 Peter A. I lancock. lloax Spri11gs Eternal: The Psychologr of 
Deception (New York: Cambridge Universi ty Press. 20 I 5 ). 
' e il C. Rowe. '"A Taxonomy of Deception in Cyberspace:· 
International Conference on Information Warfare and Security. 
Princess Anne. MD. March 2006. 173-181. 
'Anita o· Amico ct a l.. '"Achieving Cybcr Defense Situational 
Awareness: A Cognitive Task Analysis of Information Assurance 
Analysts ... proceedings of 711e Numan Factors and Ergonomics 
Society Annual Mee ling 49 (2005): 229-233. 
~ I lerbert S. Lin. ··orrcnsivc Cyber Operations and the Use of 
Force ... Jo11mal of Na1io11a/ Sec11ri(J1 f.aw & Poli()' 4 (20 I 0): 63-86. 
'' Shailendra Singh and Sanjay Silakari. '"A Survey ofCyber Attack 
Detection Systems." l111ematio11a/ Journal of Computer Science 
and Network Securi(v 9 (2009): 1-10. 
' l'etcr A. I lancock. '" In Search of Vigilance: The Problem of 
latrogcnica lly Created Psychological Phenomena:· American 
Psychologist68 (2013): 97-109. 
~ J oel S. Warm. Raja Parasuraman. and Gerald Matthews. 
.. Vigilance Requires I lard Mental Work and Is Stressful:· H11ma11 
Factors: The Journal of the Human Factors and Ergonomics 
Society 50 (2008): 433-441 . 
~ Joel S. Warm ct al.. ··Vigi lance: A Perceptual Challenge:· in 
Handbook of Applied Perception. eds. Robert R. Hoffman et al. 
(New York: Cambridge University Press. forthcoming) . 241-283 . 
1" Lindsey Mcintire ct al.. ··Eye Metrics: An Alternative Vigilance 
Detector for Military Operators: · Military Psychology 25. no. 5 
(20 13): 502. 
II David Roy n avies and Ri\ja Parasuraman. The Psychology of 
l'igila11ce (London: Academic Press. 1982). 
u Joel$. Warm ct al. . ··vigilance: A Perceptual Challenge:· in 
Handbook of Applied Perceptio11. eds. Robert R. Hoffman et al. 
(New York: Cambridge University Press. forthcoming). 241-283. 
" Peter A. I lancock. '"In Search of Vigilance: The Problem of 
latrogenically Created Psychological Phenomena:· American 
Psychologis/68 (20 13): 97-109. 
11 Peter A. Hancock. "'Finding Vigilance through Complex 
Explanations for Complex Phenomena," The American 
Psychologist 69(2014 ): 86-88. 
1~ Joel S. Wann ct al.. .. Vigi lance: A. Perceptual Challenge:· in 
Handbook of Applied Perception. eds. Robert R. 1 loffman et a l. 
(New York: Cambridge University Press. forthcoming). 24 1-283. 
11' Joel S. Warm and Harry .I. Jcrison:· The Psychophysics of 
Vigilance ... in S ustained Allen/ion in Human Pe1for111ance. ed. Joel 
S. Warm (Chichester. UK: Wiley. 1984). 15-59. 
17 Nassim Nicholas Talcb ... !31ack Swans and the Domains of 
Statis tics:· 71ie American Statistician 61. no. 3 (2007): I 98-200. 
'" Peter A. 1 lancock and Joel S. Warm ... A Dynamic Model of 
Stress and ustaincd Attention.'" Human Factors: The Journal of 
the /111111a11 Factors and /~rgonomics Society 31. no. 5 ( 1989): 519-
537. 
1
• Sandra G. I lart and Lowell E. Stavcland. ··Development of 
' ASA-TLX (Task Load Index): Results ofEmpirical and 

Theoretical Research:· Advances i11 Psychology 52 ( 1988): I 39-
183. 
~· Christopher 0. Wickens. !:"ngi11eeri11g Psychology and Human 
Performance. 4'" ed. (!3oston: Pearson. 20 13 ). 
21 Victor S. Finamore ct al .. .. Viewing the Workload of Vigilance 
through the Lenses of the NASA-TLX and the MRQ."' Human 
Factors: The Joumal of the I luman Factors and Ergonomics 
Societl' 55. no. 6 (2013): 1044-1063. 

American lntelligenc:e Journal Page 163 Vol 32. No 2 

 
DISTRIBUTION STATEMENT A.  Approved for public release.                                                                               Cleared, 88PA, Case #2014-5561.



11 Joel S. Warm et al.. .. Vigilance: A Perceptual Challenge." in 
I landbook of Applied Perception. eds. Robert R. I loffman ct al. 
(New York: Cambridge Universi ty Press. forthcoming). 24 1-283. 
21 Christopher D. Wickens. Engineering Psychology and lluman 
Pe1/ormance. 4'" ed. (Doston: Pearson. 2013). 
i; Lindsey Mcintire ct al.. "Eye Metrics: An Alternative Vigilance 
Detector for Military Operators:· Milita1J' l'sychology25. no. 5 
(2013): 502. 
1~ Andy Field. Discovering Statistics Using SPSS (Sage 
Publications. 2009). 
l<· Thomas E. Nygren. ··Psychometric Properties of Subjective 
Workload Measurement Techniques: Implications for Their Use in 
the Assessment of Perceived Mental Workload." Human Factors: 
711e Joumal of the Human Factors and Ergonomics Society 33 
( 1991 ): 17-33. 
27 Lindsey Mcln1ire et al.. ··Eye Metrics: An Alternative Vigilance 
Detector for Military Operators:· Military Psychology 25. no. 5 
(20 13): 502. 
2• David Roy Davies and Raja Parasuraman. 711e Psychology of 
l' igilance (London: Academic Press. 1982). 
1
'' Ibid. 
"' Peter A. 1 lancock and Joel S. Warm. ··A Dynamic Model of 
Stress and Sustained Attention:· Human Factors: The Joumal of 
the Human Factors and Ergonomics Society 31. no. 5 ( 1989): 519-

537. 
' 1 Robert W. Proctor and Kim-Phuiong Vu ... Cumulative 
Knowledge and Progress in Human Factors: · Annual Review of 
Psychology 61 (20 I 0): 623-651. 
12 Joel S. Warm et al.. .. Vigilance: A Perceptual Challenge:· in 
Handbook of Applied Perception. ed. Robert R. l-loffman ct al. 
(New York: Cambridge Universi ty Press. forthcoming). 241 -283. 
" James L. Szalma . .. On the Application of Motivation Theory 10 
Human Factors/ Ergonomics Motivational Design Principles for 
Human-Technology Interaction." I /uman Factors: 711e Journal of 
the Human Factors and Ergonomics Society 56 (2014): 1453-1471. 
"Tarah N. Schmid! ct al. . ··The Effect of Video Game Play on 
Performance in a Vigilance Task:· proceedings of the Human 
Factors and Ergonomics Society 56 (2012): 1544- 1547. 
•; Jack A. Adams and John M. I fumes ... Monitoring of Complex 
Visual Displays: Training for Vigi lance ... l111man Factors: 7/1e 
Journal of the Human Factors and Ergonomics SocieO' 5 ( 1963 ): 
147-153. 
''' Thomas Lanzetta. ··Effects of Task Type and S1imulus 
llomogcncity on the Even! Rate Function in Sustained Attcnlion:· 
Human Factors: The Jo11rna/ of the ll11man Factors and 
Ergonomics Society 29 ( 1984): 625-633. 
17 Joel S. Warm and I-tarry J. Jcrison:· The Psychophysics of 
Vigilance:· in Sustained Allention i11 Human Pe1forma11ce. ed. Joel 
S. Warm (Chichester. UK: Wiley. 1984). 15-59. 
'"Joel S. Wann et al.. --vigilance: A Perceptual Challenge:· in 
/ landbook of Applied Perception. eds. Robert R. I loffman ct al. 
(New York: Cambridge University Press. forthcoming). 241 -283. 
"' Lindsey Mcintire et al.. ··Eye Metrics: An Alternative Vigilance 
Detector for Military Operators:· Militw:I' Psychologv 25. no. 5 
(20 13): 502. 
'" Ibid. 
' 1 Gerald Matthews et al.. ··Task Engagement. Cerebral Blood 
Flow Velocity. and Diagnostic Monitoring for Sustained 
Allention:· Journal oj'Experi111enral Psychology: Applied 16 
(2010): 187-203. 

' z Lauren Elizabeth Reincrman-Joncs et al.. ··Selection for Vigilance 
Assignments : A Review and Proposed New Direction." 
71/eoretical Issues in Ergonomic Science 12. no. 4 (20 11 ): 273-296. 
"Tyler H. Shaw ct al.. ··Event-Related Cerebral Hemodynamics 
Reveal Target-Specific Resource Allocation fo r 13oth ·c;o· and 
·No-Go· Response-Rascd Vigilance Tasks ... Brain and Cognition 
82. no. 3 (20 13): 265-273. 
"Joel S. Wann. Gerald Matlhcws. and Raja Parasuraman. 
.. Cerebral 1 lemodynamicsand Vigilance Performance:· Militm:r 
Psychology 21. no.SI (2009): S75-S I 00. 
H Altyngul T. Kamzanova, Almira M. Kustubayeva. and Gerald 
Matthews. ··use of EEG Workload I ndiccs for Diagnostic 
Monitoring of Vigilance Decrement ... H11111a11 Factors: The Joumal 
of the Human Factors and Ergonomics Society 56. no. 6 (201 4): 
1136-1149. 

41' Joel S. Wann et al.. ··Vigilance: A Perceptual Challenge:· in 
llandbook of Applied Perception. eds. Robert R. Hoffman ct al. 
(New York: Cambridge University Press. forthcoming). 24 1-283. 
' 7 Joel S. Warm and Harry J. Jerison:· The Psychophysics of 
Vigilance: · in Sustained Allenfion in IJ11111an Pe1/ormance. ed. Joel 
S. Warm (Chichester. UK: Wiley. 1984). 15-59. 
' 8 Angus Craig, ··Human Engineering: The Control of Vigilance.·· in 
Sustained A1te11tion i11 Human Pe1f'ormance. ed. Joel S. Warm 
(New York: Wiley. 1984). 247-291. 
'''Ibid. 
;u Michael Pillsbury. ··China's Military Strategy toward the US: A 
View from Open Sources." November 200 I: 4. 
51 Peter A. Hancock ... In Search of Vigilance: The Problem of 
latrogenically Created Psychological Phenomena, .. American 
l'sychologist 68(2013): 97-1 09. 
!l Joel S. Warm et al.. ··vigilance: A Perceptual Challenge:· in 
Handbook of Applied Perception. eds. Robert R. Hoffman ct a l. 
(New York: Cambridge University Press. forthcoming). 241-283. 
;i Joel S. Warm and Harry J . Jerison. ··The Psychophysics of 
Vigilance ... in Sustained At1e111ion in Human Pe1.forma11ce.ed. Joel 
S. Warm (Chichester. UK: Wiley. 1984). 15-590. 
~' David Roy Davies and Raja Parasuraman. 7he Psychology of 
Vigilance (London: Academic Press. 1982). 
~~ I bid . 
5" .Joel S. Warm et al. . ··vigilance: A Perceptual Challenge ... in 
llandbook of Applied Perception. eds. Rober! R. 1-lofllnan et al. 
(New York: Cambridge University Press. forthcoming). 241-283. 
~' Peter A. Hancock and Joel S. Warm ... A Dynamic Model of 
Stress and Sustained Attention ... lluman Factors: 1'lle Journal of 
the I luman Factors and Ergonomics Society 31, no. 5 ( 1989): 5 19· 
537. 
!• Joel S. Warm. William N. Dember. and Peter A. Hancock. 
.. Vigilance and Workload in Automated Systems." in Automation 
and I /11111an Pe1formance: 7heo1:i1 and Applications. eds. Raja 
Parasuraman and Muslapha Mouloua (Mahwah. NJ: Erlbaum. 
1996). 183-200. 
;, Viclor S. f inomorc ct al.. "Viewing the Workload of Vigilance 
through the Lenses of the NASA-T LX and the MRQ:· Human 
Factors: The Journal of the I l11111an Factors and Ergonomics 
Society 55. no. 6 (20 13): 1044- 1063. 
6" Joe l S. Warm et al.. "V igilance: A Perceptual Challenge:· in 
Handbook of Applied Perception. eds. Robert R. I loffman ct al. 
(New York: Cambridge University Press. forthcoming). 241-283. 
" 1 Christopher D. Wickens. IC11gineering l'sycho/ogy and Human 
Pe1/ormance. 4'h ed. (Boston: Pearson. 2013). 
1-! Ibid. 

I 'o/ 32. A'o 2 Page 16./ American Intelligence Jouma/ 

 
DISTRIBUTION STATEMENT A.  Approved for public release.                                                                               Cleared, 88PA, Case #2014-5561.



'•'Tarah N.Schmidt ct al .. "The Effect of' Video Game Play on 
Performance in a Vigilance Task ... proceedings of' the H11111a11 
Factors and Ergonomics Socie~v A mum! Meeting 56. no. I (2012): 
1544-1547. 
,,; Peter A. l lancock and Joel S. Wann. " A Dynamic Model of 

Stress and Sustained Attention." H11111011 Factors: 7he Journal <l 
the !f11111a11 Factors and Ergonomics Society 3 1. no. 5 ( 1989): 519-
537. 
1'5 Raymond S. Nickerson. Looking Ahead: l/11111a11 Factors 
C'halle11ges in a C'hc111gi11g World (Mahwah. NJ: Erlbaum. l 993). 

Dr. /Jen D. Sawyer is a Postdoctoral Associate at A'/IT 
Agel.ab and a Research Associate at the University of 
Central Florida's MIT"2 l.aboratory. Dr. Sawyer 
received his PhD in Applied Experimental Psychology 
and l/11man Factors from UCF in 2015. and additionally 
holds an MS in Industrial Engineering. His research 
interests center around successes and failure of human 
attention. especially in high workload environments. Ne 
is a past Repperger Scholar with the U.S. Air Force 
Research LaboratOly 's 71 l'h I luman Pe1:formance Wing. 
where he pe1:formed the work described here as a member 
of the Applied Neuroscience Division. 

Dr. l'ictor S. Finamore is an Engineering Research 
Psychologist at the Air Force Research laborato1y. 
711 th /111111an Pe1formance Wing. Wa1:fighter lnte1face 
Division. currently serving as Distinguished Visiting 
Research Fellow at the U.S. Air Force Academy and 
Technical Advisor to the Wai:fighter rif.fectiveness 
Research Center. lie received his PhD in Experimental 
Psychology from the University of Cincinnati in 2008. 
His research interests include multimodal displays, 
cognitive workload. decision-making. and human 
pe1for111ance. His research supports Air Force Special 
Operations· battle.field airmen. command and control. 
and cyber operators. 

Dr. GregOIJ' J. F11nke is the leader of the Team 
Pe1for111ance and Basic Cyber Research gro11p of the 
Cognilive Pe1:for111ance Optimization Section in the Air 
Force Research Laborato1y 's Applied Neuroscience 
Branch, Waifighter lnte1:face Division. Human 
Effectiveness Directorate, at Wright-Patterson Air Force 
Base. lie received his PhD in F.xperimental Psychology 
Human Factors .from the University of Cincinnati in 
2007. 

Dr. Gerald Matthews obtained his l'h/J in Experimental 
Psychology.from the University of Camhridge. He joined 
the Institute for Simulation and Training at the 
University o.f Central Florida in 2013. having previously 
held a.faculty position at the University of Cincinnati. 
His research focuses on h11111an.factors. cognitive models 
of personality and individual d([ferences. and task
induced states of stress and fatigue. 

Dr. l'incent Mancuso is a Postdoctoral Researcher at the 
U.S. Air Force Research Lab. working in the lluman 
Pe1:formance Wing's Applied 1\ 'euroscience Branch. 
There he conducts research .focused on cyber operator 
pe1for111ance monitoring and optimi:ation. He received 
his PhD in Information Sciences and Technology from 
Pennsylvania State University in 2012. and his BS in 
li?formation Systems and Human-Computer Interaction at 
Carnegie Mellon University in 2007. 

Dr. Matthew Funke is a Research Psychologist with the 
Naval Medical Research Uni! in Dayton. OH. lie 
obtained his PhD in D:perimental Psychologvl lluman 
Factors .from the University of Cincinnati in 2011 . 

Dr. Joel S. Warm joined the faculty of the University o.f 
Cincinnati shortly after receiving his doctorate in 
Experimental Psychology from the University of Alabama 
in 1966 and completing post-doctoral training in 
Human Factors at the University <?f Louisville. Currently, 
he is Professor Emeritus of Psychology at the University 
of Cincinnati. Senior Scientist at the War.fighter 
lntetface Division. lluman 1:.ffectiveness Directorate. Air 
Force Research Laboratory. Wright-Patterson AFIJ. ON. 
and Distinguished Researcher in the lluman Factors 
Group of the University o,/Dayton Research Institute. 
Pro_fessor Warm is a Fellow of the American Association 
for the Advancement o,f Science. the American 
Psychological Association. the Association for 
Psychological Science, and the Human Factors and 
Ergonomics Society. lie has served on two National 
Research Council committees. is an Associate Editor of 
Human Factors. and is a member of the editorial board of 
Theoretical Issues in Ergonomic Science. 

Dr. Peter A. Hancock is Pegasus Professor. University 
7i'ustee Chair. and Provost Distinguished Research 
Professor in the Department of Psychology and the 
Institute for Simulation and Training at the University o.f 
Central Florida. lie is a Fellow and a past President o.f 
the lluman Factors and Ergonomics Society. I le is a 
Fellow <?f the American Association.for the Advancement 
of Science (AAAS). the American Psychological 
Association (APA). the American Psychological Society 
(APS). and the Royal Aeronautical Society (RAeS). I/is 
work concerns the assessment o.f human pe1:for111ance 
under extremes o.f stress. He is an acknowledged world 
leader in the areas o,( vigilance and sustained attention. 
lie has also conducted extensive work on the human 
perception of lime. 

American Intelligence .Journal Page 165 / 'ol 32, No 2 

 
DISTRIBUTION STATEMENT A.  Approved for public release.                                                                               Cleared, 88PA, Case #2014-5561.


	SF 298 Form_Sawyer_Finomore_Funke_Matthews_Mancuso_Funke_Warm_Hancock_2016
	Cyber Vigilance The Human Factor Journal Article



