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Introduction 

June 2035: the sky was clear and the ocean was calm. It was a perfect night to attack the 

United States. A fishing trawler rested peacefully on the smooth Atlantic Ocean about 150 miles 

due east of Washington DC. The trawler was not alone; a recreational craft was 50 yards off the 

trawler‟s starboard side. The trawler was devoid of a crew, which had left for the luxury craft 

about 15 minutes before. On board the trawler were two metal frames, one fore and one aft, each 

supporting a twin-boom unmanned aerial vehicle (UAV) with a 15 foot wingspan. The 

unmanned aerial vehicles were pre-programmed to fly to downtown Washington, DC whereupon 

a payload of radioactive material would be discharged via an explosion.  Three more trawlers 

waited; one about 200 miles south of this one, one off the Gulf Coast and one off the Pacific 

Coast, each with similar unmanned aerial vehicles and payloads. All were ready to launch at the 

exact same time. At the planned time, a switch was toggled and the unmanned aerial vehicles 

rocketed from their launchers. The recreational boat pulled away. This was no suicide mission, 

and the crews would be available again if they could avoid capture.  

The US is vulnerable to such an attack today. Delivering a radiological payload by 

unmanned aerial vehicle avoids smuggling the materials into the US, or relying on suicide 

tactics, saving experienced personnel to attack again at a later date.
1
 In 2035, unmanned aerial 

vehicles are technologically advanced, reliable and plentiful. These unmanned aerial vehicles are 

available on the open market, and are not controlled because of their small size, limited range, 

and limited payload. The radioactive material is not controlled adequately, and is readily 

available. A large area antiaircraft defense probably is not available because of the expense. 

Antiaircraft point defenses are impractical because there are too many high value targets, such as 

large population centers and special-purpose facilities.  If the payload was a nuclear weapon, 
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then the damage potential would increase from possibly a few fatalities, millions of dollars in 

clean-up, and short-term psychological trauma on a national level to tens of thousands of 

fatalities, billions in clean-up, and severe psychological trauma on a national level.   

This paper evaluates the possibility of a small non-state group attacking the US homeland 

with a nuclear-related payload on an unmanned aerial vehicle in 2035, and what the US can do to 

deter such an attack. Twenty-five years in the future, nuclear technology and unmanned flying 

technology are very familiar, and the equipment is easily managed by a small group. Launching 

unmanned aircraft from maritime platforms is not a new idea.
2
 Also, using radiological materials 

in a bomb has been done before.
3
 

 A 2008 RAND study concluded that while using unmanned aerial vehicles as attack 

platforms may be “attractive” to some, “alternative attack modes are similar or even superior.”
4
 

If alternative attack modes are superior because of limited exposure to unmanned aerial vehicle 

and nuclear technology due to current proliferation controls or the newness of the technology 

itself, then deterrence through denial may be working. However, unmanned aerial vehicles are 

being proliferated, nuclear energy is enjoying a renaissance, both technologies are being exposed 

to more people, and deterrence will only get harder in the future.   

Unmanned Aerial Vehicles 

There is a continuing debate about the differences between unmanned aerial vehicles and 

cruise missiles. The primary discriminators between cruise missiles and unmanned aerial 

vehicles are speed, flight profile, and payload. Typically, cruise missiles are warhead carrying, 

faster, one-way systems with a limited loitering capability
5
 as compared to their unmanned aerial 

vehicle counterparts, which are payload diverse, slower, reusable, and loiter-capable.
6
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In 2035 unmanned aerial vehicles are ubiquitous. The unmanned aerial vehicle industry is 

projected to double in growth during 2007-2017 with most of the projected market in the military 

sector, and slight growth in the civilian market during the same timeframe.
7
 One projection states 

that unmanned aerial vehicles could move from primarily military to civilian usage within 5-10 

years, and routinely operate in commercial air space in the next 10-20 years.
8
 The US 

Department of Defense projects unmanned aerial vehicle integration into national airspace by 

2025.
9
 Tactical unmanned aerial vehicles, like the ones in the scenario, will be available from a 

variety of companies worldwide.
10

  

In 2035, the US, like most countries, has integrated civilian and military unmanned aerial 

vehicles into the national airspace, which has stimulated unmanned aerial vehicle usage and 

proliferation,
11

 and spawned secondary unmanned aerial vehicle-related businesses such as flight 

training and maintenance. Users include all levels of government and the private sector, 

performing a wide range of activities such as surveying, agriculture, and law enforcement.
12

 

Also, there may be some private unmanned aerial vehicle hobbyist/enthusiasts in a small niche 

market. Unmanned aerial vehicles perform every mission that manned aircraft perform except 

passenger transport, and are viewed as cost/labor-saving machines.
13

 Smaller unmanned aerial 

vehicles are not regulated by established counter-proliferation treaties such as the Missile 

Technology Control Regime (MTCR); they are excluded because of their short range, small size 

and payload.
14

    

Unmanned aerial vehicles are simple to operate and maintain. To label them as “low 

tech” is an oversimplification; unmanned aerial vehicles have advanced technology albeit 

uncomplicated technology. For example, the flight control and navigation systems may be 

advanced in the same way an automobile GPS is advanced in design and concept, but easy to 
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understand and operate.  Many of these types of systems are modular, and can be plugged-in. 

The propeller-driven engines and composite airframes are also straight-forward in construction, 

and are easily repaired in field conditions. In addition, no special fuel is required. 

 Unmanned aerial vehicles can be customized to their purpose. The most expensive items 

on most unmanned aerial vehicles are the payloads and sensors. Preprogrammed unmanned 

aerial vehicles that are used as one-way weapons delivery platforms do not require sensors -- a 

big cost savings. Purchasing the unmanned aerial vehicles without sensors will not appear 

unusual because airframes and sensors can be, and are, regularly mixed and matched. 

 Many unmanned aerial vehicles can be flown from anywhere enabling a low-profile for 

the non-state group while flight training. Because many systems do not require a runway for 

take-off and landing, or any kind of human control if preprogrammed for flight, specialized flight 

facilities are unnecessary.  Transport is easy because unmanned aerial vehicles can be broken 

down into components and placed into a container small enough and light enough for two or 

three people to handle without special equipment.  

Tactical unmanned aerial vehicles are difficult to detect using radar because of their size 

and composite material construction. In addition, tactical unmanned aerial vehicles fly straight 

and level at low altitudes, between about 500-15,000 feet, and at low speeds, giving them flight 

characteristics which may be confused with birds.  Because of their slow speeds, however, it 

takes these unmanned aerial vehicles a few hours to fly distances similar to those in the scenario, 

which increases the chances for detection and in-flight complications.   

A “flying boat” unmanned aerial vehicle could be used instead of launching the 

unmanned aerial vehicles from a boat platform.  The advantage is that only one boat would be 
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needed to transport the flying boat unmanned aerial vehicles to the launch area. A getaway boat 

would be unnecessary. The main disadvantage is that the flying boat unmanned aerial vehicle 

may be part of a very small niche market, and therefore much easier to trace if purchased. This 

disadvantage is erased if an existing unmanned aerial vehicle model is modified, or the flying 

boat unmanned aerial vehicle is scratch-built.  A flying boat unmanned aerial vehicle, called the 

Gull, was being developed in 2007 by a British company. Its size, endurance, and payload are 

comparable to the boat-launched unmanned aerial vehicles in the scenario.
15

 

Weapons Payloads 

The nuclear landscape of 2035 and the potential for acquiring a radiological payload 

depend in part on the number of nuclear-weapons states.  The assumption made here is that the 

number of nuclear-weapons states has remained stagnant at ten (including Iran) for 20 years, 

because the international desire to get nuclear weapons has subsided. Should the number of 

nuclear-weapons states increase, the chances of getting materials and expertise to develop and 

use a radiological payload on an unmanned aerial vehicle probably also will increase. This is 

especially true if the states are either less politically stable, like Pakistan, or insular and self-

deterministic, like Iran and North Korea.  

In 2035, international demand for nuclear weapons may be flat, but nuclear power plant 

construction is booming as part of a worldwide effort to limit greenhouse gas emissions through 

alternative sources of electricity generation.
16

 The increasing number of nuclear power plants 

increases the demand for nuclear fuel, thereby increasing the risk of nuclear materials falling into 

the wrong hands. Radioactive isotopes used for industrial and medical purposes are still 

widespread, however slightly better tracking procedures have been implemented after 
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governments and manufacturers recognized the weapons potential for these materials at the turn 

of the century.
17

 Also, equipment manufactured in the 1970s and 1980s, prior to tougher 

controls, has ceased to be a threat because their radioactive isotopes have exceeded their half-

lives, decreasing their usefulness as a dangerous source of radiation.   

The payload for a radiological-weaponized unmanned aerial vehicle would consist of 

either a nuclear warhead, manufactured by one of the nuclear-armed states or manufactured by 

the specific non-state group as an improvised nuclear device (IND), or a radiological dispersion 

device (RDD). Of the two, the nuclear weapon would cause, by far, the most destruction.  

Because of the size limitations on the delivery vehicle, the yield of the nuclear warhead probably 

would not exceed the low single-digit kiloton range.
18

 Still, the detonation of an improvised 

nuclear device would produce a devastating explosion and radioactive fallout, which could last 

for years.
19

 The amount of destruction is directly related to the target. Urban targets offer more 

destruction potential than do rural targets.   

Radiological dispersion devices are known and feared more for their secondary and 

tertiary effects as weapons of “mass disruption.” 
20

 A radiological dispersion device would cause 

less physical destruction, but “enormous psychological and economic impacts.”
21

 Technically, a 

radiological dispersion device is not a “nuclear weapon” because the radioactive material does 

not itself explode. Instead, the radioactive material is spread via an explosion, and becomes a 

hazard in the area in which it is located.  Prolonged exposure to the material can be lethal or 

cause health problems later, depending on the nature of the material.
22

 A radiological dispersion 

device may cause only a few casualties. However, because the public may not differentiate a 

radiological attack from a nuclear attack, the resultant confusion would threaten to overwhelm 
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local, state and federal governments.
23

  Also, casualties may not be immediately apparent 

because damage from exposure to these radioisotopes may take years to appear.
24

  

Of the two nuclear payload options, using a state-manufactured nuclear warhead is the 

least likely option.
25

 In 2035, nuclear arsenals for all the nuclear states probably will be secure 

through adequate storage and handling procedures, and individual warhead security measures 

based on the trend to seek more stringent safeguards.
26

 Even if nuclear warheads had been 

obtained during the tumultuous times of the break-up of the Soviet Union, these warheads would 

be at least 50 years old by 2035, and probably wouldn‟t function as desired since they would 

have long exceeded their shelf-life.
27

   

The second option for the non-state group is to build a nuclear warhead from scratch, 

which seems to be the option that national security experts believe to be the most likely.
28

 The 

most important ingredient is plutonium or highly enriched uranium (HEU).
29

 The general rule is 

the more enriched the uranium, the less needed to make a nuclear weapon.
30

 Neither of the two 

available nuclear weapon designs are likely to fit onto an unmanned aerial vehicle comparable to 

the size used in the scenario; both designs would probably result in a warhead that was too bulky 

or too heavy. 
31

 

On the other hand, a radiological dispersion device is more flexible in design and can be 

sized to fit into the payload compartment of the unmanned delivery vehicle. No special 

configurations with relation to the explosives and the radiological material are necessary, and 

there is no minimum required amount of radiological material.  In addition, building a 

radiological dispersion device is easier for a non-state group because the materials are readily 

accessible and the technology is known.
32

  



 

8 

 

The two types of radiological material most at risk for incorporation into a radiological 

dispersion device are spent nuclear fuel and other radioisotopes used in industry. Both types of 

radiological materials are abundant and not rigorously controlled.
33

 In 2035, spent nuclear fuel 

quantities are probably growing because of the growth in the nuclear power industry. However, 

“because spent fuel tends to be highly radioactive, it provides a lethal barrier against acquisition 

by terrorists who do not have special protective handling equipment;” the quality that makes 

spent nuclear fuel desirable is the same quality that makes it deadly to handle. 
34

 Radioactive 

isotopes are easier to handle because they usually come in smaller protectively-sealed quantities 

or pre-molded forms.
35

 Any of these radioisotopes would fit easily into a payload compartment, 

possibly with the radioactive shielding intact. While the shielding would protect the launch crew 

from prolonged radiation exposure, the radioactive shielding may also act as a blast shield, which 

would limit the spread of the radioisotope, and require more explosives to overcome the 

dampening effects of the shielding. Alternatively, the shielding could be removed, or the pre-

molded radioisotope form placed inside the airframe minutes before launch, thereby limiting 

exposure to the launch crew and maximizing dispersal upon detonation of the payload.  

In summary, the airframe size limits the type of nuclear-associated payload assuming that 

nuclear warheads are not smaller and lighter in 25 years. Based on availability, size, weight, and 

shape, the radiological dispersion device is a more likely payload than the nuclear weapon. The 

trade-off is in destructive potential. While the radiological dispersion device is a much less 

destructive weapon than an improvised nuclear device or nuclear warhead, it is still expensive to 

clean-up, and results in psychological damage. The psychological damage is increased with the 

realization that the population is at risk of further attacks, and the psychological damage is 

multiplied even more with each successful attack.
36
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Deterrence Strategy  

In 2035, the United States can deter an airborne radiological through dissuasion, denial, 

or threat. Preparedness is critical for dissuasion.
37

 If would-be attackers see the US as ready to 

respond in such a way that the effects of the attack are diminished, they may abandon their 

plans.
38

 Denial offers the most effective deterrence. Stricter proliferation controls would limit 

distribution of critical materials.
39

 Also, effective substitutes are available for some radiological 

materials, which decrease supply and potential misuse of these materials.
40

 An active defense 

against unmanned airborne delivery vehicles may be too costly and unmanageable, but new 

technology available in 2035, such as directed energy, may provide a solution.
41

 Finally, as a 

threat option, laws can be enacted, setting up the mechanisms to apprehend and punish 

perpetrators and their sponsors.  

As the most likely attack modality, a radiological attack is attractive to non-state groups 

because the real damage occurs after the attack; widespread panic and costly clean-up.
42

 

Therefore, planning, exercising, and equipping for radiological disasters at all levels of 

government, and publicizing the fact, severely lessens an attack‟s outcome and consequences, 

possibly dissuading the attackers by forcing them to consider and select other alternatives.
43

     

If the technology can be denied to the attacker, then the attack can‟t happen. The Missile 

Technology Control Regime, the Treaty on the Nonproliferation of Nuclear Weapons (NPT), and 

related programs for controlling radiological material proliferation are already in place. 

However, the attack scenario exploits the lower end of both sets of proliferation controls. The 

Missile Technology Control Regime does not adequately control smaller unmanned aerial 
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vehicles
44

 as emphasized by the growing unmanned aerial vehicle market.
45

 The Treaty on the 

Nonproliferation of Nuclear Weapons does not control radioisotopes.  

 Based on the reasoning that the nuclear component is more destructive than the airborne 

platform component, more effort probably should be taken to strengthen the Treaty on the 

Nonproliferation of Nuclear Weapons-related controls. Radioisotope and other nuclear material 

production for military and civilian applications is a very limited field because of the specialized 

equipment required for production.
46

 Radioactive materials can be controlled through closely 

monitoring all production facilities. Furthermore, steps have been taken to close the gap on 

accounting for disused or orphaned radioactive materials.
47

  In addition, alternates to radiological 

materials have been found for some applications.
48

 It is possible that by 2035 some radioisotopes 

will have disappeared from civilian use because of effective substitutes.
49

 Regulation of 

radioisotopes “could contribute significantly to reducing the overall dangers posed by radioactive 

commercial sources.” 
50

 However, not all nuclear-armed states have signed the Treaty on the 

Nonproliferation of Nuclear Weapons, and full participation would increase effectiveness.  

Another aspect of denial is a viable anti-aircraft system. According to one estimate, “a 

limited defense [covering a large geographical area] against offshore cruise missiles would cost 

$30-$40 billion.”
51

 The same report documents other challenges such as persistent surveillance, 

communication between sensors and interceptors, enemy threat identification, and system 

redundancy.
52

 In 2035, available technology might enable a practical defensive system. Stopping 

an unmanned aerial vehicle requires detection a few minutes after launch. As a maturing 

technology in 2035, directed energy weapons probably are the best single-system for defending 

against unmanned aerial delivery platforms.
53

 The “fast-as-light” speed permits extra minutes for 

target identification, and fire control coordination as compared to a surface-to-air missile (SAM) 
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system.  However, the expense is probably a limiting factor. Smaller directed-energy or surface-

to-air missile systems for defending specific targets would also work well, however placement at 

the right facility/city would be almost impossible without advanced warning.  

In 2035, the groups that view the US as an adversary and have the capacity to attack the 

homeland using unmanned aerial vehicles with radiological payloads probably are varied in 

interests and goals, so it is impossible to determine specific threats to deter these groups. 

However, some threat actions are universal, such as establishing national and international laws 

that address procedures for handling attackers. One example is the International Convention for 

the Suppression of Acts of Nuclear Terrorism.
54

 Though more effective as a state deterrent, these 

laws may serve notice to the hostile non-state group, hostile states, and states that knowingly or 

unknowingly permit nuclear terrorism activity.  

Conclusion 

Combining unmanned aerial vehicles and nuclear materials is an attractive possibility for 

any group wanting to attack the US homeland in the future. The airborne platform offers a 

greater chance for dispersal of the nuclear-related material over a wider area than a terrestrially-

based timer-equipped device.  Physical destruction is not dramatic. However, sanitizing the 

contaminated area is costly in time and resources.  In addition, smuggling the materials into the 

country is unnecessary because the bomb is flown in. Moreover, using radiological material 

“taps into the public‟s nuclear fear.” 
55

  

The technology for such an attack is well-established, widely understood, and easy to use. 

Most small groups would have the capability to employ one or several unmanned aerial vehicles 

as one-way bomb carriers.  Depending on the size of the airframe, personnel requirements would 
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be small. Two of three individuals could transport, assemble, arm and launch multiple unmanned 

aerial vehicles at one time. In 2035, purchasing an unmanned aerial vehicle system will be 

commonplace because of their widespread use throughout the world. Unmanned aerial vehicle 

system practice can be performed almost anywhere. Flight training is probably unnecessary for a 

one-way mission, but requires only a small open area to launch and recover the airframe, if 

desired. As for the weapons payload, if inadequately controlled, radiological materials will be 

available from a variety of sources. A radiological dispersal device is easy to construct, 

consisting of the radioactive material and an explosive to disperse the material.  

 In 2035, the United States is vulnerable to attack from a radiological dispersion device 

delivered by an unmanned aerial vehicle unless stricter controls are placed on the materials 

needed for such an attack. Unmanned aerial vehicle bombs do not pose a significant or recurring 

threat, and point- or large-area air defenses are very costly for such a small threat. The best 

defense is deterrence through denial in the form of proliferation controls, which have been, thus 

far, unevenly and selectively applied allowing the proliferation of unmanned aerial vehicles and 

nuclear-related materials.  Some components of an unmanned aerial vehicle system, such as 

high-performance engines and autonomous flight control systems, can be regulated, but basic 

unmanned aerial vehicle systems are still available. No unmanned aerial vehicle-specific control 

mechanism exists. The Missile Technology Control Regime limits larger unmanned aerial 

vehicles, but was originally designed to limit ballistic missile proliferation. Radiological 

materials could be controlled more stringently at the source of production and in the specialized 

equipment in which they are used through established control methods like the Treaty on the 

Nonproliferation of Nuclear Weapons, or with a new radiological material-specific control. 

Ultimately, weak proliferation oversight will enable the attack scenario. 
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