








 
 
 
 
 
 
 

  
  
  
  
  
  
  
  

  
  

  
  
  
  
  
  

  
  

  
  

  
  
  

  
  
  
  
  
  
  



 
 

 
 

  
  
  

  
  
  

  
 

  
  
  

  
  
  
  
  

  
  
  
  
  
  
  
  
  

  
  
  
  

  
  
  
  
  

 



 

 



 

 

 



































Capability Maturity Model – Risk Components
Hypothetical CSSP risk assessment capability maturity profile 
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Threat 
Evaluation

Hazard 
Analysis

Vulnerability 
Analysis

Operational 
Risk Analysis

Program / Project 
Risk Analysis

Impact
Analysis

As-Is
Spring FY 
2014/15

Target To-Be
Spring FY 
2016/17

Extend  Tri-Service 
economic loss experience 
to other projects and 
program; build on regional 
experience

Systematic , streamlined business 
practices; framework in 
manager’s guidebook; benchmark 
S&T program techniques & tools

Sustain multi-criteria assessment 
techniques; framework in guidebook; 
formalize Delphi method; sustain 
scenario-based assessments; 
benchmark engineering and other 
techniques (e.g., FMEA, FTA, RCA…)



Summary - SWOT Analysis

Strengths

Threats / Uncertainty

Weaknesses 

CSSP – value assessment framework and evidence base (leverage Tri-
Service, BTS and other success stories)

CSSP - Specify requirement to document the decision making process, and 
techniques & tools (to be) used to prioritize (gaps) projects including threat / 
risk assessment or other techniques

CSSP – Make risk assessment part of core CSS processes including: Strategic 
Planning Guidance; business planning; environmental scan; proposal 
evaluation; and performance measurement 

Program Risk Management – Guidelines for project and operational 
capability risk assessment, multi-criteria decision making and SME elicitation 
techniques (e.g., Delphi method; scenario-based assessments)

Techniques – leverage legacy solutions & emerging techniques that improve 
insight into “cascading effects”, interdependencies, consequences and 
systemic risks; provide toolkit (e.g., part of a managers’ guide or separate 
guide including risk lexicon and descriptions of techniques)

Opportunities

No value assessment framework  or evidence base with appropriate links 
to risk mitigation and opportunity identification

No systematic approach to program risk management that includes 
strategic, operational and project risk management perspectives

Federal risk assessments constrained by mandates; focus is on impact on 
federal programs; overlapping F/P/T responsibilities and funding constraints

CSS has little or no visibility of risk assessment & prioritization techniques, 
except for those developed or supported by CSS

Sustainability & adaptability of legacy risk assessment & OR solutions
Agility of program &  risk assessment process to seize opportunities that 

are high value

Depth & breadth of knowledge, and reach of CSS staff
Project management  with integral risk assessments
Legacy risk and decision support solutions (e.g., CRA, 

AHRA, CBP techniques, Capability Assessment Methodology, 
high risk scenarios; risk-based approaches use by e-Security & 
SII…)

Richer risk assessments (increasing focus on effects; insight 
into regional practices and risk perception; economic, 
interdependency & risk modeling)

Broader program focus including community safety and 
resilience

Quality assurance of risk assessment techniques (e.g., no 
independent verification & validation of P/T/M/industry 
processes)

Budget  pressures (e.g., DRDC; municipal Tri-Service assets)
External audit (FY 2016/17) – evidence of program risk-

based approach and performance (value for money)
Imprecise Call requests, resulting in wasted effort and 

proposals that are of little or no interest to CSS – not  linked 
to risk mitigation priorities

Regional focus presents new challenges (e.g., risk 
governance, budgets, IM, travel, interaction, relationship 
management, due diligence, sustainability of legacy solutions, 
“influencers” with vested interested…)

Legacy partnerships (PS; 22 departments) may not be suited 
to  future direction (constraints - federal mandates, authority 
& capacity; fragmented strategies & action plans…)

















































































































































Preliminary RA CMM Assessment (Worksheet) 
Level Description Self-Assessment Factors
Level 5:

Optimizing
(Strategic; supports multi-criteria, 

multi-domain decision making)

Continuous process improvement and innovation 
on strategic, operational (and program) and 
tactical (frontline) levels

Industry-, engineering -focused risk assessment techniques for specific 
problems (e.g., rad/nuc; energy; environment…)

Some epidemiological  risk assessment techniques within specific health 
hazard  (disease) domains

Level 4:
Managed 

(Crosses boundaries; supports 
strategic  and systems thinking; 

scenario planning; futures 
thinking; collaboration and 

insight)

Detailed measures of effectiveness for process,
outputs and capability improvements

CBRN – CRA (anti-terrorism), evolving since post-9/11 era
CBSA (CA-US Joint TRA – check status)
Tri-Service (tactical risk assessments – normal routine)
Bio/Med – Federal level; (Health Portfolio)  check status of multi-

jurisdictional RA (CRHNet)
Multi-level law enforcement; forest firefighting; SAR techniques

Level 3:
Defined

(Systematic, adaptive, scalable, 
anticipatory, and fosters 

innovation - known knowns, 
known unknowns and unknown 

unknowns)

Process documented, standardized and 
integrated into domain decision making

BTS – if joint threat & risk assessment has been done (PS, 2010 stated 
objective); CBSA – automated PAX RA tools, container screening; TC – air 
cargo security screening, surveillance; IMSWG risk assessment…

EMSI – Federal AHRA IRAWG; HTRA (some departments using other 
techniques – RCMP using AS EMRA technique)

Explosives – review work on precursors and level of collaboration 
(tactical domain)

SII (tactical) – check link with CPRC and F/P/T/M/FNI LE; transcontinental 
organized crime, anti-human smuggling, cyber crime, etc

Level 2:
Repeatable 

(Verifiable; sustainable; limited 
horizon; problem solving & issue 

resolution - known knowns & 
known unknowns)

Basic processes to identify, describe and rank 
risks within domains with similar risk exposure

CIP – check status of Sector Risk Profiles; SCADA / ICS Cyber Test Lab 
initiated in 2013

Psychosocial – academic research exists,; opportunity for sharing and 
developing impact assessment frameworks & link to RCMP Harm Analysis, 
Crime Prevention…

Level 1:
Initiating

(Near-term; linear thinking; known 
knowns)

Process is ad hoc and success depends on 
individual effort (i.e., domain SMEs)

Forensics – discrete specialities; check status of R&D and targeted 
investment

1
Adapted from SEI Capability Maturity Models GAO 01 116 March 2001

Preliminary RA CMM Framework 
Level Decision Support Context Risk Assessment / Capability Management Maturity Indicators

Level 5:
Optimizing

Support strategic decision making 
including with international partners ; 
take smart risks; address hard 
problems; and results in measurable 
improvements in societal safety, 
security and resilience

Collaborative, transparent risk assessment processes  including with international partners
Recommendations address known deficiencies and anticipated changes in risk exposure across the 

whole safety and security spectrum
Continuous process improvement and innovation on strategic, operational (and program) and tactical 

(frontline) levels
Outputs and decisions are easily interpreted  and implemented 
Very high confidence in process, ranking and recommendations

Level 4:
Managed

People participate in multi-
jurisdictional decision making 
processes that achieve an effective 
balance of investments  over time  
across the whole safety and security 
problem space

Decision makers participate in and add value to the process
Recommendations  address  known deficiencies, and identify innovative solutions and opportunities that 

address anticipated risks
Detailed measures of effectiveness for process, outputs and capability improvements
Outputs are easy to understand and communicate among similar and interdependent domains, and 

across jurisdictional and other boundaries
High confidence in process, ranking and recommendations

Level 3:
Defined

People participate in 
interdisciplinary decision making on 
investment priorities that achieve an 
effective balance of investments  over 
time within  domains that have similar 
risk profiles

Decision makers accept risks identified and prioritised by SMEs, and add some value to the process
Recommendations address  known deficiencies within and sometimes, across domains, and begin to 

consider future risk environment
Process documented, standardized and integrated into domain decision making
Outputs are easy to understand and communicate within single or tightly coupled domains (e.g., CBRNE)
Reasonable  (medium) confidence in process, ranking and recommendations

Level 2:
Repeatable

People make decisions on 
investment priorities that address 
known capability deficiencies within 
single or closely -related domains, and 
risk exposure is an explicit part of 
decisions & planning 

Decision makers consider SME advice but do not add value to the process
Recommendations consider threats, vulnerabilities and impacts  in the near-term within single domains 

with a focus on the near-term
Basic processes to identify, describe and rank risks within domains with similar risk exposure
Outputs are clear to participants, but not necessarily to other audiences
Low confidence in process, ranking and/or recommendations

Level 1:
Initiating

People make decisions based on 
personal experience and advice from 
trusted sources,; assessment of  risk 
exposure is mostly an implicit 
component of decisions and planning 

Decision makers do not explicitly or systematically consider risk .  They are at risk of making overly 
subjective judgments with limited or no in-depth analysis of risk environment

Recommendations are overly subjective and subject to peer /political pressure 
Process is ad hoc and success depends on individual effort (i.e., domain SMEs)
Outputs are clear to people performing the assessment
Very low confidence in process, ranking and/or recommendations
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BTS

Chem/Bio

Rad/Nuc

CIP

Explosives

Tri-Service

Bio/Med

Tri-ServiceEMSI

BTS

Explosives

CIP
Forensics

CoP Affinity Mapping
Focus on high correlation

Potential for sharing risk 
assessments…and collaborative 
treatment strategies (input to 
capability maturity model)

If CBRNE is the most mature of the CoPs, then 
there should be potential to leverage its 
experience from the capability techniques, and  
business case trade-off analysis perspectives for 
virtually every other CoP…

There should be lessons 
from psychosocial for 
stakeholder impact 
assessments for all CoPs, 
and collaborative 
F/P/T/FNI risk assessments

Local level & 
academia

Industry International partnersMajor events security

Psychosocial

Tri-ServiceChem/Bio

CIP

CIP

Tri-ServiceBTS

Cyber CBRNE

EMSI

SII





CONOPS
CSSP Value Concept Rationale
Focus on areas that are high 
value to Canadians and CSSP

Leverage e-Security Sandbox concept (get tangible results; reinforce and empower existing social 
networks)

Leverage emerging Tri-Service and national leadership relationships
Big departments and P/T partners already receive significant funding for GC priorities – consider local 

level gaps and constraints (lessons from CBRN, USAR, Tri-Service, MDA, Windsor-Detroit Gateway…)
Monitor reuse opportunities from DRDC

Focus on vulnerable 
populations (in regions with 
resource and other 
constraints)

Fewer resources than large provinces – already implementing cross-border multi-jurisdictional 
solutions; faster decision cycles; industry is engaged and is a trusted partner

Example - Leverage Tri-Service / EM / CIP work in Atlantic Canada
Apply / adapt lessons for other regions [e.g., community resilience; natural disasters (flooding, sensitive 

ecosystems and species at risk), accidents / system failure (rail; pipelines; ferries
CSSP strategy for the North

Focus on regional l(and local) 
problem space

Easier access to decision makers in government and industry; leverage networks with bordering states
Less bureaucracy and fewer management hurdles; can do attitude; creative solutions; quick wins
Create capacity in regions that has a multiplier / domino effect for other regions or nationally

Focus on critical economic 
bottlenecks and multi-modal 
transportation hubs 

Leverage work on Maritime Domain Awareness (St Lawrence Seaway & Great  Lakes) for other regions 
(e.g., North, West Coast, Atlantic Canada, Northern Ontario)

Leverage experience with Detroit-Windsor for other corridors, hubs, networks, infrastructure assets
Leverage work on cascading effects and socio-economic impact analysis (financial / job loss)

Focus on solutions that are 
adaptable and scalable across 
program and across country 

Document success stories (e.g., CRTI, CRA, Capability-based investment, AH scenarios) and leverage 
internally across portfolios

Develop program evidence base (prepare for audit in 2016) (leverage EMS & Fire work)

Focus on streamlined internal  
program, process and decision 
support capability  
improvement

Internal decision support toolkit (e.g., evidence base; value assessment; environmental scan…)
Technology road map (decision support; KM; collaboration; research; productivity improvements) 
Streamlined processes that do not increase administrative burden (e.g., dashboards; risk management)
Agile program, strategic relationship, collaboration and communications management
Manager’s Guidebook (sections on decision support; capability, risk & value assessment ; multi-criteria 

decision making, Delphi and other techniques) 4












